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April 11, 2005. The subject matter of this earlier filed application is hereby
TITL T porataaivprefeerce. BACKGROUND OF THE INVENTION 1. Field
of the Invention [00021 This invention is related to a generic mechanism

GENFrIaaprlicstionsseveytecHeta mne vhic; key of a Generic

Authentication Architecture (GAA) would enable easy integration of

REFEAgeifonatapRigalian:severs Ry £¥iending an existing standard for User
Security Settings (USS). 2. Description of the Related Art [0003] Initial

[00613uthERigcaatanifaslon ootsinesp phmirsy Tioifd Gettedat®atPyojBotvisional Patent
Partnership (3GPP) Generic Authentication Architecture (GAA) is based,

Appliortiak A ethalthentidiion, 8nd, KdydAgreemidnt RiedociheDepardingtearac? this
mobile terminal, such as a mobile phone, and a Universal Mobile

earliefl Sledamplicnitat ik Sststenc (odd TR d htegried ircuit Card (UICC) or
subscriber identity module inserted in the mobile terminal, the 3GPP
Generic Authentication Architecture (GAA) can have the following keys:
Ks_int NAF Ks ext NAF and Ks_NAF. Today, the number of services
IE?‘ finition as to which key to use for the

BAC S -

Ular smart card or subscriber identity module can be implemented

1. dﬁﬁéﬂwﬁf@ednizenﬁ on

[0002]  This invention is related to a generic mechanism for an application server to

determine which key of a Generic Authentication Architecture (GAA) would enable

easy integration of additional application servers by extending an existing standard for

User Security Settings (USS).

2. Description of the Related Art
[0003] Initial authentication (i.e., bootstrapping) of Third Gemeration Project

Partnership (3GPP) Generic Authentication Architecture (GAA) is based on AKA
{Authentication and Key Agreement Protocol). Depending on a mobile terminal, such
as a mobile phone, and a Universal Mobile Telecommunications System (UMTS)
Integrated Circuit Card (UICC) or subscriber identity module inserted in the mobile
terminal, the 3GPP Generic Authentication Architecture (GAA) can have the
following keys: Ks_int NAF, Ks_ext NAF, and Ks NAF. Today, the number of
services using GAA is quite small and a definition as to which key to use for the

particular smart card or subscriber identity module can be implemented directly into a



server of the Network Application Function (NAF) that offers the service to
the user. However, such implementation at the server is not very scalable
or easy to administer in case of changes, such as new use cases and
changes or updates to existing services, or a user getting a new smart
card. The changes or updates to the NAF would require manual
configuration, which is especially difficult, if the NAF resides not in the

servehghrihe MueierRob pRligatipe MmN AR e efferhane sserinsrio the user,

[0004] The Ks_int_NAF key is used for securing Hypertext Transport
Howepgstoueh (MPERSnbwioreshittressivart isandtoresiissetiide identisy moostinenister
and the application server NAF. The application would reside in the smart
in caseartl dnasghscsibdr adertityusacdsts and thenpebite terdatealtiwenidtmiglsactces,
as a modem. This mechanism may be used as an alternative to present

or a uGf AHME ceriguratinmmesSigesiongewnioastinry 1o Peales orwied require
SAT applications. [0005] The only use case for the Ks_int_NAF key

manugefietiiaddyis whlddlimegditiBroadeasiiy yticasiiaer vigedMBMS). #he home
MBMS, the NAF is configured according to the definitions in TS33.246

netwosEEIRPRMlicalionsaiBen PRI GlenaR ARRSELXAEhe contents of which

are hereby incorporated by reference. In MBMS, a choice as to which key
to use is defined by the description of the specific keys in the specification

[0004T S3BrAG.sTherelu® fReihis usecane, N kanEIRIERMSENaRISRbEt Protocol
- required because the key is implemented directly into the NAP that is

(HTTPEeReBeMBMSreer ieed O B8 S UNMAR BT H B NMENTIPN:tion

[0006] In accordance with a first aspect of the présent invention, there is

serveP FOXIHE0E, MAIBRLL IR QIHEORNGAIC Meghanizim, fora Qﬁt‘ﬁl&g&nber identity

application server, the method comprising: receiving a request from a

modulSEE EAURTRAT Qﬂ?ﬁ%\ﬂgiev%@@ %ﬂ‘f?té%? as a modem. This mechanism may be

used as an alternative to present OTA SMS configuration messages to download new

updates or other SAT applications,

{0005} The only use case for the Ks_int NAF key defined today is in Multimedia
Broadcast/Multicast Service (MBMS). In MBMS, the NAF is conﬁgmre& according
to the definitions in TS33.246 3GPP specification, attached hereto as Appendix A, the
contents of which are hereby incorporated by reference. In MBMS, a choice as to
which key to use is defined by the description of the specific keys in the specification
T533.246. Therefore for this use case, no key choice mechanism is required because
the key 1s implemented directly into the NAF that is offering the MBMS service to the

user.
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information to a network application function; determining a key of a
generic authentication architecture to integrate additional network
application servers by extending an existing standard for user security
settings; and providing the authentication information to the network
application function. [0006a] In accordance with a second aspect of the
present invention, there is provided an apparatus to provide generic
mechanism for a network application server, the apparatus comprising:

SUERRINIRY Meapgforgeeiyipgha request from a user equipment to provide

authentication information to a network application function; determining
means for determining a key of a generic authentication architecture to

[o00tggratmagditienal BeivRrk @RPUCAtON FeRessBY R HRRAINhaMENSiNGovided a
standard for user security settings; and first providing means for providing

mefhe GithBrieafoRe AT AT the Hetwat R apbliapberfinire q00bspethod
cotbRSHYdancewith a third aspegtof Q‘%%F%%{:LEHH{&HF'%’ GUES authentication

_ provided an apparatus for providing generic mechanism for a networ
infapphibationoservee! e kapgpatsrisosormprising: aleeeshiigarit kegeivdsa generic
auﬁ?e%lﬂﬁ%igg Hﬁg&fﬁ&“"&5“?H[teg%?{’efoé’&éﬁu%%%]e”%%%&!‘ '5‘@@%%‘8” QRers by
network application function; a determining unit determine ey of a
extgadenc authentitatgonsaretatectioe tasntegrateradditiotiabnetmork providing  the

application servers by extending an.existing standard.for user security
o B (R S 2L B HEHER iformation 1
the network application function. [0006c] In accordance with a fourth

[00RATCL o RS RARS %@éWﬁH“Q”gégSéﬁ i%%r .\fidc?tdtﬁea\}ﬁ%gé%kjt%.xper&%%[“there is
embodied within a computer readable medium to provide generic

praviekdamismfaratunetworkvapplication sesemitie tonpnter priogyari dagiog server,
config}Jr{ad . o N .

the " appdrati's comprising: receiving means for receiving a request from a user

equipment to provide authentication information to a network application function;

determining means for determining a key of a generic authentication architecture to

integrate additional network application servers by exiending an existing standard for

user security setiings; and first providing means for providing the authentication

information to the network application function.

[0006b] In accordance with a third aspect of the present invention, there is provided
an apparatus for providing generic mechanism for a network application server, the
apparatus comprising: a receiving unit receives a request from a user equipment to
provide authentication information to a network application function; a determining
unit determines a key of a generic authentication architecture o integrate additional
network application servers by extending an existing standard for user security
settings; and a providing unit provides the authentication information to the network

application function.

f0006¢] In accordance with a fourth aspect of the present invention, there is provided

[F8)



to perform a process comprising: receiving a request from a user
equipment to provide authentication information to a network application
function; determining a key of a generic authentication architecture to
integrate additional network application servers by extending an existing
standard for user security settings; and providing the authentication
information to the network application function. 3a WO 2006/109122
PCT/1B20061000790 BRIEF DESCRIPTION OF THE DRAWINGS

& GRUBY T RE BB BRIRITY oY AN G WA HeRla s rbiideravide generic
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provide generic mechanism for a network application server, in iy
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A B e e b brc ) providing the
avéeTiosinoentodthetpresetitdmeentidn af@0itat ¢l GuR flustrates an

apparatus to provide generic mechanism for a network application server,

in accordance with an embodiment of the present invention; [00131 FIG. 3

illustrates a method to provide generic mechanism for a network

application server, in accordance with an embodiment of the present

invention; and [00141 FIG. 4 illustrates a method to provide generic

mechanism for a network application server, in accordance with an

alternative embodiment of the present invention.



TABLE OF ABBREVIATIONS 3GPP -- 3 a Generation Partnership Project

3GPP2--3rd Generation Partnership Project 2 ACM--Address Complete

Message AKA -- Authentication and Key Agreement Auth--Authentication
WORE201387109122 PCT/IB2006/000790 AUTHR--Authentid4tksis2006/600790

Response AVP -- Attribute-Value-Pair BS--Base Station BSC--Base

Station Controller BSF --Bootstrapping Server Function BTS-Bas e

station Transceiver Subsystem CK - Confidentiality Key CM--Cellular

BRIERIQESAGRIBRIONG 2R A tAR&WENISH Architecture GBA -Generic

oo T 1 B0 SR VIS pe e e

HTTP - Hypertext Transport.Protacol HTTPS.-.Secured Hypertext .
undersﬁgtri]zsn r%t%e{&ggle %%_ nat%% rﬁlg; I{reic):/orpora‘ced iR Ad COnSHts & part of this

specification, illustrate embodiments of the invention that together with the

description serve to explain the principles of the mmvention, wherein:

16010] FIG. 1A illustrates an apparatus to provide generic mechanism for a network

application server, in accordance with an embodiment of the present invention;

{0011} FIG. 1B, illustrates an exemplary network architecture in which a Networlk
Application Function is in a visited network, in accordance with an embodiment of the

present invention;

[0012] FIG. 2 illustrates an apparatus o provide generic mechanism for a network

application server, in accordance with an embodiment of the present invention;

{0013] FIG. 3 iliustrates a method to provide generic mechanism for a network

application server, in accordance with an embodiment of the present invention; and

[0014] FIG. 4 illustrates a method to provide generic mechanism for a network
application server, in accordance with an alternative embodiment of the present

invention.

TABLE OF ABBREVIATIONS
3GPP -- 3™ Generation Partnership Project

3GPP2--3rd Generation Partnership Project 2
ACM--Address Complete Message
AKA - Authentication and Key Agreement

Auth--Authentication



IMS--IP Multimedia Subsystem IMSI--International Mobile Subscriber
Identity IP--Internet Protocol ISIM-- IMS SIM card Kc--Ciphering Key

Ki--Individual Subscriber Authentication Key Ks -- Key Material WO
YEOYBH Y812 PCT/1112006/000790 Ks-int NAF -- Derived REY/HFEI8R0(I00
which remains on UICC Ks_ext NAF -- Derived key in GBA_U Ks_NAF

AUTHRevethde) 4 &8 eMbnsMAP--Mobile Application Part MBMS -
Multimedia Broadcast/Multicast Service ME -- Mobile Equipment

AVP MiNirMehilerldeatifigation Number MNO - Home Mobile Network
Operator MO--Mobile Originated NAF - Network Application Function NE

BS--paNetwork Flement OTA --Over The Air PDSN--Packet Data Service Node
PLC--Private Long Code PLCM--PLC Mask PSTN--Public Switched

BSC--FRIGPRORRNEW R 6
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B15—-Bas e station Transceiver Subsystem

CK - Contidentiality Key

CM--Cellular Message

GAA — Generic Authentication Architecture
GBA —Generic Bootstrapping Architecture
GBA_U - GBA with UICC-based enhancements
GUSS — GBA User Security Settings

HSS -~ Home Subscriber Server

HTTP — Hypertext Transport Protocol

HTTPS - Secured Hypertext Transport Protocol
IK — Integrity Key

IMS--IP Multimedia Subsystem
IMSI--International Mobile Subscriber Identity
IP--Internet Protocol

ISIM-- IMS SIM card

Ke¢--Ciphering Key

Ki«lndividﬁal Subscriber Authentication Key

Ks -~ Kev Material
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RAN--Radio Access Network RAND--Random Challenge Data SAT--SIM

Application Toolkit SIM--Subscriber Identity Module SMS--Short

Message Service UE - User Equipment UICC -- UMTS Integrated Circuit
WOAYEMNE22006/109122 PCT/IB2006/000790 UMTS -- UniVETEI 69118790

Telecommunications System USIM--Universal SIM card USS - User

Ks_inbecurity-Josings Wey BOooBKanpnE:al iiesfase4fonrgE to BSF)
Zh--HSS interface from BSF DET_A TLED DESCRIPTION OF THE
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— 33.220, attached hereto as Appendix B, the contents of which are hereby
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MAPS b?i@ ﬂcléﬁ%l;l to communicate in situations where the network
side and user side would not otherwise be able to communicate. This

n lit X ferred t bootstra ing of application security,” or
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agreement (AKA). By running AKA., the mobile terminal and the network
mutually authenticate each other and agree on keys, specifically a
confidentiality key (CK) and an integrity key (IK). After this authentication,

WHSOE %Hd%a network application function (NAF), which may @légHge/000796
referred to as a service provider, may run some application specific

UMTPLOM9sRNhe e iha et enticRian; OfURESSALES S based on the session
keys agreed between the UE and the BSF. [0017} The bootstrapping

USIMILJ@%E@&QQIW&EWM to be dependent upon any particular'network'
application function. The server implementing the bootstrapping function

vss st ke frusted %nﬁgom_e operator to handle authentication velctors.
etwork applicationunctions may be supported in the operator's home

network; a visited network, or in.a third hetwork. 7 WO 2006/109122
Ub"BE’é%@?ﬂf@%f%B—%f&[ﬁO@%ﬁlﬁlgﬁfﬂ I‘ﬁ%@rates an exemplary network

hitecture,.in accordance with an embodiment of the present invention.
Zh—-Hgﬁélﬁgl{é%?mffﬁg ture includes a user equipment (UE) 100, at least

one network application function (NAF) 102, a bootstrapping server
function (BSF) 104, and a home subscriber system (HSS) 106. The BSF

DETAIDEBNIHSS 06 formadtob pharpemobiemetuorsapesaias (MNO)
108. The UE 100 connects into the MNO 108 in accordance with

ro015welbrons nekioaMIGREANOR LEhniqeshi0hotcthe:NARRERIS B, the

hosted in a network element, under the control of the MNO 108, for

contenisph FEMCHAIIHEBSE MayrBeraied hvstdarrnach sntbrridratianinatrsyre.
This i£8aMal Qe MNQ1081 7, forMRCsalPAiRASRR @A Qhthe: NG side

102 and the BSF 104 may be considered to be a network element.
and on a user side to communicate in situations where the network side and the user

side would not otherwise be able to communicate. This functionality is referred to as

“bootstrapping of application security,” or more generally simply as “bootstrapping.”

[0016] The general principles of bootstrapping are that a generic bootstrapping
server function (BSF) allows user equipment (UE) to authenticate therewith, and agree
on session keys. Such authentication may be based on authentication and key
agreement (AKA). By running AKA, the mobile terminal and the network mutually
authenticate each other and agree on keys, specifically a confidentiality key (CK) and
an integrity key (IK). After this authentication, the UE and a network application
function {NAF), which may also be referred to as a service provider, may run some
application specific protocol where the authentication of messages is based on the

session keys agreed between the UE and the BSF.

[0017] The bootstrapping function is not intended to be dependent upon any
particular network application function. The server implementing the bootsirapping
function must be trusted by a home operator to handle authentication vectors.
Network application functions may be supported in the operator’s home network, a

visited network, or in a third network.



[00201 As illustrated in FIG. IA, the UE 100 communicates with the NAP
102 through a Ua interface 110. The UE 100 communicates with the BSF
104 through an Ub interface 112. The NAF 102 communicates with the

WEBOPA%RPough a Zn interface 114. The BSF 104 communfEaB2(iroe790
the HSS 106 through a Zh interface 116. [00211 The NAF 102 may be

[0018]ProKigedin %1&H5@ﬁ%§%ﬂaé%?ﬂfﬁ£‘£f%tﬁ%ﬁ-ﬂ‘§$%ﬂﬁ%ct&fe ilystratedin ElGyim

1B, an exemplary network architecture is provided in which NAF 102 is in
an emielvisigdodelwopkesanthegast avhercht BiB®Hasuditeditg ariaBed G2user

. _thati r in another network than the hiome network, this.visited
cquipn L TR O o e S (b BRI ITE e R o2 &
bootstdgppomgnzanicatBiitiors (BSEbED'S, BSE {i rotmenetBSH) &04:sThe KAFS1026.

nic. ith the BSF 104 through the. Zn interface 114 to
The B DI S Bt i OgR B hcHAE S0 o U SRB 6F ) 105
The UELS functianatity ey e implEmenedasasepaistewigiwosk alasentnibile
be part of any network element (NE) in the visited network that

commyispiiaBRe Bt er proxy functionality (examples of such NE's are the
BSF of the network that the visited NAF 102 belongs to, or an

[00191AARISENED). [0022hbokE 6 8. dérand1d3yihe pinbipitotbaatsia@DpinyNO
108, £ R D R BT i o GEgyo SRER e the
controPSFTIMB 20863 A0R7 9DLAKARreRcHta AR RBERE, AAch MASIRI ’hared)2 and the

secret. Afterwards the master shared secret is used to derive one or more
BSF 1o apanispomsadendiadiion Bpawnt sharsat-secrets that are applied

between the UE 100 and the particular network application functions

[0020](NALCs)Kimsivesiion: The NAL specilie: shareshsaeratkarMABHAHS NAF 102
through a Ua interface 110. The UE 100 communicates with the BSF 104 through an
Ub interface 112. The NAF 102 communicates with the BSF 104 through a Zn
interface 114, The BSF 104 communicates with the HSS 106 through a Zh interface
116.

[0023] The NAF 102 may be provided in a further separate network. For instance,
as illustrated m FIG. 1B, an exemplary network architecture is provided in which
NAF 102 is in the visited network. In the case where UE 100 has contacted a NAF
102 that 1s operate& in another network than the home network, this visited NAF 162
shall use a diameter proxy (D-Proxy) 118 of the NAFs network to communicate with
subscriber’s BSF (i.e. home BSF) 104. The NAF 102 communicates with the BSE
104 through the Zn interface 114 to the D-Proxy 118 and through a Zn’ interface 120
to the BSF 104. D-Proxy 118 functionality may be implemented as a separate
network element, or be part of any network element (NE) in the visited network that
implements Diameter proxy functionality (examples of such NE’s are the BSF of the
network that the visited NAF 102 belongs to, or an AA A-server).

[0022] For FIGS. 1A and 1B, the principie of bootstrapping is that the UE 100 and

the bootstrapping function mutually authenticate each other, for instance, using the



generated specifically for each network application function independently.

After the bootstrapping operation has been completed, the UE 100 and

the network application function may run some specific protocol where
WRSHBAIAHG of messages will be based on those keys genePaeEBaMHG0790

the mutual authentication between the UE 100 and the bootstrapping

AKA BREVELIUNGHONTOLS, tekaysmaybe usadifor apihentigatign antier shared

Integrity protection, and for confidentiality. The network application
secret fisntged iwtiden vabletoicquire the Kk spplitictsivadoseoneshaitiedshared
secretd" AR (08 %g@%?&&%%&%%e%e%gtﬁti‘BBShe e %“E\S&a?%%'%“@?éaﬁm
and the bootstrapping server function. [‘?)12) The communication
functionterfhlcelE] 2isuppartiothe Adetsaipispedtthesiticationeand Key material is

eement' protgcol, to provide the mutual authenticatign and k
generag g AL RABb D LGS ATELR. RGO A FRTS Hey et the
bootstRapeaonp Hheide RE: Ak pratadetefrirstancry0deinEhe-dhditematRation

. 116 allows the BSF 104 to fetch_any required authentication information
fuﬂctl%algmérmw@ﬁféﬁﬁf&}%ﬁ%mﬁﬁw FRSY GO TR SEIg TR EHA DS based

on thodd RSHPROILS-ABY apRlisationsresificaolacalwhishHssacuedusing e the
NAF specific shared secret derived from the master shared secret agreed

boomm@wﬂﬁ@m@@mmﬁh@%ﬁ# 1@%{%@@6@1 wedistossuapisetied and
integrilfg' Gebihiinteriaee l 1on Afe AR terﬁ?@é&%é%lyéggiﬁw&%'ﬁfﬁ%&&%&%ﬁm
féetch erived from

the NAF specific shared secret that has the master
able tshagmdrsdbrelagrentdifih ehprotbsot supponted drothehb interfatetdXecret

fr he BSF %%)4. The Zn interfac 4.may also be used to.fetch
et S e e T SO HE oD SR s
transmitted from BSF 104 to the NAF 102 includes bootstrapping

[8023I@nfoT@timlmu§@®@apﬁhg ﬁmﬁ@tﬁ@&ﬁonm%y_mm;}d@% ttasabtiotytrapping
authen:ﬁ‘f&’i'gﬁ{ia%d'\ié@ 3RRGlGRPArSHa8C el SR oRIANAL SHRSCIRSIRIONE on and

ormatio
key agreement between the UE 100 and the BSF 104, This protocol may be based on

the 3GPP AXA protocol, for instance.

[0024] The Zh interface 116 allows the BSF 104 {0 fetch any required
aufthentication information and subscriber profile mformation from the HSS 106. The
Ua interface 110 supports any application specific protocol which is secured using the
NAF specific shared secret derived from the master shared secret agreed between the
UE 100 and the BSF 104, based on the protocol supported by the Ub interface 112.
The Zn interface 114 is used by the NAF 102 to fetch the NAF specific shared secret
that has derived from the master shared secret agreed in the protocol supported on the
Ub mterface 112 from the BSF 104. The Zn interface 114 may also be used to fetch

subscriber profile information from the BSF 104.

[0025] A message transmitted from BSF 104 to the NAF 102 includes
bootstrapping information. The bootstrapping information may include a transaction
identifier, a NAF specific shared secret, and optional subscriber profile information

("prof_naf" or “any NAF specific USSs”). The NAF specific shared secret, denoted



("prof naf' or "any NAT specific USSs"). The NAF specific shared secret,

denoted 9 WO 2006/109122 PCT/IB2006/000790 Ks_NAF, is

established between the UE 100 and the BSF 104, and may be modified
WEreHetifitlise for communications between the UE 100 and ¢H&B9eeifie 790

NAP. Ks_NAF is derived from Ks by using parameters specified in 3GPP

Ks NAB, 33 Z20:M00eX bBHARREAL A1 i dndhgsnBstersharatisesieb AR dified

Ks_NAF is a NAF specific shared secret. The bootstrapping information

for spaeifisnimtedies casprpRcwimgshaireR BendINAL imadchreldrseifithNAF.
Ks NAﬁﬁﬁQ?e?i@%é%&PI@Bg%& ﬁﬁ%é@&ﬁ%&#ﬁﬁ?&ﬁﬁ%%%%&mex

~ security settings (GUSS) contains the BSF speci ormation element
B (Apgnaddie 4¢t oFalliapblicatistespbeifid WSSs!, Tl ik oNalFuser déaliitpecific

Settings (USSs). i.e. GUSS. is stored in the HSS..In the ¢ here the .
shared O PR R e e e R T O B e

to thatapplicatiens antdhee WiGCGhthetHtSTe shatledbndaint 0he diANGe GliSSa rhat
can be mapped to any one or more identities, e.g. (IP Multimedia Private

Identit Is.and (International Mabile iber Identity) | .
[8026}[00%]%4(!\I/é%lo®ﬁmglr%ros ﬁ%@%e%ﬁ@?or@ﬁ?og A@s%%léif@%wagr%% specitic
informedicnetsl em B And ihawsthforit ipnisedion-tHECHKE INAReand ofndl iser

cous 5SS UBRED. (5 LN THs oo sg nesds e

subscriddiiensalinsly senviersiiaihise.|agigtshorsiNepassineapiiiostiRevon the
configuration of a smart card in a mahile terminal. In._ case the NAF
e GBS

SREIRGT e R A 5RO P SR8 BB oaBBEfitPIapy one or
more ARGk ACRds DR MIeYRMRIPHhisdoWARIdY BUREK £89 ARihALIRS NAobile

is tricked into using a key of lower level of security instead of requiring the

Subscrjber dfemdity) IMSIs.

[0027] A deployment of new use case for a two NAF specific shared secrets in
GBA_U 1n which one is used on UICC (Ks_int NAF) and other is used in the mobile
equipment (Ks_ext NAF). This use case needs some “decision logic” which key to
take, i.e., Ks_int NAF, or Ks_ext NAF. Additions of new services to this ‘logic’
should be possible without new configuration of a smart card in a mobile terminal. In
case the NAF support more than one key type, any sort of downplay of security level
attack needs to be prevented. This downplay attack can be that the NAF is tricked
into wsing a key of lower level of security instead of requiring the use of the

Ks it NAF.

[0028] According to an embodiment of the present invention, there is provided a
generic mechanism for an application server to obtain knowledge as to which key of a
Generic Authentication Architecture (GAA) would enable easy integration of
additional application servers by extending an existing standard for User Security
Settings (USS). AVP Attribute-Value-Pairs (AVPs) are defined in 3GPP TS 29.109
GAA Zn interface Bootstrapping-Info-Request/Answer messages, attached hereto as

Appendix C, the contents of which are hereby incorporated by reference, and

14



Ks int NAF. [0028] According to an embodiment of the present invention,
there is provided a generic mechanism for an application server to obtain
knowledge as to which key of a Generic Authentication Architecture
WEHAY WHIRI enable easy integration of additional applicatiGt$aBagHs/fj790
extending an existing standard for User Security Settings (USS). AVP

additiRUTDUIE-YalkgsRairs(AVES) aiaefinednrdGhE 36 285109 G £Breto as

interface Bootstrapping-Info-Request/Answer messages, attached hereto
Appengdsx Rppendinnihe tommehtsrofhatvioh meotrotdgdnvorptamectby
reference, and 10 WO 2006/109122 PCT/IB2006/000790 additional new

[00201P2REIRLAYP e Aelingd IACEKP I fhraatached hetg or locally

Appendix D, the contents of which are hereby mcorporated by reference.

oonﬁg[tm@;qu ééﬁmegﬁéhmlgwmémmemmwﬁ@me@@ﬁ set-up

ey I [ F
(looal rlng Egg t-up £§f“i’néjlélségg gﬁiﬁ% ‘Ecgd#: g?;hg Key ?Jhs%agj\(ﬁeééln S.IQ—n]y
dehve(ﬁgﬁlrchatahﬁelby bﬂ:ﬂytméﬁ"u&é‘r)nb}theweidmag\tamyddltmﬁj ﬁylﬁfw)vm ngeanser
jona S).in the u 20 S r|t ett| in Home i
Seomﬂ?‘iuslgscr gﬂlrggn‘v?);r A aeré:éu raé;’% erre F?{%%Ifh %xf(n)Pby S&%%%d to
the BIReAVBSiorading Bi&FAhm indiedtesKEY ﬂsﬁg@dﬁhmes%i} wygrdd Oiile BSF
eliver the relevan keys to the NAF NAT would not he aware of the
would e%krdﬂ@#a%ra e&e%{s%etﬂe yﬁ@ﬁitw G0 1PT R St the
provideiandandizessanarRy sHagdsernSesuitysSRtwags (USS) could be

extended and be used to indicate which key to use. This would provide

the ers FE’? tor, w Pgdeull and EngIbl conjrol, especi H?/ the
10030)5 LhE TG SLOHE L BHARAFBY IR Barts NAE TR IHG br d be
extend®ENdEE IScdonaiby theihomewhich key to use. This would provide the user’s
home-operator with full and flexible control, especially in the case that the service is
offered by a third party NAF and the billing of the service is done by the home-

operator,

0631} In accordance with an embodiment of the present invention, there may be at
least two embodiments possible. In a first embodiment of the present invention, the
USS could indicate what type of smart card or secure environment a user has, Also,
the first embodiment would provide whether mobile subscriber's Universal SIM
(USIM)}, IMS SIM card (ISIM) is GBA U enabled or not. In the first embodiment,
there may be a flag field, which indicates whether the card or secure environment is

GBA_U enabled.

[0032] In a second embodiment of the present invention, the USS may include one
or two authorization flag fields that are transported in an USS of an existing
specification 3GPP TS 29,109, attached hereto as Appendix D, the contents of which
are hereby incorporated by reference. In the first flag field, if this field is present and
indicates the usage of UICC based shared secret (Ks_int NAF) is mandatory. The
second flag field may be an optional field, where if this second flag field is present
and indicates the ME based shared secret (Ks_ext NAF or Ks NAF) usage.
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operator. [00311 In accordance with an embodiment of the present
invention, there may be at least two embodiments possible. In a first
embodiment of the present invention, the USS could indicate what type of
VEHAPOAaH dr secure environment a user has. Also, the first REFEBBHIASAE790
would provide whether mobile subscriber's Universal SIM (USIM), EMS

[00335Mead (RiM)dsERAMenabled gsnkdndhe il amRodiment wiRe e new

may be a flag field, which indicates whether the card or secure

subscighrrirsisnietit o dB, thearikblédSoes? tanly dscondasedbisdirmtitotitae from
. on. .  tion f ‘
now oﬁéﬁgfﬁd@%&% e M§§Iﬁ?‘¥i§’&9;{§e"d?esoortﬂwﬁt%}ﬁ 9%9;(';)%@ gzagﬁ)etilglty

at are transported in an an existing specificati
downyeyl 0%paktmched HesetatadVAppdudixbBinhesedtentscatiwvdicthanaderalayure
Ks illéngo&qggted by reference. In the first flag field, if this field is present and
—indicates the usage of UICC based shared secret (Ks_int_NAF) is
mandatory. The second flag field may be an optional field, where if this
[0034kecBHd. flagifieitriasrese apramatidicdies thedviE basershanestbeoet for a

s.ext. NAE or Ks NAF) usage, 11 WO .2006/109122 ..
metw ol s BO007 50 [ AT 8 b B BcrEr RS Sl Bosent
inventhomeToperptonwtith a Hewcsubscebecidentiyumiodife, thendhdisSacammest
__easily be updated to require that from. now pn the more secure .
from fQgoe, WA iy G Bt SREFIOU A CPEVEH DS e e i geagicarion
functi@ilagite dgpalttueXbNRHIkeYIRgingyaetibsiaachofihe MOresetemining a
Ks_int_NAF key. [0034] FIG. 2 illustrates an apparatus 150 to provide

key ol BRI hacHHdRT IR & hatirdikedppriatsicsuigéions hasbroak c@migtion
server@ B PEXRAHME M08 NG REGIEMard for user security settings. The apparatus 150

also includes a first providing unit 156 for providing the authentication information to

the network application function.

{0035] FIG. 3 illustrates a method to provide génezic mechanism for a network
application server, in accordance with an embodiment of the present invention. At
operation 200, the method receives a request from a user equipment to provide
authentication information to a network application function. At operation 210, the |
method determines a key of a generic authentication . architecture to integrate
additional network application servers by extending an existing standard for user
security settings. At operation 220, providing the authentication information to the
network application function. In accordance with an embodiment of the present
invention, the USS could indicate what type of smart card a user has, or what type
(i.e., Ks_ext NAF or Ks_int NAF), of shared secret must be used. At operation 230,
- the method determines whether mobile subscriber's Universal SIM (USIM), IMS SIM
card (ISIM} or other secure environment is GBA U enabled or not. In the first
embodiment, there may be a flag field, which indicates whether the card or secure

environment is GBA_U enabled.
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invention. The apparatus 150 includes a receiving unit 152 for receiving a
request from a user equipment to provide authentication information to a
network application function. The apparatus 150 further includes a
VELIEAEPRERT unit 154 for determining a key of a generic authRFHEBIIH000790
architecture to integrate additional network application servers by

[00361€XeRding 3 R¥istUgSiardd f:%%ﬁﬁﬁ&@%gﬂﬁﬁ?tﬁ[&ﬁaﬁﬂﬁlaﬁﬁaéaﬁ&&woﬂc

150 also includes a first providing unit 156 for providing the authentication

applicarfatmiation tontre o awémaa}mﬁmaﬁﬁ@ [eckitaes inésﬂme@gsent
inventi@x%th g %)1%&5%\/ 9%96“% Céﬂ!:?ﬁ@@%@:%‘lé%g g g Wgﬁﬁ%%) lécﬁg&ne%gﬁ:%%ﬁeﬂ% to
a 0 tion

accor e with an émbodiment of the present’invention. At ope
provid@Ofyithe moetivad indoeivas e requestifrark capséicetoip fuentitorprovideperation
authentication information to a network application. function. At operation
310, B A et 2 Ko % SURE A A AT e A
additideaintegradel additionabnetacdcapglicationisesvars byieitendingdard for user
. existing standard for user_security settings. At gperation 220, providing

LA
security, Sel s idtiBRERIEM A00n RSAREIRE s REBSHESAE R IRdGEREf PR to the

netwoRCEdaneR NI ARisMbodimens e Prase tininYeb ainthe 'ehs%é%lﬂgsent
indicate what type of smart card a user has, or what type (i.e.,

mventivy, die NAR spid pdisarvisishae okapiaiinmad 196 seaFeAT Haramsht o
user h%sggalll-vl%)%ﬁﬁgg%ﬁ glepmines whethey Héoﬁét%sua%%i?&ﬁﬁ&ﬁ'ﬁ% ;ﬁbesi%thod

. IM card (ISIM) or other secure environment is _
determenesh leliedherofhentivé firsthusisibodintentvihdreanizgidseta hagfeikhantsidhn the

indigates whether.the r.se [ i U enabled. 1
s A S ST oo C R el i2.
Appendigtiiod fa pheviteigBagritshlechamisridhl & natwork it indicates the usage of
UICC based shared secret (Ks_int NAF) is mandatory. The second flag field may be
an optional field, where if this second flag field is present and indicates the ME based

shared secret (Ks_ext NAF or Ks NAF) usage.

[0637] Ifanew application server is set-up in the operator network, it does not need
to know which key to use for which user or if the user will be provisioned in the near
future with a new SIM card. The NAF would obtain the needed kev choice

mformation from the BSF.

[0038] In accordance with an embodiment of the present invention, a new AVP
could be used to mdicate the type of derived key being used. For instance, the new
AVP may indicate if the derived key is Ks_int NAF or some other key type. The new
AVP would indicate either if the card or secure environment is GBA_U enabled or, as
an alternative, which key to use. Depending on the flag, the NAF may use the UICC
based shared secret key (Ks_int NAF) when indicated. That is, the AVP indicates
that a card or secure environment is GBA_U enabled or the AVP indicates explicitly
the usage of Ks_int NAF. The NAF would then require that this key be used and not

some other key with lower level of security.
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application server, in accordance with an alternative embodiment of the
present invention. At operation 300, the method receives a request from a
user equipment to provide authentication information to a network
WERHieAtYAFunction. At operation 310, the method determinBSTIR&RFHPU 790
generic authentication architecture to integrate additional network
[0039]aPRiiGation senekePY:eMeNsinagraraxising ehandarddefausera sqautitard, a
_settings. At operation 320, providing the authentication information to the
client HedRlerkesidfcitich M?ﬁhM&é@&d%ﬂ&éW‘&H%ﬁ%i%‘éﬂ?@f {MTS)

InteerREGSEHCARV g IRe SR sauld indicalg WhaldyRe Qb sRateard 8fe secure

secure environment a user has, or what type of shared secret must be

envirouswal ATbjrevetidd 330cHky bethdev dlepplmeieanywiie thf kherpistigslug és™
. _ane or two.flag fields to b X ted | A0fizat] f
woic A PRIERIELR © S et St en st e o

applicdtidhe fifstflagiie] T thisfieldlis pesentlicingichtes thesasagecdfetie @ web
. based shared secret, .%K’s int NAF isﬁmandaéo;%{j The seﬁ?n%sf@% fzjr?l%nother
SerVICq, IREEIS P BN oRAT HER e'rihie SECond fag feld s pregent and
rustwiigicadestie, ME basedoshawdisesrel (KshexNAd 0rdkhdNAE )itisagal may
[0037[ If a new application server is set-up in the operator network, it does

be usefoih SERTo FTHRIHRATRES, B TEERorRRiSATYAST GRTFHAR: usdicwiil bt based
NAF Whavisigreehin ihe searwuprevuineengve Phdsacd) IhediRdvopite Liberty

_obtain the needed key choice information from the BSF. [0038] In
Allianggcordalié@dwith afEHiBBdimertBIRY Present iMRSSHBFAEPRew AVIED-WSE)

hetp:/A U REER OGRS DS BRI KB DI USORC EORIF8ECEs

may ndicate if the derived key 1S Ks_int NAF or some other

Libertkeyilianes Toafoewam\ireyoertdinedicatedsitiyepifithacans oresdogrentity (l.e., a
environment is GBA U enabled ar, as _an alternative i : &

web NG Bihg Mg TN e re e BB coued

via Ks int NAF. The other GAA based keys maybe used further in the web service

framework for identification and message security. Furthermore, TS524.109 3GPP
specifies bootstrapping interface (Ub) and network application function interface (Ua},
attached hereto as Appendix E, the contents of which are hereby incorporated by
reference T829.109 3GPP specifies Zh and Zn interfaces based on a diameter
protocol, attached hereto as Appendix F, the contents of which are hereby

incorporated by reference.

[0640] The present invention may allow the home-operator of the subscriber to
have full control over the used security level. The update of the user security settings
in case the user has a new UICC could happen centrally in a Home Service Server
(HSS) and it would not be required to update all NAFs individually. Decision logic
may reside in the operator controlied HSS or BSF. Further, security downplay attacks

would also no longer be possible for new applications.

60411 The foregoing description bas been directed to specific embodiments of
this invention. It will be apparent; however, that other variations and modifications

may be made to the described embodiments, with the attainment of some or all of their
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based shared secret key (Ks_int_NAF) when indicated. That is, the AVP

indicates that a card or secure environment is GBA_U enabled or the

AVP indicates explicitly the usage of Ks_int_NAF. The NAF would then
WRagtPe 4t this key be used and. not some other key with BWEFTE{AEP790

security. 13 WO 2006/109122 PCT/IB2006/000790 [0039] For a web

advantSgsver ThieBesUiec RNVHOYBRIL tdf thstappeisialtiasdi@ alientall such
would reside in a Universal Mobhile Telecommunjcations Syst %éUMTS)

variati e P EReaH Gk WIE AR HE APt SRPETSQ BSidRY TPt
secure environment. This would typically be a Java application, an vIL
application, a C++ application, a Perl application, or a Visual Basic
application or other similar types of applications. Then, the UICC may
also act as the application server offering a web service towards other
entities which where one of them might reside in another trustworthy
domain, e.g., a second secure area in the phone and the Ks_int NAF may
be used to secure communications between web service entities. The
UICC based NAF would take the role of a WSP (Web Service Provider)
as outlined by the Liberty Alliance Web Service Framework Specification
(ID-WSF) http//www projectlibeity org/resources/specifications php. The
UICC may act as a Liberty Alliance conformant web service provider
providing a requesting entity (i.e., a web service consumer) with sensitive
information, which can be authenticated/secured via Ks int NAF. The
other GAA based keys maybe used further in the web service framework
for identification and message security. Furthermore, TS24.109 3GPP
specifies bootstrapping interface (Ub) and network application function
interface (Ua), attached hereto as Appendix E, the contents of which are
hereby incorporated by

(oY
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reference TS29.109 3GPP specifies Zh and Zn interfaces based on a
diameter protocol, attached hereto as Appendix F, the contents of which
are hereby incorporated by reference. [0040] The present invention may
WEISWHE H8me-operator of the subscriber to have full contr8 (&R 000790
used security level. The update of the user security settings in case the

What MS€lhas@ new UICC could happen centrally in a Home Service Server
(HSS) and it would not be required to update all NAFs individually

éee%mtwéomawée.a%qmﬁéngﬁ%@af@mc%ﬁt?dﬂ@a‘%w%@ﬁﬁm%
security downplay attacks would also no longer be possible for new

the meihpficeiBPEsEg41] The foregoing description has been directed to
specific embodiments of this invention. It will be apparent; however, that
atven viagativnsesidivmdificzicnsiipmagnb ormsenade tidhgaserben
embodiments, with the attainment of some or all of their 14 WO

inforn2006Y 10 2 122WRET HBPZ068100G¥A0  atvantages. Therefore, it is the object
of the appended claims to cover all such variations and modifications as

iy thizetyusf apitih and schipe e nventioriure 3egrate

2006/109122 PC /1B2006!000790 What Is Claimed: 1. A method to

additigiavide-ganeismeehanismdear aynetworkapplieatiomgeiveriaticdsnetod
comprising: receiving a request from a user equipment to provide

secun%“&@&mgﬁ%@ information to a network application function; determining a
Key of a’generic authentication architecture to integrate

providing the authentication information to the network application function.

2. The method as recited in claim 1, further comprising:

providing data relating to a type of smart card or secure environment it the user
equipment in the user security settings; and

providing a flag field indicative of whether a generic bootstrapping architecture
with integrated circuit based enhancements (GBA_U) enables a universal subscriber
identity module, Subscriber identity module, IMS SIM card or another secure

environment.

3. The meﬂlod as recited in claim 1, further comprising:

providing first and second flag fields in the user security settings that are
transported in an authorization header of a specification, wherein in the first flag field,
the a first derived key (Ks_int NAF) in integrated circuit based enhancements
(GBA_U) is used, and in the second flag field, a second derived key (Ks_ext NAF) or

a third derived key (Ks_NAF) are used.
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additional network application servers by extending an existing standard
for user security settings; and providing the authentication information to
the network application function. 2. The method as recited in claim 1,
WiAMS 18 brising: providing data relating to a type of smarti&ardigpo6/000750
secure environment in the user equipment in the user security settings;
and providing a flag field indicative of whether a generic bootstrapping
architecture with integrated circuit based enhancements (GBA U) enables
g universal subscrber-ddentit radile, wHbsgHhee iastivimedulep IMS
SIM card or another secure environment. 3. The method as recited in

compr@@é’ﬁe]teﬁfﬁ%ﬁfgm&.?% providing first and second flag fields in the

user security séttings that are transported in an authorization header of a

ecificatio herein.i I[Sk: ' i I .
s B e IR BBy omeey
. and in the second flag field, a second derived key (KS_ext_NAF)
cing ot REy KE AL ST Ul 16 WO 20061103107 -
PCT/[152006/00079Q 4. The method as recited.in claim 1..wherein the
GRS i SR €S Sb e g SO b AE OF LAy
configuring a key usage directly into the network application, function
IR AN AR R SRS S 18 SRV O ARG LR Ry

usage in a bootstrapping server function, providing an additional field in

subscriRgT saY Sty Semvigrsisriuthe S oRfiepping server function, and

using an attribute-value-pair stored in the bootstrapping server function that

indicates key usage.

5. The method as recited in claim 4, further comprising:

using an atiribuie-value-pair to indicate a type of derivative key being used or a
type of smart card or secure environment enabled, wherein the type of derivative key
comprises Ks_int NAF, Ks_ext NAF, or Ks_NAF, and the smart card or secure

environment comprises a GBA_U.

6. The method as recited in claim 5, wherein when the attribute-value-pair
indicates the atiribute-value-pair indicates a usage of Ks_int NAF, further comprising:
requiring a use of Ks_int NAF by the network application function instead of a

key with a lower level of security.
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subscriber server that is transferred to the bootstrapping server function,

and using an attribute-value-pair stored in the bootstrapping server

function that indicates key usage. 5. The method as recited in claim 4,
VWRIAMEIEBArising: using an attribute-value-pair to indicate aPfyp&Bapos/ 000796

derivative key being used or a type of smart card or secure environment

enableemuherein e tpg Of geryalive Kay, ComRARes Kee ik is in the

Ks_ext NAF, or Ks NAF, and the smart card or’secure environment

secure, compy %?Bﬁtqgéﬂlléth%d-r%&ﬂ%?% as.Lecited in claim 5, wherein when

e att ute-value- pair indicates t attribute- value palr indicates a usage

{< int NAF further ccl trll('js,ll:E e 1{7@% lle,Ee%égtNAFti)ré( € <
WOr §pp IERYGh TiRcton instead o a Iowar level o security..

Sys‘feﬂt@ﬁ@%g%? J@ﬁf@?@%%i@ﬂ@%ﬁ N aeigqﬁfr@é@%dﬂé TRk

methaqd further comprises; allocating a network appl catlon in a universal
aPPllcm&@?&%esmfé%fm% (UJ\Wrgngﬁ &8 et card

(UICC), wherein the UICC is the network application function and a
Cﬂﬁmﬂ@?@é@%yE(W‘ée%t"'r@,ﬁllf’?ﬁlﬁ%é&tig%gecure communications between web
service entities. 8. The method as recited in claim 7, wherein the
allocating step of allocating the network application comprises a Java
application, an XML, application, a C++ application, a Perl application, or
SvisuallBagiectpplicationial Thdanethowkarsaciletiahwlatimal stmher
comprising:
allocating the network application comprises a Java application, an XML application, a

C-++ application, a Perl application, or a Visual Basic application.

9. The method as recited in claim 1, further comprising:
localty configuring a key usage in a bootstrapping server function (BSF) by
providing an additional field in the user security settings stored in a home subscriber

server (FISS).

10. An apparatus to provide generic mechanism for a network application
server, the apparatus comprising:

receiving means for receiving a request from a user equipment to provide
authentication information to a network application function;

determining means for determining a key of a generic authentication
architecture fo integrate additional network application servers by extending an

existing standard for user security settings; and
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locally configuring a key usage in a bootstrapping server function (BSF) by
providing an additional field in the user security settings stored in a home

subscriber server (HSS). 10. An apparatus to provide generic mechanism
WRPrHHEEASTK application server, the apparatus comprising: TECERAALF/000790
means for receiving a request from a user equipment to provide

FHRBRUCRHAP 1RIANE %P%%ﬁ@%b&ﬁ@ﬂﬁ%ﬁ%ﬁqﬂwﬁﬁaﬁgﬁmng

means for determining a key of a generic authentication architecture to

nemmjﬁtdeﬁggﬁégt?&gﬁlq&@il&etwork application servers by extending an existing
stahdard for user security settings; and 18 WO 2006/109122

PCT/IB2006/000790 first providing means for providing the authentication
information to the network application function. 11. The apparatus as

Etec ciaim g, el semprising: secndpovsing means for

providing a Secure environmentin’the user eqtiipmeént in the user

security settings; and third providing means far providing.a flag field
A A e R R
. circujt based enhancements (GBA_ U) enables a universal subscriber

equIpGEh IR oGS SHBSLFFRITEEARY module, secure environment or an

IMS SIM card. 12. The apparatus as recited in claim 10, further )

dbirthAEnYaBEcBIRa dVTdmE e R RRIbING R e lsBBsHRageneric

fields in the user security settings that are transported in an authorization
bootstiigsitieg @zgrgmtymﬁ integrated circuit based enhancements (GBA_

enables a universal subscriber identity module, Subscriber identity module, secure

environment or an IMS SIM card.

12.  The apparatus as recited in claim 10, further comprising:

second providing means for providing first and second flag fields in the user
security settings that are tmnsportéd in an authorization header of a specification,
wherein in the first flag field, the a first derived key (Ks_int NAF) in integrated circuit
based enhancements (GBA_U) is used, and in the second flag field, a second derived

key (Ks_ext NAF) or a third derived key (Ks_INAF) are used.

13.  The apparatus as recifed in claim 10, wherein the generic mechanism
comprises at least one oft
first hard coding means for locally configuring a key usage directly mto the

network application function during a network application function set-up,
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wherein in the first flag field, the a first derived key (Ks_int_NAF) in
integrated circuit based enhancements (GBA_U) is used, and in the
second flag field, a second derived key (Ks_ext NAF) or a third derived

WIEIMKERIZE) are used. 13. The apparatus as recited in claind QB 15H&yaH7
the generic mechanism comprises at least one of: first hard coding

eans fardacalineonbawing skeyisags:alimathininie e qeiork

application function during a network application function set-up, 19 WO

boOtsﬁggﬁ}@{&ggg&%iﬁgﬂﬁgoo6/000790 second hard coding means for locally
configuring the

ey usage in a bootstrapping server function, second

BEe i nane [RLBle Yelng Ao DBl IR AR A SR Ny

ome subscriber-server that Is transferre

___bootstrappi functi first usi for usi .
seting oL SR TP SRGHAF IR 1 bOBIaTABBING  Ceue Horion IAge 22

indicates key usage. 14. The apparatus as recited in claim 13, further

server @&ﬁﬁﬂ%ir?@:dvsecond using means for using an attribute-value-pair to
indicate a type of derivative key being used or. a type of smayt card or .
SuslirsiavIeAIA AT BFASI8E, 2 TV BRECARE SEASVERE é@&?‘ﬁmppmg
comprises Ks_int_N-AF, Ks_ext_NAF, or Ks NAF, and the smart card or

server SareherehatdniietieesmpHsEEta GBA_U. 15. The apparatus as recited in
claim 14, wherein when the attribute-value- pair indicates the
attribute-value-pair indicates a usage of Ks_int NAF, the network
application function require that Ks_int NAF be used and not a key with a
lbdver |8\ apparaius as recited in claim 13, further comprising:

second using means for using an attribute-value-pair to indicate a type of
derivative key being used or a type of smart card or secure environment enabled,
wherein the type of derivative key comprises Ks_int NAF, Ks_ext NAF, or Ks_NAF,

and the smart card or secure environment comprises a GBA_U.

15, The apparatus as recited n claim 14, wherein when the atinbute-value-
pair indicates the attribute-value-pair indicates a usage of Ks_int NAT, the network
application function require that Ks_int NAF be used and not a key with a lower level

of security.

16.  The apparatus as recited in claim 11, wherein, when a web server is in
the smart card or secure environment, further comprising:
allocating means for allocating a network application in a universal mobile

telecommunications system (UMTS) integrated circuit card (UICC), wherein the
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of security. 16. The apparatus as recited in claim 11, wherein, when a web
server is in the smart card or secure environment, further comprising:
allocating means for allocating a network application in a universal mobile
WSt Ehications system (UMTS) integrated circuit card (E{E832006/660790
wherein the 20 WO 2006/109122 PCT/1B2006{600790 UICC is the

UICC Reonsmiication-funati amandraaaarivaskey (ks, mts NAF NS, BSedded to

secure communications between web service entities. 17. The apparatus

secure3DIEEHEAINERI Bt Rl et Gorprisiag:rd hard coding means for

locally configuring a key usage in a bootstrapping server function (BSF)
by providing an additional field in the user security settings stored in a
home subscriber server (1iSS). 18. An apparatus for providing generic

rpechanigm o5 A A0 SRR AU S0/ SR ARRARRAIS cOMPrising: a

receiving unit receives a request from a user equipment to provide

%HP@BQP@EBQ&H% g o 19 1) vxe%gea&hg&%&m@%%%&%ﬁg&g

i
unit determines of a generiC authentication architecture to integrate

L ra  architectur
server e S R L R e ISR,

; dinformation&osg]rebré?tvg%[é %gUQation function. 19. A computer program
Stored i JaT8S Wasia co%nputre(r teadable medium to provide generic
mechanism for a network application server, the computer program

18.  An apparatus for providing generic mechanism for a network application
server, the apparatus comprising:

a receiving unit receives a request from a user equipment to provide
authentication information to a network application function;

a defermining unit determines a kev of a generic authentication architecture to
integrate additional network application servers by extending an existing standard for
user security settings; émd

a pr&viding unit provides the authentication information to the network

application function.

19. A computer program embodied within a computer readable medium to
provide generie mechanism for a network application server, the computer program
being configured to perform a process comprising:

receiving a request from a user equipment to provide authentication

information to a network application function;

21



being configured to perform a process comprising: receiving a request
from a user equipment to provide authentication information to a network
application function; 21 WO 2006/109122 PCT/IB2006/000790

WakteleitiHg a key of a generic authentication architecture tofirtedFdfs/t0079¢
additional network application servers by extending an existing standard

fﬁ%tgﬁﬁ{nﬁ%cﬂﬂ@ys@ﬁ%%e%ﬁdaﬁ@&iﬂmgtm authentisation;inigmation to
r

the network application function. 20. The computer program as recited in

additicHRIMetR ol RN CAMR sing PEQViding datare lé’ﬁ@ﬂﬂ% adyee-afrsmant;

card or secure environment in the user equipment in the user security
securit estéiagl 'Saragcproviding a flag field indicative of whether a generic
ootstrapping architecture with integrated circuit based enhancements

GBA 1)) epables a universal subscriber, identity. mo [ :
N e B R T R g Ffcion.

computer program as recited in claim 19, further comprising: providing first
and second flag fields in the user security settings that are transported in

an authqrization header of a specification, wherein in the first flag field,
0 % 1 cb GBI RS NAP h THEL o el BACEP e

enhancements (GBA_U) is used, and in the second flag field, a second
FERYEHNGGARSCBINGART OYP] BHiRIAENRASE REFIRECNAPT R HRER. B user
_ The computer program as recited in claim 19, wherein the determining
eqUipIREEH Bolip HERSSEEREIMiFAHENEE1886t one of: locally configuring a key

usage directly into the network application function
providing a flag field indicative of whether a generic bootstrapping architecture

with integrated circuit based enhancements (GBA_1J) enables a universal subscriber

identity module, Subscriber identity module, secure environment or an IMS SIM card.

21.  The computer program as recited in claim 19, further comprising:

providing first and second flag fields in the user security settings that are
transported in an anthorization header of a specification, wherein in the first flag field,
the a first derived key (Ks_int NAF) in integrated circuit based enhancements
(GBA_UJ) is used, and in the second flag field, a second derived key (Ks_ext NAT) or

a third derived key (Ks_NAF) are used.

22.  The computer program as recited in claim 19, wherein the determuning
step comprises determining at least one oft
locally configuring a key usage directly into the network application function

during a network application function set-up,

22



during a network application function set-up, 22 WO 2006/109122
PCT/IB2006/000790 locally configuring the key usage in a bootstrapping
server function, providing an additional field in the user security setting
VIR IR ERhome subscriber server that is transferred to the BoBItFAIIAY 0
server function, and using an attribute-value-pair stored in the
@eeéﬁg%%ﬂgwﬁ%{ Shiunsfig.hat, NdiGHERKYsage LA computer

program as recited in claim 22; further comprising: using an

%%Qﬂﬁggn%w%@g{@&?am&&ﬁ YRSl %%&ﬁﬁs?@ﬂ@@ %ﬂsa?ﬂo%é

pe o art card or secure environment endbled, wherein the type of

erivative comprises int NAF, Ks_ext 'NAF, or Ks.NAF, and the
subser g B R e R el Mk B S o

computer program as recited in claim_.23, wheyein when the .
R R T (s St OR T SeRR A g gt
Ks_int NAF, further comprising: requiring a use of Ks_int_ NAF by the

indica‘ﬁég&?t}’rk‘%ﬁﬁﬁication function instead of a key with a lower level of security.

25. The computer program as recited in claim 20, wherein, when a web
server is in the smart card or secure environment, the computer program
further comprises: allocating a network apilication in a universal mobile

tefecombhafieBtioHer Byegesm @SNIeSPihia glates Lhdit bsr s pomreing:

wherein the UICC is the network 23
using an attribute-value-pair to indicate a type of derivative key being used or a

type of smart card or secure environment enabled, wherein the type of derivative key
comprises Ks_int NAF, Ks_ext NAF, or Ks_NAF, and the smart card or secure

environment comprises a GBA_U.

24,  The computer program as recited in claim 23, wherein when the
attribute-value-pair indicates the attribute-value-pair indicates a usage of Ks_int NAF,
further comprising:

requiring a use of Ks_int NAF by the network application function instead of a

key with a lower level of security.

25,  The computer program as recited in claim 20, wherein, when a web
server is in the smart card or secure environment, the computer program further
comprises:

allocating a network application in a universal mobile telecommunications

system (UMTS) integrated circnit card (UICC), wherein the UICC is the network



WO 2006/109122 PCT/IB2006/000790 application function and a derived
key (Ks_int_NAF) is used to secure communications between web
service entities. 26. The computer program as recited in claim 25, wherein

WiPE"4fid3g step of allocating the network application compris&824094(%790

application, an XML application, a C++ application, a Perl application, or

applic@¥is al BrGARRIGaEeR Béy TRE GAMBILEY pragram@scmetied in claim
19, further comprising: locally configuring a key usage in a bootstrapping

Coméﬁ{(\ﬁggﬂg%@%ggﬁg@geﬁ@%igﬂm—i@g additional field in the user security

settings stored in a home subscriber server (IHSS). 24

26.  The computer program as recited in claim 25, wherein the allocating
step of allocating the network application comprises a Java application, an XML

application, a C++ application, a Perl application, or a Visual Basic application.

27.  The computer program as recited in claim 19, further comprising:
locally configuring a key usage in a bootstrapping server function (BSE) by
providing an additional field in the user security settings stored in a home subscriber

server (HSS).
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