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spectrumof the first EMsensitive ink strip. According to another aspect
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for detggm n| ng a part e unexposec? pre-printed ink portion to be

exposed to rAdh éﬁltematlvbnerﬁbodlment of the present invention, a dual-layer ink strip is employed,
comprising of a first EM-sensitive ink strip printed on top of a second chemical-resistant ink strip,
such that the ablated first EM-sensitive ink strip effectively forms a stencil, superimposed on the
second chemical and/or laser and/or light and/or electromagnetic radiation-resistant ink strip.

uch

Preferably in a duallayer ink strip, the lower layer comprises a wavelength shifting property,
which absorbs light at one wavelength, preferably in the non-visible spectrum, and transmits light
at another, preferably visible wavelength.

60  Validation of the dual-layer ink strip is performed by irradiating the EM-sensitive ink strip with
electromagnetic radiation, the bandwidth of which being selected on the basis of the optical
characteristics of the inks comprised within the dual-layer ink strip, such that the reflectance



10 machi ne-controll ed manner; a controller for controlling the variable
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fl exi ble substrate having a pre-printed ink portion; wherein the
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Figure 2a is a schematic diagram illustrating a systemin accordance with
a preferred enbodi nent of the present invention, wherein a validation code
i s abl at estoantioieads1el ect ronagneti c-sensitive i nks stri pPUSIIRY1H0I28@ET |
Figure 3 is a process flow chart outlini ng the preferred nethod used in
accordance with an enbodi nent of the present invention; 40Fi gure 4a is an
exanpl e of Gurthefrpese; th?lt'élf@étca'f‘ é’atﬁﬁ'ﬁieﬁg"’tﬁ %@B‘PJ?QOPVSW@EW%HP@ oihat @y dempt to
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el ect r omagneiatiinsendibld Mdentityniens tverifpng e Fdentityeof Biee user 3o geleeat@uber itdntifidation

di agr an®f téte; apretessdyliredlatiysiseninpd dataathe dalve dapumentalbiaeand dewseriderdficatiordi ng
to an enbodPaerito ah apthentisatiegepgueshvessege end Bi oneinGation megs derdtgsmittiog thshar t
out | ini ng a2WBeERfoBfeadRt i 2fyryaPVEat i ng a | ot tery ticket, feat ur| ng an
abl ated el e froma netic |gfk[ str gm I| n ccor(g

. . . er~aspe r I

I nvent i on, degl’fﬁnt%e vzgg pdocu en oneo a ne Wor:Et d%w@c;asb%cg Fﬁgégsﬁrg H] Lge

al ternative ftg orkfh Alyrae g@@%g@ SRS dehinal

al ternati Ve uSIHEPS Ghi Qéémr% |dé %%Q drcﬂ:\é | t&hinal first part ofaserlal identifier;
2011/161661 inh§2 tl% EérigMB@rﬁlﬁ&a:r PRl ¢ a%u@rfb@ﬁéen‘é%(ﬁ?\lc! ﬂ&@éss’\“ ew
of a two- |ay@ﬁb|m|ﬁ’d<th§tﬂfét anqoﬁdcahcepbr@rbfa]efsleemndﬂnmesub@dné&teeth@fseridnﬂe AieUst the
Docunen20 s healiendpctitnentt and psibtig ¢ sefialideatficdomtye valiodeomatiean in the ink | ayer

of the val ue docunent in accordance with another enbodi nent of the present

i nvention; ﬁfi?,flmeﬁcmtiﬁ)@f@e@m‘ﬂiﬁw ic cross-sectional view of a first printing
arrangenent _i ncl udi n Si ns% r ot arg drum print head according to an
enmbodi ment gf‘“b‘f’%'@efﬁ? E‘ﬁtp“? DeRYSER! 2 ’Et’i’r‘éesiré’&du"@the{efwﬂé‘ﬁﬁ’t ‘ihE accompanying
cross-sect i 8R&I"VI"eW'Cf a second printing arrangement including a nultiple

rotary drunk@,meni |sg%gﬁen%g9|5?r§h%tr H!al%rnorré?h?ah%keeprﬁu bdeSs:.fOr use in

creating exposed 10regions of an ink lTayer in a value docunent according to

anot her enmbegurents dbcHehBtiPdiggFant inbshu@iat Howna sédu gzrf&atdrgbndyaoeaadasdﬁ@@ﬂéme
per specs ve syiseite Oduch BE pasr-8a34d dihbitigd Insiimdh@ath &dcohrgd vth Hdasmbodiment of the
present invention;

Figure 2a is a schematic diagram, illustrating a system in accordance with a preferred
embodiment of the present invention, wherein a validation code is ablated onto an
electromagnetic-sensitive inks strip using a laser;

Figure 3 is a process flow chart outlining the preferred method used in accordance with an
embodiment of the present invention;

40 Figure 4a is an example of a lottery ticket featuring a security feature ablated on a single ink
layer, in accordance with the present invention;

Figure 4b is an example of a lottery ticket featuring a security feature ablated on a dual ink layer,
in accordance with the present invention;

Figure 5 is a schematic diagram showing a value document having both a validation identifier and
a serial identifier being irradiated with laser light to enable machine reading of the validation
identifier from the ablated electromagnetic-sensitive ink strip;

50 Figure 5a is a schematic block diagram of the distributed system for validating a value document
according to an embodiment of the present invention;

Figure 6 is a process flow chart outlining a method of securely validating a lottery ticket, featuring
an ablated electromagnetic ink strip, in accordance with the present invention;

Figures 6a, 6b, and 6¢c are process flow charts illustrating alternative methods of validating a
lottery ticket in accordance with alternative embodiments of the present invention;

Figure 7 is a cross-sectional view of a three-layer ink strip printed on a flexible substrate of the
60 Value Document in accordance with another embodiment of the present invention;



Figure 1la is a schematic cross-sectional view of a third printing
arrangenent including a nonpermanent LCD stencil exposure head for use in
creat i ng weposedideegi ons of an ink | ayer in a val ue doceoenB2oaceisai ng to
anot her enbodi nent of the present inventi Figure 11b is a
schematic plan view of the single high-re oI ution LCD of the non-permanent
LCD 20st encﬂg“f-ﬁ? %%GF% 8Héﬁ%i %Froﬁ'ﬁjﬁtﬂoéa'l‘i%tw OﬁlagWPéaYEQé{‘k S .40) p&'ﬁ%ﬂ ep@ Hple
secti onal vF' § @ 8‘6%93 gy %ﬁ"‘ﬁg?(ﬁ‘ﬁc{?? ?%'Hfo gﬂ th%f”k layer
& A By aCEONeR R §REne Fmperam ° Bi6e

creating expdie

accordance é”s%@‘é‘ﬁe R TEQY o v Rr B frstSIHhtidgWRR &HF]HF |u9|H§% IS

a plan view, ry @ru&ﬁﬁﬂhﬁe@ c%ﬁ)rﬂ ab ahIb&himd £ bR éi Esdnt Al a particul ar
seri al nunber I's defined accor |ng t o anot her enbodlnent of t he present

i nvention; Figure 10d BW echkdlBtid Sroédx@cipnaphiéw af asetondl printiigb@fanyen@it atoiddh a

Fi gure 13a wiuttibletrétery mnmberirg hedis cumpeisind yinrulaB Qe atsias stegcilk &y @se inncrexdting egsbed he

vi ci ni t Y0 of regives ol ab ékslayeFiiganelug ocurment geeplingctal arstei ainbedimdre of trenpésene  of

Figure 13b #MeWimg specific areas of the covering | ayer which have been

removed together with |Iinkjin Fg;; | i nes revFaI i ng the serial nunber to be used;
& (oF: 4

Fi gure 14a |9 HPdna o1e0at Poargripiioear g &t Pfumﬁfﬁb?eaﬂgﬁﬁﬂﬁ?é%s. ng
concentri c F F’esﬁa .8%‘ “féﬁ.c%ro%%éct ] 9. So‘? '@l &%H%eér? aerﬁéﬂ 'jn}ﬁgm %Frhhd' ng

to anot her OQUI‘ %1% &ﬂln EXPpose

gr aphi cal ;sm o o ST Bhéndle s N 3@ et R T S ETELN G by
a 40covering layer in at least the vicinity of t e nunbers Figure 14c the
gr aphi cal se€iguéd 11musThechetratpplat devo bf thé gitigle hidd-pessintn ITD &mea:md‘nmérraarneats_cm‘

t he covad i ngtehalyeaposutei hehd bisRigurbdesy renoved t oget her reveal ing the serial
nunber to be used; Figure 14d is a plan view of an inage overprinted on the
gr aphi cal sEigue 13@u1135’e@“dt18ﬁ91e§@@“06ﬁ| VWG 9f @ valuedagyinpry sbewieeive fifferept sirpes PF om
whi ch a par £iegiigaexressd; rapionr pb@t inksaysefin H@dVaél@cﬁﬁcﬂmﬁ@ i ReagieAnee rits s EE e nt
of the pres@'ﬁf’oq"ﬂ%ﬂfttl‘%ﬁrese”t Inkeale 14e is a plan view of the overprinted

| mage on th? %Fea‘i’il\' i& plgne{/!a\ﬁlofg %rcal seeﬁgl En%epfem Paﬁa %/hpcﬁ'% ;?aptPcY}faFge 2]
particul ar s doH ofi .overprin a

i mage; Fi gure 1 1! I's a n |ewo t e overprlr?teg |mage on the graphical
seri al nunbergutetap!igine gw‘phiE&@wa(anJrA&r APV FRyusd 304ithteOh il dbesurdtBsks

for alighnmesdvenig by il A%a6t thd didinifyletheAd@bdryi Nng gr aphi cal tenpl ate; Figure
15 is a schematic diagramshow ng a distributed networked system havi ng

t erm nal s i Rigdrd iZa batgrapbigalt yerialsiumdgi templatendl Figere ni3badhowing weecificareasrditiey t o
an enbodi neAgvedmy leygs whick Saietbeen (asirvpbliegetbe witink1lings &Y SBiNPOF/S¢RP 0umben 82800
9 Figure 17b? 55%'! schematic bl ock d| agr am shovm ng a d| st r| but ed net wor ked
systemlnc ervers and 6 Ircuﬁ |gnt|té1

a person ac g’u lhg 1% ﬁ*ﬁnt@ﬁ?c@ rﬁ%ﬁf i od| tecc)ﬁghe rese fi a

a schematic an view o i TSt ocumant produced a cor ing to an
enbodi ment gyt faplé B8 GRIphitA e htﬂﬁber template of Figure 14a with the numbers obscured by a

40 covering layer in at least the vicinity of the numbers;

Figure 14c the graphical serial number template of Figure 14b showing specific areas of the
covering layer which have been removed together revealing the serial number to be used;

Figure 14d is a plan view of an image overprinted on the graphical serial number template of
Figure 14a using concentric rings from which a particular serial number is defined according to
another embodiment of the present invention;

Figure 14e is a plan view of the overprinted image on the graphical serial number template of
50 Figure 14d showing a particular serial number is created in combination with an overprinted
image;

Figure 14f is a plan view of the overprinted image on the graphical serial number template of
Figure 14d showing a set of registration marks for alignment of the laser with the underlying
graphical template;

Figure 15 is a schematic diagram showing a distributed networked system having terminals in
different countries/regions and a central server, according to an embodiment of the present
invention;
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Figure 16 is a schematic block showing the features of a remote terminal shown in Figure 15;



Figure 18b is a schematic |ongitudinal section through the val ue docunent
shown in Figure 18a; 10Figure 19a is a schematic plan view of a second

val ue docwoenti/pi@duced accordi ng to an enbodi ment of tReTHBEYENI2800
invention; Figure 19b is a schematic |ongjtudinal section through the value
docunent shomn in Figure 19a; Frgure 20a Ys a schematic plan view of a
third val ueFl9yeuHeRe Sfﬂedlﬁ’ﬂ?:@ﬂc KLE9EMYFIY NG & At o GETRERE Sysfer ReludRdsaers

i nvention; ar?lléterg eff doravaligaingfts Eenngi # RaISARPCLENRY et RPBRRYRSH AL A ue
docunent sh8 et H“’?—'? §lire 20a; 20Figure 21 is a schematic di agram showi ng

the el ement g ?Je %A% a2 CRAEmAM! B4 ngad?pé‘fn%t R&élué‘%%%frﬁé?n % do%qyéaeaécﬁ%méar'o%
docunent of ¢ b&b%é‘nt PRs prebdnGerfign;! S @ schemati c I'agram of
aut hent i catl on systemfor use wth the val ue docunent of any of Figures

18a, 19a or Figues 19biigab@hed3tid IBngitudtd esctibn Birdabiotlks valuagscanentshawmiaWidgume tgd;
data input ticket for a prize-draw lottery; Figure 24 is a schematic front
vi ew of 1& t Figuet 192 i§i & sehamatimplae vigivnedl g sesnod 39% dequanelibprpgucad sicdpedingt focan

bl ock di agr ampestiment akifie prpprat iFerfighue docunent. Detail ed Description of
Preferred Enbodr nments The term 'val ue docunent’' as used herein is to be

i nt er pret ed” BUEAHRS %ﬁ?ﬁ‘eE‘BVéP@'ta‘i’WP' BSen Brauak E‘& VRILP BFUMER ANy SR 399 t ens
P e ol KRR 300 ROB Lok MRS P PPN 1ol BAFTL AR BRI GOD on
financial reggpy ngr)ftﬁg Wikl an in r| nsrc va n RErs
descriptions 1 nc I ng, bu not exclusrvely lottery tickets. 40The skrIIed
addressee Wrlgurgupli€§ béeMalidiahgitddihal Sttish MEbubRheEINE 8Scutrent shblS RIFSduré ¥6a; 1 Nk
strip' refer to ink strips which are sensitive to specific bandw dt hs of

| i ght. dhe Figruns2tek acthameigdiagian shadingtheosteraamth df iagdv-costprirtieg aig@ehtus used to

i nt er changeaistyce tagndhlierflogemnent afl Figdre@0a;,onmagneti ¢ radiation is used to refer
to any wavel ength and/or frequency of light. Al references to wavel engths
visible to figd3 éffd e}%ervat'm lggk diageam of é%tlaluﬂ/he’r"t@ﬁt&”r%/dtet“ofoaé's%M’é'h hervaiifre 2
is an out i ARUGENLT BPETEIGUER B 98I of the system and nethod of the
present | nv?%&r* Oﬂ? is gnelmI Ecy @&!k%a%?anb &Vg n%wsn?éﬁldgl d{a}é Jtp%?ﬁc"t{ t%o%z%%ra@trﬂ&?e% at

| ow cost to exr 'e su rate,” such as a aper

financial | pRlurdaR0hSinealauSr SR GiBIBNS ﬁckeﬁe@&lﬁéﬁ&r{@nﬁne@%ndcom ai ni ng prepared
EM sensitive ink strips 22 is fed through a printer 24. The substrate 20
may 50 B@ pFigurddEsis aBct@nfatd block@lisggansdfamaw typefdf gallieedotumental t ernatively as a
stack of cut sheets (not shown) each having the ink strips 22 provided
thereon which are then individually fed into the printer 24. The ink strips

22 are sensPglialed Rescripyar dfffreferipd rnlogiments of el ect romagnetic radiati on and
are preferabI grnted or attached on .t he substrate 20 at the point

manuf act ur e ne "t‘)“i's 8'”' BOP P'rer‘?tj foagly ap, Vérst"’ﬂetyr’% 'Eﬂt?

er S C U n
i mage i s pr'?{# t%é % .t Fon .tt‘# o or Al g%rft“fatiﬁntré i can
be added ton t@? §§1\B Iétﬂé at1 ng a 56 ec “Verff esl
al phanurneri c co e prepared ink strip, vvrth a hi gh intensity,

subst anag al rie gmra@atrrrreézat i aBbre6ihte GREREINGHSL B Fetélbmtieh RITEMQERSIRe ifbEtD Rfer &
| aser 28. The sbipevaich aralenditpadoksticlic b@rfdv\,&mu;ldingrenﬂ'ﬂta/tetdi’lﬁelélmema@rleﬂﬂﬁidlatlon
wavel engt h efd lighemby gé usedtigtashdngeaiye @ahd ongegerat électromdgratic cdiagouis eed ® refer
sel ect ed i ntee@worayalnesh and/ér freqeensipbight. vAlt fefas¢raeatt wanielsngtos viebletihthe naked
EM sensi ti vequkbeﬁnqcpcemzreferr?é s weed i nk 60strip is then cured at a

curing station 3Q .to pr tec inst further fraudul ent abl th
sensi ?i ve i h 2 an Fz)utlne of a p eferred embodEment o¥ the system and metﬁod oPthe present

mven |on d illustrates how a security feature may be added at low cost to a flexible substrate,
such as a ticket of a paper-based financial instruments/value documents. A substrate 20,
containing prepared EM-sensitive ink strips 22 is fed through a printer 24. The substrate 20 may

50 be provided on a roll 26 as shown in Figure 2 or alternatively as a stack of cut sheets (not shown)
each having the ink strips 22 provided thereon which are then individually fed into the printer 24.
The ink strips 22 are sensitive to specific wavelengths of electromagnetic radiation, and are
preferably printed or attached on the substrate 20 at the point of manufacture. The substrate 20
is fed to the printer 24 where the required image is printed on the surface of the substrate 20. A
security feature can be added to the substrate by ablating a selected verifiable design, or
alphanumeric code on the prepared ink strip, with a high-intensity, substantially monochromatic
electromagnetic radiation source, such as a laser 28. The operational bandwidth, or equivalently
the operational wavelength of the high-intensity electromagnetic radiation source is selected in
accordance with the sensitivity characteristics of the EM-sensitive ink strip 22. The ablated ink

60 strip is then cured at a curing station 30 to protect against further fraudulent ablation of the EM-
sensitive ink strip.

EM



WO 2011/ 161661PCT/ 1B2011/ 052800 10 Curing of the EMsensitive ink strip 22
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10 Foll ow ng ablation, the EMsensitive ink strip 22 is optionally cured as
previously described, and finally the substrate 20 is cut into individual

fi nanci alwonstwvunesmt s for distribution. Figure 3 is a protasmii/bhzsochart
outlining a printing process 40 which detqrm nes how a lottery ticket may
be printed at a local 'in-store' term nal'land/ or ATM and/ or cash register,
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man- nade wWo 20anmtspdgeocessed ot her subst ance- based val ue decunBrtis)s2p60 or to
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It is to be appreciated that any conposition of ink, varnish, or other type
of layering material may 10 be used with the present invention, provided
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Referring to Figures 20a and 20b, a third | ong-term val ue docunent 290
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30 have to check the date or sonme small nunerical attribute with the
signal. This would be useful when the seller doesn't want further transfers
of title wb2heisigest rument by the original buyer w thoutrCliiB201nvzzBaeent .
Referring back to Figures 20a and 20b, pr%t ection agai nst reproduction of
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Another difference is that both the security symbol 268 and the unique database number 282 are
created as stencils within respective printed blocks of long-term laser-ablatable ink 284. The
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Described below are further aspects and embodiments of the present invention which are directed
to other inventive concepts.

Referring to Figure 23, the process of purchasing and authenticating a transaction ticket/slip is
now described.

Step One.

A customer walks into retailer and fills out transaction slip 340 (shown in Figure 23). The
60 transaction slip 340 has five boards each with a different function for KYC (Know Your Client) —

money laundering purposes. The first board 342 has letters A to Z, the second board 344 has

letters A to Z, the third board 346 has numbers split into three sections, section one 348
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screen ¥MpU w S 1n one part and a bi year p ay of zero to 99
i n anot her. s{gpmm case of the VDU touch screen, the probl ens associ at ed
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in the Iinethete %ét%ﬁ*é@tsmnpfsioét?r theﬁr@nsaattpnég&e@@%t@ Steeortsilﬁoéfar reééatré sizp@ID
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differegy | Q%
line so as ti&e nRWiry ﬁetﬁﬁéﬁmzﬂ |ns rl WedrQBRh ot QvRREl OYD e!j n1|t U agail n '

anyone i s shoul der surflng unscrupulously over | ooki ng the custoner data
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t he present 60 enbodi nents. This covers a new custoner and then at a | ater
stage that custoner rece|V|ng a S|ngle account nunber mhlch becones hi s
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PROCESS A new customer goes to a renote prize draw term nal and picks draw
nunbers in a conventional manner within a given prize draw, i.e. he wll
tick the woxomrkesad as this week's prize draw. This 10 gcvanqpi/hzeodr aw
will correlate with a future date of red%ﬁptron in the long-termat which
point the custoner is entitled to redeem™i s invest rrent/capr taI accordi ng
to the redefip!PYrEciean 842 ﬁ’é?*’tdaij rﬁsr@”t‘éf the, gegisiiplian masine thay idwglapoeaitrally Py
recei ved r eBYiPhes BrhFustq NET Eﬁg‘i'a)[}:‘ Lf(ﬂ‘eyd S MAVE Fﬁ?ﬁ?edﬁ tfc‘?é,
Thus the tr ascergnahesrmw i o B <eyee o e grshinee a}r_n

. d gﬁa a, touch screrta] 15 user an S|mp a se ect I% machlne
pr| z€ draw a%ﬁrge i Y aut e%k ¥istems as
i nvest ment (- ghlh %rycraf o S A, CEA T B s o
| ong-term event at whi ch poi nt the investnent in capi taI terms is returned

to the cust amee firsT Ms@ndsSofttiie cEstdme? Cteatiy 109 regRistion @niry) taauni@k itraRaictidpaiuaier
appl i cati onwhith 20089 6t 96de abcvuaidilinttieorortdsporelingt ot cusitdrier mame, pirtiodeed ad

si ngl e $§ nmbeymboh@\reatedizeenthatif @rame tituré adinttHei s sy hdysla tREetweldted tedeelSteps béo hi s
synbol t her 8athisetrafisgetion| yillt hearesaEed dh gennel Hile (yabaahowmid preyidesbst theaentiel
day of bi rt Ruthatisatiopsompiet 340 e Riayre 2)reqipSPANTIR 9l the LB Fransagtion asentst al
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associ at ed %e sarre t ansact an. nunb al SO !)Lfow Snave?o
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I nternati 0” dpééf&@ Tﬁl@ﬁi'&@&ds@nth i 5:2 eft @nﬂ)gﬁﬁné NANSREL Iyeh
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nunmber and tinthellattey-tickat and affectiviiy adts asdpé cuslonrestiemgpnal@acdunt miorper. f or m can
take place. This fornms the first part of the KYC authentication process.
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nanme ang or f&WARY erRSIomM® deketbed B&isw.on has been validated by the scanning
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42 However, it has to be assunmed that either the nunber and barcode may
denigrate as they are typically printed on a thernographi c paper substrate
and t her evonell/tsadeni Ng t he above descri bed | ong-term priPOTiIBZ 15032800 ON ON

t her nogr aphi ¢ paper, this nunber and barc%de may be unsuitable for scanning
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cust oner. E - s, would
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i nfor mati onyn twk bMbbdiBert URE QUFRIMeRbSIR MBI Al icBiSbtdnbiPuddithdtivbly sBING LRt for all
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confirm hi sp@tdmassanyone @oknalat the ppmbdieniceedmit gddeak dtitheeV v bodre tal@ork out
aut hent i cat Wb# t8g syrabal i oh warrorld tcinpigy dep panesc &grpol priterngtaptechengs Beeumbaly
have an addfesgiEng e gHsiermendp PAY @ HEMERIPHT ARRHY Phatisntianty therVOUhpearq again Apdg
mnistry/ po@tafam @ §MPIBIFESS even may be able to ent er a post code as

suf fi ci ent E'g !NH&QE‘&QE enﬁ Forg?qtpﬁ‘iﬁ%ﬁd %tf%ééﬁat’oh éqﬁ -E\éMng% éh%@ f(rf'eﬁek

of telling sf tcniblc

Cher mogs@phEaat kg S e oD TR ac Ty ek My
transact i ons&uoRRFd, b tatheas&rrbah@a&t trrénsymwbﬁm&mmtab ni Reth@EoAr d4PRliediBYa ON
the ticket. [ofthg ana’ VMtieepriit Rl moeds b SYmpsli tata edhsidb@blei ek iA tsepatabe thnX
rel ated to trasastenistip suairitrer tracsabi@nstipapidtedwiti fhetdamecsymtlols Navee bymlidisein a
cust oner wi IMarkedly diffesahpdsiibo thee therdiata niss ofitiksusthverset Seichakletadfinddhd eymtek
has to scraﬁ@qﬁ%ﬂtmqwedmegetmattustaated @@lrmvm atNaytrqarean ﬁrwisﬁﬁﬁlpon in t he
box. This |nforrrat|on pr|n an ref

rel evant pa
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additional product to the lottery ticket at a retailer point of sale, th

serial nunmber then a nunber to be scratched off will relate to the
retailer's ID. This is because it would already be known which series of
serial nunbers were sold at which retailer, nanely not the individual
nunber but the serl es (batch) of nunbers V\D 2011/ 161661PCT/ 182011/ 052800
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The lottery ticket can have a box for which pronotion you want to tie up to
e.g. 'Curries' or 'Harrods' which is exercisable on a generic gane card

whi ch haswbOtoteensepr e- desi gnated to the pronoter. 10F gece/IRH1sbizss a
further enbodi ment of the I TVM generated ticket. This enbodi nent is

provi ded for the situations where the | TV cannot read a serial number of
the ticket HSd'seru®ymPahalyaysirPeerTs & thaspgeiline Bytjjeyt |'ﬂ1@'ff€FrWWéa°e§-lé\MeQVﬁeth?$%ket
(val ue docuH%eﬁtC)’”"é%”W?ﬁ?di ©dle %i‘spﬁleﬂ%‘?fd(?\?@rre'b‘?'@?éh'éfy'bl?oé&"? 'E“e(ga pI ast | c

flap) 382 f ovd ue. dat ah asen t
502 15 at (o] RIS aﬂ;%‘z AR “:;1&“ A

t echni ques. to &'ﬁ(g siyhfofd §1@or’re nEé?:tl rpéllEpuB ?s s GHepa att@ arf
number 282 bﬂ&uﬁd"'ﬁol&h 35 it@n dcﬁ’eﬁh 82 and Rsk!B8ng WARAL foheximbidRt duspitib@Pbet@dour,
covers a pr Ccohegtubigclsaticmes haed@edRdmbdrdd itWdUid BSpaasible @ikdeb tnsymbhiavittdiatiadas e
nunber 282 eamne lre byeadibkybutl edre thd prietdord@Go The 2 gb\peintde fict athledtop wbibd ireve atds
are pr ol detinefomext ¢tb.dbtsrveuldveultplyr tposeistioncynsaiedblwoul d not appear to be
considered limting to the skilled addressee. Furthernore, alternative
enbodi nent s 'w@da'%dw%temarﬁ e B ieAeRU[agAd .ot Kie tRBRAFEOT IR (P$ Beap ERfiveHoRdf s
are envi sag ’Pﬁ:lt‘? %trowt Prﬂjsf‘?ﬁ' n ShR ?ﬁtP k§ @19%% d 8 f it g ’gﬁlyé‘ﬁ he Symbo'

tomer

= e
| nvent|i on. mil |secon % giﬁlzspavoure ¥Ibo an scraJ: |t Q t but'in the comblna |o %ﬁl
|oh

creating an.Qnti, ?rﬁ p Yafé !a esr &l%ﬁg Jee Q‘Ft
printing degv&@g rlsﬁ- %Bl%ecﬂ{eo%mntge sGnBaI _ Q a QHEP ch§t6rﬂe9 now

provi di ng aré‘gh@pfy Noal Meglﬁ@tt@ m'}élspgb@ pre- printed ink portion; wherein
the pre-printed ink portion is provided in an unexposed state mhlch does

not pr 020 de Caicepiptiiyc fisteae ofirdtdrying thectransactioh sith® the custorngr fellaavirgndcanning and
confi guri ngp@dydirh efithetidtkats the ticket #gkifaan be prdeidécwitht tbe degeatraw nenkzerperintedoThe he
unexposed preesimattiean entk ngsdraorreet any neakes do dwederize drays Bymbesgl Btamdﬂmlrr@l and
machi ne- conf'}eﬁ?el @fprPéJHnté? t'C@hEP [’[‘ek%ﬁk‘ %Pth@ESﬁe btﬁﬁ 6’§é@lt tPrﬂ“I?tﬂ df"ﬂ}’i‘k

Phe bro- pri HEd kﬁt i&ce i ?%'”% i A L% H #&Eﬁfbv
e pre-pri era ch gﬁﬁw T f%&i‘ eterm% Ema lfne% C?IIX
characteris ern prOv ' secur ment .

met hod aCCOV\%&G f&r@tucﬂ @dn%elpro%@@of Rl the tté?ﬁqm%P(QP&b'@m%&l%d%%hél%@aul@%@@ﬁéé"g a
llayer of thgirtk@id8eslion WRNksatisemdiive lifideh #Heearsastioh Isfi aAbd el iR reB@hP WY tithe
unexposgel pretmipéli fHeedlhdldkedbion tof @PmisdikC Bnd bévtoriah @etpilsccdi béaBidtet Ny thOérmial | S
optical ly exguosaéntad bdity manualyastiathed olith ddterinatively, tBe trénsaetiohelib @hderodémgntéd

Cl ai m 2, wheitleink ot $feeddrpbisthaterwinalp conpri ses creating a stencil within the

| ayer of the val ue document above or bel ow t he pre-pr| nt ed | nk ort | on 20

4. A net hod'rhe@meqﬁ ct"aer&nt egtﬁlsgrtt@n ; %hebeﬁzéj gﬁé EP
conpri ses i PPRHE of° : ¥
pr edef i ned @%@ éﬁ“‘f # ] c? o i ture Sur ae’fgﬂ%s?%' °<? ?!J é
Caim 4, whergildi, nﬁatBﬁ%f&?rrt d'a 09953 Jeh e fONH b b

El ectromagnetlc sensitive co our - s ting 1nk or optlca Iy vary| ng ink

( vl ) 040 Optl'h@@f{_ek%dM@d’def% m@@hb_@l doﬁhhg(ug_‘{Mi’k sam@- Im&sé@ﬁ{lr@@dm ;LU kel O
C ai m 4, wheiteasiyht Veiafdheasis pdditienl in th&linfdPedni a0 HeGiFpileld €8 VBU button screen placed
onalTVM.

The importance of this is that rather than putting a scanned sheet into an ITVM, a customer only
needs his favoured symbol. In one embodiment, where the customer picks a symbol and their
birth year, this is a two button hit which is potentially quick enough to include as an automated
VDU and pushbutton automated entry system on a ITVM or conceptually a touch screen VDU
with symbols in one part and a birth year display of zero to 99 in another. In the case of the VDU
touch screen, the problems associated with comparing the random variable transaction slips,
50 which are provided on paper and which have a limit to the amount of variations one can make,
disappears. The variations are limited because if one exceeds 15 characters in the line it
becomes difficult for an eye scan to quickly locate the relevant symbol. In this embodiment, the
actual line into which the symbol goes is not being changed as this would present a search
requirement for the customer going beyond a quick impulse purchase. In this embodiment
different ITVMs would have the symbol in a different order within the same line so as to allow the
eye of the customer to easily find it, but again if anyone is shoulder surfing (unscrupulously
overlooking the customer data entry) they would not be able to workout which symbol was picked.

Below is described a complete process of a customer interaction with the system of the present
60 embodiments. This covers a new customer and then at a later stage that customer receiving a
single account number which becomes his permanent ID number. This number is given to them in
some form for automated use elsewhere, but they will have to know and use the single symbol



30el ectromagnetic-sensitive netallic layer. 7. A nethod according to Caim
6, the val ue docunent conprises a netallic |ayer adjacent the pre-printed
i nk | ayerwandiirfeesést ep of creation of the stencil w thi rCrhB201nvks2p@xti on
exposes the netallic |ayer as part of the optical security elenent. 8. A
met hod accordln to any of C ains to 74 \wherein the pre-printed ink
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50 account file also significantly stores the redemption date, effectively the series reference which
pertains to the investment which will be carried out as a block. This means that for example the
system will know that a customer A with an account number 111 has series Alpha investment
which can be redeemed in 2030 and as the bulk Alpha investment generates an agglomerated
performance, the system can download as subdivided individualized performance information to
the associated accounts for Alpha.

The automated registration machine (described above with ref to Figure 24) also has a printing
ability such that it can produce a bar coded and number printed card. The card reproduces the
now permanent single account number which governs the customer and his first purchase. This

60 number and a barcode is scanable by the point-of-sale lottery terminals where the first stage of
the KYC process takes place so that any future purchase can automatically get credited to that
account.
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his ID document, actually confirm his address to record it in the account data file on the

40 authentication system with an automated process. Indeed the customer may have an address
database with the government/ministry of interior/labour ministry/post office. He may even may be
able to enter a post code as sufficient to identify that database entry.

If the ITVM machine has a way of telling the serial number of the scratchcard then it will print the
thermographic lottery ticket with a lottery number (technically the transaction number) with a
transaction number printed in the normal way on the ticket. The ITVM terminal can also print on
the ticket a separate box related to the serial number to be scratched off the card. Namely the
customer will have been informed that to make the scratch card valid, he has to scratch off the
panes that are related to the information in the box.
50

This information printed on the lottery ticket can refer to the relevant panel by number reference or
can contain an actual symbol or rendition of the picture/image/symbol printed on the scratch card.
Under this is one or more is the instant winner designation panels which are revealed by the
scratch off action.

If the scratch card is being sold as an additional product to the lottery ticket at a retailer point of
sale, the serial number then a number to be scratched off will relate to the retailer’'s ID. This is
because it would already be known which series of serial numbers were sold at which retailer,
namely not the individual number but the series (batch) of numbers.

60
This will be useful as some scratch cards will derive their prize funding from the main lottery (or
prize draw) ticket percentage of sales sent to smaller prizes and some will derive from promotions



conprises a diode infrared | aser or a lowcost ultraviolet laser. 27. A
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34. A validation process according to any of Clains 27 to 33, wherein the
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docunent. 45. A printing device according to any of Clains 36 to 44, further
conpri si ng an i mageethod according to Claim 8, wherein exposing step comprises perforating the plastic

strip portion at a plurality of predefined locations to create the predefined pattern.

10. A method according to Claim 9, wherein the pre-printed ink portion is optically reactive
when exposed to the atmosphere, and the exposing step causes the pre-printed ink portion at the
location of the pattern to change in its optical characteristics.

11. A method according to any of Claims 1 to 7, wherein the pre-printed ink portion is

50 provided on a first face of a substrate and the exposing step is carried out on a second face of the
substrate, such that the security element created has different optical characteristics when viewed
from the first face of the substrate and the second face of the substrate.

12. A method according to any of Claims 1 to 7, further comprising providing an upper and a

lower light transparent covering layer over the pre-printed ink layer, the upper covering layer being

transparent to the wavelength of the laser radiation and the lower layer being sensitive to the

wavelength of the laser radiation, providing a reactive chemical layer between the upper and

lower covering layers, and the exposing step causing ablation of the pattern in the lower covering

layer thereby releasing the contents of the chemical layer onto the pre-printed ink layer to form the
60  pattern in the ink layer.
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pr edef i nesiopatttwigsr 30 46. A printing device accordi ngPCO/IRAL/NF240,
wherein the inage capture device is arran%ed to capture a user signature
and the controller is arranged to use thé"_ captured i mage as at |east part
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ant ticket vending machine.
conprises asyi sual hsnies@bmingab crirfl b efhertR ineNsdcsritf leRiehab a8 afih iR Bhther
readi ng of thenhs b fldinkr WMpRSesi rSadiRta FreRFiREM sERI BNt &MRALh BB Abstrate
phot ocopy péﬁlﬂ@edui’n@ from thdeerayig&ifier the validation identifier to be exposed in the pre-printed ink
portion using machine-stored information provided at the print terminal or remotely at a central
server that is connectable to the terminal.

21. A method according to Claim 20, further comprising providing a pre-printed series of
characters under the pre-printed ink layer and exposing selected portions of the pre-printed ink
layer to reveal characters which in combination make up the security element.

22. A method according to Claim 21, wherein the step of providing the pre-printed series of
characters comprises providing a series of concentric bands of characters and the exposing step
40 comprises revealing one character from each band.

23. A method according to Claim 22, wherein the exposing step comprises creating a visible
link between each of the exposed characters to indicate the correct order in which the characters
are to be read.

24, A method according to any of Claims 21 to 23, wherein the step of providing the pre-
printed series of characters comprises providing an exposed set of registration marks for locating
the relative positions of the series of pre-printed characters.

50 25. A data processing terminal for creating an optical security element in a value document,
the terminal comprising:

a low-cost printing device comprising a variable irradiation device;

a module for providing a flexible substrate having a pre-printed ink portion; wherein the
pre-printed ink portion is provided in an unexposed state which does not provide an optical
security function of the security element;

a processor for determining a part of the unexposed pre-printed ink portion to be exposed
to radiation in a machine-controlled manner,

a controller for controlling the variable irradiation device to expose the unexposed pre-
printed ink portion to radiation in the machine-controlled manner to create from the pre-printed ink

60 portion a predefined pattern, wherein the optical characteristics of the pattern provide the optical
security element.
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the long-termink conprises an ink which is not reproduced by inplenenting
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34. A validation process according to any of Claims 27 to 33, wherein the reading step
comprises radiating the validation identifier with a predetermined wavelength of light and sensing
40  aresultant different wavelength of light reflected from the validation identifier.

35. A validation process according to Claim 28 to 34, wherein sensing step comprises
sensing a first wavelength of light reflected from a first ink layer of the validation identifier and a
second wavelength of light reflected from a second colour-shifting ink layer of the validation
identifier and analysing the spectrum of the sensed wavelengths.

36. A printing device for creating an optical security element in a value document, the device
comprising:
a variable electromagnetic energy irradiation device;
50 a module for providing a flexible substrate having a pre-printed ink portion; wherein the

pre-printed ink portion is provided in an unexposed state which does not provide an optical
security function of the security element;

a processor for determining a part of the unexposed pre-printed ink portion to be exposed
to radiation in a machine-controlled manner;

a controller for controlling the variable irradiation device to expose the unexposed pre-
printed ink portion to electromagnetic radiation in the machine-controlled manner to create from
the pre-printed ink portion a predefined pattern, wherein the optical characteristics of the pattern
provide the optical security element.

60 37. A printing device according to Claim 36, wherein the variable irradiation device includes at
least one exposure stencil.
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45. A printing device according to any of Claims 36 to 44, further comprising an image
capture device for capturing an image of a user identifier and wherein the controller is arranged to
use the captured image as at least part of the predefined pattern.
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46. A printing device according to Claim 45, wherein the image capture device is arranged to
capture a user signature and the controller is arranged to use the captured image as at least part
of the predefined pattern.

47. A printing device according to Claim 36, wherein the variable electromagnetic energy
irradiation device comprises a maser.

48. A long-term value document having a low-cost thermal printing substrate with portions
thereof provided respectively with an independent identifier and a symbol in long-term ink on the

40 low-cost substrate, wherein the independent identifier is related to the symbol in a machine-
verifiable manner using data not provided on the document.

49. A long-term value document according to Claim 48, wherein the independent identifier
comprises a date/time identifier and a serial identifier.

50. A long-term value document according to Claim 48, wherein the independent identifier
comprises a central database record identifier.

51. A long-term value document according to any of Claims 48 to 50, wherein any of the
50 identifiers are provided in a pre-printed long-life ink portion provided on the low-cost substrate.

52. A long-term value document according to any of Claims 48 to 51, further comprising
personal information pertinent to the user of the value document, the personal information having
been printed in long-term ink on the value document at the time of the document’s issue.

53. A long-term value document according to Claim 54, wherein the personal information
comprises an image of the user obtained at a value document issuing terminal.

54. A long-term value document according to Claim 54 or 55, wherein the personal
60 information comprises a user signature, an independently verifiable user date, a user name or a
part of a user name.
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geograppdcal regional identifier of the networked term nal.
63. A validation process for use with a value document comprising a machine-readable serial
identifier, a machine-readable independent identifier and a symbol identifier on the value
document, the validation process comprising:
reading the serial and validation identifiers at a remote validation terminal;
transmitting at least the serial and validation identifiers to a central validation server;
exposing the serial and validation identifiers to an address determining algorithm;
using an address determined by the algorithm to look up a validation symbol stored at the
address location; and
enabling comparison of the validation symbol and the respective symbol identifier to
40  enable validation of the value document.

64. A validation process according to Claim 63, further comprising validating the value
document if the symbol identifier and validation up symbol are equivalent.

65. A validation process according to Claim 63 or 64, wherein the reading step comprises
reading the symbol identifier, the transmitting step comprises transmitting the read symbol
identifier to the central validation server, and the enabling step occurs at the central validation
server.

50 66. A validation process according to any of Claims 63 to 65, further comprising using the
validation identifier to select one of a plurality of address-determining algorithms provided at the
central validation server and using the selected address-determining algorithm in the exposing
step.

67. A validation process according to Claim 66, further comprising using the validation
identifier to select one of a plurality of address-determining algorithms provided at the central
validation server and using the selected address-determining algorithm in the exposing step.

68. A networked terminal for validating an issued value document, the terminal comprising:
60 a display screen for presenting information to the user;
a data input interface for enabling user input of input data;
a first scanner for scanning an issued value document to generate value document data;
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75. A method according to Claim 72, further comprising receiving from the central server the

plurality of predetermined algorithms for use in the creating step, and updating the serial identifier
generating process to use one of the received algorithms.

76. A method according to Claim 74, further comprising receiving a signal from the central
40 server to select a particular one of the plurality of stored algorithms.

77. A method according to any of Claims 69 to 76, wherein the creating step comprises using
user-entered data to create the second part of the identifier.

78. A method according to Claim 77, further comprising providing the user with an interactive
data selection game and wherein the creating step comprises using data enter by interaction with
the data selection game to create the second part of the identifier.

79. A method according to Claim 78, wherein the game comprises a ‘spot-the-ball’ game and
50 the data entered by interaction with the game comprises grid coordinates.

80. A method according to Claim 78 or 79, further comprising providing the data selection
game on a mobile device of the user and the terminal receiving the user-interaction data from the
mobile device.

81. A method according to Claim 77, wherein the user-entered data comprises personal user
identification data.

82. A method according any of Claims 69 to 81, wherein the obtaining step further comprises
60 obtaining a geographical regional identifier of the networked terminal.
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91. A system for carrying out an automated authentication procedure of the identity of a
person, the system comprising:
Data receiving input means for receiving key data regarding a person;
Constructing means for using the key data to construct a request for validating the identity
of the person;
Transmitting means for transmitting the request to a server holding personal data
regarding the person;
Receiving means for receiving response data from the server regarding the validity of the
person’s identity, the response data being generated by use of the key data; and
40 Generating means for generating an outcome of the authentication procedure based on
the response data and sending the same to an authentication process;
wherein the key data is minimised to a family name, an initial and a date of birth of the
person.

92. A system according to Claim 91, further comprising:

a local data store for storing the response data; and

wherein the transmitting means is arranged to transmit a plurality of requests to a plurality
of servers holding personal data regarding the person;

the receiving means is arranged to receive response data from the plurality of servers;

50 and
the data store is arranged to accumulate the received response data into a data file for
the person.
93. A system according to Claim 92, wherein the transmitting means and receiving means are

arranged to operate in real-time by sending out requests and receiving response data within 4
seconds; and to delete data file from the data store once the generating means has sent the
generated response to the authentication procedure.

94. A system according to Claim 92, wherein the transmitting means and receiving means are
60 arranged to operate in outside of real-time by sending out and receiving response data over a
time period greater than one day; and to accumulate and retain the response data in the data
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97, wherein the splitting nodule and the reassenbly nodul e are provi ded at
a location which is accessible before t hélaut hent i cati on procedure is

i npl enent edstorel piter the sePEPRENG MeRRY MR SERG B8t PBNARdoEERYSEOP BRtFUIentifalilyh a
barrier, whBPEfH"™¢he ticket is a scratch card, the nethod conpri sing:
receivi ng a9§.cr akcsh tgr%%gcoyoquL{g C??r%gﬁrewq;[ re(flr;[ thc‘;f1 %ar%e? %t :m%gnsblogrtrgﬁgeé E')e e%gr% etaCh
card having @osggusehﬁe% Sl e Ve ‘ﬁ&gtihatﬁ);;i@iljit o e gl
provi ded unggfersing by Rink R4kl Rilded éeﬁéﬁﬁtﬁhgdeﬁ‘ﬁe RdrdoE thE'd e.and tne

i nformati on"shown™at the reveal ed scratch-off portions 300f the scratch

car d; 96. VeRi dygtemadcbr@ing @b &@lidird rezhivhebiat tiie @andntitend alchi@ fuRtdrmpaded 4 he
read i nfor maplitog nusiulegfornsgitting éhestequesd inta b quiunalityi ofnre@istspioiovubdédda tonsérideto a

ti cket, 1@ndplurality of sefvershehe ebegtivingnsieaps ifartheal ¢ahpripasi @t irqrgssembly heodile kfet an
easi |y recotassseatbling theleasporispeiecesivad flogehe plyralify otsseversar ri er and whi ch openly

signifies the validi tx} of that tjcket for a related event. _
97. A system according to Claim 96, wherein the transmitting means further comprises a

tagging module for tagging each of the plurality of requests and the re-assembly module is
arranged to use the tagged responses to reassemble the responses received from the plurality of
servers.

98. A system according to any of Claims 92 to 97, wherein the splitting module and the
reassembly module are provided at a server implementing the authentication process.
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99. A system according to any of Claims 92 to 97, wherein the splitting module and the
reassembly module are provided at a location which is accessible before the authentication
procedure is implemented.

100. A secure ticket verification process for entry through a barrier, wherein the ticket is a
scratch card, the method comprising:

receiving a scratch card value document at a ticketing booth; the scratch card having a
visible serial number and revealed information previously provided under scratch-off portions;

reading the serial number and the information shown at the revealed scratch-off portions

30  of the scratch card;

verifying the relationship between the serial number and the read information using
machine stored information not provided on the ticket, and

if the relationship is valid, printing on the ticket an easily recognisable identifier for reading
at the barrier and which openly signifies the validity of that ticket for a related event.



