WO 2007/ 045049PCT/ AU2006/ 001571 1 Title El ectronic Message Authentication
Technical Field 5 This invention concerns el ectronic nessage

aut hent i [ h as emai| nessages, to ensure val ua are
reliablng%Fﬁ@gﬁéﬁgto the recipient, while reducing thephgpﬁgﬁﬁ@gﬁﬁl
unwant ed nessages. In a first aspect the invention is a nethod for

el ectroni ¢ nessage aut henti cati on. Ig anot her aspect the invention is a
system whi ch inplenments the nmethod, and in a further aspect the invention
S softmanf. or performng 10 the nethod. , Background Art Enmil is now a
ubi qui t ous 4 | ow cost form of conmuni cation between peopl e across
publicly accessibl e conput eElepironiciVessageAnthenticaiion nt er net. The
accessibility and use 15 of emmil is continually increasing in both

busi ness . ¥atgscommunities. Further, the senders of email ‘generally
expect thgﬂgﬂgﬁgﬁﬁﬁgg be delivered and to Ee of value to the recipient. The
sender Wi I’\l' 1§ ARVHLRR comesHis RlTcioRlG essagromythentigation, suchnas emall BREREW thin a
short per i@oguef valiahde aidssages ererefitblyRbaliveredstoaths aegjpient; athald feducisgtise i n
many diff ed@fvery aPamMaQeRd mBghatdl NIn B GrdtSHpedOthEMRbtntios, is04 RAHSS For

gener at ed . C r nd..sof twar e, r obot ave bgen. desi gned ,t
conpile an%é‘%%ﬁcs%\%ﬁ%%gﬁ%‘gﬂk E?ﬂii It[n ° n?pfétctggg?ﬁ{lgo%fsn% F’(Sg‘?{%&]’é@y Thi s
facility dEPleraenisths mghodapd in sivrthsnaspest the inventien i seliwarsdogpastarmying t o

i nt eres0 ghowpdhodut al so to transmit unsolicited and indiscrimnate nass

mai | i ngs. A consequence is that 25 many users find their mail box filling
W th vvantejgl Lls,from both known and unknown sources, and in addition

. .Bac ggmfn% : -
nui sance enaiIsS 11 nknown sources. As the volunme of nuisance enmils

grows mor SRkl Raw a ahiayiae and Ipwaest fopmry commEnicaion hgtwese peome actass

or gani zat imblicly apoedsiblacimpearmetwerks cauch e thickateenkt. ihe tabedssidilitp@nd nst vi dual
o odut Vi o areonEllythasitenl WEFS%G*ST“S‘@“ Rl coflinitiph U |
or gani sat i't%% Sér)%lfgg% %%ﬁg??@lyoe@ﬁ%&gfu Fﬂl?’jgﬂj%? i _Hﬁ?refﬁ.@‘f‘f/\&rtl’(? ¢ 15%32 ' or
bandwi dt h tharesiien. daesensisr wilt pftembe dinanneinted iftkeivgmaihisaiof actionedwithin, 35
Sone or gard sekf padatftienpdfidr seceipt! Bieaihigiabn@aeatediYysusbys i pEdnyi ditfelghocki ng
or filteripgnfaktd flchflifgRhdlah the incomng mail stream However, mass -

mai | i n% operators have Tesponded by disguising their nuisance emails. WO
200710 g049PCT[ AU20061001571 2 techni que can be defeated by changing the

senders ad#palis, offgnusses generbedsing computers, and software robots have been designed
: to compile and transmit-the same email {o many recipients simultaneously. This

facility can be used not only to transmit, for instance, newsletters to interest groups, but

~ also to transmit unsolicited and indiscriminate mass mailings. A consequence is that

25 many uvsers find their mail box filling with wanted emails from both known and
unknown sources, and in addition nuisance emails from unknown sources.

As the volume of nuisance emails grows more time is consumed in identifying and

deleting them. For an organization, significant resources can be wasted, whether at

30 individual employee’s desktop level or in centralised IT support, and the overall

* productivity of the organisation can be adversely effected. Moreover, the organisation

may be required to invest in additional network storage or bandwidth in order to cope
with the extra volume of emails received,

35 Some organisations attempt to exclude nuisance emails by applying blocking or
filtering criteria against the incoming mail stream. However, mass mailing operators
have responded by disguising their nuisance emails.

One method employed to filter nuisance emails is to block the reception of any email
40 according to the senders email address, domain address or name. However, this



automatically by conputers that increnentally change the senders address
bet ween each mass nailing. For exanple the senders enmil address nay be
phil r12100, naneof enai | server. conforafirstmassmiling,then 5

phi | r 1278 5443448 mai | server. com on a second mass ni | F’ﬁ&‘“@ﬂ%mmsn

phi 1r 1212( Th, nanmeof emai | server.comon the third mass mailing and so on.

In other cases mass mailing operators fay use fake or non existent return
addresses to avoid enmai|l address | | st bl ocking criteria. Sonetines, they

even use reci 0 e I ess; as et e Anot her
met hod en%hﬁ'yﬂﬂc tcgnf%? ﬁ@ﬁv{%ﬁl@ qﬁc‘j Spaders, 8 g STk 1Qr(%gce]lb ?%n of any
emai | accartdinatically bihsompntesnthet mcr@rn@m@lbb pbmgmﬂlﬁéeféﬁerﬁ ﬁé@fﬁ'ﬁsn etwgER | s.
However, ¢&dehs feghningiliagcan mg C&E leeditey senilerg Rimileysddnss| ensli nte or

m ss- spel HifY Rl R8halSs -Ql%rv]e?cbrﬂ foremey | s, g.hor Manq@aﬂm e: ﬁtlgly are
this nmont 15 Or _ LOOS |ght |non days" . . A furt

met hod %nﬁi&%gﬁw M%&Q%e e‘i’Pal & | Sy ERSS e MARHES: ac@?)‘?dl ng to
an anal ysplsilro213@eamenfeiailsecventemton. the-thirdanagshailing 4ndise gossi bl e to
identify nuisance 20 enalls by the recurrence of nui sance nessages, by

gener o of, GRANDAC) ARGUABRL LBl %ﬁé. o BB 43 'exlsfeﬂe@ngyaga@ge@% sti cal

profiles nui sance engl at ed once
the filtefVaigemailaddress st Bloskisg cﬂm qsn'?!a F{Pl

requi ritngemaih tddvoss asitmgretwre sddress. fil teri ng met hods suffer from 25 the

di sadvantage that val uable emails can be accidentally blocked by

I nadvert ent I Iy t hi s
has | ed t‘én? n{)orghroiag ]gi%géd JLO fftépﬁmgﬁ Ee%da%ﬁelgq%%am ife 9%{% ﬁﬁ%ng check

t hrough tﬁ@?ﬁl éa%qzidlaayoﬂm%qste@&aﬁféhewmﬁ%t m&frﬁl%wns@ma 8.9 YOWEYET, glélﬁect t he
i nvent i ontechnique capbe defeated by dsihgrphaney) enisieading 0y na*sespehanbjcctrmglmges

(written, mvmb(‘eﬁaa% RRlftanbEOR: Y8H abd R MoRiRIdrive GAANRBIN bE BLIRE SwalgHtRr K,
conpri si n‘g%l st,eps of : Rejecfing electroni ¢ nessages which are sent to
unknown r F" | CF - Rejecting el ectroni c nessages whi ch have
originated from corrprom sed 35 machines (those for instance with vi ruses or
part of bAtfoethe)method empRypéed filter miismte emiais isete Sdaphsnessagss weerdingdai | y

dldzt i ngui ﬁbﬁﬁé@m@%ﬂ%ﬁ‘é @ﬂaﬂl'g'\éﬁﬁtlkeﬂbs For exaiE@sfé i gk ﬁés@ﬁﬂd Widénﬁﬁrsﬁtﬁ%‘gsg .

addr e V. reci s .to er. sender

of 1 he e eRaR Y i vt e MR e aE oy bl Bhdttaly b

2007/ 045029 ﬂ:mrA statlstlcal profiles of nuisance emails. However, this
technique can be defeated once the filtering criteria has been identified.

In general, apart from requiring continual improvement, filtering methods suffer from

25 the disadvantage that valuable emails can be accidentally blocked by inadvertently
meeting the filtering criteria, In some organisations this has led to temporary storage of
all the blocked emails and a manual check through them each day,

Disclosure of the Invention
30 In a first aspect the invention is a computer method for authenticating electronic
messages (written, voice or data) received from a public communications network,
comprising the steps of:
Rejecting electronic messages which are sent to unknown recipients;
Rejecting electronic messages which have originated from compromised
35 machines (those for instance with viruses or part of botnets);
Rejecting electronic messages otherwise readily distinguishable as being
mmvalid; )
Testing electronic messages addressed to valid recipients to determine whether
the status of the sender of the message can be categorised as trusted or not-trusted;



3 If the sender can be categorised as trusted, testing the sender's
originating source to ensure it is a valid source, and if so categori sing
the sender as authenticated; If the status of the sender_cannot be

cat egor | ¥OFEVHRYY vay, then applying tests to determ RETHHBIHAOIE! not the
el ectronic nmessage is invalid or spam and if so 5 rejecting the nessage;

ot herwi se automatically sending a requé%t for authentication, and hol di ng

t he received nmessage in quarantine pending receipt of a reply; If an

accept abl e r ep'li?' t}i SERIEIUE De ?ﬁ% 854 35 ehstd etéﬁggetixe gﬁt&erg’lésér%}g?at&g and

aut hent.i cat ed; e sender 1s’cC
aut hent i carsge ‘Ei‘é‘i‘%u%llt F%V%I}ﬁiéo%s ! spcategarising the sopideras avthenticated; |

filtering net héﬂ&eathupi ofathp semdei phxmov\/belce(bgoxﬁ%ﬂldltheﬁwﬁyﬁﬁﬁérﬁﬁfp@ﬂn Gdtd ty”

ntil it qand f es an
until i dﬁ@mﬁﬁ@%@tﬁe@ oRendt &H@%egfrgmbnmeea $ gsf&m&hg(} gglvgaglag °% tSy The

appr oac S con5|
i nvent i gn\qg thé‘gn g\g/g%a’l oty eAutque t’é’ﬁgg q(geqpeet iﬁgsaﬂl heptacasioBcandoni ¢
messages é’& deqesved ?Sﬁageéeﬂﬁﬂfém@mﬂdlme‘ﬁ@lm%erepiy, status of the

sender. These E;ihen ka:cqntyblenmbl;d@ révetved] @aRgbriding!ithe Gefidbr CACEKEBY: andhe
sender's muﬁlb@ﬁdatéaﬁﬁq’a comuni cati ons 20 The sender domain's reputation

The sender tLon e mail content (| n multiple
Iangua 'gl;ge stgelgg Y 1% Fﬁ‘?ﬁjtc: %gﬁt#]wq% efiveringihe mepssagsg RFC
rul es) héo AeEP*EL pr esence on an accepted |ist naintained by the

reci pient 25 Applying Bayesi an net hodol ogy to determ ne an email’

aut hent i civiost eﬁ:ﬁﬁ Hedring! h¥thbB bdogt Q%d&%ﬁ? %He?e%gpéﬁﬁf {s}/\eh?gag & ae ﬁ{yf) "f ast

determ neﬂrl %8% ust ed the[?l nl§ ro-ac

track” deflvety ™ 8f>9 BHIVER ARk mrarst  ocontastrihenisyertion m%lauo@prmb
addi ti onal‘”@@féaﬁpﬂ%aﬂgﬁ fongiderad ‘Hwweany? untl plevar gailtg. whet her it has been
spoof ety and if so rejecting the nessage, subjecting it to further

exani nat i ¥he AR$hBn Qﬁpﬁjy? ng&atiﬁaﬂéﬁc%mgec{ %ﬁecﬁf pd Fegif 3 ﬁ:@egé'{)t éu S‘%’Sﬁg&'eﬁet ad a[]a

t f ot
?%SGEtcgorrpgnélé {O{'ali?g S¥RlyE ﬂggrde'eﬁ’?fn& @ status Ofthelfﬁé ?Fet eAleymBE r ead
to det er m3sB et gFegial disnited to Hheckingtler, and this may be conpared agai nst
known t r uSheskndents historst ofleppatcond it tdas The sender identity.

f r amevey kTﬁ&&@nd&ﬁaﬂiﬁzm%ﬁy identity managenent (NUM, may be tested,

and wher &JI? domai n has adopted a standard 40 nmessages will be
rejected gﬁ de that standard.
thc mail content (in multiple languages)
The sender’s compliance with published email standards (eg RFC rules)
The sender's presence on an accepted list maintained by the recipient
25 . Applying Bayesian methodology to determine an email’s authenticity, and
Validity mail tracking by recipient

When a sender is determined to be trusted the invention may use pro-active pushing to
“fast track” dehvery of legitimate emails.

30 The method may include the additional step of testing the message to determine
whether it has been spoofed, and if so rejecting the message, subjecting it to further
examination and/or possibly categorising the sender as not-trusted.

The step of testing for spoofing may involve the step of investigating metadata
35 accompanying the message. For instance:
The metadata may be read to determine the address of the sender, and this may
be compared against known trusted and not-trusted addresses. _ .
The sender identity. framework (SIDF), or domain key identity management
(DKIM), may be tested, and where the originating domain has adopted a standard
40 messages will be rejected if they fall outside that standard.



WO 2007/ 045049PCT/ AU2006/ 001571 4 Checki ng bounce nessages. Checki ng CSA
records. When a spoof is detected a request for self-authentication may
be sent to the address of 5 the originator or to the intended recipient
dependi NYORIBI045ME ci r cunst ances. Anti-phi shing tests R&J/AI26@/4887¢onduct ed
on incom ng nessages to verify the identity of the sender using

anti - phi shing data and/or anti-phishing detection software. 10 A request
for authentication may be sent to either the address of the sender

(sel f-authenticatiqgn) or the recipient, or both, depending on user
preferences. B&DEFNGbOwERE MSsFZs. sel f aut hentication is sent to the
sender, checks Umgkifig CSA teeordgnducted to identify the sender as a real

user. These checks may include: 15Domai n and user, "Spant check.

Qut st andi SA check. Fl ood check. | gi,nator, SSA b| ock check.

20Ant i - Spodr® _?1,&12:‘1?.%lscﬂ?é‘??ﬁe%fﬁw%eﬂu‘fsgEf’fr?éq;f“sag@&n%%?ﬁwﬁéné)é ¢ senito the address of

sel f - auf hdle priginateronte dhrintended recipderd depandingarmionyhd tiemmestaness. may be sent in
t he | anguage of the sender. It may include the follow.ng details:

251 nt endechiRsansg (RERhFRLo bh BERILI JTRASATS %g?%a%%% 1o PRS- fOF
s poce. ot PRl Sad R B on e P g gnature

i ne,

10 A request for authentication may be sent to either the address of the sender (self-
anthentication) or thie recipient, or both, depending on user preferences.

Before a request for self authentication is sent to the sender, checks may first be
conducted to identify the sender as a real user. These checks may include;
15 Domain and user.,
“Spam” check.
Outstanding SSA check.
Flood check.
~ Orginator SSA block check.
20 Anti-Spoof check, .
Check that the message can be sent.

A self-authentication request to a sender to verify themselves may be sent in the
language of the sender. It may include the following details: ‘
25 Intended message recipient,
Intended message subject,
An Accept URL for the SSA recipient to validate themselves,
[ A message informing the users the purpose of the SSA,
A distributor signature line, :
30 A RealMail signature line,
The first few lines of the message
An optional mail to phrase in the text body part only.
An exiract of the message headers
A Reject URL for the SSA recipient to inform the system that they have inadvertently
35 received the SSA message as a 'back-scatter’,

An incoming request for authentication informs a recipient that an incoming message
destined for them has been held in their holding tray. The message may include the
following details:

40 Message originator,



The first few lines of the nmessage An optional mail to phrase in the text
body part only. An extract of the message headers A Reject URL for the
SSA recipient to informthe systemthat they have inadvertently 35 received
t he SSA WOMeHMSHE a | back-scatter', An incom ng requeftT: f‘ﬂjrm%%?@hﬂhtication
informs a recipient that an i ncom ng nmessage destined for them has been
held in their holding tray. The nessage may include the foll ow ng details:
40Message origi nator, WD 20071045049PCT/ AU20061001571 Message subject, A
rating or ranking of the validity of the email as determ ned by the system
A URL t hat IirMsssag@mbjauttheir holding tray to deal with the nessage,

\?ﬁt fi' I's of howstrh nkiRY offtht Qulidifeo ﬂfﬁ§éﬁg1$a§dbtﬁmm&ilﬁ;aﬁieg e':.wn:lrejI eg}t edf 5
ile a messag ntine " diByeDe available for
revi ew by the ﬁ‘i&@hg@gﬁ%&sﬁﬁ%n%elrk@ﬁlr%q}a?tg%agﬁ&tgﬁ%n o th i nt ended
recipient to eResily “é@éhlsﬁré’@%éwmrﬂlgq;\@%geﬁ‘é 35‘8 e‘;Slurged from

time tgtine accordl ng to predefined rules. 10 The hol di ng tray may code

t hgmhellg s m?ea%ﬁﬁssa Ofs cid&?atnﬁgﬁf% ﬁlfc(e)lﬂﬁ@h ¥ 148 it thayPissdailblyle ot i'eﬁhevprpbgbl y
S u i es
P B’rﬁ 1% ﬁ?qsgﬁ: 5. Thay ﬁg ﬁ é %.'ntérfﬂeg rfacf,lﬁ eﬁﬁ] E&Bﬁﬁgé

and t hese
reci pi ent suqhepilvyew 0 h@eh@ﬁallﬂﬁséﬁﬂﬁ HEY MSB‘&& (f‘fo time "I'Itl‘@maﬁ?‘ﬁ“ r‘ﬁ’ ght
change t hgredafiggictlesof the nessage, accept, reject or delete it. 20

10

The holding tray may code the held messages, for instance:
Probably valid.
Possibly valid.
Probably spam.
15 Spam.
Urgent.
Different rules may apply to different categories, and these might apply an action in the
event of review by the intended recipient, reply to the challenge or passage of time.
The actions might change the category of the message, accept, reject or delete it,
20
The intended recipient may review a message in the holding tray and apply an action to
change the category of the message, accept, reject or delete it.

The following actions may be defined:
25 Accept, causes the originator to be added to their accept list.
Review causes no action to take place.
Reject, causes the originator to be added to their reject list.
Delete, deletes the message from storage.

30 An acceptable reply to a challenge message may be a reply that indicates a buman has
responded to the challenge, possibly within a predetermined time.

4

If a sender is categorised as not-trusted the message is not delivered but rejected or
deleted, and the sender's address may be added to a list of not-trusted senders, that is
35 the reject list.

Reattime Blackhole lists (RBL) may be checked to identify known spam originators.

‘Three levels of reject lists may be employed, those managed by the user, domain and
40 system.



The intended recipient may review a nessage in the holding tray and apply
an action to change the category of the nessage, accept, reject or delete
it. The follow ng actions nmay be defined: 25Accept, causes the originator
to be adWQcFOPHO“tsgf@ r accept list. Review causes no act iP6H/ATG040EST| ace.
Rej ect, causes the originator to be added to their reject list. Delete,
del etes the nessage from storage. 30 Ap acceptable reply to a chall enge
nmessage nmay be a reply that indicates a hunan has responded to the

chal l enge, possibly within a predeterm ned tine. If a sender is

cat egor i sAlsopdrusted- thindspasty t Hets rreass bgecansuliesk i) dpievaing Jvhkiker; dieeemall or
del et ed, éﬂﬁnhtl&? isSeael, Tiffaldor Bséls ol vicdept Histd echyt e emplopdd mtludmg thosst ed

senders, edsoy];?tﬁe E&g cfo%a‘ﬁ?&nd rygfe Real ti me Bl ackhol e I i sts (RBL) may be

checked to P e own spam or’i gi nators. WO
2007/ 045049PCT/ AU2006/ 001571 6 Al so, trusted third party lists may be
consul tedOutgoites saili mey wisot eecheckesd &oravalidity; yirses o contept gad eher piles er ent

level s of wagheRingly Sith aRY ROreiiaayed elditbhidicogmunivatiensyutieged by the
user, domain and system 5 Qutgoing mail may aI so be checked for validity,

viruses or content and other rules which conp W ser. or
or gani sat foRer @P@@?F@r}p&w&@w wn %‘ﬁs‘nﬂﬁﬁ ‘Kt ?]Dguhgén%’f alsg, be
i nvent i onappiedtie manytotier femage messsagifig Hwhiding ha short mwggﬁwcbéshﬁ%lal ed to

any Otdﬂg prolvRiedEto Qell B 2 ﬁ@@éﬂagaldéd‘Vo%LMrmem‘éfledtod@ LG %ﬂéMbi&sé&NS) :
pr ovi Q ce ones

Nt er net %ﬁe@éany YIRS %f?dﬁﬁfﬁﬂ%%@%gé i Bendote) ) L ry
and connegalogqup tm’é»@@éw%mdﬂah%w@ewe@mn 8y eiltr‘PaF‘@P -ation to the

i nvention for authentication. In addition to the above, the invention is
abl e to PhHOYIdGoPloGhe&ldve the dRleRBén 1s1a§ gﬁoﬁa@ﬁ%fecﬁsmma emai | Deni al
o Serkl\s/g ce (DQS Sa‘%?msirl‘}%ou%ﬁﬂhﬁ attacks Directory Harvest

Attac (DHA) e reduce t he ban WI dt h usage of

mai | ser veP§mis} Of §exvired 845 ) 3pd bis Pr‘ﬂfleé QRIS aacks pr ot ecti ons as above.

The i nmcﬂoojnﬂmstrﬁathcke (BHIA:)rs in categorisation of legitimate email as
“"spanf email ("false positives") to virtually zero. The invention may

L erERe mverﬁtlgﬁt eg}p éd%%é B8 bandwidth usage of mailservers by up to 60%, by
20 employing perimeter protections as above.

The invention may reduce errors in categorisation of legitimate email as “spam” email

(“false positives™) to virtually zero. The invention may reduce errors in categorisation

of legitimate email originated by a human sender for a single message (“false critical”)
25 to virtually zero.

In another aspect the invention is a computer message authentication appliance,
comprising: :
A communications port to receive an electronic message addressed o a recipient. And
30 A processor operable to:
Reject electronic messages which are sent to unknown recipients;
Reject electronic messages which have originated from compromised machines;
Reject electronic messages otherwise readily distinguishable as being invalid;
Test electronic messages addressed to valid recipients to determine whether the
35 status of the sender of the message can be categorised as trusted or not-trusted, and if
the sender can be categorised as trusted, testing the sender’s originating source to
ensure it is a valid source, and if so categorising the sender as authenticated;
If the status of the sender cannot be categorised either way, then applying tests
to determine whether or not the electronic message is invalid or spam, and if so



of legitimate email originated by a human sender for a single nessage
("false critical") 25 to virtually zero. In another aspect the invention is
a conputer nessage aut hentication appliance, conprising: A

conmuni c‘gpi28?17§045‘g419t to receive an el ectronic nessage a%&?@@gﬁlfﬂ)@bﬂé

reci pient. And, 30 A processor operable to: Reject electronic nessages
which are sent to unknown recipients; Reject el ectronic nessages whi ch have
originated from conprom sed machi nes; Reject el ectronic nessages ot herw se

readily disti.ngyi shabl e ag being ,inval kd; . T el ronj e

IR e et B R T R N e s
sender of halfiag tksraeived masivae travatpviing pending faceipt elp BPhot -t rusted, and i f
the sender canfhsm eedcpgbld silyas feteisdd doatdégsisinggthichsendende rthatedr agd nat i ng
source to -iﬁ%;‘éirc&eh-t;&ﬁ a valid source, and if so categorising the sender as
aut hentj cat ed; ’ ’f, the staaus of éhe sepder naglt he %?t egori sed

ei t her day, t HEMEASHASK i§ gaipadysed @ tgsted ARd AuthgRt IVeHBE WHE=EPELt roni ¢
message i® thewegipientor spam and if so 7 rejecting the message; otherw se
automatically sending a request for authentication, and hol ding the

recei ved ' ' : | ¢t Of ; If an
accept ablié?%g‘]ggr %s e@%@&%ﬁ@gﬁ?@@?;ﬁ?:ﬁ?ge?{oﬁgm%ethn%‘g{eﬁlggyt rusted and

aut henti cated; And, 5If the sender is categorised as trusted and

aut.henttd cBriefiDesteipitions iofithe Peawipgsage to the recipient. In a further aspect

the i nvenij Qkahnple of N ifeh@én RANTAWHE0ddsbigbdiewith Crespelt By itef fddRsafig pt i ons
of the Dr %ﬂ%ﬁ An exanple of the invention will now be described wth

=

el ation JEths AHERE A Srd mslgon o RUGE & typi cal
archi t ect ure digthis ai disgramiofa. tyfis#tiagchitectuss efitheinvepiien. of an out goi ng SSA
nMessage. Fig. 3 is an example of an outgoing SSA message.
Fig. 4 is an example of an incoming SSA message.
Fig. 5 is a typical Accept URL.
Fig. 6 is a typical Reject URL.
Fig. 7 is an example of an alert message.
20 ‘ ,
Best Modes of the Invention ' :

. Referring first to Fig. 1, a typical installation for the invention will involve the
installation of an authenticating appliance 10 behind a firewall 12 which protects it
from the Internet 14. The appliance 10 then interfaces with a private network 16 via an

25 email server 18.

A variety of layers of protection are available to the appliance. Referring to Fig. 2; a
typical architecture 20 of the invention will involve the following: ) ‘
Perimeter protection layer 22 provides physical access protection, general
30 metwork access protection, code level protection and initial SMTP boundary checks.
Aunti-virus layer 24 that checks all incoming and outgoing messages for virus.
Anti-spoofing layer 26 that detects all incoming messages from spoofed
addresses. :
A layer that checks the validity of message originators and sending mail servers
35 and domains based on industry reputation lists and methods 28.
A layer that checks the validity of message originators based on user's accept
_and reject lists 30.
Sender self-authentication (SSA) layer 32 that requests message originators to
verify themselves when their messages cannot be rejected or identified as either valid,
40



Fig. 4 is an exanple of an incom ng SSA nessage. Fig. 5 is a typical Accept
URL. Fig. 6 is a typical Reject URL. Fig. 7 is an exanple of an alert
nessage. Best Mbdes of the Invention Referring first ¢t ig. 1, a
typi cal WH§P‘§’I’Q43'{4Pon for the invention will involve thECiTﬁggg(%fogﬁfbn of an
aut henti cati ng appliance 10 behind a firewall 12 which protects it fromthe

Internet 14. The appliance 10 then int&rfaces with a private network 16 via
an 25 email server 18. A variety of layers of protection are available to

the appliance. Referring to Fig. 2, a typical ar ecture 2

i nvent i on GRice |2 messegekasmesedoibrengs e ab’é}l%l 1?%?@% ﬁ?tbli Qﬁr’r%ﬁe Il‘%’&ﬁeé?s

provi des mhldiicwdl] feecdd i pholtlipttran The quarantine30tomationrdempoverd S4tlowect i on,
code | evelhk @%ﬁsﬁacge%&gpgeb%meﬁl horBE 129 urlwlaﬁamszﬂﬂeeﬂfeﬁl coffonet ihfbemb ayer 24

h heck fi
Itagterczgcflaei?c’ e giesRaey Wﬁﬂmgﬁdﬁj&tﬁ‘g’s@ges ?%eflr#{sop%%f) H}esé‘ﬁzﬁegsg &OO "

A layerSthat checks the validity of message originators and sendi ng mai |
servers STharﬂbhdwmﬂwau Haseaing naridn cutgbiny masagaxtarerhdndbdsbsamhb mesdagds 28.

ch:gyteratn y ohd}f 362bE dhd Yn\%BuHESSﬁﬁeo&tgbﬁ n@bﬁr&atl gm @; S
t hat IOr equ@gffcgL ﬁﬁ&&%@l&ﬁnﬁﬁ%rﬁﬁm@%‘m 8’?% @5% %%V%msegﬁ\f’iaéﬁ %ce %sgages

cannot bemesjagetdsiivery ¢atennmieny, dd ensuisi il fey aare from\yalid Seﬂdefs and mail
2007/ 0460488658/ AU20061001571 8 Once a nessage has passed through the above
| ayers but still cannot be identified as valid, it will be held in a

hol ding tray. The qu tine auto L.on c onent 34 allows users to manage
massaggs ﬁglf?fg?ﬁon%%q %{“tVF%@Pn*?%%aBﬁgﬁ%ﬁg Wiai | conponent i nforms usersg
of the messages in thel r holding tray and allows themto act on these
messages. Perimeter Protection 22 _
15 A first layer of protection is perimeter protection provided by locating the appliance in
a secure data centre, which will allow physical access only to authorised staff.

Incoming mail is defined as any mail, or in fact, any connection that is made or

received by the Internet facing component of the appliance (including VOIP). Any
20 conmection that is received by the appliance is subject to boundary checks designed to

reject as many illegitimaie messages as possible, before SMTP delivery is completed,

leaving the sending server with responsibility to produce a non delivery teport. Any

rejections will pass back as much information as possible to the sender to ensure that in

the very unlikely event of a legitimate email, eidequate information is available to the
25 sender to avoid a false positive.

A boundary check failing will result in the message being rejected by the MTA, usmg a
5xx code.

30 The appliance will be configured to disable pipelining, which enables a sending server
to send multiple commands in one go. Pipelining is not strictly necessary to SMTP and
is frequently used by spammers.

Anti-virus 24 7

35 Virus checking will be pidvided for all incoming and outgoing messages. The anti-
virus function may be from a given commercial third party products. The anti-virus
function may be turned on or off for both inbound and outbound emails.

Any messages that are accepted into the system will be virus checked.
40



The delivery of all incom ng and outgoi ng nessages are handl ed by the
nmessage delivery conponent 36 of the invention. The outgoing mail conponent
performs checks all outgoing nmails, or any connections_that have been nade
or recei¥VOIH4EME message delivery component, to ensuFPETHIZPOGOAEY! are from
valid senders and mail 10 servers. Each conponent of the invention is
detailed as follows. Perineter Protectipon 22 15 A first |ayer of protection
is perineter protection provided by locating the appliance in a secure data
centre, which will allow physical access _only to authorised staff. Incom ng

mai | is déf &rvéus asdetesjedyin an inkound, nresgage bahhoth Jhs QHEIEIT BRE reIRICHERE or
recei ved Rylid,nRe kevigiemenilll Be baig aCoampbipenessage ddtailingphe sivoe détected.udhag
bountary EURLEERE S8 ime) B firfhcy SEREUE Ry o A BRUDGRE For St 10
possi bl e, l%ﬁFoﬁPémsiﬂF%ﬁa’élaﬁﬂPéﬁt@Ali@@éﬁB‘F é‘?‘%ﬁﬁgelag ﬁgﬁ{eﬁ%"q@eﬂﬁfﬁ% 1ge’lsver
with respdifféreat fheyndssegp ivalspafa The meaipibitafiaysppelsd messagayvil giobbe paHa wi | |
pﬁss baCkv@a‘inl _iﬁyk GheshdpeOTHBLVIAR iddeReRdiikla ﬁl@cl)lﬁlﬁagee%ﬂgbebuﬂm? engitiagortdoat in
the very unl.i. A . il, adequate information is
avai | abl e ' Fﬁéeééig&ggfﬁ%ce{{rm %gg%g%wdﬁggggﬁgg positive. A boundary check
failing will result in the nessage being rejected by the MIA using a 5xx
code. 30 Thes ajppd isadetected inl abeutbonfid messwge thednesatgeewill peldeletaigandiech
enfbl S?anflﬁﬁiitdi‘%ﬁ%%xgt atﬁaﬁﬁpgimewp : k. P feno-AIRGEER dstebtad @ @ ngdsage] Ne&tilini ng is
not strictly, necessany .19 and., i 3 .
Ant i - vi r ugeSEIEed ok %ﬁa%%ammtw T4 v Sfthiohe R0 opYor B eRES will

g

out goi ng Meseided inTleg Blsti vi rus function may be froma given comrerci al
third party products. The anti-virus function may be turned on or off for
bot h i nboung; anfdnryeound emails. Any nmessages that are accepted into the
of
a

syste i1l b ' [aﬁw /A;‘H?IQ f:a virus
i's de& t équlfo %ﬁe#ﬁmggggélﬁ?"ggg%gg\g/tga érgsgﬁ %9%%- & %%eggl?ég%ggﬁéé rbZ% #Sfline nt are
val i d, " t hdaqt dEmp aeFRamppar | Wiy i uFng dhataisehy §S§a1{gé [0S BIgPesEE F Rus
det ect ed. midseagiecherivestfjono b toigirsorder 2 meer's ecdph tish dit ther IPf ddduese soergnatn
ant i - spoofyAich WRE the Jne ForldaiRhSacchpt 1ish th PREsagS{s§RESuBRIAb BORIsHOUT) SCores the
nmessage above a threshold, and the IPis '

20 When an message presumed to be a spoof is detected, the message will be delivered to

the back end server. The back end server then carries out a sender verification check

by sending a message to the originator on the new IP address.

Anti-phishing tests may be included to ‘Verify the identity of the sender. Phishers

25 usually attempt to fraudulently acquire sensitive information, such as password and
credit card numbers, by masquerading as a trustworthy person or business in a message.
Specific third party anti-phishing data is interrogated. Also, specific third party anti-
phishing software may be used to detect phishing messages. :

30 Industry Reputation Lists and Methods 28
The invention may use industry reputation lists and methods to check the validity of
message senders and sending Mail Transport Agents (MTAs) or domains, in addition to
the local accept list. For example, a Realtime Blackhole List (RBL) is a list that is
provided by third parties that details hosts are known to send spam, viruses and other
35 malicious mails.

The invention checks all incoming messages against the industry reputation lists and

updates the lists regularly. Where a message is on an RBL list, the message will be

rejected unless the originator is know to the intended recipient. In such a case the
40 message will be delivered. :



5 different, the nessage is a spoof. The recipient of a spoofed nessage
will not be sent a warning message. If a virus is detected in an inbound
nmessage but the originator or recipient are not valid, the nessage will be
del et ed. WPR0E/A#448s i s detected in an out bound nessagel’c'ﬂﬂi‘élz%@@ b will be
del eted and the 10 originator will be sent a warning message. |f no virus
is detected in a nessage, it will be delivered to the intended recipient.

If a virus checking error occurs, the event will be recorded in a log file.
Anti-spoofing 26 15 A spoof is defned as a nessage that, purports to be from
a parti cuhdr inacimingsmesshges Wil hencteglsed agmtéh@aﬁéfemoﬂéls (iRgjudingt
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originatofr,on a daes ch w e
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When an nessage presuned to.be a spoof is detected, the rressa e wll be
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addr ess i.shin inchu y 0
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i nf or mat i dnma@uétwsa@twdwvm gobrfailcrecands andr erﬂ!ﬁ%@s geiliPng as a

trustwort hacoﬁﬁr S0 faifire Wil rg3els 3n b 1Pxa cods sathe.sefffieg MTA mﬂu ¢culn1;denetdptaﬂs
anti-- pfyj shi agb 9ttge g-éséa@é &fak %}@éte&l Tﬁlesa@smﬁ;ﬁﬁﬁx i itRattihh lddnR@ infplemeihi shi ng
G %f

Lists an S AR O T RRE T eioP BBRE PR g

Li sts and s and
met hods t@lﬂﬁmﬁoﬂfeﬂval idity of nmessage senders and sending Mail Transport
Agent s (I\/rI'As) or domai ns, | n addition to the local accept list. For

exanpl e, (%1 311 %%f] ﬁh% this iffokthstontWilllbd Feritie@V Tfh@d by
¢ FREETL Y

third 1S4 ket pbl Rt AR el MR ARA O' TE

35 i Fhi %ea@ %F‘F
i ndustry pefgoingimals Via Seseriets, apthat deplement PKIM andgeir apigpingAerees, él‘fll%essage
is on an BBpublishkd. the nmessage will be rejected unless the originator is
how to the Intended recipient. In such a case the 40 nessage will be

del d.., WD 2007/ 045049PCT/ AU2006/ 00157 |1
b chockelf TyRCRBE It A SooPen Teatiiena Pk ok PO SRR §9§§né“er
and Halbadhe mrssage gelj e wpipcied ¥ taeelask dails. {Therrbeds ngblea ths M1 tdemy| i st .
Messages ssseded bslnok Iessagés. be subj ect to further analysis but will be virus

checked 5 Al I | ncom ng nmessages will have their donmain sender identi ty
f ramewor k .or SPF records affect ed
domai n_do siyackS i Tyt O Wﬁﬁ@@%ﬁﬁ%ﬁe‘idv@r‘{lﬁsﬁe Wé’%ﬁbf’ fail

records. me@%ﬁg@ Wmlnfb@n&tqnetqee@ot matohcthe 69 inferastion gdvetise

"sof t -3;i Joma@cor ds and the nmessage does not match these records A failure
will result in a 5xx code to the sending I\/rI'Avvith corrpl ete details 10 as to

V\/nythe e was rej ected he ,as tion is | ement s
S| DF, m@ﬁé‘? QPP 18 %]dﬁ‘ér‘alef’ 1 %%?k agga@ce;gm%g SI e the
fr anewor kauihpnsqdn%emémr eIf fchﬁ flomain mfermeﬁiafﬁgsqﬁé@ elow mgssgsf'gr@an g DKI M
thi s i nf oREaIM&IN cidtdrherd ehenathé inadshgelWillt beespecifically accepted, and not subject to

30 spam checking, but it will be virus checked.

User Accepi and Reject Lists 30

User accept and teject lists are compiled to check the validity of message originators.

The accept and reject lists contain a list of the trusted and non-trusted originators
35 respectively.

‘There are three levels of accept list:
A user accept list, managed by the user, that details the tlds, domains or

addresses that the user will accept messages from;



15 keys do not match, the record will be rejected. Only records for domains
that send all outgoing nails via the sewers, or that inplenent DKIM on
their outgoing servers, will be published. If an inconm ng nessage is a
bounce r?ﬁg 4SM9BATV check will be perforned on it. Z6TPRROROIHEe wil |
be rejected if the check fails. The check enables the MITA to identify

spoof ed bounce nessages. Al incom ng nessages will have their CSA
records checked. A nmessage will be rejected if its CSA i nformation does not
mat ch the CSA informati on advertised by the 25 domain. i ncom n

nmessages wil| Bedaphedn keagpt bstswanaghdbyidie daneain &#@@Wﬁ@ﬂ@&t dodats tBetlAvr i sed
senders. WhmhhR of @aBescp Rl Bfcensbe acRaisatilltadceplt hmssagesﬁagpmdf rom ot her

Real i | Custozz;eséé ;4; Beb1f T3 melsyg@mgamﬁé P8R8 iggnd not

subj ect to 30, 5p Irus, c cke Acceépt
ant / Rej ectdompisor g eSS@‘ég}ag%H: éfh%lsﬁé?né@fl pf(gepgmﬁsgg@ Ied to check

the val$dity of nessage origi nators The accept and reject lists contain a
l'i st of tfgﬁiﬂlgwttﬁé}ewhﬁgmeﬁe[sl@r%g@qmgl nators 35 respectively. There are
three | evel s of, "acce ctce%toﬁ,gt ,anngged ﬁxu&grus Ec&{g{ d ';?ﬁé 1m¥%99§§’m9%std}e user,

that details tﬁe B g resses € user Wi accept
messages pedrses et thsorpousbueirrtmestessdB01571 11 A domai n accept
list, managed HAyddnin deovpt listamaaged by sheodomaih atimiresteators thahdetailsdbe tidanai ns

or addyes Yealrddk alEBEsSs aiataée?s mﬁ@a&nmwﬂm BNheiBES F0S ahdom  and A
syst em accept
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messages Fpm#DSHT gfidressgp fhpt ol pegrsolthe sysiyra avifl é%?tén%ﬁa%ffe& | i st A
-user accept list, managed by the user, that details the tlds, domains or
addresseséljgggnt;cggo;,lser will reject nmessages from A domain accept |ist,

adr oo Lie A R ALt o IR mhary Y B4 BeBhyBe ?&%&ﬁs@*?@ sohler Qe e
accept |1 sategonised g6 drustediar aotirystedrs Ong it thes tooly wrailaiglp der G&Flp%flqnwéat | ds,
request for authentication. A request for authentication may be sent to either the
message originator, or the message recipient, or both, depending on the user
preferences. The message enables the system to validate the originator address, If a
20 message cannot be sent to a valid address, then no request for authentication will be
sent.

- Recipient Sender Authentication
An incoming request for authentication informs a recipient that an incoming message
25 destined for them has been held in their holdmg tray. The message may include the
- following details:
Message originator,
Message subject,
A URL that links user to their holding tray to deal with the message,

30 Details of how the user may allow the held message to be released or rejected.
An example of an incoming request for authentication is shown in Fig. 3. A message
held in a user's holding tray will remain there until the user either accepts, rejects or
puts the message under review. Replying to the held message with ‘'accept' adds the
originator to the user's accept list, 'reject’ adds the originator to the user's reject list and

35 ‘review'does not chénge any lists.

Sender Self Authentication (SSA) 32

When a message cannot be specifically identified as valid, or cannot be rejected by

perimeter checks, it must be examined more closely to determine whether a request for
40 self-authentication (SSA message) should be sent to the message originator. An SSA



dormai ns or addresses that all users of the systemw | reject nmessages
from Authentication 15 A nessage for a valid recipient nay be tested to
determ ne whether the sender can be categorised as trusted or not-trusted.
One of tW@ 208894504Qvai |l abl e for authentication is a reqf&I(AH2896/001571

aut hentication. A request for authentication nmay be sent to either the
message originator, or the nessage recipient, or both, depending on the
user preferences. The nessage enables the systemto validate the originator
address. If a 20 nessage cannot be sent to a_valid address,_ then no request
for aut hemessageiinan wiveil that is eent to e pigiaaipr of Hganesspgen dxferaingithsm th

i hcom ng fiRoeshe d Bis Baehieid be did s;mtetmfﬁnmtas the:mtplse]lﬁtauthlamncasenuamg:em ng
nmessage 2§nggﬁ5 for them has been held in their holding tray. The
nmessage may I nc e the followi ng details: Message originator, Message
subject, A URL that i nks user to their holding tray to deal with the
message5 Jbbdtregntion ofilhminintise t@essme@agewheg@rwu qvbsandy eondychall

rel eased @hssitflh 6lidcRslio ARURXBIEHTA fssafes die onfiysgny i qerd akers Or aut henti cat i on
is shown in Fig. 3. A nessage held in a user's holdlng tray will remain

there until .the user ei:fher 'accepts, rejects or he ITESS, nder
revi ew. R@ﬁf‘i}? sepcing %S,é ?Fsﬁﬁfs@é’d@e%? eh"“%%t@btt : sengwg Vﬂﬁ%ﬁﬁﬁﬁlﬂor to
t he user' ﬁabﬂewmglprs-sendwlmpmt adds the originator to the user's reject

l(IS gtA ) aggl 35 ' I pyiRN aktP8Ser YRbfefdhdd GReckMb éﬂslﬁ.féthagﬁﬂcﬁgft $gllfbe°¢bhlheﬂ;ﬂtecatl on
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cannot be\é\h aqq%e%%gé%?ﬂr}&%%tg “ch”% sfdp} e exam ned, rrorggcl osely to

det er mi ne whet RBRAMychesk i@ sgview themessags & 05 g%\‘ﬂv{; apasteRistighs SHgeh shoul d

be sent t dikelydo tres spaye nessage et BA WAl n8e sewd 2007/ 045049PCTI ATJ2m6/ 001571

_12f rressagetl S ONtsBin Sﬂ]@fchécﬁc t%%tsmte%ettttﬁexerls @b tatstindiy $He. rteﬁlemt

i nfor d es

t hem t @&%uf“ﬁﬁﬁ?l %qugﬁ latnsul1 PR Sgig ﬁg%ﬁﬁq g%er'%ﬁ?%e | nven%q-l%ﬂng%/\‘n&l I

mini mi se PABNSE WBGsages that are sent out, and conduct all possible

checks to ensuFeot khtckS8Avniseading thy mgmhtyr sdditionad SSAaluntibds suBbdrmfe

sendi ng aguREAIIR SSRAATA NP RSERH8cRIcdThRMAE. I BRieSR proviat B@UE lwoper f orm

the foll O‘@S@% sREda %8{'@6 Ghf fébssthan 5 minutes apart.
20 Anti-Spoof check, as detailed earlier.

An outgoing SSA message is a simple message that requests the message originator {0
verify themselves. It may include the following details:
Intended message recipient,
25 Intended message subject,
A Accept URL for the SSA recipient to validate themselves,
A Reject URL for the SSA recipient to inform the system that they have
received the SSA message as a 'back-scatter’,
A message informing the users the purpose of the SSA,
30 A distributor signature line,
A RealMail signature line,
The first few lines of the message
An optional mailto phrase in the text body part only (sent to realmail <id>@...).

. “An example of an outgoing SSA message is shown in Fig, 4.

35
The SSA message, incoming or outgoing, should be a simple text message for all 7-bit
character-set countries. The message should be a multipart or alternative text or himl
message for all non 7-bit character-set countries, including a text part in English and an
html part in the other language.

40



10Domai n and user preference check to ensure that no SSA wll be sent if
the domain or the user do not want to send any SSAs. SPAM check to
review t he nessage for standard SPAM characteristics. it is likely to be
a spam %9%‘5’@45“%?\ SSA will not be sent. OJtstaﬁGT’ﬁé”%ﬂ“Wbck to
ensure that there is no outstanding SSA. If there is 15 and the nunber of
outstanding SSAs is nore than a user-degfined limt, another SSA wll not be
sent . Fl ood check to avoid sending the originator additional SSAs

until its nunber of outstanding SSAs falls bel ?w a user.-defined threshol d.
In order {IhephecaphtURL Doghe i awsedsnsSthaugserasotiions thenprigigater i rplidatsi nut es

apart. ZOﬁﬁHmseB&@(aE agBsialser. agndexagipleedf apAktapt URMh inshoyai ingFi§SA Bssage i s
a sinple saeg &Qg}ﬁﬁt,é%{%ﬁ tif&ff 35S SRR RS ingisagd Qﬁ'lghﬁtdfeéddfe& thh@gsel ves.

Ly e goea] o P9y DEGLAAR P SPBRF by | o o

t hensel §edpat they are xhepz@p@ett onmawm they mesme,rsgdh@ﬁ thpmessgp gemperalessedy st em

that they thamemusicaimes daithp@SphraRs teathebdcdeps CART eﬁbmz@ssm,seﬁge

i nform ng rﬁ:ﬂﬁ)ef'% 5§uﬁ]ﬁ§cl?éﬂ ?‘ﬁé&u%rsé g% 30A d| stributor signature |ine,
ne

A Real Mai [M7S] gﬁa ure =l I'nes of the nessage An
optional mailto phrase in the text body part only (sent to

real mai | . Bbtighe. Accepirand)Rajpit &IRIs Ja@@&S&@%@aﬁsnam&ﬂgéemplaﬁddmiw Fi g.
4. 35 TH€ dopRiBwE@Y% nti OAERYThES cOmpts Hhe dnd TPRY pEbId alsﬁdnﬁf'ﬁhga fovkdr
ressage | g gLl b ChAT S8 6le b ULy, The MEssage shodid be

mul tipart erna age or all non 7-bit
character-set countries, | ncI uding a text part in-English and an htinl part
in the ot harketivpdepematin®3Z007/ 045049PCT/ AU2006/ 001571 13 The Accept URL

in the oulHRkHe ARAsIFE 193 Passt |(Ragh Periffeted ipidtéétion] Qnﬁ&iruﬂm stpbeﬂﬁgel ves as
a realg %q%@ n%fﬁg%h% ﬁh%%(spé%ﬁqﬁgr a"éR}épt lﬁi&; &@ t%ﬁ'

val i da e or| r added
tother e@PﬁS’P@tl‘Pnén p»'[l"hpllg%ssagﬁ@aja\@@g?)fes H-'hlafe‘ﬂin‘eg %Rith the
opti on tonwssageybeing sent to either the originator or recipient of the message, or both.
Quarantine automation covers what happens to a message once it is in the holding
queue of the system.
20 _
The purpose of quarantine automation is to:
Make messages available for user review through their holding tray.
Periodically inform users of held messages.
Ensure that the SSA process completes.
25 Purge messages according to defined rules. .
Application of additional checks to further validate the message.

The holding tray allows the user to view messages that have been held for them, or are
waiting for the response to an outgoing SSA message. An end-user will be able to see
30 messages that have been sent to their addresses. A domain administrator will be able fo
see messages that have been sent fo all addresses on their domains. All messages in the
holding tray will have been through the checks as detailed in the previcus sections.
The results of these checks will be used to modify the view of the miessages
accordingly
35
The holding fray may categorise messages using different colours. Examples of
categories and the corresponding colours are
Probably Valid, in maroon, to indicate a message that has a low score on
heuristic checks, and an outstanding SSA;



5 that they are the correct originator of the nmessage, so that the nessage
can be released. Users nust enter a 'catchpa' phrase to conplete the Accept
URL subm ssion, or a nunber, or a sinple click, as per user preferences.
Bot h t heWRHEHMSMAd Rej ect URLs in the SSA nessage nayPE@’qu}Eqﬁ@O’cSéhpl at ed
to allow 10 domain owners to nodify their conpany nane and | ogo, provide
custom page footer and header and charnige sone of the accept or reject text.
Quaranti ne Automation 34 Once the nessage has passed through perineter
protection, anti-yirus, anti-spoofing, 15 industry reputation Jists checks
and user accepPossibly ¥alidde piolet; jo \Efipgter"’e@éﬁagerl@aﬁ%@raaﬁw $78TS0R BEHESHON

nodul e. Thieckpdmathe Sfyhdsdimmed @dul ted in a request for authentication

nmessage bei ng 5RBhbIY Bpaidl BEblabRetodhiRhRa] Mess@fe HREhRE 8 Horddlidd\®ote$age, or
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the hol di REPHHEGR ) SORPL WAT S The purpose of quarantine. automation is
to:- Make messadjenmn,dnrevake sndieate & seassags\thahhas gy ligly feare o hepastin dhgclss ay .
Peri odi cabhd/nd 8§ arwasusst andf hel d messages. Ensure that the SSA process

conpl etes. 25 ] : .o t s ;opppl.i cation of
addi ti onal chzgt%ﬁt:’o% ﬁ%@?@%%xﬁ%ﬁ%ﬁtﬁ%ﬂﬁ@g@gg&@ﬂﬁﬁi&cﬁglﬁ‘gi ng tray allows
the user to view nessages that have been held for them or are Waiting for
t he respoibedigsstdimeinteywdlfor Bewagessin dhgesecond Bosgihly ¥elidicategdss gy be the see 30
malslsagms bdind a8SA thewnt SHoWwel®, SHQIthatadeies 36 8 faterAirde My 13titl i aoceptadat OL _

Wi e a S t a their
domai ns. &ﬁﬁs S%%®§£@ﬁesé%?cﬁ%¥§ gﬁfo‘%@d %FT%{YEHE?& B egégégé?ﬁ& checks
as det ai | SHCSBRI Far jiPRiings TePERAS » SR 1 Edti Bt ‘?h‘@%@iﬁ‘? @%\ﬁu be
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cat egor i sgeplied $§3R6 oHginaGr.dHovesen tif el torE kR Bk Seftfme@t 4oL ueg- and t he

correspon AR Qgg i on, to indicate a
nessaggytﬂ%ﬁ}&ﬁg]s agfgfwggs‘ggnregsa ﬁs’l’?‘éélirl s%g% %’lﬁec g,agl%n £I§'n out st andi ng SSA;

14 Possibly Valid, in violet, to indicate a message that has a | ow
score on Heesicat vgnegrdbeisholding ttayasggahe &dlowingactisns:; Probably Spam
in black, to iAgieptdoticeepiinSagRagd aid dddsh@ohginger o their seed L. heuristic

checks, and nog 3oy ¥05.chithe ma30Rbuk BoSioPad i Jrlllf'S i Rap0Eis N2t has

a hi core.on heurl , )
9 IEOS ande the message Wsl rernain in the holding tray.

Reject to add the originator to their reject list.
Delete to remove the message from the holding tray and the database.

The SSA process described in the last section may result in a SSA message being sent

25 to either the originator or recipient of a message. Once the SSA has been sent, the
message Temains in the user's holding tray until the SSA is accepted or rejected. The
outstanding SSA should expire after a set, user defined period, after the resend periods
have elapsed. : '

30 Messages in the holding tray should be purged according to user and system defined
preferences. A user or administrator can have all, Possibly Spam and Possibly Valid
messages to be purged after a user-defined number of days.

Message Delivery 36
35 The component of the invention that delivers messages is the MTA. Messages that are
~ delivered can be classified as follows:
Messages from valid senders that will be delivered to the local mail servers.
Messages from other mail servers that use the invention that will be delivered to
the local mail servers,



and no SSA was sent; and - Urgent, in red, to indicate a nmessage that
requires an urgent action. The digest tinme interval for nessages in the
second Possi bl(}/ Valid category may be the 10 sanme as SSA tineout. However,
SSA t hatWORRW4SM9, | ater time may still be accepted. METAAGMSIODIT] he
Possi bly Spam category shoul d be sent an SSA. There are two threshol ds for
I dentifying a nessage as a Spam |If it 155 below the valid threshold and has
a | ow score on heuristic checks, it remains Possi bl y Valid until an SSA
nessage is rep the L gl r, [ s been
sent nore than 3%58%/&0?5 g‘é‘f %é@gttﬁg %?hagg&ll 66 ga?ggd t(? Hl%afrrgélsﬁalg% us
mar ked ass@vgam Users can manage thelr hol di ng tray using the foll ow ng
actions: AccepSSA@nagzgep,t the rressage and add the originator to their
Accept List. RESERLs t he nmessage but do not add the
originator to Wﬁﬁgﬂgb Li st 20 nd the message will remain in the

hol di ng® tr ay. gﬁ@&"’sf%@ Hn’tlﬂﬁalﬁ'ﬁﬂgﬁeﬁvﬂ%r to their reject list. Delete to
renove the nmesOuigoingroessages froot Wicalgneil ssfvemd the dat abase. The SSA process
described in the last section may result in a SSA nessage bei ng sent 25 to

ei ther theyoli ghRALAL Qm Jr‘f?%c{%%ﬁﬁh afveds agﬂm I@i‘%ewﬂf‘ i’gﬁt@g
e user

sent, the nessa er's

accept ed acswﬁaféa em@ﬂt?w@tdgwaaﬂg 0% §ﬁ’6’ﬁ

def i netP plcabdsrverstfor at totalr &fs 8 ithypebslongsratamingesd efpbeq to:«tbe we@@agésthhn t he
hol di ng tmysf%laoul d be purged according to user and system defi ned

pref erences user or -adm nistrator can have all, Possibly Spam and

Possibly Valid es to be p ter use def ned .nu r of  .days.
Message RE sagey g aes oea Telsnisrd Siibe SEismeduhyahbe sHbmIiEd g Foptread
messages bgvethior M'Ehvenye sAageﬁgwn@tmmage dizdmn \ee pastiorsammby redesesd fdebebras

fol | owss rep omaaeantmemal THis &%@Q\%& il betchydldel] fhrevatigity wed @diveredithe | ocal
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that wi | | fals. Hébmsadmtgamm@elsmﬁbe deliverektovthe sust@8&X. nessages. Delivery
reports fromrenote servers.

20 Outgoing Mail 38
An outgoing mail is any mail received by the MTA component of the invention that
claims to be from a valid mail server of the user of the invention. Users of the
invention that have their own server should have their server deliver all outgoing mail
to the servers of the invention, Users who have a domain hosted by an ISP may be able
25 to direct all their individual outgoing mail to the servers of the invention, for example,
using SMTP_AUTH accounts provided by the appliance.

Virus check, as described earlier.
Accept list check to look up the message recipient pair in the originators accept
30 list. The recipient will be added to the list if not found on the list.

Cutbound content or rate check to check the file type, destination rate, key
words and spam score of the message. If a domain has an outgoing filter set, then
MTA will be passed to STIMd - the program that handles incoming mails - for
processing. STIMd will provide checks and carry out actions as required.

35
In addition, a footer that can be modified by each domain may be added to all ‘cutgoing
messages. Outbound messages that are blocked will be held in an outbound holding
tray, or messages will be allowed through, whilst informing an administrator.



5Del ay nmessages from|local nmail servers. Qutgoing nessages fromlocal mai
servers. There can be one or nore |local mail servers in use. The NWA wi ||
attenpt to deliver nessages, either fromother valid senders or

servers YRZ1Wahe invention, to these 10 | ocal serv@f:gmf‘@f)%é{mf%’f aI of 5
days, before returning a fallure to the sender of the nessage. Messages

t hat have been rel eased by the SSA nodlibe will be submitted to a front-end
server for delivery. An outgoing nmessage froma custonmer may receive a
delivery 15 r ort froma renote server. This nessage will be checked for
validity a?ﬂ:fs'g ¥ 0 the customer in good faith. The MIA of the

i nvention Rmsbibleana@a}erts tisothdehéohenismutsed tonipfones ssege el Mmessagesnditting in dfeirday s

and will ‘h% quhelamgtsnﬁé%@:g%cmﬁl@ tbhﬁ,exdgﬂeféf&{c\és,fﬁtﬂd% eHﬁ?@n‘ﬁﬁr ni ng

n”‘é.sfa??a““ ?E@' PEBSiES: R R Y o AD DD AT ofaaﬁﬁlg e e
to be fﬁorﬁsa QP mFrﬁaﬁ Th@fwt,montem and drequenayad theglarts pigriefiped by thef t he

i nvent i on grbfatenbepset bnthierdomain s@néstrathand dsdiave their server deliver all
outgoing mail to the servers of the invention. Users who have a domain

hosted by .an | SP abl direc | their indpvi I out oi ng
mail to the® %Wew Ph%eteth%rﬁ?% nce;soforgbg quenays? Bl Sccount s
provi ded bByaximemalipit ofithe. numben f shert mesweﬁem@asagfeﬁa@at,m@sage conent,

Accept 1Di shessdeclypé indiaiel itphé bRrifessags dndd fineNto Redpordrily stop the agrinat or s

accept 30 fhighges T e a&&aﬁ'a%mmwéor%h feiethe @ggg@th%a&}naﬁ& Bk fie4ag on the

list. oun e rate

desti nati d¥e 5?’“”?@§ﬁaﬁwagigﬂ3“§%§h score of the nessage. If a donaln has
an outgoing filter set, then MTA will be passed to STEVId - the program

t hat handl es i ncom ng mils - for processing. STIMI will provide checks and
carry out actions as required. 35 In addition, a footer that can be

nodi fied by each domain nay be added to all outgoi ng nessages. CQutbound
nmessages that are bl ocked will be held in an outbound holding tray, or
messages will be allowed through, whilst inform ng an adnmi nistrator. 16
Possible Mail Alerts Possible nmail alerts is the nechanismused to inform
users of nessages sitting in their holding tray. The alerts are sent
according to user preferences, and depending on the nunber and type of
messages in the holding tray. An exanple of a possible mail alert -5 is
shown in Fig. 7. The format, contents and frequency of the alerts are

def med by the preferences set by the domain adm nistrator and users.



Users are allowed to set their preferences for the frequency of the alert
messages, maximum|limt of the nunber of alert nessages, nessage fornmat,
nmessage content, 10 nessage type included in the alert nessages and a tiner
to tenmporarily stop the alert nessages. The domain adm nistrator can set
the defaults for the domain for all the user preferences and additi onal
preferences. 17 CLAIMS: 1. A corrputer1 met hod for authenticating

el ectroni c nmessages received froma public conmunications network,

conpri si ng 4t eps of: brejecting el ectronic nessages which are sent to
unknown recipient’s; rejecting electronic nessages which have
originated from conprom sed machines; rejecting el ectronic nessa

ot herwi se rleadi Ay cazinpmtﬁmgmﬂmdaﬁirealabenbeatn‘g theotagriiel;messages rrgceé‘l’eécg'p@n&c

mfsssz;llges a g@fg&gmh@my@ﬂsqwfvﬂﬁkwlﬁ oGhéletepd ofi ne whet her 10 the status
t d;
of 1he sgnder Ll TRanas nge%gagggwgaﬂh%ggéén%mowg&ﬁ@ nf Not-truste

if the sender aregor.ise test sender’
ori gi nating souFQl%CUPS glestionic mepsages 1F]él hayisr @élgmgﬁ‘é O(P%HIB@bgFiim ng

t he sender mxghagishent i cat ed; if the status of the sender cannot be
c?t etgori sed ei tPe%éctM@)éiec&Bﬁe n@é@.@ig)és Bﬂleﬁﬁ% feaaﬂy drtigsiitaBlcwl dbhgin@ilidnot t he
el ectronic nes sage;
ot herw se aut Ongegf%ﬂe?r%%ﬁ&il%%aggs F@‘gle Vah&? %@mﬁt@lt@(&cw,mu‘é ’}?‘eﬁ%?dl gg

t he recdfvdbe stetys gfheisenden af @ﬁ@%éﬂ&ﬁ@ﬁ@bﬁ@mﬁw fs mﬂst%ia PItyjuste if an
acceptable r epI ¥f il sepder vad be categgnsdds asgrusted, smstine thea seridets toriginatidg

aut henti catg %ﬁf ure it is a val lid sbiirch! %d%?&fj@d‘ce o‘flsﬁ@tﬂ‘fé}&'hﬁéedﬂ aﬁﬁlehﬂié!ﬁéded and

St e o S A S e gL,

according to cl
to deterni rie detesming whethem or 176k the slestreric messageTielnyalith o spame@ad if spo
cl ai m 215Wheetiny tHeemedsege; Afthdraddel Ngorhaticalipaehding a reqobst dor tithersicetionf

i nvestigati t | t
e - o i L
trusted addressit 8p %FC?R}? ErisBbel eFEPeds Ca@g%lisér% ° SHY eSrngﬁ'H%f’(?na& donai n
has adopt ecuthenficied iahd,cat i on st andard;

if the sender is categorised as trusted and authenticated, delivering the message
20 to the recipient.

2. The method according to claim 1, including the additional step of testing the
message to determine whether it has been spoofed.

25 3. The method according to claim 2, wherein the step of testing for spoofing
involves the step of investigating metadata accompanying the message to determine at

least one of the following:
whether the address of the sender is a known trusted address, or a not-trusted

address;
30 whether the originating domain has adopted an identification standard;
whether the message is a bounce message; or,
whether the message Client SMTP Authorisation (CSA) records are valid.

4, The methed according to claim 1 or 2, including the additional step of
35 conducting an anti-phishing test to verify the identity of the sender.

5. The method according to claim 1, wherein a request for authentication is sent
either the address of the sender or the recipient, or both, depending on user preferences.



whet her the nmessage i s a bounce nessage; or, whether the nessage Cient
SMIP Aut horisation (CSA) records are valid. 4. The nethod according to claim
1 or 2, including the additional step of 35 conducting an anti-phishing
test to verify the identity of the sender. 18 6. The nmethod according to
claim5, wherein a request for authentication is sent to the sender only in
the event they are identified as real users. 7. The nethod according to
claim5, wherein a request for authentication sent to 5 the address of the

sender is sent iffe dd £0rdiRNIRGR: 5, vﬁaerelﬂ%ré@’e&%r SRRQLh#AGh &Qeftl B! M 7,
wherein thghrgq%ﬁest or, ., aut hrgt I cat #@n .ée t t% sender 1 ncludes one or
more of t heéhd FMOGRATIY IHEE Sverd thayate jsaufiedasrsaliuseitn: 10t he nessage

subj ect, an Accept URL for the chall enge nessage recipient to validate
thensel ves,7.a RaheGiicthdd accordiBs saglaing sp hhiertimg rédqusiofor posentifativh&ent to

chal | engg, tﬂcl_%%ﬁ%rséioﬁg{g%%nﬂr%&tn%ﬁhlﬂrﬁ%131?:1 first fewlines of the

nmessage 9 t according to claimbg, erein a request for

aut hentication sent to the address of the intended recipient, and includes
one or nor &.of : Thamethslsargerding tgi chaimo?, wirdeih éhawsquest éorsuuljeetication sent tORL
that |inks a Redéresdlided dhe bPmohedf the eI tiétalys:t o deal with the nmessage,

details of how 1n$ j s able to allow the nessage to be rel eased or
rejected. 25 10.E éﬁ%e?ﬁglgiegl&cordi ng to any preceding claim wherein while

a nessadf is quilteIReSSAESUbICti s held in a holding tray where it is
avai |l abl e for rewiAeveWRIhEorithe eralleviga meispgeretipient tolvalidatedhemetelned, accor di ng
to clairm 10, whgmRideteiRrg/ts are sent to the intended 30 recipient to

encourage review, - 12.  The. net haod accordin aim 10, wherein the held
ressages are. pob Bt SHEITEE 1S bpRECELBHRRIES or eder i ned 1 ul es
a distributor signature line,

15 the first few lines of the message

0. The method according to claim 6, wherein a request for authentication sent to
the address of the intended recipient, and includes one or more of:
the message originator,
20 the message subject,
a URL that links the recipient to their holding tray to deal with the message,
details of how the recipient is able to allow the message to be released or
rejected.

25 10. The method according to any preceding claim, wherein while a message is
quarantined, it is held in a holding tray where it is available for review by the intended
recipient.

11.  The method according to claim 10, wherein alerts are sent to the intended
30 recipient to encourage review.,

12.  The method according to claim 10, wherein the held messages are purged from
time to time according to predefined rules.

35 13. The method according to claim 10, wherein the holding tray codes the held
messages to indicate their acceptability status.

14.  The method according to claim 13, wherein different actions are allowable
following review by the intended recipient depending on the acceptability status of a
40 message.



35 13. The nethod according to claim10, wherein the holding fray codes the
hel d messages to indicate their acceptability status. 14. The net hod
according to claim 13, wherein different actions are allowabl e

followi ng review by the intended recipient depending on the acceptability
status of a 40 nessage. 19 15. The rrelt?od according to claim14, wherein
the action is to change the category of "t he nessage, accept, reject or
delete it. 16. The method according to claim1, wherein an acceptable

reply to ajighal fpogRmsd RGNS tb REIRAUS Whrd R AcHaPists TRAMERC Efeddte
chal | enge. 0 any preceding claim wherein in the

é}?e. The et hod acgorgl n‘gi

event a ser?é Pessigh 8“@"8?%%%“ 85 ?}8 -trusted the nessage is not delivered,
and the sender's address is added to a list of not-trusted senders. 10 18.
The net hod 1accoTHe mgethioal aveyrdimge aedaing 1¢ mdierain wh excedpiabbeitepby toga whbllenge

checked §or,aldeGhdiYated/d IMRSEShA respBRI&T o the difdileAL ONPUL €7 MESSage

aut henti cation —appl rance, conprising: 15 a communi cations port to receive

an el ectronic nessage addressed to a recipient, and a_processor operable

to: reject 18l ecThemethodesserding tatfny pregedingeaiaim;, wherskh swhecaentyd wader:isr ej ect

el ectroni ¢ cARESH@E SasViivtafustbdVibe ahésgagraisenbtf detiveed) i es endetc ddies ;isr ej ect

el ectronic JABSPRYARt gflq&_rﬁq%geg S@&@%&_I y di stinguishable as being invalid; 20
r e

test el ectronic nmessages address to valid recipients to determ ne whet her
the statds of the sender of the nessage can be categorised as trusted or
not - t r ust ed8. andhé fmethed sisnaidinge & dpy pracestjeg ickdn, ashereinseweoing email g t he

sender' s orchgikRatibraligRyviRisésorenane it is a valid source, and if so
categorising the sender as authenticated; if the status of the sender

cannot be categorised either way, then applying tests 25 to determ ne
whet her or 1ot ~ArROMNUERTRCSPREE gtgation apphARge @MEYISWga M and if so
rej ecti hf tahvenmmasscaiens pothéor micsive auteboctronic ahdsyagearddienspddo raguipesnt, od a
aut hent i catyrQidssorBferdBle®:Ng the received nessage in quarantine pending
receipt of ‘are i

t he sender as t Fehg%tglffcg%lak %ltft%%pg%%}%cé:ﬁ%g% Ee:ftl% [, %’?ntr:r %"Z&'S%ﬁ;g’er C?ts e.gor $Sing
categori sed as e elegirania messagenitchiaye oagnated fiomycampromised Mashingsit he
reci pient. reject electronic messages otherwise readily distinguishable as being invalid;

20 test electronic messages addressed to valid recipients to determine whether the
status of the sender of the message can be categorised as trusted or not-trusted, and if
the sender can be categorised as trusted, testing the sender’s originating source to
ensure it is a valid source, and if so categorising the sender as authenticated;

if the status of the sender cannot be categorised either way, then applying tests

25 to determine whether or not the electronic message is invalid or spam, and if so
rejecting the message; otherwise automatically sending a request for authentication,
and holding the received message in quarantine pending receipt of a reply;

if an acceptable reply is received, categorising the sender as trusted and
authenticated; and,

30 if the sender is categorised as trusted and authenticated, delivering the message
to the recipient.

20.  The appliance according to claim 19, wherein the processor is also operable to
reject electronic messages that have been spoofed.
35
21.  The appliance according to claim 20, wherein to test for spoofing the processor
investigates metadata accompanying the message to determine at least onc of the
following:
whether the address of the sender is a known trusted address, or a not-trusted
40 address;



20. The appliance according to claim 19, wherein the processor is also
operable to reject electronic nessages that have been spoofed. 35 21. The
-appl i ance according to claim20, wherein to test for spoofing the processor
i nvesti gates metadata acconpanyi ng the nessage to determ ne at |east one of
the foll ow ng: whet her the ag%iess of the sender is a known
trusted address, or a not-trusted 40 a ess; 20 whether the originating
dormai n has adopted an identification standard; whether the nessage is a

ng 2?3 rressageI w%thef"ﬂ%‘bﬁ%{nahﬂgd&ﬁ&%%ﬁ@ a&éﬂt&mn ﬁhﬂtﬁﬁiealtiblh@tmi%@m 0 20( C\?ﬁ)

s are vali jance according to claim or erein
the processor pgﬁwe%egsaggd%)gﬁg%c‘enﬁs% 11 ’conducting an antj.-phishing
test to verify WhetheydamesyagsiClicabSMERGAR ogsﬁtmnéc%brqcamérea%@rm ng to
claim 19, wherein a request for authentication is sent either the address

of the sg n%?r Ok Qpﬁa%é Rec%mm &) cRRh o AopeRdiRnh He plf@c%gso%eﬁsmes 10
24. The app

aut hent i cat?d |anc§l g@rfﬁrcf’?)&%ﬂ&géﬁﬁﬁtégh&ﬁi"ﬁ t?sgcc(?k%ig%qﬁmﬁﬂgy %@e?%ntl fied

as real users. 25. The appliance according to claim 23, wherein a
request fon3saut 'Iﬁélhplﬂﬁhb@ﬁbc%ﬁﬁﬁg £b5clﬁ1ﬁ119]®v1&fkiﬂe$alw§tfbﬂ’m1tbmtldaloms sagnt in

their own lﬁﬂ&l{ﬁ dre%%‘ftﬂ_@s%nﬁ%mr'tﬁ&%‘é ?éélg(r?fr ﬂﬂgd nﬁin 'oﬁ‘t%épr%'%%n%w" the

request for |cat|on Sent 1o a s e or re of the
fol |l ow Aa details: the nessage recipient, 20the msssage subj ect, an Accept
URL for th&4challheap@iamessagalingt gaion3, wcherein & dequest:hestoenyisationss Reftect
URL, a nessgge s%ﬁtﬂl%r%'n[}) iAGhd BRnPhicp afsidehtifiddasebauk@nge, a distributor
signature line, 25the first few lines of the nessage
25.  The appliance according to claim 23, wherein a request for authentication sent
15 to the address of the sender is sent in their own language.

26.  The appliance according to claim 25, wherein the request for authentication sent
to a sender includes one or more of the following details:
the message recipient,
20 the message subject,
an Accept URL for the challenge message recipient to validate themselves,
a Reject URL,
a message explaining the purpose of the challenge,
a distributor signature line,
25 the first few lines of the message

27.  The appliance according to claim 24, wherein a request for authentication sent
to the address of the intended recipient, and includes one or more of:
the message originator,
30 the message subject,
a URL that links the recipient to their holding tray to deal with the message,
details of how the recipient is able to allow the message to be released or
rejected.

35 28. The appliance according to any one of claims 19 to 27, wherein while a message
is quarantined, it is held in a holding tray where it is available for review by the
intended recipient.

29.  The appliance according to claim 28, wherein alerts are sent to the intended
40 recipient to encourage review.



27. The appliance according to claim?24, wherein a request for
aut hentication sent to the address of the intended recipient, and includes

one or nore of: the message originator, 30the nmessage subject, a URL
that links the recipient to their holding tray to deal with the nessage,
details of howthe recipient is able to,allow the nessage to be rel eased or

rejected. 35 28. The appliance accordinf to any one of clains 19 to 27,
wherein while a nmessage is quarantined, it is held in a holding tray where

it is availsgbl eTherphBMicEWcB¥rdindetol fhRN98dwhefdP iR Mheld mdssagdt-ard Plreed

appl i ance %}CO@dI an o cl al ?@38 %ﬂnﬁﬁemet he hel d messages are purged from
tine to ti e ERS QR acordmedePros s 31. The appliance according
to claim28, wherein nessages held in the holding tray 5 are coded to
indicate thgir Tbeepplabict réaprdihg@taidaim 32, wiidteinappkigen belddn dlorlebldigg thaycl ai m
31, wher i nydlLddefiS R AR haRGodbGpflty Q4RI © fol lowing revi ew by 1 he

i ntended reci pient dependi ng on"the acceptability status of a nessage. 10
33. The appliance according to claim32, wherein the action is to change

t he cat egord¢. of Thhapphansagecordingetot claire p bc whereingifisrant jagtiorsare pHewalplgl i ance
accordi ng tfellekiakFediSw WhticehRRnddll Reipidit abpendirgddry tHeoacaepthisilityenigas d5a
nmessage inqh s a human has responded to the chall enge. 35. The appliance
according to arge' one of clainms 19 to 34, wherein in the event a sender is
cat egorilaed as not-trusted the nessage is not delivered, and the sender's
addr ess i s 3@ddedht mpplitncet acbrding ¢ ralaimed2.s shdesins the 3etionTire tawhinggnthe

accordi ng tcgte%&yymgeﬁfesgag@,iaa&pqueﬁ@t&@g;m.rei n outgoing mail is checked
for validity, viruses or content. 37. Software for perform ng the nethod

according to any_one of claing Ito 18. )
34 e appliance according to claim 19, wherein an acceptable reply to a challenge

15 message indicates a human has responded to the challenge.

35.  The appliance according to any one of claims 19 to 34, wherein in the event a
sender is categorised as not-trusted the message is not delivered, and the sender's
address is added to a list of not-trusted senders.

20
36. The appliance according to any one of ¢laims 19 to 35, wherein outgoing mail is
checked for validity, viruses or content.

37.  Software for performing the method according to any one of claims 1 to 18.
25



