; ABCDEFe3ehtt u| ydzz6Th+Q&22 March 2004 -1 Legitimacy Protection of

El ectroni ¢ Docunent and a Printed Copy Thereof FIELD OF THE | NVENTI ON The
invention relates to secure electronic and printed docunent S22amdrchrao0eg
particularly, to a nmethod and apparatus for providing integrated |egitinacy
protection of electronic and printed docthtent s. BACKGROUND 10 In daily

busi ness and personal |ife, electronic and paper versions of a docunent are

equal ly inmportant and arg JoRer ; | Olble I QUSE | ecially in view
of the proliferation of ?‘héég’ﬁl t %PWQ@ ﬁgmﬁgpﬁ%@spi te this,
conventi onal approaches,of protecti the. | egi timac f one.formof the
docunent have i gnored pf9Cadl; %pwﬁeﬁ&lh&%ﬁgpﬂ%ﬂW%cunent. A
nunber of conventional nethods and systens are 15 described below. U S
Patent Nos. 4,981,370 (issued to Dziewit et al. on 1 January 1991),
5,031,214 (issued to Dziewit et al. on 9 July 1991), 5,163,091 (issued to
Grazi ano, et FEELBOXTHBEINYFNTHIN?)  and 5, 191, 613 (issued to Graziano, et

al on 2 Mar C'Th&ﬁ%%ﬁticgﬁdéfa&és% sgc&r]&&@&&%% aﬂ&%qxﬁéq‘%c{%ﬁeh%%ﬁ I‘A&%U”E”t.) o
signing procésses, addressing e problens el ectroni'c contract signing:
security, tapgtibalbilyyo amedthabidd dpparatustibepiovidhig btegrdtahigeitiniacy ansestivnhi di ty.
The appar at us c{escri, bed, in t({]&iﬁ patents produces a final authenticated
docunent usi REEIESHARLE @ prue Me8lfes. The docunent is stated to satisfy
the | egal document authentication and authenticity requirenments
traditionally associated with 25 printed docunents. The docunent

aut henti cat i BAGIKKOREENDs activated as part of a programthat verifies the

‘i dentical nes f. the. docunent at. .the.transm tting and receiyving station
hrough 1 b BhA RS e A oA S RE B GEuRs A e g v

nodi fi cati ongneaRRRboRaf dhd artBipBHARSHSqhiRAR iRWA] dspedtlyRINIES 3F {HeN _
handshakes fromthe two end points. Once the identities of the signatories
of the docunbiplif@ptéonefithe indernetzmdtlike ngbrearise NPespite Heiatdonvaritionalappenaghass
pronpts the ' t.hent.d he C nt appendi,ng an.el ectronic
si gnat ur e thgfélrpgesﬁ%gwgéc% LT&Q& §€a(§gn%f§rgm Oggle Oﬁlémﬁ}g%@ﬁgg%‘ﬁ’fd}g‘m&mn o

aut henti cat i thg otifertitvén of the doQuhent.d AGUIEYY of dhvestidriDhRIRAL 86 AStendy are

addi ti onal password ?t ep utilizing a personnel identity validation

appar at Ul THeCEPeI &lo¥wo | evel s of password protection can be used such
that there exists a separate "docunent authenticating password”. The nore
sophisticated the systemis the nore assured a court can be that a
docunent' s althdatentBibs.cho81s3 Wdissuked tbrDiéws endlnerel JanwarypE®d), Susdiaignt

ersion of the elecironic contrac e duced. The traditijong|
bl enent's of - AEDE DEBHe of onotly {5 bl e ede TAREnd. 6t faPit ne
conmput er sysiglRmkddiobrPRAd 59 926?% tibédgg% _@Eﬁia‘h@? &l 18 2 NIACR lbﬁgﬁie%ﬁgﬁ

know edge- based conputer system 10 and this can automate nuch
docunent 2&r eeariteant (@nsingletsignet doumicsh) signiegprocesses, pddressing the prabensefeat i on

of a multi-par docunent .. such _as.a confract,..entails a.significanf anount
of interacti glﬁé%onnﬁ%éo '{‘%8{ LERPE 28 tﬂ‘égl{”ih& .rél’laﬁ’ﬂktyiaél gzbtﬁ)gr {Oﬁg‘é‘fl%’i ci ent
in the arenaaffvdidag! Taekppdaesa@eibddineheatdaRats(pEbduces Migilautansasd form
messages are_exchanged between the parties to order and invoice goods. 15

Thus, these foRymephpEng sorapyerizgditechaianes.r bhe docwment isstatesigsatiy thedegald

si gni ng proc oo d i . f al t
address an iﬁ e&e&fé\%ﬂ%{gﬁcaﬁlﬁ%ﬂf%?ﬂeggﬁf%eﬁe%%£§r§?gg§ﬁgﬁﬂg&a%.?oecgﬂt%%\ghtﬁe nts
and on Vs pintahKecuandahec Tie docuneig atthentiatompeepisabhaivatedas phe of 20 U. S.

Patent No. 5,742,685 (issued to Berson, et. al. on 21 April 1998) describes
a met hod f or PRo&ra (rahyeriesithroidentiqatngss ofthe doqment at toe Hapsmigingands | cati on of

the same. A\ REESHR SARNdGeh AR SEEAL RSB thd BER! ' theGodupAr@img t ©
produce a digital “signal associated wth sonme text nessage, Ich i1s
conpr essed, modificptiat, caooddedcasThe Rrobes? Fhdnarvweaiid enthanifcanon hietihalkes o
backsi de of ﬂjge idegti_fi C@ti ogﬁcgrd.. To %aljdate th cgrd, t he coded
message is sPEhRBEN BRI Lgce hsadatites of 1Bg sizaxtsgryRidhe dacimesnd arepaded,
Aut hent i gt | @R J6aIAE a6ehii S f&?{ ' i@pge and text
with the image and text print 8§H%%£t¥tﬁgﬁca dt%ﬂlgptaﬁ%%%haﬁﬁgtetﬁr@

ocument by appending an electronic signature thereto. The actual "signing" or




30 Simlarly, Huttinger, Stephan, "Online Ticket" Conputer G aphik, Vol.

11, pp. 9-10, Jan. 1999 describes an online ticket that is delivered to a
custoner, which is selected and paid via the Internet. On th®E Magdketopd4a 2-D
barcode is provided representing the 22 March 2004 -3 data of the tickets
and signature. A digital signature techn'r?que is used to prove the
authenticity of the ticket. U S. Patent No. 4,853,96]l (issued to Pastor on
1 August | 98@hhei@RGIhPEHhE cRAEHBEbAIment 1M PERLMIEALRY afarf RGN - _
including a device having a decryption key. Upon application to Information
provi ded by passwerd stethetileaing & persevishidentitytvatiddtionapphiatus. Therefors ssage

i ndi cati ng tpe%e QLG %f th(g ﬁUt hen%i cat,i o?r]1 %ut al so. provi des t.he
decryption keyror Pigy T PIOTRCHEN 3 By Ve SBH BPLPESEISH 2 1oRafn dogyment
Simlarly, UgutRaitatind\BassworBSTHOMotd opHiscdl Bek5din Mthé nikRbhisared 4 995)
descri bes_a secure docunent and a 10 nethod and an apparatus for producing
and aut heht i €eHIf PR hebatgdacumanypeutheniicatien svahddd this manoefueepapedi gi t al
signal, which.i t - di.nensi onal

bar code or I?ﬁ%@%ﬁ?ﬂaé@ﬁ?g |eneg&%gc ‘gf’g?%%g%e‘?ggﬁg’gg‘?e&gﬁé%%aﬂ%‘ﬂ?% a | abel

af fi xed to tbemgasuwiapaperAosirgiale dlbpresse it élegrdniefoiniag the onpuesrypited. usi ng
a public key encryption system and the key is downl oaded froma center. To
facilitate 15 authentication, the correspondi ng decryption key is encrypted
w t h anot her : i : : : . i nt,
the coded of GuglioRd b ARRLEALELERIRE B afeisnb 1R AR AT
and di splayeadnd fhirecanamtbnmg muble nf the datitherttcrantibe dndyuthenipatiorspocest. Ihhe

di spl ayed representation of the imge d the dogcunment. 20 U, S. Patent No.
S 0,56 (T abRE B AP oty A Sh o SHB 0nhRiiE on 5 system
for authenti gghiffdantnttitoC@RYa®on athofk kitH QkraSREUIBIMS. TAL i{ ipeqamder ' s

station, the original document and an rdentification (ID) card ar€ inserted
into a speci efficempir thg arens of Flectrohie Dasumienientiirgfianze €3DF hehato standard forext t o

produce a di g tal i gnat ure, which incorpaorates .uni.que information from
t he sender’ Sﬁﬁe%f’ég%sf%?%*%}%gée l?:%‘l”ﬁ%j %Fgﬁﬁlgﬁgdp%fdﬁra 18‘6%% %‘f(’d?‘ne docunent, to
whi ch isisadded the digital signature. The sender retains the original, but

forwards the cop¥ to the recipient or receiver. The receiver inserts the
recei ved copyhisthese frar patentsslsalavitihplectroiaaeqniract nagptstian agidisigning pragess.

B e e e e A S
(i ssued to Chothsleeheric,ané printed.dooumis d@mmwyyslﬁgﬁe)kedﬁmmnbﬂ&aﬁgiﬁhtahbd for
di stributing englr?gti n%ﬂ and redeem ng di scount coupons, rebate or gift
certificates?°tH P RE®'®r acks each coupon using a consuner |D nunber

printed mn the coupon. Coupons nmay be distributed electronically, for 5

exanple, in the formof a diskette or CD-ROM software. Software on the
di skette or Ubs Retnbdlyp. hréip8s GissuiohtuBenson, ot.ehlon 21 Apid@9BLddseribdsar a

val i dation n Iy O e. During the phone, call., tel. rketd er sonnel
r equest con.sﬁl%‘r%d errr‘{)%ﬁglﬁ’_ﬁiag ! %8%8?1:1@0:2@15{)?% reserding ‘feﬁﬁggtﬁ)é’.t(?%ﬂ?s%ﬁ' can
be entered i pésorawhemitheldereficatah aRASentiBRS & Jchgncdab bsiue 4 digral sigafied, a
consuner may print out selected coupons. Each 10 coupon can be printed only

a |inited nufsesialsd witheme texfapessearppiichan campissssd, snepmies eedagiasia 22D
consurter o D PR andhEHES BRI Ualidifeof RE MedliniBhiRRlcafDIS vallife BALGRL Stales
that "the use of & consuner nunber “on the coupon may reduceé or prevent

t he fraudul etife cod@inegagnid scadedpddcoded) inddetpaned, expdndell, Snd Radptiyed.Nos.
5,374,976 (igs%gd,to, Spanpenburg on 20 Decenber |994), 5,823,576 (issued to
Lanbert on 2{uBseptigation camby carriad suidhsscomparipg dhg displaysdipmage andisxosithviie 1991)
descri be net{hq.%g B%esk i er docunments agai nst photocopyi ng. These
met hods use a |ga% r%sg’ﬂgﬁlﬁtghqg??%{ii ng machine (e.g., 600 dpi), to print a
docunent with enbedded patterns. These enbedded patterns are not visible on
the origjpal .20 docunment. After bej hot gcopi ed by an,_ordjnary

phot oc 08%(2 r, S’s}\‘ﬂ#a&ﬁ’ Hagmﬁeﬁ’ a‘?eg)@l?‘gf’& f 6‘79‘8??@9' ’@Bﬂ‘}‘a YHL LhakR- &r s
become vi si bl 190PIRBMR ah@nlIAE HHUES 1HBURIAVAREREE cQorfllS AHNANL 898%ed
Firstly, the techniques for el ectronic docunent authentication are not

user - f i -i endind pdidviatthehtewetd©On thdeckes, a2BPhniropdess plovided repmésentifgethe

el ectroni c docunment tangible or easily conprehensible to users. An
encryption key or 2-D barcode is not directly readable by users, and the
users do not know whet her the docunent or itemis authorized and by whom

t he docunent is authorized. Secondly, technol ogies are not known to exi st

that provide an integrated solution for both electronic and printed
docunent. This is critical for 30 mssion-critical applications, either for

busi ness or dailx life. Wth an integrated sol utionI t he benefit of




the protection provided by these techniques i's not personalized. This is
al so inportant for |egal and business docunent, where each person woul d be
interested in protecting or being responsible for the conteri2 ®fardhi2H0her
part. U S. Patent Nos. 5,742,685 (issued to Berson, et. al. on 21 Apri
1998), 4,853,961 (issued to Pastor on 1 ﬁhgust 1989) and 5, 388, 158 (i ssued
to Berson on 7 February 1995) discl ose nethods or systens for protecting
el ectroni ¢ OHatRdPHe Q61 ARM kigHS LAY ACT ¥iRd QAR &cﬁxﬁgﬁeﬂi’s%@d tolfRYRV@E. these
systenms have a nunber of disadvantages including: 10 1 ) The nethods or
systens onl yayhetics oathedidket. on for an el ectronic or paper document only;
2) The nethods or systens are based on cryptographic techni ques, which are
secure for an electronic docunent, but are not tangi ble and convenient to
users in manyJ.8pPitestaNo. Ar8s3,98 1 FRpasd t6 Pastoeod 1 iAnghiti 1080 Eespriintsersgbem Her
many applications, and preferred hy nmany people; 3) The protection is not
per sonal i %edautBgHicating g dp@ymenb dstading agevige grﬂNltlg pdecrypligreleey: Upall 4) There
is no total i: . ' r ' ' Laver 20
Thus. & noed oSl odhREHEhpE oYl ok a8 MIRHEGRLAN, AR bl O
bot h el ect r oniessaga thdpsating dek soercsiof tise avftheatidamnrbmntlso pervidesitingdecoyptidoh | east
anel i orating, ope or re of the foregoing di sagvantages. SUMVARY OF THE

| NVENTI ON 25Kephir agwﬁﬁ @%P%q%ﬁ%v@ﬁ?q%ém&%waﬂ%{ : érllﬁgfﬂzhé U Pitgrtdde-at ed

met hod of pr 9}3@9}159@8§d3§ t6 Besbh BRGYeBfuaf) £545) QBRI FibEOS SRR AR O ek delnfll a

correspondi ng printed version. This is inplefented by user-frien
e- seal s. I0rhemsthodend ian appaatpe fos greducingrhnd sinfign beatieg Slonsunee Astegiimeos unent s

with multiple signers can effectively.and efficientl rot ected and
verited. SosirdbOuredRBe el S Vich Rt femih At Sedenar e 1 <

di scl osed antd-gihidnRidingl Kheidewptiké &iml GoaReC ThOPar8bdis GRbfREReM it S
printed docunent capabl e of having the 22 March 2004 -6 l'egitimcy of the

el ectroni ¢ disbghaifxeqliodhedeqment. Hesipnalierraseation therimape isrmperpiadi usingd ver si on
of the elect El?ﬂlcqcegt%ﬁ?ﬁﬁgén séslﬂe?n %8?%{ IPH@SHE dgﬂﬁltégg t%&xﬂ%lc%gﬁexg?i‘? ag:ﬂétgtﬁi e(r)1I

an origi nal docune ectroric a conten i gest

the ori glhal authentiveridn, ithe @respordivigcdeenypiion &8y & eteiypesd witls aadth@kegatdal for
aut henticating the 5 origin docunment ip electronic faorm _the e-seal

i ncl udi ng a ¥ceipsratednihe sprds Jo yalidase theydogpmenty the cofedrenaliywamediFmaded i n
the visible ; i&HT}f e -

aut henti cat e%ﬁg{i)bcellj’?gﬁ%dbg ptri ‘?ﬁ?ﬁgﬁggg%@g@?@gg@g&?gﬁﬁ&%ﬁ%cess, t he
optical |y semgh¢iticeted bypompatisonarfitla displayddnepresantition dfohe immgie @ad theg copyi ng
or nodificatiion of the printed document in a copy or nodified version of
the printed ¥FW5%ment. In accordance with a second aspect of the
inventior there is disclosed a printed docunent reproduced from an

el ectroni ¢ docunent capable of having the legitimcy of the printed

docunent pr obebtPatent NaeS,pp T, Atedssued ekl et gy an 28 Oetolet 1982 kdesoriles at he
system for authenticating a hard copy of an original document. At the sender's station,
the original document and an identification (ID) card are inserted into a special
copying machine. The machine digitizes the document text to produce a digital

25  signature, which incorporates unique information from the sender's ID card. This

machine produces a hard copy of the document, to which is added the digital
signature. The sender retains the original, but forwards the copy to the recipient or
receiver. The receiver inserts the received copy into the machine at his location,
which digitizes and processes the document text and signature and indicates whether

30 the digital signature is valid.



15 el ectroni c docunent, the printed docurment including: rendered content of
an original docunent; an electronic seal or e-seal for authenticating the
original docunent rendered in the printed docunent, the e-sezd Maagi20d4ng a
visible seal of an authority and a content digest for the content of the
original docunent enbedded in the visibl etseal; an optically sensitive
conponent rendered in the authenticated docunent using a 20 trusted
printing progespatdnt Wo0B716.886 ¥i_s§f°eﬂ§é EhM§GetRAPQNANn S MndhiY 1985} nformation
for indicating copying or nodification of the printed docurrent in a copy or
nmodi fi ed ver dessnbes a migthog fomdisidibuibng) igemirating, and deelningalisvotit cupdris; d aspect
of the invention, there .i.s disglos thod of 25 protectin e

| egi ti macy ofebﬁ% B8 F?%lﬁlc?:teﬁ(s)@ﬁﬁ%%&)@ﬁ%?{é e?:%’rcroélg%ﬁgp%éCﬁ?ﬁ“ﬁ%@lﬂdocunent ,
the printed dosbsiint@PémteoRSdn)CRpMRMEAPEE AitribliRdeleRebiieaE fgocunent ,
the nethod including the steps of: generating a content digest for an

ori gi nal Yoc axanple;in the el gidiskede oy CRoR Qdhsatbeare.ntpfvtase on thyi diskettd ot unent

in electroni g ' i C I e-se t -seal . i ncl udi ng
2 vi'si bl ¢ seP-SP iR IalP: £k R e iiba T IS BaR R he

Vi si bl e seal poded Diunigg alie shohk eall, tylemarketihg yerscaeboaadt comsuhlee dambfraphiccat ed
docunent for printing using a trusted printing process, the optically
sensitive cofybicidentiisation mipgnatiopowhish icambe entered nte acentalzspyrtabassr - 22
March 2004 Ly i ; : Li gﬂﬁ{:ﬁﬂ] j qfied
version of t @g%ﬁe%t% e olgslf#té&r:a??d?ﬁﬁgg%g%ég ance \%\nﬂ{tjﬁegecfeg&}s{lﬁénggggd& of the
i nventi ol t berpenican bk pohicd edlyanlimfipdnehber dfoimds. Padhit @opomcart e beegi t i nacy
of an el ectrgnic docunment and correspondi n rinted cunment, the printed
docunent bei Hﬁp%ntﬁ‘??” %E@UFO%}%PE?Y Wﬁaﬁé’rﬁg@&&#ﬁ %%O ,coé%e par at us
i ncl udi ng:  NBaBs: dAks MENTRAEIHT a%oRUMEND inftR? bn HRY cotPoPhadrOftlce gPCUNMENT
in electronic form neans for authenticating the original dbocunent in .

el ectroni c f preyeaishefasdulent eepying ped deinptien ef eapbns™ he e-seal including a
visible seal of 10 an authority and the content digest enbedded in the

vi si bl e seal; means for adding an optically sensitive conmponent to the

aut hent i tat el SlauieneMosf Q8740976 lidstel wSpadnénburgisd 20IDREdnTdrN1goPy, 9888376t he
optically sensitive conmponent containing information for indicating copying

or nodi ficat (i8fedto Laabert ppe@ Pctien b3 apd S18Jpy (stueddel Wicker opciSsMan of

e o, S0 ORIt b e PR T o,

i nventi on, scl ose programp avi
usabl e nedi umettends nge ahighmpolwionrpemdal eachine ge. g 600 de), e priat £dbochicned
therein for protecting the legjtimcy of an el ectroni¢ docunment and a

cor r espondi ng’l'gﬁ“‘!i{egeegd&?&ﬁﬁﬁnﬁesf’ ﬁ@iﬁﬁi‘?‘ﬁ‘t@&e’@é&ﬁ%t“%@f‘ A8 e oneipali nt ed
version gf t BEcuRh&it A RRRIHEQHINRD iedﬁap%n%%ﬁaﬁhpwcegeew&ﬂ%gmwp' udi ng:
conput er readabl e program code neans for genefating a content digest for an
ori gi nal- doctasekution (e.g|30tdpiithe pittarng bacomgwisbler eadabl e program code neans
for authenticating the original docunment in electronic formusing an

el ectronic seal or eseal, the e-seal including a visible seal of an

aut hori ty anghé Hgoveasdafues h@fsd nAmb Bl ada@entdded. NBirstyS iRt &chiRfles fironpUt er
readabl e program code neans for adding an optically sénsitive ctonponent to
t he aut hent i elg¢teepieldewmant aythentipation arggrotvserdriendly. Us oér piords theg process,

th tigall it t ai ni.ng. i.nf.ormation f di cat i
copying 55 nissfifiity doforGRIR MEd e il Mt LBl R Sl cftorsie g™

versi on of therfr Anesdyplisiiosnir.2-Bbatddda et dades; whddblebhekd) asgaRct  of
the invention, there is disclosed a systemutilising a network for

protecting tA¥T &ynetiknawwhgtherihedequniesheicitens i antharized gndby whomyliech 2004
_g_ correspopgd i : i nt j ri Nt ed
Jorsi on of ¢ ReBftoEls ahReieER Ry, ¢ HRoRES R ATHR T REL AR foBlsk B
gener ati ng aimepnstedsoldiigeftr bbtir elestronid aidiaintaiodocnmient. Thisdb edlicadfisrc f or m
nmeans fo§ aut henticati E%l E_he, original docunent in electronic formusing an
el ectront® sBU§sIQyycriticabanplicatipns cither forbysingssion galy fifes Witheansisigeraed an
authority an ] i 3 g@? Lsi bl ; s for
addi ng an op??lgﬂgﬁ’%eﬁlgﬁ&vlggio%%gggnt yﬁ%@ﬁ%iﬁﬁ@a@@ eégé&ﬁ?fgént for
printing usi agoged, mhsleddegng theicogveniance asd tangibiligtof a phbyr doemakiti Vhirdly,
conmponent containing information for indicating copying or nodification of
the printed docunment in a copy or nodified version of the printed docunent.
10 I n accordance with a seventh aspect of the invention, there is disclosed
a systemfor protecting the legitinmacy of an el ectronic docunent and a
correspondi ng printed docunent, the systemincluding: neans for generating
an aut henticated el ectronic docunent, the authenticated el ectroni c docunent

i ncl udi ng content of an ori gi nal 15 docunent in electronic form an




and a content digest enbedded in the e-seal; nmeans for generating an
optically sensitive conponent added to the authenticated el ectronic
docunent for printing using a trusted printing process, the ZpMaedhl 1004
sensitive conponent containing information 20 for indicating copying or
nodi fication of the printed docunent in as'copy or nodified version of the
printed docunent; neans for verifying the legitimacy of the authenticated
el ectroni ¢ daguFBRElioBBPRIed 8Y tREE RichMgudd18 ndtidenklisal Hised S8 [iffrfant
docunent and the optically sensitive conponent” using the trusted printing
process depefietdegal apdhusitrss dequnieni, wheneesavh pesop meuides mterediedhiamrotecting
printed documegt.. 25 In.bﬂcgoortganc WEF ei ght h aspect of the invention,
there is di sC o¥Ry " EPHRANRBL S coﬁ%}g ]isﬁltjr? | egitimacy of an electronic
docunent and a correspondi ng printed docunent, the nethod including the
steps of: generating an authenticated el ectronic docunent,

t he
aut hent i cat el 2| Ragant dlep S, tbebivehisuediol Barseng e shosRd AgfrildA9%k #§0AA01 30
docunent in L ORI r troni P - for
aut hent i cat i Qg FRAE Difiort g yBR P8P b3 feeasP inhledia Borid " dmuey
i ncl udi ng a \9%3)hliwisealetinfds @ satdohofor pyoteditigalceabhient pebagdsturaeesdiggd i n
the e-seal; generating an . optically sensitive 22 March 2004 -9 conponent
added to the HRIMERMCEERNTE. dLVoisr-chess susiens havera Mimbar of disadyantpges t r ust ed
printing progRssind-he optically sensitive conponent containing information
for indicating copying or nodification of the printed docunent in a copy or
nmodi fi edl@&er si on 10f t Tke methotedr geemsendy proeidefaysohgion fer dnegedtionizoyr of t he
aut henti cated el ectroni c qocunent;, printing the authenticated el ectronic
docunent and the opt iR §° ?’E”iﬂ\ye conmponent using the trusted printing
process dependentyupomhd AeM¥ES b HisRehsHtEPast of E:ﬂ)f)'t&&a;f}ﬁ'c @Hﬁxﬂ&ﬁ@s‘, Galcgd
printed docunent. "I n accordance with a ninth aspéect of the invention, there
i s disclosed a conput e sa@rpfasghglacheniddocurnenti iy ace ndhgilde and abl e medi um
havi ng a conputer reaglal%ler?1 )%rto ram code rreeinst.errb%?i edd} her ei n fol(r!)
protecting the legiti noﬁlcy LT L O TR S8 et P2RH 03“%18??12\% ndi ng
printed t®cunent, theprefuigllé e nwf@grpgmawoﬁglmdpﬂemeu@ymy%ﬁpm er readabl e
program code neans for generating an authenticated el ectroni c docunment, the
aut hent i cat ed el &ct r ohher@isetiniistnot perseralized, cyen Bue fasdogymans withgi nal
docunent in el ectroni - . ctronic seal or e-seal for
aut henticating the or@&itﬁgﬂlgg%ﬁ%ﬁt in electronic form the e-seal
i ncluding a visi$l e sEdre &f neatotahsdlntion/pryodacitsesvicoiot emnhenticgted arehdetidesd i n
the e-seal; conmputer readabl e program code neans for generating an
optically sensitive conponent added to the authenticated el ectronic
docunent ¢ or TR, RleBdclda P ekidts Frushedlo@bf $dfing f&g@g&nagﬁf@&h eRLAGRE! Y
sensitive conmponent contdining Informatioh for Tndicating copylng or
nmodi f i cat i onawd ptitfed persions df ddewwment ovarcamingpyr ab leagpadliogatingeoss @mate t he
printed docunF@%; conput.er rei%abl e program code neans for verifying the
| egi ti macy of écorgg?l gf}fsiag “%| ectroni ¢ docunent ; conput er readabl e
program code nmeans for printing the authenticated el ectronic docunent and
the optically sensitive coriponent 25 using the trusted printing process

dependent upSHMMARYQKTSHE [NYENHIONr ogr am code neans for verifying to

i d - 0rin: d ith a. tenth
Pepect of 1 hahd BELE TR iff R Ie 35 HiRIhe ol BRI RROFR oFplitedinh X, e
delivery vi alagithiricyaitilectrbic@@titaehtiané b ¢eiragohfiag priard vefsici) Tastiabl i shing a

secure comuni cation_|ink between parties at one or nore | ocations;
verifying thenplgesated by yserdziendly graegls. Thegupierhen inmsrsontlized ysipgemgrsogalsi gn

an original dc : i Lt i in
olectroni o 1 oo DRim Aok BE bl Mool Bt i3hh bEBRYCE et AR GUARRYTERL

i ncl udi ng comtdewdrifedd. an ori gi nal docunent in electronic form a content

di gest f @ the content of the original docunent in electronic form and an
el ectron seal or e-seal for authenticating the original docunment in

el ectronic f 5 g4 I j5 1 bl ; i.ty and

t he content g?g%g%ﬂguiﬁgggéggQgégfhggeig%%ﬁgaggg??gggﬂﬁFﬁgngﬂ%?g@gcted,

si gned el ect dowinent fruemndudtioowf a cegesponding arinted atocaméntreapatlocfitaving the a
receiving party at a second renpote |ocation of the network; notifying the
receiving party of the sent protected el ectronic docunent; receiving the
sent protected el ectronic docunent at the second renote |ocation of the
network; sending a receipt of the sent protected el ectronic docunent to the
sendi ng




10 party at the first location; verifying the legitimacy of said sent
protected el ectronic docunent at said second renote | ocation of said
network to ensure the legitimacy of a docunent to be print ed22 pegihigoan
optically sensitive conmponent to said authenticated docunent for printing
using a trusted printing process, said op@"i cally sensitive conponent
contai ning information for indicating copying or nodification of said 15
printed docurgiMmidy ﬁtﬁ@agctﬁfmamumeﬁpp%%c%d9me@k BRI dbcRhbA R, t;
and printing a copy of said protected ‘el ectroni ocunent usin trusted
printing proveson dEriEFe@ESERIRTMEN, GF cltdEnioRMINGS ihduding: dontdnouf ag
descri ption, enbodinents of .the ihvention are. described in relation to 20
the draw ngs “riERalgclpentn electronig forngs a,gontent g&gggjfglétlh]e GegeRt tF‘? Pﬁ%‘f’f‘lati ng an
exanpl e of ado@ms@iin @ABErdnkefor@l S5 cleftrdie st seakeat fANRRAGM S fil e
protection in accordance with the enbodi ments of the invention;, 25 Fig. 2
i s a bl ock dpdginahddcrimgst inglqciignis femtthae-serdfnakidinga visdthesaal pHan aitowuitpnt s

with rmultipl i i e with.the first enhodi nent of the
i nvention; F?‘é{ﬂhg%?éf%ré{ (gfg%g(sé%g?e | r%gee v6sr1%f\<}i58@daré%pt§%ﬁ%§gﬁ§}vg cgponent
wat er mar ki ngaddedaakhd avtigaitiCite@docudint R pinfidg LSRG hrutsil PEnthdRo¥ess0ENg tO
enbed the docupent digest in spatial domain in accordance with the

enbodi ment s BPUGAHE SERslEe Gogrponent EonfglyRgInSermetion forpndicating copyinglosck di agr am
illustrating . : ' fr 0L G- | - 1)
protection i #Ogﬁéggbgggitgg%nn? ﬁﬁéﬂ%?lﬁ?ﬁ gjtit lg%g%g?r@]ﬁtg &tgf th h%m%ﬁo\?g}éﬁ_gﬁ?éﬁ g. 5
is a bl otk ddeguwsemt.i||ustrating a process of electronic docunent

aut hori zation using an e-seal in accordance with the first enbodi nent of

the invention; Fig. 6 is a block diagramillustrating a verification
process for aaRbRGhEORIE a@@é‘dﬂﬁ%@%ect Bf @E GR/HRGE Shett iduibdiGsel 'agﬁaﬁe%nbpd' ment
of the invention; 10 Fig. 7 is a block diagram’illustrati ng printing
process for Gomant repepodusedfremt anmi¢atrodizoineament sapabla ofhavingetheJegismaey i n

d i t he, first i t, of .the.i fon; Fig, 8 Kk
i agr am 111 ust P PRI oS FRETER i Bebel dpBIEL hEPE aab i Tor aghe
accor dant® Welebirdrie ddduinsdnt, eRdAIGEE B cudient BRIVIMEE Méridersd RARNT6Tin Rigifal @

di agram synbolically illustrating a service center for
certificat i ofleetereat;awsleciamicsesl ot ragalforawthemicatieg brivoginabdecument t he

i nvention. 2 : P el ec; | r.inted
docament sapaBre ot Ae pramadee o, o8 RarbbaRlE LAGHEE I8 BeRb 20
appar at us, aabaputtart digesigioathepoatiicsf thadriginayddcemehndmipsdde® &1 the gisite

| egi ti macy of fl ect r_ogﬂc and printed docunments_ are described. In the

fol I owi ng de¥@hi3poPHRallRsREr Y copRinent iendered ypthe pathentiatad) dogpmgntaiseg & i ¢
encrypti 2 i t i i - dl i

ot hods ahd PheSt PRAStifRoc® 86 pfRally Sths (e OhBAcy SRR R B | |
the art, howasliating bepyingher podifieation of\thnprinad degunient pr acdiyoednadifilbut t hese
specific det ‘?fi:rlsi%h olf aleoptnr};?éd c&orélsntn%gtc es, well

In accordance with a third aspect of the invention, there is disclosed a method of

25  protecting the legitimacy of an electronic document and a corresponding printed
document, the printed document being a printed version of the electronic document,
the method including the steps of: generating a content digest for an original
document in electronic form; authenticating the original document in electronic form
using an electronic seal or e-seal, the e-seal including a visible seal of an authority and

30  the content digest embedded in the visible seal; adding an optically sensitive
component to the authenticated document for printing using a trusted printing process,

the optically sensitive component containing information for indicating copying or



known features are not described in detail so as not to obscure the present
i nvention. 30 For ease of description, the enbodi nents of the invention are
each described or referred to as a "systeni. Conponents of tiENyEiEMare
descri bed as nodules. A nodule, and in particular the nodule's
functionality, can be inplemented in ei t hsr 22 March 2004 -12 hardware or
software. In the software sense, a nodule is a process, program or portion
thereof, thatygasickhibl oPRlePHiE RcBRELIiA 4/cBpy bHRGHIRA vefsianedﬁﬁ@gﬁﬁtwct I ons.
In the hardware sense, a nodule is a functional hardware unit designed for
use with ot hdpcwentonents or nodul es. For exanple, a nodule may be

i npl emented using discrete el ectronic conponents, or it can forma portion
of an entire electronic circuit such as an Application Specific Integrated
Gircuit (ASl G acdMBEOWRhQlBEEh RPest dTithd fnb@fiodXikete is HeRBePki dfparhrid ol he

art wll appreciate that the systemcan also be inplenented as a

conbi nati dn @folpdmgike legitimncy of analeetromeldpasnent and-pporcespoedingpdrtednd ease

of reference L ncludes t fol |l owi ng.sections:, 1. ervi ew
of Syst em 2. Sl SBEpliRich Yol 8UER siicaes AL DB BESGNE gacument
Verificati on therappamsusinbclddingy metns forSeheiatfg a tontehediyésefrah oBgiiabm The
enbodi nents of the invention provide an integrated docunent |egitinmacy

protection s{SFERNt imelpeiRnigforpumepiianeiipicatng bs opemal deqignespedy
delivery of 2Q.tsMek&th ﬁ‘diﬁgrlér[ @B&t&nﬁ’d‘&fpéxpe%eaﬂ%élé@&ﬁ ﬁachd@%Q@iﬂ?ﬁ‘é L6t
and/or an Intranet, and ceftification/ notariZation Servi ces. 2)

enbodi meh®s pn evthdetyrantiibelsondend digestcnadiegdécin the gisthlevsal, npsaat éataddingah an

el ectroni c and %gt ed.docunents u ien an .el f:efféroni c seal, .or "e-seal". The

o-seal is a SPUGY PR GOmBIFE o e BBHCHrt dochmont o PEBIRB B At ne
docunent, angyitee bﬂﬂﬁﬁ% HOE&S, tHBbMYical)RRANERL Smpbherd BhBld EindGidlatiBh ¢ di ng
a 25 visual identity of the person, Wwhich can be an inmage containing a

| ogo, a real inskeating gopyigsar medifightiarnef theptutad dosunzent oot sronodified hem
(with an e-s . pegpl e i i ately know who aut horized the docunent); 2) a
wat er mar k, eﬁggﬁ%é)glﬁilen?%nqﬁ:‘goc Pxi mages to protect the integrity of the
docunent 1sand the watermarking i nformati on contains digest of the docunent
content protected by cryptaographi c gperations. Any 30 nodification of
docunent confibpfcordanggs Wi iarﬁgﬁ’rﬁpg‘-’cté‘ﬁ&? ipenfierrfhengds displogadta combuidte e- seal .

novel di gost PR BT ant B Qi P naRh Lk g e SApBEPRRaRE TS

di gest for pRigrdviacode Bedd enmbddiet ekdreiarfocpratedtipatierlegdmat pofamdledrogacunent ;

3) an opti cal I%/H sen%éi ve conﬁgnent i§ added to the Eri nt ed go_current on the
fly by a spefPdiment and 3 AefresRepline P Agpyresnt.ihe Bripted doement Peme at o verify
t hat t heygloc ' et i id | 1t
component pr et SR RN AR, Rl D el PR AR IR AR ERLIAE,

S EC h as c ult I eerdpyesteeddbiiprdgrani caleinsanh forgrotrotingy icmgentrdlll;geseﬁnan m:rigiya} ?N th

t he optica sensitive co nent, the verification can be done visually
with sinple g?c%%‘f §°%n‘}) OLB ‘édr%g?rcr&({albgar@g@afrh?ogg n&?ﬂﬁgoﬁent s toget her
form an int egitBbRitaGR thieiopRidapdeiudiet in IR Yolth ®SinE Riefeclofid TR lbrand a
printed copy of that electronic docunment against possible attacks. 10 The

embodi nent s~ &falttheeisenl énmluding & misiblelscal ofan pthatify end therophtsasdigesic| udi ng
trusted cu I i ry..€l egt I C ification/notarizati Qn, an
el ect ronlgfg cglgdc;éd%rg nlﬁ}e{‘%(}%{ sﬁ% Isgaﬁi énos ruﬁaner%%ab%r’})ao%ﬁm&nﬁoﬁa B0y r@ﬁ?@gﬁﬁl

docunent by optidallplsensptivreldosihondito tRtdnednti pitaldcdumeaPR hahiisy uaﬁggTEUt er
program product system can be applied to 15 different types of docunents.
The enmbodi meHbgedpriptie pracishtthepptisatly sensiivecompoaey coyigtunginformetier faron. A

Vi si bl e seal ; D OW . t Welc 0, . docunent
is authori zegﬁgér%ﬁhg‘ré%%%%v%ﬂﬁ x@hgﬁ\{/\oglt(gﬁéréaﬁrﬁh%(?gw es Pgleég{:ﬁpé’t %?lté?dte}@ (} on from
possi bl e unautrhioniof dct Rintedodbichineat. i on of the docunent's content. The

opti cal §Q</emnsi tive conponent provides effective protection for the printed
docunment"Wwi th sinple and off line visual verification.

In accordance with a sixth aspect of the invention, there is disclosed a system utilising

a network for protecting the legitimacy of an electronic document and a



Advant ageously, the enbodi ments -are very user-firendly. People can deal
with an 25 el ectronic docunent in a way simlar to an ordi nary paper
docunent. More advant ageously, the enbodi nents provide an i mekahedod
solution for both an el ectronic docunent and a corresponding printed
version. This is inportant because both #1 electronic version and a paper
versi on of a docunent have their advantages, and both types of docunent are
required in gBR%pARGEHE 5ﬁﬁﬂe@a§wﬂé}ﬁ th@Fﬁ%@H@&:ﬁé?ﬁ%i‘n ﬁ&tédsver&&%ﬁi@r e, a
key feature for mssion critical applications h 2004 -14 Still
further, theckomeniolbaunent, thesystenpmichiding meathivd gendratoly a/ennitdnit dge*sth?er
docunent's | egi t.i.

d ad
conponent -on it REERRAccFealE bt i anetl S tCtne et Sy °

effectively ppamedt s éb&FRICReM MM Sn dQfoaictseaks e RS- @apﬁn&ﬁamg%urrp and
cut-and-paste, 2. The E-seal and E-seal Conponents Agal n, an electronic

seal or & sexisiblgseabebrmitewityand therronisnbdigestembeddsd in the visiblssealomernsc| udes

a visible i tlo f ado pent . The
c- seal 1 opr ottt iRgAbgp b SnBALe PRt T8} bRk TgafuriE he. 10
integrity of piifnglesingeatstedplisting prodess; thé bpt'ﬁdaﬂ?ts@lsﬁﬁ/e%ﬁ@ibh@lt @bntainirgy seal

i n accordance with the enbodi nents of the_invention. Each e-seal preferably

has three cofffemeatioa forindicating eopymesaanodifigajion oq th@azréthQ@uwnmarﬁow a
di gest of th&h&?lﬂitﬁ%ﬂtvel%fo fqtié;gﬁﬁm% ﬁﬁ% ofN optically sensitive conmponent.
ca

15 Fig. OWs an e- se n be attached to, or incorporated
in, an el@ctronlc docunent (not shown). For ease of illustration, the
e-seal 110 i in a bl ack- I|n rect an The .e-se 110 incl udes
an” i mmge of - I HEPEBHeGTL g LRI AT (A HHRNG: Y SORTRE AR

identifier Of)rotté'éﬁné 'tmgltlﬁ{ac& Bﬁm@'a@&%ﬂé doc-ﬁﬂﬁenvbzﬁi Pé&re‘%ﬁéﬂdl tb§ kept in

digital inmage formt her Vvisible i mges 110A besides a erson's
si gnat ur e nagodnest,dbe $ystam wictuding: mﬁgﬁ@r&tmm@mm& alnctr@rm r| t of

header, & | ogseuraeThaRanGrick ] elieBie BpLERAT it Robur of b BRENER 1 ne

like. Nungr oaﬁcmsirmlédﬁdnﬁﬁfoam &t elefttonic Wal br deeabRPALBBAtIdEnE BRSE SKill ed
inthe art in view of the disclosure herein. Still further, the visible

i mage 110A i srigingkdocameyt inslestaric fean. ihe @rSfpalamlmg pHisibie sasbof an shasilbier of
the visible %Sdalgj i I | 110A.
The e-seal 1 Fi%%ﬁﬁ S erfgﬁegtﬁ\%\%gﬁgt?ﬁ% %E& %ﬁaﬁ%g%%gﬁﬁ%lﬁge i ke
strip under témsitivergmpofient b&iailtglﬁa:taﬂtl&:nﬂliatéﬂ\elea'mmmt for ptidting 0singy s

t he di gest of t he dqocunent's tﬁ’atent e., the informatign C(%nt ained in
the document 2{THFHATRENS RrRpess; agtécallaﬁanse%@ qommponeRtsopiaBiRE femationt egri t y
of the dﬂ?“”?d}tmdl&ﬂﬁlg@oﬂgﬁg o?hoﬁfﬁ&ﬁ% Sf”fhe:pfx fasobibed 1hgcgé)?§1tzﬁf)d %& ail
her ei naft er rch Fi g. flustrat es a correspon

e-seal 120 rEﬂd@n@dthnprmtepﬂdowmmmfmv(mﬁningthe\lwg)ituaa@@fghen dep| ct ed

t hi bl lar box. Th d bl |
120A and o WARBPHHES E6ROBEoGrRRGEAS (6 Betmegre eHBTRGahe e ont ent -

A grey, rect abakicat mﬂpﬂlb@)9{1caﬁ%@hgltw«@c&ﬁpo%@ﬁts&siﬂg\/tﬁe ﬁﬁﬁ@@ﬁﬁﬂﬁng'ipr%z% i's
added right under the watermark strip in the printed docunent

render ed. Thiepepderdgpen fieiverifiting mearictoipagyvids an ﬁéh@tﬁm\ied grluwdrdgcmnerrtust ed
renderi ngs process. Optionally, a serial nunber (i.e., 99072002) is added in
the conponent area 120C to identify the printed docunent. The optically
sensi tive colpareriinds2Ritk arightingpeatfodtigihl atiochOthetd g dizalosdilDa el #er or
nodi fication of the pr| nted docunent in a copy 10 or nodified version of
the printed BotesHpgthe lpgifimasy of @Iselactffém é@quawnbmdamcm%mdmgammpﬂ

photocopy of ¢ of

g, (1B 1 noptindal o ABhoRnihite HRTITRE SRAMEH MRl Radtl D oo
that an i rrped@c&lmdnhlthe mnhéntmﬁled)klebhﬁn@ldbtlﬁ“ﬁéﬂtmdﬂﬁﬁﬁg tontent o6aporigingl 120 is
nom/perc i the.s gnature of ,Ji ankang Wi) in the phatocopied

ti . ,
e- seal g @t\ﬁ‘g?‘ﬁ’f"é‘l °§Ea4n?ﬁ°t¥q1i'é3 @ﬁb‘b‘cﬁ‘?ﬁéhfoé agthepfiatingthent i on, a
bl |
vi si e seal oG aRaRHMIENEH ASirPnitF5r, éttl éHI }’ndm%‘%ﬁ Sty et&f,é{fc%hnkgdut

identity of an authority. Huttinger,
G aphi k, Vol andld corppent digeSt eﬂbaddedmth@@%eal; geﬂemmg aaopt/ioalljzi sepgisvonal (2- D)




20 bar code for authorization of docunment, which is an easily detectable
code of encrypted information. A bar code is a printed binary code, which
can be detected by a bar code reader with a very |ow error r2i B®ardh2008s not
readabl e by a human being. That is, vvitha?? bar code on a docunent, who the
docunent is authorised by is not known, d a user cannot determine if the
bar code is a valid one or not without a 25 testing device. An authority,

ei ther an or gafip&aint &dile@lo kHiturticAtidted &E&t%ﬁl@@&uﬁmﬂﬂfdﬂ?ﬁnﬁﬁ@ﬁém aﬁhbt@h' can
be a logo, a signature, or the |like. The image of oregoing is the

vi si bl e seal pa@frmwmmswheph@caélwe@ﬁltlvmnmogﬁ@tcepntahen@mf@an taf the
e-seal, an i r efera dded into t eal
i mge. The i rﬁb\ﬁ%klg*g%oﬁ? Itl% E%:%t‘;%r}%@ nnte chuﬁ% e “Bit onae cﬁﬁ?gl imted

to, the narreVaﬁlohfm’ﬂwmﬁftecﬁdtﬁbuhftﬁt d«ahgmog thgeégemm;omﬁé abthentiamld. O her
informati on may be included in the seal 1ma I f the watermarking process

is not inver Eichirgnic dagimpent; prEtiag th %%W10§P‘gﬁ@ﬁ@0&16d@@m%a@mﬂptlcam

March 2004 1 [ din
Cox. | ngomar - Fo ot ppRREBSE R ¢ e Bk PRlcoR BhCilenf bl RENASET

| mport ance oftePér pepideain aMisteticangl prifeddocudentl ect roni ¢ 1 magi ng ' 97,
February 1997. A seal image can be | ocked by the owner using, for exarrpl e
encryption, and stored in a secure place. The owner unl ocks the seal inmage
and uses t herpgabrdaiB9&ithQ n?ﬂtﬁ'ﬁsp%cfi&ﬁﬁgﬁi%nno%@f?e?élstd?s@&gd H@Bﬁl@hfc{ng the
seal image can be done using a password, a smart card trics.

2. 2 \\at efGrar kiogrpna pRiduethavifg mmmr Getdk snedinuin ha‘gngl'a uomsutanraadqdﬂper

docunent can_provi de, evi denc Pt docu because
the origi nal PR Cpdemeans s Sihofier iSendfolBhle fe kel ﬁg‘f}@(" A | 11 ed
sinply by vi ﬂbkﬁimdnﬂﬁrﬁﬁ@bb@ékpoﬁﬂﬁg pﬂn@ha&m@aﬁ%ée&ﬁ?aef proPfadf gekih@n of the
content of the docunent from unauthorised or |Ilega changes is mainly

real i zed by ehsling cemputekreadphle progsane aededueansif mgﬁrnemnsas@uﬂhemm@pé( s). The
wat er mark i ”E@%ﬁf&{;& 86‘ é?ft thgtktﬁlentl%ﬁt%g%fectr&fnctdg&nqgn(f%???&lgg?{9 fan 'l €
are two maj or types rons're

protectibi: dHginhl dos:umrema ebdctrapipl for@tanaistranie stdlase- s&ﬁl&b%ﬂﬁmfm&ﬁ@ are

i ssued by tr sted, e}’gt horities. Exanples |ncI ude, glélvernnent gazettes and
tickets, desrsment reglegifonid, dingyn dgiblersael ofgn
Iegltlmacy V@&th&‘l HQ"bon{ fi ority /
key-issuer and ve t?aahl ep:og egtr%@égepgﬁl‘?%(%/éalgy?é%% g@ Hrtré[a?g%@?{@éf&ﬂ

appl i cat i onscalean¢dnoser generating oc unticlly sewsiti ter congfoaemtexddedrthe nul ti pl e
parties. el ectroni c | egal docunent nd of ficial docunents
D5 1 n° gover nRRESFA SRGHORS ARRHTEY TorER ety B AL T B pEr o i
initiatizng tberding 4emMveaRehRnBR W n@itiHs ﬁlférﬁ{au@ntféﬂiﬁ&%ghﬁé'ﬂobgjm%%frt y issuing
keys. The word "key" includes a piece or set of information, h which a
message or dmdtf@a@@;mﬁ@epnamfd@ﬁmwtﬂn egPpYIer mpéﬁi@dwgrsmatfhleepmgteth

moecage. At vy P it: SR Bro dut FERE ol Ry v Mot BB R R et T &

a small di nemhﬁmcﬁ&dfel&:&oﬁﬂe@b&ﬁméﬁrﬁﬂcdﬂ@lﬂ@ﬂéadaﬁld ﬂrbgrfaﬂfédﬂe&neaﬂ@f(ﬁ‘r mar k
i nformation can_ be enbedded into an image with a secret address. In the

above t hr ee BSBHR te authenticatnd; elsrtnopis, doewgémffaaééhe entigaliv sensPveNRMPANSY04 - 17
mbeddi d
T st r o ve tSiE AR ridhe bIGEH o doPloonl ¥ Som Bk, RuB bt . o 1y

t hose ski | | ecbdenn¢dne fmﬂeﬁfﬁngtolprﬁahﬁe@ntauﬂfenacmméﬂ dddueneatrbodi nent s of
the invention seek to protect docunent content from possible tanpering
and/ or unaut hori sed use. Therefore, defining the docunent content in the
prot ect| on PhPER5IahS: Blth 4 M LEAIE hROEk: ERRERIRL [
docunents signed by mnul 1|lp I e perP%ons %a& cﬁﬁ %ﬁeogc%ﬁtn{eem()d(po
docunent r ef ensgted docatifent délmenjamatamebmrkaﬂlnmbthaﬂ mbﬂadnh(g(thmmsaﬂ t he t| me of

signing (|.e. ying an e-seal. to t ocunent i ncludin yout and
Format Hbr B RtheseRie fomiipiopen Bl REMEEn bibox orime e mide WERIOSH s
content W thyg T re the
contract is S|gneEQﬁGEFW%ngf%?ggﬁﬁénﬁgg?ﬁég¥£$%ﬁagba§%?ﬂ£%§??ﬁgémg%gn a

pl ai n docu rremcuntfet,mgo’foﬁmgltﬁe tefgitimaryod i stened fdoeuroenitin elettromib forop titer act
content is the content of the docunent. In a second round, each party signs
t he other document that is already signed by the other party. In this case,
the content of the docunment includes the signature the other party. Fig. 2
shows a second exanple illustrating the idea of content definition with

respect to a particular signer of the docunent using a three signer
exanpl e. A docunent 200 20 containing initial content 222 is initiated and

signed b¥ a first gersonI and sent to a second gerson. The second gerson



25 shoul d include the content 222 of the original docunent 200, the first
person's signature 224 and the second person's addition 226 (such as
comments) to the docunent. To the third person, the content 280Qaah Fobe
docunent 200 includes the original docunent 222, the signatures of the
first person (224) and second person, addPtion to the docunent by the
second person 226 and the third person 236. Note 30 that, the signature of
t he person i $dt ~ i ' ' ; 22
Ve ch 2004 - 1§ GRETBRIZocARR At Hns CNen in oRgl BL I entil d fi3pRS
docunment at fdrm, eicomtentfdigésy fririe doptdnh of the dnighel dormedf in eledraniefosmganalt ur e

of the previous, siqgner, .the first si in rson a sequence number of
o g BT A R e b Gt R et el Pl e e BB Fomen " he
embodi ment' s @fimd KR d-SaBRChvdihg 4 SibI @EISSF aﬂfauﬁﬂr?ﬁt}gm QbnteRHigRE 1S

e

enbedded into the e-seal of the person when > 'docunent is signed by that
person. Ther ampedded dwAgangbleispal; seadiiggepretested signed stastrenic doowmenitfranne| udes

redundancy ot turE Inaa s SRR e b PP ARG ok e DBRPERE - T

exi sts in alieteosigalbtfyihg telrecivgig PPN tEO Bt pfidéctéEadsanmi®iocuaiRat; st ency,
when a person sjgns _a docunent, the person verifies the 15 | egitimacy of

that documentecgyiietbe sent Pfcé‘k‘ft%dt Flegfrasigfnanmentatithosacopdramate foctéon ofdhé ast .
an alternati yewaBLRetiASa teipt 5t 1R IR D:HBeS bRERIN O ol it fPhe ekl and
addi t gn e

t he person's tion t e "docunent en a person Signs ocurfent .
That i s, 10 hepatinatehe first 1dchigorf; ivesfyirs the degitimadSoof, saidnentmoteeret ebdctrbhie
subsequent signers i are: S;.  + 6; . This is secure and sinpler for_ the
fol lowing r cddaist o seoqrEremels logatéo@aﬂfsée@r%‘gor#ﬁ% e 0e FTPRY St ont
of the documifuntint (W Aridt&d; @ldidk 4R bPBcARDendiffY &Y dRentthsaif 288RhEAQY M a
protection chain. Breaking any part of the chain results in unsuccessful
aut hent i cat i éerungent forgrigtingusingf trwushed printifigprocess, sald ogicglesensitivebe wri tten

as: D =d(S; . _+8 )=d(S;."..8.+d(S; . Z+8:. NY+8:)=. . . 25 re.the e-seal

i ncl udes two"Par I%e}‘t 8%15&1%1%11@%@%@ fng ?éﬂaﬁagf‘%rﬁ%?ﬁga??dn%@%f%e& spdrt is the
di gest of5 t hristed teqimetkt ilha EqBRAGhodifed YdttioR 0F Sall privdel G@bcirfetOfird in the
formof a watermark. The fornula can be re-witten until the first signer,

and t hen t hePdRtiiest capy of seid pupieeed elegtrome dprumaent uiag p dested grintieg processi gner
contai ning "signatures" of all content of the docunent at the tine of that

person’s si oRphfr pESCRPTIONORTHE DRAWINGS

In the following description, embodiments of the invention are described in relation to

20 the drawings, in which:

Figs. 1A-1C are greyscale images illustrating an example of an e-seal and the roles of
the e-seal’s components in file protection in accordance with the embodiments of the
invention;

25
Fig. 2 is a block diagram illustrating a content definition scheme for documents with

multiple signers in accordance with the first embodiment of the invention;

Fig. 3 is a greyscale image provided as an example of watermarking a seal image (i.e.,
30  the Lina image) using binary coding to embed the document digest in spatial domain

in accordance with the embodiments of the invention;



3) Since the digest with respect to each e-seal is different, there is no
confusion of on the order of signing of the docunent. On the other hand,
people tend to place an eseal at a location that is near that2 pREETV0Z
addition to the docunent. This is another cue of the signing order. 2.2.2
"Digest"” of the Docunent The enbodi nment s1bf this inventi on wor k for both

el ectronic and printed paper versions of a docunent. The "digest" of the
document conwmgabﬁﬁkelégemmdssa@ﬁ %e‘ﬂ@fohi’@tda dSBMeROR it Qe Gl deqni ¢ and
paper versions of the document, and erived 10 digests are the sane or
qui te si m | afe-seabeprotgriyesin ‘acofrdancdodtnefitst smbaditent ofdheiventikef,i ned as a
condensed representation of the docunent having a size sufficiently small
so the digest can be enbedded into the e-seal inage. There are two

i mpor t ant  des#ip e3lisRread dib@amlifhstiag dipgasts W@M&wcﬁﬁh@ﬁﬁdu%nzﬁlarﬁt ly,
the digest nust be sensitive to content changes, including changes that may
be quite Snabfinggeesadliyp acensdincamif thyfirst smbpdjment ofghe imventionye to spat i al

| ocations so that the |ocation of changes can be detected as well. There
are many applicable nmethods to derive digest fromdocunents either in

el ectroni ¢ a. iris papek diagrmﬁllusﬂfh@ngh g@ﬁicaﬁaﬁlpﬁb@esfs%f@i Elycticdid @sctfiegtl as
"Digest = M(Content)", or " M Key, Content)", where M stands for a
mappi ng 20 fHh%‘icp’éﬁiﬁn%‘éllthﬂ&ﬁrsﬁ@n@dé@'émé’tfﬂvdw@t@ﬁar ed between the issuer
and the verifier. Gven below are a few exanpl es of digesting techniques,
however, it will be apparent to those in the art in view of this disclosure
t hat ot h&d nﬁimﬁdsab’fmkldmgpamdms&emlgmpﬂmutgpieq‘ms fdrmgnﬁarmng thelestepe and
spirit of th |nvent|on exanpl es i cIude rypto raphy, a
rBsShge i goSPeHEt BUS B THEIE G T A It e SR SRRk PEBE 5 i gest
128-bi ts | onghyepipgy;0Xi mately 2'zg messages nust be tri ed before finding two
that have the sane digest C. Kaufinan, R Perlman and M Speciner, Network
Security. Prl vate Conmuni cation in a Public Worl d, PTR Prentice Hal |,

- Engl ewood S 9 5. descri be det a|I of such secure hash| ng
50l gor 1t e s ABHoR Riagin Rt Pt o Biogess Tt abb SouB LS navi ng
t he sanei1sli gasdordaﬁbeaﬁtumleﬁrscémmdiﬁfeﬂMﬁtﬁeﬂiveﬁﬂin bﬁdSUl table to electronic

mul ti medi a docunent, vvhere the docunent IS content is di gital and has a
crisp definition for "sane" and "different”. A cryptographic digest is also

applicable t ggl%] content where

opti cal chargcg[aer rec gnlf'l Onl%{lh@@ﬁ%g%&ﬂiﬁ%m&%@/e” a paper docunent
t o el ectroni cetfificationfimtasatomineacaordhmzatitlothe dapedihemits ofthgastntidrhe text can
be divided into several blocks, and a small size digest is generated for
each bl ock. The final digest integrates all of the small size digests. A
secure hgghi n@ﬂg@gmm(gmp{mudo random mappi ng function. A single bit
error in the content may resu in a large difference between the digests.
Ther ef ore, t As aestropistdoghimetiteind aquimbs docusientapahle of hzfmmthduriegmgmacy

transm ssi on t f.or mat c er si on est_of a
document I(e Br% g"ﬁfg’éd ?:H‘raﬂﬂdr odo\et:y il Vﬂﬁ%}*ﬂ&%‘iﬁf!&‘é’&f%@lﬂ@i‘fl&%ﬁ gtﬁmaﬁ)? ew key
docunent lteﬁﬁ)tédﬁﬁguwl@gnhﬁey bEElet AR and HintEPaRud{entshSe aeslaaeéd ke Name of

the degree, and the date. Also, a sinple way to verify both electronic and
paper certi ffallopang d@cnbtlmnumems dﬁﬁ@l}t aqelsets@ﬂhﬂleq}wdmaﬁp@)ﬁﬂﬁmef)@@nnent of a

Phe. toxt2te SlinbdRaler ke ENERERT B Mdeul Mimotufid FRERIE T " ©

differences eotanigle Ite»éubaragparem&&ohbmﬂlzemartﬁean{owmaﬂmtmprmh{ 01 the
ot her hand, the |nterpretat|on of p| cture is not precise. For exanple, the

content of allenteiumay be prgkcadayithat tl@ﬁ%ﬁ&élﬁé\ﬁ@ffﬁﬂﬁf In ptley mtgece@awd is
reduced fro i I f ture
easerae s omlh ISP el b 855 R oo RSu Ay
measur es are 'ext ract ed from a picture to capture the nost salient features

of the i %/ exanpl e qof feature nmeasures for facial inages is
the eig Eor s eﬁ SP%P%PH cgehodapents of the iisaien psach deseribrdd o125 of
Cognl tive Ne e 3 v/

i nformation %bﬁa?ﬁtg%tg gpf%@é% ﬁ%?lﬁgoré%fsl(géh%%’%}egggeﬁ e%ﬁbggg%gfggﬁg%t ors,

proj ecti ons, mddleymuitmrpaqmtamﬂmahoahﬂe 6 ¥ctivagitg santbatimplemeRtedGn eﬁi@eﬁzal ez
and R E. W)ods, DI ~t~ age Processine, Addi son-Wsley Publishing Conpany,
Readi ng, 1993 descri be such nethods. Since feature neasures capture the
salient features of a picture, a print 30 and-scan process does not result
in much change to the neasure. Therefore, detection of changes can be nade
bet ween an el ectroni ¢ docunment and the correspondi ng printed version using
a pre-determ ned threshol d. Feature neasures 22 March 2004 -21 can be

used as a di gest for the gi cture both in electronic and gager form as wel |



for other non-picture data in raster format. The ei genface and VQ each can
be considered as a keyed mapping function, where eigenfaces and the VQ
dictionary are keys for the mapping. Eigenfaces and a VQ di c23 ®lagghy200ar y
fromapplication to application, and there are many choices. 4) The feature
measure concept can be extended to deri vé?a di gest for a non-raster data
format (e.g. a synbolic representation for graphics and category or 10

di ctionary- bagRwatPsasedeal I1RMhd QhivB&tendf% thédli€ls a §iBEesE, , ofASSUME
that a doctor did a nedical check for a person. Since there are typical
cases/ cat egopprwndatess thatiesudllyiperéorimsta mtscularfosdionatr egjated denctians. ble thoded,

check up. doc IRERER SRS 2 SR03u s A3t ioRa oy s infPiited BE ute gt ainer ™
Bl ock- W se CogtpéheheCdtthétiifes! Fob BRn@iTbaths®E ﬁla?fbetiﬁgleinfé\ﬁ&ﬂtﬂsﬁ@di@?ete

effective digest derivation nethod i's proposed for use based on inmage
bl ock-wi s& c8griepie eempensntss onit caa fopm i ofan @irg electroniepir¢ujicsuph as

Al'l ocation f . . i.on" t QK hi ngd | ~Praocessi ng,
ol 1o, “Tosh AsBREGis IRk T baea AR Bt El, WG R EPhet HRERIFSEERR: nges
of using thi Thegesskilkedtin theearnwilhagprovidtl hat tie shered cah aBbberingleaittitedapar
docunents and the nethod can detect both the anobunt of change and the
| ocati on of Eprahigadon afhargigaregad seftwyemadviesi s in raster format. That is,
the el ectronic docunent is 25 converted to raster data format, a paper
docunent is to be scanned in as raster data format, and nultiple pages of
t he docub@®nt Far eonvememtecandteesk afyeferance,db¢ desciipgeinciides the fblbdvingcl udes t he
fol |l owi ng steé)%i: Step 1: An appropriate block size is chosen. Principally,
the bl ock caf"b8@"%f any 30 shape and size. However, usually a block is
chosen to have a gquar &vehRaRfof IPerdi ze of the square can be of 4X4, 8X8,
16X16, or 32X32 pi xels, dependi ng on 22 March 2004 -22 the imge size of
t he document, the2di gedhe Erseal and B-beal Eogwahents be enbedded, and the
requi red protectign acguracy. 2...Each block is classified into one of
a nunber of pr ede?'erm’ Egoéecg%g@gﬁgﬁﬁﬁtm&a%gg?sfi cation can be done in either
the spatisal or transfoprradien®ériticesi ng 5 either original block data or
nmeasures extracted fromthe bl ock. For exanple, if vector quantization
nmet hod i s adopted, the block nust be matched agai nst a predeterm ned
codebook. This Ca@v@ﬁ;i%zﬁﬁsﬁtﬁﬁ‘m' as classification. For the case of a
transf orm donai n ) , the blocks are transforned into the Cosine
t r ansf or m doffaé ambddintentserfeineingsntiotipredde analtégryted Hocvames fegititflacyi sper si on
10 neasures can be derived f8r %ach b(liloclj. Usi ng these four neasures, the
block is cl aBE99iER Sysiers: BRudpe fowgpoducss/sardeesguoyiome speqy; dsfiyery of
|1 ustraph onguaed cROkdhil APEIpeARCtuRERLY \h tHUARG S aﬂ&op&@&fﬁﬁe@ be
practised). For exanple if the block data in Cosine transformdonain is
represent ed egtificationiiotarimationrgaryicd) The kmbbdinrentsgasvide sctirods ded proddctas
follows: 15 tep 3: Th igest qgf the docunmeni . .is deferm ned.or forned to
be. anarray S Tubwacy BpelbTBhn fetonie SRR adgintebts sl Gedyon T o

seal, or “e-seal”. The e-seal is a visual representation of a person’s authentication of

the document, and includes three major components: 1) a visible seal providing a

25  wvisual identity of the person, which can be an image containing a logo, a real seal, a

signature of the person, or a combination of them (with an e-seal people immediately

know who authorized the document); 2) a watermark, embedded into the seal images

to protect the integrity of the document and the watermarking information contains

digest of the document content protected by cryptographic operations. Any

30  modification of document content creates inconsistency between the content and the
e-seal. To provide integrated protection for both electronic and paper documents, a

novel digest derivation algorithm is utilised, which generates a similar digest for



~~v Direction = ~~tan-~ (u/ v) ( F(u, v) ~ 1 Energy a v -niz dB~, aF, (r
B) I dr/ J niz de~radr Fineness = '3 '' ~iz dB~.zF(r,B) ~drl ~niz dB~. zdr
Jo J.i o Dispersion =-~~~2z P, (B) log P, (8)dB, where, P,22A®hrch FooR ~
F(r, B)dr | Energy Step 4. For a docunent to be verified, a docunent inmage
is processed the sane way, using the samt3tlass paraneters (or code book)
as in step 2 to derive the 20 digest. The derived digest is matched agai nst
t he enbedded.d} : f il & .

nodi ficati ongféﬁg@g& 81(1:% rggléri@l%ﬁ% ﬂi(s)%e gi oggg?%ggésféaugg |S?u@{e|6%n t(l)l?mcl?)debook
det er mi nat i orddedgo ¢he prinpat danmeasqethe fofbyt hspeciabpivathganethed ohieoltkeftiyreed f or

h i ndi vi dual t,. f f.d ts. .If 25 Dbl k
Classi f1ed | HotRbbEPALY wridanat e faoleel s Goidadior ReRro T T PRI o
defining a sgitiVeiceh 81@&141)1-&&@91_@%%9@#? Rﬂe{y 8654 enfl HBRT A A& bicOBrgefiSs,an

exanpl e, consider a class definition’in the Cosine transform domain as

fol | ows: 5 St eyshis cohauskpastrandpiypbpatioathy ihiotackpying end Rstdneotg. ¥Gthutent | mages
that can represent the.qaroup of docunepnt .the classes .defi ni.t.iaon ly to.
Step 2. For RTICAISSCTRURE SRIPgBEnt BF SREPeyisn Sak hE BPELVSTAy G SR B 2nst or m
domai n and exémhmehlywasibledetices! These 188t cafipsratsabidihdr@6mohn Qs aed! ocks.
Step 3. Decide the nunber of classes n cls, according to the tol erance of

modi fi cat i ongolyion tegrafsph hotlyan elsctramedomiment andsa printed pepysofethateleciipaict he
nodi fi cati ong,t hal, ] O Step 4. Use a clustering algorithm
(e.g. K- NEan?oto Cf%@:ﬁngéti%éﬁﬁ%%c}é into ncls clusters. Step S: The cl ass
definitibh for the given docunent inage data set is nmade up of cluster

centers and uster labels. 15 2.2.4 Authenticity Protection of the_ Digest
and Kev ManadBheRpodiments itfefﬂ@&erg*@w%elué%fguapr@ég@tsféwgeaa%%v@ﬂs traged ent i s

enbedded i nt godudfenfdagfRly, iefhc%r&?ﬁg&gmcgﬁoﬁn%%ﬁlﬁgﬁfﬁ' eldMOnyAiBENEY k 15 used

to verify the authenticity o ocunent content. For this purpose, the
aut hent i ci t ynegotinble inkitgpesnt, iand pigoingatfed offiviaupeumentityogultiph partiasa Thebef or e

the digest is edded into the watermark. 20 pt Qgr aphj ¢ _cqngepts and
Ler minol ogy TEBCHeREetPPAT S o ignaogian paghel €598 4hF 8BSt and Scot
A. Vanst pne, difenshpogies of ddplend C ypt ogranhy, CRC Press, |1996. Three
techniques A), B), and C) are set forth hereinafter: 25 A) Authenticity

protection of the digest using symetric key encryption can be used.

The embodiments of the invention offer three levels/types of protection. A visible
seal provides low level protection to warn people that the document is authorized and
protected. The watermark provides secure protection from possible unauthorized

20 modification of the document’s content. The optical sensitive component provides
effective protection for the printed document with simple and off-line visual

verification.

Advantageously, the embodiments are very user-friendly. People can deal with an

25  electronic document in a way similar to an ordinary paper document, More
advantagéously, the embodiments provide an integrated solution for both an
electronic document and a corresponding printed version. This is important because
both an electronic version and a paper version of a document have their advantages,
and both types of document are required in many applications. The integrated solution

30 s, therefore, a key feature for mission critical applications.



s is a secret key shared between the issuer and the verifier. Al so, E(s,

Di gest) denotes the encryption of a Digest under the key s, and D(s,

Ci phertext) is decryption of Ciphertext under the key s. 30 Thriseper(aii ons
performed by the issuer include: i) Conpute the digest fromthe docunent
content: Digest = MContent); ii) Encryp‘tl4t he di gest under the secret key:
Ci phertext = E(s, Digest); and 22 March 2004 -24 iii) Enbed the

Ci phertext i gHQ flifler)¥dk @6AMRIlIed, TREeORGRE RARoRWHiSH Wi Yhd fuMehid | er
include: i) Extract the ciphertext from the waternmark and denote the

extracted ci peziimmacytbedere @ripting amkadds the gptivelty yqmsitive eompbnant vedhefipher t ext
under the shar.ed secret. key: .Djgest' = Lo phertext ). iii) Conpute the
il gest . i goSrases lRhiot i ap ke e aR A oD LM cntf gt ddoniton

M Content’ ) fibth atback§RIFRAE @ stieen BnBEShd cwidnd-dlsgest ". and if the

"di stance"” between Digest' and Digest” is within a pre-defined threshold,

accept th& docunent as authentic; otherwi se reject the document. 15 20 25

B) Authentichkty p cll } | of a docunment content can be
provi ded usi %g I\/E&%%Cstep d% éaﬁ'%ogi h tSck (MAC). Let s be a secret key
shared bet wedgainhan elestusic s¢allof Heedl & adcoRlanceNrh MG bodifentsofdst of a
docunent is defined as MAC =_H(s, Di.gest), where H() .is_a one-way hash

red. = H(s, Di ) a
function. Th&VSPaYHincHdss sty imagepdentifing a pawspn’s pathgaiacation ofanput e t he

di gest of thg e £904 " cald . = & . 3 Juseldis C of the
di gest: MAC =0 S, 'D%%s? %‘ ?gﬁﬁageﬁs%%g%ee%%l\cﬁ% 1?%%%0?%% n\/\lgger n&ﬁEwThe
operati oh® penégpitpedthsydorimaenteFids eA-TGdlustiate ah pxdmpleadtn tiealMAC from t he
wat er mar k an(ajcc%ggla%%ee wlltrh the en'\l/g\oc(:iihlents of the invention. Each e-seal preferably has three
components: a visible or seal image, a watermark containing a digest of the content of

a document, and an optically sensitive component.

15  Fig. 1A shows an e-seal 110, which can be attached to, or incorporated in, an
electronic document (not shown). For ease of illustration, the e-seal 110 is depicted in
a black-line rectangle. The e-seal 110 includes an image of a person’s signature 110A
(Jiankang Wu) acting as a visual identifier of the signer of the document, The visible
seal 110A is kept in digital image format. Other visible images 110A besides a

20  person’s signature may be practised without departing from the scope and spirit of the
invention. For example, the visible image 110A may be a document header, a logo,
an image of a person’s face, a graphical symbol, and the like. Numerous possibilities
exist which will be apparent to those skilled in the art in view of the disclosure herein.
Still further, the visible image 110A is preferably watermarked with information

25  about the owner of the visible seal 110A to protect the ownership of the visible seal
110A. The e-seal 110 also includes a watermark 110B appearing as a noise-like strip
under the image of the signature 110A. The watermark 110B conveys the digest of
the document’s content (i.e., the information contained in the document including
text, images, and the like) to protect the integrity of the document. The digest of

30  content is described in greater detail hereinafter.



ii) Conmpute digest fromthe docunent content: Digest" = MContent"); iii)
Compute MAC' = H(s, Digest"); and iv) Conpare MAC wth MAC' and, if the
two are equal, accept docunent as authentic; otherw se rejeci2 Maghdooanent .
30 ©) Authenticity protection of the digest can be provided using a digital
signature, s and p are the private and p'L]JBHC key pair of an issuer for a
given digital signature 22 March 2004 -25 schene. The digital signature

of the i ssuerinptingsteit@aSdorRbpaddRcsmNt 2CRAIEEd Qﬁﬁ%ﬁﬁﬂ:d%% éhé}ﬁ?éi( s)

C]
Digest). There are two types of digital signature schenes -digita

si gnat ure scBeavey apfl apaindepipisdrvdibin abthckilige redtangumhoxir Eheelealdd0wi t h

nmessage recoyery, Wt hqut I of ;gener al i,t he l.atter t. di gi tal
signature sc necgr%jses ?%’?Sgkégﬁ‘ﬁi\lleg§¢‘?\ ag%gw&gegmlbﬁoﬁlcoggwﬁ%{%é%?gg&& such
schermes are BSAmdnegiconteANd\ bheyeregtaRugnPGitical RAGIM bZRhbifike benpdiend O MET
type of digital signature schenes is straightforward for those skilled in

the art. Fur ¥ is added vight vyrider the svatermaresirip in Bismaintedidesupens| whenkendesgd. t he
ol ude: i ) Ghin a4 TS RERerid 0T ARRTRALIART oSy BB YOS, | oS uer

M Cont ent ) ; Opjiofidlyputeiainginbat (1.8, 9H012002) BfadddikEindhgeshponShGrea BT to
Digest); iii) Errgre SI.G ié%to t he Wgtermark. 15 The operations perforned by
the verifi er [deREDHE Priptegdopurpent; ilhe gpiically|seasitivenomnonentdaP cantailg: er mar k
and denot e i {n@Snadlof for inlik lif&ston ' j ; vS
public key: [I)Il gest’ :orRl( p, a@?%%?{n\%ﬁﬁléﬁé?@#g O{E @%&d&%ﬁ@%@%@?@by
functi onl®f thmodifgd tvatsicsi afitbe prired dbemeent. 2Bigi 1C)s Codepiction afiagesdealf 130m t he

docunent content.: Digest”, = M. Content"); iv) Conpare_ Digest' B w.th Dgest”
and if the " H%%P%%%‘@%Yﬁi%‘g%%?&é‘&{éd JSH‘&“#&B&HQB“%%@?%FWQ 05&&3@? i ned
t hreshol d, aﬁ?FﬂgII@Qﬁb‘?ﬁ&bccﬁﬁe@&%éw'ﬂﬁ@ﬁés&ﬁﬂg&d’ﬂpﬁéaraﬁ@d:s%%attaﬁe docunent. 25
Not e t hat approaches A) and B) are suitable Tor "Situations where the issuer

and the ver i fmpsgreeptible posteshoighp epticaliiyisersitiiypmonmonent)1 28 anndye perseptitile
situations r | fp. t verifier do not t each other. Keys
used in wate er?dﬁ&é %@%@%ﬁ?él@@%ﬁ@b@&@gh(gt%opé%i]éﬁ@{l i?@) and in digest 30

derivatipn (eigenfaces ...) are generated by the authorities and stored in
the file of §he dQGIERLsea 22 March 2004 -26 2.2.5 Watermark Enbeddi ng
Unl i ke circunstantes I nvolving copyright protection, people do not

ordi narily tkytht embedimentswftthe mvedtion! o oiitde seal sasbe viswad es s ueh-fpanidy e need

to provide eyidence establishing the originality of the dgcunent. Thus,
non- per cept | Bﬁ“’f‘ﬁcﬁ aﬁ‘ﬁa VPBBU@T”HE%& ah %utﬁ%‘%yaﬂ?étj“{ﬁeraiséﬁ@= ‘ﬁﬂ'ﬁ’t”@fTé?ké’F »a
spatial domairBmpatee deighk, B hed ppBYI () SardiRfP1 o SRS 9&&%&&&@?@@?
domai n techni que. The ‘spati al domai n net hod is sinple and has a large
capaci t y20 Thearecode Eorrmuthprigatsan ofl decumenty whickiingn ¢astpdegotebleapdt oabl e to
docunent Congzr%%pted information. A bar code is a printed binary code, which can be detected by

a bar code reader with a very low error rate, but is not readable by a human being.

That is, with a bar code on a document, who the document is authorised by is not

known, and a user cannot determine if the bar code is a valid one or not without a

25  testing device.

An authority, either an organisation or individual, often has a unique “seal”, which
can be a logo, a signature, or the like. The image of the foregoing is the visible seal
component of the e-seal. To protect the ownership of the e-seal, an invisible

30  watermark is preferably embedded into the seal image. The invisible watermark
information may include, but is not limited to, the name of the owner and the date of
generation of the seal. Other information may be included in the seal image. If the

watermarking process is not invertible, another person cannot pretend to be the owner.



10 di gest enbeddi ng in accordance with the enbodi ments of the invention. M
D. Swanson, M Kobayashi, and A. H Tewfik, "Miltinmedi a Data Enbeddi ng and
Wat er mar ki ng Technol ogi es™, Proc. of the | EEE, Vol. 86, No.6,22Maehl893. pp.
1064 1087 provide a review of watermark technol ogies. 15 The required
properties for watermark enbeddi ng net hod8" for document authentication are:
1) A large capacity to store docunent digests, the site of which varies
from appl i catiage %Qteﬁﬁﬁkin%%f&% gmcbrot%buoffp@la%cuésedﬂ{cai ‘ThESkAT, Rh@cesses,
which is a necessary ste gnverl fication of the paper version. The
enbodi nent s Mﬂlﬁhéflﬁthbe‘r‘vﬁll?@r‘im‘a@f Wateringkingoand the Enpartance of Pardeptesl a si npl e

techni que sh n_.Fi st. 30 din aregion of the
e-seal i nage%%kng ng . é‘fEtT%cgrOB}? g? ﬁ%&l%?%r k region 300B is the
boundary of 25 the original inage content 300. The boundary 300B is
recorded §n %heameg@e%béldcﬁewyaemefaﬁhgIf&@éﬁrﬁw&e{ HonCHId KGEI QD 1N

the verification process. This boundary is “content-dependent™ and closely
coupl es t he wacirerniae. 0GB wmet unkpeks talsedl mgee @Bwes trcisnaiipake fo, sigihe

t k 300 b f d at I t d di
the' noeds of SPRbapoRrEat il RER8 RaetonPRlioeshhe BResst RS not "

affect the pemagphidosr BibmiehRsaj or i mage content 300A 22 March 2004 -27
In this nmethod, the digest 300B is coded as binary nodul ation of S
conmponent in HSV color space in Fig. 3. Qher possible nodul ations to other
conmponen Ok ol N gr gL so valid. To reduce the error
rate, ei {lﬁerb'2 Salbin B0 IHRAEGr Ebfeh be used or the digest can be
encoded wi f hSeals engsigedteres Whepapettdoamheéntgah brovwdd @idanck o SO0 Bediti@naeof
re-scanned dqcu ere | nQ problemin ecoverln the information if
the resol uti ﬁwﬁueﬁ%t SCaHseet P’s',‘g’ﬁ‘ﬁbtlé(cgﬁlbiﬁﬁ{ .18 ease %ﬂqwﬂlsmqrtcmbe
Conponent Theeffﬁédéﬂn y%;ﬁﬁalal msgyetgﬁs FoPa Qiea%lﬁet AR, Motk i

regar di ng docunent 1 | €git1 macy protection Toge a visib e seal ,
the opticall yorgetltsifﬁhaﬂh)camnpbﬁl@nmnmtbwsstd@rslﬁgak@lapg@tleuwnﬂynréadlzedabjpa| nt ed

docunent , and Sas erificati ns of .stan opt i cal i ces, such
as a spe&?a ﬁ‘\é %ﬁ’ c@dﬁﬁ%‘ﬁ?#é\}%’%&%‘? -4 59?5923 ﬂl&q %ﬁt}eﬁaarg ‘b‘%ﬁ? HiBhi er .

15 Any of a l:@dtgigsauaﬁgegt” @f'therabb&aéﬂﬂcoﬁeﬂtsITHeveemeweraﬁ‘d}ttfp&w be appli ed
in the enbodinents of the invention. Preferably, either of" two nethods for

enbeddi ng opePRlkRignsTequring decusemmp ngitimadyrireteetiaiy Jbebintt typerpflapplieatidns 1)
ot oot i g ool il Al GG RS lted G ManlesiiguaO" 50" Y

det ecti ng sone requenc omal n e Ssecur ?‘Its 20 can
be enbedded gammhaa%ezémb afd doicktd, aitere tiehembatdedt thélr Sinkieakark €& the

20  legitimacy verification. In terms of information security, the authority / key-issuer and

verifier share security keys.

The second type of applications are those where documents are transferred among
multiple parties. Examples include electronic legal document, and official documents
25  in government or large companies. There may be multiple persons initiating the

document and a need exists for a trusted third party issuing keys.

The word “key” includes a piece or set of information, with which a message or
device can be transferred from one state to another by a specific function. For

30 example, a security key can be used to encrypt a message. Alternatively, a set of
eigenfaces being a face image mapped into a small dimension feature vector can be
used. Still further, watermark information can be embedded into an image with a

secret address. In the above three examples, a security key, eigenfaces and an



specially designed to match this particular class of docunent. 2) The
visual elenments of the docunent can be nodul ated to nake the docunent
sensitive to a particular lighting scan along a pre-defined gh ¥Redh @p4by
either increasing the resolution or chﬁgging the color of the 25 docunent.
In this case, the detector can be a co “tial ly avail abl e photocopier or
scanner. 2.4 Docunent Structures Fig. 4 depicts the |ayout of a one page

docunent 400, ein'BEcﬁdi%Ekﬂir@ss%QﬂB@Qﬂré jad)f&a%zﬂcf&@aﬁg%{)eteﬁr‘}?'eﬁiljﬂﬁﬂaﬁ%”S: a logo

410 and signature O (and preferably a serial e content region
420 can be f Nuptesoussuiittipossileld kinexisisadearilllberapgieoiassd tyathbseakillediin kheraty
contain different nedia, such as text, graphics, a table and/or a picture.
22 March 2004 -28 2.4.1 Landmarks or Franes for Easy Location Franes 410,
420, 430 canzbe addefinestd ppeimddks for the easy | ocation of content 420 and
e-seal regions 410, 430. er forms of a | andmark can be used instead of
frames wi? holhe gapeditients of thminyerdioncsegletogmetesipiaciment contest fromgrssible. 2. 4. 2

Mul tiple Par of. E- | There. be.,nmultipl arts of an e-seal..

Uypi cal - examunroe 2R weleSisilsey Rt p TR bR BeufPuSoniin e,
formal docunpritedion@edcedslio of sigdifidati igpattaiod, &pesiaily £ tidbss doburdetils Qfnan
organi zati on, The_ docunent header 410 may contain the nanme and | ogo of the

or gani zat i onbY eyiERle peIsens on and serial number of the docunent are usually
printed in a place near the header as well. However, this can be part of
the content 420 preferably. The visible information is enbedded as
watermark into the logo i mage 410 for protection. Commonly, a paper

docunent 140 Bﬁsi@algi‘kﬂe‘ﬁoﬁ%ﬁym& dwﬁﬁe&gﬁfgﬂgﬁ gftl rfhﬁr?ﬂ%l Jaades nﬂﬁg one or

nore signatures. early, 1t 1s desira ﬁ%ges I'n the e-seal are
wat er mar ked tlocuyment etcthe titne of wipaing(i.p, apgl tiipagérstdh ks theeledunatt), heclidigg case.

2.4.3 Mul ti P 20 F | tipl, do , - b
e R e R e ARt K R 1
hurber - t ot gbnte AT tespert loEpHEGHar Serdel oA BRGWIRABle AILELRR QRHad i@s to be

part of docunent content. 2.4.4 File of Authorized Docunent 25 For each

aut hori zed dsiguedebit twaapdrii¢se Irca firshrmindgboth pexisa signiarplan datinentj lsing @at ed and
stored f fi her . ref.erence. e information contained.in,the file

ol udes h kEEMIORRi G PRER, ThE sorlia?] SRR N REHRGIET diedfetl g ng,

the size of idtendrsi@d] cachphieighs theldttier ABc@REHt it iyalfads kichdEbFRERARENT

t he names of the signing persons, and the like. The file I's stored with an
authority or P&t rlﬂstﬁlé@a%ehﬁwdwﬁ@m of thedgamani ineludes the signature the other party.

Fig. 2 shows a second example illustrating the idea of content definition with respect
to a particular signer of the document using a three signer example. A document 200
20  containing initial content 222 is initiated and signed by a first person, and sent to a
second person. The second person signs the document and sends it to a third person.
For the first person, the content 222 of the document 200 seen is the whole
information contained in the original document, shown as box 222. When the second
person signs the document 200, the document content 220 with respect to that person
25 should include the content 222 of the original document 200, the first person’s
signature 224 and the second person’s addition 226 (such as comments) to the
document. To the third person, the content 230 of the document 200 includes the
original document 222, the signatures of the first person (224) and second person,
addition to the document by the second person 226 and the third person 236. Note
30  that, the signature of the person is implemented as e-seal. This can be formally

written as:



30 process can access the file. 3. Protection and Verification Process 22
March 2004 -29 3.1 El ectronic Docunent Signing Process Fig. 5 illustrates
the protection process for an el ectroni c docunent accordi ng 22Mardh 2004
enbodi nent of the invention. Wien a persqn starts the docunment signing
process, the person needs to unlock the 'ﬂéTson' s e-seal 534 using either a
password or bionetrics (fingerprint, face, etc). For a given electronic
document with single signing person, verification nodule 510 for the
verification of a previous e-ses(é,l=i2‘.=lr66,t1 aPp) €Y to the el ectroni c docunent
or e-docunment 510 and the digest of the docunment content is generated by

di gest generation nodule 520, either with a key or wthout a key. A key is
obtai ned to emery(Pis theeostefestithd fodarkas Hahy imAHEREMBNGhO AP HERLE! S, & ©
chosen as a 10 key 532 provided to the waternmark enbeddi ng nodul e 5§0 to
enbed t he di gestigiahsewéite pasvidiresigrieneheviissn sighiggwaisen g & sdquessdiegidredf as a
watermark into the e-seal inmage 534 and provide authentication of

E- docunent f P &dsdjs the additian kathe docwranf biydc siening Refso- seal and content can
be added._The final nodul e 540 of the process includes or adds information
i ncl udi ngsthe e-seal to the electronic docunent 512 and 15 adds | andmarks

for verificayigR AHodRhdid bftfle ieRiQY :ctlﬁ-;edi tef'ih'é%BEﬁrﬁéHt%Qnt%ﬁtqQ%Hl'ggcgﬁetdﬁ‘elz

and an E-docunent file 544. In case of nul'tiple signling persons,

time of the imtd il gshahof the psison when itfei dogtment is sigoehioudtiepersen. ng nodul e 510
to validate all previous e-seals. The person's 20 additional information is
added to the docunent, a digest derived with respect to that person, and
the di gest emaenns pduddeice MBedRdst I M ddBiicAN confn®incidet teld@irfil gni ng
(adding the e-seal of that person) is added to the file of the electronic
document 10 Fodoghpsat agan whign therext pereorcyignsdhe desumans Theoedundangymdcudes nai n
content, 25 | £ I I . d _all other
nfor mat i on Ceans; hedfssdh B Rk &Rl SHERFbaxP REM B Se A efig,
security, pepeeo@ authentication of the signing person is necessary. This
can be done using a password, a bionetrics such as fingerprint and 30 face,
or smartcard. After successful personal authentication, the system does the

foll ow ng: UupLPeKSnk e c&Sisied i‘ggfgled j , t he
cost to the per son's account . 2 h%%%%%%%edd%g&%ﬂg%&%&geggﬁéﬁ rocess
f or El ecl¥ oniegitioanymdithat Bogumeént iagdinsttatlaxessing hignatards ffropmthiedirstgo dloelast. f or  an

aut henticateq _electronic dqcupent 542 cont.ai ni n_e-seal .and the,

cor r espondi ng“eﬁltgaaf%?lf“@ Il%{%ﬂﬁ_ e&@epﬁ%éigqup?g}eiaﬁt ﬁ'éeéfélgl CRF ¥ Deat ed
and veri fi eda@itioRethe d6dinenVhbn b PERL OtheldolihbheThdtli€ thd QfrRbEr mar k
of each e-seal is extracted and decrypted to get the original digest. The

di gest of t héhedonitsigrter i Ch, thespaett of thesabsequesaignerss apxt.¥,get &d Thisas t he
el ectroni c docunent, and conpared with the digest extracted fromthe e-seal
by nodul e 628ccummndsimpler Eatheofellpwingrseswssful if there is no difference or

he diff ' : ' Bn.. ,
var i dati o of) (1% WAERkprtaPAE1He Gh D e ahRRSL e ahBniSt BB AR e sii

(of the e-seal )signngaid, &eidéfoe, hlhe-sedpfornohprofcibeclidi®Breaties Mgy art f thedul e
630 to produce \{le,ri fi (iat,i on result 644. If the verification result 644 is

"Yes" or "true"SMHFE ﬁsﬁ%l%%‘?%%ss@hﬁ‘fth?fﬁ@a‘é‘m-hen_t i cated el ectronic document
s an ori gi gl T qibdPoNEhidit SAOM SERYbAn Bédriedn sh0" OF "false”, this
D, =d(S_+8,)=d(S"* +d(S,_,+5,,)+5)=...,
25 where the e-seal includes two parts. One part is the e-seal image, and the other
part is the digest of the content with respect to that e-seal, which is coded in the
form of a watermark. The formula can be re-written until the first signer, and then

the digest of the content is known with respect to the i™ signer containing

“signatures” of all content of the document at the time of that person’s signing.



15 docunent is not an original or is a forgery and the forgery is likely

| ocated at | ocation (x~Y). 3.3 Printing of Electronic Docunent Printing of
an el ectroni c docunment 542 to get an authenticated printed copyadchdoog 20
controlled by the printing nethod shown |n Fig. 7. The legitimcy of the
el ectroni c docunent is verified by verifi 18ation nodule 710. If the
verification is successful, an optically sensitive conponent is added
(preferably t BunRe t hen
printed by rrgédugllg@e%ggmgg serlgﬁgS %ﬁg%h%%e?ﬁgagﬁr%%gﬁe%g%ggan ggﬁgg ed to
t he docunent fithe prdas ofnegiing of theelopumenteOn clopytherTaad 2xoplsttebio plawesinte-ve

conmponent is add the eal he | gst n i ch VI des overall
protection of tsﬁgl 2%??88? L1 et &'ﬁ% Feh %ﬁ%‘f@‘/&% Odh%ﬁh%m?@ | SHS & valid
printed docunergnog@flmﬁeoméwggﬂg%wgred by the printing nethod of Fig. 7.

Thi s ensur es that people cannot edit and then print the el ectronic docunent
usi ng any> 30 printing functions. By controlling the usage of the printing

function, the,l£0i y h i.nted document can be secured to a | arge
extent usi ngE %% I]jl 1 f%e Sy E:nte conponent . 22 March 2004 -31 There
are several WaysmbodigRitsieFlthib Revepliomivbiidfol bowtdléfronicint hiiatedHapsi ment  of
Fig. 7, since there_nust be verification before printing, the printing

function is ¥&REPHPT edoBygsr Thediget’ #&b@dmw eestersis ahlgka ke madily he
verificationgl f ng the
b it ng.f uncrvsddn b pRbESHio kil b 8-BECof B ATor ar e S0 |
net wor k dhd diggstesteshesdnn omgpitefsirailgrarfhecdigast” of edbcmmm’sdﬁﬁuﬂmah beAf t er

successful u e verlflc t|o by the. authori.t or he trusted_third pa ty,
he_ aut hor | t §otedas agpRPnH] FTessmEyon et Pedhrtdns helGes e Suiincelh abap
printing fungd iHarm;iddl: 5&%@&%&&6&%&6’@1@%53%@1%&& @t PhQY¥Gle W i rtHﬁtqe 1§eds' te
The printing function prints the docunent on The user's pri ﬁ
docunent bei prppprtien fardhe digestgontraigon Hinctidre Faraty thmdalges‘lamsbbemnprtwn ted

al ready can be . des d s .t he rln roce S 1S, r Qgr S can
be done by e?%{g?rﬁg?}" %’Hﬁi&?g(‘fg ﬁh%g’agr‘?&q“ ﬁflﬁa]ﬂ)og‘f‘l%ﬁ}ﬁg'pﬁfé?&ra@@gh?/el y.
15 2) Verjfi Gig’ést(i@séh@ﬁv@ kb matlauoaﬁmts so at EHelIbEMtioA O cRMBBd it didcRda
special printing device. The printing device can be either on-line

connect ed to3tWellauthority or off=line. In the off line case, data and
finctions ar 0 e he docunent
when a 20 usgp&%gl'ealgl aﬂﬂ]ltc%)lg g\ﬁeﬂﬂ)%g L& 86 J hcﬁ%éjs?ﬁjoﬁl do%[ﬂn@ﬁt% eﬂﬁé nlé mode, the
process is selmthancmmmhﬁpén foﬁﬁataﬂme@agﬁ@t cdﬁafetfbﬁhalliaﬁepreaﬂded aytDipesp=can be
stored with th VI g,e ependi ng upon the degree of curity the device
has. 3.4 Ver 5 gﬁé@% fl\%ﬂg%lcﬁfl@é‘ )DO‘EWEM“ STRE A B19RPEEL hr ee

level s of veg fct&%ﬂ@rk % 5

verification snt ellrts Wi t‘IF?QaS g?ﬁ%tre{%ﬁ%osg%%%%eﬂ e\“’\%%d“ Vje ﬁmtso%lrgt er
with certai an:quvcalrmfemmmlqﬂeﬁt oﬁdngesdogtﬂmhmmcsohbwem,dt will be apﬂaeermfto t he
docunent 544, The |fference ver fIC of t he el ectron t}sgand aper

documnent 644ﬂl°‘?’?’,k{l ga‘ftﬁtéylef” OﬁBIi‘? ey@pﬂggiﬁ i sual
i nspecti on, rt%eﬁ@;ﬁnﬁé sdégeumggmiéﬂhéﬁldeﬁﬁoﬁ OIﬁbeex%ﬁffsM%Hclﬁ& convert it

to digital formbetore the paper docunent can be verified the sane way as
el ectroni ¢ docunment 544. The first level of verification is the visual

i nspectidn ol) tthenptagahy, bmasmgaldezesSildn tehpenseed udingewseture dashf dlgaithmn i s
the verificatiqn of the optically sensitive conponent by nodul e 820. The

verification Foradigest128-bits long, approximately 2 messages must be tried before
finding two that have the same digest C. Kaufman, R. Perlman and M. Speciner,

Network Security, Private Communication in a Public World, PTR Prentice Hall,

Englewood Criffs, New Jersey, 1995, describe details of such secure hashing

30 algorithms. Consequently, it is impractical to find two messages having the same
digest. Clearly, a cryptographic digest is suitable to electronic multimedia
document, where the document I; content is digital and has a crisp definition for

“same” and “different”. A cryptographic digest is also applicable to a document



22 March 2004 -32 device again can be a sinple optical device, such as a
special lens or an ordi nary photocopier. After photocopying, certain
patterns shoul d becone visible/invisible on the optically sersMarehe004
conponent. This pattern is invisible/visible within usual view ng distance
on the original printed copy 734. The verPfication process can stop at
nodul e 810 or 820 if the verification result is "OK" and the |evel of

verification i syAg&RPERER whERSoitiRT daa&a%ye%!rec\bgﬁiﬁ%h%@bm RyorfSs W& RE@AVERS
paper docunent to convert it back to a digital formusing a scanni ng nodul e
830. However, t&papgt goquaientitwoalentronicobotrai Tiegerisyatd @ “beatiom-dgpendenthdiges, r ast er
data format, kch is different from rigi.nal el ectronjic docu t where
text, graphi c\g}%aﬁx{ fﬁf}dtéesélg'rdgdggﬁé%lvefahgf%gf’r 83&513%&1&?# ’S’Tegeﬁﬁa{égtr%%r

di stortion may daeh BIRRATHOfNA €igRstSRbratd¥RAST fa\hndl Sidudigeg9nt ent al t hough
they are originally in raster format. Therefore, the watermark extraction

nodul e 849, and the di gest extraction nodul e 850 should tolerate distortion
and format diffésestebashing dgrihmapppsadoiramionhuegpsg functisr 4 einglsttéd it ens
as digest of the content nual inputting.of the selected.itenms may work
wel | for both et} gﬁicé’htgﬁgmﬁ}( fer?’f‘@ ﬁi?ﬁ%%%‘%&engﬁh?tw??hhle%ﬁeép wat er mar k
extraction 840 Teréfotd)thek@ltent biithe B6d G an@nudi WLStorGFectdiBing Hahassibs, 20
recorded and conpared with the digest extracted fromthe content of the
paper docunment $8ragand Eorgbconvresiaferification is successful if there is no
di fferengg or the difference does not exceed a threshold providing a
positive verification result 854. 4. Productl| Services 25 There are many
possi bl e prodyca sinapld dpesivif aeldchait (6. gnddpeeccreaiiicatt) chnbe Haevedriyadicsier s of

t he invention. rfhjrﬁsaft eﬂ@bel ow are twQ ?x inpl.es. The basic concepts are
applicable to PEUSY dprupentitisms apclugipg thedecipigat. the namsfitheschoel ther ust ed
Qopy 30 Qur r entidahe fihd figako, bifd 1HRIdArcARIITR AL WEY 15 GG DolPAUIRRl Cardl ©
delivered physically, via pdstal service$ or ‘express defiveries such as
Feder al Expr essrapdiheertsdatasiistonnsnaily ihpmt thoseiteman facilitate the el ectronic
delivery §)f a trusted copy of a docunent. That is, 22 March 2004 -33 a
recipien% can receive a trusted docunent either in electronic and/or in
paper form Fferi @hnt ¥a bikRRShala diffblehDBemApRA R rRRL @ exT el i 1 St
setting involves the sender's organization being an authorized identity and
havi ng set up depigeqptation of yhettextis akach Arnmebitrebangsiialthe sontkes of teptrtselbove: 1

) The sender PrEBARGSARENETLE ARk GoURENTANG LY GLLNGT, SUL! R Alower

el ectroni c docurel rscanning 1 paper _
into to the ordandzaé imepfetadnufipiture YSh® PrediRt Bortakah@ld, ARontet 6EKS
20 facial image may not change even if the image data is reduced from § bits per

pixel to 4 bits per pixel. Therefore, a “feature measure” can be used to represent
the content of a picture. Feature measures are extracted from a picture to capture
the most salient features of the image. A typical example of feature measures for
facial images is the eigenface. A. Pentland, “Eigenface for recognition”, Journal
25 of Cognitive Neuroscience, Vol. 3, pp 59-70, 1991 provides detailed information
on this topic. Other examples include Fourier descriptors, projections, and vector
quartisation (VQ) representation. R. C. Gonzalez and R. E. Woods, Digital Immage
Processing, Addison-Wesley Publishing Company, Reading, 1993 describe such
methods. Since feature measures capture the salient features of a picture, a print-
30 and-scan process does not result in much change to the measure. Therefore,
detection of changes can be made between an electronic document and the

corresponding printed version using a pre-determined threshold. Feature measures



the person's e-seal, signs the docunent, and sends the docunent to the 10
reci pient while specifying if the server wants the recipient to receive the
docunent in electronic and/ or paper format. 2) \Wen the recip Batchr®oei ves
a notification (organization-organization_or organization-individual) or
when the recipient requests a docunent (Tziltkets, coupon, gazettes,
receipts...), the recipient logs into the sender's 15 system gets the

el ectroni ¢ documiHe usaDay Ddight it the Pitturk B@thﬁﬁ‘@ﬁ‘:ﬁtl‘&‘ﬁ@'dﬁ@gﬁ er YOG1 ol BRI as
docunment is printed, the printing function fromthe sen epr S systemis

i nvoked, and t hier gmries-pichire dath :n tstdr Gpmiatal sensitive conponent are added
to print a trusted copy. 20 The second settings involves a docunent being
sent through a service center: 1) The sender prepares an el ectronic
docunent by ei tgs cigshfiden@d AQ BAhiCdah BBicEnARGERNY kéared%?@ﬁigfmn&tfbng paper
docunent. The sender |logs into a service center, gets identified, unlocks
the person' s e-%¥kap cigenigpes anddhei¥ R dietianarasrg kexnis thermanieg Miganfaces ab

he Gocunent i n: SReariofaREv gbh e RRAE anifbas. R AEEHE Rl i °

receives a notification (organization-organization or
organi zati on- | nﬂi1 vidual ) or when the recipient requests a docunent
(tickets, coﬁi)o e flﬁ%!?ﬁﬂcl?%%’*}l?ﬁ. copicent |san beextendedito derdee 4 digest fpre rasrippier

center, 30 getsiih@nshasty QM 4 paper
docunent. When tahe docﬁ%neg;\t %b%%?%g%m%t@%féﬁpllﬁg u‘?lag%%o%ﬂg?romthe
servi ce ténter distidnayochasd represgntation §@rtebeirand table)e &los exemeplepissunad thaensi ti ve
22 March 2004 -34 c onent are added to print_a trusted copy. )

Al ternatively, %@rgﬁ W’S@%@%&k 9065&%?88‘ g‘nﬁ%@’ﬁﬁ Fa P %‘*S%// HRYPTEHL i cal
sensi tive conpamgitand&deREdriphiing, Mosk Cl@g&M¥an Be odedCRletanfi is@tdRMhuaibr

Not ari zation Currently, certification and notarization for officia
docunment s and papéraselfeterete gydigasidorthe eradidal cecksp doeumeémige certificates,
and transcripts are all done in paper form For exanple, a university
student in Asia applying for graduate adm ssion to a US university has to

~get all of tDhat3 pardiestDEBRAhtibE MetHR@Basd oh b BSE-MRESCodihs Tadgsmpy the 10
university authority and sent through the public mailing system A

signi ficant Br&seEbodisnentsqf thewwentigns apaifsctiygidigestdarivation methed isvor | d.
Further, it | LI d t b S$1.0 .. Cl . j itinmc
of those doc %ﬁ%@.ﬁ%ﬁelqagﬁ?%@?ﬂ% vg]{gﬁggﬁ{lg tfgiéglhﬁ%%ﬁ%m ?rfd ltk‘ﬁ% Y
docunent s t hBusgeytkdraptive Bit Allecation éptlatage Cotdprebhien\rCudiuniterafrapkics afd cat i on
and notarization here .applies,.t | pes of docupents, . |nc¢cluding, but not
limted to, B4 reﬁqsflpgap%%[t i%,lgﬁ'_z’rl_?ﬂ %@E@e‘quﬁd}?ec"ﬁlsé‘%?tﬁ%@r kel ti cates,
and of fi gy al adwht@eSof JRHRR FSMHht fh GRUER Fbiks YSAUDIRSl oIS B dpet N L he

foll owi ng description. The enbodi ment of the invention i1s directed to the
f ramewor k andoqueehisoind ghemethod capdetattiboth e apnovet ¢fi dhingzt dndrihelucatidrzeft | on
service cent gl{a'nges

Assume that a document is in raster format. That is, the electronic document is
25  converted to raster data format, a paper document is to be scanned in as raster data
format, and multiple pages of the document are concatenated as one raster image. The

method includes the following steps:

e Step 1: An appropriate block size is chosen. Principally, the block can be of any
30 shape and size. However, usually a block is chosen to have a square shape. The

size of the square can be of 4X4, 8X8, 16X 16, or 32X32 pixels, depending on



20 The service center 910 shown in Fig. 9 provides on-line services to
docunent issuers 930 (e.g. the university the student obtained the degree
from, docunment owners 920 (graduates), and docunent reci pi ez MIAMD (00khe
university the student is applying for a Eigher degree adm ssion).
Processes for various requests are as f oPfows: 25 Firstly, an owner 920
requests an electronic degree certificate through the service center 910
wi th the indicat®dih e §13Re ddtilniche Heodibsng oS 1HRRSsea! B R{RIIRand) AN
owner 920 | ogons to the webpage of the service center 910, gets registered
if not yet aIredh?“ﬂ@ﬁédpﬁﬁ@mpnﬁﬁgnmhﬂa request form 30 2) The service

center 910 copm g,}ic:t s.wi.th the i.ssuer 930 about, the request arranges
busi ness |inks bef"f\’/\g'eﬁaclh\rqgéocg(elrs 3%8%1%8&;%%?1_1%‘1 Welrﬁgpfeggﬂ?@m@%ggﬁﬁs'not yet
al ready done. %dl@s@ﬁfi@atz&péan_-b%%oﬁ)siﬁaqlér&ﬁy&.?miz&@tﬁ@ma&nmdsm% service
center 910, issues an electronic degree certificate for that owner 920, and

sends t hed cert i feilbgt eriginaliheckglatreor Meagures pwizapted fem dks bocle Foentampleid. 4)
The service center t ertificate, ,which is

col | ected duri ng‘%tc Wgaﬁ%lﬁ%?‘ﬁ‘gn %F %@gg{:&gg‘gfdi Ql‘%é’ %Ctﬁfj%usft g? magched AEIRSt @ Fon
service. 5) The dewaeindd20demokcTiniesen boaled vhekd ke elasdifieationC 86 ihkicgat s, or

rent a secure deposit box to keep the certificates in the service center
p g P

910. 10 Secondl y? trafi§ioamy pgtiaga{rst.dhe blaeks a5e trapsiermegiptoghe fggine n a
paper docunent ( i T 6aLE) t j ; requests
an electronic cég??%ﬁgéﬁgﬁ%gfglce,QW%%%ﬁﬂﬁﬁ§§%%%%%¥%§&%§#?gépﬁgﬂgteps: 1)
The servike centreeas@rkd caebé dérasd tfhreeaclr §lock nbisingahese feurpagruregahebiook isM t h

the original issuer.930 on its capacity, nverts the paper docupent 15 to
el ectronic for mctflaf?@ﬁg 4R °Pﬁ8ﬁé%ggr°hfﬁ¥% (ggissrpﬁrﬁlsya‘hﬂs@_é@%_ﬁ@ij]éptg!l%_g?f | evel
to the docunent .anf@maRgaiRhiRrs S\ @adsbich PeP¥RkiséH FBLeinglle iffthe/ SlbbiE Hﬁg Wi th
the original issuer. 2) The service center 910 Keeps a record of the
certificate. 3) iTKk@siowi@nsiong demaindhoepsesented es tF(erv)iaeel(# @ the farti fi cat e,
or rent a 20 deposit box ggep ertificates in the service center 910.
Thirdly, an pmpé?ﬁ§?Fﬁaﬁﬁ#%n _6%?’ Hésts to send an el ectronic docunent
(Qooree FELL b Akp): T AeloF MeMbuidl i BAEmHRLYS Biha b1E H'A§RF 'S
appl ying for a hidher

class labels.

Energy =) > | F(u,v) |, where, F(0,0) = 0

Direction = > tan™ (u/v) | F(u,v) |/ Energy

[™" a6[ Fro)lar/ [ o] ar

0

jo"”z a6 J.:F(r, 0)] dr/J:m a6 (" ar

Fineness =

Dispersion = —J;MZ P.(0)log P.(6)d0, where, P.(6) = LR | F(r,8)dr | Energy

e Step 4: For a document to be verified, a document image is processed the same
way, using the same class parameters (or code book) as in step 2 to derive the
20 digest. The derived digest is matched against the embedded digest. Class label

changes of blocks indicate that modifications have occurred in those blocks.

Class definition (or codebook determination) is an important aspect of this method
and can be defined for each individual document, or for a group of documents, If

25 blocks are classified in the spatial domain, the class definition is similar to defining a



degree study) and includes the followng steps. 25 1) The owner 920 | ogs
into the webpage of the service center 910 and fills in a request 'form 2)
The service center 910 verifies the el ectroni c docunent and Xewmdsht20e4
docunent to the recipient 940 together wiith service center's e-seal and
security statenent (level of trnst). 30 §§ The service center 910 notifies
the owner 920 of the status when the recipient 940 has collected the

el ectroni c dogsdBHok in vector\RifafittzatdfdAs 30 cXMit, Motsidér LAk Mefififfioh GieSt the
service of docunment |legitinmacy verification including the follow ng steps:
1 ) The partyCekioafdnsfery domeinws féllaowse service. 2) The registered party

|l ogs on to the b of the service center 0, ,and sends in the

el ectroni c dodu ﬁf??’g@ﬂoo’ﬁﬁén §BI?I91_”E§G g&ifgé}zeg@%}%h@weﬁ%}mﬁﬁaﬁég& d of the
docunent and cargpRsen®te drbe YEddclineat the Basdel abMgtign bﬁpl??o.r ecord, the
service center 910 contacts the issuer 930 for verification, and then puts
the servite cent$¥ep 3: Borsdlalocimtut itnages) Grensfemt eachdpdsdkantovasmentrastomni t y

statenent. 10 4), The seyvice center 910 kee a record .of that document and
sends back the GIoBEtR B KIECURREHIES(S FPRE P RRReiristes i tigse Bickenl y, t he

service centeyg I; gussd (o el ectronic
docunent eit her%t%o%ﬁegﬁd}%fm&g?uglﬁo or I%%%t’ﬁgw%%@%@&é %SQ%QMQI'I%EC%H shoul d
regi sters wth trhedifeatipne ef thenpplicadia: the mofhclassesithd sgallar atedhehe webpage of
t he service center 191%/@:3 anghailends1 i% he el ectroni c docunent. 3) The service
center 910 per f dPyENGAtions fhal fanflesated.ne o) ectroni ¢ docunent, assigns a
trust leygl to t$g, ﬂmw@aﬁsteﬁya1g5ﬁﬂm§(e?g. KR h B RUBRE albidbis o ﬁocls
center's e-seal and a dedicated optical sensitive conponent. Sixthty, the
servi ce center 9l@terscei ves a request for legitinmacy verification of a

printed copy invglving the foll.ow teps: ,1) The.servjice center 910
Derities the bardien vyt lfaebm g G5 Shft daporat imEhiasts o midonseor
service center Qhgtereentbisesdlciftey¥®pemdity of the optically sensitive

15 2.2.4 Authenticity Protection of the Digest and Key Management

As mentioned above, the digest of a document content is embedded into the e-seal in
the form of a watermark. The watermark is used to verify the authenticity of the
document content. For this purpose, the authenticity of the digest is protected through
cryptographic means before the digest is embedded into the watermark.

20 Cryptographic concepts and terminology are described Afred J. Menezes, Paul C. van
Oorschot and Scott A. Vanstone, Handbook of Applied Cryptography, CRC Press,
1996.

Three techniques A), B), and C) are set forth hereinafter:

25  A) Authenticity protection of the digest using symmetric key encryption can be used.
s 18 a secret key shared between the issuer and the verifier. Also, E(s, Digest)
denotes the encryption of a Digest under the key s, and D(s, Ciphertext) is
decryption of Ciphertext under the key s.

30 The operations performed by the issuer include:
i)  Compute the digest from the document content: Digest = M(Content);
ii)  Encrypt the digest under the secret key: Ciphertext = E(s, Digest); and



conponent. 3) The service center 910 scans in the paper docunment, and
verifies the docunent |egitimacy by checking the docunent content digest
and 30 ownership of the e-seal (if necessary). 22 March 208Magch don4t he
si xth process, the service center 910 need only keep a record of the
docunent that is necessary for verificat¥6n services. The record is created
and the data is collected when the docunent is signed using the services
provi ded by the s@pVvi BRbE®MHeRTipQdxt HiRheivwaterhiifc Ser vi ce center 910 does
not keep a copy of 'the whol e docunent. By doing so, the authority of the

i ssuer 920 is well respected, and the privacy of the owner is protected.

When a user chogses to. rent .a deposit b L.n.the service center 910, the
deposit box iSog}eoqp&aﬁlgasviqrﬁggﬁggbgvefﬁger%c} %e center 910 does not have
any right to accegs tBgr&?eihcptext fidn IePRSEIMAR%nd Eohotd Bre@iRREP20 Of the
certificates can choose to send the e-certificates to anyone directly. The
service center 910 i sciperient ayfeiphisriexdt a nunber of reasons: 1 ) There are
many docunent i sSsuer sy isg little or..no 15 .,

" or et ton avay | 45t oDkdsbiife dkd AREr-RElfet B shifol SeciraPi Deesr -
Consequent |y, there ip@haisleyear)y effective nmeans for |egitinmacy
verification. 2) It is tinme consum ng and costlgqfor owners to send paper

documents and al s8Ut oCpmByicdle gesstcPigesteyirgpibedowmentironientfeonteti’t i macy of
the 20 docunents. 3) hloeks gg/}cg&zfehfi).ent for each issuer to provide a
verification service rggardi ng{t e |egitimacy of certificates and other
docunent 80 4. 3 El e} r Compar€hierRig2s’ @itadligenr’. anedbthedtisenicelShotwoanDiresr’ e

are a payer & payee, "W Pt ‘e PSS hehalkicoad bhdeeBIR L
center. An el ectroni CoghgRik; SBEMNIISER Rl @ddetuhéntas follows: Firstly, the

payer issues a check involving the follow ng steps: 30 A) The payer
registers with the service center 910 for the service. B) The payer |ogs on

to the servi ter.910 throu the cepter's b : 22 March 2004 - 38
O he payer PSRt Roreclishid e Aessi AP B Pudh ABREH op 57 RIS st s ane
nmeans asisv th t¥iesshgnKuthBhtivatibh CHeEOMALT). faCebe Diechi: REY Sharedbiween the

form ncludes information about the payer’s bank and bank account,

t heper son' s naresughind the xeiifiereBhe WHA G ahihedigeshel grigramest isdaBinedasd¥d €, =
and5t he date ofgthg. Bie BnG T.V] 910 links to the payer's
bank for vali dﬁé’o%ggg%he s%galggozlgrﬁdg&ﬁﬁgmscﬁé%s the check with both the
payer's and servicecenter's e-seals and sends the check to the
payee. F) After the payee picks up,the check, the service center 910 notifies
t helOpayer . G The*FRyEHog ?lefgﬂ'ﬁ’ﬁg@ytﬂbe‘ﬁ“reﬁimgl#-the check using the printing
functiongyovided [y tOempakYhERpERBE Ble BLEmeRUnREE 305 LV offfentf?e Ccheck
to thepayee. The 1t?ri nt edﬁcheck ﬁas seguri tye]?ea{lure ogét he gie?yernl § bank,
t hesi gnature of the pagmpyutetMACaddhe digest:dditiCal (s, dmgedt);wed conponent from
t hel5servi ce center 9%%bac{1&’ﬁ'@.ttr ﬂiﬂt ed. Sec]?ndl y,the payee clains the check
i nvol ving t he f ol FBwi Fgbg - BRI RS Fegi sters with the service center
910. B) The payee logs on to the service center's webpage. C) The payee sends
in the electronic check to the service center 910.20 D Alternatively, the
payee can send Hhs@peradiens poiqyamge by shayeaiifier ineludehebank scans in to read any
requi r ed,4 nf or mat j,on nd sendst he .i nformati op,to the
servi cedzcéenter 910. E) tgar%{ehgmg%céﬁttﬁ}rW&fﬁ“\ﬁ%ﬁﬁf%%m? Héﬁsmgk’ with the
original formfillipd Cobyuttdeepeiyan (Bbddchkieat sitattCRipeant=aVi(Goleri®nds t he
check to the payee s bank withverification result.G The payer's bank
accepts the checkilindCompueMALhE Hisekigest);@rdt he duedate indicated in the
check. H)In case of,cC b ”» ' wia Iy Kk
si gns on30t he cheié{lz pg&?é?é@g? @ﬁeﬁ‘g@r \%?%’g%g%n@%%i ri(???%fl?(eig ezllll%lpayer,
payee, and payee's bands autdgetitieithamvide rejeciahy dedunidne check singed for
ref usal . 22 March 2004 -39 1) For all cases, if a printed copy is
requeste?tp by the payer, the payer's bank, the payee and the payee's bank,
the service eer@hentRirl bidisctiofrales e bl Qg QLA n
optical sensi ?i ve %norrpt%%ent tﬂat Ees‘(“cérl‘béﬁ]%vf?le&gblﬂg adﬁg{aﬂlgﬁ Qﬂﬁ;,?

and p are the private and public key pair of an issuer for a given digital signature




desi gned for that check, and prints a paper copy. 4.4 Service Center for
Secure Docunent with Multiple Signers For the nultiple signers of the
docunent, it is assuned that all the signers have regi st er ed22\Makch 2084
service center 910 or the system adm nistrator of the organization, that
the service center 910 has obtained a pu@pic key certificate for the
busi ness, and 10 that the users (signers, recipients,...) have obtained

their own publishkay TiRrdibitdl ¢Rb8Gre 5ithe IsBiRroAIRe Sigedt of AAbERREN REL HEEN
several parties, this involves the followng steps: A The patties

conmuni cat e to 4@otediss SIG mab(s.cigysy. Fherd are e brebpidigtalsignatiiesgiemes es. The
service center RUL S fr e the docunent and 15 sends,the
docunent to one(%é%9 altS e “2?%%’2’?4‘1? %%étiigrﬁ '?‘1 % g‘lméi it %&cﬁgﬁﬁﬁa&ﬁ%s%‘g?]tef géthl 0og on
to the service messhgd reBdwry. S¥itlot dbssDif ganeiglity,Ghe Qi@r Bpe bhGighal dig@sursi gns

t he docungnt and sends the docunment to the next party and so on until al
the parti®es hav¥henghis@sumedds dereseriptiprdelavy Fixamplss of sach ssheroerare RSA,y

verifies the vahiydit ' ' 0. reis
1o change 1o { o AR PERERBEIH] tental flony 4 BRR (e SRUBLAYAANE' 0
t he service cerdchemélid sttaightfigrvsird furtigpsp skitled & thEprtAFirehenahe velifer ial | t he
parties sign the docynent .si.nul taneous]y. That, is, after first signing, the
si gners send t H&SYB WMBM“&@C FPéoé%‘FﬁSEglﬁéﬂlaE SYQNIARKE ser vi ce
center 910 distributes the docunent to parties for 25 the second signing,
and so on. In this case, the nunber of copies of the signed docunent is the
same as lfe nunbeeronstationgpenfameddyiheispyer cdude: di f f erent order of signings,
but the same effegtivgness. The .si gped, copies are kept w signers. The
si gners can choos@ tOEP%WPwdg%%@$§f%ﬁg@§q?93ﬁﬁﬁﬁﬁg@ﬁ?ipgﬁtE@%@%¥“é%k)to
keep their copi esa;ecabmbuteﬁgtaﬂighmi%cﬁ"m@&geﬁismhg(@@ig&% center 910
verifies and prints out a paper copy of the docunent wth an opti cal
sensitive conponeit) tﬁ@bedglééﬁ@ﬂm%ewrk-he service center 910 for that
docunent. The optical sensitive conponent is coupled with the |ast signer's
e-seal . 22 March 2004 -40 For the case of nultiple signers for an
of fi ci al 18locunfht ppe¢ratorsystformedby the vetifianinofugeni zat i on can be used rat her
than a service center_and inv I_v?s_the fol | owi ng steﬁs:. A) An official
document (e.g. a esigﬁﬁ%gl?djgﬁfa Stenatus from;ithgyyateanek aad dgnelg itas SiGposer .
it)  Recover the digest from SIG’ using issuer’s public key: Digest’ = R(p,

SIG’), where R() is the message recovery function of the digital
signature scheme;
20 iii) Compute digest from the document content: Digest” = M(Content™);
iv) Compare Digest® with Digest” and if the “distance” between Digest’ and
Digest” is within a pre-defined threshold, accept document as authentic;

otherwise, reject the document.

25  Note that approaches A) and B) are suitable for situations where the issuer and the
verifier trust each other, while approach C) can be used in situations where the issuer

and the verifier do not trust each other.

Keys used in watermark embedding (e.g. address and parameters) and in digest
30  derivation (eigenfaces ...) are generated by the authorities and stored in the file of the

document.



B) The proposer logs into the systemserver. Wth that person's private
key, the proposer signs and sends the docunent to the next person for
verification/approval through the systemserver. 10 C) The systMarsh®oyer
notifies the next person of the arrival of the docunent, and the person
signs the docunent. D) The system serverZ@reates a record of the document
and files the record for fixrther verification. E) The final signed
docunent is birled WhteBhaFihbadain@df t he organi zation. 15 F) Upon request,
the systemserver verifies and prints out a paper copy of the docunment. The
printed copyUnkike eiptunesincseinypivingcopyrightmeotectiud pebplode het wdinaryrity toThe

optical sensjtive c onent is fromthe system.server, designed for this
particul ar d%e&orygn %%é%nar Sco?fBIagc?"steglggPﬁee? G -ptepplgﬁe%f@éaé?wg? g‘f‘ﬁ%‘“’fiast

si gner. 20 Theaishogdithestgindity bl thel dd¢OREMOThE, ﬁo@ﬁ@ffc@ﬁtﬁm‘iﬁ_{/ anfRbiRIBREEd

usi ng general - purpose conputers, In particular, the processing or

functi onal i t $teapt mimggor issuo. Eherefee, p spitishdemaia embedding weathod ay be monput er
program exe i : et ho r ss. st eps, of . protecting
Pho™l ogl t1 mabiyespile et SRR Shma LIRS BB AR B3 ARl o

ef fected by ambhasudbigerapdcityt he software that are carried out by the
conputer. The software may be inplenented as one or nore nodul es for

i npl enenting the process steps. A nodule is a part of a conputer program
that usually f i i i so, as
descri bed herrrlgi&% gﬁ%ﬁﬁ%@%&dﬁ#gﬁga&%ﬁgﬁ%ﬂ@%ga@%@gg%ﬁéﬁl}%%%n?g%é ri%Ihar dwar e
uni t f orlisedigesten®edding & acorpocewith thor embudliiests of the Znidatioln DM -41 In

particul ar, the sof . be, st d i.h a,conput usahl e or readabl e
medi um i ncl gﬁ@ﬁ?&“a%ﬁﬁ%’r}‘%ﬁ‘r apd ‘iaﬁrhi%hgi &“@We\%@%ﬁa iﬁaﬁwgﬂﬁg&ﬁ i cal disc
drive, CD- RWatéﬁﬁﬂ@ﬁ%TeélﬁBﬁgﬁHs”@%c.Qif!ﬂ%IEﬁE, & JN8E1e8.6 0funBA 993{.3{;}?1064@_
storage devices wel| known to those skilled in the art. The software is
preferably | bferfovide e review obmgtarmarkf teehmoidgiesconput er usabl e nedi um and
then carried out by the conputer. A conputer program product includes a
conput er usabl e nmedi um havi ng such software or a conputer programrecorded
on the nedi ulhé kgliirediprobertieafdrivetertiatk BybéldRLtheds fof A8cumsatof the
conmput er program product in the conputer preferably effects an advant ageous
system for v?‘%tﬁ%’lca*é%ﬁ*ﬁdi ty trading. 10 The conputer system can be
connected to one f . ! j | LRI e

usi ng an appropri ge%éﬁ%ﬁ%@%ﬁ&%@%@ﬁ%ﬁéguc e%%@’ﬂg@lznggghﬁlgc&%% fg_g I ons
pat h, a conputer net wappkcation to pplidakien, ahiie conput er network nmay i ncl ude a

| ocal area network ( ,.,a wde area network (WAN), an 15 Intranet, and/or
the Internet. Nunér ot@”\%ﬁm"i 'é?SIC%‘hEmS?SS%H‘E‘Eﬁ(héF aZIGesSEA SteRA%he enpl oyed
wi thout gteparting fr o fogHRrONRe Pt $Bislont Of the invention. Conputers

wi th which the enbodi mrent can be practiced include | BMPC/ ATs or

conpati bles, the Macintosh (RTM famly 20 of PCs, Sun Sparcstation (RTM,

a workstati or the like. The foreqgoing.is nmerely.,exenplary of the types
of corrputergﬁ\}ﬁ Iﬂg?/ﬂ%ngﬂtstoﬁgleé% Oﬂgﬁ?ggl&e’ PW@I‘?H‘%/}QH?H?WO% TP practi ced.
technique shown in Fig. 3. The digest 300B is embedded in a region of the e-seal

image 300A. Part of the boundary of the watermark region 300B is the boundary of
25  the original image content 300. The boundary 300B is recorded in the document file
$0 as to facilitate watermark extraction in the verification process. This boundary is
“content-dependent” and closely couples the watermark 300B and the seal image
300A. Principally, the watermark region 300B can be of any shape and at any
location, depending on the needs of the application, as long as the watermark region

30  does not affect the perception of the major image content 300A.



Typical ly, the processes of the enbodi nents are resident as software or a
program 25 recorded on a hard disk drive as the conputer readabl e nmedi um
and read and controlled using the conputer system |In sone iIxMarhed04t he
program may be supplied to the user encogﬁd on a CD-ROM or a fl oppy di sk,
or alternatively could be read by the uséfr-fromthe network via a nodem
devi ce connected to the conputer, for exanple. Still further, the software
can al so be [paiedeihdl aht BgeGBMBLE Lo St BMafy ABUDALA HES cGAPMEEH I eadabl e
medi um i ncl udi ng magnetic tape, a ROMor integrated circuit, a

magnet o- opt i €V enlekspaee indtig. 3 - dPthenpesaiblemodylatiensite sthencahponests dsét ween t he

conput er and vice, a ut er readabl e, card such as a PCMCl A
card, and g@gﬁgﬁgﬁspgg%é{e_aﬁ "@aﬁg‘ on]feg}l%ee CSHY e © gﬁeertaﬁ RE chﬁlanenail
transm ssi ongodnibeiueed®d the Aigestcan Be énafiledRithshéR il Wik dxitkatinglihe
foregoing is nmerely exenplary of relevant conputer readable nediuns. O her
conput er 1 ea¥akr@ 0@%)0%9 eseanyed dequsent, thers éLmo preplent inrgedvesng thee scope
and spirit o i i . tr: on| cunment and a printed
docunent capgrg{ng&gfoﬂ\tgg@%Irrl%eﬁfépt&fheegs{a |ﬁg§sy&§?%¢°g%ﬁ'ed, and a nethod, an
apparatus, a conputer program product and a system for protecting the

| egi ti macy 05 ele tr.or]' c.and prjnted docunments are described. Wiile only a
smal | nunber—é#—eé@@@—h%&ﬁﬂé—‘éﬁg—&mlt Y thed, it will be 10 apparent to those
skilled int ‘ b Qe HEW: j | 3 g%élga; Lhaprges

and/ or nodi f:ngt@{sg)rllzég?gbﬁd&%ﬁ%ﬂ%ﬁ%@g&g@? |ptr?§ﬁ%rr 0 t%%ﬂg%ope?and
spirit of0t hisgitimasytpromction. ZogdtherovitlPOOKiblelSatlihd didically sdnsitive @nimpomnt unent
for reproduction, of a correspondi ng. printed docunent capahl e, of having the
| ogi ti macy oPYKIeR SETEEPISRRT BN (eent 2 ook irrAR B mHae font

bei ng a pri nteadar® bt deVicdaiudh ek @&hEi16ns30 aWoBRMonl P M AlaBlegleliceni C
docunent including: content of an original docunent in electronic form a
content di gedeluding sphafoeopitent sai d origi nal docunent in electronic form
10 an electronic seal or e-seal for authenticating said original docunent
in electronic form said e-seal including a visible seal of an authority
and sai dlxonhepbf dilggs hueb@eddetcdlly ssaditve/édihiinenis @ah be agplRatih arl | y
sensitive conponent ag)g,ed to said_authenticated document for_ printing using
a trusted pr Ffﬁg?fﬁawﬁﬁs desinventiog. Brstaratly gjthereidtmoimpethedsfon prahedding

ggin; giegi Ng i PhaTBsLRRiveVond ol Hitb RCAR¥LNG, 8L woREi fi cation of said

1)  Directly embed certain secure elements into the content of the document.

By detecting some "holes" in the frequency-domain, the secure elements
20 can be embedded into these holes and later detected by an optical lens
specially designed to match this particular class of document.

2}  The visual elements of the document can be modulated to make the
document sensitive to a particular lighting scan along a pre-defined
direction by either increasing the resolution or changing the color of the

25 document. In this case, the detector can be a commercially available

photocopier or scanner.

2.4 Document Structures

Fig. 4 depicts the layout of a one page document400, including a content region 420
30  and two e-seal parts: a logo 410 and signature 430 (and preferably a serial number).

The content region 420 can be further subdivided into several regions, each of which

may contain different media, such as text, graphics, a table and/or a picture.



docunent in a copy or nodified version of said printed docunent. 2. The

el ectroni ¢ docunent according to claim1, further including a watermark in
sai d e-seal for enbedding said content digest in said visibl2 sesah2026 3.
The el ectronic docunent according to clai %n 2, wherein said content digest
is encrypted prior to watermarking said “OPsibl e seal. 4. The el ectronic
docunent according to claim3, wherein at |east one of 25 an enbeddi ng
address, shape, and boundary of said watermark is a key for encrypting said
content di gest vvat er mar k| ng said e- seal or both. 5. The electronic
docunent accesdi ngARENE BN ORI AS tncontent di gest is a condensed
representati i tepn,30.sel ect ed
fromthe grog%ng%#ziﬁ*s% 43@4:&6% c?j@&lljE{?is}j}a.lﬁi con ?egs?llgca%lgngggﬂlrtee%#ggh| ng
process; sel end e8¢l k@onstﬁms%ﬁ cnmrcfommmmdlﬂm can BQuMﬁﬁheﬁﬂﬁ%arM
extractin features of said content. 6., The electronic docunent according
to claim3, PW; depatting frognihescons apdspiritof thedayréiased represent ati on of
said original docunment generated by bl ockbased coding applied to said
content, each block having a predeterm ned size and shape, said content

di gest incl u@iddy dfulgpleRartobf Eabdl s with each | abel bei ng dependent upon a
classificati correspondi ng bl ock of said content. 7. The el ectronic
docunent acchEﬁeﬁ’ba%tlfrE‘VIQP pprts @‘i‘ﬁlsﬁésﬁiﬁp’ﬁ‘ T EE’l’(ﬁ adaupalidegyments at

| east one of 430 dAGHRRIABERAL arts2a kAR %cua{ehméalaermgsﬁpgb%aém&yﬁﬁ% and
a signature. 8. The el ectronic docunent according to claim wherein said

optical | 0 sens¢al ﬁ%@oﬁm@lmhqm&‘hade@mmhcadar 4Hhmbgporit@m theametmstt r oni c
docunent . ect ronl ccordin o) im1l,  wherein said
el ectronic d%’&ﬁﬁgﬂ}e cfr%%“ﬁadlé’g 8‘5 ﬁ%&’w Sf)‘?ﬂjé‘@"’%? %fotﬁ? aﬁﬁun&é&ﬁﬁﬁﬁﬂ@\l t ext

and mul ti medpsnted 04 PRES Bk tiidlka@Bs Wl H Sy dRAIRB S bé Pirt bPGakcbmentat | east

one of said content, said e-seal, 20 and other docunment conponents.
420 preferably. The visible information is embedded as watermark into the logo

image 410 for protection. Commonly, a paper document to be a valid document must
15 contain both a header and one or more signatures. Clearly, it is desirable that all
images in the e-seal are watermarked to protect the ownership, although this need not

be the case.

2.4.3  Multiple Pages

20  For a multiple page document, an e-seal can be inserted to every page. Preferably a
page number (numbered as current number — total number) is included in the

document and considered as to be part of document content.

244 File of Authorized Document

25 For each authorized document, a file containing necessary information is created and
stored for further reference. The information contained in the file includes a key for
authenticity protection of the digest and/or embedding, the size of the e-seal,
parameters for an optically sensitive component, the names of the signing persons,
and the like. The file is stored with an authority or a trusted third party. A verification

30  process can access the file.

3. ‘Protection and Verification Process



10. The el ectronic docunent according to claim1, further including a
second e-seal having: content for said second e-seal including said content
of said original docunent 25 and said (first) e-seal; and a 33 Malhe@meal of
an authority and a content digest dependent upon said content of said
second e-seal enbedded in said visible sédt. 11. The el ectronic docunent
according to claiml1, further including an 30 inperceptible watermark
enmbedded in 33 d @i®EBhicTcuRieat GchindProuaer ship of the authority of said
e-seal . 22 March 20047-45 1Z. A printed docunent reproduced from an
el ect roni ¢ d&tg)ralestrates 4l wowbtldnamongﬁswead égﬂtmnmmcumfen'szmcdrdmg totaefirst
docunent prote cumen g%.cﬁrl nted.version of ,said

|

d
el ectronic dS%‘uﬂ‘gime“?@%gaP’B’Ff’ﬁ?e%d S%GRE’HPIIF GUPR EHRPTOSHEHE of

an original gdeeoiBaids teuinietiett HERLA seaRhl 534 Riritdthet Qbasawbh%}tﬂl&ﬁ&m@g sai d
original document rendered in sald printed docunent, said e-seal including

a vi si bl & sefiinggrprind, face, gt Fyr meiaelg@imr@%domgmﬂmmg#aﬁmuglnlcnam, of
d I a
sensi 41 ve corgiGHPR Mo RARIE we YARkoh e dF sl RaP i s o

trusted pri nb]leagorﬁdi deamsent spe-doaphdnt 8l O indBR i ddst/6f thO TPMeddt caaBitas ni ng
I nformation for (?l cating copying qr. nodification of said printed docunent

in a copy or g‘?ﬁ?ﬂfftf’ By digestgensrafen %@Fiﬂleé?parﬁl@ﬁf Wb arkspior withoutprleeyp A K?)édd
docurment accﬁrdﬁtz?g?& tg rgggﬁ)gmh%%igaegglrf%gﬁs%ir? Jéﬂﬁitle alﬁl aﬁ%&ﬁra{r@ séﬁ"ass '

rendered e-seal Ing S est VISI sea
The printed Hectifeprovided or thicrvgitermack anbedithg mbmﬂeSBlO aﬁmlbezkxhe digestdagest | s

encrypted priof, t termarking said visibl eal. 20 1 printed
docunent agca're[l.aﬁﬁi%nwgﬁ %ﬁlfﬁat ST e 2 sreraP I s SRS g
address, shapgaged agegsﬁq%e/a@ﬁenﬁemnwﬁt@%@mn& ﬁ1@54gemaﬁl%aﬁ@%y&fsyn9 sai d

content digest, watermarking said e-seal, or
location of e-seal and content can be added. The ﬁnal moduIe 540 of the process

includes or adds information including the e-seal to the electronic document 512 and
15 adds landmarks for verification and printing to provide an authenticated E-document
542 and an E-document file 544.

In case of multiple signing persons, at the time of the n™ signing person, verification
is conducted using module 510 to validate all previous e-seals. The person’s

20  additional information is added to the document, a digest derived with respect to that
person, and the digest encrypted and embedded. Information relating to the signing

(adding the e-seal of that person) is added to the file of the electronic document.

For many applications, the content of the document includes main content,
25  classification number, serial number, page number and all other information contained

in the document,

For applications requiring high security, personal authentication of the signing person

is necessary. This can be done using a password, a biometrics such as fingerprint and
30  face, or smartcard. After successful personal authentication, the system does the

following: unlocks the e-seal image, signs the document, and charges the cost to the

person’s account.



25 16. The printed docunent according to claim 12, wherein said content
digest is a condensed representation of said original docunent generated by
a step selected fromthe group consisting of: hashing said cinMardh 2094ng a
secure hashing process; selecting key itens of said content; and 30
extracting features of said content. UNarch 2004 -46 17. The printed
docunent according to claim 12, wherein said content digest is a condensed
representation of said original docunment generated by bl ockbased codi ng
applied to said content, each bl ock having a predeterm ned size and shape,
sai d cont ent 3di_geerifigationdiragess fordslecizon; @dng Wi t h each | abel bei ng

p d i d nt.
18" “The pr PR, 8 BAARREACALIRAGS il B at@h S ARSeSie I feBl "

vi si bl e seal comaintiggem adeal gabthe Qdil@es@f)mﬁngl@&t!t@@ﬂ& ﬁl’kﬁ?ﬂlﬁs,ld@n' oget, e cAar t work,
a graphical synbol, and a S|gnature The nt ed cunent accordi ng

to clai m12, Stakeareiopatediand yptfiedpy Sﬂoéélﬁélﬂ Wethd plegn fromdhefilssthg seri al

nmb f d u gto
naTber 07 ARSI ol TS S5, ISR 2050 G000 0
of content cdippsticfithegedneent W&ll]hd‘eﬂ]]ﬂbﬁtbfﬂf&d‘l @ sdah fsasxtrattcd fionathd efsagoic nor e

| andmar ks for, | ocatin st..one .of said content, said e-seal, and other
docunent confBHEMRG 3601??%3 f Atesst %éﬂﬁi%f’ma@ﬁﬁrs&iﬂﬁ@{ mpedule 620 12,

further Inclqrqeoaqﬁcaﬁeﬁmcee%gﬁefﬁgere;mlf@fe\awsrtheameﬂrsﬁc sa.‘%?%‘ﬁ éecond

e-seal including said content of said original docunent an I rst)
e-seal ; Hhd defiedithieshadddh coftaincasest vadidation afitbe ersead ihegs mdy festquitepndent

d 25 of d edded in |d vi si bl e seal .
25 " the. pr { nEIEETHE Y SR R R S B ERRPHIEOTE i ORGHC AT iR an
i nper cept i bl gatpihediki TR ko dede3bie roducs sbefi@nios #suft@ua PTOLE GLiifitisnnaughi p of

t he authoritg of said e-seal. 30 ) ) )
44 is “Yes” or “true”, this indicates that the authenticated electronic document is an

original. If the verification result 644 is “No” or “false”, this indicates that the

15 document is not an original or is a forgery and the forgery is likely located at location

(x,¥).

3.3 Printing of Electronic Document
Printing of an electronic document 542 to get an authenticated printed copy 734 is

20 controlled by the printing method shown in Fig. 7. The legitimacy of the electronic
document is verified by verification module 710. If the verification is successful, an
optically sensitive component is added (preferably with a copy number) by adding
module 720. The document is then printed by module 730. A serial number of the
printed copy can be added to the document file, as well to the printed copy. The

25  optical sensitive component is added to the e-seal of the last signer, which provides

overall protection of the document including previously signed e-seals.

A valid printed document can be only generated by the printing method of Fig. 7. This
ensures that people cannot edit and then print the electronic document using any

30  pnnting functions. By controlling the usage of the printing function, the legitimacy of
the printed document can be secured to a large extent using the optically sensitive

component.



22 March 2004 -47 23. A method of protecting the legitinmacy of an

el ectroni ¢ docunent and a correspondi ng printed docunent, said printed
docunment being a printed version of said el ectronic docunent2? smidh 2004 hod
including the steps of generating a content digest for an original docunent
in electronic form authenticating said'ﬁﬂiginal docunent in electronic
formusing an electronic seal or e-seal, said e-seal including a visible

seal of an aghBRard YevaRllvadd B GRRLEME prinGh IRSELSTPEINE SrinBadnd oV B3l £! €

seal ; adding an optically Sensitive conponent to said authenticate
docunent f or sipee theramusidervgrificationdeéue printig, the pindingSenctwaiisicaptolledby y

sensitive co nen 0. containi ng,info tion for .indjcating.c ing or

modi i cat i onlq%?w%g?‘a Y5 aﬁ%ﬁ%@ﬁ?‘“ﬁ ﬁl%é(eﬂﬁﬁiﬁo&ls ﬂ‘ﬁhi ?‘ilfé*a%\‘}ef@r%ﬂg%f sai d
printed docugRiivo vdys of BentiBlMOGe RERAAEFRLBLHSL Cl ai m 23, wherein said

aut henticating step includes the step of watermarking said visible seal

with sai & content di gest to enbed 15 said content digest in said visible
seal . 25. The net Abd &bclhnagantrol: ¢\ viealagin thivergbiarseaat detsuork emt feqatstang

step includes the step.qQf encrypti aj d .cqgntent djgest pri to

wat er mar ki ng sai d vi sﬁ%‘ﬁ@gsoﬁlﬁéﬁfﬁpaggfm Cﬁ@?‘%ﬂ“a%&?frs&f:%ﬁsi‘[)“ﬂ ai m 25,

wherein at |east one wefiftatiebeadinthofesass rusb@ifsd PG, DRYWIGRKY &f sai d
watermark is a key for encrypting said content digest, watermarki'ng said

e-seal, or both. 25 2tustedhiliirgperyderiieschelilogpment andsendothe prnting functiain d

r both, i boomlote pringn
gencrat el by a step SoPactont PERFPRESTALA Y Beah B F ol ofs MRuuhP R o

content using a securgrihagiidogupenieathe uselspeinted TkelocuinembeMy Sraited,
content; and 30 extractin _fe%t uqr;fs &f sai.d content. 22 March 2004 -48
28. The method accor ditfgotenat hedapathathasbeempanied akeadysan badgteoyed 8s a

condensed represent at%g?ﬁﬁ{inéﬁgogesgq%ﬁm}g%ﬁggq%% &%ﬂég@%snﬁ%ﬁé ock- based

codi ng applied to sai onte eac having a pre erm si ze and
shape, said content dngmsty ¢omtdinidg Aot data aortan ppdgreaalls Wit h each | abel

bei ng depgndent upon a classification of a corresponding bl ock of said
content. 29. The nethod according to claim 23, wherein said visible seal

includes at | east 2pnevaificatidn aHIBrALTCARRE ArtakiIRIRQh el 9 Have & sfcpipi cal
synbol, and a signature. )
printing device. The printing device can be either on-line connected to
the authority or off-line. In the off line case, data and functions are
preloaded into the device. The device prints out the document when a
20 user is authorized. When the device runs in an on-line mode, the process
is similar to the first approach. Partial data and function can be stored

with the device depending upon the degree of security the device has.

3.4  Verification Process for Printed Document

25  There are three levels of verification for a printed document. As shown in Fig. 8, the
verification starts with a printed document 734 to be verified, together with certain
information about the document contained in a file of the document 544. The
difference in verification of the electronic and paper document 644, 734 is that the
paper document 734 can be verified by visual inspection, and the paper document 734

30 has to be scanned to convert it to digital form before the paper document can be
verified the same way as electronic document 544. The first Ievel of verification is
the visual inspection of the e-seals by module 810, the second level verification is the

verification of the optically sensitive component by module 820. The verification



10 30. The nethod according to claim23, wherein said optically sensitive
conponent includes a serial nunber for said electronic docunent. 31. The
met hod according to claim23, wherein said el ectroni c docunmezt MbEchi 2004 udes:
one or nore pages of content conprising tgxt and nultimedia information;

and one or nore | andmarks for |ocating at4t east one of said content, said
e-seal, and ot her docunent conponents. 20 32. The nethod according to claim

23, further idegbéiskangca SeLanfleopival dRaK! fidh a5 ARp&MI 16RMor 38 bAISAFON
e-seal including said content of said original docunent and said {first)

e-seal ; and &hetpeomi¢re Asftasiphetocefying chain pytternsishoubdmceme visibjeSnvisiblsamdent

upon sai d cogt.ent. f saLd secon -seal enbedd I.n,sai.g.visible seal.
35 he et nolf ChueARy TR SR BRRS 15 i eneT S Gl MuR bt b of
enbeddi ng anviewigg giephtddetheatiginaBphinted coR} wﬁ-ﬁﬁweﬁﬁeﬁﬁcﬁféﬁb@éﬁ& béfiﬁst%p
ownership_of the authority of said e-seal. 30 22 March 2004 -49 34. An
appar at us® f ort Bpdile 819 ap8Ithid thesysrificaen reault i) O eandrthe levelrfosnBinttionds a
correspondi ngco%ﬂapfeed docunent, said printed docunent being a printed
version of said electronic docunent, said apparatus including: neans for
generating a content digest for an original docunent in electronic form
aid aqriginal docunent in electronic formusing an

neans for authenticating, ] )
el ectronic sgﬂ? H'B’fd ISY‘Jslé(gP,ﬁc@QPds toscan thej naper ApcHpent toicenvareit 8ack togrdigiipl

aut hority angsaishLoRafhe MR sRTEAASA e g@h&l %‘cﬁh@ﬁt%b%ééﬁéd; pyreans for
adding an optically sensiti've conponent to ‘sald authenticated 10 “docunent
for prini® ngscrginimg inin ktrsstetidasa formiah gvhichois deffsregt frain Gptdremdl glesensict i ve

document where text, graphics and tables are coded in their usual way. Noise and

other distortion may be added to the e-seal images and picture content although they

are originally in raster format. Therefore, the watermark extraction module 840, and

the digest extraction module 850 should tolerate distortion and format differences. If

15  anapplication chooses to use selected items as digest of the content, manual inputting

of the selected items may work well for both electronic and printed documents 544,
734.

After watermark extraction 840 with the keys, the original digest of the content is
20  recorded and compared with the digest extracted from the content of the paper
document by module 850. The verification is successful if there is no difference or

the difference does not exceed a threshold providing a positive verification result 854.

4. Product/Services

25  There are many possible products and services that can be created from the
embodiments of the invention. Listed below are two examples. The basic concepts are

applicable to numerous other similar applications.

4.1  Delivery of Trusted Copy
30 Currently, official letters and many other secure documents are delivered physically,

via postal services or express deliveries such as Federal Express. The embodiments of

the invention facilitate the electronic delivery of a trusted copy of a document. That is,



conponent containing information for indicating copying or nodification of
said printed docunent in a copy or nodified version of said printed
docunent. 35. The apparatus according to claim 34, wherein s March 2004

aut henti cating 15 neans includes neans for watermarking said visible seal
with said content digest to enbed said coft ent di gest in said visible seal.
36. The apparatus according to claim35, wherein said authenticating neans
i ncl udes neapsediMént® r}:g%;p ﬁgﬁlhki ng
said 20 visible }gea Bﬁ%é#fdeagnggéggirog%gﬁggg%;lg%ﬁ? %IC%B%@%I ,%f erein at

| east one of Thereandiadiypes cldditiogs desstibgkhelamnd boundary of said watermark is
a key for encrypting said content digest, watermarking said e-seal, or
both. 25 38. The apparatus according to claim 34, wherein said content

di gest is a TROGRNSQEnE BRORES Hedbh@p’ s@‘rga?ﬁaﬁoﬁ'bbiﬂ?@ﬁ'auﬁ@ﬁﬂé@tﬂ%nt&?'aﬁd ated by
means sel ected fromthe group consisting o nmeans hashi ng sai d content
usi ng a secuh¥vingsgiupg cpm@@ggyst@*@, mﬁ@ frentiogalitydesmipek ehovet ens of sai d
content; and neans, f e 0 sal cont ent 22 March 2004
°50 35, The appar 1 usiE b B o Bbl i GlE ain 8. 0l Gest i<
a condensed represente&éatﬂimwdocsﬁieﬁt@fsbglmagmmpeﬁdﬁcugﬁﬂemb@étﬂéytmans for
bl ockbased coding applied to said content, each block having a

predet erm ned size an@SsHEQP the aTsINKZaHeEHEOHPYESIYSIeAL |89@|aﬁéloaﬁedam1@9k%f

| abel s with each | ab n ﬁmqg I

correspondi ng bl ock ﬁtlth ?al Sgﬁsgghggﬁgt&gagl anq %?%t%dsﬁg%gg né?c’t%lecl aim
34, wherHin said vi siﬂcbispieslewhale ppexicifgtimg 1ﬁﬂ1elselarstwmﬁetfmfreapmncmrredeﬁiQader a

| ogo or artwork, zf? h| caI nbol 8 a Si nature 10 41. The apparatus
according to clai m 3 E'Pﬂlcc?ﬂ It BFRSy %‘E}%l ti ve conponent includes

a serial nunber foy swindy ﬁ{e‘%&?ﬁﬁt &c@loewmiﬁca&@n (o-fQ‘m@'a%ﬁro‘?‘éelﬁ%zaﬁSﬁQf di ng

to claim 34, wherein said electronic docunent 15 udes:
organization-individual} or when the rec1plent requests a document

(tickets, coupon, gazettes, receipts...), the recipient logs into the sender’s
15 system, gets the electronic document, and/or prints out the paper

document. When the document is printed, the printing function from the

sender’s system is invoked, and the sender’s e-seals and optical sensitive

~ component are added to print a trusted copy.

20 The second settings involves a document being sent through a service center:

1)  The sender prepares an electronic document by either editing an
electronic document or scanning in a paper document. The sender logs
into a service center, gets identified, unlocks the person’s e-seal, signs
the document, and sends the document to the recipient while specifying

25 if the sender wants the recipient to receive the document in electronic
and/or paper format.

2)  When the recipient receives a notification (organization-organization or
organization-individual) or when the recipient requests a document
(tickets, coupon, gazettes,...), the recipient logs into the service center,

30 gets the electronic document, and/or prints out the paper document.
When the document is printed, the printing function from the service

center is invoked, and the sender’s e-seals and optical sensitive



one or nore pages of content conprising text and nultinedia information;
and one or nore |andmarks for locating at |east one of said content, said
e-seal, and other document conponents. 20 43. The appar at us 2®farch 2094t 0
claim 34, further including a second e-seal having: content for said second
e-seal including said content of said orﬁﬁTnal docunent and said (first)
e-seal; and a visible seal of an authority and a content digest dependent

upon said content 25 @fmgcHeflt £6GONA thiiﬁﬁifitrﬁ{fﬁ@@&ﬁ@ﬁ{lﬂégﬁ%&lﬂ%éis&#vﬁ:esea'-
) ur er 1 ncluadal ng neans 1or

44. The apparatus according to claim
embeddi ng an i nper ceptinitreanadds nefiekizitipnsailand optiedl semsitiyerangonentdo

owner ship of the aut hgrr{'i thg]é s%‘gd e-seal. 30 45. A conputer program
product having a corrpuete Ug dbY &°Medi um havi ng a conputer readabl e program
code neans enbodied therein for protecting the 22 March 2004 -51

| egitimacy of an el ectronic docunent and a correspondi ng printed docunent,
said pri ed4docyfesstifigationand Net version of said el ectronic docunent,
said conpute r i 1:NQ; t code
roans 1 or gegeref AN ind el for SR e RNRR BBl AR

el ectroni c f gradnate capificetes, neatadd erpfiegsamdpadscrimpaat diodonauih bepdr ferat.i ng
said origi na%grdocu nt in elect rq%ni_c form usj ngoan el ectroni.c seal_ or

e-seal, said P AP Sfdensinghda seplying forgraghateasimission e V& d
content di geghiveiedsed dehaifaf ﬁlla?/f;éé&#&éﬁﬁ&tesgﬁﬁm%g%ngﬁ@ﬁaﬂ?ﬁé@b,gﬁﬁgf am

code neans for adding an optica sensitive 10 co nt to sai
aut hent i tt ednigexsiyrenthofityrandrsemitthroggh dherpmbéic toailén gesystemi. At §ipoifiparapesidemsai d

optically sensjitiye conmponent. contai ning inf tign f i.ndi cati ng copyi ng
oF o 11 cat FoRtdhes SRR MG He thenevortl 3oBBpy s eIl Rs6 buRlegR” o
sai d print edofRgd i@ idge R 146itimbBE o MBRSEQRUnRhAT ISHM MRV He sARICA Hefdot O
claim45, wherein said conputer readabl e program code neans for

aut hent i cat i keow iicthe deepmsstpihe sfudert seaftrre acceptable.

e

4

15 The product of certification and notarization here applies to all types of documents,
including, but not limited to, birth certificates, marriage certificates, degree
certificates, and official letters. Degree certificates are used as an example in the
following description. The embodiment of the invention is directed to the framework
and technologies for operation of a certification/notarization service center.

20
The service center 910 shown in Fig. 9 provides on-line services to document issuers
930 (e.g. the university the student obtained the degree from), document owners 920
(graduates), and document recipient 940 (the university the student is applying for a
higher degree admission). Processes for various requests are as follows:

25

Firstly, an owner 920 requests an electronic degree certificate through the service
center 910 with the indicated issuer 930 and the following steps are performed:
1)  Anowner 920 logons to the webpage of the service center 910, gets
registered if not yet already done, and fills in a request form.

30 2)  The service center 910 communicates with the issuer 930 about the

request and arranges business links between the service center 910 and

the issuer 930 if not yet already done.



program code nmeans for watermarking said visible seal with said content
digest to enbed said content digest in said visible seal. 20 47. The
conmput er program product according to claim46, wherein sai RTPRpHIN04
readabl e program code neans for authentiggting i ncl udes conput er readabl e
program code nmeans for encrypting said content digest prior to watermarking
said visible seal. 25 48. The conputer program product according to claim

47, wherein at |e3yt PReisierdB0 esRAGIH theddEiQSSnte? 080 8ssudish Besdae Y of
said watermark is a key for encrypting said content digest, waternarking

said e-seal, or bot h. deggee cuyifi that opner?20rand ssids theaeddicdiertg theo cl ai m
45, wherein said 30 C8\%$rrbgocﬁ11%ﬁ ttﬂesse%igeoc%dt%n?g& representation of said
ori ginal docunent genéerated by conputer tea 5D program code neans

sel ected from t he4yr oThe sprist SériteiP 10fkkecps Pebcddrddiih 2P icans wRAEHOML er

readabl e program code neans for hashing said content using a secure hashing
process; tonputer reatilseied guEng e iswins nreesss andis esenglicior thy vesificatians of
sai d content; and conpui.er readabl e program code neans for extracting
features of said content. 50. The conputer program product according to

cl ai m 45, wher ei n5yai Theowha20dag elsdost o eittephetpnthed-cerificaseot @hi Hn of sai d
ori gi nal docunent generatgjd ggl c?‘(r}p%er readabl e program code neans for

bl ock- based codi ng apPPESePasishax o rger tiscaritiicates anthgsericeirstichgl G
predeterm ned size and shape, said content digest including an array of

| abel s with each | abel being dependent upon a classification of a

cor r espohdi ngSetandky, of aernatieomtyeis that Bie owiee 920 bpngsin agrapgr dovuprenduct

according to ¢laim4é ein said 15 visible seal includes at.l|east one
of a docunent &i?é‘éf’&e"re?‘iﬁé’%gg"oéhS P FEEHRE bfad ﬁ‘l‘grﬁﬂ‘i“?? | gpic copificate
si gnature. 5Zserviee, WiHiER iHchidep BRUIHAGVRpQEEpst according to clai m 45, wherein
said optically sensitive conponent includes a serial nunber for said
el ectroni ¢ docuneht . Dle service center 910 verifies the legitimacy of the paper document
with the original issuer 930 on its capacity, converts the paper document
15 to electronic form, signs on the electronic version and assigns a trust
level to the document. For example, the trust level can be high if verified
with the original issuer.
2)  The service center 910 keeps a record of the certificate.
3) The owner 920 can choose to either keep the e-certificate, or rent a

20 deposit box to keep certificates in the service center 910.

Thirdly, an owner (student) 920 requests tb send an electronic document (degree
certificate) to a recipient 940 (the university the student is applying for a higher
degree study) and includes the following steps.
25 1) The owner 920 logs into the webpage of the service center 910 and fills in
a request form.

2) The service center 910 verifies the electronic document and sends the
document to the recipient 940 together with service center’s e-seal and
security statement (level of trust).

30 3) The service center 910 notifies the owner 920 of the status when the

recipient 940 has collected the electronic document.



53. The conputer program product according to claim45, wherein said

el ectroni ¢ docunent includes: one or nore pages of content conprising text
and nultinmedia informati on; and one or nore | andmarks for | oraMand 2804| east
one of said content, said e-seal, 25 and_other document conponents. 54. The
conput er program product according to cr§8h145, further including a second
e-seal having: content for said second e-seal including said content of

sai d ori ginal Fd%ﬂ%ar@%ﬁ@%@ﬁﬁe 6 Ic8 bf AR} leghfad Wehisithlon seal of an
authority and a content “di gest dependent upon said contént of said second

e-seal enbedd&wludingthiedoNdvsnpkierseal . 22 March 2004 -53 55. The conputer

program product gceQrding..to, el aim4as urt her including conputer readable
program code nea sﬁﬁ?agé‘“eﬁ%he%‘%‘ffﬁé‘sgg W%g?é%’tcﬁbl e watermark in said e-seal

for protecting aynahsrgiktertd bharey Righ BAKA {hy vbpadd of tBe S@dlce clfier A0SYsL €M

utilising a network for rotectlng the legitimacy of an el ectronic docunent
and a cor? espondi naeﬂﬁiﬁilm heglegbe fumei d printed docunent being a printed

versi on of said =8l j i Fpcludi ng: ans. for )
gener ati ng a corpent droisE et STt neaahe u L ALE RE'ICh Bl AT SRR 8 ¢ o1
neans for authenti detvenficataind [fthérgiined redoely thentriice @hee DI@Bémadiomha usi ng an

el ectronic seal or, e-s e-seal .including a visible seal of an

| ,. sai - .
authority and sai dlsé%%%gﬁtford‘f pliQilyBdithen PPis tR&SAVIGE sieres &aepl intorfigns f or

adding an opti cal | Yosiefsk [deéter RIRANEAIrt) SafBlede aut henticated 15 docunent
for printing using a trusted printing process, said optically sensitive

conponent0 cont ai4}i Mhe barfioe wertterdH Ofkeeps adicomit dfiloptcopyhend and semidibhéicthei on of

said printed docunent, in [of0) r.modi.fied version of said printed
document . 57. The%@?%ﬁ’?&&?&%‘fﬁ’ he gegistere 3‘%’," wherein sai d authenticating

means 20 includes neans for watermarking said visible seal with said

content digest to enbed ] _
Fifthly, the service center 910 receives a request to print a hard copy of an electronic

document either from an owner 910 or another party.
15 1)  The user should registers with the service center 910.
2)  The user logs into the webpage of the service center 910 and sends in the
electronic document.
3)  The service center 910 performs verification on the electronic document,
assigns a trust level to the document, and prints a copy together with the

20 center’s e-seal and a dedicated optical sensitive component.

Sixthly, the service center 910 receives a request for legitimacy verification of a
printed copy involving the following steps:
1)  The service center 910 verifies the validity of the e-seals by visual
25 inspection.
2)  The service center 910 verifies the validity of the optically sensitive
component.
3) The service center 910 scans in the paper document, and verifies the
document legitimacy by checking the document content digest and

30 ownership of the e-seal (if necessary).



said content digest in said visible seal. 58. The system according to claim
57, wherein said authenticating neans includes neans for encrypting said
content digest prior to watermarking said visible 25 seal. 59 Mihd 29938tem
according to claimb58, wherein at | east one of an enbeddi ng address, shape,
and boundary of said watermark is a key Bor encrypting said content digest,
wat er mar ki ng said e-seal, or both. 30 22 March 2004 -54 60. The system
according to ¢ AemM:¥0p ro‘@@ﬁrﬁﬂe@eﬁ?de@eﬁt%f‘@ﬁ?ﬁeeﬁ'o&ﬁ?ﬁeeg% rBcdz @ BH AR ument
representation of said original docunent generat'ed by neans selected from
the group condiasis negeasarydblamﬁoahommpcﬂg Thar@onblmtceaatedwdml}p datsBCur e

hashi ng process sel ec K jt of, sald and neans
for extracti n&ﬁ?e«?g%d?ﬁé tﬁ?d%%ﬁna"i n“?%ﬁﬁ%s TRFEVIESPHTE ﬁcgﬁ%ﬁj&sﬁ’a“i claim
56, wherein sgéfle ot G 4] B8 Sérvice c@n@p@ﬂﬁa&@ﬂofﬁ&g@ﬁc%ﬂpa‘fth%me sai d

ori gi nal document generat ed by neans for block 10 based coding applied to
sai d content, @@t@mﬁnb@momaw e authority of Srertbywenio) iz avedlirdsnshigpeandshé d
content diges I f beI s W,th ea ch Ia i endent
upon a cl assi %JI {é% |°g(r§lllé(; oﬁoé@s%egn Bﬁsgrcﬁ?og?es At a gﬁ?"éﬂ% g%ﬁlélj'

syst em accor didrgict @ertbied Iy, Bﬁ depb@ﬂmms @ﬁjtébtéd 15y le@s&eThe sdtdicsl 8&Herdi 015

| east one of a docunment header, a |ogo artwork, a graphical synbol, and
a signature. égesnpﬁéa‘éey?é‘tyé?ﬂhé&%ﬁcﬁsﬁ @Wt@tafmeskpowmxﬂ n said optically
sensitive conmponent includes a serial nunber for said el ectronic docunent.
20 64. The system according to claim56, wherein said electronic docunent

i ncl udesl0 oneTbe owneré)aﬂagfe]se adirtificatdsanah choospiid séndghé exertificatesnd dnyoreli a

i nformation,; 3 ne or nore |landmarks for |ocating at | east one of said
content, said

The service center 910 is advantageous for a number of reasons:
1)  There are many document issuers in the world, and there is little or no
15 information available about issuers and those issued documents.
Consequently, there is hardly any effective means for legitimacy
verification.
2) Itistime consuming and costly for owners to send paper documents and
also to provide official evidence regarding the legitimacy of the
20 documents.
3) Itisnot efficient for each issuer to provide a verification service

regarding the legitimacy of certificates and other documents.

4.3 Electronic Check

25  Checks or negotiable instruments are used and preferred by many people to pay their
bills. The parties involved are a payer, a payee, a payer’s bank, a payee’s bank and the

service center. An electronic check services product is as follows:

Firstly, the payer issues a check involving the following steps:
30 A) The payer registers with the service center 910 for the service.
B) The payer logs on to the service center 910 through the center’s
webpage.



25 and ot her document conponents. 65. The system according to clai m 56,
further including a second e-seal having: content for said second e-seal

i ncluding said content of said original docunent 30 and sai (X Xarcht2004
e-seal; and a visible seal of an authorié%band a content digest dependent
upon said content of said second e-seal "ébedded in said visible seal. 22
March 2004 -55 66. The system according to claimb56, further including a

trusted printing @y reRseAREilon e Yorkerof Biym&d: ahd Qi{gnﬁgi?%%ﬁhﬁﬁgﬁﬂecat ed

docunment containing said optical sensitive conponent. : e system
according to cl ai m 66samgaeansas gathdhe bankt (eth, fingerpiinig fase, oraphayghuhé tmmdevi ce

is accessible via sai d twork and i.S renotel ogat from one..or nore of
t he ot her conponents B nglg.sl lgf%nﬁlsaﬁg%ab%%ayﬁ%tg‘&s@ggﬁ%8%%8?%81%o claim
56, further includi ngpeiEanendnes aiidestticago@iumbBeieeRYédd farie tagiolBl, knd N

said e-seal for protecting ownership of the authority of sai d e-seal. 69. A
systemfo$ protecti ngth?ﬁételoégiemmt-of an el ectroni ¢ docunent and a 15

correspondi ng pri fblt)edTﬁé)&VquQEente?@ilglﬂﬁo hgﬁééﬁﬁagg#%gggﬁééfngr generati ng

an aut henticated efectronic docunent, said a ronic
docunent i ncl udi ng) coTheserviod canter® 0 gignakhedbeciowith both the ajertnind sé@for) an
el ectronic seal or e-seal for authentjcating said original document in
electronic form sai deteEssrsealsanddenls the chesk ) eoa%se of an authority and a

content digest enppddgfei e ﬁde% .'&g%g)stﬁ@&e B8P Serl R cgr?ch?l‘i‘)tﬂd?ﬂieéﬂle

optically sensitive conmponent” adde 0 sal d aut henti cat el ectronic
docunent 1@ or printingpaysi.ng a trusted printing process, said optically

SOTS1LL e, COMENCE) S g U TP BB oL RSB AR B o

printed 25 document; pBaasd botheiRvidyddnerone, dnaPetdoARGYsi0f taihdck to the
aut henticated el ectronic docunent; neans for printi % sai d aut henticated

el ectroni ¢ docunment apRYesdihg rsiptadcdierihasegeuritl Veatere op Srearaye’s bank, 8wi d
trusted printin roc id verifying neans t royi de an
aut hent i (F:)at ed p?i IEl)t edﬁ %gag%rgr@ﬁh %Ei%ge#g%%%gmgfgﬁg%%%s@ reaﬁoﬁﬁ)opglﬁﬁoé’? 69,

wherein Baid | egiti megyvivecdnteriong ane dtsustadc| udes neans for verifying a
wat er mar ked di gest  of content against_ a 22 NMarch 2004 -56 correspondi ng
one of one or SHwndlethsasyee slaigmsibeshsck vplying thefeHevingistasel ect roni ¢

docunent. 71. The j . .J% hein said |legitinmac
A§ty§g§é§a§gfﬁge é}gvﬁt‘ﬁtﬁ‘%é’é ¢ Qentt A8 9 y

verifying nmeans fu s neans for locating and verifying one or
nore e-seals in sB)d Ehdpenat icgabedo tHeasetviamicateacwabpage. 72. The system

cocordino o ol &y Top hcrel et sl (Ley ver [y ng megns g her
includedzg n sai d pyt hEREhGRIDH (8 £54E 0RH Send VELEREE to dodree’§HnIS Vol &HB
according to claim 69, further including:
bank scans in to read any required information from the check, and sends
the information to the service center 910.
E) The service center 910 verifies the check with the original form filled in
by the payer.
25 F)  The service center 910 sends the check to the payee’s bank with
verification result.
G) The payer’s bank accepts the check and commits the transfer on the due
date indicated in the check.
H) In case of check refusal by the payer’s bank, the payer’s bank signs on
30 the check for refusal. The service center 910 notifies the payer, payee,

and payee’s bank together with a copy of the check singed for refusal.



means for verifying the legitimacy protection of said authenticated printed
docunent based on said el ectronic docunent. 15 74. The system according to
claim 73, wherein said neans for verifying the |egitinmacy pr2i Baréchd200dai d
aut henti cated printed docunment further i ggl udi ng: neans for visually

i nspecting said visual seal of each of s&drd one or nore eseals; 20 neans
for verifying said optically sensitive conponent of said authenticated
printed docunent; IyreaRér {ID¢asss; dyprived i idtiqhedntd BRiRGapé Hegrysacunent
and extracting a watermark from each of said one or nore e-seals; and neans
for extracting a cont Bk Heqayee anddhe paves’sdrank.ahel sesice casteiceerified R
verifying said extrac t e . h f.or protecti.ng the
| egitimacy of an el ec%}%glfl?‘g&éggén %?Ie%% %d%(sf(E)ﬁre\rog[s?%)%(r%g|Shtlgvep°r8fnﬁpgglt(§}6&gurrent,
sai d met hod i ncl udi ngdésigned fenhataheclgané bahisngaper agiyhenti cated el ectronic
docunent, _said authenticated el ectronic 30 docunent 1 ncluding content of an
ori gi nal Yocument in electronic form an electronic seal or e-seal for

aut hent i cat i Ag-sar8VHS oRNRRT| I0K»RA g ipte $1gners sai d e- seal

i ncludi ng a yjsihl | s u Ly, tent .di gest enbedded in
said e-seal ;Fbﬂi‘g n@ﬁ?@% S%Brlf%? é}% %Ognéfre é i‘tﬁggséﬁmggﬁag%ﬁ Iﬂ§/e 21 fa[v e
conponent addgiktéred sdthdhastriieatétat @ «tiecdysrii sdniakearnbf fhelor@mizationg

using a trusted printing prqocess, said optically sensitive conponent

cont ai ni ng i HROMTSETVE o8 rgﬁ%ﬁ@a&htﬁae%a%lwd(weﬁmﬁfeaiheéwswsswdd
printed gocupRpihefReR (§ R T Is -S4l y nt;
verifying the | egei t?néc;g/lpé(g%qécai aut Eg%‘%éﬁ{:bzdtlg %F%?twrn cd%B%& gé}ggenrgﬁ‘?é{gge
printing said authenticated el ectronic docunment and said optically

sensi tive conpPonteicasesifagontrhd betweeh selvepalipattisagthfyriacslsss e panaant steppn sai d

verifying step toﬁgro de an authenticated prjinted docunent. 10 76. The
net hod accor di ng c g partes copiraprate ined thetynal capy: thatis agrepablg tasalbthe
includes the step of Nepbd YhogerdicbREREMBIKARS 4 Cﬂ%ﬂ& Aoaignst a
correspondi ng one of }:j)ne]l or rmrece-sea]ln%1 I ncT %g%gﬁ%%g%gl a°3°9 ent | éiat ed

el ectronlT docunent. seBd¥the dbhemenstitone atthosignagtotstaricdigning.76, wherei n sai d

| egitimacy verifypng further includes.the st of, l.ocati.ng and
verifying one or ﬁgre‘gg%@ ¢ _ﬂgé’ﬁit‘a lf‘Fﬁ’é‘_fﬁ(ieBE?f§g{§’éqa_g¥_lﬁ?rcﬁ*$rﬁn%opunpnt.
78. The nethod accyr dphgot Be phicssighs tHMMRE@NBtSAH dedRThd EdERE¥nVRIthE Vi ng 20

step further includes the step of Ver_lfél ng the validity of each of one or
nmore e-seal s i ncl udedndxhpardy enduigtanentil e tlaipastieshave sigped hewdeownent78he The

nmet hod according to cl.al: i - 1ncl udi ng, a_ St & f. veri.fving the
| egi ti macy protecti onglg#l H% é?dge{asuatﬁkogﬁ{ulcggjf gﬁjd%ersiq%? %%“ﬁ@cog%enﬁenﬂg%%e&ge&? said
25 el ect2®ni ¢ docunengeal BAnakEraremtirdsnackaizdid hetagreel ermiohd Thwkebai ¢F sai d

step for verifying the |l egitimcy protection said authenticated printed
document further incladecument iy apatedat thyservica senter dwingsigningpracesss ual

seal of each of Sghd REmvIPA e SRS sia HeldothRGrSRhdhBRbLER Tk i,

sensitive conponen sal d aut henticated®printe ocunent;
after first signing, the signers send the document back to the service

b

HLVHYS Lo

center 910, the service center 910 distributes the document to parties for
25 the second signing, and so on. In this case, the number of copies of the

signed document is the same as the number of signers. Each copy has a

different order of signings, but the same effectiveness.

E) The signed copies are kept with signers. The signers can choose to rent

deposit boxes from the service center 910 to keep their copies securely.
30 F}  Upon a request, the service center 910 verifies and prints out a paper

copy of the document with an optical sensitive component that is

generated by the service center 910 for that document. The optical

sensitive component is coupled with the last signer’s e-seal.



22 March 2004 -58 scanning said authenticated printed docunment and
extracting a watermark from each of said one or nore e-seals; and
extracting a content digest fromeach of said waternarks and2vaichyiong sai d
extracted content digest. 81. A conputer program product having a conputer
usabl e nedi um havi ng a conputer readabl et T ogr am code neans enbodi ed
therein for protecting the legitimcy of an electronic docunent and a
correspondi ng printed docunment, said conputer program product including: 10
conput er readabl e program code nmeans for generating an authenticated

el ectroni ¢ dBeuthesese o aultipletsigsatsifonareefficlab docuprnt, tosysteenseriveraifani ng
content of an_origi.nal docunent. in el ectr.onic for an electronic seal or
e seal for aMiemiaaEan i T Bk STt usren ARl eIV oy s o
e-seal inclugipg. a visible seal of an authority and a content di gest
enbedded in said e-seal; 15 conputer readable program code neans for
generatiny an opt Adal Ay oslmalidocymentdpgondesigradnamentofaabuilding ieereatedbed

el ectroni c docunent fé) ro@Bée?ti ng using a trusted printing process, said
optically sensitive cohp nent containing information for indicating copying
or nodification oB)salkk propodee tbed it iR dysicth serepPWith thapskrédnedpiersken of
said printed docunent; 20 conputer readabl e program code neans for
verifying the |egiti niepraposersigns and pensithedosymeniiothonixt paser fnt ;

conput er readabl e pr > AL ] id authenticated

el ectroni ¢ docunent gﬂé sath%gg%tl cé?}frélﬁéjetﬁ%is |%/Igg?:%rgrllbonent using said
trusted p¢inting P)ocEsssydepesmtearinotifienths aext pecsop wf dre arsed atfkle dgocogeatn code
means for verifying to rovi de a ut henticated printed docunent. 82.
The conputer program ?ﬂ"égﬁg?rs%ﬁg?ﬁt?‘ﬁao?‘gn@tai m 81, wherein said conputer
readabl e program pydeTREaREn] QivefFdatesiat8cdr 8 HeMENmbR G 8S tROPRBIET
readabl e program code neans for verifying a watermarked di gest of content
agai nst a 30 corr espofdifurthesmerifadatione or nore e-seals included in said

aut hent i cated el eEB rophé ﬁﬁia(f %}Jgrnrgcil Eiécume%%isl\ﬁgg’ Pn a%oaoréﬁve of the organization.

15 F)  Upon request, the system server verifies and prints out a paper copy of

the document. The printed copy has optical sensitive component added
to the document. The optical sensitive component is from the system
server, designed for this particular document, and coupled together with
an e-seal of the last signer.
20
The embodiments of the invention are preferably implemented using general-purpose
computers. In particular, the processing or functionality of Figs. 1-9 can be
implemented as software, or a computer program, executing on a computer. The
method or process steps of protecting the legitimacy of electronic and corresponding
25  printed documents are effected by instructions in the software that are carried out by
the computer. The software may be implemented as one or more modules for
implementing the process steps. A module is a part of a computer program that
usually performs a particular function or related functions. Also, as described
hereinbefore, a module can also be a packaged functional hardware unit for use with

30  other components or modules.



-59 83. The conputer program product according to claim82, wherein said
conput er readabl e program code neans for l|egitimacy verifying further

i ncl udes conputer readabl e program code neans for |ocating ardMaehiZ0p4ng
one or nore e-seals in said authenticated, el ectronic docunent. 84. The
conput er program product according to clv im 82, wherein said conputer
readabl e program code neans for legitimacy verifying further includes
conput er r eataBArficlh) HAPRGAHCM IR B Stofllin WRbipUieR dsdbteort@hdaBid hedifimeach of
one or nore e-seals included in said authenticated el ectronic docunent. 10
85. The conpincudipg dfepi Piseaderd disedriv, agnagneiotagitiealglisc drivet BB*ROMI udi ng:

conputer rea . program code ans. for. verifying the |egiti

protection oﬁﬁ géign %T%lren iog%ré) aﬁWRF‘é%frﬁ)&‘f%%H?g@%&geggess‘ﬁgg%qmﬂoni C
docunent . 15tf6e skilled HodP wite The seRK BN PEe by &aaed Hitd thelcBmphl Fofdthe
wherein said conputer_ readable programcode neans for verifying the

| egiti macy pFOTBEET wiableanedivmand thancatricd qut by therosmatare At computé¢rarogram

i ncluding: ¢ | IRAR r. ¥l Ly, i cting

sai d vi sual gfg%ﬂ&%agg&ﬁg%@ﬁ&gg%@%gﬂ@ rmr%s"{ec?lssga g%éadg(?rfﬁtl}{@?e?r eadabl e
pr ogr am code proggais réocordedenithy inedivsaibdt cptbecalied websg ik compuranPhneriofof said
aut henti cat eﬂ1 printed docunent; c,onlt_l)uter r eadabl e program code neans for
scanni ng sai HCFGTEHT PROFraR PErdust dhe sempat Prafesrbly efferss amdvaniagea nar k
from each of ;e fANG@N HRERIRY@BIne; 25 and conputer readable program
code neans for extracting a content digest fromeach of said watermarks and
verifyintfsaid extracted content digest. 87. A nethod of trusted docunent
delivery via

k. sai d_met hod 30, i ncluding the st d docum
secure comuth g?er%‘ﬁﬁgﬁ #yﬁ%%i)ﬁ“\r/%tecﬁgﬂﬁg‘?q 9N OF fioe gt?lg@rxgﬁﬁgg é{’?aisaoﬁs; Ishing a

communication interface using an appropriate communication channel such as a

modem communications path, a computer network, or the like. The computer
network may include a local area network (LAN), a wide area network (WAN), an

15 Intranet, and/or the Internet.

Numerous configurations of computer systems can be employed without departing
from the scope and spirit of the invention. Computers with which the embodiment
can be practiced include IBM-PC/ATSs or compatibles, the Macintosh (RTM) family
20 of PCs, Sun Sparcstation (RTM), a workstation or the like. The foregoing is merely
exemplary of the types of computers with which the embodiments of the invention

may be practiced.

Typically, the processes of the embodiments are resident as software or a program

25  recorded on a hard disk drive as the computer readable medium, and read and
controlled using the computer system. In some instances, the program may be
supplied to the user encoded on a CD-ROM or a floppy disk, or alternatively could be
read by the user from the network via a modem device connected to the computer, for
example. Still further, the software can also be loaded into the computer system from

30 other computer readable medium including magnetic tape, a ROM or integrated
circuit, a magneto-optical disk, a radio or infra-red transmission channel between the

computer and another device, a computer readable card such as a PCMCIA card, and



22 March 2004 -60 verifying the identity of each party; providing neans for
a party to sign an original docunent; protecting the legitinmacy of a signed
docunent in electronic form said protected signed docunment Inlatidhi2004
content of an original docunent in electronic form a content digest for
said content of said original docunent i"iZel ectronic form and an
el ectronic seal or e-seal for authenticating said original docunent in
el ectroni ¢ f gHeteditdt An@hiitRBbts itBhaipld Bbaif irthshibdiSns3Ra inPfmAbrAdtHaLd by and
said content digest enbedded in said visible seal; sending a protected,
si gned el ect Wghisdesgmgduhehke. f Tlonfozegomneds npredp exgmplaryeofirelesant tomputeat i on to a
recei ving patr a 8eCco renote. .l ocatjon of said networ.k;.notifying said
 recei ving paﬁaéa@% nediy Ss‘retgtth elb?oﬁpéléﬁréaaégbgé??%wpﬁm(fl‘éﬂ(t,’ﬁr?éarﬁl,cédrE(HE‘?% ng said
sent prot ect debfigct6:07hEsdP6 U §inedf thaiflef@siond renote | ocation of said
network; sending a receipt of said sent protected el ectronic docunent to
sai d send?ng 15 party at said first location; verifying the legitinmcy of
said sent pr 1 roni t i d semt e, l.ocation of
ai d netviop k 1155 R SIcELEL U8 E AR TRAb R oG Bh e SRR B EG” nadi ng
an opti cal | ylegitisadyi pretectediznd arrhethed, aaiagpattubendingaie pre@amppoduct aid 20
printing using a &rusted,pr'n’ing process, said optically sensitive
conponent coRCHERIHPIPIEF ¢ fesHiTpesw af stfckanicagd pupted dgeBrentverer i cati on of
sald printedqaRabarEWhildorfly § SR BRI dnffbdnRERS O} RlertRld RARBECD
docunent; and printing a copy of sald protected electronic docunent using a
trusted Pti neppagend tothessskildé i88he dihen newhaithmcisiaireg thaonwherions 8¥ngéd xrt her

being a certifj,cati [,.notarjzation.nmet hod i.ncluding the steps. of
est abl i shi nga‘éd/%re‘?}ﬂ‘?‘@ﬂ%%i“wriﬁ FFEE%%‘%BWH&#%W%FC%H?MWBWeér}ﬁi ent of
t he docunent jnyv3gigpt ai ning an el ectroni ¢ docunent for an owner and

assigning a trust statenent to the docunent; delivering a trusted copy of
t he docunent to the recipient.




22 March 2004 -61 89. The nmethod according to claim 88, further including
the step of providing an el ectronic safe deposit box for storage of

el ectronic certificates. 90. The nmethod according to clai m 8p mMbatshtdvea
bei ng an el ectronic check transacting nethod including the steps ofi
establishing a secure network |ink from43service centre to a payee, a
payer, and one or nore respective banks; signing an el ectronic check and
sendi ng said check to the payee, said check 10 being said signed el ectronic
docunent; claimng said check for the payee; clearing the transaction; and
refusing the(@aAMSt if the check is not legitimate. 15 91. The net hod
according to claim87, being a nmethod for signing of docunents with

mul tiple signing parties including the step o establishing a secure network

link between a senvi ceAgeINdi@nRTcoheMEbSrepfdd@eHdMEr AtbrRIpGRthKintépn of
said el ectronic docunent; and signing said electronic docunent”in either a

serial or3 pafegunednt genshlerof hpping the lepidimasy lebenid cleoirenindocument pratecde, f urt her

' ' .st.e ' [ i.gi nal_. At i inted f
card ori gi nar3sansd dpSBRUE R S Rkch P Pt AR ol ool 84855 05T The

met hod accor dietgordio dedumant théludidgzr t her i ncluding the step of verifying the
| egiti macy of said sent protected electronic at a |l ocation of said network.
94. The net hod acEYHetofap grigingl dacyment igrlgcpnicdemidi ng the step of

provi di ng neans fgr : 1! i g o0k gi naf . rch 2004
-62 Legitimcy Prgfggﬁﬁggé%}ﬁ)F%gggg%?%gﬁgébﬁggﬁogﬁg&gqﬁ?#ﬁ?@ﬂgﬁ%%g Ther eof
ABSTRACT1(An el ect aweliectratic seabot e-§&40 B)r aatidnacatiop saidpeipiiahdoqmient 60 docunent

capabl e of having.their legitinmacy. protected, and a method, an apparatus, a
conput er pr ogli""é : ?gﬁ%?mg%‘d’eﬁ‘ %%‘?l RRVEHDI5 SeAl 82?1? A ey aPéé?IBicﬁﬁ@S}t of
el ectroni c apgeflehi¥e8Ekd in said visible seal;
an optically sensitive component added to said authenticated document for
printing using a trusted printing process, said optically sensitive component
15  containing information for indicating copying or modification of said printed

document in a copy or modified version of said printed document.

2, The electronic document according to claim 1, further including a
watermark in said e-seal for embedding said content digest in said visible seal.
20
3. The electronic document according to claim 2, wherein said content

digest is encrypted prior to watermarking said visible seal.

4, The electronic document according to claim 3, wherein at least one of
25  an embedding address, shape, and boundary of said watermark is a key for encrypting

said content digest, watermarking said e-seal, or both.

5. The electronic document according to claim 1, wherein said content
digest is a condensed representation of said original document generated by a step
30  selected from the group consisting of:
hashing said content using a secure hashing process;

selecting key items of said content; and



10 docunents are di sclosed. The el ectronic docunent (200) includes: content
of an original docunent in electronic form a content digest for the
content the original docunent in electronic form an el ectr ot Blasehal00ar
e-sea (224) for authenticating the orig[ggl docunent in electronic form
the e-seal (224) including a visible seal™of an authority and the content
di gest enbedded in the visible seal; an optically sensitive 15 conponent
(120C) added to tbgradhpesiieabesidamwmnt for printing using a trusted
printing process. The optically sensitive conponent (120C) contains
information for indicating copying or nodification of the printed docunent

' ALSeh Al 8eh. AL8&5 AL cTArseRo Rl gl R R UMD e FidZoRisBke AL sC
. ALC . AL8&. AURSEE. if\b 86hddh&R rbRSentititn. Als8id. ofipiihl Ab&fmedt BéerAbdby PRI

. ALB&D. ALUR. ALBCh. AL8& ALUE ALB&D. AOUCE. ALBED. A0B& ALBE
. ALSCE. AL . hased spding applgdfo Amd conispi epchhledk havang a predgierminedsizaasc

. AL8&. ALBé&bD. : . : - . .
ALse. ALsen, ADBES L5 hob d1ees R 4pEAB Py ELIoREIS i furach/abebpein dependent
, | EHB{ vql gb] ¥pwej clajsifadatiah ofi} caresppudihg block of adid @pmragica) ca] ca] ca] ca] ca] ca] c
a) ca] ca] ca] ca] ca] cal] ca] cal] ca] ca] ca] ca! FO3CQUV
| " RB-&&& [ T(i (((4)v)))*{***+ +}xsni d*Y]]calU] ca] ca] ca] ca] ca] ca]ca] ca]ca]c
a) cal cal cal cal cal o2l caigaliskont aabsabe lelinelealsa] caheahaucalior! *h. k..
-% ) - #000136667S9m p: <=>>[ ?i ?nP?<B?BCC5DDDEF} x3ni d_Z| |] ca] ca] ca] ca] ca] ca] ca]
ca] ca] cal®a] ei] owlwlad etdpash praptaieaipeal bedden pdadocer] atlork] capplitaajmbhpia) cal
ca! FFH HHI #1' Id KK+ PPPKQQBRRRRVWKXDYGYYZZZ7[ | w mhc”Y] ] ca] ca] ca] ca] ca] ca
]ca]caLﬂca]c%ﬂc%F ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca]ca] ca]ca]c
aljcaljcal 7[[[#\|\\]_1lj1]]12"~"~_H "~ Faaa?bMRbd, eeeef Whj j | w | gb] X] ca] ca] ca] ca
] c”a] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] cal] ca] ca] ca] ca] ca] ca] ca] ca] ca]
ca] ca] ca] ca] ca! j j Aiprmihe slesiseipp perumant secording tq dlain] kywhereinisgid{optisallthc Y] ] ¢
ajcalca]calc ! C n ; al cal ca] ca] ca] ca
CL]CL]cg]CL]%%%@%?%g%@éﬁﬁkﬁﬁ%éﬁ%Eggﬁ@%gg?%gﬁ%g%k%%%%@%%?*%%%%ﬁ%ca}ca}ca}c“g
] ca] ca] cHj ca] ca] ca] ca] c*a] ca] ca] ca] ca] ca] ca] ca] ca] ca] c”a]ca]ca]cal;
5>u8g8W z~yt oj d_ZUJ] ca] ca] ca] c*a] ca] ca] ca] ca].ca] ca] ca] ca] ca] ca] ca] caV]ca] ca
] ca] ca] ca] caV] ca] daV] c At SFEEIHG eI ASPEPS I Hlairh hoviGres SUig BTN cal ca
] ca] ca] ca] cajsahsntidfefilaedl cal ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] c”a] ca] ca]
ca]ca]ca]ca]calcalcal[ $qgx 6?\ztoi b\ WY V] ca] caV]ca
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ca] ca] ca] ca] cal caV] ca al calcrack== ~yt ohb caV] cal] caV] ca
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] caV] ca] caV] ca] caV] ca] ca] ca] ca] ca] c”a] ca] ca] ca] cha] ca] ca] caV] ca

10.  The electronic document according to claim 1, further including a

second e-seal having:
content for said second e-seal including said content of said original document
25  and said (first) e-seal; and
a visible seal of an authority and a content digest dependent upon said content

of said second e-seal embedded in said visible seal.

11.  The electronic document according to claim 1, further including an
30  imperceptible watermark embedded in said e-seal for protecting ownership of the

authority of said e-seal.
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10! kKL*"109&' () -!dL*" 109& {) -1 rL*" 109&&&' “dEoP1i
109%4.0%&; () - g(g;aﬁ-l coqctpm r)epreg@lyﬂlo(n af\;;alyi@);?@ ) dq;t;:ument generated by block-
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109%&' () - L3 ! 1501 ¢ slagsifignsign of a comgspoydipg blpel pgid content,

N " 1098 ()-i P" 109& () - L! N3i P" 10% ()-L!\i P" 10% () - L10% () - #CL0%& () -
10*1123F456zX61/ !'!ULp, "10%& ()-!ULp, "109%& ()-!dLp, "10%14& ()-!'\L"109% () -
ldL"109%&' ()- i"109& () T6ephihied d8sident abi®rdiQe®o ¢Ihim 12, wherein said rendered

visible seal includes at least one of a document header, a logo or artwork, a graphical
symbol, and a signature.
10
19.  The printed document according to claim 12, wherein said opticaily

sensitive component includes a serial number for said printed document.

20.  The printed document according to claim 12, wherein said electronic
15  document includes:

one or more pages of content comprising text and multimedia information; and

one or more landmarks for locating at least one of said content, said e-seal,

and other document components.

20 21.  The printed document according to claim 12, further including a
second rendered e-seal having:
content for said second e-seal including said content of said original document
and said (first) e-seal; and
a visible seal of an authority and a content digest dependent upon said content

25  of said second e-seal embedded in said visible seal.

22.  The printed document according to claim 12, further including an
imperceptible watermark embedded in said e-seal for protecting ownership of the
authority of said e-seal.

30
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digest embedded in said visible seal;

adding an optically sensitive component to said authenticated document for
printing using a trusted printing process, said optically sensitive component
10 containing information for indicating copying or modification of said printed

document in a copy or modified version of said printed document.

24.  The method according to claim 23, wherein said authenticating step
includes the step of watenmarking said visible seal with said content digest to embed

15  said content digest in said visible seal.

25.  The method according to claim 24, wherein said authenticating step

includes the step of encrypting said content digest prior to watermarking said visible

seal.
20
26.  The method according to claim 25, wherein at least one of an
embedding address, shape, and boundary of said watermark is a key for encrypting
said content digest, watermarking said e-seal, or both.

25 27.  The method according to claim 23, wherein said content digest is a
condensed representation of said original document generated by a step selected from
the group consisting of:

hashing said content using a secure hashing process;
selecting key items of said content; and

30 extracting features of said content.
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30.  The method according to claim 23, wherein said optically sensitive

component includes a serial number for said electronic document.

31.  The method accordiﬁg to claim 23, wherein said electronic document
15  includes:

one ot more pages of content comprising text and multimedia information; and

one or more landmarks for locating at least one of said content, said e-seal,

and other document components.

20 32.  The method according to claim 23, further including a second e-seal
having:
content for said second e-seal including said content of said original document
and said (first) e-seal; and
a visible seal of an authority and a content digest dependent upon said content

25  of said second e-seal embedded in said visible seal.

33.  The method according to claim 23, further including the step of
embedding an imperceptible watermark in said e-seal for protecting ownership of the
authority of said e-seal.

30
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means for adding an optically sensitive component to said authenticated

10 document for printing using a trusted printing process, said optically sensitive
component containing information for indicating copying or modification of said

printed document in a copy or modified version of said printed document,

35.  The apparatus according to claim 34, wherein said authenticating
15  means includes means for watermarking said visible seal with said content digest to

embed said content digest in said visible seal.

36.  The apparatus according to claim 35, wherein said authenticating
means includes means for encrypting said content digest prior to watermarking said

20  visible seal.

37.  The apparatus according to claim 36, wherein at least one of an
embedding address, shape, and boundary of said watermark is a key for encrypting

said content digest, watermarking said e-seal, or both.

25
38.  The apparatus according to claim 34, wherein said content digestis a
condensed representation of said original document generated by means selected from
the group consisting of;
means for hashing said content using a secure hashing process;
30 means for selecting key items of said content; and

means for extracting features of said content.
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shape, said content digest including an array of labels with each label being dependent

upon a classification of a corresponding block of said content.

40.  The apparatus according to claim 34, wherein said visible seal includes
at least one of a document header, a logo or artwork, a graphical symbol, and a

signature.

41.  The apparatus according to claim 34, wherein said optically sensitive

component includes a serial number for said electronic document.

42.  The apparatus according to claim 34, wherein said electronic document
includes:

one or more pages of content comprising text and multimedia information; and

one or more landmarks for locating at least one of said content, said e-seal,

and other document components.

43.  The apparatus according to claim 34, further including a second e-seal
having:

content for said second e-seal including said content of said original document
and said (first) e-seal; and

a visible seal of an authority and a content digest dependent upon said content

of said second e-seal embedded in said visible seal.

44,  The apparatus according to claim 34, further including means for
embedding an imperceptible watermark in said e-seal for protecting ownership of the

authority of said e-seal.

45. A computer program product having a computer usable medium

having a computer readable program code means embodied therein for protecting the
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5  original document in electronic form;
computer readable program code means for authenticating said original
document in electronic form using an electronic seal or e-seal, said e-seal including a
visible seal of an authority and said content digest embedded in said visible seal;
_ computer readable program code means for adding an optically sensitive
10 component to said authenticated document for printing using a trusted printing
process, said optically sensitive component containing information for indicating

copying or modification of said printed document in a copy or modified version of

said printed document.

15 46.  The computer program product according to claim 45, wherein said
computer readable program code means for authenticating includes computer readable
program code means for watermarking said visible seal with said content digest to

embed said content digest in said visible seal.

20 47.  The computer program product according to claim 46, wherein said
computer readable program code means for authenticating includes computer readable
program code means for encrypting said content digest prior to watermarking said

visible seal.

25 48.  The computer program product according to claim 47, wherein at least
one of an embedding address, shape, and boundary of said watermark is a key for

encrypting satd content digest, watermarking said e-seal, or both.

49.  The computer program product according to claim 45, wherein said
30 content digest is a condensed representation of said original document generated by

computer readable program code means selected from the group consisting of:
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50.  The computer program product according to claim 45, wherein said
content digest is a condensed representation of said original document generated by
computer readable program code means for block-based coding applied to said

10 content, each block having a predetermined size and shape, said content digest
including an array of labels with each label being dependent upon a classification of a

corresponding block of said content.

51.  The computer program product according to claim 45, wherein said
15 visible seal includes at least one of a document header, a logo or artwork, a graphical

symbol, and a signature.

52.  The computer program product according to claim 45, wherein said
optically sensitive component includes a serial number for said electronic document.
20
53.  The computer program product according to claim 45, wherein said
electronic document includes:
one or more pages of content comprising text and multimedia information; and
one or more landmarks for locating at least one of said content, said e-seal,

25  and other document components.

54.  The computer program product according to claim 45, further
including a second e-seal having:
content for said second e-seal including said content of said original document
30  and said (first) e-seal; and
a visible seal of an authority and a content digest dependent upon said content

of said second e-seal embedded in said visible seal.
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56. A system utilising a network for protecting the legitimacy of an

electronic document and a corresponding printed document, said printed document
being a printed version of said electronic document, said system including:
means for generating a content digest for an original document in electronic
10 form;
means for authenticating said original document in electronic form using an
electronic seal or e-seal, said e-seal including a visible seal of an authority and said
content digest embedded in said visible seal;
means for adding an optically sensitive component to said authenticated
15 document for printing using a trusted printing process, said optically sensitive
component containing information for indicating copying or modification of said

printed document in a copy or modified version of said printed document.

57.  The system according to claim 56, wherein said authenticating means
20 includes means for watermarking said visible seal with said content digest to embed

said content digest in said visible seal.

58.  The system according to claim 57, wherein said authenticating means

includes means for encrypting said content digest prior to watermarking said visible
25  seal

59.  The system according to claim 58, wherein at least one of an
embedding address, shape, and boundary of said watermark is a key for encrypting
said content digest, watermarking said e-seal, or both.

30



10j 1aB7/ 10!,iL "10%&' ()-!'HL "109%& ()- 10%& ()-iy1l0%& () -

109& ()-i"109%& ()- 1zl ~P1 #&L0%& ()- 10 10

10/ \ LI +" 109%& ()-1\LI +"10%& ()-! kLl +"10%& ()- & 610% ()- Y OB Rhrch&l0%
109& ()-i"109& ()-# 10%& ()- 109 ()-3_109& ()-0109% ()- ~ | dEAPL
#810% )J 109 ()-|' c109%& ()-L9% 10%& ()- V8E100&' ()-J 109%& ()-\i"100& ()- |
i dEAPL #&1094.6"109& ()- 4109& ()-F1109& ()-/g 109%& () -

L. 1094& () p, : 10%&60) -1 The ke r#&é&%’%@é’/&aﬁﬂ s@Weﬁmﬁ)saﬁ%@ﬁ@r{e?dlgést il) 10 10°9
109%& ()-7 10%& ()- V)dEbC #&10% s109 ()-

WLO%& () - &C 109@lepyedrepesqniation of g8 @ngm%)é@cu?xz/eﬁt égnei'altg;/by means selected from
the group consisting of:
means for hashing said content using a secure hashing process;
5 means for selecting key items of said content; and

means for extracting features of said content.

61.  The system according to claim 56, wherein said content digest is a
condensed representation of said original document generated by means for block-
10 based coding applied to said content, each block having a predetermined size and
shape, said content digest including an array of labels with each label being dependent

upon a classification of a corresponding block of said content.

62.  The system according to claim 56, wherein said visible seal includes at
15  least one of a document header, a logo or artwork, a graphical symbol, and a
signature.

63.  The system according to claim 56, wherein said optically sensitive
component includes a serial number for said electronic document.
20
64.  The system according to claim 56, wherein said electronic document
includes:
one or more pages of content comprising text and multimedia information; and
one or more landmarks for locating at least one of said content, said e-seal,

25  and other document components.

65.  The system according to claim 56, further including a second e-seal
having:
content for said second e-seal including said content of said original document
30  and said (first) e-seal; and
a visible seal of an authority and a content digest dependent upon said content

of said second e-seal embedded in said visible seal.
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The system according to claim 56, further including a trusted printing
or reproduction device for printing said authenticated document containing said

optical sensitive component.

67.  The system according to claim 66, wherein said trusted printing or
reproduction device is accessible via said network and is remotely located from one or

more of the other components of said system.

68.  The system according to claim 56, further including means for
embedding an imperceptible watermark in said e-seal for protecting ownership of the

authority of said e-seal.

69. A system for protecting the legitimacy of an electronic document and a
corresponding printed document, said system including:

means for generating an authenticated electronic document, said authenticated
electronic document including content of an original document in electronic form, an
electronic seal or e-seal for authenticating said original document in electronic form,
said e-seal including a visible seal of an authority and a content digest embedded in
said e-seal;

means for generating an optically sensitive component added to said
authenticated electronic document for printing using a trusted printing process, said
optically sensitive component containing information for indicating copying or
modification of said printed document in a copy or modified version of said printed
document;

means for verifying the legitimacy of said authenticated electronic document;

means for printing said authenticated electronic document and said optically
sensitive component using said trusted printing process dependent upon said verifying

means to provide an authenticated printed document.

70.  The system according to claim 69, wherein said legitimacy verifying

means includes means for verifying a watermarked digest of content against a

10
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5 means further includes means for locating and verifying one or more e-seals in said

authenticated electronic document.

72.  The system according to claim 70, wherein said legitimacy verifying
means farther includes means for verifying the validity of each of one or more e-seals

10  included in said authenticated electronic document.

73.  The system according to claim 69, further including:
means for verifying the legitimacy protection of said authenticated printed

document based on said electronic document.

15
74.  The system according to claim 73, wherein said means for verifying
the legitimacy protection said authenticated printed document further including:
means for visually inspecting said visual seal of each of said one or more e-
seals;
20 means for verifying said optically sensitive component of said authenticated

printed document;

means for scanning said authenticated printed document and extracting a
watermark from each of said one or more e-seals; and

means for extracting a content digest from each of said watermarks and

25  verifying said extracted content digest.

75. A method for protecting the legitimacy of an electronic document and
a corresponding printed document, said method including the steps of:
generating an authenticated electronic document, said authenticated electronic
30 document including content of an original document in electronic form, an electronic
seal or e-seal for authenticating said original document in electronic form, said e-seal

including a visible seal of an authority and a content digest embedded in said e-seal;



4109%& ()-y210%& ()- c1cl09%& ()-\/10%& ()-
L.]109%& ()-yp, 109%& ()-J,u,v,w,X,,,/n/b@#! 0i
109%& () -9P10%&' ()-"010%& ()- p#Cl0%& ()- 10 10 10L6} 10%& () - 22 Bh&hPDHX7b@
\Lp, "109%& ()-!;
L" 20% )& ()-L"109%& ()-!W"109%& ()-!PL"109& ()-!L"10%& ()- 122333333z0dY:
p#&10%&' ()- 10 10 10
| 9109&' () -!, L4* 10%Backiting anloptitOiUxsehsitive Gorbiment 8948d (0 s3833B3RakAO:
"L3"109%& ()-1L3"10%& ()-1"L3"10%& ()-1\L3"10%& ()-1010%& () - 6474y4z4{44440]
C electronic document for printing using a trusted printing process, said optically ,
L3" 109 () - L st Wbt ot ihiotmbitort othdidanhls Lop i of hiodiktdadivgp SPo
L3" 109& () - 1kAd pAEd dpedihits il Q%Y ()r-rilh&'ﬁ&ﬁW&s(oh-of"sﬁ)a'bﬁ&%&' c(o)éu%a'gggr 5325555} A
F: "L3"109&' ()-1L3"10%&. ()-1"L3"10%& ()-1L3"10%& () - 1"55556H6l 6J6u] C.
L3" 109& (§ -1 8_3" Yeias egﬁ-léiq_gﬁﬂﬂwe@f@?ldfﬂﬁﬁgf*%%@lﬁ {opyq APCHIERE () - 1J6666666(
13" 100 () - 13" 108" (58 T AMgNiertes rueni darpsent apd e opicaly Seas e, o7 pr 277
7}AF: " L3" 100@pgnent ushg g irpyted pidImg)gldsy depeRddiufot aid 'Wloi’ﬁy?rM@Jt]oC:

" : " " "() - "109%&'.() - 1" "109%R' () - " () -
L3 109 () - 1, ALA AR bbb oAl 3" 109 ()-1) L3 10% () - 18GBHBNBGS
L3"10%&' ()-1L3"10%& ()-1"L3"10%& ()-1L3"10%& ()-1"L3"10%& ()- 1888999Z9[ 9} "F
;. "L3"109&' ()-1L3"109%& ()-1"L3"10%& ()-1L3"10%& () - 1'_'({9\ 9] 9k999999u] C:
L3"109%& 19 -1"&L3" 169& {The metl@drgomding to claira' 78 owkerein shid Isgitioney ¢¥rifye09: : : 2:
XN . vn . .
L3"109%& () - 1Is_t§p irﬁ&gef f}lelst??qulv(?b}«Em(.l%?ffgﬁ%%dﬁgeit'iffofﬁ%awsﬁ: 3:6:~::::}
AF: " L3 10%8ordspdnding 68RO onelor nRdrd 0%8al§ Inchlddd 19948 uthdnticated electroaicS "

L#&10% & ()- ,10 10 10L3"10%& ()-1"&L3"109%& ()-1)L3"10%& ()-1';,;w
L <6<s<|[:tS dogumephog ()- L :10% & ()- L v

15 77.  The method according to claim 76, wherein said legitimacy verifying
step further includes the steps of locating and verifying one or more e-seals in said

authenticated electronic document.

78.  The method according to claim 76, wherein said legitimacy verifying
20  step further includes the step of verifying the validity of each of one or more e-seals

included in said authenticated electronic document.

79.  The method according to claim 75, further including a step of verifying
the legitimacy protection of said authenticated printed document based on said

25  electronic document.

80.  The method according to claim 79, wherein said step for verifying the

legitimacy protection said authenticated printed document further includes the steps

of:
30 visually inspecting said visual seal of each of said one or more e-seals;
verifying said optically sensitive component of said authenticated printed
document;
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extracted content digest.

81. A computer program product having a computer usable medium
having a computer readable program code means embodied therein for protecting the
legitimacy of an electronic document and a corresponding printed document, said
computer program product including; '

10 computer readable program code means for generating an authenticated
electronic document, said authenticated electronic document including content of an
original document in electronic form, an electronic seal or e-seal for authenticating
said original document in electronic form, said e-seal including a visible seal of an
authority and a content digest embedded in said e-seal;

15 computer readable program code means for generating an optically sensitive
component added to said authenticated electronic document for printing using a
trusted printing process, said optically sensitive component containing information for
indicating copying or modification of said printed document in a copy or modified
version of said printed document;

20 computer readable program code means for verifying the legitimacy of said
authenticated electronic document;

computer readable program code means for printing said authenticated
electronic document and said optically sensitive component using said trusted printing
process dependent upon said computer readable program code means for verifying to

25  provide an authenticated printed document.

82.  The computer program product according to claim 81, wherein said
computer readable program code means for verifying legitimacy includes computer
readable program code means for verifying a watermarked digest of content against a

30 corresponding one of one or more ¢-seals included in said authenticated electronic

document.
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30 obtaining an electronic document for an owner and assigning a trust statement

to the document;

delivering a trusted copy of the document to the recipient.
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89.  The method according to claim 88, further including the step of

providing an electronic safe deposit box for storage of electronic certificates.

90.  The method according to claim 87, further being an electronic check
transacting method including the steps of:

establishing a secure network link from a service centre to a payee, a payer,
and one or more respective banks;

signing an electronic check and sending said check to the payee, said check
being said signed electronic document;

claiming said check for the payee;

clearing the transaction; and

refusing the payment if the check is not legitimate.

91.  The method according to claim 87, being‘a method for signing of
documents with multiple signing parties including the step of:

establishing a secure network link between a service centre and signers;
freezing an agreed version of said electronic document; and

signing said electronic document in either a serial or parallel manner.

92.  The method according to claim 87, further including the step of
converting said original document in printed form to said original document

electronic form using a scanning process.

93.  The method according to claim 87, further including the step of

verifying the legitimacy of said sent protected electronic at a location of said network.

94.  The method according to claim 87, further including the step of

providing means for a party to sign said original document.



