WD 01/ 35294 PCT/ US00130448 COVBI NI NG | NTERNET PROTOCOLS FOR SESSI ON SETUP,
TEARDOWN,  AUTHENTI CATI ON, AUTHORI ZATI ON, AND ACCOUNTI NG USI NG THE

Dl FFERENTI ATED BACKGROUND OF THE I NVENTION 1. Field of the Invention The
present i nveoioLaseI4 el ates generally to the field of InternBET/HBA0BM44RAI a
communi cation, and, nore particularly, to a nethod for conbining Internet
protocols for session setup, teardown, authorization, and accounting in a
Internet Protocol (IP) network, which uses the DiffSERV (Differentiated
Services) nodel in order to guarantee Quality of Service (QS). 2.
Description of the Related Art The invention of the tel ephone opened an
unprecedented era in personal comrunication. At the present tine, the
Internet is opening up another era in personal comunication, allow ng a

| evel of COMBINING viINJERNEYi (RROTIOQOLISNOROR bESBYSRIN C GiEYWpET Srmcﬁﬁﬁur)s of
conput er SAUTRENHEATION, WUTHORIZATION)AND ACCOUNTING USING SHEDIFERTIATED One
seanl ess communi cati on nedi um. However, the concepts underlying the

t el ephone system and t he Internet ~are fundanentally different. The

t el ephone systemis circ : exanple, when a cal
s set up between cal | er ZaRtrEaPrete—se FCoH e, or circuit, is

mai nt ai ned between WO 01/ 35294 PCT/IJSOO/30449 the two, and, when the cal
is over, the dedicated line is taken down. The Internet is packet- based,
neanlng that, for exanple, when a user downloads a web page, or receives an
e-mail 1 the

The present invention relates generally to the field of Intemet multimedia
communication, and, more particularly, to a method for combining Internet protocols for session
setup, teardown, authorization, and accounting in a Internet Protocol (IP) network, which uses

the DiffSERV (Differentiated Services) model in order to guarantee Quality of Service (QoS).

The invention of the telephone opened an unprecedented era in personal communication.
At the present time, the Internet is opening up another era in personal communication, allowing a
level of interactivity previously unknown between computers and groups of computers. In the

future, these two services will be combined into one seamless communication medium.

However, the concepts underlying the telephone system and the Internet are
fundamentally different. The telephone system is circuit-based; meaning that, for example,

when a call is set up between caller and callee, a dedicated line, or circuit, is maintained between



data that conprises the web page or e-mail is broken down into packers
before being transmtted. The individual packets, although they form one -
web page or one e-mail nessage, may take entirely different routes between
t he sendegmﬁﬁéskpe destination. The destination conput epcpaiseososdsl t he
packets togdgether to formthe web page. A fundanmental problemlies in
providing a circuit-based service, such as a tel ephone call or

vi deoconf erenci ng, over a packet-based network. Wile the answer nay appear
sinple-digitize and packetize the audio or visual information - the
situation is nore conplicated than it appears. For one thing, an
application such as a tel ephone call requires a constant transm ssion

rate; s t hing, the current FEnternet nnot, guarantee. . An_application such
as vi adBEeHy BRsRE el i gvipih dRBeme{ e R ke Yol The IsetplitRactttent s i n
order tq avpid the.  displayed notion aring jerky. These requiJenments

i ncl udec}’gs‘(figﬂeﬂm%mﬁ gﬂ{gﬁ#‘g‘gﬁ&ﬂ‘%&f‘é‘f iﬁ‘g’%"eﬂfr‘%’ -ipﬁ%é" fcf:?‘i'%"r"nie%“‘f‘ packet
arrival tines. Once ain, at presen he . | nt ernet , cannot _guar ant ee . t hese
Fequi '+ e/fBHIE GPTPrASS Citeb Pefi oty B b1 DI SRHR BLsrdstess PRLGTE DEING RRTSgAc.
Service (QS), issues on the Internet is the DiffSery nodel, or

Di f f er entheip@iniduglpacketss although they farmone wekb-page pe pne g-maihnyessage, ynaysakek ot -
traffic shaping is inplemented by network routers. In order to specify the
t r ansni $BYISH diffeent reuieshebveen ther ud thedestipationy Fhe dastisiop compytamd®@)s bits in
the Internet Protocol (IP) packet header (see FIG -2 WD 01135294

PCT/ USO @/ 3@packets)together ko foan thewebagef i el d exists in the current protocol
| Pv4 (Internet Protocol, version 4), nost '

A fundamental problem lies in providing a circuit-based service, such as a telepl;one call
or videoconferencing, over a packet-based network. While the answer may appear
simple~digitize and packetize the audio or visual information - the situation is more cpmplicated
than it appears. For one thing, an applicaﬁon such 2s a telephone call requires 2 constant:
transmission rate; something the current Internet cannot guarantee. An application such as -
videoconferencing using MPEG has strinécnt real-time requirements in order to avoid the
displayed motion appearing jerky. These requirements include a variable transmission rate and
very little jitter in the packet arrival times. Once again, at present the Intemc-t cannot guarantee

these requirements will be met.

One system for addressing these Quality of Service (QoS) issues on the Internet is the
DiffServ mode), or Differentiated Services architecture (RFC 2475). In DiffServ, packet traffic
shaping is implemcnt;d by network routers. In order to specify the transmission requirements,
DiffServ uses the Type of Service (ToS) bits in the Internet Protocol (IP) packet header (see FIG.
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routers do not use or read the bits in the ToS field. D ffServ uses these
brts to tell the router the priority of the packet. Because of this, the
ToS field in the IP header is referred to as the DS field. DiflServ is

i mpl enent eq 6 l,éﬁ& foll owi ng manner: when packet traffic eatesenmdd ff Serv
net wor k, B ets are classified and possibly conditioned at the network
boundary, nost likely in an edge router. The DS field wll be filled in
with the appropriate bits for that type of traffic, which nay depend on
cust onmer usage, nedi a specification, general policy, etc. The network

nodes inside the Diff Serv network will read the DS field to determ ne how
to manage i ncom ng packets. For instance, if an edge router recognizes

i nconi ngy )Pi‘idﬁ@?}ﬁm RS TBS '5eRl Risiin %M*?:&gﬁwgg&ﬂa bdtdeok vaRRInl4Y, hdlpse

packgts as high priority in the 'l Fd, n send those packets ;
{Eg' n§d2£%°f*f‘&°“@é§@x,a°¥’2&9ﬁa%f%2? Beighicie r%i?%ﬁ&%&%ﬁ%%s %ﬁi%“flahgﬂ%@‘% .
c o . A Thi. .

i mpl 1 1 SPSCPE o B Bepady s s Pl e SR PR A e cat e

t han rrer&b%/i high or low priority, and takes into account throughput, del ay.
jitter, cket loss, and other traffic characteristics. Taken together,
these traffic characteristics make up Quality of Service (QS). Because
Diff'Serv classifies these packets into different categories, it works only

upon "flow ag%!r;egat.es,' which refers to a collection of packet flows. In
ot her wor ds, LEfiSernisinpiemented ipthedollywag mapeT) Wisomagdes tgiic enters a DiffServ

nerwork, the packets are classified and possibly conditioned at the network boundary, most likely

in an edge router. The DS field will be filled in with the appropriate bits for that type of traffic,
which may depend on customer usage, media specification, general policy, etc. The network
nodes inside the DiffServ network will read the DS field to determine how to manage incoming
packets. For instance, if an edge router recognizes incoming packets as being high prio‘rity, the
router will classify those packets as high priority in the DS field, and then send those packets
inside the network. When those high priority packets reach a network node, the node will
forward them before other packets, because the DS _ﬁeld indicates that they are high priority.
This example is somewhat of a simplification, for the DS ficld classification scheme is more
complicated than merely high or low priority, and takes into account throughput, delay, jitter,
packet loss, and other traffic characteristics. Taken together, these traffic characteristics make up

Quality of Service (QoS).

Because DiffServ classifies these packets into different categories, it works only upon

“flow aggregates,” which refers to a collection of packet flows. In other words, an interior
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net wor k node does not know what a packet contaihs or if that packet is part
of a series of packets; the interior node nerely treats it as a nenber of-
a certain classification of traffic characteristics. This is in contrast
to anothe ﬁﬁ@b?gd of assuring QoS over a network, the RecowsesodsSer Vation
Pr ot ocol ?IS P). RSVP sets up a path from network node to network node for.
a particular packet flow For exanple, if an end client device w shes to
establish a tel ephone call over the network, the device would use RSVP to
establish a path to the callee's end client device through one or nore

net wor k nodes. The individual network nodes on the path would then know
that a particular identified packet floww |l require certain traffic

condi t | REdworkHBde 4GRS ABIIGBS What & pRiRet coREHE Xpﬁﬂ;apﬁn&éw{?em\,%?u?es %?g&k&?ﬁ ei ves

one of the packets in the series of packets, the no recogni ze it and

behave e afrib Rdemerlitests Biak b BRkibel S clab gg‘g?‘fg%?%cﬁ&a?@ﬁ%“’ks at

i ndi vidual "mcro-flows." For the rest of this er v

orviOnERs b, MU e od 0B U R TERYB || 0°
whi | [ ' A t kets,b | their DS
th11 & LRI TR0B] e B L ko ASb RO RIC KL B35 enEl g on (Pl
o BB BB P RSt 8 BBl i o e

establishin onnect j on en the two end devices, and the resources
used i M rg'rf%l Vifg rou SFRSWE%WH}'M‘%" callse's end clientdesice Bupughng-
pur poses. I n addi t’j‘on ther.e ,n,eﬁgs to be the capabili tdy to have only

aut hor i°P8 §F TogrE netwvor B?d"&a eindividnal network nodes on the path would then know that a

barticular identified packet flow will require certain traffic conditions, and resources will be
. reserved for them. When a node receives one of the packets in the series of packets, the node
will recognize it and behave accordingly. While DiffServ looks at flow aggregates, RSVP looks

at individual "micro-flows.”

For the rest of this description, a DiffServ environment will be assumed. This means that
the QoS requircments will be handled by edge routers which will tag individual packets

appropriately, while interior network nodes will act upon packets based merely on their DS field.

Even assuming the QoS problems are being handled by DiffServ, there are other services
automatically handled in a circuit-based environment which are problematic in an IP-based
network. A call has to be set up, establishing a connection between the two end devices, and the
resources used in an individual call or scssion must be tracked, for accounting purposes. In
addition, there needs to be the capability to have only authorized sessions or calls from
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WO 01/ 35294 PCT/ US0050448 authenticated users. In the Internet framework,
these issues are resolved by different protocols that do different things.
Al t hough these individual protocols have been devel oped in detail, there

is at present known nethod that sets forth how to use theppoetdass in a
consi st ent WRB8 0ss the Internet. Thus, there is a need for |inking
these protocols together in a consistent and workable way. In particular,
there is a need for a nethod providing an interchange of parameters anong
protocol s between session setup, authorization, policy, and usage reporting
that will support IP communications between Internet Service Providers
(I'SPs), enterprise networks, and individual clients. SUWARY OF THE

| NVENTI ON The present invention provides a nmethod for providing an

i nt er charmpheoficagainsenst by the Indternetdraprepiods these ismes are sesplved byedifferent pratocaisn,

aut hori zation, policy, and usage reporting that will support IP

comuni c ahatcloglifferera thihgs eXlthonglathest imtividual psotoroibdiavebeen doveleped in deta], theees ent

i nvention provides a nmethod for session or call setup, teardown,

aut hor i zds atpresemdinod/y nastitbdubstgets forth(ov to@se therd topethisbin dvdysistentwdygenoss her eby
supporting I P comruni cations across the Internet. The present invention

al so provhélpgeretnet hod to link together the Session Initiation -5 WO
01135294 PCT/ US0050448

Thus, there is a need for linking these protocols together in a consistent and workable
way. In particular, there is a need for a method providing an interchange of parameters among
‘protocols between session setup, authorization, policy, and usage reporlihg that will support IP
communications between Internet Service Providers (ISPs), enterprise networks, and individual

clients.

SUMMARY OF THE INVENTION
The present invention provides a method for providing an interchange of parameters
among protocols for session setup, teardown, authorization, policy, and usage reporting that will

support IP communications in 2 Differentiated Services model environment.

The present invention provides a method for session or call setup, teardown,
authorization, policy and usage reporting in 2 common way of usage, thereby supporting IP

communications across the Internet.

The present invention also provides a method to link together the Session Initiation
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Protocol (SIP), Common Open Policy Service (COPS), rand Open Settl enent
Policy (OSP) in a Differentiated Services nodel environnment. These and

ot her objects are achieved by the preferred enbodi nent of the present

I nvention (bp %Qg preferred enbodi nent, the nmessages fr @@riyte/3oe8Si ON
Initiatio”’ g ocol . (SIP), Comon Open Policy Service (COPS), and Open
Settlenment Policy (OSP) are interwoven so that session setup,

aut hori zation, policy, and usage reporting are all performed concurrently,
in one unified sequence of nmessages. Likew se, the nmessages fromthe
Session Initiation Protocol (SIP), Common Open Policy Service (COPS), and
Open Settlenment Policy (OSP) are interwoven so that session teardown,

" one HPr SrPS smiin g rbed Sl (S chadcenspebore BobSt OSBRI oo Tho

above and. ot her, obj.ects,, features and advantages of the present invention
will h%ﬁﬁ%“%%’%ﬁ?&?@ﬁi@%ﬁe fol l owi ng detail ed description when

taken in conjunction with the acconpanying drawing in which: FIG 1 shows
an Internet Protocol Header, FIG 2 shows the conponents of a SIP-based
network and _an overview of initiating a session; FIG 3 shows the

conponent s &hesg ambotherPbigstsprershiered bythe preferedaplyydiment ofthe present,. 4 shows t he

conponents of a Qpen Settl enent Protocol (OSP) systen -6
invention. In the preferred embodiment, the messages the Session Initiation Protocol (SIP),

Common Open Policy Service (COPS), and Open Settlement Policy (OSP) are interwoven so
that session setup, authorization, policy, and usage reporting are all performed concurrently, in
oﬁe unified sequence of messages. Likewisc, the messages from the Session Initiation Protocol
(SIP), Common Open Policy Service (COPS), and Open Settlement Policy (OSP) are interwoven
so that session teardown, authorization, policy, and usage reporting are all performed .

concurrently, in one unified sequence of messages.

BRIEF DESCRIFTION OF THE DRAWINGS

The above and other objects, features and advantages of the present invention will
become more apparent from the following detailed description when taken in conjunction with
the accompanying drawing in which:

FIG. 1 shows an Internet Protocol Header;

FIG. 2 shows the components of a SIP-based network and an overview of initiating a
session;

FIG. 3 shows the components of a Common Open Policy Service (COPS) system;

FIG. 4 shows the components of 2 Open Settlement Protocol (OSP) system;
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WO 01/ 35294 PCT/ US00/ 30448 ‘FIG 5 shows a session initiation setup
according to an enbodi nent of the present invention; and FIG 6 shows a
session teardown according to an enbodi nent of the present invention.
DETAIL .D Dr.SC IPTION OF TAE PREE 1 D EM OD; ENTS As stpcpEuseaBomMs, in the
prior an t KEP ¥352%4 peen no | i nkage between the individual protocols that
provide for call setup, authorization, accounting, and authentication.
These steps are taken care of by the follow ng protocols: Session
Initiation Protocol (SIP) - for setting up connections, or calls; Conmon
Open Policy Service (COPS) - for policy deploynment in network el enents; and
Open Settlenment Protocol (OSP) - for authorization and usage reporting.
These protocol k| I j | b : i si ons,
the terns "cl i%g}% ﬂl‘%n &g%%%?ﬁﬂ%%%e%&l&égg?% %V\Li’%ﬂe(%aﬁgﬁgﬁpggl?gﬁncti onal
sense, as. g%ﬁce_ssgs that may be inplenented in any sort of device. This
nmeans, of™" ﬁpg’ea," that sonme servers and clients may be running in the sane

device. a) Sessiop TnitiationP | (ST!) -7, WO 011 35294 PCT| USP0130448
SIP s a i gnadiFnB R LHoR REEO FEREARI = REPIRPER T IR BT o

connections. There are two conponents in a SIP system network servers and
user agents. A user agent is an end

As stated above, in the prior art there has been no linkage between the individual
protocols that provide for call setup, authorization, accounting, and authentication. These steps

are taken care of by the following protocols:

Session Initiation Protocol (SIP) - for setting up connections, or calls;

Common Open Policy Service (COPS) - for policy deployment in network elements; and
Open Sctilement Protocol (OSP) - for authorization and usage reporting.

These protocols will be discussed in detail below. In these discussions, the terms “client”
and “server” will be used in their abstract functional sense, as processes that may be implemented
in any sort of device. This means, of course, that some servers and clients may be ruaning in the

same device.



system that acts on behalf of soneone who wants‘to-:participate in calls. In
general, the user agent contains both a protocol client (a user agent
client UAC) which initiates a call and a protocol server (user agent
server A§ “@i ,54) responds to a call (see FIG 2). TherpcrHusooBess different
type of network servers as well: a proxy server, which receives requests,
determ nes which server to send it to, and then forwards the request; and
a redirect server, which receives requests, but instead of forwarding them
to the next hop server, tells the client to contact the next hop directly.
The steps in initiating a session are fairly sinple: as showr in FIG 2,

(1) the UAC sends an INVITE request to a SIP server, which in this case,
is a proxy server. The proxy server will look in its database to determ ne
where to send the INVITE request Once that is determ ned, the proxy

next hop 1 SIPHCR SRAIBE PRl 1Pk RF pRFRR M CAT B i OB hops
e Bt S e S i il et L
e S, % 3 bR s i e AL T S B 1o o2 e
e cal 6688 AT 0 AROR| SLenk (e P pigfi e A i) m%em%&%séggiefat e
y&fﬁsﬁ?é@ﬁ&%ﬂ%ﬁ?@é@%#ﬁ% %tr‘fté‘tthen %§§I§§FG?F!'§QY8'M4 %are even

nore sinple: the UAC sends a . . .
different type of network servers as well: a proxy server, which receives requests, determines

which server 1o send it to, and then forwards the request; and a rcdirect server, which receives
requests, but instead of forwarding them to the next hop server, tells the client to contact the next

hop directly.

The steps in initiating & session are fairly simple: as shown in FIG. 2, (1) the UAC sends
an INVITE request to a SIP server, which in this case, is a proxy server. The proxy server will
look in its database to determine where to send the INVITE request. Once that is determined, the
proxy server sends the INVITE message to the appropriate next hop. In FIG. 1, the next hop is
the callee, but, in reality, there could be a number of hops between the proxy server and the
callee. Ifthe proxy server is a redirect server, it would inform the UAC what the appropriate
next hop is, and let the UAC do the rest. Once (2) the INVITE message finally reaches the callee
UAS, (3) the callee UAS responds with an OK message, which (4) is forwarded to the caller
UAC. When the caller UAC receives the OK message, indicating the callee has received the
INVITE, (5) the UAC sends an ACK message, which, when (6) received, will start the session.

-8-



BYE nessage, and the UAS-sends a nessage indicating receipt of the BYE
message. In SIP, either the UAC or the UAS may send the BYE nessage

term nating a session. b) Conmon Open Policy Service (CONCOPS is a sinple
guery and response protocol that can be used to exchange pei/osoB448N

bet ween a MR NBF2%erver (Policy Decision Point or PD?) and its clients
(Policy Enforcenent Points or PEPs), as shown in FIG 3. A policy is a
conmbi nation of rules and services that define the criteria for resource
access and usage. In COPS the PEP sends requests, updates, and deletions
to the PDP and the PDP returns decisions back to the PEP. The basic nessage
formats for COPS include Requests (REQs), Decisions (DECs), and Report
States (RPTs), anong many others. Wen particul ar events occur at a PEP,
such as the initiation of a session, the PEP will send a REQto the PDP to

determne th olic egardi ng the sessi,on. The RE e,a

Aut henti cati o F%?f%’b#ﬁ%%%%%&ﬁfﬁ%%ﬁﬁ‘%@,“%@#ﬁ’ Aa% E‘fnr%at hat

t he sessj be aut i , apthenticated,. and .kept t k of fo counting
pur posesb%mﬁﬁg"’ﬂﬂg%éégm%s’ Thgzapge indicaling repripty ﬂfé%ﬁ?ﬁfb{ﬂﬁﬁhe PDP
wll send.it cl si on Cto the PEP, thus allowing the PEP to allocate

t he need%‘g‘eﬂiﬁg&é@’s&e W%%@P&“ﬁg%maquq'o communi cate to
-9 WD 01/35294 PCT/ US00/ 30448 the PDP its success or failure in carrying

out the PDP's decision, or to report an accounting -related change in
state. b

COPS is a simple query and response protocol that can be used to exchange information
between a policy server (Policy Decision Point or PDP) and its clients (Policy Enforcement
Points or PEPs), as shown in FIG. 3. A policy is a combination of rules and services that define
the criteria for resource access and usage. In COPS the PEP sends requests, updates, ;nd
deletions to the PDP and the PDP returns decisians back to the PEP. The basic message formats
for COPS include Requests (REQs), Decisions (DECs), and Report States (RPTs), among many

* others.

When particular events occur at a PEP, such as the initiation of a session, the PEP will
send a REQ to the PDP to determine the policy regarding the session. The REQ may be an
Authentication, Authorization, Accounting (AAA) REQ, which is asking that the session be
authorized, authenticated, and kept track of for accounting purposes. If the PDP determines the
session fits the AAA policy, the PDP will send its decision DEC to the PEP, thus allowing the
PEP to allocate the needed resources. The RPT message is used by the PEP to communicate to

-9.



c) Open Settlenment Protocol (0OS?) OSP is used when*there is a centra

cl eari nghouse for certain policy decisions. As shown in FIG 4, OSP is the
prot ocol describing comunication between the policy server PDP and the

cl eari nghgusgssgyver. This is needed in |arge networks wbraBomeasire

mul tiple poliCy servers. Anong other things, authorization for QS |evels,
I's handl ed by the cl earinghouse server. The clearinghouse server can al so
be a trust broker between a | arge nunber of network providers and the
collecting place for usage reports. As an exanple, if a PEP sends a REQ AAA
to a PAP, the PDP sends a nessage to the clearinghouse server in order to
aut horize the call or session. This nessage is in the formof a <AuthReg>,
and t ' 182y Edrryk {he PDMstdecifon, TP #h acobinfiig TRY Or may
not crg%tﬁa?]ﬁﬁ%%&gﬁgﬁgﬁlggﬁyon t oken, which perrrx'rits the REQ AAA gto proceed.
I'n addifbPbhan Nfle. CONNECtiOn or session ends, the use of resources for
that session ~or connection nmust be recorded for accounting purposes. Wen
the policy server PDP do-installs a particular QS policy, i.e. registers
the end of a session, the policy server PDP sends a <Usagelnd> nessage to
t he cl eari nghouge sgryer sq that resource usage is recorded as well as
noni t or ed. ¥The @Pﬁﬁsﬁmm the <Usagel nd> with a <UsageCnf>. As
stated above, these protocols have been extensively defined and

i npl emented, but to - la WD 01/35294 PCT/ US00/ 30448 date there has been
no common way of usage for conbining them A preferred epbodjnent of the
present i nQSRiY used when thereds 2 eratral rlsapnghonss fpr retainPRliSLAssisIANg AR 0¥ or der to

provi de a o .
in FIG. 4, OSP is the protocol describing communication between the policy server PDP and the

clearinghouse server. This is needed in large networks which require multiple policy servers.
Among other things, authorization for QoS levels is bandled by the clearinghouse server. The
clesringhouse server can also be a trust broker between a large number of network providers and
the collecting place for usage reports. As an example, if 2 PEP sends a REQ AAA to 2 PDP, the
PDP sends a message to the clearinghouse server in order to authorize the call or session. This
message is in the form of 2 <AuthReg>, and the clearinghouse server responds with a
<AuthRsp>, which may or may not contain an authorization token, which permits the REQ AAA
to proceed. In addition, when a connection or session ends, the use of resources for that session
or connection must be recorded for accounting purposes. When the policy server PDP de-installs
a particular QoS policy, i.e. registers the end of a session, the policy server PDP sends a
<UsageInd> message to the clearinghouse server so that the resource usage is recorded as well as

monitored. The clearinghouse confirms the <Usagelnd> with 2 <UsageCnf>.

As stated above, these protocols have been extensively defined and implemented, but to
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consi stent and common manner of usage for | P-based networks using the

Differentiated Services nodel. In the description belowof FIG 5, a
session setup according to the preferred enbodinment of the invention wll
be explained in detail. In the description below of FIG $er@sooaofsi on

t ear down WP 28yl ained in detail. Referring to FIG 5, at the
origination end, there is a SIP user agent client UAC which is attenpting
to start a session, and the UAC has a |ocal SIP proxy server SIPM a | ocal
Policy server POLL, and a local Router RI. At the destination end, there
Is a SIP user agent server UAS, which the UACis attenpting to call, and
the UAS has local SIP proxy server SIP2, a local Policy server POL2, and a
| ocal Router R2. Both.the UAS and UAC share the same Cl earinghouse CH,
shown i Waterikererhaidicen n@eathmpOwRy aﬁwz@zm@bgmmme@%mm Pi and
SIP2 arc their corresponding PEPs. In the preferred enbodi nent, when the

Cl ear i ndieopresent ipeerdion asgescribed belove, spmbines theseprotesnisincedartaprovideguest , t he
Cl eari nghouse al so sends an authorization token. The unit receiving the
cal | i s coisist&it Bndicoommenymatines of nsege foAIP-bastd ndtwarky using the Differentiated Semmicesy pe  of
| P tel ephone, conputer, nedia device, or gateway. As stated above, both
rout er s niddeRId thedeadription bélowef BIG.&5la eesioh seth) dccsiding toureferhéier ef ore, the

routers will enforce QoS by altering the DS field in incom ng session
packet s embBdigRAESfhe inbéitiof ¥ill bé ddafl desil., Indké deaédiptidhbRIdwosTFIQ08, iaCy
I nstallation occur as follows: ) The UAC sends an | NVI TE nessage

request kQdiof dakdowii Wil He@xpihiRed in defadl. VWO 01/ 35294 PCTI US00/ 30445

Referring to FIG. 5, at the origination end, there is a SIP user agent client UAC which is
attempting to start a session, and the UAC has a local SIP proxy server SIP1, a Iocal Policy
server POL1, and a local Router R1. At the destination end, there is a SIP user agent server
UAS, which the UAC is attempting to call, and the UAS has local SIP proxy server SIP2, a local
Policy server POL?2, and a local Router R2. Both the UAS and UAC share the same
Clearinghouse CH, shown in the middle. Both POLI and POL2 are acting as PDPs, and SIP1
and SIP2 arc their corresponding PEPs. In the preferred embodiment, when the Clearinghouse
sends a positive response to 2 resource usage request, the Clearinghouse also sends an
authorization token. The unit receiving the call is the SIP user agent server UAS, which may be
running in any type of IP telephone, computer, media device, or gateway. As stated above, both
routers R1 and R2 are working based on the DiffServ model. Therefore, the routers will enforce
QoS by altering the DS field in incoming session packets.

In general, the call setup request, authorization and policy installation occur as follows:

1) The UAC sends an INVITE message requesting call setup to SIP1;
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2) SIPI sends a REQ AAA nessage requesting authentication, authorization,
and accounting for the UAC SIP session to the local policy server POLL; 3)
Local policy server POLL sends a <Aut hReq> nessage to the cl earinghouse

server CI—%,OA(% ;;Q; Cl eari nghouse server CH responds w t hper/gsunsnds p>
aut hori zi ng 'ﬁe session and sending an authorization token to PCL 1; 5)

POLL sends a DEC nessage to SIPlI, authorizing installation of the session;
6) SIP I now forwards the I NVITE nessage to SIP2; 7) SIP2 sends .a REQ AAA
nmessage requesting authentication, authorization, and accounting for the
SIP session to the local policy server POL2; 8) Local policy server POL2
sends a <Aut hReg> nessage to the cl earinghouse server CH, 9) The

cl eari nghou S : s with a <Auth > aut hori zi t he session
and sendi ngi);n_ %I?E(%ernﬁgg? %o#:_ R’F’%k%%%%&ﬁiﬁ Eiaééns"é’ nmessage to
i TE message (ao4iBaRE ks UAGRR siprts e sooul peliy semr R  h & 180
RI NG NG nmesgage, i ch _neans UAS i alerting the user, to the session;
13) SI P2 sefds é—%@%ﬁﬁ%@g@“i‘@sp ythReqer me 9 the cleagnghonse t hat t he
appropriate poli gl)‘/, b&_rl oaded onto R2 concerning this session;-it is a |ocal
deci si on server Lo,

4) The Clearinghouse server CH responds with a <AuthRsp> authorizing the session
and sending an authorization token to POL 1: -

5) POL1 sends a DEC méssage to SIP1, authorizing installation of the session;

6) SIP1 now forwards the INVITE message to SIP2;

7) SIP2 sends a REQ AAA message requesting aqthcnﬁcaﬁon, authorization, and

accounting for the SIP session to the local policy server POL2; .

8)  Local policy server POL2 sends a <AuthReq> message to the clearinghouse
server CH;

9) The clearinghouse server CH responds with a <AuthRsp> authorizing the session
and sending an authorization token to POL2;

10)  POL2 sends a DEC message to SIP2, anthorizing installation of the session;

11)  SIP2 now forwards the INVITE message to user agent server UAS:

12)  UAS responds with a 180 RINGING message, which means the UAS is
alerting the user to the session;

13)  SIP2 sends 2 REQ LDP message to POL2. This message requests that the
appropriate policy be loaded onto R2 concerning this session; it is a local decision
point (LDP) message, because the local policy server POL2 will make this

-12-



poi nt (LDP) message, because the local policy server POL2 will make this
-12 WD 01/ 35294 PCTI US00/ 30448 deci sion, not the clearinghouse; 14) POL2
sends a DEC nessage to R2, telling R2 of the appropriate policy for the
session packets Sj nce th| s.is a DfServ canvironnent, ropceusééons| |

enabl e QoS 89 5294 | ng in the DS field of the session packets appropriately
when they arrive at the router R2; 15) R2 responds with a RPT nessage

i ndicating that the policy was installed; 16) POL2 informs SIP2 with a DEC
nmessage to install the same policy; 17) SIP2 now forwards the 180 RI NG NG
nmessage to SIPi; 18) SIPl sends a REQ LDP nessage to POLL. This nessage
requests that the appropriate policy be | oaded onto RL concerning this

ol ¢y server poLLSGHP 10E 8 g8yl D) TORSTRS CFESf‘?‘ﬁShLEEe' 1)
R "Sends ' B SRt R Pl B MRS,
LA AN R RN M SR L
'ndicating that the ﬁD l?llngl gl%lxevgss fi Ielg%tf%llelsessxon packets appropriately when they arrive at

the router R2;

15)  R2responds with a RPT message indicating that the policy was installed;

16) POL2 informs SIP2 with a DEC message to instal] the same ﬁolicy;

17)  SIP2 now forwards the 180 RINGING message to SIP1;

18)  SIP1 sends a REQ LDP message to POL1. This message requests that the
appropriate policy be loaded onto R1 concerning this session; it is a local decision
point (LDP) message, because the local policy server PbLl will make tl:xis
decision, not the clearinghouse;

19)  POL1 sends a DEC message to R1, telling R1 of the appropriate policy for the
scssion packets. Since this is a DiffServ environment, router R1 will enable QoS
by filling in the DS field of the session packets appropriately when they arrive at
the router R1;

20) R1 responds with a RPT message indicating that the policy was installed;

21) POL1 informs SIP1 with a DEC message to install the same policy;
22) SIP1 now forwards the 180 RINGING message to UAC;

'23)  UAS responds with a 200 OK message;

24) SIP2 forwards this message to SIP1;

-13-



21) POL1 inforns SIP1L with a DEC nmessage to install the sane policy; 22)
SIP1 now forwards the 180 RI NG NG nessage to UAC, -23) UAS responds with a
200 K nessage: 24) SIP2 forwards this nmessage to SIPl; -13 WO 01/ 35294
PCT/ USOO’@%%”@S) SIP1 forwards this nessage to UAC, styusedsosdscknow edges
Wth-an ACK'neSsage; 27) SIPI forwards the ACK nessage to the SIP2; 28) .
SIP2 forwards the ACK nessage to UAS;, 29) The session or connection
commences. The actual sequence of nessages is divided between the three
protocols: nessage steps 1. 6, 11, 12. 17, and 22-9 are SIP nessages;
nessage steps 2, 5, 7, 10, 13-16,18-21 are COPS nessages; and nessage
steps 3-4 and 8-9 are OSP nessages. In this manner, the preferred

enbodi ment 2@? t RepPr&WaRs thidvhedda gt‘“_%bs the three protocols for call
setup, authofization, and accountlng. f hough the above sequence has been

descri bed \Qsémht AC S8k %gﬁﬁ‘eénvﬁé‘(ﬁﬁ%§éﬁé'6f erred enb?ﬂiarrgglt i C;:/age\r/\e(rals

In a system out a clea ouse. ‘a net worKk,

handl es no of I i e task an essage steps 3-4.and 8-9
woul d takeaez)l a§‘e$f%°(sbfv§%{sttﬁg%?‘5§sa§8§9éqe. g",;g'e
28) SIP2 forwards the ACK message to UAS;

29) The session or connection commences.

The actual sequence of messages is divided between the three protocols:
message steps 1, 6, 11, 12, 17, and 22-9 are SIP messages; message steps 2, 5, 7,
10, 13-16, 18-21 are COPS messages; and message steps 3~4 and 8-9 are OSP
messages. In this manner, the preferred embodiment of the present invention links the
three protocols for call setup, authorization, and accounting. Although the above
sequence has been described with a clearinghouse server, the preferred embodiment:
can work in a system without a clearinghouse. In such a network, the policy server
handles most of the clearinghouse tasks, and message steps 3-4 and 8-9 would take

place inside the policy server.

FIG. 6 shows the steps of a session teardown according to an embodiment of
the present invention. The preferred embodiment also links togather the protocols
when ending a session, as shown in the following sequence of steps:

1) UAC signals the end of the session with a BYE message;

2) SIP1 forwards the BYE message to SiP2;
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FIG 6 shows the steps of a session teardown according to an enbodi nent of
the present invention. The preferred enbodi nent also |inks together the
protocols when ending a session, as shown in the foll ow ng sequence of
steps: 1) UAC signals the end of the session:w th a BYE npgg@seisosss) Sl Pl
forwards tH¥0 ffessage to SIP2; -14 WO 01/35294 PCTI USO0/ 30448 3) SI P2

forwards the BYE nmessage to UAS; 4) SIPl sends a REQ nolLDP nessage
canceling the policy given in the original REQ LDP nessage in nessage step
18 of the setup nessage sequence above; 5) POL1 sends a DEC Renove nessage
to RL, telling the router to de-install the policy. Since this is a
D|ffServ environnent, the router. up to this point, has been altering the
DS field in each of the session _packets that arrived. Now, the router wll

de-instal |l tRat pSiFeE{orwards the 8YE morsage 0dAShi s  session's packets: 6)
111 confirms the policy de-installation wth a RPT message to POL1l: 7) POL1

sends a DEC #ssaftP1 semisa REQnoLDfy massage congeling thapoligytgivan infee pol i cy:

8) POL1 sends a <Usagei nd> nessage detailing the resource usage to
original REQ LDP message in message step 18 of the setup message

sequence above;

5) POL1 sends a DEC Remove message to R1, telling the router to de-install
the policy. Sinca this is a DiffServ environment, the router, up to this
point, has been altering the DS field in each of the session packets that
arrived. Now, the router will de-install that policy, and stop looking for this
session's packets; |

6) R1 confirms the policy de-installation with a RPT message to PQL1:

7)  POL1 sends a DEC message fo SIP1, telling the server to de-instail the
policy,

8) POL1 sends a <Usagelnd> message detailing the resource usage to
clearinghouse CH;

9) CH confirms with a <UsageCnf> message;

| 10) UAS sends a 200 OK message confirming receipt of the BYE message;

11)  SIP2 forwards the OK message to SIP1;

12)  SIP1 forwards the OK message to UAC;

13) SIP2 sends a REQ noLDP message canceling the policy given in the

original REQ LDP message in step 13 of the setup message sequence

above;
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cl eari nghouse CH, 9) CH confirnms with a <UsageCnf> nessage; 10) UAS sends a

200 OK nessage confirm ng recei pt of the BYE nessage; 11) SIP2 forwards
the OK nessage to SIPl; 12) SIP1 forwards the OK nessage to UAC, 13) SIP2
sends a o message canceling the policy given inpthsoomoiagi nal REQ
LDP nmessage 1h step 13 of the setup nessage sequence above; -i5 WD

01/ 35294 PCT/ US00/ 30448 14) POL2 sends a DEC Rem nessage to R2, telling
the router to de-install the policy. Since this is a D ffSero environnent,
the router, up to this point, has been altering the DS field in each of

t he session packets that arrived. Now, the router will de-install that
policy, and stop looking for this session's packets; 15) R2 confirms the

L S P o e oo SRl 25

message to Sl

Sens s <Usa0°1 i, 5858l 151 B AF ohERHHE H8 Tli i ™™

point, has been altering the DS field in each of the session packets that
arrived. Now, the router will de-install that policy, and stop looking for this
session’s packets;

15)  R2 confirms the policy de-installation with a RPT message to POL2;

16) POL2 sends a DEC message to SIP2, telling the server to de-install the
policy;

17)  POL2 sends a <Usagelnd> message detailing the resource usage to CH;

and

18) CH confirms with a <UsageCnf> message;

As with the setup message sequencé described above, the actual sequence of
messages is divided between the three profocols: message steps 1, 6, 11, 12, 17, and
22-9 are SIP messages; message steps 2, §, 7, 10, 13-16, 18-21 are COPS messages;
and message staps 3-4 and 8-9 are OSP messages. In this manner, the preferred-
embodiment of the present invention links the three protocols for call tear-down and
usage reporting. Although this has been described with a clearinghouse server, the
preferred embodiment can work in a system without a clearinghouse. In such a

network, the policy server handles most of the clearinghouse tasks, and message steps

3-4 and 8-S would take place inside the policy server.
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18) CH confirnms with a <UsageCnf> nessage; As with the setup nessage
sequence descri bed above, the actual sequence of nessages is divided
between the three *protocols: nessage steps 1, 6, 11, 12, 17, and 22-9 are
SI P nessag 'ngﬁﬁiﬁge steps 2, 5, 7,10.13-16, 18-21 are CepPpulmmeages; and
nmessage stgﬁg -47and 8-9 are OSP nessages. In this manner, the preferred
enbodi nent of the present invention links the three protocols for cal
tear-down and usage reporting. Although this has been described with a

cl eari nghouse server, the preferred enbodi nent can work in a system

wi t hout a cl earinghouse. In such a network, the policy server handl es nost
of the clearinghouse tasks, and nessage steps 3-4 and 8-9 woul d take pl ace
inside the policy server. -16 WO 0155294 PCTI US00130448 Wil e an

enbodi ment of the present invention has been shown and described, it is to
be understood that many chan and nodi fications nmay, be made, t her eunt o

wi t hout depaWhilggr whp@'m@'%gﬁﬁpmtwmma ag Reen %O%‘H‘c‘ PBH d&§°’§?—ﬂ4:]ﬂed in
the appended clainms. -17 WO 01/35294 PCT/ US00/ 30448

i 111111 i o heyundersiopd | that mmamynchanges apd nedifications gray be made thereunto

without departing from the spirit and scope of the invention as defined in the appended

claims.
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1. A nethod for providing Internet Protocol (IP) conmmunications over at

| east one network with Quality of Service (QS), conprising the steps of
establishing at | east one QS policy in at | east one network node;

i ni tiati ngygefssyasyuni cati on session between at | east one pernGdoo/s0adk cl i ent
device and at |east one second end client device; providing information to
at | east one server of the communication session, said information ’
ncluding at | east one of resource usage, policy, authorization,
aut henti cati on, and accounting information; provitdi ' | to at

| east one router of the conmunication session, 1 | I ncl udi ng
at | east one of resource usage, policy, authori zﬁ'ﬂ"”"mmgﬂgmation, and
account!ﬁ'!ggr'lgfmﬁm and establishing a communi ca&ti en 8eSsi bet ween
said at Teast one Tirst end client device and said at |east one second end
client device. 2. The nmethod as recited in claim1l, wherein said step of
establishing at |east one QS policy in at | east one network node uses a

oher o 't hates et SRS 7R ging o BERRALRHeT Sal BRI HeR o U Bt e
the St RS rhuonkth AR bSRUe (0B chHBng W oo || 111111 111]1 11111

establishing at least one QoS policy in at least one neitwork node;

initiating a communication session between at least one first end client
device and at least one second end client device;

providing information to at least one server of the communication session,
said information including at least one of resource usage, policy, authorization, -
authentication, and accounting information;

providing information to at least one router of the communication session,
said information including at least one of resource usage, policy, authorization,
authentication, and accounting information; and

establishing a communication session between said at least one first end

client device and said at least one second end client device.

2. The method as recited in claim 1, wherein said step of establishing at

least one QoS policy in at least one network node uses a Differentiated Services modal.

3. The method as recited in claim 1, wherein the step of initiating a
communication session further comprises the steps of:
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L a) sending an initiation nmessage fromsaid at |east one first end client
device to said at | east one second end client device; b) sending a nessage
indicating receipt of said Initiation message by the at |east one second

end client ‘gﬁéwsgy c) sendi ng—a-nessageindicating the at pegaséooas second

end client eis respOndinﬂ to the initiation nmessage; and d) sending

a nessage indicating a recei ptL umuu"lﬂﬂﬁm;&l"ln ]gc% hby the at ![gast one
0 e comuni cati on

first end client device and si v G

session. 4. The nmethod as recited In claim3, wherein said steps (a)-(d)
use a Session Initiation Protocol (SIP). 5. The nethod as recited in claim
3, wherein said network includes at |east one server for receiving and
forwarding initiation- ...The method as recited in claiml,

nessages., 6. . [ .
wherein said at | &st &ﬁ@g@gﬂ?é'ﬂ"'?@fhmﬁ?ﬂgec msarbat leastonefisst end glieali di ng
information to said at |east one server of the communication session,
further 99igs tossaid phleast enassepond ndlinnt dryiee: nessage requesting said at
| east one of resource usage, policy, authorization, authentication. and
account i ng i nf or )i onsending a rmessagerindigatingapceipbofAaia initkRipamessage by
PCT/ US00/ 30448

the at least one second end client device;

c) sending a message indicating the at least one second end client
device is responding to the initiation message; and

d) sending a message indicating a receipt of the message in (c) by
the at least one first end client device and signaling the start of the communication

session.

4.  The method as recited in claim 3, wherein said steps (a)-(d) use a

Session Initiation Protocot (SIP).

5. The method as recited in claim 3, wheréin said network includes at least

one server for receiving and forwarding initiation messages.

6. The method as recited in claim 1, wherein said at least one serveris a
policy server, the step of providing information to said at least one server of the
communication session, further comprises the steps of:

a) sending a messége requesting said at Jeast one of resource usage,

policy, authorization, authentication, and accounting information to at least one policy
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1111121 122222 tbijg b e 1 1l CL S server: and b) sending a nessage
responding to the nessage in (a) with at | east one of resource usage,

policy, authorization, authentication, and accounting infornmation; wherein
said at | S0E of resource usage, policy, authorizatPOIMUS00/30448

aut henti cation. and accounting information is according to the at |east one
QoS policy. 7. The nethod as recited in claim®6, wherein steps (a) and (b)
are perforned on a plurality of policy servers,

policy server being a |ocal policy server for the deV|ce
and one of the plurality of policy servers being a mimgiurﬂi ﬂm i‘lrver for
t he second end client device. 8 The nethod as rec wherein
sai d s{&ps-Ag and (b) use a Common Qpen Policy Service (COPS). 9 The

met hod as reC|ted in cla|n11 wherein the step of providing information to
at | east one roy i " bndifly ﬁésrpbﬁaing%me%eséagret.m WhBlleagts the
steps of: a) sending a nessage requesting a local padlicy deC|S|on b)

sendi NhdofFEsa gubQﬁé Holib! uthiztlor!, AuifentiSdih, S atQifihg and ¢) sending
a nessage con stallation

information; .
wherein said at least one of resource usags, policy, authorization,

authentication, and accounting information is according to the at least one QoS policy.

7. The method as recited in claim 6, wherein steps (a) and (b) are performed
on a plurality of policy servers, one of the plurality of policy server being a local policy
server for the first end client device, and one of the plurality of policy servers being a

local policy server for the second end client device.

8. The method as recited in claim 6, wherein said steps (a) and (b) use a

Common Open Palicy Service (COPS).

9. The method as recited in claim 1. wherein the step of providing
information to at least one router of the _oomniunication session, further comprises the :
steps of:

a) sending a message requesting a local policy decision,
b) sending a message installing policy to at least one router; and
c) sending a message conﬂnﬁing installation._
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-20 WO 01/ 35294 PCT/ USO0/ 30448 1111111 122121 11lil 22222 11 1111 S +r 10.
The nmethod as recited in claim9, wherein the at | east one router perforns
according to a Differentiated Services nodel. 11. The nethod as recited in
claim?9, mhereln steps (a)-(c) are performed on a plural p&¥uSdesiRst €rs,
one of thevﬁ? 4ty of routers being a local router for the first end
client device, and one of the plurality of routers being a |ocal router for
the second end client device. 12. The nmethod as recited Imctrarm9——

wherein steps (a)-(c) use a Coomon Open Policy Servic
method as recited in claim?7, wherein said network mcﬂ"‘mlnﬂﬁulﬂw
cl eari nghouse server, said clearinghouse server providing fFesourice su

policy, authentication, authorization, and accounting information to each

of said plurality of policy servers, said nethod further conprising the

S T AR B G AT,
| east or?@cﬁﬂdiﬂge@cﬁjagé !?é%J $Ehvices oddl ° ) )
11. The method as recited in clalm 9, wherein steps (a)-(c) are performed on
a plurality of routers, one of the plurality of routers being a local router for the first end

client device, and one of the plurality of routers being a local router for the second end

client device.

12. The method as recited in claim 9, wherein steps (a)-(c) use a Common

Open Pglicy Service (COPS).

13. The method as recited in claim 7, wherein said network includes at least
or{e clearinghouse server, said clearinghouse server providing resource usage, policy,
authentication, authorization, and accounting information to each of said plurality of
policy servers, said method further comprising the steps of:

a) sending a message requesting at least one of resource usage,
policy, authentication, authorization, and accounting Information to the at least one
clearinghouse server; and

b) sending a message including at least one of resource usage,
policy, authentication, authorization, and accounting information to the at least one
policy server.
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policy, authentication, authorization, and accounting information to the at
| east one policy server. -21 wool /M PCT/USCO 30448 1101 rverer retyjd
L1 10 111l CL S 14, The nethod as recited in claim 13, wherein said

st eps (a)wa'ﬂﬂaézp) use a Open Settlenent Policy (OSP). #érusSieseaaet hod as
recited in clarm1, wherein the network uses an authorization token to

I ndicate that a session is authorized. 16. A nethod for providing Internet
Protocol (1P) comrunications over at |east one network with Quality of

Service (QS). conprising the steps of: establi shllmumu“"mmlmml S
policy in at |east one network node; termnating ession
bet ween at |east one first end client device and d [‘east ®Bne® setond end
client device; providing information to at |east one server of the

comuni cation session, said information including at |east one of resource

usage, pol kgy, Fd RRiAG A Ridited MUUAIRTHS, WAHarein sarl dlepe (&) @t (Bpused or mat i on

and providing information to at | east one router of the comunication

SeSSi@begﬁ%&l&ngﬁfg@w@%b@&)j ncluding at | east one of resource usage,.

polic ori zat1 on,

15. The method as recited in claim 1, whersein the network uses an

authorization token to indicate that a session is authorized.

16. A method for providing Internet Protocol (IP) communications over at least

one network with Quality of Service {QoS), comprising the steps of:
establishing at least one QoS policy in at least one network nodg:

terminating a communication session between at least one first end client

device and at least one second end client device;

providing information fo at least one server of the communication session,
said information including at least one of resource usage, policy, authorization,
authentication, and accounting information; and

providing information to at least one router of the communication session,
said information including at least one of resource usage, policy, authorization,

authentication, and accounting information.

17. The method as recited in claim 16, wherein said step of establishing at
Jeast one QoS policy in at least one network node uses a Differentiated Services model.
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aut henti cation, and accounting information. 17. The nethod as recited in
claim 16, wherein said step of establishing at |east one QoS policy in at
| east one network node uses a Differentiated Services nodel. -22 WO

01/ 35294 PCTIUSCO 30448 * C L liii S 18. The nmethod as regiigdoddnm! ai m 16,
wherein theYQPEHF2 terninating a communication session further conprises

the steps of: a) sending a term nati on nmessagefromthe -said at |east first
end client device to said at | east one second end client device; and b)

sendi ng a nessage |ndicating receipt of SH m u"ﬂlmm"essage by the at
| east one second end client device. 19. T , &¥ited in claim 18,
wherein said steps (a)-(b) use a Session Initiation Prof ocol (SIP). 20.

The nmethod as recited in claim16, wherein said network includes at | east
one additional server for receiving and forwarding term nati on nessages.

21. The nethod as_.recited in claim16 nein_ sal t e e server is
a . policy seter %ﬂ%@eélogfwcfﬁ%\ﬁ %?'waﬁvm?ﬁ%%‘eﬁodé%ﬁh%% 2ast one
server of the, comuni cat irﬁ'& sessi.on, further conprises the steps of: a)

sendi ngcemmugicaien sessien fyrther compriges thestersef on of policy

a)  sending a termination message from the said at least first end
client device to sald at least one second end client device; and
b) sending a message indicating receipt of said termination message

by the at least one second end client device.

19.  The method as recited in claim 18, whersin said steps (a)-(b) use a

Session Initiation Protocol (SIP).

20. The method as recited in claim 16, wherein said network includes at least

one additional server for receiving and forwarding termination messages.

21. The method as recited in claim 16, wherein said at least one server is a
policy server, the step of providing information to said at least one server of the
communication session, further comprises the steps of:

a) sending a message requesting the de-installation of policy
corresponding to terminating the session to at least one palicy server; and

b) sending a message responding to the message in (a) confirming
the de-installation of said policy.
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corresponding to termnating the session to at | east one policy server, and
b) sending a nessage responding to the nessage in (a) confirmng the
de-installation of said policy. -23 WO 01/35294 PCT/ US00/ 30448 1111111
FITTET 1] kddborkssaeg! |1 1111° MS 22. . The nethod as recitegorusednus 21,
wherein steps (a) and (b) are performed a plurality of policy servers, one

of the plurality of policy servers—tberng—atoeal—policy server for the

first end client device. and one ' of policy servers' being
a local policy server for the seH m E}ﬂ ,rﬂ Umevi ce. 23. The nethod as
recited in claim21, wherein said+Ste xUb) use a Common Open

Policy Service (COPS). 24. The nethod as recited in claim16. wherein the
step of providing information to at |east one router of the conmmunication
session, further conprises the steps of a) receiving a nessage requesting

de-i nst al | 22i oNTRé nibthGF 88 retitbd Fvclaifff21, WittleiA@teRS@)BAH () dré the
termnating session, b) sending a nessage directing a de-installation of
sai d RRioftied @ phirality @ pblic)y Karnidis | die of W€l plurality of policy servers being a local

policy server for the first end client device, and one of the plurality of policy servers®

being a local policy server for the second end client device.

23. The method as recited in claim 21, wherein said steps (a) and (b) use a

Common Open Policy Sarvice (COPS).

24. The method as recited in claim 16, wherein the step of providing -
information to at teast one router of the communication session, further comprises the

steps of:

a) receiving a message requesting de-installation of a local policy
decision corresponding to the terminating session,

b)  sending a message directing a de-installation of said policy to at
least one router; and

c) receiving a message confirming de-installation.

25. The method as recited in claim 24, wherein the at least one router

performs according to a Differentiated Services model.
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c) receiving a nessage confirmng de-installation. 25. The nethod as
recited in claim24, wherein the at |east :one router perfornms according to
a Differentiated Services nodel. -24 WO 01/35294 PCTIUSOQO 30448 | 1111111
111122 el 1l 1l 1l Ns 26. The nethod as recited pprokaingass?
wherein st@ﬁ%“’(’%ﬁ’-‘(c) are perforned on a plurality of routers, one of the

plurality of routers being alo r first end client device,
and one of the plurality of rouﬂmmmm,'uulmu H|l router for the second end
client device. 27. The nmethod as reéitéd 'n tlaim24, wherein steps (a)-(c)

use a Common Open Policy Service (COPS). 28. The nethod as recited in
claim 24, wherein a policy server perforns step (a), said nethod further

conp(sing: Sbheri ngpd mélﬁéﬁi&%%bit%’?ﬁ%ﬂh Qg, \aﬁeﬂeﬁ'?étla??@-@%?(eeﬁéﬂ&n%‘éd bnage,

policy, authorization, authentication, and accoun ormati on

wnor o n SAnia 4rFRMeRT B e R Bt afrbuly BoE 28R ARl R aisPefid 7y =

Ll n%ﬁgktsaeevﬁ:eé\f 4Rd orswte% {hrclagplcrn%%%uéfc rgu{gsaggihg %qtlxl:a(i ¥buter for the second end

client device.

27. The method as recited in claim 24, wherein steps (a)-(c) use a Common
Open Policy Service (COPS).
28. The method as racited in claim 24, wherein a policy serQer performs step
(a), said method further comprising:
storing information concerning at least one of resource usage, policy,
authorization, authentication, and accounting information conceming the termi‘naﬁng

sassion.

29. The method as recited in claim 22, wherein said network includes at least
one clearinghouse server, said clearinghouse server storing resource usage, policy,
authentication, authorization, and accounﬁng information for each of said plurality of
policy servers, said method further comprising the steps of:

a) sending a message reporting at least one of resource usage,
policy, authentication, authorization, and accounting information conceming terminating
the session to the at least one clearinghouse server; and

b) sending a message confirming the receipt of the message in step
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aut henti cati on, authorization, and accounting information for each of said
plurality of policy servers, said nethod further conprising the steps of.;
a) sending a nessage reporting at | east one of resource usage, policy,
authentiq&b% ofUt hori zation, and accounting informatipor/ossssHsi ng

term nating e session to the at | east one cl earinghouse server and b)
sendi ng a nessage confirmng the receipt of the nessage in step -25 WO

01/ 35294 PCT/ US00/ 30448 (a) to the at |east one policy server. 30. The
method as recited in claim?29. wherein said steps (a) and (b) use an Open
Settlenment Policy (OSP). 31. The nethod as recited in claim16. wherein the
network uses an authorization token to indicate that a session is

aut horgayad thé all Ibhstidrle gokicg érver.l II 11111 11 111l CL MS -26

30. The method as recited in claim 29, wherein said steps (a) and (b) use an

Open Settlement Policy (OSP).

31. The method as recited in claim 16, wherein the network uses an

authorization token to indicate that a session is authorized.

*
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