WD 03/ 050799 PCT/ US01/ 47910 METHOD AND SYSTEM FOR NON- | NTRUSI VE SPEAKER
VERI FI CATI ON USI NG BEHAVI OR MODELS 5 BACKGROUND OF THE I NVENTION 1. Field
of the | werBiosnT9he present invention relates to natural PCaNpoag®10
under st andi ng systens, and nore particularly to a method and 10 system for
non-intrusively verifying a user based on behavior of the user. 2.
Description of the Rel@%ﬁm‘;@i Qqds.f vQEt)eaker verification
(or 15 identification) “ fre—user for the sole
pur pose of the verlflcatlon These nethods e |nclude provi di ng speech
sanpl es and answer$RERERR I 3! FHEING AV I QUELS he speaker is
permtted to access the target systen1 and typlcally no further
verification is performed. 20 Even if additional verification is perforned,
it requires nore specific inputs fromthe user for the purpose of
veri f i BACKEROUND)|QF | BHE iENVENTAON 0 t he user. Prior art speaker
verification systens (or user verification systens, for systens without a
spoken input 1 WO 03/050799 PCT/US01/47910 one or nore of the foll ow ng
criteria: 1. Who the user is, which nay be determ ned by the user's

1. Field of the Invention

The present invention relates to natural language
understanding systems, and more particularly to a method and
10 system for non-intrusively verifying a user based on behavior of

the user.

2. Description of the Related Art

Traditional methods for speaker verification (or
15 identification) rely on specific inputs from the user for the
sole purpose of the verification. These methods may include
providing speech samples and answering biometric questions.
Once verified, the speaker is permitted to access the target
system, and typically no further verification is performed.
20 Even if additional verification is performed, it requires more
specific inputs from the user for the purpose of verification.
This is intrusive to the user.
Prior art speaker verification systems (or user

verification systems, for systems without a spoken input



5 voice, fingerprint, handwiting, etc. 2. Wat the user knows, which may
be determ ned by a password, or answers to sone bionetric questions

(e.qg., wwaDoBsst7be not her' s mai den nane?), etc. 3. Wat t ReTASer/4POBESEsses,
such as an identification 10 docunent, a key, a cellular phone with a
particular nunber, etc. Al of the above nethods for verification my be

defeated o if, an ldmestl, V210 PRSS€858S, .t he information, such as the

key or a nmalden nane, etc. 15 Therefore, a need exists for a method and
systemfor determining an identity of a user based on the users behavior.
A further need exists for a non-intrusive user verification system
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present invention, Includes a conversdtional system

far receiving inputs, f erfrH%r rntan(glla (r?@{}gftﬁ{?‘rgln%ttche inputs into formal

conmands. A behavior Ver' s cduple conversational system for
cxty 2ot Lng, AU N LB SIS SRR P e
determne if the puassesrwoirsd ’aué[ rh %rni szweeq* st W is%tmeer %%tomvé'ittrq ct Ql%ess%Slto%rg
(e.g., what is the mother’s maiden name?), etc.
3. What the user possesses, such as an identification
10 document, a key, a cellular phone with a particular
number, etc.
All of the above methods for verification may be defeated
if an imposter knows or possesses the information, such as the
key or a maiden name, etc.
15 Therefore, a need exists for a method and system for
determining an identity of a user based on the users behavior.
A further need exists for a non-intrusive user verification

system.

SUMMARY OF THE INVENTION

20 A system for verifying user identity, in accordance with
the present invention, includes a conversational system for
receiving inputs from a user and transforming the inputs into
formal commands. A behavior verifier is coupled to the
conversational system for extracting features from the inputs.

25 The features include behavior patterns of the user. The



In alternate enbodi nents, the conversational systemmay 5 include a natural
| anguage understanding unit for interpreting speech received as the

i nputs. TWemnpurps rmay i nclude at | east one of speech, haoawrsot/imgg text,
and gestures. The behavior verifier may include a feature extractor for
extracting feature vectors fromthe inputs. The feature vectors may

i ncl ude, ata il 6asde PG Aot ARGURDE fMRAR] (BCOF 65 ifedadel scores,

nat ural |anguage and under standi ng scores, comand predi cation scores

and/ or pranungi afian Seores.rfhe feature vectors may include at |east one
of information about systemresponses to the user, duration between user
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ase e us behavi o ehavior verifier

i ncl ude el __const r,uc . f. C uctj t behavi.or nodel _.for a
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conpare__ behavior.to current_behavior of the user. The syst.em 25
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acoustic and bifomstric i.nformti%fr m.t he user. and 3 WO 03/ 050799
PCT/ US017 % rom the inputs. e feature vectors may include a

10 least one of language model scores, acoustic model scores,
natural language and understanding scores, command predication
scores and/or pronunciation scores. The feature vectors may
include at least one of information about system responses to
the user, duration between user commands and a dialog state

15 between the user and the system, and/or types of input
modalities employed by the user. The behavior model may include
a plurality of models. The behavior verifier may include a
probability calculator. The probability calculator may be
adapted to calculate a first probability that the user is

20 authorized to interact with the system based on the user's
behavior. The behavior verifier may include a model constructor
for constructing the behavior model for a user, the behavior
model being employed by the probability calculator to compare
behavior to current behavior of the user. The system may

25 further include an acoustic and biometric verifier for

determining acoustic and biometric information from the user and



interact with the system based on the user's acoustic or bionetric

i nformation, and the behavior verifier may include a probability m xer
adapt ed fwp 0Bqosggrating the first probability 5 with the serarsdypmobability
to verify that the user is authorized to interact wwth the system The
first probability may be conpared to a threshold probability to determ ne

if the ;serads Authorized, {0 dhe Sy stemy A et hod, for; veyi fying a user

based on behavior, in 10 accordance with the present 1nvention, includes

the stepsomfc rRF oM £ Ak & T SadP th YRR Qféaﬁliﬁi%/eg% ?FLHJ A 1GRRI W Ng the

inputs froma user and transformng the I nputs into comands,

extr actd AL Al UL S M IAE I DPUSY dhedieAlles nd naliudi ng hehadl ar,

patterns of ser, and conparing the I'nput avior to a avi-or
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10 accordance with the present invention, includes the steps of
providing inputs to a conversational system for receiving the
inputs from a user and transforming the inputs into formal
commands, extracting features from the inputs, the features
including behavior patterns of the user, and comparing the input

15 behavior to a behavior model to determine if the user is
authorized to interact with the system.

In other methods, the conversational system may include a
natural language understanding unit, and the method may further
include the step of interpreting speech received as the inputs.

20 The inputs may include at least one of speech, handwriting,
text, and gestures. The feature vectors may include at least
one of language model scores, acoustic model scores, natural
language and understanding scores, command predication scores
and/or pronunciation scores. The feature vectors may include at

25 least one of information about system responses to the user,

duration between user commands and a dialog state between the



4 WD 03/050799 PCT/ US01/47910 by the user. The behavior verifier may
include a probability calculator, and the nethod may include the step of
cal cul at iwg /05d79% st probability on the probability cal culpatrarsoiatyeofirst 5
probability for indicating whether the user is authorized to interact with
the system based on the user's behavior. In still other nethods, the
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10 being employed by the probability calculator to compare behavior
to current behavior of the user. An acoustic and biometric
verifier may be included for determining acoustic and biometric
information from the user, and the method further include the
steps of determining a second probability for indicating whether

15 the user is authorized to interact with the system based on the
user's acoustic or biometric information and integrating the
first probability'with the second probability, by employing a
probability mixer, to verify that the user is authorized to
interact with the system.The first probability may be compared

20 to a threshold probability to determine if the user is
authorized to use the system. The methods and method steps of
the present invention may. be implemented by a program storage
device readable by machine, tangibly embodying a program of
instructions executable by the machine to perform the method

25 steps for verifying a user based on behavior.



25 steps for verifying a user based on behavior. 5 WO 03/050799

PCT/ US01/ 47910 present invention wll becone apparent fromthe foll ow ng
det ai | ed wes/05(99 on of illustrative enbodi nents thereof, Paffitsh1/479%0 t 0 be
read in connection with the acconpanying drawi ngs. 5 BRI EF DESCRI PTI ON OF
DRAW NGS The invention will be described in detail in the follow ng

descri phidipf preferied Snhodidmnts Wld el eneice o dde o.field ow ng

figures wherein: FIG 1 is a block/flow diagramof an illustrative 10
Syst emJRLNOL LI QL4 e O MRIId A Aol ARGRIAANGE A N i,
present 1nvention, and FIG 2 is a bloc lagramof an illustrative
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based omrtrow tiie —user rmnteracts with a target system This may be
perfornmed b conparing the user's, current. bhehayvior, . wi,t h past havi or. No
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verification) fromthe user is needed, and therefore the system is
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enough evidence is available for rejecting the user in the mddle of a

sessi o e e I Al e in:

FIG. 1 is a block/flow diagram of an illustrative

10 system/method employing behavior verification in accordance with
the present invention; and
FIG. 2 is a block diagram of an illustrative behavior

verifier in accordance with the present invention.

15 DETAILED DESCRIPTION OF PREFERRED EMBODIMENTS

The present invention provides a method and system for
continuocusly verifying the identity of the user based on how the
user interacts with a target system. This may be performed by
comparing the user’s current behavior with past behavior. No

20 additional dedicated input (beyond what is used for the initial
verification) from the user is needed, and therefore the system
is non-intrusive. Furthermore, verification can be done
continuously, and if enough evidence is available for rejecting
the user in the middle of a session, then the user can be

25 cut-off before more damage is done.



25 cut-off before nore danage is done. 6 WO 03/050799 PCT/ US01/47910 not

necessary, and all users may be given base |evel access (to

non-co

nf iwernBiosl79¢ nf or mati on, for exanple), and upon addi PCEMED1/47910

verification through the non-intrusive process, full access may 5 be
In the present invention, a new dinmension to the speaker (or user)
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usually greets with a “Howdy," may be distinguished from an
imposter who greets with a “Hello” or a “How are you," or from
an imposter who begins the conversation without any greetings.
Similarly, an imposter who is trying to search through several
confidential documents may be distinguished from a legitimate
user who does not typically perform such searches. Although
anyone single interaction with the system may be insufficient to
make a decision, information gathered after several user- system
interactions may be sufficient to make a valid verification
decision.

One of the advantages of the present invention is that the
speaker verification is non-intrusive, in the sense that no
additional dedicated input from the user is expected for the
sole purpose of verification, and the user may interact with the
system as usual, with the information needed for the

verification being gathered automatically by a background

process. The comparison of the user’s current behavior with

" 8m t he

may
t he



verification being gathered automatically by a background 25 process. The
conpari son of the user's current behavior wwth 7 WO 03/ 050799

PCT/ USO1/wW093059st em Wi t hout any intrusion or inconveni eRCE/US01/419¢0 user .
It should be understood that the el enments shown in FIGS. 1-2 may be

i npl emented in various fornms of hardware, software or 5 conbinations
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10 initially to FIG. 1, an illustrative system/method for employing
behavior verification is shown in accordance with the present
invention. A target system 100, for which speaker verification
is needed, is preferably capable of providing some parameters
related to how a user 110 interacts with the system. For
15 example, the system 100 may permit the user 110 to interact with
the system using several different input modalities, such as
typed text, spoken utterance, handwritten input, gestures, etc.
Technologies such as speech recognition, handwriting recognition
and image recognition, along with natural language understanding
20 and dialog management may be used by the system 100 to interpret
the user input and translate it to a form suitable for execution
by the computer or computers of system 100. The system 100 may
connect to a number of different applications 116, such as
electronic mail, electronic calendar, banking, stock or mutual

25 funds trading, travel services, spreadsheets, editing programs,

etc., and allow the user to interact with these applications.



connect to a number of different applications 116, such as electronic mail,
el ectroni c cal endar, banking, stock or nutual 25 funds trading, travel
servi ces,wompB@sidsheets, editing prograns, etc., and al |l owCrhsSousmioto
interact with these applications. 8 WO 03/050799 PCT/ US01/ 47910 how t he
user interacts with the system such as paraneters related to speech
recognindwnios e Hr fht b AAGUAGR LAt StANd &Y, AfcrsEWhd MG d, an
exanpl e of the system 100 is shown 5 including a behavior verifier 118.
The | nptd1 {7&un thespsssh Llbeodisi exRedeth41u e a spAkaE Yidenancs qhy it
may be in sone otﬁgf_nndalit%, such as a handwitten 1nput, typeé&?git,
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ersgi ne BN Iscikons, | et o i1 For @Ml 4o O APRISLALEN 116
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new Nessagag ol 1016, SPokebkdi LANANGE dS GANVErd & J .4 he corresponding
text string 5v:th¢ speech recogni tion ené?ne. nputs};néﬁ I'n §b51¢n form
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whi ch is understoo
10 recognition engine 113, which is known in the art. For example,

or

if the application 116 is an electronic mail application, then
the user might say, “do I have any new messages," and the spoken
utterance is converted to the corresponding text string by the
speech recognition engine. Inputs, not in spoken form, such as

15 handwritten input, are also converted to the corresponding text
string using appropriate technology, such as for example a
handwriting recognition engine 117, known in the art. This is
true for interpreting gestures or other modalities. An
appropriated recognition engine, is employed. In this way, all

20 inputs are converted to a recognizable form which is understood
to system 100.

The text string or other formatted signal is then analyzed
by a natural language understanding (NLU) engine 115 to be
converted to a formal command, suitable for execution by the

25 system 100 within the application 116. For example, sentences

such as “do I have any new messages” or “can you check my



to system 100. The text string or other formatted signal is then analyzed
by a natural | anguage understanding (NLU engine 115 to be converted to a
formal cowpengso7sui t abl e for execution by the 25 system 1@QTWISOh#T91¢ he
application 116. For exanple, sentences such as "do | have any new
messages” or "can you check my WD 03/050799 PCT/USO1/47910 translated to a
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mat chi ng an acoustic signature of the person claimng to_be a %iven user
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(NLU) engine 115, and dialog engine 120. Methods for building a
10 conversational system are known in the art.

An acoustic and biometric verifier 112 is included in
system 100. Acoustic and biometric verifier 112 is responsible
for identifying and verifying the identity of the user 110. The
verification is nominally performed prior to allowing the user

15 110 to access the system 100. The verification process may
include matching an acoustic signature of the person claiming to
be a given user to the known acoustic signature of the claimed
user, which is an acoustic verification process. The
verification process may also include biometric verification

20 whereby the person claiming to be the user is prompted for
answers to specific questions, such as a password, mother’s
maiden name, social security number, etc. Méthods for acoustic
and biometric verification are well known in the art.

Behavior verifier 118, in accordance with the present

25 invention, is responsible for performing additional verification

of the user’s identity continuously during usage. Details of

10



user, which is an acoustic verification process. The verification process
may al so include bionetric verification 20 whereby the person claimng to
be the uswo BesEponpted for answers to specific questi on®CTAS0h4A$0 a
password, nother's nmiden nane, social security nunber, etc. Methods for
acoustic and bionetric verification are well known in the art. Behavi or
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the follow ng features,
conver%at%onal system 114, and constructing a feature vector v,

which includes n features.
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The value of n should be chosen by a system designer, and

may depend on the type of accuracy and/or type of recognition
15 needed for the system. The features v, ...v, extracted by feature

extractor 204 may include one or more of the following features,
or other similar features. The following features list is
illustrative and not to be construed as limiting the present
invention. Further, the features described herein may be used
20 alone or in combination with other features to determine an
appropriate feature vector(s) in accordance with the invention.
The features may include one or more of:
1) Language model scores: Speech recognition engines use a
language model, or a set of language models, to perform the

25 recognition. When more than one language model is used, some of

11



or other simlar features. The following features list is illustrative and
not to be construed as limting the present invention. Further, the

f eat ures Wegsislied herein may be used 20 al one or in conbipeattson4mit h ot her
features to determne an appropriate feature vector(s) in accordance with
the invention. The features may include one or nore of: 1) Language nodel
scores:_ Speech recognition engi I uggﬁ |l <O, t of
Iaggluagfes Slpse,rstoé1 ercfaé:rhr%'t %éﬂ;% ?52538 niwtoi%g%. e%ﬂ%%rsg %t ﬁg?fk%ﬁle | anguage
nodel is used, .sone of 11 WD 03/Q50799 PCT/ USQ1/A479 t per sonal
cache, THEUsith § et &5 &t upsherrgsies%s?ﬁglggﬁg ?"%dég jsgo?}%ﬁyg?e

requentl a given user).

Language nodel scores are . generated and u internally, d di scarded
after t eérareceecogﬁ’rﬂqeiuogﬁofsm%oeﬁﬁllagtlé{’ ﬁélvc\le\?zl%,%atr@éege%ggg%eg%%arry

informati on that can characterize, the user articularly with respect to
tRe chdiS®BH WY SakP PFiiSes SIS Siced s Sc%)%ae%pl%,rﬁyf a user

normal |y says "begi ictation," then _an_.inpaoster who.says .l et . create
t he teitnlﬁ)fs(%%“a[ttﬁoéfl r?g?gégcé‘n &g‘r?rf(?tt?él&& e B3 niBPA Y Y & Fider Wihlo
normal |y i ssues conmmands ., usi bri ef and to-the-paqint phrases be

di st i.nd%/ﬁsﬁ?é'd: frrhlearf Or?ﬁc?stoénc'? WS Su e ng‘ﬁﬁ‘sféntogﬁ(%ls.usﬁg]zr eng)%\é, t he

| anguage nodel scores may be saved and incorp(éé_[ac%r% .as feg:ﬁqures in the

f eat ur €XARRIG. 1% SHGAY WEFoted A &9 &&d "ndfhen an

imposter who says “let us create the text for this message” can

10 be detected. Similarly, a user who normally issues commands
using brief and to-the-point phrases may be distinguished from
an imposter who uses long sentences. Therefore, the language
model scores may be saved and incorporated as features in the
feature vector. It should be noted that an imposter need not

15 be rejected based on a single phrase or phrases. Instead a
cumulative behavioral score can be maintained for a given user
session and periodically checked against a threshold to
determine if the user is an imposter or not verified for using
the system.

20 2) Acoustic model scores: Acoustic model scores (sometimes
known as fast match scores and detailed match scores) and other
intermediate outputs are used internally within the speech
recognition engine, and discarded after the recognition.
Similar to the language model scores, the acoustic model scores

25 also include information relevant to characterizing a user, and

12



15 be rejected based on a single phrase or phrases. Instead a cunulative
behavi oral score can be nmaintained for a given user session and

peri odi cawby3psmeked agai nst a threshold to determ ne if PCh@SOF€M16 S an
i nposter or not verified for using the system 20 2) Acoustic nodel
scores: Acoustic nodel scores (sonetinmes known as fast match scores and

Ot i n T e leteriel) AL A0 o WOSTRS) e AAHEREES A Bienite) it A Y

Sinilar tao the | an % e nnhgr g;glggélﬁa%l%%éﬁgéi% qu@?r gﬁeegecggn;fggn.
i o 4 POl o o g £uder ARE 2 o 00 Gaoros
s gusett of el JBEE WS ot e B il
iéisr?f}%ﬁl Cﬁ@ni;?:d i%‘sgeé%rsrlpl egg&l‘?'f::acflresgfoﬁilajlgfgt :lfﬁla%dldfl%i aforenrati on
that iy DEREEA i <l &@eﬁwtﬁ-@w@ SRR d “NCT e USRIy

1 800) SCRT S Or LK RO by T adtidd o SR edtur & vect or S0

that any deviation fromthe normal range of scores fqr a giiven task may be
det ect Ed'@ N3¢ tEHdiZiTh ¢ tURede ségfbﬁggbﬁﬁﬁwnﬁnH§P§lgdbHé%§qq%§ two or

more stages (such as a tagging stage and a translation stage),

10 and all of these scores may be added to the feature vector so
that any deviation from the normal range of scores for a given
task may be detected.

In addition to these scores, other inputs such as the

second choice of the formal command, or the second choice of

15 tagged sentence from the intermediate stage of tagging may also
be encoded as features. For example, a user may say “Open
Steve," which may result in top-ranking formal command
OpenMessage (name=Steve), corresponding to opening the message
from Steve, and a second choice formal command OpenFolder

20 (folder=Steve), corresponding to opening a folder called Stevé.
However, an imposter may be more clear, and say something like
“Open the message from Steve," in which case the first choice
formal command would likely be the same, but the second choice

command may be different.
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second choice of the formal command, or the second choice of 15 tagged
sentence fromthe internedi ate stage of tagging may al so be encoded as
f eat ur es.wbop/0swanpl e, a user nay say "Open Steve," whi clRCRAISO/EOWt in
top-ranking formal command OpenMessage(nane=Steve), corresponding to
openi ng the nessage from Steve, and a second choice fornmal conmand

CpenFol;der 20 (Rl det-Steuahn pon 6AR0RTIAY 18 0R00LAg.A L0l dfL cal | o

St eve. nay be nore clear, and say sonething |ike

" h f S o i i hQi f |
“Chen chegessate Tiom Sroie, L cosgd e haskeeiaice faml s

Sang, e second c comand may
different. 13 03/ 05Q799 PCT/ USQ1/,47910.in th f ds which
Che s CETs 0 2nd PR TR0 MR on Sof SeommaIE Ry Bhges: 1o Bead 1o ¢
acconplish a task. A em t hat, predicts.th ' t. b d
o R AT bBe SRS e lRbaR, AR o
Pat ent licati No., 09/431, 03 i.tled "Adapt i P i ct f
Nt A S R BBy N6y s P 878 SRtdRay Maa 172 KeB AR enst .
filed on Qctober 30, 1999 and incorporated. herein by,reference, nay b
used t &HSAHIAE iR &&?F&Eﬁqo#apﬂé‘%fﬁ tco&ﬁ\}é)rgsgty:%ﬁﬁ‘?f s?fgt &t B?B“aaw\é@-‘/? or
the systemto take initiative and su sti%% tg% gext conmand totthe user
Howevernd &-zﬁﬂﬁ%WQﬁ?W%§¢|%%$§daﬁﬁlp&%%’@ﬁs, 'he 2500 PBE JENEFrROEG TS t he

herein by reference, may be used to improve the accuracy of the

10 conversational system and also for the system to take initiative
and suggesting the next command to the user. However, in
addition to these applications, the scores generated by the
command prediction system are also useful in detecting an
imposter. If a person issues a command that has never been used

15 by the actual user (and hence will get a low command prediction
score), or if the person issues a series of commands that were
not part of the top ranking predicted commands (again the
command prediction scores will be low), then the usual comménd
or sequence of commands may indicate the presence of an

20 imposter. Therefore, the command prediction scores are good
features to be added to the feature vector.

5) Pronunciation Model: In most languages, there are

certain words with more than one pronunciation. For example, in
English, the word “the” has the following common pronunciation.

25
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command prediction systemare also useful in detecting an inposter. If a
person issues a command that has never been used 15 by the actual user (and
hence w IWOogans&94 ow command prediction score), or if thecparssosmdiiesues a
series of conmands that were not part of the top ranking predicted
commands (again the conmmand prediction scores will be Iow), then the usual
pomran%heor sequence of co ngjg may i ndicate the presence of an 20

i nposter.” Therefore, the command prediction scores are good features to be
added Lot he feature vect orl.D yyPronunciation Mdel: In nost |anguages,
there are certain words wi'th nore than one pronunciation. For exanple, in

English, th rd "the" S fall owi.ng : nei.at i 25 14 WO
03/050709 PUFF sdlf/eﬁgf(’fqt neh§%l-|o§>](y o L i o Y y
onpe pronunci ation .for these,  5.wor i ter Q. re of the

uger' s "5F&ferr &8 PRSSS é’tvthiooﬁ\é?gggggégaion%p\%%redgs\r%%y u égg%\églet%er nati ve

pronunci_ation.. Ta detect the _i.nposter in this se, ure vector may
i ncl ud&*ESEC St Jfoélatfl%) es %gtlner"f(% & H%é/ uﬁ’reo%ﬁln%ilgtte?glﬁftggte% for these
words. 10 6) Other inp

nmodal i FFESUSGEHT a9 Han ;%t%l :?gj%r «5&%9%?‘%085 se%rerﬂns g%; lg(s“flgéf‘liht%he)in%%% ure
vector may include a set of features that encode the
pronunciation used for these words.

10 6) Other input scores: If the system supports other input
modalities such as handwriting recognition or image recognition,
then the scores from these recognition engines can also be added
to the feature vector, similar to the language model and
acoustic model scores from speech recognition.

15 7) System responses: Conversational systems not only accept
spoken inputs from the user, but they maintain a dialog with the
user and generate responses to be presented to the user. The
system of the present invention may look at what responses the
system typically generates for a user, and may use that

20 information to detect an imposter. Responses such as “I could
not find that message," “there is no such meeting," or “you do
not own any shares in that mutual fund," could mean that the
user has no knowledge of prior interactions with the system and
could potentially be an imposter. Similarly, some users are

25 very precise and may issue commands such as “send this to Steve

15



then the scores fromthese recognition engines can also be added to the
feature vector, simlar to the | anguage nodel and acoustic nbdel scores
from speewb seswogni tion. 15 7) System responses: Conver saPCoresb1/$ist ens not
only accept spoken inputs fromthe user, but they maintain a dialog with
the wuser and generate responses to be presented to the user. The system

of the pigsentsd ey Ak Ao AL AL RS ROREE TdrtRindS Wt eddnypi cal |y
generates for a user,” and may use that 20 infornmation to detect an.

| MpOst gfy; RESPAUISAR: SUGH @S MaC Hefhi MOtaddind drat J1RSsR0Ecr "there is no
such neeting,"” or "you do not 'own any shares in that nutual fund," could

mean t hats L8 gukserohas M kiewWeadee ofp Ryt /126t han%: W ignddhe sy st em
and could potentially be an’inposter. Simlarly, some users are 25 very

PrECi S&, fang, JTes vn$ SUR, GRITTERLS, SHEVAToreaNh At e dd BSlave 15 Wa @3{i¢50799
PCT/ US01/ 47910 ot her users may be vague and issue the sane command as "send

this tQSleven WHE BN HEGYW mrddtdanal H e figudiganbitgat i on.
The system may pronpt the user with a question 5 of the form"do you nean

Steve Jongs 10 s \ea Prowwnittedtdd.his case, an inposter who is nore
preci se or nore vague than the actual user may be detected. To use the

system r espans e A fea Wi NddporiRal We raat i hestrandand system
responses may be put in‘different 10 categories (negative responses,
POSI U1 VR &HPONSRS standard system responses may be put in different
10 categories (negative responses, positive responses,
confirmation, clarification, etc.), and the identification of
the category may be entered as a feature when a response is
generated.
8) Multi-modal interaction model: For systems that support
15 multi-modal inputs (speech, keyboard, mouse, handwriting,
gesture, etc.), the combinations of the input modalities that
the user typically uses may be analyzed in accordance with the
present invention to accomplish a task, and detect an imposter
who is using a different set of input modalities for the same
20 task. For example, some users may prefer to click the “save”
button to save a file, while others may prefer to use a spoken
command for this task. Hence, it is useful to add the input

modalities used to accomplish a certain task as additional

features in the feature vector.
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confirmation, clarification, etc.), and the identification of the category
may be entered as a feature when a response is generated. 8) Milti-nodal

i nteract iwooaosigbe For systens that support 15 nmulti - nod&CTiuspus®1q speech,
keyboard, nouse, handwiting, gesture, etc.), the conbinations of the

i nput nodalities that the user typically uses may be analyzed in

accordanﬁﬁﬁﬁgkﬁthgglnc&ggeQ%Fépéﬁn%? 9 %& %ggﬁgqbk%htqm%ag%PoaQQGQetect an

|npost g 0 t“ modalitie r the same 20

task. R ! ex%ﬁq e cdieh The REGET 1,6 Gl e ¢ Sy’ ?&&t to?ﬁ% Lo

save a ers nmay prefer to use a sp oke Cormand
I s, 4 U I o e o s Uy R B b
T U 47040 e Lranpactlons bekag 908D, Sh ATk Yan s (e e
23?&#@#3@&%% %a%&baewiad% o ?ﬁ%&?iﬁ%' B%JSZS I ncrénat"f 5 5P %ﬂ;%%ict. on
i ch TRy BT Uort = At O e iy al e eé{ﬂéévieﬁihﬁs%%evﬁft
par 1 CONEOfb SR S Iy G °étrﬂeeﬁaa°y%%2rn%ga§%?#t T8t em and
activities performed on the system. For example, a particular
10 use may always access e- mail when logging onto a system and
then check stock prices.

10) Duration between commands: Different users may interact
with the system at different rates. However, a given user often
exhibits regularities in the duration between commands, e.g.,

15 the time the user pauses between commands. Therefore, the
duration between the end of the last command and thg start of
the present command may be entered explicitly as a feature.

All of the above features describe how the user may
interact with the system. Additional features that may be

20 available may also be characteristic of how a given user
behaves. These additional features may be tailored by the
system of the user at, for example, initialization of the system
and may also be appended to the feature vector v. The

conversational system 114 provides all the data needed to

25 calculate v.
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t hen check stock prices. 10) Duration between commands: D fferent users may
interact wth the systemat different rates. However, a given user often
exhi bits wegalsn7pei es in the duration between commands, ePgT/Uushb4he ti nme

t he user pauses between comrands. Therefore, the duration between the end
of the last conmand and the start of the present command nmay be entered

exp' I Cid f%@&f%ﬁ&ﬁ el o My thes ahowes fratl gsodese ddi oW tzcnaecalser

interact wt system Additional features that may be

ava' | ablg fgly O P SPhPes ;’;Stgé@%fha} IS fu A 2 i yen usen, HeRawes qakhese

addi ti onal features na tallored by the systemof the user at, for

exanpl g 5{@@6’%'E%ttﬁge'dogotg?oxséfsatlelmtt@dfé@yuraé%cbff% ReNA_d Ly the:

feature vect or conversati onal system 114 provides all the dat a

dedeér Opaazr} sendj"lll al S, JT?%VR QA P Q/P% REFIHSUU AN 1&er0d Ryt from

the us it to both a behavior data store 206 and a probablllty

cal cul gf,p1y £10.,,d ﬁlﬁP@P% 4 data £t of f%e%ﬁ% gpsle:} org éfilclné he

t
feature vectors ected 5 a partlc user node

Cons”%ﬁtgddl?r%é fb&%é%ﬁeQ iRledids], 24 Il LA A0 SRA User - 1N

one ment of the present |nvent|on 'a sinp Vi or

constructed, i el ydi ng. pol g ggrtl\r;?gtevﬁﬁeﬁ P thecoard NSy AT X E

for the set Bt eat ur'e vec is cas

matrix X for the set of feature vectors (v's). In this case,

10 the model constructor 208 calculates the mean vector m and the
covariance matrix X for a given user, when a sufficient number
of samples of the feature vector v have been collected. The
process is repeated periodically when a sufficient number of
additional feature vectors are collected. The mean vector m and

15 the covariance matrix X are stored in the behavior model 214.

Calculation of mean vectors and covariance matrices are known in
the art. The feature vectors are continuously collected and the
behavior model 214 is updated at periodic intervals, to
accommodate for any gradual changes in the user’s behavior.

20 The probability calculator 210 then calculates the

probability P given, for example, by:

18



10 the nodel constructor 208 cal cul ates the nean vector mand the
covariance matrix E for a given user, when a sufficient nunber of sanples
of the feapDws®s07ector v have been coll ected. The processPCI/USepernted
periodically when a sufficient nunber of additional feature vectors are
coll ected. The nmean vector mand 15 the covariance natrix E are stored in
t he behavi or nodel 214 C8l éul ation of nean vectors and covari ance
matrices are known in P Re art. The fleatyre vectors are daé@nti nuously
coll ected and the behavior gzzﬁgggﬂg'is updated at periodic intervals, to
accomodat e for any gradual in the user's behavior. 20 The
probability calculator 210 then cal culates the probability P given, for
exanpl e, by: 18 WD 03/050799 PCT/US01/47910 ez P n (2)7- )21112 (2)
descri tae%g;rtfb%ﬁ!ag ‘Eﬁlé WQQ%ﬂ-hﬁ}o& heo8i Ve igIRW, GO haye LomRd emd he

sed on t elb I

correct user, ehavi or nodel 214. H gher values of P wll
corres r i i h t i : 9@@& fr t he;cerJ,ect or
aut hori zegn btgleerq.(:% rgércoébal{%eeiﬂl't %%%iexwe?)t%fgl%t gl%gislétvtlﬁgf pro albi2?iq]t'y Eléo%?]éegreP and
perforns twy st . Ers i t..cal cul at hLaht verage f .

valltuye sS Coof gﬁs vH]Tl éd TT:KIG s(pﬁ%cfgro X att@% \ﬁk%h. 1%&0% &hH34e + n¥ 1tnrf>‘?1t

pr obabi rom e current 1n

5 came from the correct or authorized user.

A probability mixer 212 takes the probability scores P and
performs two steps. First, it calculates the weighted average
of the probability scores P from EQ. (2) for the current input
and a selected number of previous inputs. If the probability

10 score for the current input is denoted as P(t), and the score
for the i*" previous input as P(t - i) for 1 =1, ..., m, where m
is the total number of prior inputs to be considered, then the
probability mixer 212 may calculate the cumulative behavior

score at the current instance, Py,(t), given by

P (t)=a P(t)+oa, P(t-D+..+a _ P(t-m)

15 (3)
where the non-negative weights o;’s satisfy o+ -1 + ... + Oeen =
1 and 02 O¢1 = ... = Oen 2 0. The value of m is a system
parameter that determines the number of previous probability
scores to be considered, and may be chosen by the system

20 designer. The intent of taking the average over several scores

is to ensure that no single spurious score causes an incorrect

decision to be made.
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and a sel ected nunber of previous inputs. If the probability 10 score for
the current input is denoted as P(t), and the score for the it' previous
i nput as wo(Wso®y for i =1, ... , m where m is the totralr/usorivmno of
prior inputs to be considered, then the probability m xer 212 may

cal cul ate the cunmul ati ve behavior score at the current instance, Pb(t),

given b 5 Ph (t) =atP(t) +a.t Pt - 1+ .. _nP(y - ere

t he noré-/]rfleg]a?i% %béﬁtgkh‘?% Ji>2 % [T v§/loa]:t S+Qoa]:te- 115:?-1:? Ylghdagﬁgggég\ﬁ} > .
+at-m=. > at-m>- 0. The value of mis a system paraneter that

det er m ¥rere heanfiterb engr el AP oty | £9T §86r 68rE8NBelBBHSI der ed, and
may be chosen by the system 20 designer. The intent of taking the average
over seweraldestdsesthe sadousnisurand Hatond: si ngleer ispilgn dus? s@dre clauses an
incorrect decision to be made. 19 WD 03/050799 PCT/ US01/47910 212 is to

fuy t herpyd X dhiesbehaviore seate RBG beWat Brandacaustbast$eoseofandses in
bi ometric score) Pa(t) for the current input provided by the acoustic and

bi omet rsi&g:ea\/}?errl el A2 (FLG By nﬁagfkge a&ﬁt@hifacces&%qr%a(éye ebé%f*n a
st andar acoulustic score used 1 n speaker veriticatl on, an ma e

cal cul ated, Usi ng. L SPEGEN o AR fIAMR LN QYL QU MSR! ¥ tengd e the
curr entsad%pe]resl’ npu?m curre P !

is in spoken form (if the current input is not in spoken form,

P, ()= P,(t- 1)

then other approximations, such as setting or to
10 the acoustic score from the most recent past spoken input may be

used). The probability mixer 212 calculates the overall score,

Ptotal (t)’ given by

Ptotal(t) = BaPa(t)+ Bbe(t) (4)

: +B,=1 .
where the non-negative weights fBi’s satisfy B“ Bb > which may

15 be chosen by the system designer, but may be later modified by
the user based on his or her preferences.

The probability mixer 212 compares the value Of Proar () to a
predetermined threshold Py and if Peotar () < Peny then a message
is sent to the acoustic and biometric verifier 112 that the user

20 may be an imposter. In one embodiment, the acoustic and
biometric verifier 112 interrupts the user and asks the user to
go through a more thorough verification process. If the

additional verification fails, the user may no longer be

20



is in spoken form (if the current input is not in spoken form then other
approxi mations, such as setting Pa(t) = Pa(t- 1) or to 10 the acoustic
score frowptohesetest recent past spoken input may be usedpCTNsel/goobability
m xer 212 calculates the overall score, Ptotal (0 given by Ptotal (t) =
\IAﬁaPﬁ(tH RoPb(t) (4) where the non-negative weights Pi’ s satisfy Ra+tRb 1’
ich ma 15 chagsen t he t i . e, il dified
Che sbfb@édﬂg}]erhit?}’o rSylSS HaTHAe %‘t G itd &hd

by c | ™ er ences. oba | I i ty m Xer 212
conpar es t e val ye of otai (t to a redeterm ned t Pth and if
Pt ot al APt JtlhéanF?aU éf'a?er n%enetD YET He agceélt?srtaﬁqce%:m% bi orretrl c
verifier Oi}%that t he us\%]r% 20 may be an inposter. In one enbodi nent, the

acoust i®F L i ot fier 112 interrupts the user and asks the user

to gothrouharmret verlf cat on pro diti I
verification't &A1 eErhee qrfﬁﬂf’no Ieerrlf%i%e]%%td@do%ﬁql o

PCT/ US01/ 47910 successf ul then user rmtted to interact with the
syst em*thit43<ta "Hﬂkhr@‘?/va?ﬁq‘?d“ dés |C§erﬁeéﬁ:graaﬁceedeso)}:q 5 Sort oAb | ity
m xer 212. 5 I.n anot her enbodi nent, the user ermtted to continue, to

i nter a&aWEW%%é%M%ﬁy%ﬁmls%W%@s?t sl i Ve Mt el 2 on

the system_ The material's sensitivity may include
levels and the levels of access to 'sensitive materials may be

based on a score relative to the threshold. For example, a
10 group of employees may be permitted to access a system, however,
some employees must be excluded from sensitive materials. The
behavior of the employees may be employed to exclude
non-authorized employees from the sensitive materials.
The threshold P, is a system parameter which may be chosen
15 by the system designer. However, the threshold can be modified
by the user according to the desired level of performance.
Another embodiment of the present invention will now be
described. The model constructor 208 constructs two or more
models and the collection is stored in the behavior model 214.
20 To construct each of these models, the collection of feature
vectors v is first partitioned into a number of clusters, using
any standard clustering algorithm such as, for example, the well

known K-means clustering algorithm. For each cluster i, the
mean vector m; and the covariance matrix Z; are calculated, and

25 EQ. (2) is now modified to be
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| evel s and the levels of access to sensitive materials nmay be based on a
score relative to the threshold. For exanple, a 10 group of enpl oyees nmay
be perm twed3tsi7agcess a system however, some enpl oyees pamdaisoire79excl uded
fromsensitive materials. The behavior of the enpl oyees may be enpl oyed to
exclude non-authorized enployees fromthe sensitive materials. The
threshold Pth is a system par amet eg whi ch may be chosen 15 by the system
desi gner. However, the threshold eapn-be dpdifhed by the user according to

the desired | evel of performancee Anot her enbodiinent of the present
invention will now be ]aestnaﬁegf—ThE—ﬂpdET—tonﬂtructor 208 constructs two
or more nodels and the collection is stprepd in the behavior nodel 214. 20
To construct each of these nodels,(QHéchih ction of featyre vectors v is
f:rst pﬁrtitiﬁned into a nunber of clusters, using any s#&ndard clustering
al gorithm such as, for_exanple, the well  known K-nea clusterin

al gori tHIR Btk ci%)staé?n‘l)i (4 HeeMaeh W 1350 b&ﬁdr)ctsf}‘?é’ é”ol\/lgr iua%cetk}%t rix
Ei are cal culated, and _ 25 E%%;(Z) is now npdified to be 21 WO 03/ 050799
PCT/ USOB U@ K -2 (GRkgulated (RrgR §auatien- i, aqote 1 [Th RYEHCS 24 5)

5 constructing clusters of feature vectors is to accommodate
different behaviors that may be exhibited by the same user at
different times, corresponding for example to different tasks or
different devices being used. Accordingly, instead of using the
clustering algorithm, the clusters may be constructed explicitly

10 on the basis of factors related to the interaction, such as the
application being accessed (email, calendar, stock trading,
etc.), the access device (telephone, cellular phone, notebook
computer; desktop computer, personal digital assistant, etc.) or
some other factor.

15 Having described preferred embodiments of a method and
system for non-intrusive speaker verification using behavior
models (which are intended to be illustrative and not limiting),
it is noted that modifications and variations can be made by
persons skilled in the art in light of the above teachings. It

20 is therefore to be understood that changes may be made in the
particular embodiments of the invention disclosed which are
within the scope and spirit of the invention as outlined by the

appended claims. Having thus described the invention with the

22



The equations (3) and (4) remain the same, but they will use the value of
P cal cul ated fromequation (5) above. The purpose of 5 constructing
clusters wh oBesit7or e vectors is to acconmodate different Pemawoos®1d hat may
be exhibited by the same user at different tines, corresponding for
exanple to different tasks or different devices being used. Accordingly,

i nst ea - | C teri jt er; tructed
expli cqut]]o{/lra][.é(s)d g%l c% ﬁe%ﬁgsél% %d%%ctséocgg& el{?e';{ﬁ[teéﬁ o}'%!t eti nlt%ei%c‘ct iq%nr?cqgﬁlc - as
the a i i i essed (email, calendar, stock trading, etc.),

t he acgg%%qﬂ%%%@%Q%fgﬁ%%ﬁ%he, cel l ul ar phone, notebook conputer, desktop
conputer, personal digital assistant, etc.) or sone other factor. 15
Havi ng descri bed preferred enbodi nents of a nethod and system for

non-i ntrusive speaker verification using behavior nodels (which are
intended to be illustrative and not limting), it is noted that
nodi fi cations and vari ations can be nade by persons skilled in the art in
light of the above teachings. It 20 is therefore to be understood that
changes may be made in the particul ar enbodi nents of the invention

di scl osed which are wthin the scope and spirit of the invention as
outlined by the appended clainms. Having thus described the invention with
the 22 WO 03/ 050799 PCT/ US01/ 47910 cl ai ned and desired protected by Letters
Patent is set forth in the appended cl ai ns.
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23 WO 03/050799 PCT/ US01/47910 1. A systemfor verifying user identity
conprising: a conversational systemfor receiving inputs froma user and

t ransf or nwog3tobee nputs into formal commands; and 5 a behadrarsoveridi er
coupled to the conversational systemfor extracting features fromthe
inputs, the features including behavior patterns of the user, the behavior
verifier bei' ng apted to_conpare-the input .béa vior to a behavior nodel

h
to determine if the®(ReF™i 50 aulfioti 7l t5 T hteratt Wt TP Sy st em 2.
The systemas recited in clgi m ].% whetr(ﬁei et he conversati ontgl stem
i ncl udes a natural TINETETR"URYRT sTahdi™hg O uni T of T ht BHpt S[iﬁ%onépaeech
recei ved as th(? inputs. 15 3. The systemas recited in claiml, erein the
i nput s FHRT AR T FeakPIBHS of S s Ha{ﬁtu‘?/vriie?]?r??gl TR Gid tures. 4.
The systemas recited in claiml, wherein the behavior 20 verifier
i cl udes a featur® R5RF%EebrVeott B r%%%ﬁrﬁrﬁé]fteoat @ CRGIE¥IGM t he

inputs. 5. The_ system as recié‘ed in clgim4, wherein the feature vectors

i ncl ude® BTt §RakRt ot B C T HRGubRt Mot T b e YISt cFhe s SfdddieSscor es,

nat ur al . | anguage and under st andi ng scores. 24 WD 03/.050799 PCT/ US01/ 47910
including behavior patterns of the user, the behavior verifier

being adapted to compare the input behavior to a behavior model
to determine if the user is authorized to interact with the

10 system.

2. The system as recited in claim 1, wherein the
conversational system includes a natural language understanding
unit for interpreting spee;h received as the inputs.

15
3. The system as recited in claim 1, wherein the inputs

include at least one of speech, handwriting, text, and gestures.

4. The system as recited in claim 1, wherein the behavior
20 verifier includes a feature extractor for extracting feature

vectors from the inputs.
5. The system as recited in claim 4, wherein the feature

vectors include at least one of language model scores, acoustic

25 model scores, natural language and understanding scores.
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6. The systemas recited in claim4, wherein the feature vectors include
at | east one of command predication scores and pronunciation scores. 5 7.
The syst ewpag/osiEedted in claim4, wherein the feature vectrergiSoneioude

i nformati on about systemresponses to the user. 8. The systemas recited in
claim4, wherein the feature 10 vectors include at |east one of duration

bet ween user commgnds. , and, 2, di Alog: 51 ate belupen ik Hser and dde sustem

9. The system as Teci claim4, wherein the feature vectors I nclude
types of I ) pLi \ b t%“léé,ﬁf. - T
reci ted‘;el‘%&g#%ilm(gﬁl%eﬁi%?%g %g%a%//fl or node %I:leg?lu etsldg{sp uorsﬁtaﬁ%ma?ﬁjof

nodel s. The syste ecited in claiml1l, wherein the behavior
verifi &Il(l%}]% %la‘aet?/%{tl pér%%‘g%%] ity calculator, the probability 20 cal cul ator

bei ng adapted to calculate a first probability that the user is authorized
to interact with the system based on the wuser's behavior. 12. The system

as recited in ol aim 1. vlersl L dbe 29 hehavlar et | el e @ pdel

constructor r cons | avli or no for a user, avil or

del bei I d, 25. 03/050799 PCT/ USQ1/ 47910 bhehavi f h .
T e R R e Dt AT B SO i a8 e WliRatoer

8. The system as recited in claim 4, wherein the feature
10 vectors include at least one of duration between user commands
and a dialog state between the user and the system.
9. The system as recited in claim 4, wherein the feature

vectors include types of input modalities employed by the user.

15 10. The system as recited in claim 1, wherein the behavior

model includes a plurality of models.

11. The system as recited in claim 1, wherein the behavior
verifier includes a probability calculator, the probability
20 calculator being adapted to calculate a first probability that
the user is authorized to interact with the system based on the

user's behavior.
12. The system as recited in claim 11, wherein the

25 behavior verifier includes a model constructor for constructing

the behavior model for a user, the behavior model being employed
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5 an acoustic and biometric verifier for determ ning acoustic and bionetric
information fromthe user and determning a second probability that the
user is awDhowswed to interact with the system based on POE/USSE#79$0
acoustic or bionetric information; and 10 the behavior verifier including
a probability m xer adapted for integrating the first probability with the
second L1ty Y&LLfy that the user is authorized to interact wth
t he sys?%ﬁéwﬁﬁglgf H%% sjétén1as recited in claim1ll, wherein the first
probability is conpared to a threshold probability to determne if the
user is authorized to use the system 15. A nethod for verifying a user
pased on Denayl o, 20 CONDE! 4 N d N\ #1EPS 0l im PLOVI MG d ORI 13 st
conversational systemtor receiving the inputs froma user an
t ransform ng el [ o) : nes; ' features fromthe
2 1je.d npu 5. ﬁﬁ%ﬁg{%ﬁ%@fﬂ%r el agd J&?wr%t&

i iputs, the features inclu avior patterns o e user; and 26 WO

03/ 0507 USO1/ 479 ' Ny i hehavi ar_nndel
Lo det hre 1 1k aaref R BaraR i e o MR e SR )RR e

met hod as_recited in .claiml5 wherein the 5 canversatiaqnal, system includes
a nat uranS?Ca(l),]ng(%a%IéOk&an%]est’%%n Ian% tehe user 1S auot orlzaed QCO 1nsceracne

with the system based on the user's acoustic or biometric
information; and

10 the behavior verifier including a probability mixer adapted
for integrating the first probability with the second
probability to verify that the user is authorized to interact

with the system.

15 14. The system as recited in claim 11, wherein the first
probability is compared to a threshold probability to determine

if the user is authorized to use the system.

15. A method for verifying a user based on behavior
20 comprising the steps of:
providing inputs to a conversational system for receiving
the inputs from a user and transforming the inputs into formal

commands;
extracting features from the inputs, the features including

25 behavior patterns of the user; and
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unit, the nmethod further conprising the step of interpreting speech
received as the inputs. 17. The nethod as recited in claim15, wherein the
i nputs 10wWDnglsded at | east one of speech, handwiting, tePCI/isnd4yest ures.
18. The method as recited in claim15, wherein the behavior verifier
includes a feature extractor, and the nethod 15 further conprising the step
of extracti ngFIRRALHI VER] P YT RN HLT dfutds PergV e Mt Hod s recited
in claim18, wherein the feature vectors include at |east one of |anguage
nodel scREBIMERDUSE | Ehe 28§D det BIIXS 21 TRtdaT A% dlidde Witdensttait ng
scores. 20. The method as recited in claim18, wherein the feature vectors
i nclude at | east one of comrand predication scores and pronunciation
scores. 25 27 WD 03/050799 PCT/ US01/47910 vectors include information about
syst em r esponses t®¢ Heetsed .apxegiedretthaddl &gt rleoi @Gt ltdiam 18,
wherein the feature 5 vectors include at |east one of duration between
user corgrnost sl enall a3 it it stnc bedskeen naa npsler] R adfe WidarshargBingrhe
met hod as recited in claim18, wherein the feature vectors include types of
i nput nodalt i | dee angpt oy df Wyt haie eayertisign @4 hertse ametdtod e g tiew i n
claim 15, wherein the

speech received as the inputs.

17. The method as recited in claim 15, wherein the inputs

10 include at least one of speech, handwriting, text, and gestures.

18. The method as recited in claim 15, wherein the
behavior verifier includes a feature extractor, and the method
15 " further comprising the step of extracting feature vectors from

the inputs.

19. The method as recited in claim 18, wherein the feature
vectors include at least one of language model scores, acoustic

20 model scores and natural language understanding scores.

20. The method as recited in claim 18, wherein the feature
vectors include at least one of command predication scores and

pronunciation scores.

25
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behavi or verifier includes a probability calculator, the method further
conprising the step of calculating a first probability on the probability
cal cul at owp oBlosn7p9 r st probability for 15 indicating whet h@CTiusel/ver i s
authorized to interact with the system based on the user's behavior. 25.
The net hod as reci ted in claim24, wherein the behavior verifi er i ncl udes

2 oely SENSHE UGy NS R 20 I SUPUS LI & 8 Pz

enpl oyed by the pr obabr lity calculator to conpare behavior to current
behavi or of the user. 26. The nethod as recited in claim24, further

eorrpri S ng. %ﬁaom 03/ 05cq'17909 C'%] Er%{cﬁ73~rl S_Lt8' ¢ vﬁt%%etin td 'f% ture

i nformation e user ‘conprisi ng “he 5§ eps of :
dtermnr a SECC rbbrlrtyfor her_ t he

aSSt hori'zed 1o’ |ln er ac aQG Fate osnestoefm uars‘—’le oqgr?%ttheee&sglrsespacggﬁns |c or
brorretrrcrnf tro integratin thefr I lity with the
second r‘bro% rlJbay %)towyel ngata epglo earbra]n y m xgps%%to verify that the
user is aut horr zed to interact with the system 10 27. The nethod as
recited in claim24, wherein the first probability is conpared to a

;S;?Z&Ol d pro abl%l"let ymettcttod taesr ngenceltecI fnheclua81% 1'8S & ten:oerllnzecqte feascurtehe

vectors include types of input modalities employed by the user.
10
24. The method as recited in claim 15, wherein the
behavior verifier includes a probability calculator, the method
further comprising the step of calculating a first probability
on the probability calculator, the first probability for
15 indicating whether the user is authorized to interact with the

system based on the user's behavior.

25. The method as recited in claim 24, wherein the
behavior verifier includes a model constructor, the method
20 further comprising the step of constructing the behavior model
for a user, the behavior model being employed by the probability

calculator to compare behavior to current behavior of the user.

26. The method as recited in claim 24, further comprising:
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15 28.

A program storage device readable by machine, tangibly enbodying a
program of instructions executable by the machine to perform nethod steps

for verifwongoso7aser based on behavior, the nethod stepsPpcansoi/siong:

providing inputs to a conversati onal
user and transform ng the inputs into formal commands; extracting

froma

system for receiving 20 the inputs

f eat ur gﬁié%ﬁ‘ﬁ)‘%%& utﬁe%tht hC;a an trlflr{aec cér cIiA ng . Qles@%w Q—{d FE‘%[ ter gﬁ} od‘ t he

user;
if the

PCT/ US

avi or ehavi or

is authorized to nteract. mnth the systent 29 MO 03/050799

dgser Lo ig
FRED e H TR TorRetats onal systentlncludes a natura

| anguage understandlqg uni t., the nethod urt er 1§Hpq_ape St.e of
S R T e

|nterpret|ng speech re

Vi ce
eech

Fhput @ program-stora

aPHearemt d |guns(:)cIE fétjj)&maZ%l r\slhezgetr :gst hecc?%;icuct ét%glrt de at tl[egr? tgaon

as reC|ted in claim wher ei n .t he hehavi or verlfler |ng%udes a feature

ext r actdt tl'éﬁtdlsetlﬁes rf%‘t‘?tb?f#%r‘t%é’rl Jl%llﬁbf(trﬁ‘@ S S

xtracting

feature vectors fromthe in uts %? %%J:The %ﬁtstor evi ce as

recited in claim 31,

10

15

20

25

integr tlng t st p ity wi t e second
probability, by employing a probability mixer, to verify that

the user is authorized to interact with the system.

27. The method aé recited in claim 24, wherein the first
probability is compared to a threshold probability to determine

if the user is authorized to use the system.

28. A program storage device readable by machine, tangibly
embodying é program of instructions executable by the machine to
perform method steps for verifying a user based on behavior, the
method steps comprising:

providing inputs to a conversational system for receiving
the inputs from a user and transforming the inputs into formal
commands;

extracting features from the inputs, the features including
behavior patterns of the user; and

comparing the input behavior to a behavior model to

determine if the user is authorized to interact with the system.

29
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wherein the feature vectors include at | east one of |anguage nodel scores,
acousti c nodel scores and natural |anguage understanding scores. 20 33. The
pr ogr am sworoagso7devi ce as recited in claim31l, wherein treTfEsat/umeo vect ors
i nclude at | east one of command predication scores and pronunciation
scores. 34. The program storage device as recited in claim31l, 25 wherein

s W SR R R e R L
ool e Aa el el at, yitereln, s ssluce vertarp L nd e Al Lesstpne of

the system 36., The program sto evice as recited in claim31l, wherein
the feat’uFervectors ?%%%%%er%%/%%gg%fgsl nép}h lr’rrfpd'gﬁslc'ti es enployed by the
user. 10 37. The program storage device as recited in claim?28, wherein

t He behavior verifier includes a probability calculator, the nethod
further conptlsi the step of calculating a first. obabilit t he
probability % Icu ?(ﬁfOQ?lmf??%ﬁa?ﬁ(é%ﬁﬁ$%t§§]E??%ﬁégrﬁﬁ(ﬁéﬁﬂé aﬁéther t he
user Iswﬁ%%é%%'%ﬁg %é%&{gqugfug%tgk least one of speech, handwriting,

text, and gestures.

10 31. The program storage device as recited in claim 28,
wherein the behavior verifier includes a feature extractor, and
the method further comprising the step of extracting feature

vectors from the inputs.

15 32. The program storage device as recited in claim 31,
wherein the feature vectors include at least one of language
model scores, acoustic model scores and natural language

understanding scores.

20 33. The program storage device as recited in claim 31,
wherein the feature vectors include at least one of command

predication scores and pronunciation scores.
34. The program storage device as recited in claim 31,

25 wherein the feature vectors include information about system

responses to the user.
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the system based on the user's behavior. 38. The program storage device as
recited in claim37, wherein the behavior verifier includes a nodel

const ructwo,030s920 net hod further conprising the step of pconsprumii ng the
behavi or nodel for a user, the behavior nodel being enployed by the

pr obab|2I5| gg c_alt_l cul ator to conpare behavior to current behavior of the
user. 2! : e Qprogram sto evl ce As.J eal ted iy £153) mi3hm f4rt her
_CO][T'pI’I s![ ng: ?ﬁympﬁﬁm%%ﬁé 40e7€91 a%\oéusti cl and lbi ongé&t rHi1 CBUL'
information fromthe user an { | : s of:
det ﬁr i r’ﬂl'zegreal%e*i:}b%df%"?’tolbraebiW?%g;}%%?lrycg%f%%ﬁ%gw%aﬁ%ée?ftqgjedﬂt}gcelféri?g
authorized to interact with the syste: e Mt e RQUStd £ Or

bi onet ritETHiY dﬁ?’bn‘fowdﬁ n%ne%r%tﬁ?l%Pﬁe%?t?é;tgé&%o%gﬁﬁ% y Wt hdrﬁle
second probabi | |%§, by enploying a probability mxer, to verify that the
uses_r is %W?E “to interact with the system 10 40. The program storage
device as recited in claim37, wherein the first probability is conpared

to a threshold probability to determne if the user is authorized to use
the system g;g

The program storage device as recited in claim 31,
wherein the feature vectors include types of input modalities
employed by the user.

10

37. The program storage device as recited in claim 28,
wherein the behavior verifier includes a probability calculator,
the method further comprising the step of calculating a first
probability on the probability calculator, the first probability

15 for indicating whether the user is authorized to interact with

the system based on the user's behavior.

38. The program storage device as recited in claim 37,
wherein the behavior verifier includes a model constructor, the
20 method further comprising the step of constructing the behavior
model for a user, the behavior model being employed by the

probability calculator to compare behavior to current behavior

of the user.

25 39. The program storage device as recited in claim 37,

further comprising:

31



WO 03/050799 PCT/US01/47910

acoustic and biometric information from the user and the method
further comprising the steps of:
determining a second probability for indicating

whether the user is authqrized to interact with the system based
on the user's acoustic or biometric information; and

integrating the first probability with the second
probability, by employing a probability mixer, to verify that
the user is authorized to interact with the system.

40. The program storage device as recited in claim 37,
wherein the first probability is compared to a threshold
probability to determine if the user is authorized to use the

‘system.
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