WO 2006/ 004754 PCT/ US2005/ 022937 LOCKSTEP MECHANI SM TO ENSURE SECURI TY I N
HARDWARE AT PONER- UP BACKGROUND OF THE DI SCLOSURE [ 0001] Various device and
circuit bo oS are used in the struggle to conti iniaturize
consuner e?@g?ﬁﬁﬁ?gg. Integrated circuits (1C s) used iﬁB@P$%ﬂ?@h%%ards have
m grated from through-hol e packages to | eaded surface nount packages, and
then to |eadless surface nount packages. Leadl ess surface nount packages,
such as Ball Gid Array (BGA) packages, do not allow a bed of nails tester
to directly access the package connections. In sone cases, circuit board

desi gner s i npl emepio CRYIEP MECRSNESM TU'ENSURE 8HCURITPINECt i on to a

bed of nails tester. However, these test pads or |ands consune val uabl e
circuit board real estate anHARDWARENFPOWER-BP ity to effectively
mniaturize a circuit board. In high speed electronic circuits, the test
pads or |lands may adversely affect the performance of the circuit.
Moreover, as IC s incorporate increased unctionality, the ability to

f
physical l'y probe | ogical b B GEGBOLBYR OF; T4 @ 002] A variety of
circui t boar @Rggztv&‘?&l@%ﬂg@&d it Q@a‘?&‘d& sLRRRE fn%ﬂét{’l%\é’le th @ntingsly N9 of

assenbl ed pr circuit boards and conpl®ex 1C's wthout"the need foor
physi cal t esminjagiizeabnsmarh elecrmict hntegrateh eiraiits (I s obediin orcuithoatds heve by t he

Joint Test Acti G JTAG | yed int I nstitut f Electrical
and £l et ronfEHELAH ASEHE e pasfogs I e e GPARGR P TR ¢ | od TEST
ACGESS PORT 1ifes SREMDARn St RCH BT Bco o6 pheiagtd oudias BuR Grand

software used to erform boun ari/-scan t esting. vi ces, such as printed
Wi ring assenbditre@BGA)paskgessndaiobaliaygt bedpdnpidscisstersp dirpgly dceess thepacksgei f i c.

I ntegrated C Lt s, ( | E : i rt,
comonly r e]s%eoingéegél%ﬁsd ]é\g&g}; S%Sg%cg%@fg%a?cp&g{?ﬁgq?}H@gﬁﬂaét(]:cé,ﬁg%cg&gp%dg\%p a’(r:)lgérjldar y
scan veri fi cthht ablowan@dniesidn af a bedgif@ails tegers Howeyerathdse tesipaécdrilads wi t hi n t he

devi ce. [0003] Becayse. the JTAG.interface can_ be configyred to.pr.ovide
access to al ?ons%‘gf’#%%les‘ilﬁcﬁ’éE;B‘?‘r%eaiﬁsﬂat?é‘t‘;ﬂ‘ﬂpéﬁi%a destamers Pilig g efectiel® yr e

devi ces can Qg Sodt An 15 lebAGKHNRCHEES, 1189 phdieor bAGmapt er f ace.
For exanple, a systemmay use a secure hardware key stored in an ASIC to
al | ow encr ypadverselstaffeet theperfdananep € the gircuih Mokeover.as IO IXOOBL VO UiEH4sed

PCT/ US2005/ Ol‘zll%(%i%%ality, the ability to physically probe logicaf blocks becomes infeasible.

T

[0002] A variety of circuit board test techniques have been developed to allow
for testing of assembled printed circuit boards and complex IC's without the need for
physical test pads at each connection. One such technique developed by the Joint Test
Action Group (JTAG) has evolved into an Institute of Electrical and Electronics
Engineers (IEEE) standard. IEEE standard 1149 entitled TEST ACCESS PORT AND
BOUNDARY-SCAN ARCHITECTURE specifies the hardware and software used to
perform boundary-scan testing. Devices, such as printed wiring assemblies,
programmable logic devices, and Application Specific Integrated Circuits (ASIC) can
incorporate an IEEE 1149 compliant port, commonly referred to as a JTAG port or
JTAG interface, to allow boundary scan verification and test of logic, registers, and

connections within the device.

[0003] Because the JTAG interface can be configured to provide access to all
logical structures and registers within a device, secure devices can be compromised via
an attack executed using the JTAG interface. For example, a system may use a secure

hardware key stored in an ASIC to allow encrypted data to be decrypted at the device.



2 Additionally, the ASIC may use the hardware key to encrypt or encode data
that is to be stored in external nenory, such as in non-volatile nenory
that is ex the ASIC. [0004] One comon applicat] ecure
envi ronrrenw@%e/?oé%t“r onic comrerce conducted using di gﬁgﬁ&r‘)?{ﬁ%?gﬁ
managenent performed in a cellular phone2 Cellular phones typically allow a
user to downl oad various ring tones, songs, ganes, applications, and screen
di splays, and may even allow a user to renotely enable features on the
phone. The vagpai@ysallyl AIST@%?ay u§&ﬂ1‘é%ﬂrd§l‘a&ﬂie§¥§enc@ﬁﬁ oPttele BNPNAL Kk edbdir es and
applications may be offered on a per unit cost basis. Thus, a user_may
request and stesdin edemamensry meleasin ngn-volasls namagy thavisexieosl to theASTG, | es,
such as those that represent a ring tone, are typically stored in

non-vol ati | e[ose4jpry t fare doﬁmamta‘ppﬁt@JtioﬁofmecASIeﬁ:vﬁdmﬂlent melle‘ccromis t he data

recovery. Additionally, aus ce provi d ca for
downl oaded f?qné@erc?ﬂ‘é‘ H%ﬁ}l%%‘g‘&mflﬂgé %’%&’WFB e HE %Féalgﬁﬁplﬂf@%re bei ng

transmtted ¢ I | e sbripst
non-vol ati | e rre m?hgltl% t5r$£g%l ll&&!l?@e l%%f)tgg%?llbﬁ%mgﬁpgﬁ%ser rse S ri but| ng the

downl oaded f appélcatmnhaindlwp@ dispays; andempyi aven dllow AGieCtomgotsdy Gméh: feauper f or m
dat a decryptlo The rdwar e ke may ni.que artrc r_phone to
further 1im?®® é)h%rfe [)Iﬁlgvgﬂ%l}sm e&a?f%?enﬁﬁblg%gj anlqﬁ% erﬂ%ﬂn%# @%e%t o&)secure t he
encrypt ed daggplicitions hay Bwaffere 8} a pUSinitudst BB NTHIs)S dser af réestiagd
environment. Access to the hardware key via external interfaces nust be

linited to efevileadans osEom ingtonss A A EVeR FRRlaPal2 ISP, Such RS hosmiARgERresBbundar y
scan t est i Gy 5o e AR 8516k MnortldIANEnRRGRHatiP kB ST B3h AsAOhin: i thin a

devi ce, such I'mnating ry scan access to the logic
cont ai ni ng tprarfdms theadata rkeyeryc aldgionally, pedaniss 4 serhes ovgder cah charge fong and

Ul i it od acteRtodsR s Ry R S e el epeninto bOBF K miitor om se
the integrityndidre hIbCtypRANY Endidhel@lieh skdd infil Fn-DUMNR¥mOEy tlilf&iu@é @@LOSURE

[ 0006] A secure_el ectronic device and nethod of securing access to a

conmmuni cat i oRossGlity of a uger edistribugpg the devnloadeddile nA Jardyagerieqy stased injthg er f ace i n
ASI| C | ks b
SHSHIEOR S W o B e R

The confi gur padtiadarehsndtol futther tifnitt use of tho ehcryptyd deta.enabl ed when t he devi ce
recei ves a non-secure access key vector. The

[0005] Thus, in order to secure the encrypted data, the hardware key must be

maintained in a secure environment. Access to the hardware key via external interfaces
must be limited to ensure the security of the hardware key. Unfortunately, boundary
scan testing, such as ITAG testing, allows access to internal logic within a device, such
as an ASIC. Eliminating boundary scan access to the logic containing the hardware key
can greatly limit the scope of testing and verification that may be performed on the
ASIC. However, providing unlimited access to the internal logic of the ASIC can

severely compromise the integrity of the secure hardware key.

BRIEF SUMMARY OF THE DISCLOSURE
[0006] A secure electronic device and method of securing access to a
communication port of an electronic device, such as a JTAG test interface in an ASIC
are disclosed. The device may be secured from physical attacks by initializing the port
in a disabled or otherwise severely limited state, The configured accessibility of the
port may be enabled when the device receives a non-secure access key vector. The

ASIC compares the received non-secure access key vector against an internally stored



ASI C conpares the received non-secure access key vector against an
internally stored WO 2006/ 004754 PCT/ US2005/ 022937 3 access key and enabl es

the communiygsbjohuspdrt in the ASICif a predeterm ned ' ) exists
between the two. As part of enabling the comunication %gi@%ioﬁﬂ@%szg C may

performan initialization routine and ne sel ectively enable access via the
conmuni cation port in response to a predeterm ned access configuration. The
access configuration may be determ ned based in part on states of one or

nmore fuses wickéss Rey i endibsGhe bOaBBhichtiongioe: iR §RECSIC if hpredetsphiaedir € i ncl udes a
met hod of securing, an electronic device including initializing the

el ect roni ¢ delptiershinexistchetuesmdbe WioaiAs Partof enaplipg the cogumumcation plrt, fice ¢ or |
conparing th 4 : i t he

el ectronic dlg\slmafgergﬁ%ea\régﬁ@gz aé%@gﬁ%ﬁé@ﬂn@ﬁ%%iﬁ&%ﬁnag%gﬁﬁ%faé[ékgCOrrpari ng
the access domymuBGtion pomin iesponsatoagretetanmed agcess[c00fGiration. diistabesss aspect ,

t he di scl osure.includes t hod .of securin n | ectroni ¢ devi.ce

| ncl udi ng 1 nOEAETROSTERY e delermied b i st of o5 aers et e

di sabl ed stapgiC.receiving a non-secure access key vector via a boundary scan
test interface, conparing the non-secure access key vector to a stored

access ey, 198! O ™ 19 oAbl hbibdBhbORCRERSSAmMId of BENRAREHGR, ACCCSS

key vector he store ccess ave a pre erm relat1onship,
sensi ng at |dmie imhelidgiadiatitiag ehefebdctronmic deyicdine divabled afatez eceivimgpnecess, and
setting the electronic devigce to boundary scan enapl ed . state, based in
bart on t he G VRUaS OGAETA et key VUB0} SORISeTs K e e dbber - t ho

di scl osur e i fediidfRicRics RE4H RaBib@6thie®Ricd itlPM 6 resMELebntparing RRUBSS Y scan
interface configured to selectively provide a boundary scan access to the

devi ce basedkdyryegiar to thistered @eaesslsgess state, an unl ock chain nodul e
configured to receive an access key vector via the boundary scan interface,

an access kg@gosjodul e Is amdtheg aspedt, the didclusere amclaies @ arthodyf vauting amnd a
conpar at or cqnfigu are the a initialize the test access state

red tqQq _c . n
based in par$eERnY dF@F%ttW‘i%‘n‘fﬁﬂ?‘&“@W‘Pﬁ the %@E@@g dgvige ko éatrl’) S¢aRdeshccess key

val ue. [Qomclisdblbd)é?atte,?é%@fvﬂfgra RRRGre 28BS 18y 964 A5HE £ bbitidhHAREn RstSECUr e test
system including a tester configured to store at | east one test vector

pr e- pended bipteaﬁacqag@ggging the non-secure access key vector to a stored access key,
performing an initialization process if the non-secure access key vector and the stored
access key have a predetermined relationship, sensing at least one fuse state following
the initialization process, and setting the electronic device to a boundary scan enabled

state based in part on the at least one fuse state.

[0009] In still another aspect, the disclosure includes a secure electronic device
including a boundary scan interface configured to selectively provide a boundary scan
access to the device based in part on a test access state, an unlock chain module
configured to receive an access key vector via the boundary scan interface, an access
key module configured to store an access key value, and a comparator configured to
compare the and initialize the test access state based in part on a relationship of the

access key vector to the access key value.

[0010] In yet another aspect, the disclosure includes a secure test system
including a tester configured to store at least one test vector pre-pended by an access
key vector, and an electronic device having a test interface coupled to the tester. The
electronic device includes a test access module configured to selectively provide a test

access to the device based in part on a test access state, an unlock chain module



key vector, and an el ectronic device having a test interface coupled to the
tester. The electronic device includes a test access nodule configured to
sel ecti vel {ovide a test access to the device based jn part on a test
access sta%@f(@ﬂmﬁﬁ$ock chai n nodul e WD 2006/ 004754 PCTV4yS¥90%)e%22937 4
configured to receive an access key vectgr via the boundary scan interface,
an access key nodule configured to store an access key value, and a
conparator configured to conpare the and initialize the test access state

based in par | j &Fh SR kD oh BEegiCCESS key
val ue. BRI EFE@%Fﬁe%b%&épﬁ%S%tﬁg&Wﬁo&%g?l %’gfeaturaesf, ob'eects, and
advant ages okeyarrdnh{lﬁcn.mﬁ'gsredto stbteadiamcbsiwrveluemnﬂlacpegp@nmrm pgarent from
Y O R
Figure 1 is gechddied veuiat to BleQbesslk@yovatie, of a secure data system having a
secure hardware key. [0013] Figure 2 is a functional block diagramof a
device inplenenting a secure hardware key and limted tester access. [0014]

Figure 3 is a functional block diagramof a secure debug hardware key

i mpl enentation. [0015] Fi BRIBF DESCRIPTIONWORAHE DRAAVEBHIr e t est

i npl enent at i Si ng ngn- secure acgess key. AlLLED CRI.PTI ON OF THE
DI SCLOSURE [8@1@] A" s ot Lepturst o8 Ftssa&gﬁa‘é"é“%ﬁs OHWQDO@%%E%?SEI%M dwar e
key stored i @il Bech@8 nfk&bppafediifrbh the deRGI68 ASschipticietforthBRlol When teifentile devi ce
using one or nore fuses that  can be selectively blown. The state of the
fuses may beconiungtiemwith grerdsapostithyhieh iijse ela@e@ggeaﬁa}fwf@mm@@e@i& di sabl ed
based on the state of the fuses. Upon initial energization or power-up of
the ASIC, thfood2jat e ofFigure 1dsa functomal blbdlediigramof rageubredatd systet gingraandom  or
otherwi se indeterm pate. Alternatively, the state of the logic that senses
the fuse stab®WehiAGEeXSYitialized in a random or ot herwi se non-functioning

state and may not be able to read the fuse states until after the chip
perforns an [M013] al i zdigwa 2 ips Hmedenal black disgram ofadpvicpimpleragnting @ sgeyifer - on

reset routi ngy bR byasiimila RESC0RL' Vel

[0014] Figure 3 is a functional block diagram of a secure debug hardware key
implementation. '
[0015] Figure 4 is a flowchart of a secure test implementation using a non-

secure access key.

DETAILED DESCRIPTION OF THE DISCLOSURE
[0016] A secure device, such as an ASIC having a secure hardware key stored in
a register, can limit access to secure portions of the device using one or more fuses that
can be selectively blown. The state of the fuses may be read and corresponding chip
access may be enabled or disabled based on the state of the fuses. Upon initial
energization or power-up of the ASIC, the state of one or more of the fuses may be
floating, random, or otherwise indeterminate. Alternatively, the state of the logic that
senses the fuse states may be initialized in a random or otherwise non-functioning state
and may not be able to read the fuse states until after the chip performs an initialization
process that is normally part of the power-on reset routine. The fuses, or alternatively
the circuits that read the fuse states, may be initialized as part of a power-on reset

process to ensure their proper states. The result of either the fuse states initializing in a



the circuits that read the fuse states, maybe initialized as part of a
power-on reset process to ensure their proper states. The result of either
the fuse s{)RGsdoMski alizing in a WO 2006/ 004754 PCT/ Us00péAeadns, S random
state, or the sensing logic initializing in a state that cannot read the
fuse states is the sane. Effectively, the fuse states are random or

i ndeterm nate. [0017] The random or indeterm nate state of the fuses upon
initial power-up, prior to a power-on reset, can provide an opportunity for
an attack onrahdwén statepsd thy/ senbiaglagicinitafizing i Lst€that cennotread the fise afatesiis t he
devi ce under  test is typ] nglélz configured.wth an external reset
connecti on t‘il?ﬁﬁal’tl‘?'illg%“éflgelé’tb% F Staligs fre LEpomror RAetepals: 7 at i on of the device
under test 10. However, an attacker can physically disable the power-up
reset and col®tHual | y Thpeindoms indetepmipaigstats of theBiseropes mitigtpowpeul,andom
nature of the.f I .ons. I n one
enbodi nment &%%gggé?/‘?%éo(%ﬁ%fg’)r&?é{sz’?l qe%gﬁﬁéo}stﬁgy %#ég?ggﬁwoﬁledslg%% nection and
an attacker featiregloy geQeSICy In flordabopeeation) the dévdeaindeastd Otis ypickliyom i t s

associ ated ci rn%uit . .For exanple, an attacker. can drill a hole through a
printed circeAnfigHEs Mithy exlsnas ressticonise Pdrgeess 3 RO-ondghaisi on on a BGA

devi ce, sucheRRiAtoASE e dbABLEldcTI8 10SHEWR, ReaBEE R pRERAMPlIsiHle POWer - Up

attack using a hon-secure access key. The ASI C can be configured to provide
access only thtpewergresgdandéontineallyepicle $eshippomst astbe heges thad thewandont he AS| C

b fi d h ' f -
it a1 2es TRPEOT Htaeet ol G bochts bR PRI RR TSR R0 o 1

t he power - onthe dedite unbeetebtiihatiidesla phsiel resstSofirstidh@id dnhetadkies em phipsitallyr ovi de
access to the wvariqus chip features, registers, and |ocations are in the
proper st at ediSEoRBTGE HIF TESTS eAnMARON dIRRY its aseociddedsuite Ror examalle @l aligekehe

pr 0gr AMTAD! ecdnlii, ke MRthiEh AphiBfa ol AFRLrd B EL{AL A9 ROnlel Aebd descripti on
describes a secure ASIC that ° mal ntalns security agalinst a power-on attack
conduct ed oncaanéaivedn I3 BAG\ denies, fuchers an ASWever, the detail ed description is
provi ded only as an exanple, and the techniques, security system security

appar at uses, [0808] SeCUrTHe)ASTE CERBS sedBied Bgainsile@aRE-gflattddk usihf @ hoS-SdufeS
environnments w thout _deviating fromthe scope of the disclosure as set

forth in theaErsikey. ThoohSl] canibgepriignreddo aravidsaceeshanly pftefdresint o thenoaf a
secure data &Xﬁxre%g&eéé)ﬁ’ey. However, the ASIC can be configured such that receipt of the non-

secure access key initializes performance of an internal reset that is similar in nature to

the power-on reset. The internal reset ensures that the fuses that provide access to the
various chip features, registers, and locations are in the proper state, thereby ensuring

that the access level enabled by the programmable fuses is maintained.

[0019] The following detailed description describes a secure ASIC that
maintains security against a power-on attack conducted on a fused JTAG interface.
However, the detailed description is provided only as an example, and the techniques,
security system, security apparatuses, and security methods may be implemented in
other secure environments without deviating from the scope of the disclosure as set

forth in the claims.

[0020] Figure 1 is a functional block diagram of a secure data system 100
having a secure hardware key 22. The secure data system 100 includes a device under
test 10 having a secure hardware key 22 stored therein as part of a secure file system 20.

The device under test 10 is coupled to a tester 60.



havi ng a secure hardware key 22. The secure data system 100 incl udes a
devi ce under test 10 having a secure hardware key 22 stored therein as part

of a secur ¢didEoaygtem 20. The device under test 10 i I Q0 a tester
60. WD 2006/ 004754 "PCT/ US200i / 022937 6 [0021] The deviggﬁﬁgﬁgﬁgﬁ%’gt 10

i ncludes a secure file system 20 where f6il es, applications, and other data
may be securely stored. The secure file system 20 may al so include one or
nore nmenory | ocations where non-secure data is stored. The secure file

system 20 cago2iNcl udeTROgevie uRBErQest @0 inkludes 4 ealei MOSystdpl0 Rhére tissd to store
a secure hardware key 22. The secure hardware key 22 _can be, but js not
required t o 2pRlicaionseynd qthgrdatagnayheseqirely storrd- Joe secare filg eystere 40 mey alsqhe
secure hard t r | | j t | evel s,
transiti Onsfﬁ@,ﬁlﬁﬁ’g‘?g?%gﬁeﬁ%%@g}@?ﬁ%, eée. ﬁH[ﬁO%%Z q?% lszsr%%ﬁg oedsl%%r‘e?r%?i?e t he
secur e har dwgstem Re yarPidciude buzer ahmnare thgistar hacationsdhat seecnsedtof stdre asgauteem 20. | n

anot her enbodi nment e.secure hard e ke 2.1s.stored. i Qne,_or nore
registers i 2’@3’&56\}@2@[ I’@e ﬁ?ﬁﬁ%&ﬁ%ﬁwﬁ%ﬂ@c@& W?fegug%tpgﬁﬂ a;ffy_ In still
anot her enbaght RRHiquettd e GidE BndeateBVAY. THE8YcuZhdréw it RELIL AFergitotsn@dt nat i on of
hardw red | ocations and non-vol atile nenory registers. [0023] The device
under test mPre gignals, dys,statqsulgrels, tapgtionsmumpticsss eodes ariglikes used to coupl e

the device under test 10 to a tester 60. The test interface 40 can be, for
exanpl e, a JU022]i nt er Irnwre. enbodinteas tthe setwee hadwarékey a2 isterdvaingl veithit thet est er

| ogic nodule 44_. In so nbodi nents,. the test interface 40. i pcl.udes the
tester T ogi GoqBtBlecvsHEn 2o Fhaper GROCBEFE: 16 RIVE IR BABREHE or mor e
fused |inks ¢aBdr mORiregktets@8 hén-vdlREle nRARrPWitHR iR Jebiire dild dydfem 20an bE! ude
nmetal fuses, poly fuses, electronic fuses, electrically programuable fuses

(e-fuses), fapather embodipgent, thmepcers hardwiaes key 2 doviered eheporigHionodr fusing a
link. The valug 0f 1&&8045%81185-%&&1 %%n&fre#%?&s to selectively enable or
disabl e tester @ access to various device ufder test 10 circui ts, connecti on,

and register 0024 or, exanmpl e, e devi.c nder test 1 n be,an ASIC
that is conflﬁ‘&} ed JNIT ﬁd%i’l‘iﬂ“g@eaflti?%t@/ Gin flude s tepfn a‘iﬂ‘g)stﬁ%é%uﬁeﬁcl ude,

for exanpl e.io asuphBt H6ALd @ider 1RELA0RS & Rister HH CEHDY tBdt RAESRL 40 c&ﬂﬁe,'%rgi tal rights
managenent (DRM) circuits in a secure file system The fuses can be

sel ecti vel y e, 3 [TAS iderface. Thaest interface406an eewpled to tester logicmsedufeuse state
configuration, vf €51LL 0% AGEE RS bR it B cPINRISAEMNE SosBP T gichibdute 4! e system

The tester logic module 44 can include one or more fused links and control logic. The
one or more fused links can include metal fuses, poly fuses, electronic fuses, electrically
programmable fuses (e-fuses), fusible links, and the like, or some other means for fusing
alink. The value of the fuse states can be used to selectively enable or disable tester

access to various device under test 10 circuits, connection, and registers.

[0024] For example, the device under test 10 can be an ASIC that is configured
with a plurality of modules. The modules can include, for example, an application
processor, modem processor, and digital rights management (DRM) circuits in a secure
file system. The fuses can be selectively blown in order to limit tester 60 access. In a
first fuse state configuration, tester 60 access to the DRM circuits and secure file system
may be disabled, but tester 60 access to the other remaining modules in the device under
test 10 may remain enabled. In another fuse state configuration, all tester 60 access may
be disabled. In still another fuse state configuration, the tester 60 may have access to
the application processor but no other modules. Other configurations can be configured,
and the number of configurations are only limited by the number of fuse connections,

the number of modules, and the complexity of associated control logic.



may be disabled, but tester 60 access to the other remaining nodules in the
devi ce under test 10 nay renmain enabled. In another fuse state

confi gurat W ugeddoizsyiester 60 access may be disabled. |p.sEil) ﬂe}m%her fuse
state configuration, the tester 60 may have access to e appsi/l cation

processor but no other nodules. O her configurations can be configured, and
the nunber of configurations are only limted by the nunber of fuse
connections, the nunber of nodul es, and the conplexity of associated
control 10gi[0250 2006Ghe Behifot 1dg{cTwitln R 9és02 2sc/modulp @0 2&] indlnde arvrr ol | ogi ¢
within the tester | ogic_,nodule can incjude gne or nore cirguits

confi gured t/BOTSREBHis copfigured g enehlgadeessibythefssterpaggd 4t leastinpat g ihe on ¢ he

val ues of thgR06f@E oADSEMMTRRA Ik, For BRI dion B tRdRELEon to the
access possibilities discussed above, the device under test 10 can be

confi gured tmsabitib¢sedisanesed abavepthe devicanmdertestd Oghn bogonfigurell dgénablertey)i st er s,

and connecti,ons W.thin t Vi ce under test 10 under. specifi
combi nat i on &¥ erOGyé% it a@'le ogglgedlogl ﬁ’srgggtf Sh?ggi. co%?cg I>1<S’avr‘§§}f'uel,ﬁlet ‘e’lcg H%Cf/ef Eegt under
test 10 can @nadke dpetific aeaBiasidndfopén dndiczed fidedike. Fbr exan@lepthet he fused

| i nks have been burned  or otherw se opened., A fuse in the_burned state may
correspond t45Vige undsaitest Hy ean cgeble S accessip tﬁﬁ@ﬁ'@hﬁ‘? ﬂ'&yéffpopﬁéfglﬁggeglms

conf i gur at i Ofyye HElitulRARE l)iglerv&i&eop%ﬁé& "Otuse tO8k Burn8Pstdfe nlay@rrédpbnd U C

described in the detalled description, may be inplenented as "active | ow or
active hi gh lbgighigh cadogiclowndepesding dn the fedecorfigiratomd iAsiditionglky, the dontrélogi ¢

desi gn. [0026]. The t.est l. ogi ¢ ..npdul.e 44..c be .coupl to.an | gck chain
modute 30, hegnarUiBsiionntesc i 8 gt el B bo b TR Rnder 't oot
10 i s di sabl géveipaor apigHighiRgicEasGs piidetdidid Hytthost @8 belinabPskilhin Ibgicconf i gur ed
such that access by a tester 60 to the unlock chain nodule 32 is al ways
enabl ed and 4581 abl e regardl ess of the fuse states and the test disabled
state. Thus, disabled access can refer to access to nodul es other than the
unl ock chai N082fJul e 3The Tster logicovdduddvid canrbe dokpde 3 ap ainloole claamiodule 820 t o

recei ve an cess key vect 74 fromthe tester 60, e unl k chai n nodul e
e o o GEe SR APl B o e bR S vep 0 S PRSI uRE™ L v s

serial regi sjoeBup,@kcept thaplibitdart 60Mmagbe s@ifigateddnch tharaatdseby b @gies6@fos. [ 0027]
The output of the unlock chain npdule 32 can be coupled to a first input of

a first conphs srlesk chaingpodisd2 isyjeays enablsgisad eviighle ressrilems @fithe fusastatss cess key
and the test disabled state. Thus, disabled access can refer to access to modules other
than the unlock chain module 32. The unlock chain module 32 can be configured to
receive an access key vector 74 from the tester 60. The unlock chain module 32 can
include, for example, one or more parallel registers, one or more serial registers, or a

combination of serial and parallel registers.

[0027] The output of the unlock chain module 32 can be coupled to a first input
of a first comparator 34 or some type of logic comparison module. An access key
circuit 30, also referred to simply as an access key, can be coupled to a second input of
the first comparator 34. The access key circuit 30 can include data stored in one or
more registers, or one or more hardwired connections that represent an access code.
Typically, the access key circuit 30 stores a binary value referred to as an access key or
access code that is of a sufficient number of bits to reduce the probability of random or
unintentional match. In one embodiment, the access key is 64-bits in length. In other
embodiments, the access key can be 16, 32, 128, 256 bits in length, or some other length
and is not limited to a number of bits that is a factor of two. The value of the access key

can be secure or can be non-secure.



circuit 30, also referred to sinply as an access key, can be coupled to a
second input of the first conparator 34. The access key circuit 30 can

i ncl ude dagRy RbQfogsksi N one or  nore registers, or one O‘?%@%@%@?qﬂred

connections that represent an access code. Typically, y
circuit 30 stores a binary value referregl to as an access key or access
code that is of a sufficient nunber of bits to reduce the probability of
random or unintentional match. I n one enbodi nent, the access key is 64-bits

in |length. |{Ogﬁ]her aie Gigkit OB SFatof NEcAACERPEre IRV VbR b g akBess 36de stad®d 256

bits in leng or sonme other lTength and is not limted to a nunber of bits
that is a faethsacegsskewpcircpidOngning date reasved by Ewginfask chaipmoguleddcdbe or can

be non- Secul f ééﬁp%&‘é’o@/ﬁ%g pidvidt i Uﬁ@ﬁ&f@%&%ﬁm é)%rt[ogqg@%aﬂag thd foRbss
conparator 34 can - conpare the val ue € access code store N e access
key circuit Qdeaghthasbluelaf the deta sfovedddn kthe untoek aldinododule 82 Invhd einbodthentThe
first conparator .34. ca rqvi de an output sjgnal based.|,n part on the val ue
of the acces owegaglgmg.,Bﬁﬁgﬁma@prgﬁgfoagygagf%p@auti1ﬁ{h[eﬁ§cea§ﬁ k chain
nodul e 32. | Ratbi 1RNdueiebEdd bysthOuRodk chisindhisdilel32. tHYR exdrifié, thoOfilsar at or 34
provides a first output if the access code matches the data received by the

unl ock chai ncompatatas 33 2an pgputandagiptlene ifiiee ocess codecip apnt bt the dFaresaivedut put a

| ogi cal one 4 S | ' he unl ock
chai n modur &9t URBEGRRTRGSHE a4 Sl Beph s bR RIALETEL HE e sich 17,
exactly. [O00gRQ¢tyX course the first conparator 34 need not conpare the two

I nput values directly, and need not provide an output solely in response to

a match. In r engad , ' aéth | ogi cal
one if thereﬂ$gﬂsone prgﬁgggﬁgyﬁggm?g%§¥?ﬁﬁgﬁ?%ﬁﬁgﬁaeengﬁﬁéﬁgggggggcode and

t he data recdireetlyl abg neddenotipioyiske an ohtpirisotedylinirespgase tFamatshardplotier t he first

conparator 34 out put | ogical .one if the wvalue.stored in the unlock
charn modul g, e i coRPRERY 28 By ohehElopt ¢ SRR | " e
predet er m negteddt@ihivied rélbticiiship Ibesrden thenBdtsScode lagd fherdata reived batlerunbstkcan be

configured tQ performa transformatjon on the data received by the unl ock
chai n nodul echamemogdide 32 Fips exarie the BrsteomparterA4Imay oiipit Adesieahenedéthsss key

circuit 30 valuedid BOHRunIb AR IhSREE RCBRSS HORVME hédetd ey 3B ctipddiaiud 0030]
e ed to g e

The output of the tirst conparator 34 can coup reset nodul
by some predetermined amount. In other embodiments, the first comparator 34 can be

configured to perform a transformation on the data received by the unlock chain module
32 and compare the transformed value against the access key circuit 30 value or some

transformed access key circuit 30 value.

[0030] The output of the first comparator 34 can be coupled to a reset module
50. The reset module 50 can be, but is not limited to, a power-on reset module. The
reset module 50 can perform all of the functions normally performed during a power-on
reset of the device under test 10. Alternatively, the reset module 50 can be configured
to perform a subset of the functions performed during power-on reset, or the reset
module 50 can be configured to perform all of the power-on reset functions plus
additional functions.

[0031] In one embodiment, the reset module 50 configures the state of the tester
logic module 44, including initiating all of the e-fuses and e-fuse sensing modules,
sensing the values of the e-fuses, and configuring, or otherwise enabling tester 60 access
based at least in part on the e-fuse states. For example, in one embodiment,
initialization of the e-fuses and the tester logic module 44 may enable tester 60 access to

the secure file system 20.



50. The reset nodule 50 can be, but is not limted to, a power-on reset
nodul e. The reset nodule 50 can performall of the functions normally

performed diydobdoodssgoner -on reset of the device under £
Alternatively, the reset nodule 50 can be configured t%&%fejsrzgjdr/orzn”ysubset of

the functions perfornmed during power-on geset, or the reset nodule 50 can
be configured to performall of the power-on reset functions plus
addi tional functions. [0031] In one enbodi ment, the reset nodul e 50

configures tjpe3qt ate qhud,got SSH@up ah@gtiér toBEIpE ofigkopdractddsling theri ti ating
all of the a-fuses_and a-fuse sensi n% nodul es, sensi ngt t he val ues of the
e-fuses, andleyisaipdanteshi0 disablesialldesisr S8 agsesnh ExGeyt oragesss tetheqmdeskshaipased at

least in parf,qj 5&1%&%&&@& ropEdcc&% a5 e déviceARRe B8 1,eRM s 2
initialization of the e-frtses an tphe tester [ ogic nodul e 44 may enabl e
tester 60 acessfuncton thhtenswesithat the testeslpgicemda®. 4AOppedy itiklized. The

PCT/ US2005/ 022937 .9 2] Thus,.upon power.- d i or tq . receipt of
proper acces V&fﬁt‘%‘,hrtt%gi)ogﬁ%\}]’?eenﬁwagfcefsg@}ﬁﬁeltﬁ&gﬁ @arhr?ls%sorh#lf V@E%Stogﬁle%o access,

except for afme@ss to the unlock chain nodule 32. Foll ow ng recei pt of
proper access data, the device under test 10 perforns a reset function that

ensur es t hat t est j1 G { rooper ,.Ni L j The device
under test 1'(95§:Qn thegﬁgﬁgﬁbgd%gg%hgwﬁgny%e tléis}feedrnyog&%%{sl? dg%q’ghe val ues of
t he e- f usesacc¢sd@BB¢irduit 30handefirbtadinpearator 84 bavwe roreffectgurtbe Aorntaheperation®k chai n

nodul e 32, cgess k ci,reuit .30, ;and first c arat.or 34 have no effect on
t he nor mal o%gﬁ?a‘fl?ed%?ﬁ%’fte“tﬁ era&&‘?’c‘f@eﬁﬂﬁ ViIER ER .ep%ﬁtelraoéf BPQ?tGQ\/_?Ré’ﬁFSt he device
under test 1fteh8edupplichtinl ahdis ihitislizell MitBRARHCAPOWECHE feSh, B Hintonalifytdfal | zed
with a typical power-on reset, the functionality of the device under test

10 is not afthedewdes undertesftlfis s affecters A tesisr 84 peeds toHEessAH@ PIOREIASSHSS dat a
prior to bei X@&%ﬁ&né%&t@&téﬁﬁ?%&s. [ 0034] The device under test 10 can
exanple, aprinte

i ncl ude, for wring assenbly, an ASIC, a progranmabl e

odionar i ol e o Tng aEviPRRE R 10 s HElsfe, B ftholsh BRAMEE RIS, " o pager
a radio, a pméiﬁor%%nrmu @g@@ﬁﬁﬁmabﬁl@ﬁic@éﬁé’e )@I@Idﬁrwgﬁmmﬁenegateand t he
or

| i ke, or sone conbinationh thereof, or sonme other neans recel ving secure

dat a. array (FPGA), a modem, a personal digital assistant (PDA), a computer, a notebook
computer, a pager, a radio, a phone, a mobile phone, such as a cellular type phone, and
the like, or some combination thereof, or some other means for receiving secure data.
The various types of device under test 10 may be referred to using alternative
nomenclature. For example, the mobile phone may alternatively be referred to as a
phone, a mobile unit, a handheld phone, a portable phone, a user device, a mobile

terminal, or a user terminal.

[0035] The tester 60 can be a JTAG tester having a number of test data used to
interrogate and verify the contents of the device under test 10. The test data can include
one or more test vectors 72 prepended by an access key vector 74. The access key
vector 74 can be secure or non-secure, There may not be a need to secure the access
key vector 74 because the access key vector 74 is typically used solely to enable access
to the portions of the device under test 10 that are configured by the e-fuses. Thus,
compromise of the access key vector 74 does not result in access to portions of the

device under test 10 not enabled by the e-fuse configuration.

[0036] The tester 60 is not limited to a JTAG tester but can be, for example, a
JTAG tester, an Automated Test Pattern Generator (ATPG), a Built In Test System



The various types of device under test 10 may be referred to using
alternative nonenclature. For exanple, the nobile phone may alternatively
be referregoBodnsis Phone, a nobile unit, a handheld 20(%08&%; abl e
phone, a user device, a nmobile termnal, or a user termnal. f 035] The
tester 60 can be a JTAG tester having al@Gunber of test data used to
interrogate and verify the contents of the device under test 10. The test
data can include one or nore test vectors 72 prepended by an access key
vector 74. TBETSI & Badt IkSylf TeSqBIBT) 4gias nnd thedike irsome otteAmsasfbetestiiger e may
not be a need,to secure the access vector 74 becauge thE%access key

ke
vector 74 isa‘ieﬂ‘fiecgh?SFStG’é@Bm%P%‘F%PﬁlgBTCéﬁ’&B‘F‘él tq tpsdeyicepgderyiest LOPEMBhS of t he

devi ce undery egie chlndrl 8BbmpdiRnts ApleRehtes wiinlthEd&ide tn8S test 1GS,  COnpromi se
of the access key vector 74 does not result in access to portions of the

devi ce underAdditanaliy) whole thedetdiled deseriptien ia direpied toariievigeneder éast 1 @uglfl The
tester 60 is not |ligted t,0 a JTAG test but f e, a JTAG
tester, an Aneoi off HEGetRafs e Elo Y bRl o i RYCL 75 2 om
WO 2006/ 004 7deéicPald e/t D0b4dd%a R #Ernal orhBiri&tion deVdue. | Furthernbgt fthdest (G ST)
engine, and the |ike, qor. sone other neans for testing a device. The tester
60 nay be cdeMTINcHoRlncRsed mot eeouwithin ¢ feskenyaRRettest 10 or may have one
or nore conponents inplenmented within the device under test 10.

Addi ti onal | y{j00¥Hi | e t Fegude? &ial fenctidealdlodstdiagrant of ahi alestroeid devical Hevi ce under
test 10 couple to a tester 60 he di.scl gsure can be directed to any
communi cat i &WP?W%%%%&W%&?&%‘?%@ rlfﬂjéﬁﬁgfeééef aPE%and an ext ernal

communi cation device. Furthernore, the comunication |ink need not occur
within a tesi003vi r onfbpelectraindgviaeldl ean include asigna pracesiis MW agr am of
an el ectroni i 1 i r i, ted
fester - acoece Bl dihrile MBGRAR0! The Bl Bl el A 20l '

processi ng ninpitl262,20ich canbelae dnpud busantexfadea tTihk eigna ppoogss2iggmoditie2] gpnal
processing nodule 200 can jnclude an. Jj nput 2, i ch, can be an i nput bus
interface. ﬁ%‘@h‘aﬁgﬁa%“ﬁtﬁ%@‘é ﬁed’_“i‘?ﬁﬁ’&ldée Bef Zi)gnAd BEleﬂagWg@w&}ﬁP%E with external
devi ces Vi a frh&sdinPibdd®200 AfdhdmdAl duiput L6 whichitah bOAPERFSIbAY iR e e 200

can include an output 204, which can be an out gut bus interface. The output
204 coupl es ThreoutugAd cqvplse iesignal nroerasies odnle 300 leeheaan-valtile meaomenor y

250. In some embodiments, the input bus interface and output bus interface can be the

same interface.

[0039] The non-volatile memory 250 can be internal or external to the signal
processing module 200. The non-volatile memory 250 can include one or more secure
data registers 254 used to store secure data. The secure data can be, for example, data

that is communicated to the electronic device 110 using a DRM application.

[0040] During operation, the electronic device 110 can receive encrypted data
and decrypt it in the signal processing module 200. The signal processing module 200
or some other module coupled to the signal processing module 200 (not shown) can use
the decrypted data. However, to maintain the secure nature of the data, the signal
processing module 200 re-encrypts the decrypted data prior to storing it in non-volatile

memory 250.

[0041] In one embodiment, the electronic device 110 can be a mobile phone.
The signal processing module 200 can include baseband processing modules or a
baseband processing ASIC, and the non-volatile memory 250 can include flash

memory.



250. In sone enbodi nents, the input bus interface and output bus interface
can be the sane interface. [0039] The non-volatile nenory 250 can be
internal ofoS%i&loal to the signal processing nmodul e 2&01./@3&/09% ,7vol atile
menory 250 can I nclude one or nore secure data registers “uSed to store
secure data. The secure data can be, foniexanple, data that is comunicated
to the electronic device 110 using a DRM application. [0040] During
operation, the electronic device 110 can receive encrypted data and decrypt
it in the sijgo@) proceasshrganiFEy RerXdId mobile phbi@ah riyfues €5 sbwigoaisladie 200  or
sone ot her nmpdul e coupled to the signal processing nodule 200 (not shown)
can use t hdllgEprespting asapyisghie a0 er rngjong Theawser mavebedilled o nat ure of the

data, the si | I : &b, data prior
to storing i‘?’gﬂ?aﬁ% -Vo atﬂgea‘ﬁa)ﬂn%nvg?%gg%%@l F%%%W%‘%ﬁoé&g%%%mnt, t he
el ectroni ¢ deterestin pidyenting theuser fromirbdistibing. the ddvanleddga file. Pk DR si ng nodul e

200 i ncl ud band ' dul i ng ASIC,
2nd Lhe non-VBIHE EnBRuRY 1o By Heaes e oL e ARTE Ry L AHSBRE 004754
PCT/ US2005/ Qa%&@r?t%d aflthe k@42 riodso RahsEXERPIR.daf té!'§RPhEHe. THEPRLbhEredIRRE Can

request to download a data file representing a copyriqgwt\t ed song or ring

tone. The udhe enerxpird dsta filegnd ean degymhihe defp Hejng meccyrthardwarekeyd? siored Pendor as
wel | as the l.g | ' LNhg the user
fromredi strtﬁgﬂ%{nﬁg%ﬁgﬁ élg\%rf gigydggéylﬁfegtﬂe g\é%de%%apﬂ@gg{h%ﬁ{%y be used to
mai nt ai n t heappkeations. Adwaver, af orlbrgo dwirdaif iHesecuipofthe dovnloadeddile, drcr ypt ed at
the source prior to transmttjn he data to the phone., .;The phone receives
the encrypt ﬁaseg’éP%PfPF?S@némdB%ﬁg’o‘é‘éP rq-%crg)épg ‘{‘}gﬁ}'ﬁ%daqaéé’gﬁlf © Sﬁ"%war e key
22 stored i nhe 8418 fiRNAMEsh doASvdM Remay 250EIF the @4 HMleUs@e hbtgedBEiMBd ed dat a
file within phone applications. However, in order to nmaintain the security

of the downlmigatastergein theron-woladomemor258be fergyniediilessuld herecavespdne

re-encrypt t]tiq r gﬁ g,q ' 3 ' % ha od@difer i ' ash

non-vol atile rreérjrrg&fg g h??ﬁrff%ng{écfg{x%ﬁo% ‘ﬁ)ga{}\%@gmﬂ t ro'e- enért Slggf clfrl)ljrei or to

storage in tdaea manalwobeadtored immemevojatidsfiemorye Sae Eoryqxtunglef 8 heer's billing fian,

ecover e TR St gt S ok e GRR I Rel 5o e Bl AL B BRREh 250
prior to storage in non-volatile memory 250.

[0043] Therefore, to maintain the digital rights and secure data, the signal
processing module 200 can include at least one secure hardware key 22, decryption
module 210, and encryption module 220. The secure hardware key 22 used to decrypt
received secure data is typically the same used to encrypt and decrypt data stored in the

non-volatile memory 250, although such identity of keys is not a requirement.

[0044] The signal processing module 200 can also include a processor 230 and
memory 232. The memory 232 can include volatile as well as non-volatile memory.
The memory 232 can include processor readable instructions that, when read and
executed by the processor 230, direct the processor 230 to perform a series of steps,
functions, or processes. Thus, although various modules having various distinct
functions are described in Figure 2 as well as the other figures, the modules may be
performed, either wholly or in part, by a processor executing processor readable
instructions stored in memory. For example, the decryption module 210 or the
encryption module 220 may be performed by the processor 230 operating on software

stored in memory 232. Additionally, the processor 230 in conjunction with software



data may al so be stored in non-volatile nmenory 250. For exanple, a user's
billing plan, nobile identification nunber, electronic serial nunber, and

ot her dat ayPyodiRsRPCrypted prior to storage in non-v i y 250.
[ 0043] Therefo?e, to maintain the digital rights and sg%%ggbggﬂzgﬁihe si gha

processi ng nodul e 200 can include at |ed@t one secure hardware key 22,
decryption nodule 210, and encryption nodul e 220. The secure hardware key
22 used to decrypt received secure data is typically the sane used to

encrypt and siered yipiesiaty33tcan petfdrih soime or SlD6F e hiakciids prEbhtied Bacesal t hough
such identity of keys is not a requirenent. [0044] The signal processing
nodul e 200 c%’ﬁlcazl“go i nclude a processor 230 and nenory 232. The nenory 232
can include volatile as well as non-volatile nenory. The nenory 232 can
i ncl ude procl94%lr r eadiisisignalgocessing module PR canwlsennclededthetester asxessut ed by t he

23 i . th 230 ' i ,
Punct: ons. _opspiisidt EigeR® POR SERPHafind BoREF 200 BilinQBds SGrieTieEiD. o
di stinct fughetprovidestnextesat irtdiede ton tebtaisiRh 3s af t¥vidrlc0as Figue: Dt Tiertesti gur es,

the nodul es may be perforned, either wholly or jn part, by a_ processor
executing prB&ERsoA0 caahesnrrled torpsesst logicqd that sansiacinde the sty logicgmodtle ) e,

the decryptign andiibe:i21840E 3b b 4B4Reeq B2AGHRY, be perf ormed by

t he processor 230 operating on softwar stored I n neno 232. Additionally,

t he processo 0Oin njunction with f re .2006/ 004754 L

pCr Us200) 098y | 1o “Rstea iRyt 0EGR AR iR SRR ¢ he
functions pesd @andd be%ardesR8S Thé &Gbss ke Hircuk 3040 bd buptdddn &e pERERERI N
nodul e 200 can al so include the tester access described in Figure 1. The

si gnal pr oce3¥] tadomornst & thotstdaterirsentiiement Bhe signil procasieepdute?p opr ovi des
an external jf ﬁ&%ﬁé‘@résgt Iﬁo&u?éfr(gtgattcgﬂ g&f&ﬁl ofife ok Gt gggle?%e%m&ioﬂw e 1. The

test interface can be coup ccess logic at can 1 nclude the
t est er | ogi cdesoheden Figdire Linl ock chain nodule 32 and first conparator 34
described in Figure 1. [0046] The signal processing nodule 200 can al so

include an apoegss key Ifiohé bibodidént! tAakigha PrdeesshpHNiuleLZh0 id Be ASKT,88¢h key
circuit 30 can be coupled to the access | ogic 40 to formpart of the test

interface endi asehind pmsessiigghdl, for aawbie ppraodhe SHOmay fave the suiencl ude a
reset modul e, RQ,1 08k, SRARPRELQKEY ROEFrS withih o ASICnI S5 a1do HAGE 1nlfdTe

an internal decryption module 210, encryption module 220, processor 230 and memory
232. Additionally, the ASIC may have a test interface 40, which may be, for example, a
JTAG interface. The JTAG interface can be used during development of the ASIC to
allow the various modules, connections, and registers to be tested. However, the level
of functionality required of the JTAG test interface during development is far greater
than that which is normally needed when the ASIC is released for use in production
products. Functionality of the JTAG interface in production versions of the ASIC can
have limited test capability by burning a fuse configuration within the ASIC, thereby

disabling access to certain modules within the ASIC.

[0048] Thus, a production version of an ASIC may have a specific fuse
configuration that disables access to the secure hardware key 22, decryption module 210
and encryption module 220. To protect the ASIC against potential power-on attacks
conducted through the test interface 40, functionality of the test interface 40 is disabled
upon power up of the ASIC. The test interface 40, and associated access logic 240 can
be configured to require an access key vector in order to enable testing via the test

interface 40. Upon receipt of the access key vector, the access logic 240 compares the



described in Figure 1. [0047] In one enbodinent, the signal processing
nodul e 200 is an ASIC, such as a baseband processing ASIC, for a nobile

phone. Th%ﬁ%ﬁ&/o%ﬁ have the secure hardware key 22 ar}qzl,[?](fsg{ﬁﬁéfﬁgy

hardwired wthin the ASIC and may al so have include an decryption
nodul e 210, encryption nodul e 220, procgessor 230 and nenory 232.
Additionally, the ASIC nay have a test interface 40, which may be, for
exanple, a JTAG interface. The JTAG interface can be used during

devel opment aedest b ASloFagathst felsPred d38esy REy k8t BDEHA Bifables QRN EELAISa and
registers to be tested. wever, the level of functionality required of the
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ASI C, thereb di.sabl i ng access_to gcertain nodules within the, ASL.C. [0048]
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configurati QIJOah!i'ﬁéceﬁé'18?_@&@@@@8@?%%%&QﬂﬁG%hﬁa‘BilftﬁE ralieEmb@es22, decryption
nodul e 210 and encryption nodul e 220. To protect the ASIC agai nst potenti al

power - on at tpaevded ferhyithe fusd statesough the test interface 40, functionality of
the test interface 40 is disabled upon power up of the ASIC The test

interface 4Qo049nd assBipufd > adamtional blvgk diagehth efasecire demipfHagiwaeekdyo require
an access key vector. in, order t nable testin ia the test __interface 40.
Upon recei ptinglemeniation withia amﬂ&é@ g?’,usﬁﬁé%%gég“’?%@? c1pg- gbﬁﬁﬁ s the WO
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access key circuit 30 and enabl es t'ester accCess iIf a predeterm ned

rel at i onshi peleyanspertipe ofiibe ASIG 0@ teet. interfaceds shosm fhopprposesof darityaltdo  initiate
a reset nody] Q i r. { 0ty 10f : vector.
The reser npaaneosBel B ARSIl i Repl HRISRR SRERTRENSER 1T g
can ensure tAdditignalbyelic faisas mbailescatbe imslaaaded &3aedvwdre spiwmerxdousd St at es
are sensed, the test interface, 40 _and access_logic 240 will only enable the
JTAG capabi By REQCepSoF: of g&ombratinsof hardyiprerad spwally t he fuse states. [0049]
Figure 3 is a functional block diagramof a secure debug hardware key

i npl enent at i[60500 t hi nThanABKT 80(BRGotftguradde iriclnda addBiQ intepfacad) kgypigitesteri on. The
ASIC access that can be configured by fuse settings. Additionally, the ASIC 300 includes a
override configuration that allows the test access configuration enabled by the fuse

states to be overridden using software.

[0051] The ASIC 300 includes a JTAG test interface 40 coupled to a multiplexer
310 that is coupled to plurality of JTAG Test Access Port (TAP) modules. The
multiplexer 310 can be configured to allow communication with one of the plurality of
TAP modules. In the embodiment shown in Figure 3, the ASIC 300 includes three TAP
modules. However, other configurations can include greater or fewer TAP modules.

When only one TAP module is used, the multiplexer 310 can be eliminated.

[0052] An ASIC TAP module 312 can be configured to provide JTAG test
access to the various ASIC 300 memory locations, configuration, and secure file
system. Another TAP module 314 can be configured to provide JTAG test access to a
processor, such as a RISC or an ARM processor. Yet another TAP module 316 can be
configured to provide JTAG test access to a different ARM processor. The outputs of
the ARM TAP modules 314 and 316 are not shown for the sake of clarity.



300 can be an embodi ment of the signal processing nodul e 200 of Figure 2.
Only the relevant portion of the ASIC 300 test interface is shown for

pur poses ()\fvggzhﬁfoin}%t It is wunderstood that the ASIC 3(},(;1:_[?@520(}5;39495@e

addi ti onal es and functional blocks. Additionally, various nodul es
can be inplenented as hardware, softwarggexecuted by a processor, or a
conbi nati on of hardware and software. [0050] The ASIC 300 is configured to
include a STAG interface 40 having tester access that can be configured by

fuse setti ng@ossﬁ}ddi ti Q@lah Yort b ASIC TARUnb A 31dEsan Be cOMRET fo@dGaBBH dfgur at i on

that allows the test access conf.it%urati on enabl ed by the fuse states to be
overri dden uBpdgessaidiioased to frawpmul the Merioastest Boters tedh¢drsredymades andde

interface 40 i X i GM? rality of
JTAG Test Acrggd;@%egsg]tté%@n&%%@é%ﬁ'ﬂ%ﬁgﬁﬁpﬁgﬁgr 11819%12%3 eHconfi gur ed
to al | ow comuupled &t a correspdndingrbeundary fvan plput af d Haydvedre kdydhanododuds322, a t he
enbodi nent shown in Figure e ASI C 300 inclydes three TAR dul es.
However, ot h‘é’l"ﬁg‘gﬁ{‘]?’b‘ﬁﬂ%@trfl% © naff}?a°aa‘é>rﬁfté°é’t°§?m6¥l°$“é%§%@ thgse %Xm es.
Wen only ongnféRhaRdHé@i1d 328y &eThn unftRk Chdih kidliexan. 310 can be el im nated.

[ 0052] An ASI C TAP nodul e 312 can be configured to provide JTAG test access

to the vari Ol:@? SIC 3 ﬁﬁf@&éhalir?&%%ﬁlgmchfl&émfng gy@g}ei Sgﬁallﬂgﬁ(‘ﬁecure file

system Anot TAP no can be configure O provi AG test access
to a processmnectishcthateadlon FITHG boundiryARM tpsterae saifly confesctiamsantier TAP nodul e

316 can be confj gur o provide JTAG test,K access.to a different ARM
pr ocessor. T%r%‘ﬁgi)?ﬁetge EIPC lqnﬁe?e‘%m%&ﬁﬂﬁ&ﬂ?ﬂ"i‘é& g’iﬁff%@tﬁbﬁt‘&‘r@r not shown for
the sake of duird Yoan W6l 20OSHARAS Sderf(cTiable S0ARLATANRn tiAHbAOTEE A scan port

of the ASIC TAP nbdul e 312 can be coupled to a nunber of npdules, and is

used to transsnialy kitked baundarsscar egliswathingash phithe modulesi32@B24nR6, 828, and t o
read the resﬁ {8 8Ipletdr{8 a?&?@ctﬂr 38&%%9s %\?ingﬁtao'ﬁ tﬂé’ﬁq%dﬁ{e. the ASIC TAP nodul e
ed- £oPA Bondi ng Baoundar

312 is coup corre n scan 1 nput of a hardware key
chai n nodul e 322, a nfi gur at.i on, chai e, 324, a nenpry cofrection
chai n nodul emﬁgg, a fﬁ@hﬁq el@é{ﬁ?%mogwggﬁf sdesthe securchamdwate ke, ock chai n

modul e 32. [ 9544k CAin@fonb Mo &R i I?@%%a&d‘&itﬂ dRSeQnenRawaR KBy SEr i al Iy
| i nked connections that allow a JTAG boundary scan tester to verify
connect i ons thm@mbodiment shown in Figure 3, the hardware key chain module 322 includes a
serial chain that is 256 bits in length. The logic, registers, and functions relating to the
hardware key chain module 322 may be accessed via a communication port. The
hardware key chain module 322 includes at least one fuse, such as an electrically
programmable fuse, that can be selectively blown to enable or disable tester access to
the module. For example, a fuse may be placed within the serial chain, or one or more

fuses may be combined with logic to selectively enable or disable tester access.

[0056] The hardware key chain module 322 includes a fuse-blow input to
receive a fuse blow signal that indicates the fuse configuration that is to be implemented
in the module. For example, the fuse blow signal can be a current that blows a single
fuse, or the fuse blow signal can be an instruction that directs the hardware key chain
module 322 to blow a particular fuse configuration. Additionally, the hardware key
chain module 322 includes a sense input. The sense input receives a sense waveform
signal that is used to sense the fuse configuration in the module. The sense input may
be omitted if the type of fuses used in the hardware key chain module 322 do not need

to be sensed.



operations of the functions perforned by the nodules. In effect, a test

| atch, or boundary scan cell, is coupled to every testable connection
within th i e serially |inked boundary scan c i LNl ach of

t he nndulggﬁgggg?”§g4, 326, 328, and 32 are coupled tgkgﬁ$%@5@%?f€e
boundary scan input on the nodule. [005% The hardware key chain nodul e 322
i ncl udes the secure hardware key, sub-nodul es, functional blocks, and |ogic
associated with the secure hardware key. In the enbodi ment shown in Figure
3, the hardveeszikey ciraé bonfigftatien dén mb@lle!8BbSinaludeané alb-abailss, logRl s 256
bits in length. The logic, registers, and functions relating to the

har dwar e keyegfgisrAddenstiansassociaigd with eendiguation of e ASLoAMUINMR Q¥PBPOFort . The
har dwar e keyofmoﬂﬁgﬁm%aw&ecg%%nwﬁ% ‘?§%d}hleh@@§ Iat&%n%ﬁ?@gi%ﬁlﬁ&ﬂu%@n

electrically progr use, that be selectively wn to enabl e or

di sabl e test th dule, F | . be_pl aced
Wi ohin the dB05EF Cehahebrsic iRt ot eRtpfEREREp Betd e Mbatir B ogi ¢ to
sel ectivel y teabtiR herdwdisiady! cBaih @fddale 322 C AShmbePOTndd¥s sdraceNew hik e chai n

nodul e 322 includes a fuse-blow input to receive a fuse bl ow sjgnal that
i ndi cat es t enfigiaionsheinguadils 94 arqsgrialiscoupleg éo forg|acephigwsation ghainhdn npdul e.

For exanpl e, : i : o Wngl e
fuse. ot nat B0t Shitth 2088 EL 0l athaftt LML mb L o1 0B e
har dwar e keyfdhieytwo bachdbhry se@icelle Theowwnfigyratidn chalnanoduls224ocmanbe gur at i on.

Addi tionally, the hardware key . chaj ul e 322 .i ncl udes a,sense.input. The
sense i nput BT e%‘%@'émg\%’\?@ﬂ’ﬁ&‘g? Q@ﬂ%} mPﬁ‘ﬁ?s’ fe?s?g‘?e&n‘il GOUEHIOBS { he fuse
confi gur at i aptHintHeMSIOBAY! Ehe TRRISRER datiPrbvid@to tiEcoRiirhsh dhaint he type of
fuses used in the hardware key chain nodule 322 do not need to be sensed.
WO 2006/ 0047rgeﬂuﬂn:3ﬁ/4wsnbeéwmez%eazthepstppmtﬁp deimadest i gur ati on chain nodul e
324 includes the sub-nodules, logic, registers, and functions associ ated

wi t h confi gypeddjon of ThéeonkglifEtidhChairimodule P24 inplodés a fnfe-blow inmritd gur at i on

chain nodul e 324 i upled tp a |.atch sensed.regj.ster. . ul.e 344. 0058
e Dant oVt testiean BsoP sEoaRe i o SER SabHENGH Ghudle tiplomented Lo o)
that of the ih&{&ﬁ@d&.weﬁiﬂaﬂs@ﬂs@lﬁoﬁg alAaR YR Ghrrét: tHaPVRGa A ingeaN cell's

within the configuration chain nodule 324 are serially coupled to forma
confi gur at i dfse prfiba fuse hlov Hignadedsdwi adnatruetinmthatidirests Hgrcenfiguratipa cbainf i gur at i on

chain modul Snchite f’:ZQLCtL 'ﬂﬂ)@?a Barﬁafﬂ.rr}use configuration. Additionally, the configuration

chain module 324 includes a sense input. The sense input receives a sense waveform

signal that is used to sense the fuse configuration in the module.

[0060] Similarly the memory correction chain module 326 includes sub-
modules, including logic, fuses, and registers used in memory correction. The memory
correction chain module 326 can include an output port that is coupled to one or more
onboard memory modules, such as ROM, RAM or a combination of ROM and RAM.
The memory correction chain module 326 includes a number of boundary scan cells
coupled in series and a fuse-blow input to receive a fuse blow signal that indicates the

fuse configuration that is to be implemented in the module.

[0061] A fuse blow control chain module 328 is configured to control which
fuses in the various modules are blown. The output of the fuse blow control chain
module 328 is coupled to a fuse blow signal gating module 330 which gates the proper

fuse blow signals to the various module fuse blow inputs.

[0062] The unlock chain module 32 is previously described in Figure 1, and

includes a number of serially coupled boundary scan registers. The number of registers



of thirty-two boundary scan cells. The configuration chain nodul e 324 can be
configured as the communi cation path to additional nodules, registers, and
connecti o i thina,the ASIC 300. The boundary scan dat i o the
confi gur a?ﬁgnzm(fhog{ﬁh% nodul e 324 can be directed via the&gﬁﬁ%ﬁ#%g’%ﬁ to
destinations. [0059] The configuration ¢dain nodul e 324 includes a fuse-bl ow
input to receive a fuse blow signal that indicates the fuse configuration
that is to be inplenented in the nodule. For exanple, the fuse bl ow signal
can be a curif g¥tunidiichiih @wduR 32icagt@respiidiao therlerdieof the acdadskey seg@oral can be
an instruction that directs the configurati %n chain npdule 324 to blow a
particul ar fusebtocHatle frstenagesss: ImHgiembgdimentshowpdn Fighre 4 theacesnkeydfiai n nodul e

324 incl Udess_iﬁy.%&ﬂgﬁs {r\BABth ardBie SEIBSECHaHAHE A1 ETLEHRinsl RGBS QerdAVRER ST
signal that Is” used to sense the fuse configuration in the nodule. [0060]
Simlarly t Hhear greaterrtharcthe tengthi of thecAeadss kep dilead dienal megisiete sregised aspatiwies,

i ncluding | agic,, fuses, . regi stels . .used .i.n, nenory correction. The nenory
correction cﬂ%f%%‘fe@%;gaW%SWlipﬁglécuﬁ??d(?ﬁ{(’%t port that is coupled to
one or nore onboard nenory nodul es, such as ROM RAM or a .conbi nation of

y dul, > X
ROM and RAMI00681e nendhg 64 Bropiesignifnsntchitsi(MSR) acpreseniod by Hheiregigters 0 henber of
boundary sc I I | I : = i eive a
Fuse bl o o1 ek chin a5 0rd uBRIAF FRR oo S BBl IR Imd @ BAFT
i npl enment ed signifidast bitsdepresen{ed 0§ tHe régiftarsén thieamlock ohaimmodla B2 aredupled B28 i s

configured to.control which fus i p.the, varioys dul,es are bl own. The
out pu'? of tI‘?é”’F‘R}EB%f)F??W SR °r§§8i &he ﬁg&ﬁqnépa{iaggr AIPYE BRLA° 8518, f use bl ow
signal gati ngpuiPeithsy Be3shraiel BBulgand8itibhdlyPthe fiest cohp@Eaobd Ppurslicdiphs to the

various nodul e fuse bl ow i nputs. [0062] The unl ock chain nodule 32 is

previ ously dedymaeke less thang aqual to, ongrepter; than thejawmber of bein thg acgess kay | y coupl ed
boundary scan hS T 0 rag| O fRé of i

PCT/ US20051 35853 @ﬁq%@ﬂﬂ%@?ﬁ ig né’?eﬁgh%héﬁf%o’gglc ﬁ’q{éorres:r)lgfn1 P the

| engt h of t Hetsacddesst dgoyl tv detrmmbeusihits iothe aedsbskelyesteit 3diccess. In the

enbodi nent shown in Figure 3, the access key is sixty-four bits in length
and the unl gobgqhai n MDEUIBIE ackessA@N bRAIS3010AR bE 619tedlta6 h Sonstdiit Goreor nfodd  gr eat er
than the length of the access key. The additional registers are used as part
of the sof thgarwlaileROMieesier: (he ageessiayicimpet 30 spueddsd tpesespnd input of

the first comparator 34. The first comparator 34 is configured to provide an unlock

indication when the access key circuit 30 and the 64 MSB of the unlock chain module
32 are the same. The unlock indication may alternatively be referred to as an enable

indication, or a test enable indication.

[0065] The output of the first comparator 34 is coupled to an input on each of
the ASIC TAP module 312, and a lock/open logic module 370. In response to receipt of
an unlock indication, the ASIC TAP module 312 outputs a reset indication. The reset
indication may be a momentary reset indication and the length of the reset indication
may be programmable as a function of a number of clock cycles. The clock may be a
clock that is generated internal to the ASIC 300 or generated external to the ASIC 300.
Additionally, the clock may be a system clock or may be a clock that is generated by an

external tester.

[0066] The reset indication is coupled to reset logic 340 that performs a logical
OR of the reset indication and a system reset indication. Thus, reset of the debug
hardware occurs in response to either a system reset or a reset indication generated by

the ASIC TAP module 312.



[ 0063] The 64 nost significant bits (MSB) represented by the registers in
the wunlock chain nodule 32 are coupled to an input of a first conparator

34. The G%bgﬁ%ﬁmﬁi gnificant bits represented by the r&%@@oé%%&at he

unl ock chain no e 32 are coupled to an input of a seco tor 350.
The first conparator 34 inputs maybe seraal inputs or may be parall el

I nputs. Additionally, the first conparator 34 parallel input wdth may be
| ess than, equal to, or greater than the nunber of bits in the access key

circuit 30. [doe7t he fiTisdoueBAMBT&REL 18gic 350 RRbipled ¥ reitipifiioaehdd ofla0gi C, the
nunber of input bits is at |east equal to the nunber of bits in the access

key circui t s@ge mpdds 12, Ahocseblowsentee) shaainodileddprandan expirigeregistfed as a
SoreLant | Nofafie 360, Bhch of Mt SBhA'34b 3B Ma R As tof: oHp3EaRe; key circuit
e I

30 is provi 0 a second 1 nput of the rst conparat or ) e first
conpar at or Beporse tothe regetrséghat ar ipitietes e eesetiprenetiwe fto placehssatdtaimodides ihhe access

key circuit 30 a t he 64 of the unlock chai dul.e 3 re.the sane.
The unl ook <RGAESEte GhresRRisaIorLF Frat PiEarty FRLomE G Meduie Iy o AR o

i ndi cati on, pfduR 308 %hd B8dbérfldé RgistR iodille 36O BRY InitTdlze @814 Rhwindtatt ie fir st
conparator 34 is coupled to an I nput on each of the ASIC TAP nodul e 312,

and a | ock/ wewspégneeelnw@|r@se@ﬁﬁma-| n response to recei pt of an unlock
i ndi cation, the ASIC TAP nodul e 312 outputs a reset indication. The reset
i ndi cati on j@068pe a nDiresrhsermodubsB2 dantle catfigared dmprovide theesentetwaykfothe r eset

i ndi cation . b rogrammable as a_.function of a nu r cl ock cycl es.
e SRtk bt g nHas e ships AL ERGE Prinefamand Pgduke ThePrdtcy s
generat ed exleatRRimddid e i®Rupled@the ¥ dbrsingnagit WithinRck bOBK fil¥ye be a system

clock or may be a clock that is generated by an external tester. [0066] The
reset indi c#adales.i Ehaossngs mefule342asexidesdg sensawaveframs peadiip sepsing theofgbecal  OR
of the 1 esetyl NMRA LA A orelY ShERAS T bob NS Bl Bk ol PR 3055 RMOT CNE
debug hardware occurs Tn response to € ther a systemresel or a reset

i ndi cati on tepeocied sbysing the fudSktated titespodsd te a3ds2t sigdl.2006/ 004754

PCT/ 1Js2005/ 022937 17 [0067] The output of the reset logic 340 is coupled

to reset inpyyes) On eamtePons to BRI NRIEofinStiahsmithd tyiBSsehbdoddi420! chain
nodul e 328, and an override register nodule 360. Each of the nodul es 342,

328, and 36theifasible arqdules 323 334.lend a6 eancpaeh bgrconfigured to sense the fuse states
and transmit the read fuse states to a latch sensed register module 344, The sensed fuse

states can then be latched into the latch sensed register module 344 using a latch sensed
pulse provided by the sense module 342. By latching the fuse states in the latch sensed
register module 344, the fuse states need only be sensed one time following power-up,

and the value stored in the latch sensed register module 344 remains valid provided the

register contents are not corrupted or a fuse state changes.

[0070] In another embodiment, the sense module 342 can be configured to
transmit the sense waveforms to the fusible modules and sense the fuse states. The
sense module 342 can then be configured to transmit the value of the sensed fuse states

to the latch sensed register module 344.

[0071] In addition to receiving and storing the sensed fuse states, the latch
sensed register module 344 can be configured to couple test vectors received from the
configuration chain module 324 to subsequent modules. The output of the latch sensed
register module 344 can thus be configured to provide both the stored fuse states, as
well as received test vectors to an output port that is coupled to the input of override

logic 362.



response to the reset signal or initiates a reset procedure to place
associ ated nodules in a known state in response to the reset signal. For

exanpl e, t%zfob’ﬁo%‘tﬂ!tow control chain nodule 328 and tg)eq_lgg&rg@é(}?%g; egi ster

nmodul e 360 may 1nitralize to a known state in respons of a

reset signal. [0068] The sense nodul e 342 can be configured to provide the
sense waveforns and signals used in sensing the states of the fuses in the
vari ous nodul es. The output of the sense nodule 342 is coupled to the fuse

sensing | ogiggyyjt hin ;Ug?ﬂid@floéi@%jééﬁibglc&lﬁgmtﬂﬁg&npajf@@na%%ﬁal?&gé“ e 342

provi des the sense waveforns used in sensing fuse states. Thus, rather
t han nerel y donfigired by thagverride mgistes mwidule 360 eegonliese ofibd whlue gfithe fuse siateses t he

process of nsi t he. fuse ates in I ' . [0069] In
response tosﬁﬁg”ggﬁg%n%%9§¥3§%§m%fﬁﬁ@%&?@gﬁq%gb 3ﬁ¥%%§§kﬁ§3%$§&342, t he

fusi bl e nodudcesss edbledIF4he anetridbAbgic@nconfigiration adnhé @itraeckst enabrRdde thhe fuse
states and transmt the read fuse states to, a |l atch, sensgdlatrag%i ster nodul e

344. The sen¥eaFtaiers dhedsshyectors mqeiyerbions the latch senged register pody agdat o g

register md&ﬁeeteéﬁgme%veﬁid@w 563, SBRPEHHut FhSEvRiRVbLEd6D¥ blifedNSe modul e
342. By latching the fuse states in the'latch sensed "regi ster nodul e 344,

the fuse st ahempneda lock/spehbdoggemedule 3k tinme fol | owi ng power-up, and the
value stored in the latch sensed register nodule 344 remains valid provided

the regi st eomINt ent Thaleekdpén REicmidiuiB 70selactiveBcofindintcatdi ai@seivdd0070] | n
anot her enbodi nent, the sense nodul e 342 can be configured to transmt the

sense wavef devhyester haged at leastin parten theaalug of thedpssstafescasipedified it the. The sense
dul e 342 - ' : ] d f
ol 952 R SR Sl I R ol BT,

states to 't register no 344, 100711 In ition to
recei vi ng anldcldomnilogic moduls 87& ethef lngdorendegismodiie 3TGicantbe configmell toegi st er

nodul e 344 ¢ onfigured tp.coupl.e fest .vector eceived fromthe
configuratio Og’ﬂﬁ‘f %s%a%rséog?ﬁﬁpglrscﬁgglgﬁ rwhe u i%c. Sﬁlél lgﬁ?tﬁ'ﬁt of the

| at ch sensedAddigétiagy,ghe nsald'u{;@ 134ié nfodtile370 Sarbise cvafifired tedlovathptestnietidrsbot h t he
stored fuse states, as well as received_ test vectors to an qutput port that
i s coupl ed ttebediestedigtheeverideregister enpblgd modgos onhrwhem e oparysignal is

PCT/ US2005/ 02293 T k8 ok 00 524 162 hbhiSinb Reicopeifide £ abdifs #ARGAGHT ed Lo compare

enabl e test access
configured to only enable tester access to the modules enabled by the fuse states.

Additionally, the open signal may be configured to override the state of the unlock
signal, such that only the open signal needs to be active in order to unlock and open the '
communication path. As giiscussed above, the unlock signal is generated by the first
comparator 34 when the 64 MSB of the unlock chain module match the 64 bit access

key circuit 30. The open signal is similarly generated by the second comparator 350.

[0074] The second comparator 350 can be configured to compare the 64 LSB of
the unlock chain module against the 64 MSB of the hardware key stored in the hardware
key chain module 322. If the two values are equal, the second comparator 350 provides

the open indication to the open input of the lock/open logic module 370.

[0075] The soﬁWa:re override feature is advantageous for use when the test
access enabled by the fuse configuration needs to be overridden. Typically, the fuses
may only be blown once, and having been blown , are incapable of being remotely
repaired. During the development cycle of an electronic device, such as the ASIC 300
of Figure 3, initially, complete test access may be enabled. Test access to the ASIC 300
may be reduced as the development of the ASIC 300 proceeds. For example, after an
initial debugging process performed by the ASIC 300 designers, a subsequent batch of



configured by the override register nodul e 360 regardl ess of the val ue of
the fuse states. Thus, the override logic 362 can be configured to perform

a | ogi cal B .0f60bfey t est access enabled by the overri %ﬁ@b(ﬁh%gtest

configuration and the test access enabled by the fuse states.

vectors received fromthe | atch sensed i2gi ster nodule 344 are not affected
by the override |logic 362. The output of the override logic 362 is coupled
to the input of a | ock/open |ogic nmodule 370. [0073] The | ock/open |ogic
modul e 370 satICs B0V sky hevesstheifosiconfifuistionalat lived test &stssyaistill phoaiies at | east

in part on the value of the fuse states, as nodified by the override
regi ster nodifiaerpgiateleuel of thstaceesse \‘;‘EWaEFﬂPY?éRg t&%"fﬁ%ﬂm}’ Puts of the

| ock/ open | qglhiedmdiM Satch/Sk ASTES tHaP &k QR BPinktRY 1 QivEREUL DEM QuésRede confi gured
to allowthe test vectors to reach ?helr desti nati ons when the unl ock

signal is adiubsaguent ASICB00 ks thpt are Aestipestclor prodvction ghearaptiduecdawith 2 ¥ty be
configured tlo .gel Itgs\{vaé heS test vectors to be directed to the override
regi ster ena 8 Fodul s only when the open signal is active. If the open

signal is not active, the |ock/open |ogic mdul e 370 can be . configgred to
onl'y enabl e P8 er acHowsverolt iSfoncrivabledhat SHERS g coyrst plePrpdpclion ay PEM

Addi 1 0nal | Yousth i€ ARFECBLABA bulFHa R 9 R ih e NAILII0BE 1 BiRespat @ of the

unl ock signal, suc at only e open signhal needs to be active in order
to unl ock artemperenlytaiew timoOBMniustamentestpacdss, tissofivarussailedbaine maylbe unl ock
signal is generated by the first conparator 34 when the 64 MSB of the

unl ock chai M*Kbdul e match the 64 bit access key circuit 30. The open signal
is simlarly generated by the second conparator 350. [0074] The second
conpar at or 3807 an be Thopafivne evprads feeuysds enabled by progopnying thyevefifeock chain

nodul e agai : %ﬁﬁ%nf r r j dhar e key
chai n nodul g%%g%ﬂﬁ?(?ﬂ? e t%@?ﬁ%@%ﬁg\% o@%%ﬁaﬁ?cﬂ@@&%ﬁﬁ@g%&r at or 350
provi des t Hg0ofetimintie ecessibilityef thesofiyane ovenpide feafurd, tiee dbalati topregratogi ¢
nmodul e 370. [0075] The. software overri.de featu i s .advant ageous .for use
When the tedhe SIRERBERANIE riRe RS R 1 DuPa FoaeCd SRR pe
overridden. shitivhfeahdtYs shigped by #RSnitiABASIOHOY n@ukicRivd. TRE Softviirélcdndpel fog been
bl own, are incapable of being renotely repaired. During the devel opnment

. : g
cycl e of an @p@Eplesenresofisvarei@at myst he digitallyesigusd endaphengeated Buthe ASICi nitial |y,
conplete te | ed. Test access to the ASIC 300 may be
o PR Rt

reduced as . opnen the ASI C 300 proceeds. For exanple, after an
LA e RO P OGRS B ot car be foaded dto the ASIC 300 T exeeutda B0 EAUeNt
allow the fuse configuration to be overridden. The secure software can be configured to
program the software registers, load the access key into the MSB of the unlock chain
module 32, read the 64 MSB of the hardware key from the hardware key chain module
322, and load the 64 MSB of the hardware key as the 64 LSB of the unlock chain
module 32. When these steps are all performed, the test configuration enabled by the
fuse configuration may be overridden by the software registers of the override register
module 360. The hardware key can be any length sufficient to provide security. The
length of the hardware key is typically greater than or equal to 64 bits. It may be
advantageous for the unlock chain module 32 to use less than the complete length of the
hardware key in order to minimize the locations in which the complete hardware key
may be accessed. Therefore, the unlock chain module 32 may be configured to load a
subset of the hardware key and the subset can be, for example, one half of the bits of the
hardware key and can be the upper MSB of the hardware key.



WO 2006/ 004754 PCT/ US2005/ 022937 19 ASICs 300 may have sone fuse
configuration that limts test access, but still provides an internediate

| evel of t . This internediate | evel of test enabl ed
in the bat@ﬁtz?)@%ﬁg?%s that are part of initial deli veriq’cecg 00@ 9%‘tistorrer S.
Subsequent ASIC 300 lots that are destizged for production use are produced
wth a very limted test access. [0076] However, it is conceivable that
during the course of production an CEM custoner nmay encounter a bug that is

bel i eved toggs| de i NTRREMAASTE 306 destghePdrdRimutRturdrendahahialyseadritpvf t he OEM
custoner test access, the software override feature may be used. [0077] The

sof t war e ov&rerhagiwarekay. becapse thgsespis gofivarp may oalviFesa poron olthe hydwateegi st er
nodul e 360 i . j ' : i ¢ nmodul e
370. To It il pRABLASeRRSGE ¥ SRl 19 BRE e WAL ErifRA0R3, 1RO,
ability to pofbogaraovertiteregiztetr vmdele 36Qimay be selativelipragranmedid pregdsiess nodul e
360 may be limted to special software that is shipped by the initial ASIC
300 manuf actRAPEPPIPIfdet384ir e can be, for exanple secure software that

must be digitally signed and authenticated by the ASIC 300 manufacturer or
desi gner. [@@88] The Eiguwerids s fiowabartofaaacuse déhygaearessmOd thaieant® ¢ 300 and

executed to | 1o he fuse f] ! . ri cure
sof tware caR Be con |rg}ﬁaﬁﬁe’tbimpdreg%%g{ﬁée?%g{@o&?\}\g}#gﬁ‘rﬂégg aellpg(%}gisgl d t he
access key niddalet208 oMBigur 2, bhthe WHIOGRO ofiBigtre 3nFdtip@psses of egpihnbiien, 64 VSB of
t he hardware key fromthe hardware key chai n nodul , ~and | oad the 64
MSB of the H‘&ﬁé\%&?@ that the procepstUf 4s E@@IWFPOFH@%&S&@%&Hf ﬁﬁﬁ‘iﬁél‘e 32. Wen
these steps are all perforned, the test configuration enabled by the fuse

confi gurati d808thy be Theprocassiéd) hrginstatblodt 40Rawkers thgiAIC initialfy dispblesverri de

regi ster dul e 36 e hardware key.can .b n iLcient to

provi de segg SF? oSSt EAEH%%S?%SS\(,}?S]?%V@ %%’%&/glrsgblggéu} {s%et% %/S%P lgg%{cﬁ%ﬁg%{é?er t han
or equal to afigtypk bbtestldecd¥biyr 46 tygebfaoiagfiebtton| tesk.nAs dRtwEdd abod¢, therodul e 32
to use less than the conplete |l ength of the hardware key .in org‘ﬁr to

mi ni mi ze t hdisbledissiaceess stalgallens teakvesiomir & misR (e Bnleek chapmogile. o ccessed.
Therefore, the unlock chain nodule 32 nay be configured to |oad a subset of
t he hardwar §0082y and Ithmydeladesntagaousifer thisdo bethadpfanlt stotee itk ASIEfupohe bits of
t he

power up. Even where the states of registers may be random upon power up, the length
of the access key may be chosen of sufficient length to essentially reduce the probability

of the random registers values coinciding with the access key value.

[0083] The ASIC may then receive a test vector in block 410. Upon receipt of
the test vector, the ASIC proceeds to decision block 420. At decision block 420, the
ASIC determines whether the received test vector matches a stored access key. The
ASIC can be configured to only compare the test vector stored in a predetermined
location within the unlock chain module to the access key. Thus, any received test
vectors not directed to the unlock chain module will not result in enablement of test

access even if the test vector coincides with the access key.

[0084] Thus, if the ASIC determines that the received test vector does not
correspond to the stored access key, test access remains disabled and the ASIC returns
to block 402. However, if the received test vector matches the stored access key, the
ASIC proceeds to block 430.

[0085] In block 430, the ASIC performs a reset or initialization procedure. The
initialization procedure may entail various steps. For the purposes of securing a

communication port, such as a test port, the reset procedure includes initializing the



har dwar e key and can be the upper MSB of the hardware key. WO 2006/ 004754
PCT/ US2005/ 022937 20 [0079] Thus, the ASIC 300 designer or manufacturer may
mai ntain s | G t he hardware key, because the se may only
read a por?i@)ggdﬁz)@ﬂ?ie hardware key and may | oad the b%{{sﬁﬁiﬁsmﬁﬁr dwar e
key into the unl ock chain nodule 32. Th#l software override register nodul e
360 may be selectively programmed to provide | ess than conplete test

access. [0080] Figure 4 is a flowhart of a secure debug process 400 t hat
can be per tataafthe egisteandptoeesskywithie tibeASICahataceassdodattd Widh tie tést gert.e 1, the

si gnal processin dul e, 200 of Fi.gure 2, .or the ASIC.300.0of .Fiqure 3. For
pur poses of Q&ﬁﬁag]ﬁﬁ%ﬁ?sew OCGRP ey éfg:g‘lﬁi!ﬁr{fe?’ﬁ% OItMS é‘BE@lZH&?”i rggﬁtgfsng
perforned bysdbigteddith 1 Por® heckist enifalizidgQstkd ank@m&s OTRS fesdt Prbeagi ns at
bl ock 402 where the ASICinitially disables test access. JTAG test access
i s shown as ns¥ioaepr @kgahioaensly, synchieaizgd ahtleck, acibacombingtiprof any type of test
access or a'ﬁ%’yn@ﬁ%ﬁoxﬁfanggm 1?stz1c8 access. As discussed above, the

owWs

di sabl ed test’access state a est vectors to be witten to the unl ock
chai n nodul e, 0082] , Lt advant ageous fory this be the faul t
state of thi(’%é C upoﬁﬁeﬁ}g%tsﬁﬁﬁ‘?r?@é#“\%ﬁ@ grog?@:%%@%&roqeg& @?’&” may be
random upon 4R YWendtihe febiGict B8 SifingsOfThis Qx@ay@ﬁ&ﬁ‘&%eﬁﬁﬂ% KB ¥taRR€ oE HRSR M Ré
sufficient length to essentially Teduce the probabilTity of the random

regi sters vdbgssuduisietactiicady plogtamnieblecfyecss $h 451G alapistorq the §8F stieeinAS| C may
t hen recei v%mgo%rg %eggﬁgtérgrin L (%Ing)og{mgégrylgga%gmr.ecel pt of the test vector,

the ASIC procee eci st on bl'oc eci sion block 420, the ASIC
determ nes whet her the _received test vector tches a stor ccess, key. The
ASI C can be (%8} gur _egﬁf"bt_lci%ﬁ‘fcﬁsscsﬁ'ﬁ*ﬁﬁsrge feheed; %A%&rﬁqeeéﬁtei’gﬁﬁi"’g&g‘d

predet er m ned h1dQFAIC Kidesdibhdtiat ol PO 6K tHehiahsed IR Ruings. g R&ARIES Kkey.
Thus, any received test vectors not directed to the unlock chain nodule

wi |l not redhd fusd statesady dirnstly corfesperxitto aeasssesushdhasia bidwn fuse easrespopde toor

coi ncides wth the acc ey 4] Thus, d A term t hat the
recei ved tegfsal\)}g@?cc(f Ssc?gézmﬁc?%ﬁar%ggﬁgéﬁ%oﬁoq%f%%éggf'o‘gé%n%?ggsgﬂegg%, t est

access r enuistakes thayabirespondihdirbdlyAShécessatatesn Thus, @ ppéderkm#He@ cordfipueien, i f the

recei ved test vector tches the stored acc?ss key, thfen AS| roceeds to
bl ock 430. o©f aplurality of fuses may correspond to a particular access state. In one embodiment,

eight fuses may form a byte and provide access information for up to 256 access
configurations. Once enabled, the access remains enabled until an event results in the
ASIC returning to the disabled state in block 402. Such an event can be, for example, a

power down of the ASIC. Other events may also result in disabling of the test access.

[0088] Thus, access to a communication port of an electronic device, such as a
JTAG test interface in an ASIC, may be secured from physical attacks by initializing the
port in a disabled or otherwise severely limited state. The configured accessibility of
the port may be enabled when the device receives a non-secure access key vector. The
ASIC compares the received non-secure access key vector against an internally stored
access key and enables the communication port in the ASIC if a predetermined
relationship exists between the two. As part of enabling the communication port, the
ASIC may perform a initialization routine and may selectively enable access via the
communication port in response to a predetermined access configuration. The access
configuration may be determined base in part on states of one or more fuses within the
ASIC.



[0085] In block 430, the ASIC perfornms a reset or initialization procedure.
The initialization procedure may entail various steps. For the purposes of

securing Oﬁgﬂw%‘cation port, such as a test port, tperisnedopsecedure
includes irnitraltZing the WD 2006/ 004754 PCT/ US2005/ 022937 21 state of the

regi sters and processes within the ASIC22hat are associated with the test
port. For exanple, the reset process may include clearing or otherw se
initializing all registers associated with test port access and
initializind088%cks aftlodeiafskill.in fHeartrvel ehdqrstarckthat infoayatooncand sgssinodayonousl y,

synchroni zed to a cJqQck, or in a.comhi.nati f . asynchr onous d
s%nchr onous (ff’l?rfﬁ?gt.eg[“ﬁ)‘@éél]‘y ‘%éjatvépe‘iy%d&%lr@?geéﬁ?%?g’&%f“ﬁgecgﬂjﬁﬁs‘ g:?’f)cedur e, the
ASI C pr oceedxainplePd R knstrtdfdnk LofRiknEs, ilierm85h, sAERRSEitsS Sfritolg &nd dHipss NMaY

i ncl ude sensing the states of one or nore fuses, such as electrically

pr ogr anmabl| ehatgeayde refeenged) thropghout theboverfiesqripsian Byay be gepresentghbY or  nor e
Jé ! ST : S
e censed A o ARRRnc B A iBenadd ot of biftled WRAT BB 0o L L 0%ar

| east i n parpartiodes, érieny sembmatiactherssf. set ti ngs. For exanple, the fuse states
may directly correspond to access, such that a bl own fuse corresponds to

di sabl ed accggso}of a HM&bdel SFYkiflFwillPeHHePagPred?E thaife Qhridul e1lARhEvVe logical
Alternatively, the fuse states nmay correspond indirectly to access states.

Thus, a preddecksmeddesceirenitsyand algemthmateps described incpnusetionwisk themy cor r espond
to a particu . . ' L orm a
byte and pr 04\/1@’8 gﬂtgeglgsz(gss&ﬂ}sg# g?rﬁ%‘?? ag)r}i)%fl lglpgg%ht{gg Qéggcﬁccesagivu%%%? %trei ations.
Once enabl edsofitvhare, aoatinatienseafibethe rvhdleadly dlhisirhtealns mtercliangesbilitysf in the ASIC

returning to the disabled state i.n bl ock 402. Such .an eyent can be, for
exanpl e, & © HL a0 e, KRS S s D IRely LY SEae

di sabling ofsd3@adestbn A6LEBR abotPEB8allY S rmAGHIRGSfuh StichaRY MW EAELAN PO t
of an electronic device, such as a JTAGtest interface in an ASIC, may be

secured fronfupttienplityiis implemdutedisy hardweatear softwige denendpenon thepagtiglasabl ed or

ot herw se seyerely |]m s i f S Al g f he port
may be enabl %@ﬁ%{t}ﬁeﬂ% a#'ﬂ%ésgggvc?%e rttasclgi’@%ésaod;l ttl]%érj]kgegéglc r%&a?(]:(giseg pkpeéglr?svnéat or. The
ASI C conpar espldnent the desceitiedfinetiomalityén eargiag svaefor eadhtparticalpa eppdicatiom,

internally stored. access _key and enabl es.the co ni cation port i.n the ASIC
& pr edut SR PHROAP EaIEARHOh P RS o REEH S RS A BRI GPenabi | ng
the communi c@t k@Pe BAE disklB&ure.

[0091] The various illustrative logical blocks, modules, and circuits described in

connection with the embodiments disclosed herein may be implemented or performed

with a general purpose processor, a digital signal processor (DSP), a Reduced

Instruction Set Computer (RISC) processor, an application specific integrated circuit

(ASIC), a field programmable gate array (FPGA) or other programmable logic device,

discrete gate or transistor logic, discrete hardware components, or any combination

thereof designed to perform the functions described herein. A general purpose

processor may be a microprocessor, but in the alternative, the processor may be any

processor, controller, microcontroller, or state machine. A processor may also be

implemented as a combination of computing devices, for example, a combination of a

DSP and a microprocessor, a plurality of microprocessors, one or more microprocessors

in conjunction with a DSP core, or any other such configuration.

[0092] The steps of a method, process, or algorithm described in connection
with the embodiments disclosed herein may be embodied directly in hardware, in a

software module executed by a processor, or in a combination of the two. A sofiware



ASIC may performa initialization routine and may sel ectively enabl e access
via the conmunication port in response to a predeterm ned access

confi guraty ccess configuration my be determ se In part on
states of %ﬁgo%ﬁnﬁt‘g?e fuses within the ASIC. WD 2006/ M&"%Zb%

PCT/ US2005/ 022937 22 [0089] Those of sfill in the art will understand that
information and signals may be represented using any of a variety of
different technol ogies and techni ques. For exanple, data, instructions,
comands, i il BhiyHRsidS IndRMSmerRbry Silash YERRIrS noRE1aGl Mémory ROM™Y De
referenced throughout the above deScription ay be represented by voltages,
currents, elmemornFRREY ey, dSE PRI meanagy . fregistes, kard digkta remega}bhv{;sk, eal
fields or ik es, ' ' reof. 9 i owill
Furt hor - apprarReie Faafoufbpl SFELR8: kR IEhRl i peat A ARG Hordby oo,
circuits, amiedaingircotiplad Rithpprodasarsutietie procesoras réadrinfotrhdtionlfom,@adodi ment s

di scl osed herei n may be inplenented,. as el ectronic hardware, c¢onputer
sof tware, orVTHSHRHREPDIRs thertogpgeimedivgn. Q%Eraitltﬁmﬂl‘f% gwrsaqr%getrmdéum bnay be

i nt er changeaglbdrht tf 1 prodtRcd VthEprabidstahd WRsoragéahd ddbs maly rékdderiA bh WSIC.
conponents, blocks, nodules, circuits, and steps have been descri bed above

general | y i The &Sk nuly redids in afmobaleisation. i Inyhe alfeetative, thaprncessarand thenal ity is
i npl enented _gs_ hardware or software depends. upgn tk ticular application
and dest gn Corase PR FeRiest st HRbEIS SRR RE T BE BR| Foper cons. may
i npl enent the described functionality in_varying ways for each particul ar

appl i cati on,[0093ht suchhe %Wéﬁ@ﬁﬁ&@qn&fﬂéfég$%qsé¢l§fn§?ﬂé@Fﬁs Hdworded tat er pr eted as
causing adenaiik e dd ATl BEARS Alddtsding Alseuke: vRAARLL The vari ous

illustrative [ogi no , circurts described in connection
with the eniodiifations tdithest ersballihenteivill bergadily appgemire thoselskilledon teartyed Wit h

a general purpqQse processo a.digital signal .. cessor SP) , a,Reduced
natructi on SR At esfistane pies aBttooteRt mdl O pnld R HRG Bk Bgiohts gt

i ntegrated Qlie?:ﬁﬂﬁg frora A% $pirit ot sdope bithp dizgloarea e, thedecREiraYs fot Rtéide®r ot her
pr ogr ammabl e Ogli"!i(i: device, discrete gate or .transistor logic, discrete

har dwar e coripBsBmited toghe embodiments ﬂmlgﬁreuﬂp}g,aset@fbe@g@pbqqléhe VHIeHSEsr m t he

functi ons desesbiediehEhhoihdBIR6Al FFAGAR IBIRGERSO! BYbe 2

M croprocessor, in ernative, the processor maybe any




processor, controller, mcrocontroller, or state machine. A processor nmay
al so be inplenented as a conbi nation of conputing devices, for exanple, a
conbination of a DSP and a m croprocessor, a plurality of mcroprocessors,
one Oor nobre m Ccroprocessors in conjunct%&n with a DSP core, or any other
such configuration. [0092] The steps of nmet hod, process, or algorithm
described in connection wth the enbodi nents disclosed herein may be
enbodied directly in hardware, in a qgigﬂﬁgf nodul e executed by a
processor, or in a conbination of the two. sof tware WD 2006/ 004754

PCT/ U52005/ 022937 23 nodule may reside in RAM nenory, flash nenory,
non-vol atil e menory, ROM nenory, EPROM nenory, EEPROM nenory, registers,

hard di sk, a renon%glg di sk, a,K CD . or_any other fqrm of storage medi um
known in lt he Aymethadobsesnegnelegiopiggievicedbs mithod cRBRHTRY to the processor
such the procesgflzifARe ERACOHIOILidBh L Akable@MatedNd write information to, the
storage nedium In the alternative, the storage nediumnmay be integral to
t he processor recévingmanoresss key weetbrt he st orage nedi um may reside in an ASIC
The ASIC may reside %B a nDQ%Ie st%;ion. in th%%ajternative, t he processor
and the st or QTP TRAGHES KeESPHRT 9L SHTeL %P Ke¥nponents in a nobile
station. [0093¢leckielyeinniazidgacedt PEdeadstatt of AR déciohRSRSicRBAK SrEhE SelhtPonship
provided to enable any person skilled in the art to nake or use the

di scl osuroétheasedspkey vasindite theataredhascess keyie®d enbodi nents will be readily
apparent to t i j el | ringGi oy

ner of n may. be “200F e -0 nieel 8E (O erat Bl BT A ot B (RGP
Spirit oracesokey wktor hethdisweddrxuese keythus, the disclosure is not intended to
be limted to the enbodi ments shown herein but is to be accorded the w dest
scope consistent with the principles and novel features disclosed herein.
24 CLAIMS 1. The mRuUPAGRMaiRaC WhiRkh RRingRCIEQRINR HRWEEE theldngbB®§BRGomprises
conprising: initiralizing the electronic device in a disabled state;

recei vi ngetting $esdestrokigyevige taothe emabigdlsstatay therascess key sedt@nand siorask actess keshayeed

ggssiz Egﬁgaﬁﬁ%%ﬁﬁg¥$g%g%ﬁ%agﬁ!inng a test access state of the electronic
3. The method of claim 2, wherein the predetermined relationship comprises an equality.
4. The method of claim 2, wherein the predetermined relationship comprises a predetermined
offset.
5. The method of claim 1, wherein setting the device to the enabled state comprises

performing an initialization procedure.

6. The method of claim 1, wherein setting the device to the enabled state comprises:
sensing at least one configurable fuse state; and
enabling communication access to a module within the electronic device based in part on

the fuse state.

7. The method of claim 1, wherein setting the device to the enabled state comprises:
sensing a plurality of configurable fuse states; and
enabling communication access to a module within the electronic device based in part on

the plurality of fuse states.



of the access key vector to the stored access key; and setting the

el ectronic device to an enabled state based in part on a result of conparing
the access key vector to the stored access key. 2. The method of claiml,
wherein setting the electronic device to the enabled state conprises
setting the electronic device to the en ed state if the access key vector
and stored access key have a predeterm ned relationship. 3. The nethod of
claim2, wherein the predeterm ned relationship conprises an equality. 4.
The nethod of claim2, wherein the predeterm ned relationship conprises a
predet er 8l ned Thefritldd ob clairhel, mettehenl intialidiegd theleleswtomicdevieeid thegditdbéeddsastece
to the enabled state.c ses, perfarmng an initialization procedure. 6.
The met hGaMBHses injfialzng Rhﬁél"é‘i’f?ﬂl%é‘i"ﬂ‘?eﬁ@ adisgblgd (5sbeeces St enabl ed state
conprises: sensing at |east one configurable fuse state; and enabling
comuni cation access to a nodule within the el ectronic device based in part
on the fuse dhanethod of Them e whedinothe tdshiaavesk, stavhermaprises @ bountgryt dven thstvccesst o
t he enablﬁgzstate conprises: sensing a plurality of configurable fuse

st at es; enabl i ng communi cati on access to a nodule within the electronic
device based in part on the plurality of fuse states. 25 8. The nethod of
claim1, wherein initializing the electronic device in the disabled state
conpri sesl 0 ni tThamegiodpfclaémd| wberemrieeciviag theaceass keydvestasicemptisosrecgdiegsa non-
state. ein the test access state conprises a
boundary Sg%lg%a gsq(%g(‘:’géetgrswga%s?mt&@gé The met hod of claim 1, wherein
receiving the access key vector conprises receiving a non- secure access key

vector via a test mtgrface ]I A et hod of S&%Hri ng .an el ectroni c devi ce,
the met hdd- corfpPPEpd gl secyming aruglectionls dedicedhemeigAicemadYN&e in a boundary

scan test di sahliahind @l Eiecud REGLNILIE aBolbl SREHER: BSARSPkieY vector Via a

boundary scan test Interface, conparing t non-secure access key vector to
a stored accessekiga poer sf.eounmang:saheyl vector alaiazmiundary pecanges snteffacche non- secur e
access key vector and,the stored
comparing the non-Secure access key vector to a stored access key;
performing an initialization process if the non-secure access key vector and the stored
access key have a predetermined relationship, wherein the initialization process sets a test access
state of the electronic device based on the predetermined relationship;
sensing at least one configurable fuse state following the initialization process; and
setting the electronic device to a boundary scan enabled state based in part on the at least

one fuse state.

12. The method of claim 11, wherein receiving the non-secure access key comprises receiving

within a predetermined boundary scan module a multiple bit non-secure access key value.

13. A secure electronic device, the device comprising:

means for receiving a non-secure access key vector via a boundary scan test interface;

means for comparing the non-secure access key vector to a stored access key;

means for performing an initialization process if the non-secure access key vector and the
stored access key have a predetermined relationship, wherein the initialization process selectively
sets a test access state of the electronic device based on the predetermined relationship;

means for sensing at least one configurable fuse state following the initialization process;

and



access key have a predeterm ned rel ationship, wherein the initialization
process sets a test access state of the electronic device based on the
predeterm ned rel ati onship; sensing at |east one configurable fuse state
following the initialization process; a setting the electronic device to
a boundary scan enabl ed state based in part on the at |east one fuse state.
12. The nmethod of claim 11, wherein receiving the non-secure access key

conprises recgjuhdy sé@ﬁr‘ie e e cmrﬁ@gém%ra%qup&vfgamn&ﬁ@d’%ﬁe%géee il?ﬂe{ewégxe ihe! e

bit non-secure access val ue. 13. A secure €lectronic device, vice
conpri si ayteastean fusé stater ecei vi ng a non-secure access key vector via a
boundary gean test interf.ace;. ans. for conparing the non-secure access key
vector td*a stbisyes (‘fgg@cé‘é ?e’%a‘%glcﬁﬁ?m{}réﬁqg%rm ng an initialization
process if thq H3OAdasE SehhEnRABESSoniGNred 86 tQEctRBN prhede 81HRUAThrR6GATRCsSYo thave
a predeternined relationship, wherein the initialization process selectively
sets a tdsvicabased i partanea i§ht acerss slpiect roni ¢ devi ce based on the predeterni ned
rel ati onshi p; f.or [.n S i fu t

Fol Lowi ng t heh SRes Ffln FRARIIs R Ll 85 ecV8 f AL KAy o e Tofifry scan

el ectroniistedsd¢t ce to a boundary scan enabl ed state based in part on the at

| east one fuse state. 14. A secure electronic device, the device conprising:

a boundary scahas5sefeydpeduiosmniiguied dp storegB agesss ke YAl 8% de a boundary scan
access 10 the, dpiafford@nBgulel thAbmpae e LESLs REF FeGos oA lhe: actlls WAl QalueClaai
nodul e configured to receive an accgss key vector via the boundary scan

i nt er f aceelectivehcinembzkthy tesp dedess saabagdrie part on strelagorshipad dksaccksskey akuer; toand
a conpar 3lglor conf i gé\r ed to conpare the access key vector to the access key
val ue and"®¥&FSEEYVEPS initialize the test access state based in part on a
rel ati onship of the access key vector to the access key value. 15. The
device of claim 14, further conprising: a hardware key nodul e configured to
store a décur dhndedoseicclaimyldy firther campfistgaf i gured to be accessible to the

boundary scan aihma%\;a];@lge%' lg&ﬁﬁgcdn@i ngaeEitto Qgretahs%c&rg ﬁgrd%f;ee]?e% vaﬁlte%n%'

configured to be accessible to the boundary scan interface based in part on the test access

state.

16.  The device of claim 14, further comprising: at least one fuse configured to provide the test

access state.

17.  The device of claim 14, wherein the access key vector comprises a non-secure access key

vector.

18.  The device of claim 14, wherein the access key vector comprises a 64-bit vector.

19.  The device of claim 14, further comprising a reset module configured to receive an active
reset signal from the comparator and initialize at least one register in response to the active reset

signal.

20.  The device of claim 14, further comprising at least one override register configured to

provide an override test access state that overrides the test access state.



16. The device of claim 14, further conprising: at |east one fuse configured
to provide the test access state. 17. The device of claim 14, wherein the
access key vector conprises a non-secure access key vector. 18. The device
of claim 14, wherein the access key vectﬁ conprises a 64-bit vector. 19.
The device of claim 14, further conpri si @ a reset nodule configured to
receive an active reset signal fromthe conparator and initialize at |east
one 1 egi SHET el RIRANTEIAR JNGBRIL HE o FEEF onel R redflier TBFRHEN! 6o one
claim14,“further conprising at least one override regrster cén igure s
provi de awftoderdonflgurhisregit@ess state that overrides the test access state.
27 21. The device of claim 20, wherein the at |east one override register
conprises at |least one software configurable register. 22. The device of

cl ai m 14,5»whergj.n r o ri f

i nt erfacez.z' 23.ﬁ%h%év ev?tgglgg\? péf m&ﬂﬁﬁé‘?@,ﬁﬁp?ﬂ 1‘32:31?1 8% Céa); reitsgangég fest
applicatiiowrfagecific integrated circuit (ASIC). 24. A secure test system
the system conprising: a tester configured to store at |east one test vector
pre-pended by an access key vector; an el ectronic device having a test

i nt er f aceycoupfiRMtelRetdTe1diRST A Whetdif 1)) &SlideORintpri8Y hif Gpplfc@fity keIt infghR&t
access nodul e configured to selectively provide a test access to the éeV|ce
based i n ekt (HHIE. t est access state; an unl ock chain nodul e configured to
recei ve an access key vector via the boundary scan interface; an access key
nodul e configured to store an access key val ue; and a conparator configured
t o conpar®l.t hes seoassstkgytend bt oystdndOcdrisrisapcess key val ue and sel ectively
initialize the test access state based in part on a relationship of the
access key vedeser afighed etg st leass opatesievectos preqrradebhaiHacs eSS R VeRtar;

wherein sel ectyvglyfronft bdvild rivie 8 & SheATEESRpRIUA e ekl R} BELFRAN Gevice

devi ce i ncl udes
comprising:

a test access module configured to selectively provide a test access to the device
based in part on a test access state;

an unlock chain module configured to receive an access key vector via the boundary
scan interface;

an access key module configured to store an access key value; and

a comparator configured to compare the access key vector to the access key value
and selectively initialize the test access state based in part on a relationship of the access

key vector to the access key value.

25.  The method of claim 1, wherein selectively initializing a test access state of the electronic
device includes
selectively setting one or more configurable fuses of a test interface circuit based on the

relationship of the access key vector to the access key vector.

26.  The method of claim 25, wherein different combinations of the configurable fuses provide

different levels of access to the electronic device.

27.  The method of claim 1, wherein the test access state provides different degrees of access to

the electronic device between full access and no access.



selectively setting one or nore configurable fuses of a test interface
circuit based on the relationship of the access key vector to the access
key vector. 26. The nethod of claim 25, wherein different conbinations of

t he configurable fuses provide differen? | evel s of access to the electronic
device. 27. The nethod of claim1, mhere'ﬁ the test access state provides
different degrees of access to the electronic device between full access
and no access. 28 28. The nethod of claim11, further conprising:
transform ng the access key vector prior to conparing it to the stored
access ke3B. 29hehmshoedfiobdmoll, further cor@@jsingner ei n di fferent portions of the

transforned access key vector determ ne different Iﬁyels gf thihtest access
st ate. transforming the access key vector prior to comparing it to the stored access key.

29.  The method of claim 28, wherein different portions of the transformed access key vector

determine different levels of the test access state.



