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SPECIFICATiON
Data Recording Method and Apparatus, Data Record Medium
And Data Reproducing Method and Apparatus
TECHNICAL FIELD | |

This invention relates to-q:mdata recording method aﬁd
apparatﬁé, a data record medium dnd.a data reproducing method and
apparatus applicable to préyentidn_of copying or inhibition of
unauthbrized_use_and to a charging system.

BACKGROUND ART

Recently, with increased capacity and coming into widéspréad_
use of a digital record (recording, recordable or reéorded)
medium, increasing importance is . attached to prevention of
copying or inhibition of unauthorized use.  That is, since
digital audio data or digitai video data can be duplicated free
of deterioration by copying or dubbing, while computer data an
be easily copied to produce the same data as the original data,
unauthorized-cqpying is made frequently.

For avoiding unauthorized copying of the digital audio or
video data, there is known a standard such as a so-called serial
copying management system (SCMS) or.copy generation management
system (CGMS). Since these systems set a copying inhibition flag
on a specified portion of record data, a problemn is raised that
data can be extracted by dump qopying which is the copying of a
digital bi-level signal in its entiréty. |

It is also practiced to cipher the contents of a file itself
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iﬁ case of éomputer data and'to permit use only by regular
registered user, as diSclosed.in, for'exampie,.Japanése Patent
1aid-0peﬁ No.SHO-60-116030.  This is connected to a system in
which a digital record medium ha?ing the ciphered information
recofded thereon is disfribut%d- as- a form of information
circulatibn and in which fhe'ﬁser.pays a fee for the information
hé or she needs to acquiré a'key-t§ decipher.the information for
use. For this system, a simplifig§”u§gfu; technique_for'ciphering
 has bgen a desideratum. . | |

In view of the above—depibted.status.of.the art, it is an
object of the present'invention to provide ﬁ data recording
method and apparatus, a data record medium and a data reproducing
method and apparatﬁs whereby ciphering can be reéiized by a
simplified structure, prevention of gopyiﬁg_or unauthorized.usé
can be achieved by a simpliffed configuration, decipheriﬁg is
rendered difficult and relative facility or depth of ciphering
can be controlied easily. |

DISCLOSURE OF THE INVENTION

The recording method according to the presenf invention is
characterized in that an inﬁut is ciphered in at least one of a
sector forming step of dividing input digital data in terms of
a pre—-set data volume as a unit, a header appendage step, an
error co:rection and decoding step, a modulation step for
effecting modulation in accordance with a pre-set modulation

system, or a synchronization appendage step for appendage of a
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synchronization pattern. A ~scrambiing step of effecting
randomizing for eliminating the same pattern'may be included

among thé steps that'canﬂbé.used'for ciphering.

"This data recording method can be . applied to a data L

recording apparatus.-

_A data reﬁrodusihg.method acbqrding to the present invention
' is characterized in that;_in_reproducing a data record medium
recorded in the'abovs_data recording method, an'input.has been
ciphered in a recording step correspsnding.to at least one of a
. synchronization separation step, a demodulating step, an. error.
correction and decoding step, a secto: résolving step and a
header separation-step, and in that the inpuf is decoded in a
reproducing step correspoﬁding to the recording step used for
ciphering. A descrambling step of descrambiing for scrambling
used for recordlng may be 1ncluded among the steps that can be
used for deciphering.

The data reproducing method _can be. applied to a  data
reproducing apparatus.

With the data recoraing method according to the present
invention, the above object is accomplished by ciphering the data
using the pre set key 1nformat10n and by using the information
written in an area different from a data recordlng area of the
"record medlum as at least a portion of the key information for
ciphering. This can bé applied to the data recording apparatus

and to a data record medium.
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The data reproducing--methddn according to the present
invention is also characterized in that, in reproducing the
digital signal ciphered durihg recording, deciphering is done

using the key information at -least part of .which is the

information written in-an area different from a data recording

. area of the record medium.

This can be applied to é.data reproducing-apparatus.
The data recording method according to the present invention

is also characterized by varying at least one of the initial

value of the scrambling stép or the generating- polynominal

depending on the key information fbr éiphering.

The data reproducing method according to the present
invention is also charactefized by deécrambling by varying at
least one of the initial value or the generating pblynominal
baséd upon the key information used for recording.

The input digital data is divided into sectors in terms of
a pre—set data volume'as.a'unif, and the resultiﬁg data is
processed with header.appendagé, error correction and encoding,
modulation by a pre—set modulation'syétem and appendage of a
synchronization pattern fof recording on a record medium.-By
ciphering an input in at_least one of the above steps, the
particular step in which ciphering has been dome also becomes a
key for ciphering thus faising the difficulty in deciphering.

At least a portion of the key information for ciphering is

written in an area different from the recording area on the
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record medium. This portion of.the‘key informatioﬁ is read out
at the time of reproduction and used for deciphering. Since the
key information is not completed with thé information in the data -
recording area on the recofd médium,_diffiéulty.in deciphering
is increased.. |

At least one of the generating polyﬁoﬁinai'o: the initial

"value is varied depending on the key for ciphering at the time
: _of scrémbling aimed 'ét 'randomization for Ifemoviﬁg the same
pattern in a data string. Any coﬁventional scfambling may be used
fof ciphering. | .
BRiEF DESCRIPTION OF THE DRAWINGS

Fig.1l is a schematic block diégram shbwing the configuration
of a fifst embodiment of a data recording apparatus of the
present invention. |

Fig.2 is a ©block diagram showing an illustrative
construction for realizing interleaving of even and odd bytes in
a sector forming circuit.

Fig.3.illustrates interleaving of even and odd bytes.

Fig.4 illustrates an example of a scrambler.

Fig.5 illustrates an example of pre;set_ values of the
scrambler. |

Fig.6 illustrates an example of a scrambler having vafiable
generating polynomials.
| Fig.7 illustrates an éxample of a sector format.

Fig.8 illustrates an . example of ciphering in a
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éynchponization area in a sector.

'Fig.g illustrates an example of a header area in a sector.

Fig.10 1illustrates a schematic strﬁcture of an error
correction encbding circuit. .

Fig.11 illustrates a  specified structure of an error
correction encoding circuit.

fig.lz illustrates another example of an error correction
:éncéding circuit. | |

Fig;13 illuétrates'én_example of ciphering in a modulatién
circuit.

Fig.14 illustrates a specified example of a sync word
appended to a modulated signal.

Fig.15 illustrates an example of ciphering in a sync
-appending circuit. |

Fig.16 illustratés'an example of a data record medium.

Fig.17 is a block diagram showing a schematic structure of
a first embodiment of a data reproducing'apparatus according to
- the present invention.

Fig.18 illusfrates an example of deciphéring by a
demodulation circuit.

Fig.19 illustrates a schematic structure of an example of
~.an error correction decoding circuit.

Fig.20 illustrates a specified structure of an example of
an error correction decoding circuit.

Fig.21 illustrates another example of an error correction



--decoding“éircuit.

Fig.22 illustrates an example of a descrambling circuit.
Fig.23 illustrates another'example of a spraﬁbler.
" F-_ig;24. illustrates an ex.ampl.e of- pre—set values of  the
sﬁrambler of Fig.23. - |

Fig.25 illustrates an example of a header area in a sector

“in a-secfdf format of Fig;25;

Fig.26 illustrates an éxamp1e of'afheader'area in a sector
in the sector format of Fig.25.' | |
'Fig.27 is a-block~diagram~showigg-another exémple of an-
error correction encoding circuit. -
Fig.28 illustrates a product code as a specified example of
the error éorfection code. | |
Fig.29 illustrates an example of a sector signal format.
Fig;30 illustrates another specified example of a sync word
appended to the modulated signal.
Fig;Sl illustrates another example_of_éiphering in a sync
appendage circuit.
.Fig.32 is a block diagram showing another example of an
error correction decoding circuit.
| - BEST MODE FOR CARRYING OUT THE INVENTION
Referring to the draﬁings, preferred embodiments of the
present invention will be explained in detail.
Fig.l schematically shows a first embodiment of the present

invention.
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In Fig.1, digital data, such as data obtained on digital

conver51on of analog audio or video ‘signals or computer data are

fed to an input term1nal 11. The input digital datalls sent via

. an interfacing circuit 12 to a sector forming circuit 13 so as

to be formed into sectors in terms of a pre —set data volume, euch'“

as 2048 bytes, as a unit. The data thus formed into sectors is

sent.to a-scrambling circuit 14 fdr scrambling. For scrambiing,
the input data is randomized.so,that.the same byte. pattern will
not be'produced in euccession, that ie so that the same patterns
wili-be eliminated,-by way- of randomiiing, for enabling the -
signal to be read and recorded appropriately. The scrambled or

randomized data is sent to a header appendage circuit 15 where

‘header data to be arrayed at the leading end of each sector is

appended and the resu1t1ng data is sent to an error correction

encoding circuit 16. The error correction encoding circuit 16

'delays the data'and generates parity to append the generated

parity. The next circuit, that is a modulation circuit 17,
converts the 8-~bit data into 16 channel-bit modulated data in

accordance with a pre-set modulation rule and sends the resulting

modulated data to a synchronization appendage circuit 18. The

-synchronization appendage circuit 28 appends a synchronization

Signal violating the modulation rule of the above pre—set

modulation system, that is a so—-called out—-of-rule pattern

- . synchronization signal, in terms of a pre-set data volume asa

unit, and sends the resulting synchronization signal via a
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dfiving circuit, that is a driver 19, to é'record head 20. The
fecord head 20 performs oﬁtical or magneto-optical recording and
records the modulated signai on the rgcord‘medium. The disc-
shaped recbrd medium 21 is run in_rotatiéﬁ by a.spindle motor 22.
The scrambling circuit 14 is not essential. Moreover, the
scrambling circuit 14'm£y.be inSerted.dOWAsffeam of thé“headér

appendage circuit 15 for scrambling the digital data having the

header appended théreto. The digital data having the hegder;m “”_ _

appended thereto may'be'sent to the error correction encoding
circuit 16. L
It should be ﬁoted that at least one of the sector forming
circuit 13, scrambling circuit 14, header appendage cifcuit 15,
‘error correction encodihg circuit 16, modulatidn circuit 17 and
the .synchronization 'appendage ‘circuit 18 1is configured for
ciphering an input and outputting the resulting ciphered sigﬁdl.
Preferably, two or ﬁore circuits are used for ciphering. The key
infqrmation. for this ciphering uses, as at least a portion
thereof, the identification informétion written in an area other
'than the data record area of the record medium 21, such as the
identification information proper tb the medium, the prbdﬁcer
identification information, dealer identification infbrmafion,
the identification information proper to the record apparatus or
the encoder, the identification iﬁformation proper to the medium
producing apparatus, such as.a cutting.machine or a stamper, the

territory information, such as a country code or the
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jdentification information furnished from outside. Such
identification information written in this manner in an area

other than the data record area of the record medium is the

"information sent from the interfacing circuit 12 via a contents-

contents (TOC) geperating circgit_ZS to a terminal 24, and is the.:
information sent direcfiy ffdm'the ihterfaéing éichit 12 to a
terminal 25. The identificaiioﬁ information ffqm these terminals
24, 25 is used as a pbrtioq_pf-the key information for ciphering.
At least one and preferably two bf ﬁore'of the circuits 13 to 18
perform ciphering on the input data using the key information.
The identification informatioﬁ from these terminals 24, 25 is
sent as appropriate to the recofd head 20 for recording on the
record medium 21.

In this case, which of the circuits 13 to_18 has performed
ciphering'represents one.of the altérnatives, éﬁd is felt to be
a key necessary for producing the regular reproduced signal on
reproduction, That is, if ciphering has been performed in one of
the circuifs, it becomes necessary to select one of .six
alternatives, whereas, if ciphering has been performed in two of
the circuits, if becomesllnecessapy to select .one' of 15
alternatives corresponding'to the humber of combinations of two
out of six circuits. If there is the possibility of the ciphering
operation performed in one to six of the six éircuits 13 to 18,
the number of alternatives is increased furthgf, such that it

becomes difficult to find the combination by a trial-and-error
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methOd, thus fulfilling the role of ciphering.

The key information for ciphering may be switched at a pre-
set timing, for example, on thé sector basis. In switching the
key information at the pre-set timing, whether or not switching
is to be made,.the éwitching period or the switching sequence of
the plural key information_iteﬁé hay.51S§ be used as the key for
further raising the cibhéring iével, ease oOr ldifficulty of
ciphering, or difficulties in.déciphering._ |

Thé.construction of.the'circuits 13 to 18 and-specifiéd
examples of ciphering will be explained.

First, the sector forming circuit 13 may be designed for

_interleaving even and odd bytes, as shown for example in Fig.2.

That is, in Fig.2, an output of the interfacing circuit 12 of
Fig.1l is sent to a two-output changéover switch 31, an output of

which is sent via an even/odd interieaver 33 to a sector forming

circuit 34 and the other output of which is diréctly sent to the

sector—forming circuit 34. The sector—-forming circuit 34 collects

‘the input data in terms of 2048 bytes as unit to form one sector.

The switching operation of the changeover switqh 32 of the sector
forming circuit 13 is controlled by a 1-bit control signal
operating as the key. The even/odd interleaver 33 distributes_one
sector of the fﬁput data, having even bytes_36a and odd bytes 36f
arrayed alternately as shown in Fig.3A, into an even data portion
37a and an odd data portion 37b, as shown in Fig;S, and outputs

these data portions. Moreover, a specified portion 39 in a sector
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‘may be specified by the key information and data in only this

specified portion 39 may be distributed into an even data portion
3%a and an odd data portion 39b. In this case, the manner of

specifying the portion 38 may be designed to be selected in

‘plural - methods for further increasing the number -of the

alternatives of.fhe key information for raising the ciphering
level.
The scrambling_circuit_;4 can-use a scrambler of the so-

called parallel block synchronization type employing a 15-bit

.shift register, as shown-for-example-in Fig.4.To a data inputm

termindl 35 of the scrambler is supplied data from the sector
forming circuit 13 in an order in which the least significant bit
(LSB) comes temporally first, that is.in_the so-called LSB first
ordef. A 15-bit shift register 14a for scrambling is associated
with an exclusive-OR (EXOR) circuit 14b for applying the feedback -
in aééofdance with the generating polynominal x*®* + x + 1. Thus,
a pres—set value or an initial valﬁe as shown in Fig.b is set on
the 15-bit shift'regiéter l4a. Meanwhile, the selection numbér
of the ﬁre—set valué of Fig.5 can be switched on the sector basis
in association With, for example, the value of the lower four
bits of the sector address; QOutput data of the shift register l4a
and input data at.a terminal 35 are ExORed by the ExOR circuit
14c so as to betaken out at a terminal 14d and sent to the header
appendage circuit 15 of Fig.1. |

The generating polynominal and the pre-set value (initial
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5va1ue) may be varied in. acoordance w1th the key 1nformat10n such
as the pre-— set identification number. That is, for varying the
generating polynominal,'the configuration as shown in Fig.6 may
.be used. In Fig.8, outputs of the respective b1ts of the 15—b1t

~of the shift register 14a are sent to fixed termlnals of the
changeoverisw1tch 14f controlled by, for example, 4-bit control
' data from a control terminal 14g. An output of the changeover
sﬁitch 14fF 1s sent to the ExOR c1rcu1t 14b. By changing the
control data of the control terminal 14g, 1t becomes possible to
change the value of n.in the generating polynominal x!® + x" .+ 1.
For changing the pre—set value, the,pre¥set values of the pre-set
value table of Fig.S may be processed with arithmeticol operation
with each byte value of the lB—byte identification information.
The identification information may be enumereted by the
identifioation information proper to the.medium,.the producer
identification information, dealer identification information,
the identification information proper ‘to the recording apparatus
or the encoder, the-identification informetion proper to the
mediun producing appéretus, the territory information, or the
.identification information furnished from outside. The above
.information may be used in combination with one another or with
the other information. The configuration for varying the
generating polynominal is not limited to the configuration of
Fig.6, such that the number of taps or stages of the shift

register may be changed as desired.
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The header appendage circuit 15 is now explained.
Fig.7 shows a specified example of the sector format. Each

sector is made up of a 2048-byte user data area 41, to which are

 appended a 4-byte synchronization area 42, a 16-byte header areé

43 and a 4-byte error detection code '(EDC) 44, The error

detection code of the error detection doe area 44 is made up of

32-bit CRC code generated for the user data area 41 and the

header area 43. Ciphering in the header appendage circuit 15 may

be performed on a'synchrbnization signal, that is a so—called
data sync, a header address or CRC.. |

: As.én example of ciphering the'seétor synchronization signal
or data sync, if'byte patterns allocated to respective.bytes of
the 4-byte sync.area 42 are denoted by A, B, C énd D in Fig.8,
the contenfs of thése four bytes may be shifted or rotated on the
byte basis using the 2-bit key-information._That is, by switching
to ABCD, BCDA, CDAB or to DABC for the Z—bit'key of 0, 1, 2 or
3, respectively, sector synchronizationl cannot be “achieved
failing the key data coincidence, such that regular reprodﬁction
cannot be reaiized. For the ©byte patterns A.tb D, éharacter
codes of IS0646, for examplé, may be used.

In the header region 43, thefe are formed respective 1éyers
for QRC 45, as a so—-called redundancy éyclic code, the cépying
information 46 for copying permission/non—permission, or
management of the copying generation, a layer 47 indicating a

specified layer of a multi-layered disc, an address 48 and a
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spare 49, as shown in Fig.9. Ciphering cﬁn be made by bit
scrambling, herein bit-based transposition, on 32 bits of the
address 48. If x'® + x¥% + x? + 1 is used as a generating

polynominal fdr the CRC.45; ciphering éan also be made by varying

- 15 bits for %' ~ x responsive to the key in place of the second

term x'®* and the third term x?®. Ciphering can also be made by

 processing 16 bits of the CRC 45 and the key information by

arithmetical operations.

The key information may be enumerated by'the identification
information proper to the medium, the producer identification-
information, dealer identification information, the
identification ihfbrmation proper to the “record apparatus,

encoder or the medium producing apparatus, the territory

information, or the identification information furnished from

outside. The above information may be used in combination with
one aﬁother or with the other information.

Figs.10 and 11 illustrate a specified-embodiment of the
error correction encoding circuit ;6. | | |

In Figs.10 and 11, data from a header appendage circuit 15
of Fig.1l is fed via an input terminal 51 to a Cl encoder 52. In
the presént specified embodiment, each frame of error correction
and encoding is made up of 148 byte or 148 symbol data. The
digital data at the input terminal 51 are coilected every 148
bytes and sent tb a C1 encodef 92 as a first encoding unit. In

the C1 encoder 52, an 8-byte parity is appended, and the
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résuiting data is sent via a delay circuit 53 for interleaving
to a C2 encodér 54 as a second encoding unit. The C2 encodihg
unit 54 appends to the data a 14-byte Q-parity which is fed back
“via a delay circuit 55 to the C1 encoder 52. From the Cl encoder
52, 170 bytes containing P and Q parities are taken out and-
outputted via ﬁhe deiay ciréuit 56 and a re—arraying circﬁit 57
haviﬁg_an'inverter 57a . at an oufput-termihal 58 so as to be sent
to a modulation circuif 17 of Fig.1.:

For ciphering lin the above~described error . correction
encoding circﬁit, it may be contemplated to make selection as to
Whether or not inverters should be inserted responsive to the
ciphering key iﬁformationuévéry.byte.of the inverting portion 57a
in the re—arraying circuit 57. That is, although 22-byte P~ and
Q—-parities are'inverfed by the inverters of the inverter portion
.57a of the re-arraying circuit 57 in the basic configuration,
some of these inverters may be eliminated or a number of
invefters may be inseried oﬁ the C1 data.for inverting output
parities.

When perfqrming such data conversion, the probability_of
impossible error correction is varied depending on the degree of
difference from the basic configuration, such that, if such
difference is small, the probability of error'occurrence at the
ultimate reproduced output is only slightly increased, whereas,
if there are many differences, error correction bécomes difficult

on the whole such that reproduction becomes nearly impossible.
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For- example, in the case of the Cl encoder, the distance as an
index épecifying the error correction capability is 9, so that
error detection and correction is possib1e up to 4 bytes at the
maximum and, if there is an erasure point, correction ﬁp to 8
bytes at the maximum is possible. Thus, if there are five or more
differences, correction'becdmes always impossible with the Ci1
code. .If there are four -differences, a delicate state of
correction 'becomiﬁg' impossible by. at least one other. errdr
occurs. As the difference is decreased from three through two to
one, the .probability. ofm error.ucorrection becoming . feasible .
incfeases in this order. If this is utilizéd, the state of
reproduction in which in case of furnishing audio'or_video
software reproduction is possible to . a certain extent but is not
impeccable and sometimes perturbed can be crated positively. This
can be exploited for informing the user of only the epitome of
the software.

In this case, it is pqssible to use such a method in which
the sites'bf change of the inverters are prescribed af, for
example, two sites, a method in which the sites of changes are
selected at random depending'qn the key information and the
smallest number of the sites of change are limited to two sites,
or a method consisting in the combination of the two methods.

. The positiohs of insertion or modification of the inverters
are not limited to those in the re—arraying circuit 57 in Figs.10

‘and 11, but any arbitrary positions upstream or downstream of the
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Cl encoder 52 or the comﬁinations thereof may also be used. In
case there are plural positions, differenf keys ﬁay be used. As
for the data conversion, bit addition or the like 1Qgice1
_ operations may be used in place of u51ng 1nverters data may be
transposed depending on the key information for cciphering, or
data may be replaced depending on the key' information“ for
ciphering. Of course, a variety of ciphering_ﬁechniques, such
as conversion by shift"registers. or by _vafioue function
processing, can be used alone or in combination.

Fig.iz shows.anothef-specified embodiment of the error
" correction encoding circuit 16 in which a set of eiclusive—OR
(ExOR) circuits 61 is inserted downstream of the inverter 57a
w1th1n the re-arraylng circuit 57 and in which another set of
exclu51ve—OR circuits 61 is inserted upstream of that is on the
~input side of the C1 encoder 52.

Specifically, the.set.of the ExOR circuits 61 perform data
conversion of EXOR operation on 170-byte data taken out from the
Cl encoder 52 via the delay circuit 56 and the inverter portion
5T7Ta of the re—arraying circuit 57; that is on information data

~

Ci70n+160 cizonszz @nd parity data Pigoues;

- -~

P1.70n+14 H Q170n+13 Q17Dn ’

while the set of the EXOR circuits 66 perform data conversion of

ExOR operation on 148-byte input data Biu, Bisgn+1a7- The EXOR
01rcu1ts . used in these set of the ExOR circuits 61, 66, Ex—OR
"1-byte or 8-bit input data and pre—-set 8bit data specified by a

1-bit control dataf 170 and 148 of these 8-bit ExOR circuits
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(equivalent to an inverter circuit if the pré—set 8-bit data are

all zero) are used for the set of the ExOR circuits 61, 68,
reSpectively. .
In Fig.12, the _lfO—bit key information is sent to a

terminal 62-énd-rou£ed-via a so—called D- latch circuit 63 to -

:each of the 170 ExOR circuits in the sét of the ExOR circuits 61.
" The D-latch circuit 63 is responsive to the 1-bit ciphering”

control sigﬁal supplied td_aﬁ_enabling_tefminal 64 to switch

between sending the 170¥bit-key infofmation from the terminal 62

directly to the set of the ExOR circuits 61 and setting all of

the 170 bits to “0". Of the 170 ExOR circuits of the set of the
ExXOR circuits 61, the ExOR circuit fed with “O" from the D-latch
circuit 63 directly output data from the inverter portion 57a in
the re—arraying circuit 57, while the ExOR.circuit fed with =“1"
from the D~latch circuit 63'inver£s and outputs dafa_from'the
inverter portion 57a in the arraying circuit 57. In case of ali—

zero, data from the inverter portion 57a in the re—arraying

“circuit 57 is directly outputted. The set of the ExOR circuits

66 is similar to the set of the ExOR circuits 61 except that it
includes 148 ExOR-circuits_and has.the key information of 148
bits. Thus, the 148-bit key infofmation supplied to a terminal
67 is sent via a D-latch circuit 68 to each of. the set of the
ExOR circuits in .the set of the ExOR circuits{ The D-latch
circuit 68 is switched to 148-bit key information or all-zeros

by the-ciphering control signal of an enabling terminal 69.
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In the circuit of Fig.12, fhe Set of the ExOR circuits 61
perform data conversion of ExOR. operation 6n_170—byte data taken
out from the Cl encoder 52 via the delay circuit 56 and the

inverter portion 57a of the re—arraying circuit 57, that is on

~ ~

Cl70n4.-2'2' and parity data P17on+21 P17°n+14,

information data Cson41e0

Quromszs ~ Qu7en- Alternatively, the set of the EXOR circuits 61 may

- be designed to perform data conversion on 148-byte information

Cirons22 5 dependént"on the 148-bit key'information,
without'performing data cbnvefsion oh the parity data.

With the circuit of Fig.12, the 6peration and effect similar
to those of Figs;lo and 1i'may be realized..It is also possible
to use one of the ExOR circuits 61 and 66 or to use the selection
of one or both of the ExXOR circuits as the ciphering key.

The key information may be enumerated by the identification

information proper to the medium, prodﬁéer identification

information, dealer identification information, identification

information proper to the récord apparatus, encoder or the medium

producing appafatus, _territory information, or- the

identification information furnished from outside. The above

information may be used in combination with one another or with
the other information.

'In place of the ExXxOR circuits 61 and 66 as ‘the data
conversion means, AND, OR, NAND, NOR or inverter circuits may
also'be used as the above data conversion means. In addition to

performing logical processing by the 1-bit key information or the
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key data dn the 8—bit basis, logical proqessing may also - be
performed on the 8-bit information data. Alternatively, the AND,
OR, EXOR, NAND, NOR or inverter circuits may be used in
combination for respective ones of the 8 bité corresponding to
1 word of the information data. In this case, 148 x 8 bit key
data is used for 148—byte_"'d;i'é';d'that' is 148 x 8 bit data.
Moreover, if the AND, OR,'E#OR,_NAND, NOR or inverter circuits
are used in combinafion, these combinations themselves may also
be used as the Xkey. Vdrious ciphering techniqﬁes; such as
conversion by shift fegisters or-varicué function proceésing may,
of cdurse, be used such that these may also be used in
combination. |

Although an example of crqss—interleaving type error
correction code has been explained in the first embodiment, it
may also be applied to a product édde, as will be explained later
as a'secoﬁd embodiment of the pre;ent-invention. |

Referring to Fig.13, ciphering by the.modulation circuit 17
of Fig.1 is now expiained. In this figure, data from the error
correcfion coding circuit 16 is fed every 8 bits (one byte) to
a terminal 71, while'the 8-bit key information is fed to an input
terminal 72. These 8-bit data are féd to an ExOR circuit 73, as
an example of the logical processing circuif, for performing_an
Ex—OR operation. An 8-bit output of the ExOR circuit 73 is sent
to a modulator of a pre-set modulation system, such as an 8—16

conversion circuit 74, for conversion to 16 channel bits. An
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.example of the 8-16 conversion system by the 8-16 conversion-

circuit 74 is a called EFM plus modulation system.

"Although the ciphering employing the 8-bit kéy information

is performed prior to data modulation, the number of bits of the.

key information is not limited to 8, while the input-output

correlation of a conversion table used for 8-16 conversion may

be vafied responsive to the key information. For the key '

_1nformat10n, the 1dent1flcatlon 1nformat10n proper to the record

medium as described above may, of course, be employed.

The synchronization appendage circuit 18 is now . explained. .

The synchronization appendage circuit 18 takes
synchronization, using four sorts of synchronization words SO to
S3 shown in Fig.14, in terms of frames of the 8-to—18 modulation

as unit. For example, to 85 data symbols or 1360 chanhél bits as

one framé of the 8¥£o—16 modulation ié added a synchronization

word of 32 channel bits, this frame is structured by association
with theCl or C2 code and the synchronization word of a leading
frame of the Cl1 codestring ié caused to diffep from the
synchronization word of anofher frame for produciﬁg the four
sorts of the syﬁchfonizatidn Wofds | SO to S3. These
s&nchronization -words S0 to S3 have respective two
synchronization patterns a and b depending on the states of «1"
or *0" of the directly previous word, the so-called digital sum
or the dec value. |

Selection of these four synchronization words SO0 to S3 can
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be changed depending on two bits of the key information 75, using

the circuit shown for exampie in Fig.15, for the purpose of

'_effecting the ciphering. That-is,'respéctiﬁe bits of two-bit dafa

76'designating the four synchronization words S0 to 83 and

respgdtive-bits of the 2-bit key information 75 are ExORed by two

ExOR cifcuits 77; 78 for producing a new  synchronization word

designating data 79. This_modifies the manner of using the

synchronization word in the-above—described frame structure or

.the'position of using various sorts of the synchronization words

in _tﬁe ébove—described frame- structure. for the purpose -of
effectiné the ciphering.

| It is also possible to increase the number of sorts of  the
synchronization word and to determine the manner of taking out
the four sorts of the synchronization wordé from among these
synchrdﬁization words depending on the ciphering key. The
aforementioned identification information proper to the record
medium may be used as this key information.

Fig.16 shows a.disc—shaped record. medium 101, such as an
opticai disc, as an example of the record medium. This disc-
shaped record medium 101 has a center aperture 102 and has formed
therein a lead—in area 103, as a table—of-contents (TOC) area or
a program management area, a program area 104 for recording
program data and a program end area or a lead-out area 105,
looking from the inner rim'fowards the outer rim thereof. In an

optical disc for reproducing audio signals or video signals,
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audio or ?ideo data is recorded in the ﬁrogfam area and the. time
information for the audio or video data are managed by the lead-
~in 'area 103.
As part of the key  information, the identification
information written_in an area_other_than'the program area as the
.data_recording_grea may be used as part of the key information.
.Specifically,.'thef identification ‘information, including the
'_iQentification information, such gs_the production number proper
to the record mediﬁm, idéntification_ information for thé'
producer,. _idéntification .information for . the dealer,
identification informatibn proper to the'recording device or the
encoder or identification informétidn proper to the device for
producing the record medium,.such as a cutting machine or a
stamper, may.be written the léad—in area 103 as the TOC area or
in the lead-out area 105; A signal obtained on ciphering in at
‘least one and preferably fwo of the above-mentioned six cirCuits
13 to 18. is recorded in the program area 104 as the data
_recording area. For reproduction, the above identification
information may be used for decipherfng. The ‘identification
information ma& also be written physicélly or chemically inwardly
of the lead-in area 103.and'read out during-reproduction S0 as
to be used as the key inqumation for decoding.
Referring to Fig.17, preferred embodiments of the data

reproducing method and the data reproducing apparatus according

to the present invention will be explained.
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In Fig.17, the disc—=shaped record medium 101, as an example
of the record medium, is run in rotation by a spindle motor 108
so that the fecording contents thereof are read out by a
-reproducing head device 109, such as an optical pickup.

The digital signals read out by the reproducing head device
109 is sent to a TOC'decbgef'iii #hd to an amplifier 112. From
the TOC decoder.lll,'the identification information, including
the identification infdrmation, such as the production number
proper td the record medium, identification information.for the
‘producer,  identification  information for the dealer,
identification information proper to the recording device or the
encbder or identification infbrmation prdper to the device for
broducing the record medium, such as a cutting machine or a
stamper,. are read out so as to be used as at leas£ a portion of
the key information for decoding the ciphering. The
identificatioh information.proper-to thelreproducing device or
the identification information from outside may be outputted from
a CPU 122 in the reproducing device so as to be used as at least
a portion of the key information. The identification informﬁtion
from outside includes the identification information received via
the communication network or transmission path and the
identification information obtained_on reading:a so—called IC
cérd; ROM card, a magqetic card or an opticai card.

The digital signal taken out from the reproducing head_

device 109 via amplifier 112 and a phase-locked loop (PLL)
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circuit 113 is sent to a synchronization separation circuit 114

for separation of the synchronization 'signal appended by

‘synchronization appendage circuit 18 of Fig.l. The digital signal

from the synchronization separation circuit 114 is sent to a
demodulatlon circuit 115 for performlng an operatlon whlch is the
reverse of the modulatlon performed by the modulation circuit 17

of Fig.l. Spe01f1ca11y such operatlon is convertingls channel

" bits into 8 bit data. The digital data from the demodulatlon
circuit 115 is sent to an error correction decoding 01rcu1t 116

. for performing decoding as a reverse operation of the . encoding.

performed by the error.correctibn encoding circuit 16 of Fig.1.

- The decoded data_is resolved into sectors by a sector resolution

circuit 117 and a header at the leading end of each sector is

separated by the header separation circuit 118. The header

resolution circuit 117 and the header separation circuit 118 are
counterpart devices of the sector forming circuit 13 and the
header appendage circuit 15 of Fig.1, respectively. A

descrambling circuit 119 then performs descrambling as a reverse

operation of the scrambling performed by the scrambling circuit

14 of Fig.1 so that reproduced data is outputted wvia an

interfacing circuit 120 at an 6utput terminal 121.

It should be noted that ciphering has been performed during

- recording in at least one 6f the sector forming circuit 13,

scrambling circuit 14, header appendage circuit 15, error

correction encoding circuit 16, modulation circuit 17 and the
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s#ﬁchronization appendage circuit 18, such that a deciphering
operation is required in the reproducing side circuits 114 to 119
as counterpart devices of the ciphering circuits. That is, if
cipheriﬁg is performed by the sector forming circuit 13 of Fig.1,
it is necessary for the sector resolution circuit 117 to perform
ciphering using the key infdrmatioﬁ uséd for ciphering.
Similarly, the deciphering by the descrambling éiréuit 119, by
the header separation circuit 118, by the error correction
decoding circuit 116, by thé'demodulation circui£ 115 and By thé
'synchronizafion- séparationmucircuit--ll4 -becomp necessary in
association with.the ciphering by the scrambling circuit 14,
header appéndﬁge circuit 15, error correction encoding circuit
16, modulation circuit 17 and by the synchronization appendage
circuit 18 of Fig.1l, respectively. |

The deciphering by the syndhronization separation circuit
114 is performed by detecting the manner of using a plurality of,
for example, four,.different sorts of the synchronization words
or the position of use of the various synchronization words in
a frame structure, modified in accordance with the key
information for ciphering, as explained with reference to Figs.14
and 15.

In the deciphering operation by the demodulation circuit
115, the 8—bit'déta, sent from the synchronization separation
circuit 114 to a 16-to-8 conversion circuit 131 so as to be

converted from the 16 channel bits, are sent to an ExXOR circuit
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132, as a counterpart circuit of the ExOR circuit 73 of Fig.13,
so as to be Ex-ORed with the 8-bit key infofmation from a
terminal 133, for restoring data corresponding to the 8-bit data
supplied to the iﬁput terminal 71 of Fig.13, as shown in-Fig.iB.
- The restored data is sent to the error borrectiongdecoding 
ciréuif.lls. | | o

The error cqrreétion decoding circuit 116 performs'a reverse:
operation of the error corréction_encoding_shown in Figs.10 and
11 by the constitution.of Figs.lS and 20. _

Referring-to'Figs;19~§nd 20, demodulated data from the
demodulation circuit 115 are sent, in terms of 170 bytés or 170
‘symbols as 'units, via a re—afraying circuit 142 having an
inverter 142a and via a delay circuit 143, to a Cl decoder 144
as a first decoder. Of the 170 bytes.of data supplied to this-Cl-
dgcoder'144, 22 bytes are P parity dafa and @ parity data. The”u
Cl decoder 144 performs decoding using these parity data. The C1
parity data outputs 170 byte data via a delay circuit 145 to a
C2 decoder 146 as a second decoder where error correction and
decoding are performed using these parity data. Output data of
the C2 decoderll46 is sent to a delay—Cl decoding circuit 140 of
Fig.18. This circuit is similar to the delay circuit 143 and the
Cl decoder 144 and repeatedly performs the operation similar to.
that performed by'the delay circuit 143 and the Cl1 decoder 144
for performing error correction and decoding. In the embodiment

of Fig.20, delay-Cl decoding'circuit 140 is shown as a delay
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circuit 147 and a C3 decoder 148 &s a third decoder. The dela&
circuit 147 énd the C3 decoder 148 of the delayf01 décdding
gircuit 140 perform ultimaﬁa error correction and decoding s0
that 148—byte'data devoid of parity is outputted at an output
‘terminal 149. The 148-byte data corresponds to the- 148—byte data
entering the C1 decoder 52 of Fig. 11 .

If ciphering has been performed in'the invérter.portioh 57a
of the fe—arraying éircuit 57 of the error correction éncoding
éircuit of Figs.10 and 11, it is hecessary for thé in?ertef
~portion 142a in. the. re-arraying  circuit 142 of the . error.
correction and decoding circuit of Figs.19 and 20 to perform
corresponding deciphering. It is of course necessary tb perform
deciphering as a reverse operatibn.of the various sorts of
ciphering explaihed with reference to Figé.lo and 11.

Fig.21 shows an illustrative structure 6f the .erfor-
correction decoding circuit as a counterpart of the illustrafive
structure of the error correction encoding circuit shown_in
Fig.12. |

Referring to Fié.Zl, a set of ExOR circuits'lél are insefted'
on an input side of the invefter portion l142a of the re-arraying
circuit 142 and on an input side of the delay circuit 143, in
association with the set of ExOR circuits 61 inserted on the
output side of the inverter portion 57a of the re—arraying
circuit 57 of Fig.12, while a_set.bf EXOR circuits 156 are

inserted on the output side of the Cl decoder 148 in association
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with the ExOR circuits 66 inserted on the input side of the C1
encoder 52 of Fig.12.

These Ex-OR circuit sets 151, 156 are configured for data
converéion for decoding the data conversion performed by the ExOR
circuits sets 61, 66 of Fig.12. Of these, the sét of'the.ExORg
circuits 151 are made up of,““for ;éxamplé,. 170 8-bit 'ExOR
circuits, while the set of'tﬂé ExOR éircuits.iSG.are made up of,
for_ example, 148 8-bit ExOR cifcuits. If data conversion
responsive to the key information has been done for the 148—byté'
information data excluding the pafity data by the ExOR circuits
61 of the reéording side error cbrrection encoding circuit of
Fig.12, - the set of the E#OR circuits 151 are naturally
constituted by 148 8-bit EXOR circuits.

To a terminal 152 of Fig.zi is supplied the 170-bit key
information corresponding.to the key ihformation supplied to the
terminal 62 of Fig.12. The key information is supplied via a D-
latch circuit 153 to each of 170'ExOR circuits within the set of
the ExXOR cifcuits 151. The D-latch circuit 153 is switched,
responsive to the 1-bit cipheriﬁg control signal'supplied to an
enabling terminal 154, between sending the 170-bit key
information from the terminél 152 directly to the set of ExOR
circuits 151, and setting the 170 bits to “0" in their entirety
(all-zero). On the other hand, the set of ExXOR circuits 156 are
similar to .the set of the ExOR circuits 151 except that the set

of ExOR circuits 156 has148 ExOR circuits 151 and has the 148-bit
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key information similarly to the key information supplied to the
terminal 12 of Fig.12. The 148-bi£ key information supplied to
a terminal 157 is sent via a latch circuit 158 to each of the 148
EXOR circuits 156 via D-latch circuit 158. The D-latch circuit
15&a in.turn,-is switched'fespohsivé to the*ciphefing éontrol
signﬁl from'an-énaﬁiiaé féfmina17159 between the 148-bit key
inforﬁation and.a114iér6. |

- By employing the ExOR circuits or the inverter 6f the error

correction circuit, it becomes possible to realize simple and

significant .ciphering. Moreover, -by controlling the number of the -

inverters, normally non-reproducible data of the ciphering level
or data becoming non-reproducible in a worsened error state can
be coped with responsive té the demand for security 1e?e1. That
is, by controliing the number of the inverters or the ExOR
circuits, control can be'dohe in such a manner_that reproductioh
becomeé possible and impossible for the better and worse error
states, respectively. Moreo#er, the reﬁroducible sfate that
cannot be recovered by error corrécﬁion by itself can also be
produced. As for the ciphering key, the number of bits can even
reach 100 or more per ciphering site as in the above illustrated
embodiment and hence ciphering with the larée number of bits of
the key becomes possible thus improving data security. Moreover,
by implementing the error correction encoding circuit and the_
error correction decoding circuit within an LSI or IC chip

hardware, accessing to the record medium can be made more



32
difficult from the users in genefal, thuslagain raising data
security.

The sector resolution circuit 1i7 performs so-called
deinterleaving, that .is- a reverse operation to the even or odd
interleaving if ciphering by such.eVen or'odd-byte interleaving
hés beeanone for”reédfdiﬁg by”the;sector forming'éircuit 13, as
;explained with reféréﬁcé.faufigs.z'and-B._ |

The header separation circuit 118 performs corresponding
| deciphering if the ciphering éxbiained with reference to Figs.7
to 9, that is data sync-byte pattern transposition representing
sector synchrénization, address change or CRC change, has been
done during recording by the header appendage circuit 15..

Fig.ZZ shows 'an illustrative embodimént of the descrambling
circuit 119. To a terminal 161 is fed digital daté from the
header sepéfation circuit 118 of Fig.17. Digital data from the
terminal 161 is descrambled by a scrambler 163 configured as
shown in Fig.4.so as to be taken out at an output terminal 164.
Deciphering can be performed by changing a polynomial 165 and a
‘pre—~set value or the initial wvalue 1866 és explained with
reference to Fig.4 for_the scramblef 163 iﬁ dependence upon the

ciphering key information from an authorization mechanism 171.

~ -‘The authorization mechanism 171 generates the ciphering key

information, depending upon the contents of the copying
information 46 of the header information 167, identification

information proper to the record medium or to the reproducing
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apparatus, the common - identification infprmation 173 proper to
the producer or the déaler or the external identification
~information 174 supplied from dutside for controlling the
generating polynominaiiciblés or fhe pre—set.value 166 depending
oﬁ the key information. -

'Thé information as to n Which of these circuits 114 to 119
the deciphering is required may prove to be the key information
for:ciphering, as discussed preViduSly. Moreoﬁer, the ciphfring
key information may be switched in a.pre—set'period, for.examplé,
every sector. .The extent'of-éaseuor difficﬁlty in ciphering]is
increased by using_whether or not switching is to be made, or the
switching period, as the key.

R By combining the producer identification information, dealer
identification information or device identification information
with the copying protectidn informatién or charging ihformation,
set separately, &s described above, for ciphering.data, and
recording the c¢iphered data, prevention of cqpying, pirate
edition or illicit use can be realized on the physical format
level. In addition, the information concerning the data security
function, copying. permii/non—permit information or -the
charging/charge—free information is implemented on a record
medium or in a physical format of the recording/reproducing
system. '

| That is, b& pre—recording the security/charging information

on the record medium, and by combining it with data ciphering
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using fhe-recording/non—recérding.information for the record
medium, copying prevention and prévention of illicit use can be
_realized by a simplified .structure. Decoding .can be made
difficult by latent incorporétion_in_the physical format. The
structurg is safe ag;inst dump copying since it remains in the
ciphered-state. The struciure can be varied on the séétor basis,
on the file basis, on,theizone-basis'or on the layer basis.
__Moreover, key COntrbl cah be done by communication, IC card or
by a remote controlléf. Hysﬁeresislcan also.be left against
. pirating. |

The second embodiment of the preéeht invention is now
explained. | | |

The second embodiment is a partial modification of the first
embodiment deséribed above, The overall structure is as shown in
Fig.l..Only the modified portions of the circuits 13 to 18 of the
configuration of Fig.l are now. explained.

The sector forming circuit. 13 of'Fig.l c#n be configured as
in the first embodiment descfibed above. However, the scramﬁling
circuit 14 is configured as shown in Fig.23.

In the scrambling circuit 14, shown in Fig.,23, data_from
the sector forming circuit 13 of Fig.l is supblied in a sequence
in which the least éignificant bit (LSB) comes temporally first,
that is in the LSB first order, to the data input terminal 35.
A 15-bit shift register 14a for scrambling is configured so that

feedback by the generating polynominal x!* + x* +1 will be applied
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ﬁsing aﬁ exclusive-OR (ExXOR) circuit 14b, while a pre-set value'
of an initial value as shown in Fig.24 is set in the 15-bit shift
regiSter 14a. The selection numbers of the pre-set values shown
in Fig.24 are selected_So_that the pre—set values can be switched
':on the sector basis in association with, for example, the values
of the lower 4 bits of_the sector address. Output data of the
.shift register 14a and input data from'the:terminal 35 are Ex-—
ORed by the ExOR circuit 14c, an output of wich is outputted at
an output terminal 14d so as to be sent to the header appendage
circuit 15 of Fig.1. |

The pre—éet value (initial value) can be varied dependiﬁg
on the key information such as the pre—-set identification number.
That is, the pre-set values of the 16-byte identificatidn
information of the pre-—set vélue table of Fig.24 can be logically
processed with respectiye byte values of the 16~byte
identification information. The identification information in
this case may include the identificatioﬁ information such as ﬁhe
production number proper to the record medium, identification
infofmation for the producer, identification information for
the dealer,.identification information proper to the recording
deyice or the encoder or.identification information proper to the
deviqe for producing_the record medium, territory information,
identification information supplied from outside, alone or in
combination. The above inférmatidn of various sorts may also be

used in combination with other sorts of the information. The
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logical processing includés exclusive OR (ExOR), logical product
(AND), logical sum (OR) or shifting.

The sector format for the second embodiment may be
configured as shown for exampie in Fig.25.

- As shown ianig.ZS? each sector is made up of 12 rows each:
being of 172 bytes, totaling at 2064 5ytes, of whiéh 2048 b&tes
represeht main data. At a leading position of the first one.of
the 12 rows are arrayed a 4-byte identification data (ID), a 2-
b&te ID error detection code (iED) and 6-byte reserve data (RSV),
in this order. At a terminal-positién*qf the last row is arrayed
a 4-byte error detectioh code (EDC).
| As shown in Fig.26, the 4;bytes of the identification data
(Ib) are made up of the first byte (bits b3l td b24) formed by
the sector information and fhe remaining three bytes (bits b23
to b0) formed by the sector numbers. The sector information is
made up pf a 1 bit of the séctor format type, a 1 bit of the
tracking method, a:1 bit of reflectance, a 1 bit of the spare
information, 2 bits of the area type and 2 bits of the layer
number. . |

The headep appendage ‘circuit 15 of Fig.i performs
'trénsposition, that is bit-based scrambling, on the 14 bits of
the sector number in the identification data (ID) in.the sector
format, responsive to the key information, for effecting the
~ciphering. 1In addition, the generating polynominal of the 2—-byte

ID error detection code (IED) or the generating polynominal of
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‘the 4-byte error detection code (EDC) can bé modified depending
on the key information or 1logically processed with thé key
information for effecting the ciphering.

| The error encoding correction circuit 16 of Fig.1l may be
configured as shown in Fig.27. For encéding, product code or'the
block code as shown in Figlza.is_used.

. Referring to Fig.27, data from the header appendage circuit
15 shown in Fig.l is supplied to an input terminal 210. This
inpdt data is supplied to a PO encoder 211 as a first encoding
unit. Input data”to-fhemPO-encoder 211 -is 172 bytes x 192 rows,
or B@o to BQIJH. The PO encoder 211 appends an RS outer code (PO)
of RS (208,192,17) as 16-byte Reed Solomon code_(RS code) to each
of 192 bytes of each of 172 colﬁmns,.as shown in Fig.28. Output
data of the PO encoder 211 afe sent via the data conversion
éircuit for ciphering 212 as described above to an intefleaving
circuit 213 to from interleaved data which is sent to a PI.
encoder 214. The PI encoder 214 appends an RS inner code (PI) of
RS (182,172,11) (RS code) to each row of 172 bytes of the 172
.bytes X 208 rows. Thus the PI encoder 214 outputs data of 182
bytes x 208 rows; This outbut déta is outputted at an output
termihal 216.via a data conversion circuit 215-for.ciphering as
described above.

Since the PO encoder 211 appends the 16-byte PO parity to

the l92—byte input daté for each column to output 208-byte data,

the data conversion circuit 212 performs data conversion as
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described above on the 16-byte parity or 208-byte data in their
entirety for effecting the ciphering. This data conversion may
be made responsive to the key information'supplied via a terminal
218. Since the déta conversioﬁ'circuit 215 appends 10-byte PI
parity to 172-byte data of each fow for outputting 182-byte data,
the data convefsion circuit 215 can perform ciphering by
effecting data conversion on the 10-byte data or on the 182-byte
data in their entirety. This data.conversIon can be performed
responsiVe to the key'information supplied via the terminal Zlé
~as described previously.

" The above data conVérsion may be performed by arranging an
inverter at a pre—éef position, by selectively inverting data by
the set of the EiOR-circuits responsive to the key information
or by using the AND, OR or NAND circuits. In addition to the
logical processing on the 8-bit information daté by.the i;bit'key
information data or.by key data, logical processing may be
.performed on the 8-bit information data by the 8-bit key
information_data; or the AND, OR, ExOR, NAND, NOR or inverter
circuits may be used in combination fér each of 8 bits making up
a word of the infofmation data. Of course, a variety of ciphering
technigues, such as conversion.by shift registers or function
processing may be applied alone.or in combination. If the AND,
OR, ExOR, NAND, NOR or inverter circuits are used in combination,
the combination itself may be used as the key. Moreover, in

addition to the logical precessing; transposition of changing
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data positions or substitution of substituting data values may
also be used for dafa conversion. | Of course, a variety of
ciphering techniques{ such'as'conversion by shift registers or
function processing, may be applied.alone or in combination.
The 182 bytes x ZOSIrqws of data; resulting from error
cofrecﬁion encoding, areJin£e£ie;Qed nifh-respeet to rowé and
separated into 16 13-row greups-eeeh of which is associated with
a recording sector.:Eeph secton;amade up of 182 bytes X 13 row,
totaling at.2366 bytes,_is-modniated and two synchronization
.codes .SY are appended per- row. as shown in Fig.ZQ. - For.
modulation, 8-to—16 conversion is used as in the above—explained
first embodiment. Each row is divided into two sync frames, each
of which is made up of a 32— channel-bit synchronization eode SY
and a 1456-channel-bit data portion. Fig.29 shows a data
-structure for one sector obtained on modnlafion and appendage of
synchronization data. The 38688 channel bits of each sector,
shown n Fig.29, corresponds to 2418 bytes prior to modulation.
The modulated output signal of Fig.29 uses eight sorts of
the synchronization codes SYO to SY7. These synchronization codes
SY0O to SY7 represent synchfonization patterns of Fig.30(a) ana
.Fig.SO(b) for the 8—16 conversion states 1, 2 and for the 8-186
conversion states 3 and 4, in dependence upon the above-described
8-16 conversion states, respectively. |
The selection of the eight sorts of the synchronization

. codes SYO0 to SY7'may be changed responsive to the 3-bit key
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information for effecting the ciphering. That is, respective bits
of three-bit data 221 designating the eight sorts of the
synchronizatibn codes SY0O to S8Y7 and the respeqtive bits of the
3-bit key ihformation 222 are Ex—-ORed by the three ExOR circuits
223, 224 and 225 to produce néw synchroniéation code designating
data 226. This modifiés ﬂhéjganner’of using the synchronization
code in fhe above frame structure or the.position of using the
various synchronization codes in the frame structure to effect
the ciphering. Of course, data of the three bits may be
transposed, .substituted or converted by a shift.register or by
a function conversion depending on the key information

| The basic structure of a reproduciné side, as the
counterpart of the. recording side structure of the above-
described second embodimént of the present invention,'is similar
"to that shown in Fig.17, aﬁd_a reverse operétion modified in
'_meeting with modified portions in the second embodiment 1is
~performed. For example, the reverée operation as a counterpart
of the error correction encoding shown in Fig.27 can be
~implemented by an error correction decoding circuit shown n
Fig.32. . |
In this figure, data of the product code of 182 bytes x 208
TOWS 6f Fig.ZB,_corresponding to an output 6f the output terminal
216 of Fig.27, that is an output signal of the demodulating
circuit 115.of Fig.17, is suppliéd to an input termina; 230. This

data from the input terminal 230 is sent to a data conversion
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circuit 231 where a reverse bperation of the operation performed
by the data conversion circuit 215 of Fig.27 is performed. Output
data of the data back—conversion bircuit 231 is sent to a PI
(inner code) decddé: 232 where the decoding as the reverse
operation of the opération'performed by the PI encbder 214 of
Fig.27, 'that is error  éorrectioh employing the 'PI code, is
pérformedqur pfoducing 172 bytes x 208 rows of data shown in
Fig.28. Output data_of the PI deéoder 232 is processed by an
operation which is the reverse of the opefation performed by thé
data convefsion circuit.zisland subsequently.sent to a PO (outer
code) decoder 235. The PO decoder 235 performs a  decoding _
operation as a reverse operation of the operation by the PO
encoder 211 6f Fig.27, that is error cqrrection employing the
PO céde, for taking out the original 172 bytes x 182 rows of data

of Fig.28 at an'butput terminal 236. If the key information is

‘used for data conversion by the. data conversion.circuits 212, 215

of Fig.27, thé key information supplied to each of the'terminals'
218, 219 may be supplied to terminals 239, 238 of the data back-
conversion circuits 234,-231 of Fig.32 for effecting data back-
conversion depending on the-key information.

The favorable effect f.the above—described second embodiment
of tﬂé p;esent' invention is similar to that of the above—.
mentioned first embodiment.

In the above-described- embodiment of the data recording

method according to the "present invention, input data is
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processed with ciphering in at least one of the sector forming
step of dividing input digital data in terms of the pre-set data
amount, a header appendage step of appénding the header, an error
correction encoding step, a_modulating.step for modulation in
accordance with a'  pre-set modulation system, and a
 synchr0nization append#gé.step of appendihg'the'synchrbnization
pattern, and the resulting-cipheréd data is outputted, so that
the particular step in Wﬁich the'ciphering has been made also
becomes the key fér-ciphéring, thusﬁraisiﬁg the degree of easé
: .ér difficﬁlty in ciphering. Thensgrambling.step of randomizing
the data for eliminating fhe same pattern may also be included
among the ciphe#ing steps. There is also'a'mefit that ciphering
can be realized easily b§ simply modifying-part of the pre-
existing configuration._These effects can be realized with the
dafd.recording appargfus,.record medium, data reproducing method
or data reproducing apparatus..
| Since data conversion.is done on at least a portion of data
handled during érror cdrfection encoding, depending on the key
information for ciphering,_ciphering of a desired level between
the level for which data resforation_is possible to some extent
by ‘error. correétion encoding and a level for which data
restoration is not possible. can. be realized. This renders
possible such confrol in which réprdduction is possible or is not
possible for an acceptable error state or for an unacceptable

error state, thus enabling accommodation complying with the usage



43
of data or. security level.

In additién, ciphering with a larger number of key bits
becomes possible in error correction, and ciphering is done in
a huge black box such as error correction coding or deéoding IC
: or'LSI, thus making it difficult for the geﬁeral user to.decode
.the ciphering thus significantly raising data security.

In addition, data is ciphered using the pre-set key

‘information and at least a portion of the key information for

ciphering is written in an area'different from the data recording

area on the record medium so that this portion of the key
information is read during reproduction and used for deciphering.

The key information is not completed within the information in

the data recording area of the record medium; thus raising the .

ciphering difficulty.
In addition, during the scrambling operation mainly aimed

at randomizing the data for removing the same patterns in the

data string, at least one of the generating polynominal or the

initial value is changed responsive -to the ciphering key such
that the pre—éxisting 'scramﬁling may be. directly used for
ciphering for realizing the ciphering by a simplified structure.

By the above-described data ciphering, prevention of copying

or illicit use can be implémented by a simplified configuration,

while application to security or to charging system may be

realized easily.

The present invention is not limited to the above~described
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. embodiments. For example, data conversion may also be by bit
addition_of a variety of logical operations in addition to by
ihverters or ExOR circuifs as described above. A.variety of
_éiphering techniqués, such as data substitution or transposition
responsive to the ciphering key information conversion by shift
registers or by . various fﬁﬂétion precessing, may also be
,employed, alone or in combiﬁation.:Vdrious_qther modifications

- can be made without departing ffom the purport of the invention.
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 CLAIMS

1. A data recording method comprising;

a sector-forming step of dividing inpui digital data in
terms of a pre—-set data volume as a unit; |

a header appending step of appendlng header to the digital
data d1v1ded into sectors;

an error correction encoding step of appending an error
correction cede to the digital data having the header appended
thereto;

a moduiating step of modulating the error—corrected encoded
digital data in accordance with a pre—set modulation system;

an synchronization appending step of appending. a
synchronization pattern to the modulated digital signal; and

a recording .step of recording the digital signal having the
synchronization pattern appended thereto on &a record medium;
wherein.
| an inppt is ciphered in et least one of the sector forming
step, header appending step, error correction encoding step,
modulation step and the synchronization appending sfep and the
resulting ciphered data is eutputted.
2. The data recording-mefhed as claimed in claim 1 further
comprising a scrambling_step of randomizing the digital data
divided into sectors in the sector forming step or the digital
data'having the header appended thereto in the header appending
step for eliminating the same pattern;

-
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wherein an input is ciphered in at least one of the sector

-forming sfep, header appendiﬁg step, errdrlqorrection encoding

step, modulation step, synchronization appending_step'and the

scrambling step and the resulting ciphered déta is outputted.

- 3. The déta recording method as claimed in claim 1 wherein
plural sorts of the key information.used in said ciphering ére'
set and switched at a pre-set timing. |
4. The data recording methcd as claimed in claim 1 whereln in
which one of the sector forming step, header appending step,
error correction ~encodingf step, modulation step and the
synchrohization appending step ciphering has been done is used
as the key information.

5. The data recording méthod as claimed in claim 1 wherein.,
of data handlea'during error correction encoding of the error
correction encoding step, at least part conforming to the key
information for ciphering is processed with data conversion.

.6. The déta recording method as claimed iﬁ claim 1 wherein the
error correction code is the product code.

7. A data recording apparatus comprising;

sector—forming means for dividing input digital data in
terms of a pre—-set data volume as a unit;

-header appending means for appending header to the digital
data outputted by the sector formihg means;

error correction encoding means for appending an error

correction code to the digital data outputted by the header
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aprending means;
| modulating means for modulating the digital data outputted
by the header appending means;

synchronization  appending means for ' appending -a
synchronization pattern to the digital signal outputted by the
modulation means; and | | N

recording means for recording the.digital signal outputted
by the modulotion means on.a.fecord_medium; wherein

at least one of the sector forming means, header appending
means, error correction.encoding means, modulation means and the .
synchronization appending means ciphers an input and outputs-the
resulting ciphered data.
8. The data recording apparatus as claimed in claim 7 further
comprising scramblingnmeans for randomizing the digital data
divided into sectors by the sector forming'means or the digital
data having.the header'appended thefeto by the header appending
means for.eliminating the same pattern;

| wherein an input is ciphered by at least one of theISeCtor

forming means, header appending means, error correction encoding
means, modulation means, Synchronization appending means and the
scrambling means and the resulting ciphered dota is outputted.
9. The data recording apparatus as claimed in claim 8 further
comprising data conversion means for data—-converting at 1least
‘part of data handled at the timo-of error correction encoding and

. which conforms to the key information for ciphering.

_—_
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10. A data record medium having recorded thereon data obtained
by forming input digital data into sectors_in terms of a pre-set

data volume as a unit, appending a header to each sector, and by

_processing resulting data with header appendage, error correction

and encoding, modulation in accordance with a pre—set modulation
system and'appendage of a'synchfoniZation pattern, the_resulting"

-processed data being thén' ciphered at the time of sector

formation, header appendage, error correction and encoding,

modulation or appendage of thé_synchronization patﬁern.
'11; A data reproducing method comprising:

a synchronizatioh éeparétion step for =separating a
synchronization signal from a'digifal signal fead out from a data
record medium;

a demoduléting step of demodulating the digital signal
separated from the synéhronization signal in ‘accordance with a
pre-set demodulation system;

an error correction decoding step of error correcting and
decoding the demodulated digital data;
| a sector resolving étep Qf resolving the error corrected and
decoded digital data into pfe—set sectors; and

a header separating step of separating a header part of a
sector structure of the digital data resolved irnto sectors;

wherein an input has been ciphered in a step for recording
associated with at least one of the synchronization separation

step, demodulating step, error correction decoding step, sector
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resolving:step or the header éeparating step; and wheéerein -

the input ié deciphered in a step for reproduction
associated with thé étep'for recording in
whiéh ciphering has beenﬁmade'at the time of recording.
12. The data reproducing ﬁethod as claimed in .claim 11 ﬁurther
'(:Om'prisin'g adescrambllng step of -de.'s.c”ra.mbling digitai data
scrambled at the time df_recording; said digitﬁi'dﬁta héving'been
resolved into géctors-in the sector resolving step 6r separated
from the header in the header Separation step; .

wherein an input has been.ciphered in. -a step for recording
~associated with at least one of the synchronization separation
step, demodulating step, error correction decodihg'step,'sector
. resolving step, header.separating_step or the descrambling step; -
and wherein |

the input' is deciphéred-'in a step for reproduction
associated with the step for recording in
which ciphering has been made af the time of'recprding.
13. A data reproducing method comprising: | |

synchronization separation means fof ‘separating a
_synchronization signal from a digital signél read out from a data
record medium;

demodulating means for demoduiatiﬁg the digital signal
6utputted by the synchronization separatioﬁ means in accordance
With-a pre-set_demodﬁlation system; |

error correction decoding means for error correcting and
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decoding the digital data outputted Ey the demédulating méans;

sector resolving means for resolving the digital data
outputted by the error correction decoding means into pre-set
sectors; and

header separating means for separating a header part of a

Sector strucfure'of the digital data outputted by the sector

separation means;

wherein an input has been ciphered in a step for recording.

associated with at least one of the synchronization separation
.méans, demodulating means, .error correction decoding meané,
sector resolving means and the header separating means; and
wherein '

the input is deciphered by means.for reproductlon associated
with the step for recordlng in whlch ciphering has been made at
the time of recording.
14. Thé data reprdducing apparatus as claimed in claim 13
further comprising descrambling means for descrambiing digitél
data scrambled at the time of recording, sad digital data being
outputted by _said sector resolving means or said header
separation means,

wherein an input has been éiphered by means for recording
associated with at least one of the synchronization separation
means, modulating means, error correction decoding means, sector
resolving means, header separating means and the descrambling

means; and wherein
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the input is deciphered by means for reproduction associated

with the means for recording in which ciphering has been made at

the time of recording.

15. A data recording method for error correction .and encoding

- input diéital data and recording_'the'rgsulting.data on a record

ﬁédiﬁm,.wheréin'at least part of data handled at the time 6f

: errdr' corfection and encoding and conforming to the key
_information for_éiphering is processed with data conversion.

16. The data recording method aé claimed in claim 15 wherein

said data conversion is effected by at.least one of the logical

proceséing of the data énd fhe key information, substitution or
transposition. employing the key information, or- function
precessing.
17. The data recording method as claimed in claim 15 wherein the
number of data processed wifh said data conversion is vafied
depending on the degree of difficulﬁy encountéred in ciphering.
18. A data recordiﬁg appafatus for error correction encoding
input digital data-and recording the resulting data on a record
medium, comprising;

input means fo; inputting the key information for ciphering;
and | |

means for data-converting at least part of data handled
during the error correction and encpding responsive to the key
‘information from said input means.

18. A data record medium having recorded thereon a signal
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-obtained on converting at least part of data handled at the time

of error correction and encoding of input digital data and which
conforms to the key information for ciphering.
20. A method for reproducing a signal processed with error
correction and encoding and recorded on a record medinm, wherein

at’ ieast part 'of.'deta .handled at tne time of error
correction and encoding and which conforms to the key information
for c1pher1ng is processed with data conver51on, and wherein

data handled at the ~time of error correction and decoding
‘as a counterpart of the error correction .and encoding and which
conforms to the key information for ciphering is processed with
data back—conversion as a counterpart of the.data conversion.
21. An apparatus for reproducing a signal processed with error
correction and encoding and recorded on a record medium,
comprising:

key information innut .means for inputting the key
information for ciphering specifying data handied at the time of
the error correction and encoding and which has been processed
with data conversion; and

error_correction and decoding_means for effecting error
correction and decoding as a counterpart of tne error correction
and encoding, said error correction'end decoding means performing
error correction and decoding, as a counterpart operation with
respect to said data. conVersion, ~ on data from the key

information input means conforming to the key information for
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ciphering.
22. A data recording method in which input data is prqcessed
with signal processing for recording and recorded in a pre-set
recording area on a record medium, wherein

the data is ciphered using the pre-set key information; and
wherein -

the information recorded in an area other than a data

recording area on said record medium is used as at least a part

of the key information for ciphering. _
23. . The data recording method as claimed in.claim 22 wherein at.
least one of the identification information proper to the record
medium, | identification information proper to the recording
device, identification information proper to the device for
producing the record: medium, producer/dealer identification
information, territory information and the identification
information supplied from oufside is used as the key information.

24. A data recording apparatus in which input'data is processed

.with signeal processing for recording and recorded in a pre-set

recording area on a record medium, wherein

the data is ciphered using the pre—-set key information, and
wherein

the information recdrded in an area other than a data
recording are& on said record medium is used as at leaét a part
of the key information for ciphering.

25. A data record medium on which data obtained on ciphering
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information recorded in an area other than a data recording area
is recorded in said data recording area.
26. A data.reproducing.method'in which signal processing for

reproduction is done on digital signals read out from a data

' recording area on a data record medium, said digital signals

having beéh-ciphéféd at the time of recording, wherein
deciphering is'dbne using the infdrmation'recorded in an
area other than a data recording area on said record medium as

at least a part of the key information for .ciphering.

27. The data reproducing method as claimed in claim 26 wheréin

at least one of the identification information proper to. the
fecord medium, identification information proper to the
recording device, identificgtion information proper to the
device for ©producing the 'recofd medium, producer/dealer
identification information, territory information and the
identification informatipn.supplied from outside is used as the
key information.
28. A data reproducing apparatus in which signal processing for
reproduction is done'on digital signals read out from a data
recording area on a data record medium, said digital signals
having been ciphered at the time of recordiﬁg, wherein
deciphering is done using the ihformation recorded in an
aréa_othér than a data recdrding area on said record medium as

at least a part of the key information for éiphering.
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29. A.data_recording method comprising;
a sector—-forming step of dividing-input.digital data in
terms of a pre—-set data volume as a unit;
ua scrambling step.for scrambling digital data diQided into
sectors; |

a header appending step of appending header to the scrambled

digital data;

an error correction encoding step of appending an error

correction code to the digital data having the header appended

-thereto;

a modulating step of modulating the error—corpected encoded
digital data in accordance with a pre—set modulation system;
| an synchronization 'appending step . of appending a
synchrdnization pattern to the modulated digital signal; and
a-recordiné step of recording the digital signal .to which
has been appended the Synéhfonization pattern;
wherein at least one of the initial value of the scrambling

step or the generating polynominal is varied responsive to the

“key information for ciphering.

30. A data fecording apparétus coﬁprising;

sector-forming means far-dividing input digital data in
terms of a pfe—set data volume as a unit;

scrambling means for processing digital data outputted from
said sector formihg means with scrambling in which at least one

of the pre—set value and the generating polynominal is wvaried
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responsive t the key information for ciphering;
header appending means for appending header to the digital
data outputted by said scrambling means;
error correction encoding means for appending..an error
cofréction code to the digital data outputted By the scrambling
neans; : e

-modulating means for modulating the digital data outpﬁtted

by the error correction encoding means”in accordance with a pre-

set modulation system;
synchronization appending- means for . appending. a

synchronization pattern to the digital signal outputted by the

-modulation means; and

recording means for recording the digital signal outputted
by said synchronization appending means.

31. A data record medium on which there is recorded a signai'

- obtained on forming an input digital data into sectors in terms

of a pre-set data volume asa unit, the data thus formed into
sectors is processed with.scrambling in which at least one of the
initial wvalue and the generating polynominal is changed
responsive to the key.infofmation for ciphering, a header ié
appended to the resulting scrambled data, and the resulting data
having the header is processed with error correction encoding and
modulated in accordance with a pre-set modulation system..

32.- A data reproducing method comprising;

a synchronization separating step of separating a

_—
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synchronization signal from a digital signal read out from a data
record medium;

a demodulating step of demodulating the digital signal

separated from the synchronization signal in accordance with a

.pre—set modulation system;

an error correction deéoaing étep of errbr'éorrecting and
decodlng digital data obtained on demodulatlon,

a sector resolv1ng step of resolv1ng the error corrected and
decoded digital data;

'aIheader-separatingnstep qf séparating e header portion of
a sector structure of the_digital-data resolved into sectors; and

a descrambling step of scramﬁling the digital data separated
ffom the header by'varying at least 6ne of the initial value:or
the generating polynominal based én the key information used for
recording. |
33. ‘A data reproducing apparatus comprising;

synchronizafion separation means for . separating a
synchronization signal from a digital signal read from a record
medium; |

demodulation means for demodulating the digital signal

.outputted by the synchronization separation means in accordance

with a pre-set modulation system;
error correction and decodihg means for error correction and
decoding digital data obtained by said demodulation means;

sector resolving means for resolving the digital data
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outputted by said error correction and decoding meané;

header separating means for separating a header portion of
a sector structure of the digital data outputted by said sector
resolving means; and

a descrambling step of scrambllng the. dlgltal data outputted
by said header separatlng means by varylng at least one of the
initial value or the generatlng polynomlnal based on the key

information used- for recording.
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