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Background O The I nvention This invention relates to a

di gital docunent authentication syst.em whi ch aut henti cates and

uni quely identifies a docunent. More particularly, this ~invention

relates to a digital docunent tinme-stanping system which provides a 5

uni que, user-friendly and -cryptographically secure nane for a digital

docunent by means of an authentication certificate.

In many situations there is a need to establish the date and tine at

whi ch a docunment was created and to prove that the docunent in question has

not been nodified since then. This problemis especially acute with
respect to digital 10 docunents because they are so easy to alter, since
they are generally stored in - digital formon an easily changeabl e
medi um t hat provi des no. indication of past hi story. However it is
stored, it is easy to make a perfect copy of a digital docunent-so
easy that it rarely nekes any sense to speak of "the original copy" of

a corrputer-based docunentnlsmx‘ﬂmmqﬂjmmmgml tered, -
either in 15 nmajor .o ter

guar ant ees of the §me Fﬁmﬁﬁ&%mw | Q maki ng a
change to a papeAUPHENTICATES ANDUYNIQUELYVIDENTIFES Aﬂ)ﬁﬁH}ME/NTcaI |y
| eaves physical forensic evidence. _ . In recent years, a
nunber of di gltal ti me-stanpi ng systens have been proposed. For -
exanple, U.S. Patents ‘No. 5,136,647 and 5,136, 646, which are 20 hereby

i ncorporated by reference in thelr entirety, describe such systens. The
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system described in the 5,136, 646 patent provides an authentication
certificate whi ch includes, in addition to a Transacti on Nunber,

Client ID Nu i te, a Certificate Nunber. In order to
verify the a ék 3 eln enna?nt t he records of the

ti me- st anping "aut hor tThxs%@eﬁﬁ%ﬁf'}élﬁgs t&aﬁ@fﬁﬂk&:ﬁﬂeﬁ’c hilthbftfcatd System
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SZQEL i Ibggt ?nNu%ﬁﬁg% and yniguely,ideptifies a documenta ¥iore pm%vmbr i this
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Spri nger - Verlmganﬂofa!ewﬂbnhcamuﬁfaeverl fy the authenticity of a

ariione suggest s 1ot ai nobiEK siteaon SRR R @%ﬁ%ﬂ?&g dhishd Pt |

conbi ned wi t hwhigh md@mmtms created and-teprove thas the docnment ipgquestion has not
the publ i shedbéaphoai‘ﬁémnéé @Rn( a!'tﬁ@?rdﬁléﬁ i |%§pe sgéa%%#mh
val ues). uth ntlcatl cons) sts of recaonp r oot rom
this datd0 1500quments 37 10557 2p AlfeR 5 gymn$

document s, t hdxgltallmn ari ¢asily changeable medium that provides no mdxcauon of past
! history.. .Hp_wever it is stored, it is easy to make a perfect copy of a digital
document---so easy that it rarely makes any sense to speak of "the original copy”
of a computer-based document. Any of these copies can be easily altered, either in
15 major:or minor ways. By contrast, there are much better guarantees of the
~ integrity of paper documents. For example, making a change to a paper document
of any sort, even a small change, typically leaves physical forensic evidence.
. In recent years, a number of digital time-stamping systems have been
proposed. For example, U.S. Patents No. 5,136,647 and 5,136,646, which are
20 hereby incorporated by reference in their entirety, describe such systems. The



the cost of verification fromN to |og N over a system based on |i near

|1 nki ngY y&%” as that described in "How to Ti ne- St apgErgsdaigasyal
Docune lS Haber and W S. Stornetta Journal of GCryptography, y’
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publi shed bgok exanple of a 15 verifiabl e (or "sel f-attesting") :

nam ng SEA catignsteshat assigns to any ~docunent its hash value by a

speci fic one:- way AdtHoughithe above-Gescribed stpmsptrfbnnthemhﬁdndud

ostidl Bty e 8 Ky iy B, e, s made

at a 20wlnq:1eallowaxsbtscnatmmpht5pw digitabdodumgnt aiepds: malmmeéqome user's
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arbitr apyrsonbtwhose work involves intensiee oreation benmnqmlamh ofidigita] ect named i s

not intr rocedure
by whi CR%%‘?%O§“§§R’%%¢%§* t*&%?ﬁag&f’ ﬁﬁ,& Q& thé g@‘%ﬁ%’ﬁ? B%gpt he sane
docunenuse,natordnrstoal@spgmd& in prder mcnmmucate with each other. One way to
guarantee that a digital document nane is "verifiable" is 30 to use a

definite mathematical function taking bit-strings as argunents, and to use
the value of the function, when it-is evaluated on a particul ar docunent,

as the "name" of that docunent. For conveni ence, the function should
be easy to conpute. In order that the nanmes be unique, the function
shoul d al so be conputationally one-to-one. In addition, because of the

desire that the nanme of a 35L docunent should at the very |l east be shorter
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| ater date, but the name in the certificate can be used to uniquely and
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I'n accordance with the present invention, FIG 2B is a diagramof an
“illustrative al i[;hanumerl c representation of a time-stanping 3§7
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with hash vaprovides selfiverifying nameifor said first docmaente T hit asmesw thesnvention new
hash val ue reRvRRESA iné fbr"—th@dlﬁtdmoéﬁtn@nfﬂﬁ?iﬂdt romth ?‘errﬁﬁaﬁled
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si xth | eaveddWhfis CONCISE | F e°AB~"e qsrwdf érd%%?@il ¢ §a FFOHQ‘F
i s conbi ned inférmation associatedbivith the documéntinagmeds Anddded bemefitl of this ai‘ted

and ¢ ho Sapid U avebioRds Do fg paRERER fapybied ver dalfed 7 ot lhet = °
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while its hash value is "9dad90bbef 28047744a26865achf 24ee".) At step 15 in
FIG 1, the service bureau continues to receive, conbine and hash ot her
requests “for certification and forns a repository (for exanple, in
FIG 3, atree) of resulting 15 hash values (as illustrated in FIG 3). In
particular, as illustrated in FIG 3, hash val ues a7 and a8 are

conbi ned and hashed to forma resulting hash val ue A7-8. Thereafter,

. hash val ues A5-6 and A7-8 and are conbi ned and hashed to form

resulting hash value A5-8. Sinmilarly, hash values al, a2, a3 and a4 are
appropr| ately conbl ned and hashed toget her to formAI 2 and A3 4 V\:hl ch in
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-l eaves of subtree A). In other words, the docunents represented by hash ;
val ues alerr through aferr] are linked together in Sy i ch J
forms a* fé?’fz ry for those hash Q@al ues. The el erren?g ofg‘eﬁ”\m f
repository are, in turn, Iinked together via the hash val ues Ai-j-.
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hash val u j’r.gfbtﬁﬂ ]ﬂﬁZih %ﬁﬂﬁcﬁl Tike-referedcétififeralse _
respectlveg( ikvedfégl' r oot err ‘Blerr]) to forma final tree D
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Dlerr] andbD[ err] 33"1031141saiﬂ0\9[<ha A éaﬁmbodmléﬁf trﬁghéugw-h hiteml mgr[r) Ehé .
conposi te bein the root of tree ash val ue err
Ref erri ng HSQE%%;@%M%&&I@%&S@%} process 10 i-nvol ves determ ni ng

an itemto be secur dG. Qvis anilustrative phnmxmsncmsmuon oﬂadlgitab are

cl osed of f@gwenthOMﬁﬁéa 3Rl

PCT/ US95/ 1 ot err] ..s the itemto he securegbr
di scud9ed bel ow, at EHG. %Bersaammno f anjillustrative hmeqstamping sequash 01 t e t o

be secur edyrbfidige i cefifitateadddrdingltb the isfentioh fer dociument!F6f FIGPEASecured to

or (2 1inki E;bl <" 3 & o b HE B R oF i Al Binmyres s °
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di rtec]tly tdiltheugﬁaneheﬂdnﬁtnmgwpd]sitowth respect. to request for f ‘
certification r in

hash val ues, define {/ﬁ%s%la%&g#%ﬁmg&lﬁg@ggéﬁﬁcgﬁﬂga{%edhtYcatge

documdft Rmifquely masyng documentF of Al insoonppetion withehe repository of r ] _
- Aerr], diggls. D34 and Derr]. St ep 17 al so i nvol ves caI cul ati ng the ¢

e | ocation "T’val ueg (e n F handedpess' | ues) of the
seIf-verifyi ng hash @galﬂwf‘%ﬁsf&ﬂmﬁamﬁh dﬁ?ﬁ 9¥ °P119§255and
"”"’“D[]g%rr] aalce?ranggoﬂﬁmnénﬁbnfmqtelydmgmcument used her ei nh " h |
~refers to left an this |ist

of hash val ues and tﬁg$ Egéﬁ?@c%rgt(@%&pﬁmﬁ?s secondareqml | can be
obt ai 20d, dmbodiments, e¢spectivelynobithemame ofidoanmens F of FKa2A aecordmg to the -
expl ai nedé}g égtgo P}? @'aﬁdl ater date a party desires to prove the.

y o

aut hent i ci t F as.that .whi S rfeceived i stered
by the service bur eaﬂéqf’ts ofFrPém?%P?Q% qVFMH‘ﬂFﬂ?J

~ conput ed (autﬁenuda’ﬁahaﬁdlrﬁxmh rqmﬁtoqs, F), the follow ng steps woul d
be perforned. First, the hash . of document F would be conbi ned on the
right with self- verlfyl ng hash val ue a6 and the conposite woul d be
hashed t o Detaited Descri tlo:SGf tiomal ue A' 5-6 would be combined on the
20 right with self-verify hash val ue A7 8 and the corrposrte woul d be
hashe@5t o forrm[bmrq owrdiagramaf a first| embodiment of the timeistanpingi ned
on the |ef %g&hﬁeﬁﬁa @ARosi te
woul d be asﬁﬁg %Aﬂ}em ﬁ&ﬂ’bﬁtﬂ“@ as Wue A uld be
conbi ned CHQSté!‘ﬁéthc ﬁé mven’aoq,aﬁgghﬁt iEGWid the
conposi t e the enhﬁsm aaﬁe[mbdgmfatf lmwﬁmaluser ardgd err|

Id Db f f hash 4 dth

o st o TR ' %Wiw@irip it ¥ kb Bilple ot M ol

?ﬁ 30 W@g o it;ﬂntagiurn J?%\g,f gz:ea fdxgml o%t:{?g;?trﬁmhMmm lEIG:rL? ?Ed

*" the conpo & i bitul K gly; i e

“ all eged dodEtal dogum { [ph d. th t
ﬁasﬁg\e/al ugaﬁnlrmeqqte&t(ﬂlpstxa diﬁ%l@ 24) orasd%ﬂumgﬁ)q%agﬂqr uthers O”ec
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di f f er ent doERmEN &f Pengm, he ex excerpt ﬁ%%ﬂ%%}%rweﬁeﬂ@WF@%@al

time- 35arrrdmfanwhichtﬁmegmnpmg is desired.nvention is that it facilitates
qui ck registration of a document without the need for 35  quick
publication for validation purposes. In other words, certificates can be
provi ded even though publication may not-take place at the given point in

time - when the certificate is generated and transmtted to the
requester. The only requirenent is that sone type of publicatiaon
event occur prior to the t| nme a user ' WO 96/ 13921

10 : PCT/ US95/ 13837 desires to validate a

(docunent,. certrfrcate) parr For exanple, referring to FIG 3,
| ’ i '



_hash-value D 1-8 does not necessarily have to be "published" at the time of
._reglstrathpog&:kgf docunents represented by hash val ues a[ ep

a@err] as long as it is eventuallyfsecured (i.e., it |s |rect
publrshed or securely linked.to a hash 5 value that |s) I n contrast to

OF ey 1 oSt anbi ng._ohageiraphtl fichRl idhch iefiion, FIGPIE PR idgBAECRR!
requiring a iliustrativecaiphanyimerip sepresgotationzofi admmm@npmg I‘uneﬂll [R (prgparnd by
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| ocati on valyshifg the. 128-bie feinsnof the MIDS5 ohe-walchashing algboithm (descrlhbdhyt emto

"RRLLRR Ef'e(sif«r Rivast £ SRR M3 Mifsnfl iBest HIBRALE : Request for Gomments,.
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refers anﬂcbthﬁlhlhﬂeﬂed odralue repres&ntahbnt usdtbinpthis example atle aotimsucht

nventi o, Rt s7OERL® tbs implementation of the igyEndREPTRAN To dhy, bebdl Eéeﬁﬁ?;ue_

nane generatreprebgntauqmdmﬂdénemdmmﬂlhr 25 - abbreviated to forman even
shorter “nicknane. " .Fofg WWFIG“R ester ﬁleﬁﬁh&@ﬂx?ﬁﬁé&idﬂwmé er]”
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nunperi Cc
abase two résqmttatnﬂenn@éﬁg me@ﬁﬁr qy Mmtrmmr qfrrﬁsaweﬂ
and thten toefneﬁmghemhmtn@sr mag@hlseﬁncabmlau'elcemonfcft&huuwkl thte
presen nventi on ar |cu ada all ow, a 0 0
Roun 12050 ettt 3ad & oprianal o s e aReaiR - Relhelel SURRAASHgOmiEG 25 ks
referred to usedlto hllewthe seltvwaehmemto identifi thepparticular pequesteniveio hasoc urment
F, which coyl F@%g%ﬁemg é@nu&adocmﬁgd}pr' sed of 128 or nore bits, for

exanpl e, wou ARAGE G accordance with the pr esent
i nvention of |ess tharRefmmgbmkf@rﬂCadr,eﬁsramsmepares areguestfor a | ong

mor E??fﬁ ¢ Rpifcition Mo digitalockient & (FIG! 2A) af Step 11, the user transmits
ool 628 request 20 ELG 2B ferie biabat 1o h; At B6P 1o B ERVIcE by

I nfl udi ][19 tbrl]xreém@orﬁbints reque%tst srgﬂﬂﬂ%&mb@bﬁfehﬁ takes. mr(mimhﬁb;dvdﬁe)
val ues or 0) I que na

document F. %1&1G; 2B of dgpu Féﬁf %r'ﬁ"*gmtb s {48 G iate) B VAR iR the
11 hashvalue a5 ofa sWL@BmBBchh is the subject matter of & second

aut hent i catr fy ection
with the reposi ory o F@%ﬁh‘@wgﬂﬂgﬁ ﬁue gfb%?m%o %
and D taRe &neataénpxr value tq hashyalues A5 acsm-mv 30

i ncl-udes fOlﬁmcnon “Thi§Re! e&foﬂthéﬁféﬁhtﬁﬂenﬁoﬂlssﬂhﬁmw By FIG. Iaadtheal ues

L, 520 o 5 TAEREE G v g i o, g o
L LIS gs; r] gt i \allepwnomuﬁan uﬂdamtra‘uverauﬂmntncahm Bhéd nainmglrmsabgr@mbmaty tree) in
conput ed, | Sacgb ???ﬁ*oq@h%&ﬁgégﬁﬁﬁcﬂggﬁﬂéw {’H@a
un:c que BBckrexemplary MD5 ashFﬁ{;VIhmslﬁoed}e m@osmn%'ﬂ&ﬁﬂ(hdw mdocmemﬁ t he

i nformation dy h@ﬂ $ %S:t 6P PING ﬁ'ﬁteﬁ GOBZ sQital ae&ﬁ?gﬁi

ltﬁfetn g;fm.tgﬁyc esbm'ﬂggo 3 roRESE Qrémﬁcwreﬁwhm i R dneludes %[rﬁ!ue
service burgau AaskovwRin tife Tatsle below (Subtree A), as (for do&hﬂ@t FofFIG.124) has

illustrate an enbodi nent of the present invention wherein a docunent

Fis tine-stanped and an authentication certificate is provided 15 which
not only can be used to verify the authenticity of an alleged docunent F

at ‘a | ater date, but can be used to uniquely refer to docunent Fin a
qui ck and easy manner. This additional "nam ng" feature of the
ti me-stanpi ng system of the present invention does not require

- addi tional or parallel hardware, by the service bureau or the user,
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invention is illustrated by FIG 5, which is a flow di agram of anot her
enbodi ne of the process according tQ the invention 0 7
begi ns ag‘;%@ﬂ”&l where a user prep&es a request Rﬁ&ﬁ%ﬁ :,»”
“digital docunent F. For exanple, the request RN coul d include the
I nformatign e, wcess 40
then cont Paabe B7es2 ek BUERRLT S0 RA0aR., Tidt puppses dfgft kgt 0°,
to the seexamplepbashovalues apagpagrag, birbgsdy vdydslaudelgmdhaﬂu’abhshﬁmbpen 30
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sel f - ver
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gener te"w%rf g g o B e AL, ", 72
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represent ng .an eg_:[u valent tinme (e.g . UNI X standard
{ife: the nunber of REEFTAES0 i, eSeTYiFe bursalis#a continug &0 Feceive

G eenvi chaddiiondl Ehestt iofiding GocunanPhish vluds 63 % b3,y bl i £ ed

b%’l 30 gx&béaf' O ased tpﬁ"gal Io HW&H our se, ﬁ thﬁﬁlggue

s denti fi egontimues do bmmaﬁchaondlfequests mcﬁ[dmgdocluhent ashoaiesstd pld3; oot

BT B T e s W s 7

" publicati (whlnh ralmrespﬂcmﬂy gletived fiom zoots Ajog ang By-ghto form a final tree D e at

whi ch of RashURdl § D and D7.¢ and" i fim, ?)E;i{‘&d\b
conput_ed ?or a art I cu rsi"6 %gter a par5f§/
des| 3% {B1eyand Ns.8 aretiens 6(5, st Bie SOmPoSRbIING

docunent - fyrm the4dofof fré€ alagh/vmalm eed to obt al n a copy of the

aut henti cation cert.i ra i.Iit,y or other neans)
and then proceed asm ak?oﬁ(% .ss?epllﬁ‘g? 3@ IX'E CIAURE N \as

cor r ect | yareitemetotbedsecured. t (Fer iexample; in FiG33, suhmeawneﬂjanduu}nemgsqd affie

party woul d proceed with the validation procedure di scussed above in
connection with FIG 1. Thus, in accordance with the
process of FIG 5, a nane or nickname . Is provided for a digital
docunent which is not only intrinsically verifiable but is . WO

96/ 13921 13 _ PCT/ US95/ 13837
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~dhort and sinple and can be referred to or witten down quickly. For

" exanple, as shown in FIG 6C, the process of FIG 5 cantﬁ_r ovi de a name
-Ravi ng | esWa9648921bout forty (40) bi®s (i.e., less tha®
hexadeci mal digits) even though the document it is referri ng to has a

typi cal hash value of at l.east 128 bits there are nore
conpact al ph‘ﬂﬁ&rﬂ?ﬂg’le&é%merfﬁné? gS|SF°‘¥P#1)H§\§A%E§?gﬁSqd§Q¢1°W at a pUeL e 1y
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A U hough {nd BBtk 15, Sont15te el A bl celoriiia e ogiten 1 G

3 wherein avalues@_g_, hFG. Baﬁxeblhandedﬂess't values) ofthé belf-mﬁﬁwngdrash fvalues

i nki

ol ookl ndo% 86 Ao bl D30 BEPS:s RORS L L KB ROHABEARIY, (g
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provide a n hash val ue A[err] 5 Thi s process

- continues for as |0ngAaIbtl§%i'Sfeam|e bﬂﬂidxl@tahume-stamp teﬁibﬁﬂld)present

t f ked f t t
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- represent at r@juiftiment fié tHak sbmeay?@af pﬁbﬁ%ﬁont@ehhsccxﬁtﬁﬂdr%@ﬁb ume a useri nki ng
hash value (e.g., a pointer to Tinking hash value Alerr]) w

representation of a second pointer fromthe particul ar docunent to be
~nanmed within the repository to the "published" |inking hash val ue.
+ For the linear linked list of FIG 7, such a 15 second pointer could
sinply be an integer count of the nunber of |inking hash val ues
bet ween the "published"” Iinking hash value and the hash val ue of the
docunent to be naned For exanple for docunents F[err], Flerr] and F3 of
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25 scales, for exanple, every hour instead of every mnute.
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the root identifier in FIGS 6A-6C, other unique identifiers could be used as well.

For example, a sequential root publication number could also be used, i.e., the
- number of roots that were published since a given publication. ‘Such a sequential .
root publication number uniquely identifies a root Just as well as the time at which

aroot Ispubhshed
30 - AfteranameN is computed for a particular document F,

date a party desires to authenticate the connection between the name N'

if at a later -
and a

document-at-lssue F', the party would need to obtain a copy of the authentication
certificate C (from a storage facility or other means) and then proceed as follows.
First, the party would verify that N was correctly extracted from the information

35 contained in C. Next, the party would proceed with the validation proc
discussed above in connection with FIG. 1.

edure

. Thus, in accordance with the process of FIG. 5, a name or nickname
“is provided for a digital document which is not only intrinsically verifiable but is

'7"
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Seel f | d7acHEORBRA Foappls hihanuieft chcodings of bit sirngs than the

200f 7492af 6dzxadecipml sepresatation: Fongxample, UUCP printable-character encoding
048benl a8f r

e | égflggi J’ﬂ&fﬁ%fo ifs ;5 alphanumeric character. In such

4f 769acl 52b 781 élaq)me C would be only seven characters long - -
87612a7 98696&571 Zﬂ"aaacilftdl%phﬁne nﬁﬁlbéf in the United States.) Moreover, the
4506c¢ 79 68‘;"%%26&(1{3(%%1395(3' b AR ni \é gl'rnrc%ther words, no other document named by

90a9b5b
36322496299cthe Sy stef & bmﬂtﬂneﬂmrl[drfﬂﬁ 5 will have the same "name." This is

907051 590 By Spacpsy g i methol Gt reseys rvention. Moreover, the

PCT/ US95/ 13ghardware to provide the name can also be used to timgrstampaligital documents.
Hash Val ue - Although the invention has been described above with reference to

15 FIG. 3 wherein a "binary" tree has been illustrated as the repository for linking and '
securing hash values, there are many other ways of implementing the invention.
For example, the "repository” of the present invention may be a ternary,
quaternary, or k-ary tree, or any combination thereof, instead of a binary tree. Of
course, although FIG. 3 illustrates three subtrees A, B and D, each including eight
20 leaves, other tree and subtree arrangements or combinations could be used as well.
The only constraint is that the items in the repository be linked via a hash function
which allows the repository to be secured by a publication event. In mathematical
terms, it suffices that the items in the repository form a growing directed acyclic
graph in which occasmnally there is an item to wlnch every item in the graph can
25 behnkedbyadxrectedpath
Accordingly, linear linked lists or other types of accumulations of
hash values may be used as well. For example, linear linked lists such as those
described in "How to Time-Stamp a Digital Document," by S. Haber and W.S.
Stornetts; Journal of Cryptography, Vol. 3, No. 2, pp. 99-111 (1991) may be used
30 instead. This is illustrated by FIG. 7 which is a diagram of a portion of an
illusu'agivé linear linked list for implementing the naming process of the present
invention. As shown in FIG. 7, requests to name R}, R, and R3 are associated
with digital documents Fi, F7 and F3, respectively. Requests Ry, Ry and R3 can
be similar to those discussed above in connection with FIG. 2B. These requests
35  are transmitted to the service bureau where the service bureau, in turn, takes the
~ document hash value aj of document F{ and combines it with a pre-existing hash
value A, and then hashes the composite to provide a new linking hash value Ag.1.
This new linking hash value Ag.1 is then combined with the document hash value
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(rjecelt V: ndirking heshsealue (ggpwmmethﬂm;gthashwuhmAag) witlyastpresagatioee i r st

Igita S, eau ag
pl 8r al i t)Pci%f sr%f’hgPO%QQ%@M%@%%‘%M&&%%eMd%&e%ﬁgﬁlﬁ’ﬁ ot her @~
digital doaherépulﬂ;shed'éhnkmgdwh vlaluﬂ @brrtge dineaplinkedlistiafdrIGof7, such a
-one g thy n%'ycdﬁi g Sﬂﬂﬁﬂttﬁe number of linking d the

service bureau co Qﬁﬁ rst st .one 0 e
pl ur al i t yvabsesdietween é&\uls ?A & galuvandéfle ahvalue ofthe e.

~the serVidgeuRiént&/bé aaikedd Fop exhinpls, fuplocurhents PeF3ladF of FIG.Mhisval ue;

number could be 4, 3 and 2, respectively. As a result, the "names" for documents
: F1q, F7 and F3, for this particular embodiment, could be: "4[locat10n pointer to
20 linking hash value A4.5]"; "3[location pointer to linking hash value A4.5]"; and
"2[location pointer to linking hash value A4.5]". In accordance with the invention,
- such names are not only short, concise and unique, but self-verifying as well. |
In accordance with the present invention, other methods of linking
hash values can also be used. For example, roots of frequently-computed trees
25 (e.g., every second or minute) can be combined into daily trees whose roots can be
combined into linear linked lists. .

- In summary, the present mvennon mcludes a method for naming a
digital document that retains the verifiable security of naming documents solely by
their hash values, while avoxdmg many of the constraints listed above in

30 connection with naming documents in this way. The essence of this aspect of the -
present invention is to keep a repository of hash values that depend on many
digital documents, and to name each document by a concise description of a
location in the repository to which the name can be "lmked"

In a preferred embodiment of the mvenuon, blt-strmgs are "lmkcd"

35" bythe use of one-way hash functions. . By systemaucally invoking a hash function
on pairs or ordered lists of hash values, new hash values are computed from old
ones so as to form linked lists, binary trees, or other combinatorial structures. In
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way hash function, an to the wxdely wnnessed and widely available nature of the -
repository records. :
| - Accordingly, a document that has such an authenticating certificate
is given as a name a concise encoding of the relevant location information. No
other (document, certificate) pair can be computed that *has this name."
20 " In accordance with the present invention, the naming method can be
embodied in different ways. Different combinatorial structures can be combined
in different ways, with different levels of wide witnessing. For example, there can
be a direct link to the widely-witnessed fabric of the repository. In particular, all
records kept by a repository manager can be publicized and location information
25 can be as simple as a direct pointer. In an alternative, there could be local trees (or
lists) where a user builds his or her own trees (or other structures) (¢.g., subtrees
"A" and "B" in FIG. 3) whose roots are regularly sent to the repository manager
for hnhng to the widely witnessed part of the repository records :
' " Incertain implementations of the invention, this naming method
30 allows a user a fair measure of personal control and choice over the names of his
 or her documents. Consider, for example, a local-tree mplementauon, for which
the locauon information for a particular document may be written as a position in a
local tree followed by a position in a service bureau’s tree. A user can name a
multl-part document by placing.each successive part at consecutive leaf nodes of
35 an appropnate local tree (or other structure). For example, in FIG. 3, the eight
hash values aj through ag could represent eight chapters in a book. Thus, such
consecutive parts of the document have consecutive local positions in the local tree
(or structure). Thereafter, when a local repository manager forwards the root of




24 . The nmethod of claim 1l wherein said published itemhas an ,
identifier compris- ing a user-friend|y.representation o or tine
at whi clﬁ?l’lﬁ”ﬁgém was conput ed. 6 s. The net howgﬁ% )
wherein a local entity also perforns steps (b) and (c) to forma |ocal
repositor | B C al entity
subseque Mi‘%"@rl g‘?%zib 3 s?bpl:é g%ég Qﬁ%ﬂ%ﬁ‘ ng tﬁgfﬁﬁg}ng 'Eeilﬁntaﬁof‘h

servi ce linformatiohigives suchfconsecutive patts of the dogimént)consecutive names under The
met hod of g%&a gﬁﬁ‘"{‘ﬁ r E;p% by said
service bu(r:Aé@* J@?, r@lﬂg |n&lcatlj es fion fil:ie)gﬁﬂc%l@o?aﬁei al;igﬂFocal Item
wi t h anotenepdingds y\sunul@ sequential numbeging Wﬁo ugthegmeare; e pon+ her

conpr 5si nscﬂ[gﬁrﬁéﬁs%pmes@ﬁlmésﬁeluenﬁ eRsoting tie/fadt it theyp! ue of a
tabl e of contents, for aBIurallt%?of re ated urrents 11. The

net hod O@I%Pﬁltrﬁféh? same, dpc I fXxample ’s‘l’lﬂ% rence o Kl Siandthe | ocal -

r epols It |t orTable belows wliere hbsh wluas ap jthroegha Iregesmt&mhetgtfﬂ;fetpa;{ts&%fg) re |t In 0 me eof
a nmu [ f
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r equest erthetloemnentsaepresentedabythashval‘uesaq dhmughagecouldbegs follews:or
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i nf or mat ig9n "FSERR-2SIATHS"; land g f'18-ERRARESB47L5ENL .

_ More comphcated ways of structuring the parts ofa document can (
similarly be encoded in the self-attesting names asstgned by the naming method of
15 the present invention. For example, in FIG. 3, d; through dg c:ou,ld, represent eight -
individual chapters in a book wherein the chapters represented by d2 and d7 could
each, in turn, have eight sections represented by hash values a; through ag, and bj
through bg, respectively. Accordingly, under such ctrcumstances the "names"” of
the various parts of the document represented by hash values aj, bJ and dy in
20 FIG. 3, for example, could be as follows if hash value Dl-g is sent to the service
. bureau repository manager and the local repository manager receives, in return, the
name N: aj : "1-2-N"; a3 : "2-2-N"; a3 : "3-2-N"; aq : "4-2:N"; a5 : "5-2-N";
ag: "6-2-N"; a7 : "7-2-N"; ag : "8-2-N"; by : "1-7-N"; by : "2-7-N"; b3 : "3.7-N";
b4 : "4-7-N"; bs : "5-7-N"; bg : "6-7-N"; by : "7-7-N"; bg : "8-7-N"; d; : "1-N";
25 dp:"2:N";d3:"3-N" dg: "4-N"; ds : "5-N"; dg : "6—N";_ d7:"7-N"; and
dg : "8-N". |
. Im another tmplementatton, a table of contents for along or
complleated multi-part document can be mcluded ina standard place in the
request.. For example, in FIG. 3, -dg could represent a table of contents document
30 for a seven-chapter book represented by dj(chapter 1) through d7(chapter 7
wherein the chapters represented by d7 and d7 could each, in turn, have etght
sections represented by hash values a1(sectton 1) through ag(secuon 8), and |
bj(section 1) through bg(section 8), respectively. A feature of this aspect of the
‘present invention is that a single self-verifiable document of the multt-paxt a
35 document (i.c., the table of contents) contains a descnpuon of all the parts of the
document, allowing that single document to be used to list those parts of the
document that may relate to a particular topic. Ata later time, together with a
collection of documents to be authenticated and their alleged certificates, such an

""")




14, The nethod of claim 12 wherein the first portion of the
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‘certifying
wherei n the
claim1l whe
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' provi des infornati.on about the requester
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r St requ
d way every day (e.g., by cl OSI(I:I\g off a binary tree once every minute), and

let F( ) denote a standard mapping from ASCII-encoded strings to the list of
daily repository-record locations (e.g., to the minutes of the day). A personalized
naming request is accompanied by an ASCI-encoded string of characters, e.g.,
"ABC Corp." or "John Smith's Ph.D. Dissertation". Each day’s personalized
naming requests are then linked by the repository manager to the location named
by evaluating F( ) on the ASCII-encoded string provided, for example, by linking
the request to the tree rooted at the minute given by F("ABC Corp.") or
F("John Smith's Ph.D. Dissertation"). In this way the requester’s personalized
choice of character string -- any information that the requester deems to be useful
about the document -- can be made to be part of the self-attesting name of the
document named. Of course, a similar technique could be adapted at other time
scales, for example, every hour instead of every minute.

Additionally, the method described in co-pending U.S. patent Appin.
Serial No. 07/992,883, filed December 21, 1992, incorporated herein by reference
in its entirety (as well as in "Improving the Efficiency and Reliability of Digital
Time-Stamping", D. Bayer, S. Haber and W. S. Stornetta, in Sequences II:
Methods in Communication, Security, and Computer Science, eds. R.M. Capocelli,
A. DeSgntis, U. Vaccaro, pp. 329-334, Springer-Verlag, New York, 1993), for
renewing cryptographic certificates of authenticity applies directly to the
certificates of the present naming method. Therefore, as long as the certificates are
appropriately renewed as technology advances, the self-attesting names assigned
by the present method have long-term validity without any need to change them.

In summary, this aspect of the present invention is an improvement
over conventional naming methods because the names assigned herein are seif-
attesting in a universally verifiable manner (even if the naming procedure is
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24. The nethod of claim 19, further conprising the servi ce bureau _
transmtting the certificate to the author. . Th g{,hod of
claim1, “W]gﬁ"é?ﬂ the step of receivinmpgequests furt her g’é 'y
receiving requests froma plurality of users.

26. A
cert | 11 CopnihPE ol bR T SpeCedF GRS o AR 55 0

*C L M mprovement over current ocument-mlnns:c nammg methods becauseothe names  27.
A method §gj dﬁ@th%dfdré shoft! fehsin &HﬁMﬁlﬁl@f{\aﬂg&’ﬂﬂE Scfitet©
copy of ;i re I stered second ocunen erel

second d| vide gformation .rﬁgu%st@etptasw%ﬁpe

i ncl ud nowithhe ﬂomeimmmammmdrevmelﬁamﬁ sbétéﬁl is\sehlegble/tdhanliRe Second
docunent a5S9% i at ed atlﬁn vsilﬂ’ges for sa| d self-verifying hash

val ues wh‘é?rgq#thé’ WoEs Oflg? conpri ses-a’ conbi nation of said
| ocation val ues andOneskillédrinithé ert will appreciatecthistthle preseme inventioneahod

cConpri si nge i#h‘étxgé £By loggesr than the described ﬁmﬁaﬁggﬁetﬂﬁ Wit Yte présentid icze "2S"

val ue deter val ue
of the semma@ﬁmustranon and not of limigation, and shatithe present inventiojis al

_c)

docunggnt Hﬁﬁ&%ﬂﬂﬁy%&b]&ﬁﬁsﬂiﬁ%ﬂéwdocumm hash

val ue; (c) hashi ng and corrbl ning the first digital

docunent hash val ue with said .~ self-verifying hash

val ues according to said | ocation val ues; and (d)

determ ning whether a resulting hash value from step (c) corresponds to

t he secure hash val ue. 28. The nmethod of claim 27 wherein the §-
step of conbining conprises concatenat- ing. . . 29. The met hod of

claim 27 wherein the step of providing the secure hash value conprises
either (1) publishing an itemdirectly or (2) linking an itemto anot her
itemthat is published directly. o '



2§ 30. The nethod of claim 29 wherein said published hash val ue
i's publish -time after the second docunment is regist %HU _
ﬁ@@sﬁﬁ claim 27 further conﬁhﬁking the step of%% ap%Fﬁam?he

3. The

certificate to be renewed for extending the |ongevity of the name as

t echnol ogy advances. 32. The net hod of claim 27 further
conprising the step of linking the secure hash -value to another hash val ue
that is directly published. : - TABLE A nethod for nanming a first

di gital docunent, conprising the steps of: a

transmtting froman author to a service bureau a first request for

naming the first digital document SUBHREEM rst request including a represen-
tation of the first digital docunent; b. t he service
bureau receiving the first request; . c., receiving at the
service bureau a pluralityngh‘g&ler requests for namng

digital doc nts, each refuoest tncluding a representation of one of the

plurality ofy other digital rdaeyaBEbSEc8483b9bdaasbe178c303 the service
bureau conbi Ay the first request with at | east one of the

plurality ofyrequests to feaBndcbEr8l9¥BREE2dasobad2ad5254 €. t he
servi ce buredd hashing the first value to generate a first hash val ue;

f. the seqvice bureau faenrobgaaoi€pesesonysoiizasphaenbty of hash val ues
i ncl udi ng saidzfirst hash val ue, the repository being in the formof a
REPLACENMENT aSHEET 48625e69904312c4e039520d1dc393ed - 29

di rected acyclic graph having nodes, each node conprising a hash val ue

a, 7afbd85310£93c94877£a65a94babl4b
Ay _y4 74549§ea7fe4566ec79a1994464dee88
a, ' 26429942be1305a52b9a9e63507€7777
a, b19£5a580a17d249b18£eb8b3c132119
As_g | 09€41441b6251dC67064d979640b52£9
Ag_g ' 9dad90bbef28047744a26865acbf24ee
ag b767290cf£8c87194c£3061308a9794a
ag 15812318c8écid2cf94a79cb8952f3c2
As_g b3c0c34750salééé762eo7of1864daad
a 47bd88b2211be3acd7a109ae8a902bfb

58be9247a381d4b2b79745e919ccdbo9d
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dependent on at |east one of said requests, and said repository also
havi ng a securgg item conprising . a hash val ue dependent Opc~puRdssgdr tY

of saidegaﬁﬁg? ; g. Qﬂg servi ce bureau generating a

| ocation pointer in the repository for the ' first
digital docunent; -and ' ' h. t he service bureau nam ng said
first digital docunent using said |oca- tion pointer
to provide a self-verifying nane for. SmbuoedBrst digital

docunent. 34. The met hod of claim 33 wherein the step of

conbi ni nditewnpri ses cond@asleYalge i ng. 35. The method of claim

33 further including the St%f of securing the repositqég by publishing an
itenloftﬁgﬁgepository,fisﬁ igﬁfQﬂﬁ%ﬁ%ﬁf&%??ﬁzﬁhﬁgiftm part PK attleaSE
one request. ) e ne of cla erein e step o
gener ati g the IocationQﬁﬁQﬁ%§9l*ﬁﬂ%$£§9?ﬁPﬁﬁﬁ HERE I nining a list of

el tos T an d sel 1 veaAdip Al iR ndS S e RS oo 00! at ed focation
30 37. The metho ' er ei fuid he, - nani ng furt her
conpriseg%haning' sai d %%ﬂﬁéqﬁ§ﬂﬁé§%§%§§§§§?%é§%f%f%ﬁeéf sai d published

item and said | ocati qqLal { said first

docunent 1?%/ 38. %3%%&%-{%07&%%&% erée)§ n said step of

nam ng sagd first docuneiyofridyidedoFrOiBe i SRsaA0WIyidge R conpact encodi ng

al gori thmit a conbination of said associated |ocation values and said
identifiegs, of said publicdspsbisristzasdayi e edpivpdfseed al pha-  nuneric
name for said first document. : 39. The met hod of- cl ai m 35 ‘;
wher ei n uﬁf publ i shed i ts3idtaSens fBBASEEI1T2aPini S08£8Nng a user-friendly
representation of the date or tine at which the itemwas conputed.

Bg_g 4f769acl52b7f12c8edecbc7ec9e9090
Bg_g 87612a79a6968f7b5592a132c4fd4ccc
bg | 4506c79e16d3c26a065df1525e1f4eab
b5 _ 9ca9b5b4das71d776 8bbb9e96_'é_560918
B7-8 36322496299c8dadd?8fla§473376b4d
b, £826135900865580180e£1196993eb4b

by | 89979c5£999e300c12334ed1c40b26be
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40. The net hod of claim 33 wherein said repository is atree and said

secured item is a root of said tree. The Hﬁ%“ﬁ%? aim
"$3 wher ei "W 964391 entity al so perforns st (b) through ?ﬁ%r

l ocal repository having a local itemto bé%gacured and wherein the Iocal
entity subsequently sends a second request conprising said local itemto
t he service bureau which perfornms steps (b) through (h).

31 . 42. The method of claim4l yhekepn steps (c) through (f) are
performed by said service bureau and the service bureau further perforns
conbi ni ng sg Iocar-iten1ﬂ%%#%m§nother hash val ue. 43. The

nmet hod of ¢ m 41 further rrsing the step of including in the |ocal

repository ghash val ue of ggotebbsletesontsavsoionsazpbaesl ity of related
docunent s. - 44, - The nethod of claim4l further conprising the
step of inc dung in the | epab7dseposeddsgoBbpbaBabaap3afici t ens
corresponding to a plurality of related docunents with |ocation
infornationrqggpded so as p5ffpesnddaprcssspaetidbhidapefaild names t hat
correspond substantial- |y exactly to the Iogrcal structure. of the

rel ati onshi gg anong the docbﬁﬁﬁﬁgcﬁ&ﬁﬂ§5d21lc 9c£7058£6ef8he nethod of

claim 33 wherein the step of nanlng further includes the step of a
requester cligosing a frrstfﬁéPﬁﬁsﬁ 6§°§épabﬁ99§aﬁbglﬁ§ﬁ?93 the first
d t Th hod m.4 he st f
cﬁggg?zg f uPshar |ncludes 6ﬁ§8§4% OSP%&2%}i§#d§aﬁp2§ﬁggga%hg iaﬁg ?o

d f t Th
ﬁ;?xodeo;ncl nﬁrLgnmEng?hgﬁﬁg4$FPEP%Bgﬁg4§§agggiﬁgggkggf8rovrdes i nf or ma ©
tion about tfie requester fghyBagkaleEIabkhabodaiusBaiesee

Dg.g 2eal4albf7alcadd9laa29c805cffdasd
Ds._¢g 5£666477£7823ae4703b£00c798efbfa
dg ecd8b30555ce9b6958844a2e2367b558
dg : " 9£79e3bb17368c5563840996£126628€
Dy_g : af60d¢f82629669b396f90eab4és434e
d, _ . 45cef3b358ec0l1313e22cb2abfcf0239

d8 £4156627215420bfd7£79cdc24cc0£37



48. The nethod of claim 33 wherein the repository is a binary tree.

32 49. The nmethod of claim 33 wherein the repository is a linked
list. WO 96/13925,0. bggglag_];__(;l'__'EZS wherein the s?‘éf\}" i ni ng
further conprises thq TRisefEdr C gggn roots of fre—qwm—r—murmrees
to formless-frequen Iy congpmgg

into linear |inked |i=stss

whose roots ar
s " rethoa of IR I
i ncl udi ng What fstclaingéd #sr ansmi tting the nane to request ek an

step (h) occurs substantially prior to a tine at WhICh an item of the
repository is caused.to bk method ofieegistering a first digital documentfod of clai m 33,
further i ﬁ?ﬁg '}&,P% fvice bureau generating a certificate
for said firs |g|{ia ocuﬁ%tht | "udi n% t he sel f-verifying nane.

53. The nethod of cl ai @2 \AEEIVINgG 8 FES é’?@FSéfOfgf@B@Fm&@etﬁfét certificate
further conprigRameagrti ng the certificates to be ‘renewed for extendl ng
the I ongevity of the na S tec.hnol o advanc

met hod of claim33, furt i@? | ﬁ’@@?&@@ﬁ@h‘&&&ﬂ‘ﬁﬁeﬂgﬁtﬁ@
certificate to foha arepbsitory of aplurahty&ﬁ‘ hash Valnesdepantient upbniarplasilityvofr ei n

the step of recrgh'\éé@ requests further conprises receivi ng requests froma

plurality of us *C L N
33 56. A certifi(Cht e gemerating a:lncatmpomtgr foalsardeﬁrs&demmenbm of a

docunment, said gaiq repository; . _
' (d naming said ﬁrst d_ocume_nt by said location pointer to

provide a first name for said first document; and {

(¢) generating a certificate for said first document
- including said first name.

2. The method of claim 1 wherein said combining comprises
concatenating. _ :
3.  The method of claim 1 further including the step of securing
the repository by publishing an item of the reposxtory

. 4. The method of claim 3 wherein step (c) compnses
determining the list of self-verifying hash values for the first document and
associated location values for said self-verifying hash values.

' 5. The method of claim 4 wherein step (d) comprises naming
said first document by an identifier of said published item and by said location
values to provide the first name for said first document.

6.  The method of claim 5 wherein said certificate further-
mcludes the list of self-verifying hash values.

7. The method of claim 6 wherem said repository is a tree and
said published item is a root of said tree.

. 8.  The method of claim 3 wherein the identifier of said
published item includes a user-friendly representation of the date or time at which
the item was computed. '

9. The method of claim 7 wherein said step of naming said first
document comprises applying a compact encoding algorithm to a combination of
said associated location values and said identifier of said published item to provide
a simplified alpha-numeric name for said first document.
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teps of : WO096/13921  pr ePEPLAGER § request toP t he
first digital docunent, the request i ncludi ng a hash

val ue of the first digital docu ' combi ni'ng the
first request with a Qconmzﬁgﬁ QIQf(S]Q‘B‘ bé’ﬂﬁ%ﬂﬂét@ (e) occurs substanfially

conposi t e dipgio} #) a Ghélgh whith PGS Fepoairory iisnsediapbogablisted, | cast

t th
Comhos! t o dhereH (e mEhod alioRe 9T Quick resnonse i 1 redbists for registition
val ue; and: mthoutrequmngaddarrespoﬂdmgiyrq;uek pablicatiow tymef hashed di git al

val ues including the first al ue, -
the repository bein ldl réﬁ‘gﬁ"%d&f.“&mﬁ‘r !aweh%{%sh?s @?ﬁi’s&gﬁ]@%g
nodes, eachperfdnneabgyranmutgdasmebma& which is dependent on at

| east one received regygest ?&F&m
item conprising a hasﬁgval t}g{é e%%ﬁ ent } Wht |n par tgt as

of the recestepd (R)andd) do forma a local reposnoryhavmga ocphsemctp

seI f-verifyiwigréiathe 6tal effity’ dubsé MM@hdﬂﬁ%Bﬁ%hueﬁhmpnsmg saxd local
an.item.i.n the 05|t

Generat i ng. AT BcheioBNRe pesvice ateR ihish perdopms,sigps (2) through (e).

34I iy o ~13.  The methodiof claipr mmdlergntstep {b)ipgrformed by said
sel f-verifyinp

di gi tal do%:lﬂ %% l}“hgﬁﬁ I&lgh‘f&ef |c8 bz'img gI l[ocglhlte/rglmél% another hash value.
related to a | ocat | on éf t Adermetbod of glaim 12 wcheneinanvitem ofthe local

respect to ue of a table of ¢8ntents'f? a gdm S7,
wherei n bef oélg)th step onblfnl ng the ‘I:I’St re?iest W|t the second

hash val ue, dPE‘é@FQ‘isng the second digital document as part of a second
request to time staml5. The method of claim 12 wherein a plurality of items of the

local repository correspond to a plurality of portions of a multi-part document.
- #16.  The method of claim 1 wherein a first portion of said name is
chosen by a requester for certifying the first document.
17.  The method of claim 16 wherein the first portion of the name
is chosen by the requester to associate information with the first document.
18.  The method of claim 16 wherein the first portion of the name
provides information about the requester for certifying the first document.
'19.  The method of claim 1 wherein the repository is a binary tree.
~ 20. The method of claim 1 wherein the repository is a linked list.
- 21.  The method of claim 1 wherein the reposnory is a growing
directed acychc graph. .
: 22, The method of claim 1 wherein roots of frequently computed
trees are combined into less-frequently computed trees whose roots are in turn
combined into linear linked lists.
'23.  The method of claim 1 wherein the certificate is adapted to be
: renewed for extending the lonigevity of the name as technology advances.
24.  The method of claim 1 wherein the certificate is transmitted to
a storage facility and the name is transmitted to the originator of the first request.
25. A method for authenticating a digital document comprising

ertificate including a nane:gesessted—gecorarny to the nethod of claim 33.
7. A nethod for tine sta | TIRSEBHEETHAY 55‘?‘ docunent , con&rgi sing the
4

" the steps of: ) |
' | (a) registering a first document by generating a certificate
including a self-verifying name, self-verifying hash values for the first
document and associated location values for said W
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59. The net hod of

7 /
conpri ses__concat enat ﬁ'ﬁﬁ‘é ydgst and it he second hash val ue.
60. THOMINZY of d|laim BE® LVM'F ein o step of fornmi ngPeIPEHEYor y

further conprises thé steps of: ' a receiving a plurality

of requests, each .requesf,inc
of a digital docunent an{}’)f oriﬁ#%ﬁgaﬁs‘é"g‘%ﬁ?&i% égggetpgeytsecond
b. conbi ni ndocumentdmash valuet equest s t oget her to forma second conposi te

di gital val ue; (e) h&m&]ﬁ@éghgmggl §écon! #%&h&l‘pl gital

val ue; and I nrng shyng conposite
di gital val uesvalue withssaid self-venfymg hash values acg@rdmetp said locationealues;
repository is fg nmed.

35 61. The met hQd o& clalm 60 erein he Stﬁ e(ﬁ_ecel Vi ng
further conprises recei whsthex agesyitin Raﬁ‘:‘?

62.  The net cofresp mdsltahsechwhash\lawe second di gltal docunent is a

Compr 1 565 1 he S?ZBS%S} - °ThEthetif 5 il 25 W ei i ﬁ&%@%%ﬁ%ms. te

hash val ueongatematingecond request; to generate a
second conposite d'ﬁ'{tm THE héthod of claim 25 w Bereupthe secﬂ?éﬂééhgvﬂﬁ@ second

conposi te digi.tal va

ue tQ ener Se
5051 Lo heeqmiprsesean item that is Sither dS@u%hshgﬁqumgr ()inksddaanethesdtsm ¢ hash

ngg JrTle step of conbi ning further

L T

val ue W tfhagistgublidhed direcdy. to generate a third
conposi te digital vaiue; the thlrd conposite.
digital value to gezé!r at'gh%qqﬁli‘qq}ogﬁmﬁ‘gh e(ilf name nash ‘
val ue; armbmpnses a combinatior of salddonanamvalgesan&nnudgmﬁexwfsthe seguré
conposi t s‘m é’:ll ues to generate resul tant conposite
digital values and hashi ng the resultant conposite
. .digital values. 29. e method of claim 25 wherein said locatlon values . ‘
) correspond to a binary tree.
30." The method of claim 25 wherem smd locatton-values
correspond to a linked list.

31.  The method of claim 25 wherem the cemﬁcate is adapted to
be renewed for extending the longevity of the name as technology advances.

32 The method of claim 25 wherein the-secure hash value is
linked to another hash value that is directly published. . :

33. The method of claim 27 wherein said pubhshed hash value is
published some time after the first document is registered, whereby the method
allows for quick response time to requests for registration without requiring a
correspondingly quick publication time. -

N 34. A method for naming a first digital document comprising the
steps. of:-
(a) receiving a first request for_nja_mmg %the. first document;

- (b)  receiving, combining and hashing other requests to '
form a repository of a plurality of hash values dependent upon a plurality of
requests; '

(c) generatinga locauon po_mter for said first document in
said repository; and | - |
(d) naming said first document by said location pointer to
provide a self-verifying name for said first document. -
35. The method of claim 34 wherein said combining comprises
concatenatmg
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S;B The met hod of claim 57 further comprising after the step of for m ng
repository: : et er (H ELJng an.itemin the repository
"t be the %@W&?them R4S SHEET l : " securing t hBCT/DE9§13837
36 64.  The ndthod GERYAL gherein the step-of securing
further corprises puybl g an 1temthat includes a hash val ue based at
least in part on a reqg3&st.The method of laim 34tfurther inoluding the sieprof4ecmimg ei n
the step of htNg a second itemto which
t he sel ect ed %gﬁréﬁ@&%&lﬂ@hsm ﬁ&ﬁ oggﬂpt L Bﬁ{et hod of claim 57,
further conpri si ng af ti’? t hEthchQd Ofdalmﬁé wheneupsispt(e)qqmgumr ating a
certificate. selSverifyin qta@ﬁvﬁi&b%ﬁﬁte fﬁ‘a?ﬁ xﬂu ep of
generating t%e cert |§| cate furt er (ﬁ rs step of cal cul'ating hash
val ues whi chassoeiatad logaten values forssal s@?-wan yalues. - 68.  The
met hod of tClhaI m 67, }Mm ei n'll‘h?mah@oﬂélaﬂﬁfﬂﬁhmﬁl §t§? (d)aéémsnwstmﬁm% heL
conprises the ca ati ca ues_ Wwhic
aut henti cat esagiﬁ&@ng{mgfé a&tﬁﬁe‘?ﬂsald p‘%h&ed ! %and tﬁngxd\é&c ﬁﬂn of
cl ai m 66, V\hmlucmtdﬂmvﬂeelhe(ﬁrsgmm fori said first doeumefit.cate further conprises
i ncluding a pointer t he
claim®69, whereint he03s? ?ﬁgﬁ]@%%bﬁgi%gsp‘gpﬁeg} Z@gge%tyﬁﬁmﬁgggéd
i ncluding a saldrpubhshede&mwaim@mfmsd free.ur ed.
 40.  The method of claim 38 wherein said step of naming said first
document comprises applying a compact encoding algorithm to a combination of
said associated location values and said identifier of said published item to prov1de
a simplified alpha-numenc name for said first document.
| 41.  The method of claim 36 wherein the identifier of said
pubhshed item includes a user-friendly representation of the date or time at which
the item was computed
. 42.  The method of claim 34 wherein steps (a) through (d) are
performed by an outsxde service bureau.
43. The method of claim 42 wherein a local enuty also performs
steps (a) and (b) to form a local repository having a local item to be secured and
wherein the local entity subsequently sends a second request comprising said local
item to the outside service bureau which performs steps (a) through (d).
44. The method of claim 43 wherein step (b) performed by said
outside service bureau includes combxmng the said local item with another hash
value.

| 45.  The method of claim 43 wherein an item of the local
repository is a hash value of a table of contents for a plurality of related
documents. | |
46.  The method of claim 43 wherein a plurality of items of the
local repository correspond to a plurality of related documents with location
information encoded so as to provide first portions of said names that correspond
substantially exactly to the logical structure of the relationships among the
documents named. _ :
47.  The method of claim 34 wherein a first portion of said name
is chosen by a requester for naming the first document.
48.  The method of claim 47 wherein the first portion of the name
is chosen by the requester to associate information with the first document.
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37 71. The_net hod of cl ai m57, furt her conprising the steps of:

a. a user perfar enerating the reques % . I
| ocat i onW0 96/13921 %ﬁ%iﬁ}!g%ﬁﬁ r t&est ep of generati #ﬁq user
transmtting the servi ce bureau;

c. - before the stgg of memd&gafélﬁﬁnﬁ?rv%&@r&’tﬁg%? t Serwg%ﬁ@e

request; ur eau

per f or m ngprovides information abeit:the gequestasifag naming the first document.
form ng the repositayy. 'I'he method c?%lmm?hﬂvlﬁ&bﬁpﬂie%p&rﬁi iy & bina#t her

conprisin he service bureau generatlng a
certlflcat €. and b. the service bureau transmtting the

clerti}‘icat eftg t he llﬁ%ler “The method of’dlaim 34 wieéreirthea tory is a himked list.
Generati ng a repos: (5 y o el oF ojfie 34 Wherite gg%ﬁ#oiﬁé BBEE o1 e

acycl i c grdirectedoacyclic rgmtlh;, each node conprising a hash val ue dependent on

Cecurad val e corpe (o Tienefig G 34 hirbl QRS heert dliped |

digital ddrags@ne comhineddnta less-frpquentdy somphtadireasavhose foots aredpdurm ory f or
one of th%oﬂiﬂiﬁédh'gﬁlﬁkaﬂhﬂké@hstgocunemS a][]d nam gg salg one fll gi tal
docunment to provide a s veri fyi or s one.digita ment .
38 A ceﬁ“[lfletl%ﬂ ngﬁ L}‘H‘F?Iﬁgl@é’lemﬁ rﬂj’gﬁ to a
- first ﬂl glgbéﬁe rtéﬁ@wfed fdsreatet ndihg theldngevity bfﬂhmnmegemmmgybadvanﬁes |

a. ashin e fi sh val ue; :
b. conbi n?ng the rﬁ%@‘%@?@é@’ﬁﬁam&g@hﬁ@ﬁ%ﬁ@% endent on“
at | east mmmmemtommmaudg&mmm(d)mmmbsm y prige:
C e 2 W AithB Gt bitticH atf RER| SPthe\rbOGH laea\rseattsbagd ‘f’. & Wherdhylgiias

.- {"'" -

LZ

val u formn . a I’ oSl tor
val ues in meﬂgod@llgw;ffoaqmck response time to requests or nammg wr out requiring a-

correspondingly quick publication time. _
56. A certificate authenticating a drgrtal representauon ofa
document, said certificate generated according to the method of claim 1.

- 57. A certificate authenticating a digital representation of a
document, said certificate including a name generated according to the method of
claim 34. o _ 5 |
| 58. A method of time-stamping a first digital document for
authentication compnsmg the steps of:

(a) receiving a first request for regrstenng the first
~document;
' (b)  receiving, combining and hashing other requests to
" form a repository of a plurality of hash values dependent upon a plurality of

requests; |

- - (c) identifying an item in the repository adapted to secure
the repository; o |

v (d)  generating a certificate for said first document
including said identified item and transmrttmg the certificate to a requester;
and

(e) secunng the identified item after step @, whereby the
method allows for a quick response time to requests for regrstrauon without
requiring a correspondmgly quick securing time.

' - 59.  The method of claim 58 wherein step (e) eompnses drrectly

pubhshmg the identified item.
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di rect ed acyclic graph having nodes, each node conprising a hash val ue
dependent Qn ast one_of _

aid-di-gi-ta cunents, the re
conpri si ng %@ 3@%’5& val uff élg#ginHﬁ(STBEEH@ g val ue of at | Fe)lgé#,&ﬁﬁés%?
said digital docunents; REPLACED e. generating self- verlfylng hash
[dim 58 wéxerem step (e) compns?s

val ues and associ at ed S e ST g

repository for the flrst digita

said first dhgldeatlﬁéddtﬁmatq awhwgregaslmry@adtdxmﬂmubbgm mmmaﬁ the

a self-veri qm ﬁ%ﬁﬁn?or the first digital docunent. A
certificate tor a digl docunent, the certificate generated by processing
a pIuraIity of dlgltal docunent s by el ectronically generating a repository
of digirtat—hash—vatues—in the formof a directed acyclic graph having

nodes said nodes in the repository is dethiySireenHsh Bagn Repl
hash v Nﬂg ﬂ one of said digital docunents and g
| ocat i o repository for one of the plurality

ﬁanlng

docunent s

nam ng said one digital document to provide a self-verifying nane for Sald
one digital docunent. 76. The certificate of claim75, wherein
the certificate authenticates the digital docunent. 77. The

certificate of claim 75, wherein the certificate tinme-stanps the digital
docunent .



