WO 01/76134 PCT/ F101/ 00015 Authentication in a packet data network This
I nvention relates to nobile packet networks and is particularly, but not
necessarily, related to authentication of a nobile node connecting to a
mobi | e | P W80{/7¢i8&€r net Protocol) network. In mobile | P net REAIEIHHOLY
termnal, such as a |aptop conputer having a Wreless —Local Area Network
(WLAN) adapter coupled thereto, connects to its honme agent via a foreign
agent. In functional terns, the termnal acts as a nobile node in the 10

net wor k terns. i agent and foreign agent are expl ai ned
I n pubft\luiﬁaét%lt'gglrl egﬂ%?#'ﬁ%%%ﬂﬁﬁ/ﬁ S 2002 as follows: Mbile Node (MI): A

host or router that changes its point of attachnment fromone network or
sub-network to another. A nobile node may, change its |ocation w {hout
changi ngNist wept'aad@%f&,s oy maRiecBAt %UBZ“MH"’%&Mi'%aﬁaét'wl?ﬁy’o%ternoklnt er net

nodes 1geadssaly, |rBedéd 8 alifienticatich 6£8MRbBIE hobB RAABEETy tcA8SHObIRY IR hat
|l i nk-1ayer connectivity to a point of attachnent is avail able. Hone Agent

(HA)S  AlinmstinéteP raseeolbeétviofgs t o a home network to which bel ongs a hone
agent of the nobile node. The HA is a router on a nobile node's hone
networ k whi ch tunnels datagrans for delivery to the nobile node when it is
away 2fh friobife NPrstwarkingied tdrained, such asta lapted computer dravig @ Wikreless he

bi | de. F [ t: A t t k bei jsited b h
mobi | & hoeRl AlRPNCTR Ik SR Srgoed HBSTel CRBSHBUPITE MUBE WA st i ¢
I'S regl gixeq ?&eig}hﬁgér’i’tf & Hhctise@NkrHs! HaNRrs il etk hs wemsbithagé anghé o t he

mobi | e node thdat were tunneled by the nobile node's honme agent. For
dat Hyr anetwalkt The tarmepidhdermgle, home fgeet gnd fomigiyaaentnaly exdlaiseddn a

def aul tgé@'ﬁ%a?iépfﬁéqdcﬁég%?cgm ntrsiig)io?taesr%%wét hit. Mbility Agent: Either

a hone I gh-agent. he” pu cation RFC2002, it is further
expl ai nrbbilbaNode (WMD)l & hosder icutg thah changesn s tpeinndf Attadidnestfrom boere
I ni.stered in the

SR ANER MRS AR IS MR SR
host. VBgA@Mg\tsfiPBdrésSs; RORBy REhiRli&k to BompiricAtt vathdseser Intémet ABESSI at ed
by the hone” agent with the nobile node and indicates the nobile WO 01/ 76134
PCT1%10at o@my Slocation using its (constant) IP address, assuming that link-layer
connectivity to a point of attachment is available.
Home Agent (HA): A mobile node belongs to a home network to which belongs a
home agent of the mobile node. The HA is a router on a mobile node’s home
network which tunnels datagrams for delivery to the mobile node when it is away
20 from home, and maintains current location information for the mobile node.
Foreign Agent: A router on a network being visited by the mobile node which
provides routing services to the mobile node whilst it is registered. The foreign
agent detunnels and delivers datagrams to the mobile node that were tunneled by
the mobile node’s home agent. For datagrams sent by a mobile node, the foreign
25 agent may serve as a default router for mobile nodes registered with it.

Mobility Agent: Either a home agent or a foreign agent.

In the publication RFC2002, it is further explained that a mobile node is given a
long-term IP address or home address in its home network. This home address is
30 administered in the same way as a "permanent” IP address which is provided to a
stationary host. When away from its home network, a "care-of address" is

associated by the home agent with the mobile node and indicates the mobile



2 node's current point of attachnent. The nobile node may use its hone
address as the source address of IP datagrans that it sends. It is often
desirable for a nobile node to be authenticated on connection to an IP 5
net wor k. G20MEY34 or an | P network to recogni se a nobile n8EEFIH/ORIS,sing a
shared secret key known by both the IP network and the mobite-node. The
shared secret is to be used as thezirypt ographi ¢ key. The shared secret
can be first known by the IP network and then be stored in a nobile node

i f the managenent . of .the . |P net k ge ecure ac 0 ile
node. | Hoaﬁ GURRELY RSNt of 3%0@@8@%&,%?%@9 ﬁ?\%ﬁ é'bays %r 'e$ﬁ§rﬁtgu7%ﬁ§%¥gge sent
over a R ¥elirke HdRes biPeddtagrapay #aditeepdsy. Therefore, the nobile node
shoul d be supplied to the nanagenent of the IP network. In the future,

there are likely to be many different [|P networks. According to the

pr eSent | Acr ARBeE | 15PL b BHSIMRYbY FRshiBiedds, BOANEARS 1 4

dat abase of secret keys in order to have one each of the 15 different
| P ngt worksorki Onemaiayhforr tarc ¢ netwerke ton nexogatke WODODIR H0dedB sy osiEg an

aut henti cation nethod intended, fqr tel eco i L. etwor
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the network, the data unit containing information relating to the manner in

whi ch  knewaduhte- 1R netask ang thep medstorsst incamaRilg iR 1" 4R AANAGERYn i n
the nelWoie PNferfitk idilid SEAMNALBES b 12 ridHiR! ndBESAOMd hibiRdd dror

determ ning a che I's conpared with the said authenticator.
To m@ke seturitpnéloe ssargd fsmcréthshoulérmotnbe  semt paver or meiwgrkc suptetidiedoand

heavy exchange of nessages when 25 at.t achi to the net ._and _f still
obt ai ni f§VEFIORBES eﬁ?g%m‘?’tﬁh%hé?‘%lteerri‘ (i]qgcghoqlar b&se%spﬁlgﬁ gﬁ the

i dent i f ingdd@inaHtidf the IRSRAWbK. Ihend Ritlid)ahersharehikecl besnasy diffprdnta
chal l enge from which a response and key can be determ ned%ﬁ(isentlal ly in
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30 network, ea contains a enge, a response, and a key,

whef by differengi@nretatorisiwits wiach dicouldl hbencomeedtetre nanner as in the said
nobi | e communi cati on system at |east some of the chall enges contai ned by
t he aut hentication bl ocks are

WO00/02406 discloses an authentication method intended for a
telecommunications network, especially for an IP network. From a terminal in the
network a first message containing an authenticator and a data unit is transmitted
20 to the network, the data unit containing information relating to the manner in which
the authen- ticator is formed. For carrying out authentication in the network, the
data unit contained in the first message is used for determining a check value,
which is compared with the said authenticator. To make it unnecessary for the
terminal to perform any complicated and heavy exchange of messages when
25  attaching to the network and for still obtaining the desired security characteristics
for use, such an identification unit is used in the terminal which receives as input a
challenge from which a response and a key can be determined essentially in the
same manner as in the subscriber identity module of a known mobile
communications system, a set of authentication blocks is generated into the
30 network, of which each contains a challenge, a response, and a key, whereby the
generation is performed in the same manner as in the said mobile communication

system, at least some of the challenges contained by the authentication blocks are



WO 01/76134 PCT/ F101/00015 3 transmtted to the termnal: one of the

chgl I eEgesfis chosen for use at the termnal, and, based on it, a response
and a key for use are determned with the aid of the term :
CdentifieMAYAHi . in the said first moseage the networ k°GUFREOIS 4 ith
the aid of 5 the said data unit of which key corresponding to which

chal | enge was chosen, and the autheénticator of the first nessage and the
said check value are determned wth the aid of the chosen key. WO0O0/ 02407
concer ngrapdhtiesd tocikitefmihal: be performed in a tel ecormuni cations 10
network, especially in an IP network. To allow a si nd snoot h

. | e
aut hent jo&t Pbrﬂ:‘e shallerges & CRASYP fakuRer R ithe ée@%'ﬂappﬁm’c 587 PArlear ea,
the I'P neLylds %Pﬁeénh@flfor (Jdel)ardS8StefmERE WithPqhe | Sl@NGT tide MREMIRIESI M as
used in a'Separate nobile conmunications system (M\), whereby a response
nmay be desmifichtien uhitpim theesaid liastl rmrgsagg thennetwarkds ingéfied wjthnivgudid afs

I nput. The IP network .alsa {ncludes a 15 I L.t , to
whi cR a tﬁ%§§5jg%§3t%’ﬂft°fé(vm@’v\}(%8Prrf3§p?'?%ﬂgi&ﬁ&é@ C'\?\ﬂ%ﬁbg VZ%%@E:% né%‘ﬁg% t aches
to the hRenRitMEHticator s HEbmel Micage aand ey isait tieeck vailieraret detarrietai ni ng
at |least a challenge and a response is fetched fromthe said nobile
comuni owith tesaidpé hasenteYt P net wor k and aut hentication is carried out
based on the authentication information obtained fromthe nobile

conmmuni cations 20 system by transmtting the said challenge through the IP
net wor k WOON@2405r comzdms aghayeicatian itngbea pesfoppadent 2 daleca@ntiitationge i n

the termnal's identjty nodul e, a b ' i 1t h
r espBns GWLH \?389?'?% %ﬂynﬂﬁ}vl’%g 58%%?girbg'%sé@ss%g%ﬁoﬁﬁﬁméééglg agase
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of chall'enges i'n case sonme of "the ¢ | enges woul'd conflict with reserved
Secur i t ycHadiengetgiren trdthe {dSRtily rwidubs as iBputwiinehiRvastwerkdzisa ingladesrdssi on
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when a subscriber attaches to the IP network. The subscriber's authentication
information containing at least a chalienge and a response is fetched from the said
mobile communications system to the IP network and authentication is carried out
based on the authentication information obtained from the mobile communications

20 system by transmitting the said chalienge through the IP network to the terminal,
by generating a response from the challenge in the terminal's identity module and
by comparing the response with the response received from the mobile
communications system. Such a database (DB) may also be used in the system,
wherein subscriber-specific authentication information is stored in advance,

25 whereby the information in question need not be fetched from the mobile

communications system when a subscriber attaches to the network.

This document discloses sending a set of challenges in case some of the
challenges would conflict with reserved Security Parameter Index (SPI) values,
30 which wastes data transmission bandwidth and is a potential security risk as it
provides more data for hacking a mobile communications system's secret using

which the subscriber-specific authentication information is formed.



whi ch the subscriber-specific authentication information is fornmed. WO

01/ 76134 PCT/ F101/00015 4 In both WO0O0/ 02406 and W00/ 02407, the term nal
needs to send the response w thout having any assurance o | enges
bei ng fre¥MP UYfié3fecei ved froma bona fide network. Ther ef%?@?ﬁ%/ﬁdeaﬂt er m nal
is not able to determ ne whether the 5 challenges are part of a replay N
attack. According to a first aspect4of the invention there is provided an
aut hentication nethod for authenticating a nobile node to a packet data
network, conprising the steps of: 10 providing the nobile node with a
nobi l e node identity and a shared secret specific for the nobile node

i dent it in botth YQEVR2496 and dVOOOMAAHIT ¢ the BRONFNREAR 10 SeNGVINGI TREPRMRE nobi | e
node with a : ' - .S i.n ' [ i the
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provi di pen4 Midepastivetk. dRticrefoet WiiTek tenimiirial dsitniot rabiec & ideterimine rwisgthenthesabl e by
the tel ecommuni cations network, the authentication information conprising a
chal® engeallgnges aLe paitf adeplayi attasKr espondi ng to the robile node identity
and derivable using the challenge and the shared secret; formng
cryptographic information using at |east the protection code and the 20
sessi onAseending taentiish@sphet ofidhe envaatian dheree i PYPLSeT AvhiastheMtisabRl i on
fromthe packet data. n r i : | b bile
node th@%ﬁ?#&rt %b%ticﬁﬁaégy%‘toég? égﬁ?gg ?réa(;%rk %gg%gnﬁgﬁgf%’g&irﬂ%n%h Itrlme)nge and
the shagegssgcret; 25 generating at the nobile node the session secret and

a first response corresponding to the chall enge, .based on,the, sharged
sect@t; seng'l'qwj"ﬂ%éhef m%@ler%%%%%ﬁ 2 nekye 'b%‘gange”(tj' ﬁnﬁe? wORIEY 5%%6{9
checki ngothifc fdrisd micbRB MR ifliektitpdhbadbabreAly A%elbbompmititaionedrtwolk)

Prefera Py, the nmethod further conprises the steps of: providing the nobile
node wi th apeyising thsemobile node withoz praiection code;

sending the mobile node identity and the protection code from the mobile
node to the packet data network;

15 providing the packet data network with authentication information usable by
the telecommunications network, the authentication information comprising a
challenge and a session secret corresponding to the mobile node identity and
derivable using the challenge and the shared secret;

forming cryptographic information using at least the protection code and the
20 session secret;
sending the challenge and the cryptographic information from the packet data
network to the mobile node;
checking at the mobile node the validity of the cryptographic information
using the challenge and the shared secret;

25 generating at the mobile node the session secret and a first response

corresponding to the challenge, based on the shared secret;
sending the first response to the packet data network; and

checking the first response for authenticating the mobile node.

30 Preferably, the method further comprises the steps of:
providing the mobile node with a supscriber identity for the

telecommunications network; and



t el econmuni cati ons network; and WO 01/76134 PCTI F101/00015 5 form ng from
the subscriber identity a Network Access ldentifier as the nobile node
identity by the nobile node. Preferably, the nethod furthe hges the
step of ré%%&W“é?%g the 5 tel ecomunications network at tﬁgggggg@g(‘tﬁ?data
network directly fromthe nobile node identity. Preferably, the nethod
further conprises the step of provideng the packet data network with a
shared sessi on key based on at | east one session secret. 10 Preferably, the
met hod furt heb PR She NQibsEABeOfdePtifY dNBBvErkc ABBBEY (ddrtifas asl thek
bet ween t he packet data network and the 'nobile node for conmunicating said
chal | engmobite nede idendity by tee swhitemiodat i ons |ink not being a link of the

t el econmuni cati ons network. 15 Preferably, the method further conprises the
step of using a Subscriber Identity Mdule for the providing the nobile
node Wi treferabl, | eh@odreihdentfuttitler Peeferiadd y the t lseepSubk cradognisingenthiet y

Modul e 1s used in generating of the session secre ased . on shar.ed
secr ét s‘ﬁ&ﬁof‘?reu?'ﬁg“?rl’r% ”ﬁ%‘?rf‘eatﬁhﬁeoq%gﬁfj??%/neté’borkrcgfeé:ﬁ&tjf%m tﬁ%én%é@hod
further coididenfiy. the steps of: obtaining a second response by the

t el econmuni cati1 ons network; and using the second response in the checking
the first response. 25 Preferably, the nmethod further conprises the step of

di h I i i ; t bi |
node. v af iR ABR R Rt B BTN S, PR OB IRE e ek aBRt | 2 e
on ti ne. né&Wokk efthraadharedtdessivhadldydrzgedich bideast e syddidresetret. of at | east

two authentication triplets of the tel ecomunications network. WO 01/76134
PCT/¥101/ 00015 6

Preferably, the method further comprises the step of providing a communications

link between the packet data network and the mobile node for communicating said
challenge between them, the communications link not being a link of the

telecommunications network.

15
Preferably, the method further comprises the step of using a Subscriber Identity
Module for the providing the mobile node with a mobile node identity. Preferably,
the Subscriber Identity Module is used in generating of the session secret based
nn a shared secret specific for the mobile node identity.

20

Preferably, the method further comprises the steps of:
obtaining a second response by the telecommunications network; and

using the second response in the checking the first response.

25 Preferably, the method further comprises the step of sending the chalienge from

the telecommunications network to the mobile node via the packet data network.

Preferably, the protection code is based on time.

30 Preferably, the challenge is based on RAND codes of at least two authentication

triplets of the telecommunications network.



Preferably, the challenge is cryptographically fornmed using at |east the n
RAND codes. Preferably, the nmethod further conprises the step of providing
the packet data 5 network with a shared session key based gf ﬂ"ﬁ’ﬁﬁ?i on
keys Kc cO¥FE488Hding to n  RAND codes of the chal l enge. PP&EIEIADIY. the
met hod further conprises the step of generating an authentication key
based on the shared secret, the protection code, and on an al gorithm known
10 by the nobile node and by the packet data network. In this way, it is
possi bl hef | EA8TENAb S gEdpHIsalRefonpen (idieg mehéd# thede RANDL he
packet ?g%faéréﬁgiﬁﬁﬁﬁﬁg hi gher ?he nunger of sesﬁsagl on keys Kc is used, the
strongercodeshared session key K beconmes. 15 Preferably, the packet data
network is an I P network. Most preferably, the packet data network is a
nmobile IP network. In an alternative enbodi ment, the nmethod further

conpri sé%etdheblyt e ofetgetduritémgomarisésutiee sters sif grokidingf tre packatndatakey
Exchange, wherejn the shared sess'hon keﬁ 20 I.s Raseg on the a(i). |?c<;iﬁt one
sessPon NebWPE Witlh g shared,session ke y, Rasedh QN IMesRRe O KRG CPEPRRYTRY

embodi MERANDIRI A RO EnAfcRYedi Ng the nobile node with the nobile node
identity and the shared secret specific to the nobile node identity

further conprises the steps of: 25 formng a |ocal connection between the
nobi | e ' ' : I ' t a-mobi | e
node. | e 90 n el RE P hAeL Someritag 15 an 6 §Bkrafnd bl AR ATRBITor:

f or m ng keylmeld eotheeshared seetetpdte protectii tedeycarel andinaalgotithine keowni on
having the nobi|e node identity and the share ecret specific to the
nobilPe b\é’othﬁdi'i‘@hi?%lé‘ﬁ Bapd %)hH‘gr/B?ﬁ?’feé\ﬁ%@ Q%WOﬂ%ﬁﬂﬁ@'sn‘%% 'f&?eﬂ??st'@eatﬂd t he
shared seh&ltichiOBIMBUNBRIdR bat@bé®thbo midbienBbls caPdRe WA@Y/ d4ta34

PCTI FI O1/ 00015 7 Preferably, the step of providing the nobile node with

t he nobiredwadddhiedugherithe anmbereé sersicakeyediels usseethe strorgereharssi | e

node i des%tsgito% lIe'flrI'E Bg&oﬁggrpri ses the sub-

15  Preferably, the packet data network is an |P network. Most preferably, the packet

data network is a mobile |P network.

In an alternative embodiment, the method further comprises the step of generating
a shared session key for Internet Key Exchange, wherein the shared session key

20 is based on the at least one session secret and the at least one challenge.

In an alternative embodiment, the step of providing the mobile node with the
mobile node identity and the shared secret specific to the mobile node identity
further comprises the steps of: '

25 forming a local connection between the mobile node and a mobile station,
whereby the mobile station has a mobile node identity and the shared secret
specific to the mobile node identity;

forming a local connection between the mobile node and a mobile station
having the mobile node identity and the shared secret specific to the mobile

30 node identity; and

retrieving the mobile node identity and the shared secret from the mobile

station to the mobile node.



steps of: 5 formng a | ocal connection between the nobile node and a
subscri ber identity nodule having the nobile node identity and the shared
secret specific for the nobile node identity; and retrievkgggkq &h§he
subscri be™Q #é®¥i¥4 y nodul e to the nobile node the nobile i@en ity and
a session secret specific to the nobile node identity. 10 According to a
second aspect of the invention therg is provided an authentication nethod
in a nobile node for authenticating a nobile node to a packet data

network, conprising the steps of: providing the nobile node with a nobile
node identity and a shared secret 15 specific to the nobile node identity
and usaPBrefelsbly thelstzmahprovising thesmabilewere withrtheiraekile Rede (sBITYeAode with
a protegtion cade; sendir il -' i Tepalr ion code
o't he. pisc Roredare SRl o Faf BRATS SRS el heRROmpiSeBE Seb

i nf or mak{iepR dtr om t he packet data 20 network; checking the validity of the

crypt ographic information using the challen and the shared secret;
gene? ati ng afByRg 6r\°%aé@PE'E‘e%ﬁ?g‘ betyepgdhe ﬁé‘é’démﬁﬁ% ﬁ rﬁ: ‘to the

chal | enge, at'ﬁ@@ufaﬁlﬁaxﬁf?m’e@néﬁﬁé Rbde AithtiRParsEHE dsHhrédeetidt spetifisponse to

t he packet et wo According to a third aspect of the invention there
i s provi detbrahe mabilermddeatentity; aed hod i n a packet data network for

aut henti cating.a .mohi | e, .node_ t . rhSHigg the
steps of: 30@58\@[‘% R g]err%%ﬁcg'b%g@eeﬂlﬂgenbfj?‘gqéﬁhdé]g{o\g?%%eogt%ﬁgﬁ n‘(l:o?c;llg froma
nobi | e nodaode iduntifpphnd @ Jeeeeni sterstispecifiorto dspomdilegote identhar ed secret; WO

01/ 76134 PCT/ FI 01/00015 8 obtaining authentication information usable by
t hel® el ecommuni cations network, the authentication information conprising

a chal | apgg 1 faSRTBh8 spect of the invention there is provided an authentication

method in a mobile node for authenticating a mobile node to a packet data
network, comprising the steps of:
providing the mobile node with a mobile node identity and a shared secret
15  specific to the mobile node identity and usable by a telecommunications network;
providing the mobile node with a protection code;
sending the mobile node identity and the protection code to the packet data
network;
receiving a challenge and cryptographic information from the packet data
20 network;
checking the validity of the cryptographic information using the challenge and
the shared secret;
generating a session secret and a first response corresponding to the
challenge, based on the shared secret; and

25 sending the first response to the packet data network.

According to a third aspect of the invention there is provided an authentication
method in a packet data network for authenticating a mobile node to the packet

data network, comprising the steps of:

30 receiving a mobile node identity and a protection code from a mobile node,

the mobile node identity corresponding to a shared secret;



secret corresponding to the nobile node identity and derivable using the
chal l enge and the shared secret; 5 form ng cryptographic information using
at |east the protection code and the session secret; sendin th% q?allenge
and the cMQBWiHphi c information to the rmobile node; recBFUFHY™™ i r st
response fromthe nobile node; and verifying the first response using the
session secret. 10 According to a f@urth aspect, there is provided a

met hod for connunicating bet ween a packet data network and a nobil e node

having an afg%fa%r?m he%‘ﬁ%iﬁéh bﬁ#foﬂrrf%f&tn' tl)éa e %y Qelb@&r%ﬁﬁfﬁ'@&’tﬁbﬁ@tl on

net wor k, ISl step |ngarmb| e node with a
subscri b@twbﬂkenhetamthemtudd\@n tmmemmnomansmgsanmaAbn@e amdl aféewﬁ@ by

t he nobil e node, of the subscri i dentit fier
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a fifth agpRetshatdifséserbe provided an authentication method in a gateway
for acting as an Interface between a packet data network and

t el eSommuni demiiog cryregkapkih aVPIRAtoN debe#d least e RIRREHRT EQ@? GRIdBEver,
conpri s:]sﬁg IIohe %eqps of : receiving a Network Access ldentifier fromthe
packet gOhSWOT k; 25 for i ng a subscriber identity suitable for use in a
t el ecommuni eehiipgshe tBtendge ndmnd beypidgraphik iMooestion thetei Mpkile NeA%vi di ng

t he tel econmuni cati otns network with the iubsarl ber identity; receiving

from an aut KesRIYIRgH st ?eﬁp@élﬁeéfom § TeQLe BRES AL ssi on secret t hat

cor responds Jewﬁgg RGRN3Bdisiy thBeeasipRGdchar i dentity; and 30
provi di ng the et data network wth the challenge. According to a sixth

aspdét, there is provided a Gateway for acting as an interface WD 01/76134

Pt Fl%%%giﬁg 19 2BLME BRLLY 6854 BRoviidiRs tkinddict ditBhkcating! 2

tel eco
between a packet data network and a mobile node having an access to a

subscriber identity of a mobile telecommunication network, comprising the steps
of:
15 providing a mobile node with a subscriber identity for the
telecommunications network; and
forming, by the mobile node, of the subscriber identity a Network Access

Identifier as a mobile node identity for use by the packet data network.

20 According to a fifth aspect, there is provided an authentication method in a
gateway for acting as an interface between a packet data network and a
telecommunications network having an access to an authentication server,
comprising the steps of:

receiving a Network Access Identifier from the packet data network
25 forming a subscriber identity suitable for use in a telecommunications
network from the Network Access |dentifier;
providing the telecommunications network with the subscriber identity;
receiving from an authentication server a challenge and a session secret
that corresponds to the chalienge and to the subscriber identity; and

30 providing the packet data network with the challenge.

According to a sixth aspect, there is provided a Gateway for acting as an interface



havi ng an access to an authentication server, the gateway conprising: an

i nput for receiving a nobile node identity and a protection code fromthe
packet da#z network; 5 an output for providing the authenti i rver
with the nodPYEode identi ty; an ingut for ?ecei ving a chgﬁ‘&gﬁ'ggﬁgnd a
session secret corresponding to the nobile node identity fromthe

aut hentication server; a first procé&sor for formng cryptographic
information using at least the 10 protection code and the session secret;

an out pWenf&en iteviadingdat peckeadatd réalerknahuod kelcomrirsicatiorsl aegeriand t he
cryptographic information for further transm ssion to a nobile node; an
i nput  f GaVINgcE aeGRpsdofar authelicabing Sep r BSIHENAY R L hal | enge, based

on a shar ed sapsly APRGLALiRg LombBR: AUBSAdRY ahdaNbldciRRGRAYSmiNe t he 15

nobi | e node an eco ni cati ons networ fromthe nobile node via
t he pageeketdddta nedwonss k; and a second processor for verifying the first

response for authenticating the, nobile node. 20 Accoydi . nt h
aspett, ther &M gutrpru%\;paeq{ogld% g‘\ﬁaf”:”berm'géﬁ?rﬁgsea{gegﬁmq m]egr’%ﬁ%% ﬁggg\een a
packet d@dritynet work and a tel ecommuni cations network having an access to

an aut hentication server, the gateway conprising: a first input fO{2
receiving a Retinpyiioneeeaidng acheilengs and GraassHsRK et CUERSPONAEIBIRE 25 a
process ar 07 i g t uitable for use in a

tel ecom?rﬁu%qlfc%aﬂdgn@]eﬁgttya{)ﬁ%%é%m?ﬁg&%eﬁ{hv\ébeﬁeiccess | dentifier; a first

out put for profiistiprgceédsortfet éorommnu rhrgetogEphic étfaonktion tusinghet leaghdbei ber

identity; a first inpyt, for receiving froman authentication server a
chal%en éOtgﬁ{ﬁoréco%agaég?3ﬁ3§%%F§?regorrespondi ng to the challenge and to

the subscri beh d@pot fdr)ﬁroﬁﬂﬁ\\?\ghéﬁkﬂéﬂdt @atapitwiork withomiedihaglehlie apddket dat a
network with the chall enge. 01/76134 PCTI F101/ 00015 | 10
cryptographic information for further transmission to a mobile node;
an input for receiving a first response corresponding to the challenge,
based on a shared secret specific to the subscriber identity and known by the
15 mobile node and the telecommunications network, from the mobile node via the
packet data network; and
a second processor for verifying the first response for authenticating the

mobile node.

20 According to a seventh aspect, there is provided a gateway for acting as an
interface between a packet data network and a telecommunications network
having an access to an authentication server, the gateway comprising:

a first input for receiving a Network Access Identifier from the packet data
network;

25 a processor for forming a subscriber identity suitable for use in a
telecommunications network from the Network Access ldentifier,

a first output for providing the telecommunications network with the
subscriber identity;
a first input for receiving from an authentication server a challenge and a

30 session secret corresponding to the challenge and to the subscriber identity; and

a second output for providing the packet data network with the challenge.



According to an eighth aspect, there is provided a communi cati on system
conprising: a telecomunications network; a packet data network; 5 a
nobi | e node: the nobile node conprising a first processor g a
protecti ogﬁ%i’)‘d@}“ a gateway for acting as an interface betﬁ/ﬁfogﬁéeﬂlga ket
data network with the tel ecomunications network; a subscriber identity
nodul e accessi ble by the nobile nod& conprising a 10 subscriber identity
and a shared secret; an authentication server for the tel econmunications
net wor k AcesRiing i tad ahhélghﬂ'lﬂaéépécseﬂﬁ@rb i@ppedided hheorsthswcdtiver systemity;
the authentication server being adapted to receive the subscriber identity
and respOmMPISEIdy to return a challenge; 15 the gateway conprising a second
processor fo F@Cm E AR H: BH(C i nformati on based on the protection
code; the nobile node erng a pted to receive fromthe gateway the

chal | enge andacket datpptedgorkphi ¢ i nfornmati on; and being adapted to provide
t he subscri ber gl)gegntl ty nmodule with the chal | enge to responsively to
recelve a fi AIP° e 20 based on the challenge and the shared secret;

the first pr ﬂc@msleh@ua@oﬁwﬂsh@ra selapireckdsor feeformhying laqorpramentaoda code to
aut henticate the gateway to the nobile node; and a thi Bﬁé&r
ne Vﬁor r"(‘i'é’? to

accessi bl e bg QQ{@WQ)ﬁtf‘éfv@@}'”Boﬁ‘s aarinteyiaRg hetween thg p?%}%eé

aut hent e‘i’eéé?ﬁmﬂﬂf&'ah@né‘ﬂgﬁvor@‘r’ According to a ninth aspect, there is
provi ded a communi cati on system conprising: a tel ecomunications network;
a packet data sgiseubkr idgdtity molgiulee ancelsitiavintheamebile InodeoeempEsingidy; a

gat%\/ayngéc %rllg&t?fagga's%ta? égé:grep,et ween the packet data network with

an authentication server for the telecommunications network comprising the
shared secret mapped to the subscriber identity;
the authentication server being adapted to receive the subscriber identity
and responsively to return a challenge;
15 the gateway comprising a second processor for forming cryptographic
information based on the protection code;
the mobile node being adapted to receive from the gateway the challenge
and the cryptographic information; and being adapted to provide the subscriber
identity module with the challenge to responsively to receive a first response
20 based on the challenge and the shared secret;
the first processor being further adapted to verify the protection code to
authenticate the gateway to the mobile node; and
a third processor accessible by the gateway for verifying the first response

in order to authenticate the mobile node.

25
According to a ninth aspect, there is provided a communication system
comprising:
a telecommunications network;
a packet data network;
30 a mobile node having a mobile node identity,

a gateway for acting as an interface between the packet data network with

the telecommunications network;



t he tel ecomuni cati ons network; WO 01/76134 PCT/Fl O1/ 00015 11 a subscri ber
identity nodul e accessi ble by the nobile node conprising a subscriber
identity and a shared secret; an authentication server forP&.p/gI 1/00015
t el ecommuME%754s network conprising the shared secret mapped to the
subscriber identity; 5 a first processor accessible by the gateway for
formng the subscriber identity ofithe nobile node identity for the

t el econmuni cati ons network; the authentication server being adapted to
receive the guhREHBS idef8it iodulaRgcs o nsi thel pnobie rmetder compasiag lenge;
the subscriber identity nodul e being adapted to receive the chall enge and
10 r espeubsaridey identityornd a shered S‘P‘é@gonse based on the chall enge and the
shared secret; fatel sty WBB« SstheMéitg tiey
verifying thghﬁum%%t@?tz@ggﬁgeep?%ﬁg%?o aut%éélr??]is%tebﬁ(he m%bi Ige node. 15
Accor di Bpated sectemhappesprecthe subscebésidpntityl ded a nobi |l e node conprising: a

b ib ideptit dul e havi b i i j Ly f L HEVi th
SUbsSri ber 18 S aleCRE A REPBIE hy oF el e g e SRR 09, "
the subsohinp6rthb eabilel YodBidehatyafae tHeeietommanicatirieemétvaakii on server

accessible by the tel ecommunication network; 20 a proce sof for formng a
nobi | e node ihteauiheptieatinsy sefyer reirg Fsapiaskio reaedr Me SUls §rd%?ﬂﬁ§¥1i cation

bl ock far k i it et data network, adapted to send the
nobi | e ﬁ88§8. ent“lfet%@%t%eéjﬁg%l et” data network and to receive

responsi vel ytie shisddribeg@dntipnmiduil@beke adantad fetragrike thg chakendenante

subscriber identity nodule is adapted to f j e

cor 1@s péﬁ%ﬁ’%’@"’teﬁy tt‘?\:éor(f‘i’laﬁ ﬁ' ﬂgée,sDSQ%db?ﬁ?dt ﬁérqsh%azrﬂl‘e%@sng%r %’?&qigcsohradrle%g to an
el event Roasfpesig there is provided a conputer program product for
controlling a nobile node for authenticating the nohile n?nggtt%eafi%§cket

data 30 net AOSRSORDATPFEISN: accessible by the” gateway for veri
response in order to authenticate the mobile node.

15  According to a tenth aspect, there is provided a mobile node comprising:

a subscriber identity module having a subscriber identity for identifying the
subscriber to a telecommunication network and a shared secret specific to the
subscriber identity module and known by an authentication server accessible by
the telecommunication network;

20 a processor for forming a mobile node identity based on the subscriber
identity; and

a communication block for communicating with a packet data network,
adapted to send the mobile node identity to the packet data network and to receive
responsively a challenge from the packet data network;

25 wherein the subscriber identity module is adapted to form a first response

corresponding to the challenge, based on the shared secret.

According to an eleventh aspect, there is provided a computer program product for
controling a mobile node for authenticating the mobile node to a packet data

30 network, comprising:



WO 01/76134 PCTI F101/00015 12 conputer executable code to enable the
nobi |l e node to obtain a nobile node identity and a shared secret specific
to the nolj identity and usable by a tel ecommuni caty rk
conput er 3&%?Uﬂ§gfe code to enable the nobile node to obta?ﬁqg§%?§?§gtion
5 code; conputer executable code to enable the nobile node to send the
mobil e node identity and the proted®i on code to the packet data network;
conput er executable code to enable the nobile node to receive a challenge
and crypt ographutei eterutable @odé toentble thachkatiledzide toeditairka mabileaaset er

execut abl e code o enable the nobil ode to check.the validi of  _the

crypt ogrSpRitY 5}']5# 6%?%*9??@‘9?'%{%?%%&? RyE 2% {Of?é‘%%éPSd‘%é'@r%X?

conput eryReRmthakikbatidideetverienabl e the nobile node to generate a session

secret and a first response correspondi nﬁ to the chall enge, based on the
e

shared secreampuatexscyabisutade xenaflanhe reekile Pede kRbERID FPIRIBRUCE node
to sgld é&’%_fi rst response to the packet data network. According to a
twel fth aspéct, there is provided a conmputer program product for

control | i ng comautietexdatitableetvges ko temadbls hise trhahitee nadettoi sendhditke maebilehe
packet data . 20 network, conprising: conputer executable code to enable the
packet d%ﬁ& W@f\%%%eﬁge@%ﬁ@”&03%6%ﬁ1€28%%d?§e'ﬁ? WQKand a protection
code from a smhblier BRECutabBeddRDb! habisithe hiddikiradecter feeeenalichglidryea
shared secret; conputer executable code to enable the packet data network
t 0 obt ai and geyptagraehiciinfatmation fiedrthataskeilddBINetW9™ he t el econmuni cat i ons
net k, the i i jaf.ar [ LS I i

cesebn secr b EF PEETHbREI BIIREIC I RIRIL T 8 Sk EEIRANE o
usi ng t hiaecdightographiaintormdtienaisinethesdallenge aodpioe shamdesearehl e code to

IR AN N F N SEy Qrar e

secret and a first response corresponding to the challenge, based on the shared

secret; and
15 computer executable code to enable the mobile node to send the first

response to the packet data network.

According to a twelfth aspect, there is provided a computer program product for
controlling a packet data network to authenticate a mobile node to the packet data
20 network, comprising:
computer executable code to enable the packet data network to receive a
mobile node identity and a protection code from a mobile node, the mobile node
identity corresponding to a shared secret; _
computer executable code to enable the packet data network to obtain
25 authentication information usable by the telecommunications network, the
authentication information comprising a challenge and a session secret
corresponding to the mobile node identity and derivable using the challenge and
the shared secret;
computer executable code to enable the packet data network to form
30 cryptographic information using at least the protection code and the session

secret;



secret; WD 01/76134 PCTI F101/00015 13 conputer executable code to enable

t he packet data network to send the challenge and the cryptographic

i nformati Qp,hP-dif)e mobile node; conputer executabl e code tg@cgpaRloBoishe
packet data ne%mork to receive a first response fromthe nobile node; and
5 conput er executable code to enable the packet data network to verify the
first response using the session segget. According to a thirteenth aspect,
there is provided a conputer program product for controlling a nobile node

to communi cabg, gﬁhémeﬁe&ﬁﬁﬂﬂét céhe B RALMRI the bAckdTORth enetdBrinasieehatheg an
access to a subscriber identity usable b t el ecommuni cati ons network,

t he conmhiaiengs and e pryptharapisipeIsatRN %/Q:'Qb‘@ﬁ[lp@ﬂe BREBut abl e code to enabl e
the mobile 3@8}%5%% %éé.\etg@e ccﬂ@%kd %Pﬁglgdt% %&ég%ﬁ% ikbEr réc@%thty and

comput er ex 0 énable the no orma Net wor k
Access lffi@nesporede pbmtithe raoibikcnoderanddentity as a nobile node identi ty for

use by the packet data networ Accor di f rte nth here is
provPded a (FQHTRHt%rr expeyrae Wcs%ﬁﬂ:lenag’lﬁ h%oﬂ??'iﬂt Craﬁ %a‘?grﬁ% théetl ng
as an inter fpoe.BEENGLOsiRgRAE “K8Esid@kacreet wor k- 20 and a teI econmmuni cati ons
network having an access ?o an aut hentication server, the conputer program

product conprising: conputer executable code to enabl e the gateway to

recei ve i omput er
xocut sfGsTUnR e 8 REETEn pREOY ST i §RVIdsia BBREerAbGaRFDIBIEL 107D

| dent i f i ntraliipyhs eiddiernddiett commamidaid Méthf @packet dataanetwbrkc dmrmubdlat i ons
networ k; conputer executable code to enabl.e th to _prov he

tel é@omﬂﬂﬁec%%Y'Bgnsarhéﬁtht&W ﬁ@b%ru'tS’?E{' Yplipa e[? %3’% %’I‘\qé'e%@ﬁbm'&e#{%nts

execut atHeff Sﬁf?né 90:?15%9—:1reprb&%nga]?&i%}’cérﬂph@lﬁg' ve from an 30 aut henti cati on

server enge and a seSsion secret corresPondlng t he
computer executable code to enable the mobile node {0 provnde a mobile

node with the subscriber identity; and
computer executable code to enable the mobile node to form a Network
15  Access Identifier of the subscriber identity as a mobile node identity for use by the

packet data network.

According to a fourteenth aspect, there is provided a computer program product
for controliing a gateway for acting as an interface between a packet data network
20 and a telecommunications network having an access to an authentication server,
the computer program product comprising:
computer executable code to enable the gateway to receive a Network
Access Identifier from the packet data network;
computer executable code to enable the gateway to form of the Network
25  Access ldentifier a subscriber identity suitable for use in a telecommunications
network;
computer executable code to enable the gateway to provide the
telecommunications network with the subscriber identity;,
computer executable code to enable the gateway to receive from an
30 authentication server a challenge and a session secret corresponding to the
challenge and to the subscriber identity; and

computer executable code to enable the gateway to provide the packet data



chal l enge and to the subscriber identity; and conputer executable code to
izable thE getﬁmaK tohp{Fvide t he packet data WO 01/ 76134 PCT/F101/00015
network with the challenge. According to a fifteenth as

provi ded ¥NBABEY medi um containing a conputer program;négﬁ*% accordlng
to any of the previous aspects. 5 1n an alternati ) e method
conprises the step of authenticatingathe nobile node to the packet data
netmork mﬁth a prelimnary authentication nmethod before authenticating the
mobi | e ,ﬁqwgheeggghgﬁ‘gata network. 10 Advantageously, by utilising the
secr et shar bet ween the tel econmuni cati ons network and the nobil e node,
subscri ber identity nodul es can be used for strong nutual authentication.

Thi s pr |de réi t ein
whi ch e g?f rb(?éé%he ei%%ﬂ glg%\%&gh%ééjo%f e te econnb’nﬁ%tg%ncsogﬁ%tﬁﬁ i can
be used coffpuidrepregiamd prazics acdordimg t@sa:re,cdﬁ thb goedpps gspectyari ous ot her
aspects of the invention. In sake of briefness, the enbodi nents have not
been5repeat ed in connection with every aspect of the invention. A skilled

reader b, @Emﬁﬁbaén%éd?ﬁen?QH@%&EGQ cRnprites\tRé ispsofasnréiticaingede on t he

advantages of the first aspect of 20 the invention. The invention will now
be descmdﬂnla ndge Watheopackehdpta neiwgrk with A Pféf'@ir@%@Uihﬁftt'ﬁém’b&ﬁfﬁ%‘ényl ng

dr awi ng@fa C’“"z‘éﬁﬁﬂ{ﬁ rinéﬁﬁg%ﬁe% %é?&&% hé kan I P network having

an P n _ _ _ I'on accor ng to a preferred
enbodi nent of the invention; Figure 2 shows a shared session key exchange

Gt Ghsi AVERIASEALRY. BY Hlang, LiRverE! EhgCRL beRel e MledSMAERlIcaBhs °"

network and the mobile node, subscriber identity modules can be used for strong

mutual authentication. This provides a straightforward trustworthy authentication
procedure in which existing authentication data of the telecommunications network
can be used.
15

The embodiments of one aspect also apply to various other aspects of the
invention. In sake of briefness, the embodiments have not been repeated in
connection with every aspect of the invention. A skilled reader will appreciate the
advantages of the various aspects based on the advantages of the first aspect of

20 the invention.

The invention will now be described, by way of example only, with reference to the

accompanying drawings, in which:

Figure 1 shows a system comprising an |IP network having an IP networking
25 compliant mobile station according to a preferred embodiment of the
invention;
Figure 2 shows a shared session key exchange procedure of the system of
Figure 1;
Figure 3 shows an authentication extension according of the system of Figure
30 1;
Figure 4 shows the format of a new shared session key request extension of

the system of Figure 1;



Figure 4 shows the format of a new shared session key request extension of
the systemof Figure 1; WO 01/76134 PCT/ FI 01/00015 15 Figure 5 shows the

format of w shared session key reply extension of the Fi gure
1; Figur e‘%)glﬁm\%‘ an Signed RESponse (SRES) extension of t_§¥/§§/0§}tagdr§of

Figure 1; 5 Figure 7 shows architecture of a nobite communication system

according to another enbodi ment oft&he invention; Figure 8 shows
significant functional blocks of the systemof figure 7; Figure 9 shows

the maj piguss gnal | dmaveiriformal of Adetysiaad ebsdibg ke réplyrédensiod 0f steoows a
detail ed signalling chart of an authentication operation of 10 the system

?f figure 7; Figus¥séemPfXigig 1 b formtogether a flow chart show ng the
uncti opg| | of =Y 0 Wple¥ hepdibsabj on of
the systBeP ot S B Bl g e b
showi ng the functkigned ity of the 15 d obal System for Mobile

Communi cati ons/ General Packef Radio rvice Authenticatio .billing
Gat ehay FES Rg ¢ HEVHER ABTUFELIPaN & BIORRECLyROLhAG Fygis 20l I 19
shows the maj or sigwBbl EmBo8imeéntcIthe Mvieaflorli sconnection of the nobile
node fromthe network of the systemof figure 7; 20 Figure 14 shows an

: nt er neFigusy BExXcE%tnyés pigpiicant kinghenal Hlogksiof haraemsof Tigyre it i at or of
n | e : | :
ernek; ey gExchalges %ﬁ%‘.%gﬁ@c&&w& the Kefem %’f‘ﬂ%g%?emmd' ment of

the invention;, Figure i catlions to'the pro re of Figure 14
when t hfigeubloc dHuvess detailed|digmaliing thad ajfart laethambiiclaéormc;m@ra@ran?
inifiator of Internet 25 K?é Exghange negotiation; and Figure 16

i 11 &trates proceli§raystainghf HEen-g'nt i cation system according to an

embodi NeRuré 1tiBeand V8Bt {o?fh together a flow chart showing the functionality of a
Public Access Controller during the authentication of the system of

figure 7;
Figures 12a to 12d form together a flow chart showing the functionality of the

15 Global System for Mobile Communications/General Packet Radio
Service Authentication and billing Gateway during the authentication
of the system of figure 7; '

Figure 13  shows the major signaling of a controlled disconnection of the
mobile node from the network of the system of figure 7,

20 Figure 14  shows an internet Key Exchange procedure when a mobile node is
an initiator of Internet Key Exchange negotiation according to yet
another embodiment of the invention;

Figure 15  shows modifications to the procedure of Figure 14 when the Public
Access Controller instead of the mobile node is an initiator of Intemet

25 Key Exchange negotiation; and
Figure 16  illustrates procedure in an authentication system according to an

embodiment of the invention.

In the following, a preferred embodiment of the invention will be described applied
30 to a Global System for Mobile Communications (GSM) telecommunications
network. For authenticating a mobile node to a packet data network, Subscriber

Identity Module (SIM) cards normally used for authenticating GSM subscribers



In the follow ng, a preferred enbodi nent of the invention wll be described
applied 30 to a dobal Systemfor Mbile Communications (GSM

t el econmuni cati ons network. For authenticating a nobile np((f:lﬁmtoplmﬁlpacket
dat a net wWYk7&lMscri ber Identity Module (SIM cards normafly used for

aut henti cati ng GSM subscri bers WO 01/ 76134 PCTI F101/ 00015 16 GSM net wor ks
are utilised. During authenticationgprocess, the SIMand the GSM

t el econmuni cati ons network communi cate across the packet data network

rather cERARefWtikEaM h%li@@d?mﬂmcahih%ﬂﬁcétﬁwﬂdeesé, fFeesas ralthe GBMof t he

t el ecommuni cations network is irrelevant. GSMis used as an exanple, but
t he nettetadommupricaiiensinakvags domypuniaateearars b ipaeketTdata stwar @S ons

System 3%’5§%9$6M§?1?8§4@@n§§§§@|”£®858t Radi o Service (GPRS). Actually,

GPRS ca xtension'to GSM rather than an i ndependent
network in the sense that GPRS operates using GSMradio 10 access network

and GSM aut henticati on nethods. The_.invention w.ll be d ni.be i.ng three
exarfpl eShe BRMA¥PE1 OF H1eatRRCAHMYNICRERNG Qef rPHﬁl'réﬁlg?{?%tt ﬁ%ﬁ’w 'Wg?g%esxi sting
mobi | e 4P SxAABR, OByt Al UhbiciRUtypd i e a8 RIRLES Univkradlr stie LAN
envi ronnent w roam ng fromone sub 15 network to _another sub-networKk.

Exanpl eTSlecanaiunicationgesystami GIMTH) PKEIMyth GeneraliRacket Radige3eViERAMPLE 1
: MOBI L 0, LNt h f ' i i i d
ar ot e ReE b GPRELFAL BE ERPIIE s &) ski¥held /G raltBRih, Nofts

t he f oram ahdeperidenthetfvodk dhtibe 3brese Bl GRR®yoprhtasi usiog GSbhirgde
subscription identifier consisting. of a national nobile subscriber

i detfl i t §oagass Netwer and @&M@PW%&&'OFFB}ET le, inthe GSM the IMSI is
represented by bytes fewer than the nunber of digits in the IMSI. 25 The
IMSI is transmitted in nobile I P nmessages as a Network Access ldentifier
(NAI) . The invention will ber dessibedsusiBaribrag exampias. Sosapple 1 relates to a
"1234567 nera..fi L nsi Qs : t 6 L@ISmieLy” ) -
ence,  TRETAP dapleadhiarbiy ke, kg HooBIETE Sxicriieg A@MIREd

i dent i f ERamplenberc)ateé tbhe wiedlese LAN environment with roaming from one sub-

15 network to another sub-network. Example 3 relates to generation of IKE keys for

Internet nodes.

EXAMPLE 1 : MOBILE IP

20 In the preferred embodiment of the invention, mobile nodes are identified by an
International Mobile Subscriber Identity (IMSI) in the form of a string of digits. The
IMSI is by definition a unique subscription identifier consisting of a national mobile
subscriber identity and a mobile country code. For example, in the GSM, the IMSI
is represented by bytes fewer than the number of digits in the IMSI.

25
The IMSI is transmitted in mobile IP messages as a Network Access Identifier
(NAI). The NAl is in form of imsi@sonera.fi (for example "1234567 @sonera.fi") or
imsi@gsm.org (for example "1234567@gsm.org"). Hence, the NAI carries an
identity (for example as text or as an identifier number) of the mobile

30 telecommunications network whose subscriber the mobile node is and an
identification of the domain of the mobile node. This allows recognising the

telecommunications network directly from the NAI.



30 tel ecommuni cations network whose subscriber the nobile node is and an
identification of the domain of the nobile node. This allows recogni sing
the telec pcations network directly fromthe NAI. WO
PCT/FlOl/Oggq%Hhég The latter of those two exanpl es of NAlgkéﬁéag§ﬁ¥%rg
domain, is an exanple on an upper |level domain that is adapted to seek for
the appropriate domain relating to the relevant GSMt el econmuni cati ons
network operator. 5 The formng of the NAI fromthe IMSI allows |ater
determ nation by the packet data network of the relevant GSM

tel eco ni cati ons, network operataor.,.based on th NAI. al one. i noves
need t %Pﬁi‘t&?rt&éW?%QV%ﬁ@JgPleaaf’? é\lﬂeﬁﬁogsf{nacﬁg dl%gbao{rl]’ 'S%Qt %gaa"s]%ign@p%?ng
toget her \dhEf RRBNHoMAlFHRATEIBHSREHADSSSRR! 1oP ke @PFairats danthin tolatifgito
subscribers. In general, identifying nobile nodes with NAIs is known to a

person othf redevany GSMitelesamminigaiions NepworlORGRI®t ensi on can be i ncl uded
in a Registration Request or a Registration Reply, both of which are
described later. 15 QOperation of the SIMcard in the GSMtel ecomruni cati ons
net wor k Wikl forminglad the Nall dionethe IMSIGSNMws laterededermikatiom by diné packel datan

al gorithnms whjc re refer to as A3.and A8. These al gorj on the
SI M and MRMWOHS Cgfkﬁf f?k?i*’%%‘oé%&f%%‘i%’ﬁ‘é‘”f?@ﬁ%? KR S%D%{F%ﬁr F%‘%ﬁﬁgﬁe a GSM
shared se@|eiiofé. Bhie rRfhdveeMEdtd ArirthM anthd packetMadie!reeworRiang &dadns
networ k operator, which typically stores themin an HLR (Hone Locati on

Regi st er YatabagsenpBppingstegethes diffasgnt selpppmostcalionsEgtwort oRgraiers #edt i on,

t he M . %gzu- Lgations network operator generates a 25 chall enge RAND
t hat %s gl%l'gg |t'B%gs§dom code, which is to be used as a challenge, a

correspondi ng 64 bit GSM session key Kc and a 32 bit signed response SRES

f ifying the res tq the chal. _ The 64 bjt ' Nes)
sesst on LbygaRerdls QAOEARS SOl PRESARVLT BB Rt 18 PRRRS SitiFhe 12
bi t | ong sRiES i tdbRBarahR NAExtdIsidS chh bBANELded e a RugistrationoRe D or SRES

a Registration Reply, both of which are described later.
15

Operation of the SIM card in the GSM telecommunications network will now be
explained. In GSM, there are known authentication algorithms which are referred
to as A3 and A8. These algorithms run on the SIM and in the GSM

telecommunications network. These algorithms and a GSM shared secret K are

20 known by the SIM and the GSM telecommunications network operator, which
typically stores them in an HLR (Home Location Register) of a Mobile services
Switching Centre (MSC).

In authentication, the GSM telecommunications network operator generates a
25 challenge RAND that is a 128 bit random code, which is to be used as a
challenge, a corresponding 64 bit GSM session key Kc and a 32 bit signed
response SRES for verifying the response to the challenge. The 64 bit session
GSM session key Kc is generated by the A8 algorithm as A8(K;,RAND) and the 32

bit long SRES is generated by the A3(K;,RAND). The combination RAND, SRES

30 and Kc is generally referred to as a GSM triplet. The GSM telecommunications

network operator sends the RAND to its subscriber (GSM telephone), the RAND is



30 and Kc is generally referred to as a GSMtriplet. The GSM

t el ecommuni cati ons network operator sends the RAND to its subscriber (GSM
t el ephone), the RAND is WD 01/76134 PCT/F101/ 00015 18 received by the
subscri beW@id’6idde subscri ber passes it to the SIM which P?E@F%Gﬁ‘b‘és SRES

and Kc. Then the SIMresponds to the chall enge by sending-the—SRES—The
operator receives the SRES and can gpnfirmthe identity of the SIM The

GSM t el ecomuni cati ons network operator can also verify that it shares a Kc

5 W' th Ej&o \C@n Ecgﬁ Rqt @D SB svgr?ﬁaf)?sseégcﬁy% tHat 81" afikis over a

€ a van age of enge-response mechanismis
t hat Kc remedea:emSEESoand; &t Tbe/retha 51:Y Gﬁsbpamﬁi to tod ahalégngenily shm@ng theannot

eav ed. 10 Figure 1 sho co ni cat.i on, _system 1 |S|nga
mobi | o BPESeL Hof RPRIAST FRAAES TR S PEdet RO PR FG UBHATS RN BY (105 o
accordi mae@sm tleRiopirh BRicafoTROSEtIRIL opbrdtbecamyrRBtediy thEl el Mei;a rn@de M
is typica a |l aptop conputer with a wireless network adapter and

Sﬁft wnthd%e@MTw@m@we cpealy meintk}eéqseﬁdal encrypiodrda thaffie ayepe §SMched to
P
et ¢ PR RRRE] M 88 faGe P IhS ShaohGUiRgbnde pliEnafisp REMAIRE

adapt er hef@r reedmbei caht noveni the aSSdead@ccceaenepimanﬁ thwexr ib cAbANt badi o
channel , § ionally) a second radio block RF2 (A PCMCI A GSM adapter) for
conmuni 83 %OW? a GSM network GSM B, a naster processing unit MPU (for
exanpl e a mcroprocessor or digital signal processor) for controlling the
20 aforenenti oned bl ocks and a nenory MEML containing a first software SW
f or10 opEigare igshas wmmnelcwm SyReM 48scmpItnGRi oL IPAceduarkpdime s AP

Lor PrOBagageh e Wi ool TReRa B BT soPall § Breeronen

for c thentication,
Aut hor i eatbo«ﬂnmam:lotémeomnenmtgi sTerevmobFFM)@deTMé' iGBwineﬂwarlkpt@SMora)mtera horre

K of. . _The Lon,
At hor | S0 TSRS GRBBA PAGPSE AU SoHRRRS oG e A FURTDI oRPbEE o

dat abasfogesMT 84N Bk RRHBH wmeamb ahé eidbsiatrioee m C@&frﬁlsbB% mwmm bers of
the GSM B. These data include the | MsSI_and GSM shared
15 KB, a Subscriber identity Module SIM_B, a first radio block RF1 (A PCMCIA
Wireless LAN adapter) for communicating with a radio access point over a WLAN
radio channel, (optionally) a second radio block RF2 (A PCMCIA GSM adapter) for
communicating with a GSM network GSM_B, a master processing unit MPU (for
example a microprocessor or digital signal processor) for controliing the
20 aforementioned blocks and a memory MEM1 containing a first software SW1 for

operating the MPU.

The MIP comprises a plurality of Access Points AP for providing the MT with a
wireless connection, a Public Access Controlier PAC for controliing the APs and a

25 Foreign Authentication, Authorisation and Accounting server FAAA.

The GSM network GSM_B is a home GSM network of the SIM_B. The GSM_B
comprises a Home Authentication, Authorisation and Accounting server HAAA,
which has a subscriber data database comprising accounting and authorisation
30 data the subscribers of the GSM_B. These data include the IMSI and GSM shared

secret Ki for each subscriber.



secret Ki for each subscriber. WO 01/76134 PCT/FI OL/ 00015 19 The MP is
connected to the GSM B by a GSM Aut hentication Gateway GAGN The GAGWis a
server and it has a nmenory MEM2 for storing a second soft nd a
central proR&¥®&#* cpU for controlling the operation of thﬁé@&e%&é
executing the second software SW2. The GAGW coupl es together a server in
the 5 GSM B and a server in the M P.19These servers are designated as a hone
AAA server HAAA (AAA refers to Authentication, Authorisation and

Account i Tigg MIPds @®nnéctkarteitas G\&M_&b%@ GBMA.UtHETRICBAGHh Gateakg GAGKMEL i on as
a nobility agent MA. If the MP is the hone network of the I\C/g hen t he
PAC i s als® GAGWHE angeiver ARAdE has gempmonoMieVRiTee SIORBI BAECERIILIYIVE'S a

foreign $g\?é\?ﬁ& aag%tf]a;epémnrbdbg AﬂA’g c{b@fr@lﬂigg%éé?g@f’at%fgf ehdlBeR@ey FA.

HAAA i s edint T ated in the MP. Communi cation
bet ween éxezuting tHAsesaTd/ softwarcGVE. bihe GA&GW asluptessiggeliisir@ pamepiothdcol .

Th | i t d i\ hgd A ' hgat i

or acces WPR-H 80 sesBvrefT ) hbBEr TBERS seives? b eftbrited dB SHPRELRART "
nobi | e nggloef BAAA Rk edferriaANRiamit tiorn AhRstshtasEidDActayntifg) andgsner at ed
both in the MI and in the FAAA server. Authentication is.carried uii usi ng
GSM B and ferelgnahMh serygres AR e PAasantalee Bnchen s '%P@E@H’M‘?&e fi 11

be simlar | ' | ti ' K.
At hent | 1 S R B e

GSM B. 2MheThid. Dtheviss the RAGcokblbygptoa tiraignt hetwork @ner thexBARI eam beapt op

conmputer with w reless l.ocal ar t\Wor n ar.d

eaddl - mverh PRa GO ARt Fodd s S dpoaly ) i VB ANl

GSM B, bptateaCri wes MIPRADBUtatigh betwden tisd NwB. ANN $eRAND occusertly to the
MI and the RESP is verified against the RESP that the tel econmunications
net wor k FMeanppebastiable Adheretosat iThe A PRICER! S Ret d?%crltbt‘ﬁgﬁ?ﬁf@d by usi ng
multiple RANDs in order to generate an authentication key which is nore
secure than just one Kc. Figure 2 shows a shared session key exchange

pr ocedur Anaivetview of teeautbentigationeprotess wilt hew tosl brisflyrdgscrined pincydeite i s

bri e1f é y E&Wgﬁﬁéﬁg da r‘%ggilé rﬁ%ﬁedf%?%r;i)g&%t idgtarrﬂéﬁvor’ka,oa %ﬁ%?éd session key K is
generated both in the MT and in the FAAA server. Authentication is carried out
using GSM_B and its SIM, SIM_B. In this case the authentication procedure will

be similar to that described above in relation to a basic GSM network.

Authentication utilises the K; which is present on the SIM_B and in the GSM_B.

20 The SIM_B is accessed by providing the MT (for example a laptop computer with a
wireless local area network adapter) with a SIM card reader. Aiternatively, the MIP
does not directly access the K; of the GSM_B, but receives a RAND relating to the
SIM_B. This RAND is sent to the MT and the RESP is verified against the RESP
that the telecommunications network has produced. Authentication can be further

25 improved by using multiple RANDs in order to generate an authentication key

which is more secure than just one Kc.

Figure 2 shows a shared session key exchange procedure of the system of Figure

1. In the foliowing, the procedure is briefly summarised and then described in more
30 detail

1. The MT sends to the FAAA a Network Access Identifier NAI and a protection

code MT_RAND (also known in Mobile IP terminology as nonce) generated by



1. The MI sends to the FAAA a Network Access ldentifier NAI and a
protection code MI_RAND (al so known in Mbile |IP term nol ogy as nonce)
generated by WO 01/76134 PCTI F101/00015 20 the MI. The M ins the
same duri r}ﬁgQW%ﬁﬁ hentication session and it is meant to ﬁEﬁ%@rﬁofﬁ@gl ay
attacks. The MI_RAND is typically a random nunber or based on tine (a
timestanp with certain resolution).22. The FAAA sends to the HAAA an
initial identification nmessage containing the 5 IMSI or NAl of the MI, and
the MI_RANRe BT. iR MAARANRDI icvsrss théSShhie bptiey san eatHentioation sessjora RAND,
a Kc, and a SRES. Then, the HAAA conput ﬁt i%@(in*m RAND) for the
MI. Here @nd 8 iameantdgeiingsieari&y g Sor NeYar is yRically & oM he

nuber of RAbaE!Risd B el @figstbRiotit sbesiRnbssiaaanand H () represent s

a one-way has \ al so conputes a val ue S| G\rand whi ch
i s cal cu aTieel FAAANseMACHK tne RAME M _iRNRDIdentifieationvie sgaaecestainingdkage

aut henti cation e. .. S, CGNrand,, i r ographi ¢ checksumto verify that

t he RAN%i\th%{Iﬁ’gPOf&PFﬁa?%éjWM?aﬁAM'i ty that has access to the Ki (as

Kis derd.vvﬁi% f}-(ljmt@ﬁiéhv-es 5 @SMhﬁi@@ﬁn@@dmcomﬁﬂsm asRANLL, le Ko, RANDs i ndeed
are generate uring the 15 sanme authepticatjon sessi ecau e MI_RAND
changes erHE%Jheaumeer\Ma@th%w B H@" é%oMﬁ-e%.A'\ﬁS) %ﬁgﬂ‘% ends t he

n RANDs, t’qgssgﬁl\{ﬁ‘fé%ﬁgpﬂ%a% 'tt‘?é]?'drye&lh"@ Vel *OrebF&enFsMﬁe dlibéMak itself

need not be use r session identifier has been sent with the | NS
in step 1 pdratieterspindiSedenees to mdifferentdease andHil §) wpsesaitis azxme-Wanhash er

woul,d be used,.i nst.ea f.the | NS . I cat. | ND and
o aana (Breiat e 6ANA RS daPyteg polle SIEREREA A o El et o, oo
tS IhéN K. (ljJsillme\Ct Ikgqlmrgmwnﬁmmsmaabhmmw@m,a mmSwetdfmhem'mﬂen S

r and. rand is correct, the MI generates a copi t n SRESs
(one for e‘éf?,qﬁ-Iﬁd\ﬁlb)r?“%%aﬁymg@&hﬁff@ké”%}%Y%{jYz'b‘ﬂitﬁeghggk@ﬁﬁ%ﬁﬁ\lsres =
HASH2( K, n*mtefﬁwﬁ_m SheninAiat has 22RESS to the K1qalK S€BERved ®oRl fHiBy.€s to
the FAAA. In"the , the calculation of the Ki's

The checksum also indicates if the n RANDs indeed are generated during the
15 same authentication session because the MT_RAND changes from one
authentication session to another.

4. The HAAA sends the n RANDs, the SIGNrand and optionally the IMSI to the
FAAA. The IMSI itself need not be used if another session identifier has been
sent with the IMSI in step 1 of this procedure. In this case, this session

20 identifier would be used instead of the IMSI.
5. The FAAA sends at least one RAND and SIGNrand to the MT.
6. Using the ; stored on the SIM_B, the MT calculates the K. Using the K, the n

RANDs and the MT_RAND, the MT then tests SIGNrand. If SIGNrand is
correct, the MT generates a copies of the n SRESs (one for each RAND). The
25 MT computes a cryptographic checksum SIGNsres = HASH2(K,n*SRES) for
the K and the SRESs.
7. The MT sends the SIGNsres to the FAAA. In the MT, the calculation of the K is
the same as the calculation of the K in the HAAA.
8. The FAAA sends the SIGNsres to the HAAA.
30 9. The HAAA verifies that SIGNsres is valid by checking that the equation
SIGNsres = HASH2(K,n*SRES) applies with the values the MT has received.



the sane as the calculation of the Kin the HAAA. 8. The FAAA sends the
SIGNsres to the HAAA. 30 9. The HAAA verifies that SIG\Nsres is valid by

checki ng t he equation SlIGNsres = HASH2( K, n* SRES) appl, ! t he
Caruos VG elE Taoa vad. WD 01/ 70134 PoTT e 0001 oh PeRdbls(TE
the result (whether the SIGNsres is valid) to the FAAA- If the SIG\sres is
valid, the HAAA sends also the K to 2he FAAA. 10. Authentication is

conpl ete and the FAAA and the MI share the K 5 The FAAA is functionally
connect ed tThe eMeAkehd\dw @adit twaefRaAths Sl@bised bevalidpior bet FARAAIfBAged on

the domain part of the user's NAI, for exanple . s ra.fi". The HAAA uses
a HAAA- IG#Nberee o vgl&,g@ﬂ%serﬁ;s( 2lgp t?%&tf’itp?%%%n message to the
correct HAAM PEniCat BRI BRI ASE e tHE & A& Ainatha MWPbhare theik.chi ng Centre
(MsSC). According to an alternative enbodi nent, the FAAAis configured to 10

communi cate with a single HAAA and al ways sends the nessage in step 1 to

t hat . pracedure of Flgur N i s by a
esaie TAad ARAREIERERIT erhdEE 1§ PyelalMAAS AR0ER PARA sdiedttant

ext ensi ogorrébi HAAKShasul bhend dbhair part ex tiem ssers Nat doegparapleegonatast’.
referring to Figures 3 to 6. Th

| MBI can be transmtted..in.a Net
Access | dégtiif U%W?)HM@W&WOWQF%W”%&%Ingf?‘ b@%pq'ﬁgﬁtﬂjo&pees\é\?éési on
cont ai ns @ yBxXb B KRWA bf i GEM anadtrUcidosichnasTaevoblle BANBhpigcBedtrby t he
MI. When t he recelives the Registration Request with the New Session Key

Request ¢MS&)siAcrordingstmdm taternative2embegimentaithg FAGA NI 9oNEH T IRAND t o
th _ Lf the MA i h | | gati
otk SpEvarEFat wif ainaIRRR Ho AREYS EaR¥nd issthos P SRETH By NS

tripletsHAmAan enbodi mrent of the invention, a nunber of triplets are

retrieved in advance in order to speed up the registration. Once the HAAA
has obtained n GSMtriplets for the MI by whatever neans, it 25 calcul ates

the new r%ﬂi!)ré‘ébcﬁﬂéhsﬁtﬁi@%% iR be afesdriped] medtazovy. aThed¥hgehen

sends a Registration Reply with a New Session Key Reply extension _to the
MI. The Ragisttation BeqResl! iat cnniaings at New e FpD KeyoReaéess ftgngien. thys

15 and the following extensions are explained later, referring to Figures 3 to 6. The
IMSI can be transmitted in a Network Access ldentifier (NAI) extension. The New
Session Key Request extension contains a maximum key lifetime and a random
number MT_RAND picked by the MT. When the MA receives the Registration
Request with the New Session Key Request extension, it sends the NAI

20 (containing the IMSI) and MT_RAND to the HAAA. If the MA is a home agent
operated by a GSM telecommunications network operator, the home agent
typically has a direct access to GSM triplets. In an embodiment of the invention, a
number of triplets are retrieved in advance in order to speed up the registration.
Once the HAAA has obtained n GSM triplets for the MT by whatever means, it

o5  calculates the new K and an authenticator SIGNrand, as described above.

The MA then sends a Registration Reply with a New Session Key Reply extension
to the MT. The Registration Reply contains the MT_RAND and the SIGNrand, so
that the MT is able to verify that the RANDs are current and that they were
30 generated by the GSM infrastructure. The Registration Reply also contains the
remaining key lifetime, which can be equal to, or smaller than, the key lifetime

proposed by the MT.



that the MI is able to verify that the RANDs are current and that they were
30 generated by the GSMinfrastructure. The Registration Reply al so

cont ai ns ining key lifetinme, which can be equal t Ller

t han, the%‘g?f/f‘ﬁ%ti me  proposed by the MI. WO 01/ 76134 R AT 2 s
If the MI and the MA do not share a security context, the authentication of
the first Registration Request and2fhe Registration Reply will fail. The

reply code in the Regi stration Reply is "nobile node failed
authentication” or "identification 5 msmtch". In nobile IF, an

S et ot SR B S S SRS PP AL e,
Sessi on HeyisFXGdRFERuestTBRd I REGistrafor Repidngls saiRfTH e code mstad as an

i ndex for nagi ng_authentication procedures regarding differ en{I nobi | e
nodes. RegisuatorenBeelit iion'resbinsnede higdled! sythenticalien's q akieal LRI cat or,

that S tg;i)-naﬁgyb'l ¥n %&6’ ile aueﬁ]) heﬂﬂ?aﬁéﬁ Qﬁ{éws@% @ruéé%n ™R S0WPEMticatioHs, 1f

t he suppor egsra e SEE0F t he present | nvention,
itowi | | ottepdivn haply/ spedil vdiee lf@rph)secudtyepéirwbtﬂtdzremdedeéSPb)l fiedd, meaning

2t hont | SRY SRSSRD R BrPENEBGTMEET | PBYATE A ackiErn oS ME PR dFer ARt on

Reply wit Jk‘lntdléﬁ fNerWaﬁg@% %tﬁ@%lcgﬁehbr@é@cﬁﬂéé %gardlhbﬁlﬁ@?ehﬁn@bh@nbdeyerl fy
the validity of rand SIG\rand 1s valid, the M enerates

the key %@autnenecaloe\@ﬁe@s@mba@@ém adield fpspnsatienticateroHiad ks typ&a Y @he MA
f Sth t k
o 110, AR, B R S sl LBl ORpER i L BB S oiten ()

mESSageSautB@ntwaoMlédcbﬁdlmgi&Stftéﬂpre%le@t\m\,eatlon |aw1lB§lE$IyexemylwthnthErretDWe next
registration, uest

.send tothe dsthe res-—to the
HAAA, wheQde M@Pi |’\99e|f@'|%‘§(? ReRjiCalAni n |thoiﬁYlgﬁs ?Wéng@g P% ra-SrlGNsres
i's val i dshd [i§ ofii¥ife a@kﬁéhn‘éamésekmst&mtdzdwm Now the MA can
create/up ate the security context for the MI. If the MAis the FA the

K coul d now be distributed to all the foreign agents in the visited
doma1|é1 * After receiving the Registration Reply with the New Session Key Reply extension,

the MT is able to verify the validity of the SIGNrand. If the SIGNrand is valid, the

MT generates the key K and the SIGNsres and creates a new security context for

the MA or, if such already exists, updates the context with the new K. This key will
used as the Mobile IP authentication key in subsequent registration messages.
20
The MT includes the SIGNsres in an SRES extension in the next registration
request it sends to the MA. The MA sends the SIGNsres to the HAAA, which
verifies it and sends an indication to the MA. If the SIGNSsres is valid, the HAAA
also sends the K to the MA. Now the MA can create/update the security context for
25 the MT.

If the MA is the FA, the K could now be distributed to all the foreign agents in the

visited domain.

30 Since the MA may need to get the SRES extension quickly, it is advantageous that
the MT sends the Registration Request with the SRES extension immediately after
reception of the RAND.



30 Since the MA may need to get the SRES extension quickly, it is

advant ageous that the MI sends the Registration Request with the SRES
extension_imredi ately after reception of the RAND. WO 01/ 1/00015

PCTI F101/ O6DYE01333 The security context created by the K exéhange mechani sm
descri bed above has an SPI. Here, another well-known SPI is used for the
SI M generated security context. A¥alue is reserved for the SPI

"SI M generated security context”™ and for 5 the SPI "new session key
exchange". According to the preferred enbodi nent, the default algorithmin

Mobile I P authentication is keyed MD5 in P{%fhi Xx+suffix. rmcﬂe. I nht hi s node,
an aut T&etsesutityosPntextgeaateddy Hiek £xghaN9e alisat daseiPs AR YR "5 over

the obhowpnOgtd SABiRE: MRIRAGR SPI isT fded 681LIHeBAR-qEncraRksadlity he
protected Tields'fromithe Registration Request and a second occurrence the
K. The cantdxen ivahtel isrederyesitfor she Sihd BiNigeneratedsequtityeerntent iaW 8%t ensi on

as sho in,  Figure .3. Fiqure 3 shows an exenplary bit nap as a table of
bit2, %E@i' nneé’géﬁss"i%kﬂﬁ%f(ﬁ%%nqeour octets. There are three kinds of

aut henti cati on extensions: a nmandatory Mbbil e- Hone aut henti cation extension
used between the MI and the hone agent, an ti or]al .l'\{bbi.l e- cg.yei ﬂg

aut hentAceatding tox i referiask EoRedEERt thee . Wh YRN8 &Ar:P §eflt and an
OPti ol uHi B KO A PENh g8l QlitieibaBsi-ihisiRdebahvrrReritaiéh and the

HA. Al " These ensi‘ons have 'the sane ormat. SPI is an opaque
i dent i fdigast fénaauéessaysl isatalculatadaby venning ddDE haver doe gpkawingfstraame dhessage)

of .1 he aut hent.ication extension nmaps,.the egr’ ress to
ad curqyf%ﬁ:c?ohfsgﬁm?ﬁe'f’%ortrg%?lrkta{)stg'(e,lﬁrlofe;lt%oggglcﬁsg&?@nﬁ{gaﬁaebgsggﬁg he
secur i tRediRRt 8rd aGRdbAd Becarr&®de tHehe. al gorithm and ot her security
paraneters. The authenticator field contains the nessage digest. 25 In

Mobil e | P aut hentication according to the preferred enbodi nent, the

securit SR i : i8H xveritsbmesishewdlilv_B.
Becauseﬁ} %&%ﬁ&ﬁ'oér@g%ﬂée{r}g?ée@ﬁﬁ@l? ﬁarenea(%ﬁ/l&%?ﬁ?lgr exearrpl e By t\r/1ve II—IAAA, t he

Ml need&gtirer 3t Figore 8eshdwist an leMBMplarytiieman a¢ ehtakie ehbits, whefadyieaclr i ng.
Th?g ' hrgwMﬁaisSfo%tr)l gctte%. u‘?ﬁerteh%re three kinds of authentication extensions: a
mandatory Mobile-Home authentication extension used between the MT and the
home agent, an optional Mobile-Foreign authentication extension used between
the MT and the foreign agent and an optional Foreign-Home authentication
extension used between the FA and the HA. All these extensions have the same
20 format. SPI is an opaque identifier. An authenticator (that verifies the recipient of
the message) of the authentication extension maps the SPI and the peer's P
address to a security context in the mobility security association database. The
security context contains a key, the algorithm and other security parameters. The
authenticator field contains the message digest.
25
In Mobile IP authentication according to the preferred embodiment, the security
contexts (including the K) are generated by using the SIM_B. Because the RANDs
are generated by the GSM_B, for example by the HAAA, the MT needs first to
send its IMS! to the MA with which it is registering. Then the MA is able to use the
30 FAAA-HAAA protocol in order to obtain GSM authentication information for the MT
(as described above) and use this information for generating the K, with the MT.

After the K has been generated, the MT is able to register with/through the MA.



30 FAAA-HAAA protocol in order to obtain GSM authentication information for
the MI' (as descri bed above) and use this information for generating the K,
with the MI. After the K has been generated, the M is ab&&/hgllﬁ(ﬁ@ ster

wi t h/ t hr o¥§HPHAB4NVMA. WO 01/ 76134 PCT/ F101/ 00015 24 The K can be used for
several subsequent registrations. However, there is a Tifetinme for this K
and before the lifetinme expires, a Zw K can be generated by a simlar
procedure. 5 The K exchange nessages between the MI and the MA are

transm ﬁl'_hé’ck asin Bt 8884 998 skPetan@uBss Rt alclytraiepy.e slowaner, Regrestis at | on
Reply. ree new extensions to registration nessages between the MI and

t he MA fetmededthisith andriurdere hedijeieae @yoHes he NRW Krf@ébb%ﬁﬁéﬁ%ﬁt?ﬁ@yz%e a New
Sessi on_Key Request extension, a New Session Key Reply extension and an
SRES ex?'EH*\éfBH? "Fypically, the MI knows that its HA supports the

aut hentication according to the present invention. However, the MI may not
know whi ch aut hentication nmethod or thads the F upports. . test
whether ThaeK Fxahigngsr Meserges RetwRen dafi @ﬁ aﬁgtﬁgdm@ggdﬁr?ﬁf@%gg h%s

i nventi i i Iq:%% S iz ifefivns R .eThegesinaw for t he
forei gnggtgé’%'?ﬂfnwi r;[g%fi rst ﬂlggiginsNﬂgg?iggtn a%e Ilﬁ?/égand om tsebfyhe Mobi | e- Forei gn
aut hent extehsions drtregistation Thessageseawiesn tﬁ@y\ﬂﬁe%méﬁie MA arsPepded In
optional ., If the FA doe 0 it E -GN 3 renove
E ber oPEeB HPH: WA eS PeqlIEeE pehpiant i AR SoSploAREE At a8l

Regi st r akieBBioReaINew iSessionKeyrBebly éxtendioh hodiamgSRES exter?fon. | f t he

Regi stration Reply contains a New Session Key Reply extension and the

replY code fromthe FAis the error code "mpbile node failed

aut hent rgabay) the'le kit WRRAMS! SAXIPRERS 1ha!d MReAREmOHI g otdng e tps esent

i nvention. the New Session Key Reply is valid, the MI creates, K a

securi t prasent ewenfion. Hhwersr, dnel MThaiaydwt kaaw \Wiick astheriicalion Mstheher FA in

t he next Regi stratd R st - di dutserieRlion code to
an errofnegié‘g%s il'?]%l #t}ﬁe%uﬁ@gﬁgt tré)ttl%gtn e‘%?%/ﬁﬁ]c?ggé %g?aﬁ)sn?@%n a I\rlgl\?vaié%nssi on
Key Repimetesd assoraincgaradthichinverejony treokld ihclones tise Nev Bession KeytRequest FA does

not support the authentjcation byt alternatively allo . .
15 pFc)ax'(ension for the ore:gn agent in t%e fﬁ’st ﬁeglshatlon ¥lep|y 848 omits the Mobile-

Foreign authentication extension. The New Session Key Request extension is
optional. If the FA does not support it, the FA should ignore it and remove it before
forwarding the request to the HA. When the MT receives the Registration Reply, it
implements the following logic:

20 - If the Registration Reply contains a New Session Key Reply extension and the
reply code from the FA is the error code "mobile node failed authentication”, the
FA supports authentication according to the present invention. If the New Session
Key Reply is valid, the MT creates a security context for the FA and includes an
SRES extension for the FA in the next Registration Request.

25 - |f the FA did not set the reply code to an error code and the Registration Reply
does not contain a New Session Key Reply extension and the reply code from the
FA is not set, the FA does not support the authentication but alternatively allows
registrations without Mobile-Foreign authentication. The MT can carry out
subsequent registrations with the FA without any authentication extensions being

30 required.
- If the Registration Reply does not contain a New Session Key Reply extension

and the reply code from the foreign agent is the error code "mobile node failed



regi strations w thout Mobile-Foreign authentication. The MI can carry out
subsequent registrations with the FA without any authentication extensions
being 30 _required. - If the Registration Reply does not c i w
Sessi on Ké’f/o%é'fcﬂli/“ extension and the reply code fromthe fgggl?gﬁmgoglgﬁt IS
the error code "nobile node failed WO 01/ 76134 PCTIF101/00015 25
aut hentication", the FA does not sW&fport authentication according to the
present invention and so requires a different kind of authentication. In

thi s caggihdnticatith"Mihe FASIsHY Mot fgpptH BetHdrtighiiom atoodingtmathe preseoor di ng
to the present invention, it cannot register with \t}mhe FA. 5 ,Y\V‘veanyﬂe FAAA
r ecei vefiventegiasdrse fesiree guderant kinchohauinesticafing- i fHs wRsen MuY FA does
not sha i it ext ; o i i stion. lif there
s an | as a7 NG PUNEAARER: o et e Retion, et o
Request cathat rEdistarplitrethevitA.h t he error code "nobil e node fail ed
authentication". 10 This is the standard Mobile I P behaviour. - |If the
Registrati on Request does not contain a Mbile-Foreign authentication

ext ensi qihathe FAARGet0&d a PRIgiStiatidRcReqed sttrmiarmobitendde With eitdeh
aut hentication, the FA forwards the Registration Request to the HA. The FA

does notha RAIdags not skate Zeeeyriy CREIPXREPE Ao REe HE HOWIN G PRIORSgi st rat i on
Repl if t . . . i Lo o
eply e\!fﬁ*'th'efr%ﬁé@ﬁ ‘??\yﬁ?[j @o&n?e-ﬁswelé‘???gﬁg?gﬁoﬁﬁl%forﬁﬁ f#RSREFistratiéhe

Regi strati on Reques his 1s t bbile | P behaviour. This
conf i guReiguest, dbell A bepliesedith thé @rroexents &nobite nedepeiled @uthandisatiobnes. -
| f e cal poljcy in the EA requires Mbile-Foreign authentication, and
thei& i ir?“sn'ﬁ tﬁE'\))BBIa\ ?ﬁ%P’tﬂbgﬁ'@BFﬁgWPF&ati on extension nor New Session Key

Request - |2@h@>ﬁéq1§rmrbni RebbEstRegE s b tdopraiRed Udsbije-FbridrA auedritieation t h t he
error code "nobile node failed authentication". _Tgiﬂ;s js th st_ar{dard
Mobi | e ERtepsieay padf the lopak paliqyodess pet irequire, MeRiledzoreigh, pytagntication,

L0 o LSRRI A8bL0RoT RS, SR L ticoaTaaent o o o fe
ext ensi digw SessiohhteFRephesextaosiondnwhedRegistration Reply even if there was a
15 New Session Key Request extension in the Registration Request. This is the
standard Mobile IP behaviour. This configuration could be useful, for example, in
corporate access zones.
- If the local policy in the FA requires Mobile-Foreign authentication, and there is
no Mobile-Foreign Authentication extension nor New Session Key Request
20 extension in the Registration Request, the FA repiies with the error code "mobile
node failed authentication". This is the standard Mobile IP behaviour.
- If the local policy in the FA requires Mobile-Foreign authentication, and the
Registration Request contains a New Session Key Request extension and no
Mobile-Foreign Authentication extension, then the FA does not forward the
25 Registration Request to the home agent but instead replies with the error code
"mobile node failed authentication" and includes a New Session Key Reply
extension in the Registration Reply. If the MT then sends another Registration
Request with a valid SRES extension and a valid Mobile-Foreign Authentication
extension, the FA forwards the request to the HA.
30
Only certain GSM subscribers are authorised to register through a particular MA.

User authorisation may be done in any of the foliowing entities:



25 Regi stration Request to the honme agent but instead replies with the
error code "nobile node failed authentication” and includes a New Session
Key Reply. . extension in the Registration Reply. If the Mr

anot her Ré‘é‘?glﬂﬁé"t“i on Request with a valid SRES extension gﬁ@@éﬁ@gﬁ?d

Mobi | e- Forei gn Aut hentication extension, the FA forwards the request to
the HA. 30 Only certain GSM subscril2érs are authorised to register through
a particular MA. User authorisation may be done in any of the follow ng
entiti es:thAREM iAbrhdtubiGld. RtHEL GO 18lec@®muriidatiotSMetwb a8 CatluRemayhe GSM
t el ecommuni cati ons network (MSC/ HLR) ma support a thenrg[i.cati on .accordi ng
to the pyuppert aythealigation acrordivgtis; esra'{%em E&F’E“O%K‘?rﬁe-a'f’h%”qﬁﬁﬂﬁ.ersThe
HAAA mayorg configured with a list of authorised IMSIs. The 5 HAAA nay
have a separate |list for each access controller with which it is

connect edtheThiAAAal T AAR nkiAhet configtirerd wilhi & Hist obasitharisesl BA8lsadt®ori sed

users of ertain MA. |If the HA |s operat e i gations
et vt k UBARaTE, TANE MR dShyecent | gLetsy EOTATEY il SRR

aut hor i sgdrir@ted. M98 M@loweNthel HAAAh® Hédde Which sulrspdbats are apeharises! t he
FAAA, for exanple for its enployees, the corp ra{ai n nT ht want to control
whi ch GImMsamca iosded MA Hithewdd tsooregtad v ﬁ1‘\‘/?/i I$?\4 He el%ﬂmurl“ﬁatf‘?ﬂss case,

the MA neadsnt %g%ﬁt/g{,aih@ ﬁi(\'AiA?tm f c%%weﬁi%hﬁye%tf%'\/{h@Wrdfb@mtﬁorigah@nm al so

needs to See t In cleartext. If public key cryptography is used
bet ween infeemdioand HAAA to protect the IMSI, the HAAA 15 may need to send

the clearte L to the MA so that, t e IS
aut & i s'e%‘eﬁdo‘éggqif & p?rgt'?'ﬂé)pﬁmtc’E%Eﬁﬁ%\)ﬁ\v@r:%saﬁgﬁg E%%é?ﬂo éeteeg’e&%nsi ons
are nor ngrpbRAdnChidht Galint 16Xdoplel Which GENtisabadribers tave edioimedato TeisAEA

aut henti cation extension. Alternativel t he 20 sessjon vendor-s ific
ext ensi oih dag FfAAslBthis gagedhedda; ’\ﬁgdsotfo FRETEE R i’ﬂ' 8??8%”@88&85@ does

not recogmy e ﬁﬁ Al BE4SXbEES: Aei MSKiPRAEartSRS I Pubkeykeyxchange
bet ween eszﬁ/ﬁlya%hd t he éAQli@g rndependent of the K L 4
cryptography is used between the MS and HAAA to protect the IMSI, the HAAA
15 may need to send the cleartext IMSI to the MA so that the MA can check whether

the MT is authorised to register to the FAAA.

The new session key exchange extensions are normal (non-critical) extensions,
preferably stored in an MT-AAA authentication extension. Alternatively, the
20 session vendor-specific extensions can be used. If the receiver of the Registration

Request does not recognise the extension, the extension is skipped.

Session key exchange between the MT and the FA is independent of the K

exchange between the MT and the HA. Thus, a Registration Request contains any
25 one of the following:

- A New Session Key Request extension for the FA,

- a New Session Key Request extension for the HA,

- a New Session Key Request extension for both the FA and the HA,

- an SRES extension for the FA,
30 - an SRES extension for the HA,

- an SRES extension for both the FA and the HA,



exchange between the MI and the HA. Thus, a Registration Request contains

any 25 one of the follow ng: - A New Session Key Request extension for the
FA, - a New Session Key Request extension for the HA, - a on Key
Request eXtONE®L] for both the FA and the HA, - an SRES e§)< e/ﬁlls?gozﬁ% or the

FA, 30 - an SRES extension for the HA, - an SRES extension for both the FA
and the HA, WD 01/76134 PCTI F101/ 00@B 27 - a New Session Key Request
extension for the FA and an SRES extension for the HA and - an SRES

ext ensi ona iNyw BBEsibA KydReqINew sResmiamfdtelye RAcaresan SHES keataraion for the

Typi cal I% the Regi stration Reply contains any one of the following: - a
New SessfifnaRrd y Reply extension fromthe FA - a New Session Key Reply

ext ensi Of‘arﬁ SHES 8 Qﬁte'ﬁérona@?'the BANGIY SRS 9Bs46 KB9Metuet estehemA.r om bot h
the FA and the HA. 10 The tormat of the New Session Key Request Extension

is showmn in Figure 4. The MI may place the New Sessi on Key Request

Extension w t Spb-t 1 - f me aut henti cation
ext e[gi oﬂy%'ﬁﬁlpybg?%ﬁgg{%%%%ﬁ%y Eorteafn%nér?)foﬁ bf {M%call on-extension (if
present) . s N BAssBAtKg\eRepg dxérssiexfronsiherFArom the request before

forwarding the request to theHA. 15 y ace the New Session Ke
Request eRtNaYsPEaSRNEYaReRly- Et%és'@n?; ﬁﬁb@?‘%re t he Mobi |l e- Honme Y

aut hen“cétm&@s% LBARGN Rsé@ S8 <i6n ﬁ%ﬁf‘béth({ﬁé'ﬁﬁ%ﬁ@tﬁb Hahe format of the
New Sessi on Key equest Extension is as follows: Type Value 134

(skippable) Length The Iength of this extension in bytes, not including the
rgﬁglﬁn?glﬁggg%@qtgo'sf%g ?\Iev!/: (gestsn)% k@)\/\’@%ﬁggf)@xﬂéﬂ&oﬁqg‘éﬂ%@m iﬂ)‘ﬁiﬁlﬁ‘r%i Hrnd he
MT may place the New Session Key Request Extension with a sub-type 1 (MT-FA)
after the Mobile-Home authentication extension and before the Mobile-Foreign
authentication extension (if present). The FA must remove this extension from the
request before forwarding the request to theHA.
15
The MT may place the New Session Key Request extension with a sub-type 2

(MT-HA) before the Mobile-Home authentication extension.

As can be seen from Figure 4, the format of the New Session Key Reguest
20 Extension is as follows:

Type Value 134 (skippable)

Length The length of this extension in bytes, not including the
Type and Length fields. For the New Session Key Request
extension, the length is 26 bytes.

Reserved Reserved for future use. To be set to 0.

Vendor/Org-1D The high-order octet is 0 and the low-order 3 octets are the
SMI Network Management Private Enterprise Code of a
vendor of a mobile networking service, in network byte
order.

Vendor Type NEW_SESSION_KEY_REQUEST_VENDOR_TYPE. This
value indicates that the particular type of this extension is

a New Session Key Request extension. The administration



Reserved Reserved for future use. To be set to 0. Vendor/Og-1D The

hi gh-order octet is O and the |oworder 3 octets are the SM Network
Managenent Private Enterprise Code of a vendor of a nobile networking
servi ce, woortenkr k byte order. Vendor Type PCT/F101/00015

NEW SESSI ON_KEY_ REQUEST _VENDOR TYPE. This val ue indi he -
particul ar type of this extension i a New Session Key Request extension.
The adm nistration WO 01/ 76134 PCTPElOl/ 00015 28 of the Vendor-Types is

done by the Vendor Subtype 1: -FA New Sessi Key Request extension 2:
M- HA New Session Key RBKE”&\}%%@EYQFSHS Rgye sﬁyﬁg?i\%%gxi mum key lifetine
in secorgiptygaro bytes | anmT-FMNRANBséiohaElORequshaixtigedien at ed by the MT
(16 bytes or 8 bytes). This is an exanple on use of a vendor specific

ext ensi on. Al ternativel ¢ Mngffdew Sepgiondfeybisiauest $xt8pYent i ed ext ensi on
can be e The for : [ nsion is shown
in Fi guﬁge%}é?'fépﬂqeé]FA mnyﬁxﬂ@g&%ﬂg%\%ﬁ@ggg?@&\eﬁgm%gepsﬁ?hgkt ension with
sub-typeMT_RANDFA) in aA Regiost manibmr Geprateaf bgrtheh® TMOS Ibytadone 8

aut henti cati on extensi Oﬁy‘g $ present) and before the Mbil e-Foreign

aut henti cati on extensio S{- present). The HA may insert the New Session
Key Reply with sub-type 2 (MI-HA) in a Registration Reply 10 before the
Mobi | e- Home aut henti cati on extension. As can be seen from Figure 5, the
format Dhistis@NN\eXRrsRIese HSReY RYPNYOERRRGHS xtensiom Aliesnatigly, anpieernval ue

134 (sk,g : | @%g; i xtension in bytes, not including
the Ty égﬁﬁglﬁg}?%bgf;éggsé oﬁghtﬁ%n klgvkllggg'ssi on Key Reply extension, the
length is 42 bits plus the length of n RANDs. Reserved Reserved for future

use.5 TOTI'lljeefoSrr%tat to?th% New Session Key Reply Extension is shown in Figure 5. The FA

may insert the New Session Key Reply extension with sub-type 1 (MT-FA) in a
Registration Reply after the Mobile-Home authentication extension (if present) and
before the Mobile-Foreign authentication extension (if present). The HA may insert
the New Session Key Reply with sub-type 2 (MT-HA) in a Registration Reply

10 before the Mobile-Home authentication extension.

As can be seen from Figure 5, the format of the New Session Key Reply Extension

is as follows:

Type Value 134 (skippable)

Length The length of this extension in bytes, not including the
Type and Length fields. For the New Session Key Reply
extension, the length is 42 bits plus the length of n RANDs.

Reserved Reserved for future use. To be set to 0.

Vendor/Org-I1D Value, for example 94 (Nokia). The high-order octet is O
and the low-order 3 octets are the SMI Network
Management Private Enterprise Code of vendor in network
byte order.

Vendor-Type This value indicates that the particular type of this

extension is a New Session Key Reply extension. The
administration of the Vendor-Types is done by the Vendor.

Subtype 1: FA-MT New Session Key Reply extension



Vendor/ Org-1D Val ue, for exanple 94 (Nokia). The high-order octet is 0O and
the loworder 3 octets are the SM Network Managenent Private Enterprise
Code of vendor in network byte order. Vendor-Type This val ue indicates
that the p¥@OI/ZUB4ar type of this extension is a New Sessi GETKE/RRYS| y
extension. The adm nistration of the Vendor-Types—is done by the Vendor.
Subtype 1: FA-MI' New Session Key Repy extension WO 01/76134 PCT/F101/ 00015
29 2: HA-MI New Session Key Reply extension Key Lifetine Renmaining key

lifetime in seconds SI. QN The aut hent f . RANDs, 16 bytes.
n*RAND n GSM RANDs (| er?gt"[{ﬂﬂ& [ilgwb%%sé%? R‘F&?%ﬁ ﬁg{engﬁ‘oﬁf\he SRES ext ensi on
i s showkey Dif&tirger e 6. THRemMhingpiepifetietineecosS extension with sub-type 1
(Mr-FA) _in a Registration Reguest after the_  Mbhil e- Home aut hentication

ext ensi HENRRdbef or e t HNVBHNERUGESPETOGR BANISHAROVEESt i on extension (i f
~a g FA [ ' f di h
present xg A8 must rrpgﬁ\éﬁﬁx‘m%gék@gﬁ%@ggp%zre orwardi ng the

Regi stration Request to the SRES extension with
sub-type 2 (MI-HA) in a Registration Request before the Mbbil e-Homne

aut hentjcati on extensi 10 As can be seen_from.Figur,e.6, the fornat of
the SREETSAEIRE FrinESRESSMtPRRIEn 1S FPRUNIBAFIBUIR PpdbF T TBAGPIRCEES engt h
of thi sgrEKEBRIHid Wit 83b-typee 1i MTLFJ@)”& ehRegkyREoRWedrt@t dfidri #leds. For

the New SRES extension, the | eng is 23 bytes., Reserved Reserved for
f ut ure Mebile-Fome sauthedtiqatiovenaxensiog- | Behe bRfAR- onger MriletFersian and t he

| d i he. o v and t
9 i BB TS Pl L A SRRl s b aigeie e

forwarding the Registration Request to the HA.

The MT may place the SRES extension with sub-type 2 (MT-HA) in a Registration
Request before the Mobile-Home authentication extension.
10

As can be seen from Figure 6, the format of the SRES extension is as follows:

Type 134 (skippable)

Length The length of this extension in bytes, not including the
Type and Length fields. For the New SRES extension, the
length is 23 bytes.

Reserved Reserved for future use. To be set to 0.

Vendor/Org-ID The high-order octet is 0 and the low-order 3 octets are the
SMI Network Management Private Enterprise Code of
vendor in network byte order, as defined in the Assigned
Numbers RFC [Assigned numbers].

Vendor-Type This value indicates that the particular type of this
extension is an SRES extension. The administration of the
Vendor-Types is done by the Vendor.

Subtype 1: MT-FA SRES extension
2: MT-HA SRES extension

SIGNsres The response calculated by the MT, 16 bytes.



Nunbers RFC [ Assi gned nunbers]. Vendor-Type This value indicates that the
particular type of this extension is an SRES extension. The adm nistration
of the Vendor-Types is done by the Vendor. Subtype 1. MI-FA SRES extension
2: MrI-HA SRBS1essensi on S| GNsres The response cal cul at ed byPGIAIONAPO1S] 6
bytes. WD 01/ 76134 PCTIFI O /00015 30 In another enbodi ment of the’

i nvention, the shared session key eﬁﬁhange nmessages between the MI and the
FA are transmitted by extendi ng age di scovery nessages to include | Msls

and RANDs. 5 In yet another alternative enbod|nent, an opagque aut henti cator
field idnugeethph arpRedimenherft thentiNBeNtae: eihe; §h?reﬁ:u§95§'ﬁpngfg¥nge PHF s

ext ensi Q'Eeés% sefethiRensediNgg aRdNRR. Flitewrd itrfidnmed apd &tdrding hagerd

sessi on key éxchange paraneters. The keX exchange paraneters are included
in the chsayeat ineasages todnaludpdMiSieandBANDS]I f the paraneters are
transmtted in a separate extension before the authentication extension,
the data for key exchange becones autonmatically included in the

conpst atjhgit ahothbeakernbivé eaiiddiment benspanue duihérteanorfeld isuse vepear at e
extensi ons makes the systemeasjer to i npl enment. The .aut hepticator. is the

result afhemnicalpr axeRsiPon Theope@nangl 81 s @REAsiaN 45 e (P d°ad08r di ng
to step ganba kBy didiithdd18hdEStREHISABRIG sbEkibe &y Wxchahge perbhetereWThePl s for

the Sl Mgenerated security contexts, SPIs are communicated in the new
shared seysixchakgs pametarsyarenipskalgddn trocaripE of thepaythRHIERY. L AN Fi gur e
7 shows an architecture of a nobile conmunication system according to

anot her enbodi nent of the invention. The system conprises a nobile node Ml
t hat1oi s |attéasarain@tdts ik tranemitedin & séparlte extdnBicachafore thet authkstiqaibsPs )

GOSN A 2 PFRFIaN s 6o RaI R (B cBHHRIREC REFORES ol BPHCCOM B LI Br B8 0 8
GSM computation of the authentication extension. Furthermore, using separate
extensions makes the system easier to implement. The authenticator is the result
of the MAC function, for example a SIGNrand as computed according to step 2.
15
In a further embodiment, instead of using well-known SPIs for the SIM-generated
security contexts, SPIs are communicated in the new shared session key

exchange messages.

20 EXAMPLE 2: A WIRELESS LAN

Figure 7 shows an architecture of a mobile communication system according to

another embodiment of the invention. The system comprises a mobile node MT
that is a data terminal, two public Wireless IP access networks (WISPs) WISP1
and WISP2, the Internet INET, a first GSM telecommunications network GSM_A

25 and a second GSM telecommunications network GSM_B connected to a GSM
core GSMCORE.

The public wireless IP access networks (WISP1,WISP2) offer wireless broadband
IP services to allow the MT to roam in public hot spots, such as hot spots located,
30 for example, to hotels and airports. Each WISP can be operated either by a GSM

telecommunications network operator or by a private ISP with a roaming



core GSMCORE. The public wireless I P access networks (W SP1, WSP2) offer

W rel ess broadband |IP services to allowthe MI to roamin public hot

spots, such as hot spots |ocated, 30 for exanple, to hote ]%] Eo(miports.
Each WSPwé’a{H”ﬁ‘é“oper ated either by a GSMtel ecommuni cat i o Wor
operator or by a private ISP with a roam ng WO 01/ 76134 PCTI FlOl/ 00015 31
agreenent with a GSM t el ecomruni catizgns network operator. The roam ng
agreenent is essential for SIMauthentication. The MI functions as a nobile

node. @%@nfe%m\?vﬁﬁ Eoc%hhxvt%?ecomﬁu%aﬁ&ﬂs Het@orld aaEtdrr OrReoneamétgror k to
u ec

anot her ing a known t ue. I'n WAN, the roamng fromone WAN hot
spot to ageehwntisesssndial d &IM aghantisrtiopani ng service. The W SPs have
access to the Internet INET. The MI has an equi prent part ME and SIMB
provi ded for use with the second 10 GSM tel ecomruni cati ons network GSM B.
The MI muhe T fl6ctRNSIN & eRpbiicansde.Mbbah eoshatt mna WIBR hilse d4E 6aa amar of
the MI' can access the second GSM  tel ecommu Cat'ﬁad: netwolr kM@M‘L

pr ovi&i ngPain GBNDnBRE | REMYOHE itonaR@ther LS & KPRVN) 2'8 S n"t &xanpl e,
the M i Mradlaptay Wigkid rbasiinghown)
and a srrgtora?n hgrp%l&? i er %ﬁrc\)jt ﬁgﬁgp&ef& ‘ég%)ﬂhggr{s\l%e 15 the SI M B. &

Al t er nat semicg, Thlaer\‘BIPs Bave demaséohmiﬂ‘ig"‘@t &S nobi | e station part for
comuni cating with GSM tel ecommuni cations networks and a WLAN term nal part

for conmmunicating with W.ANs. Both GSMt el econmuni cati ons netwr ks GSM A
and GSM BheqnprHasean 3Quipesdit qiary MEVRhd ISIVSE palvideyl CeniseewitivVEtL san@n%cz

The GSM core couples these MSCs t her nor,
tel et@nnﬁﬁ"dé@@@&@%%#ok‘s NeAYOH %%&&ﬁ@%@ﬁl@ﬁ%’ inat 1(:%1 oﬂ%’g R ng
Gat eVay (AR YR 'Ir?ths ch&e t%isel HretheeMT Nah. aEB@s@‘NWVSéthBEGS&M

t el ecommunicatrons network operator's entity which provides, the
aut hent i telecammsiications netwi kSRS Makk by GIrewding aﬁ')SMh@PeilﬁétthoW%ttl%n GSM

-B is coppge I\/Cq%{?E n f.yur € Dect dEOWeh 4 he
GSMCORE %ﬁ@ bhi ‘%?ﬁE{N i, 8% g%lq?geo}\ﬁ-\';\ﬁlgc hﬁ%OBI\ﬁI&ﬂE oneer?feacé ed) and to
WLAN adapter card (not shown) and a smart card reader (not shown) that can use
15  the SIM_B. Alternatively, the MT is a device having a GSM mobile station part for

communicating with GSM telecommunications networks and a WLAN terminal part

for communicating with WLANSs.

Both GSM telecommunications networks GSM_A and GSM_B comprise
20 respective Mobile Switching Centres MSC1 and MSC2. The GSM core couples
these MSCs together. Furthermore, the first GSM telecommunications network
has a GSM/GPRS Authentication and Billing GateWay (GAGW) coupling it to the
Intemnet INET. The GAGW is the GSM telecommunications network operator's

entity which provides the GSM authentication services to WISPs and collects

25 charging information.

GSM_B is connected to the GSMCORE and can further be connected through the
GSMCORE and the GAGW to the WISP1 (to which the MT is connected) and to
the MT for authentication and billing purpose as will be described in more detail

30 later.



the MI for authentication and billing purpose as will be described in nore
detail 30 later. WD 01/76134 PCTI F101/ 00015 32 A GSM GPRS - Sl M based user
nmobility mana%emant functionality (user authentication anﬁ p/#? can be
used for 8130 AN access zone authentication and billihg fun ‘?’qon The
SI M based aut hentication provides a relatively trustworthy verification of
t he subscriber's identity (authenticad®ion) for 5 charging of the use. The
GSM core GSMCORE provi des roam ng services for a GSM nobile station

roam ng het®BRNGPHSI OUSINPPBASEP! usErt WRbKisty Aﬁdﬁ@@@:ﬂéﬂuﬁhmtloﬁdﬁw r @@et ng
service is 1 nplenmented using existing SIM cards and

i nf r ast r aothenéicat@hsandebiling) tase \WeSpuserhniaig PRSI &Vlﬁ%ﬁsraé’%?? eZK extra
securi ty KeysutLem té?\% M[[Ihneq: r}}é?%ﬁg‘)"r%e i\ EQ@e@%MtHé’?ﬁl'&ﬁtlm%r@ﬁHéé ngd W.AN

10 roam ﬁg service fr one operator have requisite the MI, SIM and
necessar yelathasly nmgwbnmr@rmoathmw ablthet sutmcobgs tldmttbwliauthené@m fon home

operator rowde the ro th ti

GSM BPis€ é'fgﬂréq ﬁgttl"?/é“s? QW@WW&M‘%E@ drlileé;t &%&'ﬁéﬁgup%? ng g(‘EPRS.

15 The OpgIMtheRIPEtatibs réé’r%ﬁ‘@r&&WeEh%rn@uZ Pétoﬂﬁ@twhﬂksd%dlfalnt&géouﬂye user

has a GSM agreenment with the operator of t GSM.B that is é}hﬁgu& S horre
g

net wor k thepapamitg SENECE dswisnMemsatast oisirg Wé@‘@ggﬁl:M SR8 2R
wih the © infERRLRE ’i:o%eﬁ%ﬁ HReVHEY LELARATIHBLEAhbOREURE %gkewgrator

I ar rangemne t he "oper at dWS referred
to 20 resp@mylMe@/bworasthepﬂTaFomser@mcaad aDtha i&SMamrﬂgvf\mebtametde\fuvPé\l SIMB

may roam fromWSP1 to W Bot h W SPs send aut hen t u

messifes "RYMWe SCBPET dtyp g\e"cﬁm@ CRFLIABENT ST éeWé'Wé) tﬁgr (h)@?h %gﬁ &

functi On%béé/sd& r!éﬁﬁﬁ'né %roftwfaeé Ay 5 abh;-e t@tﬂob@@é ite@tpublic Mes®agesA trmrhée

subscri ber’ erator (operator The archi teckilglﬁ l.l ows
e

users of oeetaierr p'@S asclhedeaming Ubﬁw&hﬁ%%@trmm@rﬂ'sa?r&w Qi rS MT's
bet ween \é{t%’t%@ﬂ/é}%mtélQ@oWn%PT%al?@H@ n@'t\X/@r“ktsugf)eﬂl?\%céPﬁ'S only to operator

A net wor oam ng user nee have pre-‘establ i shed custoner
relationship with a WSP I nstead, the roam ng user may rely on his

cust ?ger 'IJ’h(caaI grt)eirgﬂgrﬁ]ide twetsr;/speirrsl of Figure 7 will now be described. The user has a
GSM agreement with the operator of the GSM_B that is the user's home network
operator. The network operator B has signed a roaming agreement with the
operator A of GSM_A. The GSM telecommunications network operator A has
partner arrangements with the operators of WISP1 and WISP2, referred to,

20 respectively, as operators C and D. The roaming user with the SIM_B may roam
from WISP1 to WISP2. Both WISPs send authentication request messages to the
operator of GSM_A. The GSM core network roaming functionality is used for
relaying the authentication messages to the subscriber's home operator (operator
of GSM_B). The architecture allows users of either GSM telecommunications

25  network to roam with their MTs between WISPs, although the WISPs have direct

connection only to operator A network GSM_A.

A roaming user need not have a pre-established customer relationship with a
WISP. Instead, the roaming user may rely on his customer relationship with his
30 home GSM telecommunications network in order to provide authentication and
billing in the WLAN. WISP access is charged to the roaming user's GSM bill via a

GSM telecommunications network operators’ authentication gateway.



30 honme GSM t el ecommuni cations network in order to provide authentication
and billing in the WLAN. WSP access is charged to the roam ng user's GSM
bill via a GSMtelecomunications network operators' auth 8_})’1‘,&?;05&9

gat enay. W73 ¥134 PCTI F101/ 00015 33 Here, these roam ng services are
used for allowing an MI to be authenticated and charged using a SIMboth
for accessing the GSM core as wel 1 33&s public I P access networks. The GSM
t el econmuni cati ons network operator bills the user for both 5 the

aut henti cati ng/ roam ng services and for the use of public IP access

networks. Then, the GSM tel econmuni catjons network operﬁt or rei nbﬁrses t he
use of HRIBI these|rparinEbsaIvices e ks der aliipwipg ttgrke aythenticaled 8PHat i ve
enbodi ing d | SRMHA S B b6 A dICAS publiR IPeA sk

oper at OYE:EQIE%ESJI %%'Q iddgmﬁﬁgms)@igs?%?ﬁer V\r}fh a WSP roam ngpuSI M  whi cﬁ does
not al Inetwose. Thet GEMGBNEcadinonations estwetc bperatrdviiathal uspMaarthe used

to authenticate apd debit services pr.ovided . i fromthe
conp 't RS it el koo EeS BoB B Bt ¥ Bubdl aCesSpeiRtis.

aut hentraat HNGEM eSlesHmuBRIatibAS Abtwork dpaphalréiynbursdssthieniser ofgiubdic i s
stored in a GSM Honme Location Register (HLR) of an MSC. The GSM

t el ecorfhasceas netvorkefAdhRIr §EFIR'Sr provi des the | P based aut henti cati on
and charging interface for one or several WSP operators, possibly also or
only for corporate access solutions. 20 The GAGN supports seanl ess roam ng
bet weerinvanm i aitesn@8M enebastimenunif cthei orventienwdihg GHb delecemnmuiicanNosPs send

al I, the authentication and .billing informatiaqn t - T GW uses
GSN/pcorr@?‘Q’P QP?WSO’kH@\)OnPW 4*651‘?}??%‘3”886\)’&@‘ t%h\é\hgﬁt E)%ntl a Iljvldg\ﬁg'n billing
i nf or Mde@mdtlibReudEost B NESNI radic2Seivee. Sovhtededicau8ivatarobs usetiwor k
operator. The signalling of billing inforpmation between different GSM

t el ecorfm@h'irt%tticé%sarﬂféf’ﬁB'F ravices eVided YR ILAN a manner similar to
conventional roam ng of a nobile telephone in a foreign GSM

t el ecommuni cations network. In this case, the foreign GSM '

t el ecomulis kraiwm frormttenGSM, dharhpese GEMmetwodsiores eggiameiiiriarmati@n.net wor k

15  such as authentication codes and user identity. Typically, this information is stored
in a GSM Home Location Register (HLR) of an MSC. The GSM

telecommunications network operator provides the IP based authentication and

charging interface for one or several WISP operators, possibly also or only for
corporate access solutions.
20
The GAGW supports seamless roaming between various GSM
telecommunications network operators. The WISPs send all the authentication and
billing information to the GAGW. The GAGW uses GSM core signaling known from
GSM to convey the authentication and billing information to the corresponding
25 home GSM telecommunications network operator. The signalling of billing
information between different GSM telecommunications networks can be arranged
in a manner similar to conventional roaming of a mobile telephone in a foreign
GSM telecommunications network. In this case, the foreign GSM
telecommunications network charges the home GSM telecommunications network

30 for its service in arranging the telephone call.



30 for its service in arranging the tel ephone call. W 01/76134

PCTIFIO /00015 34 In the systemof Figure 7, the hone operator stores the
charging r and sends the bill to the user. The W SP a
billing re@é%%%“scri bing the billed services. The billi ngaggﬁhgﬁe)@%ased on
any of the known principles or conbination of them for exanple on flat
rate, usage tinme, number of packets 3 access 5 bandw dth. The GSM net wor k
(GAGW transmits the WSP originated records to the existing GSMbilling
system [FhéehdVBystappof Figuaat hethiei bamieoopdrpatarsstnesati®l Mhawing reeorda and

alternative odj nent, t orts. ane .or nore other. aut b cation
mechani sHgN9% @Ebb"f@%f&#&f-%'?ﬁ@?%faifﬁ*?e*ﬁ'ﬁ'f‘sa[{ef%’r‘? cﬁeo C”@ﬁ%p@%%'!aeoﬁet wor k
access. Su&ltcaNTVE LAY 8hA DeAbadEaNbh Gl 6irths Khbwar sriroisles e comeihatiar d but
need not have keys for  public access or any other security associ ation.

Fi gure 8okithem, $orgaramelenens fialcratenaisagpoiRe. sumbes afy pREkEIST OFiAGERSS 7.

Fi gurge 8 ' 19thd WisP URGRARILRG L, Mor e

t han %nebe{}@ﬂ%amhgr@ng\réﬁew ﬁ?%g%n@%@ﬁt @%@%g&n%ﬂ}ﬁ g\g"ts ?on"s?&net wor komay Obe

pr esent . tHe eristngBGSMbalingtdysemmi nport ant functional el enments of the system
the MI, a Public Access Controller PAC and the GPRS/ GSM Aut henti cation and
Billing Gateway GAGW The GAGWIis a dedicated entity of the GSM

t el ecommypk CAT OflspptRisWILhdriiRkitied b?t geihaces Sie &M GARSmeaNenktive th an
| P network (for exanple, the Internet or a wde area |IP network). The GAGW

al so of f embogdifeente thes MHr SURROKS: eR¢ [oliBere PthahRHENENtARIQLAECRAISTIT P ul ar
t ho re t t t] ' debyi LLi i [

w A neRBPE' Sndit Oath pTRehBsRlicr OB HANBRS accdis S0dhed M

net wor k tontaims duthentisttion esofiveas . arichthehsmaexearg| eyt nded RAChave deysder an | P
address to.the MI and al{hhentic tes the MI before connection to the

I nt er net PHRIC 3cGesB 0 @AY QINEFRECBAYY 3PS he aut hent i cati on nmessages
between the MI and the GAGW collects the billing record and sends it to
GAGW The PAC al so relays wuser data traffic between the MI an%,the

| nt er net Figsee Roshvaws icsuficeat funatipnebblosks of the system of Figure 7. Figure 8

15  only shows a single WISP although it is understood that more than one WISP and

more than one GSM telecommunications network may be present. Figure 8 shows
three important functional elements of the system: the MT, a Public Access
Controlier PAC and the GPRS/GSM Authentication and Biling Gateway GAGW.
The GAGW is a dedicated entity of the GSM telecommunications network that
20 interfaces the GSM/GPRS network with an IP network (for example, the Internet or
a wide area IP network). The GAGW also offers the necessary WLAN-celiular

roaming functions, in particular those related to authentication and billing services.

The PAC is the WISP's network entity which controls access from the radio access
25 network to the Internet services. In this example, the PAC allocates an IP address
to the MT and authenticates the MT before connection to the Internet is
established. The PAC relays the authentication messages between the MT and
the GAGW, collects the billing record and sends it to GAGW. The PAC also relays
user data traffic between the MT and the Internet.
30



35 The SIM authentication is a conplenentary service for the PAC and the
PAC supports additionally other authentication nechani sns such as password
based authentication. 5 The interfaces of the systemw || aowbeoo1s

descri bed VOHEOMP- PAC interface is an I P based interface tﬁgf I's provided
wi th authentication functionality. The authentication is designed so that
it can be enbedded in a well- knowd5standard | P protocol or inplenented as
an extension to the existing 10 protocol. The MI and PAC are identified
usi ng ttwd SIVPaatidhesstas i at borapientetancservicEhiorPAE- PAGNaNdttbe fRAE is an
| P based interface that uses a suitable ut henti cation protocal

Typi cal $%p055§%ql@adi&mh§ﬁﬁﬂ8}%r§'0§mFéﬁc%ﬂt%“s §P§E|Iatsaﬂg%ﬁx\é ré%afﬁg GAGW

i denti féLgﬁerYtﬁ:r kig4s PACs by using their IP addresses. 15 In this interface,
the M | entlfal cation is based on an I M5l code stored on the SIMB. The
GAGWHLR interface is inplenentation and vendor specific. The GAGWN hi des

t he \(/av!rj1 ue'?{t. -32‘3];?:?20%3{‘%]%&%{&%” Mpmﬁﬁgfqeszngé&fore, the PAC-GAGWinterface is

20 e un yi'ng cellular network may be of a
different type (GSM GPRS) or provided by a different vendor. Figure 9

hows the mgj i gnal | i t th tem of Fjgures. 7  Th
o1 ocessTen NP EaRF G e Ristomtsiiadaeal & Rioyideli v edinghiaiznnen « ne
MF 25 abLesmdif, HheCaMERticdidrl BRIRIPlddCs AR HScdiebdvitbeddedtifiaswelase, t he

MI acquires an 1P address via a dynam c host configuration protocol (DHCP)
server Knmn stwigrd IPTHroldoP qr ipiementasd agpphopxieasiens & Wiee 4B ovel |

known in the art. e ticatd ERackhe
net Wor kP i%h?ﬂ%’%‘%&&’ ?Zyg% 'dgﬁﬁf‘eegg%%&&%egr ﬁa‘?‘ﬁ%%% E]qth 2 aut kclent i cation
by roam ng software. In an 30 alternative enbodi ment, the authentication is
automatically triggered when the M _tries t cces o the net usi ng
S M aut et PAST dntertaceo i 3y 'Pa&me?aﬁ%ﬁa‘f% t?’ﬁhn‘i’??g? e\/\é“%g’éalm
PCT| FLOX/BRNCAIoR® pABtoRYET WBiaR, ENesifyleNEMERAl s@pors waverexPR@sned by
refer en%'g[ﬂtgo ttlg ngggtgges L aW IR me .

simultaneously. The GAGW identifies various PACs by using their IP addresses.

15 In this interface, the MT identification is based on an IMSI code stored on the
SIM_B.

The GAGW-HLR interface is implementation and vendor specific. The GAGW
hides the cellular infrastructure from PACs. Therefore, the PAC-GAGW interface is

20 always the same although the underlying cellular network may be of a different
type (GSM, GPRS) or provided by a different vendor.

Figure 9 shows the major signalling steps of the system of Figures 7 and 8. The
process of authenticating the MT to the PAC is typically triggered when the MT
25 attempts to connect to the public access network. In this case, the MT acquires an
IP address via a dynamic host configuration protocol (DHCP) server (not shown).
The DHCP protocol and appropriate servers are well known in the art. The
authentication has to be completed before the network beyond the PAC can be
accessed. The MT triggers the authentication by roaming software. In an
30 alternative embodiment, the authentication is automatically triggered when the MT
tries to access to the network using SIM authentication and the roaming

application is running.



used during the authentication process: 301. The MI comruni cates with the
PAC to connect to the WSP1 and to obtain 5 an IP address froma DHCP
server. 3 The PAC sends information concerning the su

aut hent i cgﬁ)(%’m%chani snms, such as SI M authentication, gﬁ%ﬁ?%&’e"ﬁ‘"s
Infrastructure (PKI) or pre-shared key. 303. The MI detects that SIM

aut hentication is supported. The ME3Pequests the 10 IMSI fromthe SIMB.
304. The SIMB responds to the I MSlI request 303 by sending the IMSI to the
ME. 305. The MI fornms a Network Access ldentifier that is the IMSI in a

Network Access ldentifier (NAl) format s _expl ained | I.nol f
descri prbAvERanar eseuRanitaion is et proBRabpY SHEENs ey ih EReRsR!
associ at iy Mringy thB&untichfién picvaeke using Diffie-Hellman, and sends the
NAI encrypted over the tenporary secure channel. In an_alterpnative

enbodi me,. (e MA carsmesisatesswitls theyPAGH0 eprnrstito BiecYWBET ad 8adt@Mhe pAC

decrypts th I r Lt.Lph a data packet, again 20 encrypted, to
t he éAGVV o@ﬁtjy{éﬁjgreg%gfﬂé@ a\lg%%%gﬁllbﬂterface. The I P address of the GAGWis
st at i caldge.corid gRAEd sends hiefd?AGtioA senceminghathaelsupportédr awthepisatioen t he

PAC and the GAGW usin hei r, prevjously.arr ed,, sha e Q7. The
GAGW ver i f MEShERSMS, FICHaAS Sd@cﬂ%'t"‘e@iﬁ%“qr}* ﬁvn@w\,gﬁygnﬁ%%r&ﬁéﬂer kyﬁ%@ o7r25 t he
packet, ch?%ghé,@@ gl . extracts the IMSI and sends the IMSI with an

aut hentication request to the nearest MSC. Next, the NMSC anal yses the | VS
to find 30& tTHe Nondetacr that BHE asiienticabep is sHpeefted Hip MreradvBp!s Hifen, the
VSC f or war ication request to the home HLR 308. The honme HLR
for r?é) a seﬂ\ﬁg# ngwgtlrl'%:gnmmée? GSM aut hentication triplets 30 (RAND, SRES, Kc)
and sendso4.heTiseSIMoBt freepondg i e IMBB@qie st B3 bywaeddinghide K&S! toothehe
GAGWNW WD O%A/E76134 PCT/ FI O1/ 00015 37

305. The MT forms a Network Access ldentifier that is the IMSI in a Network
Access ldentifier (NAI) format, as explained in beginning of description of the
15 example 1. The MT establishes a dynamic security association with the PAC,
for example using Diffie-Hellman, and sends the NAI encrypted over the
temporary secure channel. In an alternative embodiment, the NAl is sent as
cleartext without encryption.
306. The PAC decrypts the NAI, and forwards it in a daia packet, again
20 encrypted, to the GAGW over the secure PAC-GAGW interface. The IP
address of the GAGW is statically configured in the PAC. A secure channel is
formed between the PAC and the GAGW using their previously arranged
shared secret. _
307. The GAGW verifies that the data packet came from a valid PAC, decrypts
25 the packet, checks the NAI, extracts the IMSI and sends the IMSI with an
authentication request to the nearest MSC. Next, the MSC analyses the IMSI
to find out the home HLR of the subscriber indicated by the IMSI. Then, the
MSC forwards the authentication request to the home HLR.
308. The home HLR forms a set of one or more GSM authentication triplets
30 (RAND, SRES, Kc) and sends the set to the originator MSC which forwards the
set to the GAGW.



309. The GAGWfornms a packet containing the RANDs and a cryptographic
checksum of the RANDs, generated using at | east the Kcs. The GAGW

preserves Ss for |ater use in a subsequent step 314 nocie PAC
decrypts t"%g&ﬁg& et and relays the RANDs and the crypt ogra%%?/%ﬁlS checksum

to the MI. 311. The MI inputs the RANDs to the SIM B, which calcul ates

corresponding Kc and SRES val ues. 332. The Ml checks that the Kcs match
with the cryptographi c checksumgiven by the PAC. If they match, the Ml
knows t h&809t hdhBAGARY tormsnaguadkeh cootainieg the RANDm@ngoatiEPPAGRUEG be

trusted. 313. The M, gene a cr ogr i ksum.f ar e W th
Kcs and seﬁ@lﬁ@ 8535?56%’t%@%5%.dg§%&5 %hggﬁcﬁ]lréell{ggs trﬂee c%%c sum of
the SRES t opreBen/es@é SRESSRPtecbes t5a shibsdrrent Bepcdibtksum mat ches with
the SRESs it received fromthe 15 MSCin step F§o§ %ﬁ%ﬁ&tchesé the GAGW
sends an33BkndReeifye drsswisdhenprckss anceratays thefRANDg CTHBIOSAPRifen t he
GAGVgends &, &dat t48he ffKNOW edge NACK to the PAC. 315. |f the PAC
receives a positive acﬁnovvl edge nessage ACK confirm ng successful

aut hent i 8atli oiThei MTciopptsethesRAND satat HenSiMaBi ahidhy calgelaites) corfespemiingcess
to the Inteknet.éérft( %he PAC receives a negative acknow edge nmessage NACK,
it refuses t%aBB Ez:i é@g'fsto the Internet. In an alternative enbodi nent,

the | MSI 3i1s. used MM dHeekPteaerE MEsShapsh whs tieadnehtograpricNeck@bmTgieen
following tables |list the paranmeters that are c d between el enents of

the systerky e REColthey materthe 16k koowsshatte Tl Bae ARSIGRPRARES o
trangd err edypatWRed e AE anthd hests@GNV Paraneter Direction to Encryption
=xplanat I3(1)2 The MT generates a cryptographic checksum for the SRESs with Kcs and
sends the checksum to the PAC.
314. The PAC relays the checksum of the SRES to the GAGW. The GAGW
checks whether the checksum matches with the SRESs it received from the
15 MSC in step 308. If it matches, the GAGW sends an acknowledge message
ACK to the PAC. If it does not match, then the GAGW sends a negative
acknowledge NACK to the PAC.

315. If the PAC receives a positive acknowledge message ACK confirming

successful authentication, it completes the authentication by opening the
20 access to the Internet. If the PAC receives a negative acknowledge message

NACK, it refuses to open access to the Internet.

In an alternative embodiment, the IMSI is used in the preceding steps instead of
the NAL.
25

The following tables list the parameters that are carried between elements of the

system:

30



| MBI / NAI
Hash( K_MT)

Aut henti cay P8Pt cksum for the

GAGW Yes User
aut henti cat i on Chal | enge
MI' Yes Aut hentication checksum for the MI Hash( 00
GAGW Table 2 Main paraneters transferred

I D for

cel | ul ar

network side RAND MI' No Random
SRES GAGW Yes Aut hentication response to the HLR
o6BGW Yes

bet ween the MI and the PAC Paraneter Direction to Encrypted? Expl anation

| MSI / NAI

PAC Yes User

I D for

cel | ul a¥8 net work si de

Bill ind MI I nfor

mat i on

of the costs 5 Table 3 Main paraneters transferred between the PAC and the
GAGW PaTalfetler DMamtpa:aMemerEnwWereeld’bEMﬂmﬁme'ﬁ aBdIthelCMsIGMC No Access

|nfnrwn+|nn

1 lcnr

n

o _DAC VMoo

acal

£S

or

a

cation
| MBI .

t he

pr|C|ng Bt S-E+ ef—€1T&aSSs ofi uualHCbh
consuner, Pa“}mﬂtelf?AN Piec gqcﬁf@Wace encrypt?ﬂaﬂaglorbDR GAGW Y]
User's DiTTigy/NaCOT ¢ (emwtu e 19d3 10y ESORMURIr het@BriOREé onal
user-class paraneter|is used for defining the quality of service f
exanpl e [t he RANDum bandMTdt h for alqoart Raridam agf@entlcpatgm@haldpngﬁoms
det ai | ed—st+grattrg—chart—of—a hreft+ta the—syst S ures 7
and 8. The cﬁaEtS prese ;qaéGtWe1 u%?v?ng L%'b%”hcfgo ?Pff'? %ﬁhé HLW

PCT/ F1017 WRERPK I\#YK/"_ (ptepppl) | he s SeNER tRehtlhtion caEARILREl ferUh S AT |
starting_request | PAC_AUTHSTART _REQ cpnt ai ni ng the NAI having the

The requelssh(K y\PAGW)y GAEWcont ai Yies a prﬁaﬂwtlcahoﬁﬁh@CWnRMWQKnow1 al so
as nonce in the conftext of nobile IP). %Aéw,\p 402) The PAC receives
MI_PAC _AUTHSTART _REQ|fromthe MI and

Table 2 Main parameters transferred between the MT and the PAC
Parameter Direction to | Encrypted? Explanation
IMSI/NAI PAC Yes User ID for cellular network side
Bill_ind MT Information of the costs
5
Table 3 Main parameters transferred between the PAC and the GAGW
Parameter Direction to |Encrypted? |Expianation
Bill_ind PAC No Access pricing information
User_class PAC Yes User class/profile
(business, consumer, ...)
K_RAN PAC Yes Air interface encryption key
CDR GAGW Yes User's billing record (structure tbd)
10  Advantageously, an optional user_class parameter is used for defining the quality

of service, for example the maximum bandwidth for a particular user.

Figure 10 shows a detailed signalling chart of an authentication of the system of

Figures 7 and 8. The chart presents the following steps:

15



requests for GSMtriplets by sending to the GAGN a nessage

PAC_GAGW AUTHSTART_REQ al so containing the NAl and the MI_RAND. 10 (Step
403) The GAGWobtains the GSMtriplets fromthe hone GSM 101/00015

t el ecommumY@&7684s network. One triplet suffices, but the ESM

tel ecommunications network may return a plurality of triplrets, in which
case either sone of the triplets a%® discarded or stored for |ater use, or
nore advant ageously, they all are used to generate a stronger key. The
home GSkétepl @00 AT saisds Hn T waridinatedr ecthgmitisetiorusstaginghesdquaist (St ep
404) The GAGWN ge , i ng .an.engr jon_algorit at | east the
GSM sesMTeh wgfh%%‘hﬁv%ﬁ&a@gﬁa@l'% ﬁ?%g\}%iw tﬁ@ mlo P45t he
encrypt Wkally@s&é@ﬂ% BYptbfectiBR el IRANRARID @kndvie afSaVhs moptetis the onput es
20 a cryptographic checksum or a Message Authentication Code MAC, based on
t he RAND(teXt efmiobtelR). and prepares an authentication start response
nmessage GAGW PAC AUTHSTART _RESP. The encryption between the GAGW and the
PAC TYs based on their own shared secret. 25 (Step 411) The GAGW sends to

t he PAC(Stepaa02)efid PAD mrtedtaartherMT poACe AUTHSEABTCRE W RACHEUVHISTART _RESP

containing the RANDs, the MAC, the MI-RAND, a pill} pnformation code and
a billi RAYSF D felt | GFENRCRStSut Y 1S5PdINGhe 19 |tF‘anb?g?an&ti BiFSzo%e.

Typi cal Ppc IEGHHLASTHSTAR PRI 0 CORRMIAG tHE RFagHd tddiTi RAND.y cont ai ns
a field tor a session tineout paraneter for determning the 30 validity
period of the new K to be generated and a field for the state of the
sessjon., VWO O 6 P 0 4 t ) C to the
v TR KERenthaitn GRan PoEN e el SRR PRIC or IR e s
PAC_MI_AdIB¢isiAdnidatioRs nmesswodk. 50nst eptripled) Eudfidds, t ebus witteh t GSMSI G\r and

that th ters i ed by the GAGW PAC TART d by th
PAC, T JRACESHART GREISRS NeNuR Bl LT e PN P PRaset VP BEBrai el ons
Net wor K sofnat c%ﬁhé%ﬁéle@@re’%sb@r@db%‘i stdred bt lateroude (R mdid advantagesueiyyed from

the GAGW 10 Typically, it provides the user with information relating to
t he pri deeydll areused {o generate a stronger key. The home GSM telecommunications

15  network is recognised using the NAl.

(Step 404) The GAGW generates K, using an encryption algorithm, of at least the
GSM session key(s) Kc. Advantageously, the MT_RAND is also used in the
encryption. The GAGW encrypts the GSM RAND(s) of the GSM triplets, computes
20 a cryptographic checksum, or a Message Authentication Code MAC, based on the
RAND(s) and the K, and prepares an authentication start response message
GAGW_PAC_AUTHSTART_RESP. The encryption between the GAGW and the

PAC is based on their own shared secret.

25 (Step 411) The GAGW sends to the PAC an authentication start response
message GAGW_PAC_AUTHSTART_RESP containing the RANDs, the MAC, the
MT_RAND, a billing information code and a billing information MAC computed for
the billing information code. Typically, the authentication start response message
additionally contains a field for a session timeout parameter for determining the

30 validity period of the new K to be generated and a field for the state of the session.



requested by the user. Usually, this price is based on at | east one of the
followng: a flat rate fee, a tinme based billing, nunber of data packets
sent to or fromthe MI, and the Quality of Service QoS. asks
the user WRMHAB4the service should be obtained with theggﬁ%”%o?gggn. The
MI' recei ves an answer fromthe 15 user. (Step 415) The MI generates a MAC
of the SRESs to be used for respondding to the GAGW 20 (Step 416) The M
generates then an access secret Kpac_MI using at least the Kcs. (Step 421)
The M (gRpeuappsTmadPAENtswanddVito PING AUTHANSAER dREiGatioTe staerasponse  PAC.
The message contains in th fleld an a r,-of how ng
whet he WQ%QQSQAGXMG%ﬁPe&Lﬁﬁ%ﬁ'ﬁTLEES%O s tanézgeelw‘vfxﬁbéﬁ ﬂ?ﬁﬁ%ﬁ?ﬁs’? he
SRESSs, n%gglggeof the billing code, and the MI-RAND (as all the nessages sent
t

during an adthenticating session). (Step 422) The PAC generates a
PAC_GAGW AUTHANSWER REQ containing 30 the data of the

S nS e 8 S TRT PSR ONE A9 SR el ke barirs eatiddioy fioadd ess
MAC of GAGWSREAS ADTHSTANT tRESPt keddalya tsenPASy MT HUTMHSTART_ GESY t he

PAC_GAGW AUTHANSWER REQ has_not been t anpered ng\/h 5 (Step 424) If the
GAGW géndees priginateilo iBe&S Y delepMMIEYCHIONSNISWPEY i ous step, it generates

the access key Kpac_MI in a nanner simlar to that used by the MI in step
416 and then proceeds to the step 431. (Step 431) The GAGN sends to the PAC
a mess4§tep 204)GAGA MAChAu er\NSHERimESrfoomationdt rresigeiredntng FAGHe Mr- RAND

and codes. filter-id _Kpac d I I : fipLterai riiggOpt i onal
angO i d’P&?ﬂ%’sﬁtH%V'Hg%Eﬁ%Fggrs%g 'ﬁ {QSH gﬁégcr%{att);eﬁpem'llh{es& %gn&t}geg%edl i8n
def i ni REqEesdSLYItAE usex ARty athd phcelisabased cnmah &zt one bbthentallewjngyi ng
busi ness users. The, SIG\result is MAC of thek Qata in th MBSSRAE for
ul ti n'ataeﬂk}} rg'@ﬁepyaﬁ@'nq Has b'ﬂl}frn , humber of data packets sent to or from the ;
and the Quality of Service QoS. The MT then asks the user whether the service

should be obtained with the price given. The MT receives an answer from the

15 user.

(Step 415) The MT generates a MAC of the SRESs to be used for responding to
the GAGW.

20 (Step 416) The MT generates then an access secret Kpac_MT using at least the

Kcs.

(Step 421) The MT generates and sends an MT_PAC_AUTHANSWER_REQ
message to the PAC. The message contains in the state field an answer of the
25 user showing whether the user accepted the billing for the service, the MAC of the
SRESs, a MAC of the billing code, and the MT_RAND (as all the messages sent

during an authenticating session).

(Step 422) The PAC generates a PAC_GAGW_AUTHANSWER_REQ containing
30 the data of the MT_PAC_AUTHANSWER_REQ message and additionally the NAI
and the IP address of the PAC.



15 that the reply fromthe GAGNis not altered on the way to the MI. (Step
441) The PAC responds to the GAGWN by a PAC GAGW STARTBI LLI NG REQ nessage
requesting the GAGWto start the billing. The nessage contains the NAl and
a sessi on WDOIf¢id4 MT_RAND). 20 (Step 442) The GAGW checks tR¢E/EALMELS from
the MI for verifying that the M has permitted the billing. (Step 451) If
the MI' has permtted the billing, the#t GAGNsends to the PAC a 25 nessage
GAGW PAC- STARTBI LLING RESP_OK to indicate the start of billing. (Step 452)
The PAC sspdsidyy THaegNEVR 184G 1HE MAS HANQYEREESH (&rify TRaSMEIAL-EAI By Ng the
SIGNresul't. 30 (Step 453) The MI receives the PAC MI_ AUTHANSWER RESP_OK
nessage thaliiTcearore by ke SAGUGAGIW_AUTERN VRS _REQthas mttiqesstampared
correct,)@ge MI can informthe user of the start of billing. WD 01/76134
PCT/ FI 01 015 42 The MAC of the billing code is conputed at |east using
the Kcs so that the PAC cannot tanper with the billing code. 5 In the

nessage PAC ML HAN RESP OK, the MI is notified, of the. t f th
aut hett i &Qf@o‘}?ﬁ#ﬁ el\é%eﬂﬁtﬁ@n'?‘?%@feeg_“?‘f’@%‘q t?l?etPSF af ﬁ?‘?e?rﬁ?f%?ﬁrt?e’g&i one
term expigeRgratéd thé a€0&8s Kb&e aUtrhe it afh8r sihhiRr @ i iseabyathete il to

the PAC i's released and the can authenticate itself again. 10
Advant agstaps4 16 ant thevproeeeds/ tosthigi step ¥@1i nf or mat i on and deci des how to
handl e it. Advantageously, the user of the MI can define a billing

information handling policy. This policy can be used to define, for
exanpl e, (Sfept nge3bji | | Theg | NEAGW! | osBends preserthed tBAChe aser message

re-aut hentication o or nmal t L cat case. The hand]i o]
bi 11 1hg A GREEA AubdeNyyEr: FESP Ak FRstigessacs copatitghighTeBANT ween
the di ffenandodRatfifer 98, kMhe MACan GARMNASGH. arkk kb id kbasrieoptiénal ang 11 b
formtogether a flow chart Show ng the functionalify of the PAC during the
aut hent i dicasas theuseri elass glihe, suliscriber. tThus srodesusasl Brdefinina AQFACOT except
those t h%&aﬁﬁ) e nﬁ”ﬁlﬁﬂ @]ﬁalitw co%ect%a%r m(?edf)gy%ag bW‘sinlesQeu g,%prﬂ?gd
SIGNresult is a MAC of the data in the message for ultimately verifying to the MT
15  that the reply from the GAGW is not altered on the way to the MT.

(Step 441) The PAC responds to the GAGW by a PAC_GAGW_STARTBILLING_
REQ message requesting the GAGW to start the billing. The message contains
the NAl and a session ID (the MT_RAND).

20
(Step 442) The GAGW checks the answer from the MT for verifying that the MT
has permitted the billing.

(Step 451) If the MT has permitted the billing, the GAGW sends to the PAC a
25 message GAGW_PAC-STARTBILLING_RESP_OK to indicate the start of billing.

(Step 452) The PAC sends to the MT a PAC_MT_AUTHANSWER_RESP_OK

message containing the SIGNresult.

30 (Step 453) The MT receives the PAC_MT_AUTHANSWER_RESP_OK message
and checks the SIGNresult it contains. If the SIGNresult is correct, the MT can

inform the user of the start of billing.



20 by referring to each of the blocks by their reference sign. The
operation starts from block 501. The MI requests authentication fromthe
PAC by se MI_PAC _AUTHSTART REQ nmessage cont ai ni ng ridYfbod?AND and
t he NAI &%ﬁlﬁ%?}ﬁc thus triggering the authentication pro%gss 25 there
(bl ock 511) The PAC maps (block 512) an | P address MI_IP for the MI. The
PAC checks first whether it al ready4ﬁas an | P address mapped for that NAI.
If it has, it retrieves the mapping from a database record (bl ock 513).
Ctherwise it obtains an IP address and stores it with the NAI to a

P addr oBaS MAG e Bifing 25080 Sorrind) Wi et e BBt ML R )
a PAC_GAGNHWTard SRTitIREH bi . The GAGW responds (block 542) by a V\D
01/ 76134 PCT/F101/ 00015 43 G W PAC _AUTHSTART _RESP nessage containing a

random nunber RAND to be used as a challenge. In block 515, The PAC
rece'sve%ntg% FRALLGE FA@IAT ARATHANSHER MELP endanSHas abMiddof fife MI_I P.
Next,” t he C updates t

dat abase record (blfock 516) by storing the
SESSI ON_{elmvaftthe mnmevaaﬁbran‘ﬂwet NE ®-anBenticRien jtselhbefse the agtharpiralian 517)

ﬁggelc\rllglsl ?’E‘Ig?eﬁﬂTrAgog)'t q#gsen(l?\]{g@éadtﬁﬁ?n 5%% a?gg;l; d&!r?gspondMqﬁé g%%%%e wth

an W_PWMR@nmﬁmw@ngaf apaig. a cryptographi c checksum
SI GN_SRES corresponding to the challenge and the challenge itself. The PAC

10 receives the SIGN _SRES and relays (block 518) it to the GAGW whi ch

che fdrmaliBf AU EiBES hBY (Dhatdie #44) to
thecﬁc é%@é@é@%&/ %méﬁﬁ\/%ﬂ{:bm @sarmeal It o I nfor rh t he PAC whet her the

S| GN_SREAdiantageoesiy,. thd usenafithel MT che @Gﬁ/ ﬁa?l”@@nﬁlj@@n@ﬂ*@ tepdling  sIGN
SRES and retu it to the PAC t,.h P t f. v A t he
15 Mr geRBHGY; éfg'ssﬁ‘tﬂﬁyﬁﬁég’? used g Sﬁﬁl’gewfﬁ%"%ﬁ%'lre ?galsfé‘o ﬂ]f IAA%H\?%?PIF?%S
(block 5 @sentéwtd @086 irf BOfB-aineeMhEaioaNOr dennalleauthbhnmucweasmeme
actions based on the response. |f the respopse i S positive

successf bandinghehtthe Jpillivg, ""thé’??ttQ‘i‘e dopa g Bitedqthe Hrefegek Ogﬁe?%agé'f%rt
bi I 1{#9. pShEnhaiifdrBRt EXRS AP PACCERAEIWE MISC and HLR).

Figures 11a and 11b form together a flow chart showing the functionality of the
PAC during the authentication. In this figure, all of the blocks relate to the PAC
except those that are marked as "MT" or "GAGW". The drawing will be described

20 by referring to each of the blocks by their reference sign.

The operation starts from block 501. The MT requests authentication from the
PAC by sending an MT_PAC_AUTHSTART_REQ message containing the
MT_RAND and the NAI to the PAC, thus triggering the authentication process
25 there (block 511). The PAC maps (block 512) an IP address MT_IP for the MT.
The PAC checks first whether it already has an IP address mapped for that NAL. If
it has, it retrieves the mapping from a database record (block 513). Otherwise it

obtains an |P address and stores it with the NAI to a database for future use.

30 After mapping (block 512) of the IMSI with an IP address, the PAC relays (block
514) the NAIl to the GAGW (block 541) in a PAC_GAGW_AUTHSTART_REQ
message. The GAGW responds (block 542) by a



bl ock 521. There, a NACK is sent as a PAC MI_AUTH ANSWER RESP__ERR to 20
the MI to indicate an error in the authentication and the SESSION ID i s
renoved 522) fromthe record in which it was store he
steps rel é{?(égl%%é il 1 ng are explained. In block 523, a mggg)ggﬁfoomg
PAC_GAGW STARTBI LLING REQ is sent to the GAGN The nessage inforns 25 the
GAGWV the possibility to apply char4@s to the account of the user of the MI
to be added in a GSMinvoice. The GAGWreceives (bl ock 547) this nessage
and r §AGWs PACG MAETHESTARE RBEW RS [EACTBAININING rRRSPmasurabenRANDmt i on.

Th bl ock 524 PAC._and f a_d |
ot ealp BB UShAR AT RURIOR 1B PREK IIBue PACo R et Bl e b ock
526) amap @%&@gmhqgg@bd@smommwiﬁémmﬁTmmAaumés &I@ethe MT

to confirmthe start of possible billing and a tinmer is started

01/ 7619atabese reeardotiack Sha) by, stasiegribrtSEHRAKN_ IDIyltbAberMﬁaIPnénq’ (S*I% and
proyid I I u e et

deblgt egﬁgeméﬁ t(sh%cﬁg‘d geﬁgﬁsﬁ@é g?l?o?méra%@gp dtaot gﬂega ets The PAC

may coPIINChEMTh@UEhI&TMTdﬁESPonhgssaIg\eerTIae CBITt enenelvper (Wdclof 5@3)meher after
reachin acertalntrlgger garmunt of ¢ e, p orma5b|II|ng
updat e ?gﬁ’poncﬁ R8st he q’l?ﬂp SEIPPRLS ga{]binl d. mn bW ng #h  event,
the PAGends AUPAANSWGEE RIEGERLLANCBRRNAg P MobRpNEsRahayt t he
billi n%gagdate The GAGW receives (blo 547) "t hi s° message _and _responds

(bl ock ). SRFS ceeespprding stoalhe cI@dI@nwmd aireinnge NeslRedEe Pfte PAC
[ egg! V?éce\I?éfs ﬂge SrN_ EREd aRa! R IV@M§I@A§%QHI§0@KGW%.% ahcg§5§ T

positive recerpt 1s nega prevents (bl ock
t r ansf élockn §48pwdnepizerk it tis d:omre@thIhe GAGWE retlusiy Isledd§4d bolthefACst op to

t he GA I aut hentlcat he Ml for
its re%‘ﬁ@gﬁmgﬁaﬁhgﬁﬁﬁﬁérmﬁﬁw ] "E’ lﬁﬁ& h?}bgl %e in
bl ock SPEN_EBRES Hé\CcshégtkSA(t@Ir@ﬁIfe&SSQhetGmwrreﬁa;t cotep@et the SRe®icon

timeout. |If a timeout is 15 detected, the PAC continues to bl ock (block

532) afGNr SRESIandgehundt tnte PASose thaltheoPACHEsslk verdiegewbether the he PAC
opeg at I\/ﬁlnanéﬁéﬂé ;é)NbF?@'S ﬁzcgorré:dft 9Mr§§1e4‘%§sé Othb2aE QI dRiikeqBibe518) T | ow
chart show n untti ona
the response from the GAGW and deCIdes (block 520) next actions based on the
response. If the response is positive, that is successful authentication, then the
PAC proceeds to block 523 to start biliing. Otherwise, the execution proceeds to
block 521. There, a NACK is sent as a PAC_MT_AUTH_ANSWER_RESP_ERR to
20 the MT to indicate an error in the authentication and the SESSION_ID is removed

(block 522) from the record in which it was stored.

Next, the steps related to billing are explained. In block 523, a message
PAC_GAGW_STARTBILLING_REQ is sent to the GAGW. The message informs
25 the GAGW the possibility to apply charges to the account of the user of the MT to
be added in a GSM invoice. The GAGW receives (block 547) this message and
replies with a message GAGW_PAC_STARTBILLING_RESP as a confirmation.
The message is verified (block 524) by the PAC, and in case of a denial instead of
confirmation, the PAC returns to block 521. Otherwise, (block 526) an
30 acknowledge message PAC_MT_AUTHSTART_RESP_OK is sent to the MT to

confirm the start of possible billing and a timer is started.



GSM GPRS Aut hentication and billing Gateway (GAGW during authentication in
20 the systemof Figure 7. The flow chart shown in Figures 11 a and 11 b
illustrated the functionality of the PAC and here the sanme procedure i

consi der ed"?PEH1#he GAGW s point of view The procedure sE&FFLOHPYR bI ock
601. The PAC sends to the GAGNt he PAC GAGN AUTHS

containing the IMSI and the donain aame of the MI (defined by the SIMB).
The GAGW checks 25 (bl ock 611) whether the MI is already authenticated. If

yes, thennane dekhBRREE aheOPACVIRlAhd YaIé MRl plodRRS Jbé}%léaﬂttﬁlw\ iupdatexpped
(block 613) and existing user information 1s use bl ock 615 O herw se,

a tenpor dhesasmdales are tigpewst ke debitachevents, subnas fraéamkgslqm@r raveptiond t he
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nmore GSMtriplets and additional [y I nformation concerning whether or not
the MSC £BFAGWS about theybilling updates dhef GARBNPaCetyps t(hlackus®e). thﬁ]m%S@@W

veri f | ock 7 h th t
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WEACCSA?L/JVT(%E?X\?SRTPA(DI UE’DAGI?EBILBrN@uFRESPi S'abLITmCEé%%JKZ/()amw}gG2%e reﬁelpt_
RﬁR t he 0 r , the timer

has B8t &&si¢ r@&kéﬁBﬁEckﬁg tl'\‘slp@é’c’“i"ﬁn é ?l%e(%?te@;ﬂ?ﬂé@"?’ tﬁﬁ%ﬁ&i%ﬁv%{ﬁﬁ t he

pr ocedur gb%gﬂts'sﬁmﬁ fdr%ag%#é?ﬁhg HQta6§§ckeT§?o Qf‘?ﬂ}/ornﬂﬁé PSP, KERR bhﬁu.ﬁgt abase

(bl ock 6 'east one GSM triplet associated to
subscri b@tomm g @dGWnand aeeds (Mineh 58Ban @uthandighiien saueshtsire\Enigrusi ng

a hash Tyacki Q208 55 ABLEANRARS i HREEbelg bEBFEM LI g o used.

Thi s cer S enot € erl oes not
refer to FaA(DldHethl(bBickomd)umet tmieheo rulmbetr aOéesildrf dmzout. 16 a/almmxﬂlt is
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above. If no timeout is detected, the PAC operation returns to block 527.

Figures 12a to 12d form together a flow chart showing the functionality of the
GSM/GPRS Authentication and billing Gateway (GAGW) during authentication in

20 the system of Figure 7. The flow chart shown in Figures 11a and 11b illustrated
the functionality of the PAC and here the same procedure is considered from the
GAGW'’s point of view. The procedure starts from block 601. The PAC sends to
the GAGW the PAC_GAGW_AUTHSTART_REQ message containing the IMSI
and the domain name of the MT (defined by the SIM_B). The GAGW checks

25 (block 611) whether the MT is already authenticated. If yes, then an authentication
validity timer (described later) is stopped (block 613) and existing user information
is used (block 615). Otherwise, a temporary user ID is allocated to the MT
identified by the IMSI and the subscriber’s data (IMSI and corresponding user ID)
is stored (block 619) in a record of a database.

30
Then, the MT authentication is started (block 621). The GAGW requests (block
623) the GSM triplets from the home GSM telecommunications network of the



as well. For nmultiplication, a dot "" is used instead of an asterisk. As
the MSC typically provides one to four different GSMtriplets in response

to one reqy§gieisone or nmore triplets can be used for aut hgptjetdlobfs- BY
using two or nore triplets instead of just one, enhanced security is

obt ai ned because the keys are longer 20 and the recurring period, in which
the sane key is used again, increas#8. This further allows increase of the
validity termof the aut hent i cati on keys formed. In block 637, the GAGW
sends a subatfimndy aGhGW_MEGeDATENRI{A nigssage GARBNPINE ¢ OQQHH%‘IWB@ GRESP

nmessag PAC (bl,oc PAC t

PAC_ GAGKL/”MRIS@IQ ORES) hﬂ%%cg‘d DD MEE- @WQ&% F“égffm MSeR39% o
accept tdptdmihhi 68 Jm%&é%/sr\hletﬁbrété klrec ladBdibhahenforsange canedmifg i t
shows that the user does not accept billing, the GAGN stores (block 643)
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gat heL| reg nviod, ommaltemagmi)r/]t iﬁglmla lhep\Vyrtan%r eiplte]tse (hisak 625 \ke £a86HY eéndnid how
many have, n epted the billin Thi s infor

opti ni sil ﬁb’ %%%57%4 apiRPriERigny 085?5 MRS SAHE E’I\@gﬂ%&t—g@m%ff on in
order t rEeEi FREOR RS ths @fAG $bleEk BbL). Wtﬁ@n@iﬁértﬁh‘éotrrﬁer Aagl n6Blkpired and

t el ecommuni cati ons network operators. t he nessage

EAlcl GAG\rMﬁWHMmEF@fRE@ rEARINESt I8 POSHNE amﬁ’eth&ﬁpce@ure@%“w%&offbb'a&%ept t he
| ng, 6, d
1p19 3N RS ré\ﬁal OfSmba) %;Qsﬂ @f?un§9PZ%i mesmm@ ﬁhé ggarrie

out by conputl ng t rés using nown e Ml and
usi ng t Heastaorne GSMitrimat ass{d‘dl’at%l‘tlﬁ)the(tsubsdlmmmlm)j aeﬁ@lmtloatedhéh@sme

triplets r _the I n it he |eves bI ck 647) el nput
dat a frcﬁ#épﬁ H:é‘?ao{ﬁﬁsae St' ‘ﬂé’fpgs?%% U5¢E o%‘i’@fj @&@V@M St whet her
the S| GYga&s$ of) ke @SM trm@%@@c,) ¢REHEThis dertatMAumbeNef Res waem@eruyen*txc t he
GAGW sends (bl ock 653) a reject nessage GAG W PAC AUTHANSWER RESP ERR to

t he PAC Heieothe agteyisk toepfnat H@fesﬁ@ﬂsmé'g'pxkﬁ%“%ﬁ“e‘@t_thetW@(@V‘éj‘? g the Mr
accggs %%&eggléagﬁqugls g@' ?RE Gnld apPredRAan- e o bectifenEEW asferisk (bl ock

655) "access a
as well. For multiplication, a dot "" is used instead of an asterisk. As the MSC

typically provides one to four different GSM triplets in response to one request,
one or more triplets can be used for authentication. By using two or more triplets
instead of just one, enhanced security is obtained because the keys are longer
20 and the recurring period, in which the same key is used again, increases. This

further allows increase of the validity term of the authentication keys formed.

In block 637, the GAGW sends a challenge and it's the SIGNrand in a
GAGW_PAC_AUTHSTART_RESP message to the PAC (block 603). The PAC
25 responds with a PAC_GAGW_AUTHANSWER_REQ message to indicate if the
user is willing to accept the billing. The GAGW checks (block 641) the message
and if it shows that the user does not accept billing, the GAGW stores (block 643)
the response for statistical purposes (block 639) and sends a
GAGW_PAC_AUTHANSWER_RESP message to the PAC to acknowledge to the
30 PAC that the authentication is to be aborted. The statistical purposes include
gathering information on that how many of the users have accepted and how

many have not accepted the billing. This information can be used for optimising



nmessage GAGW PAC_ AUTHANSWER RESP_OK to the PAC (bl ock 607). Furthernore,
the GAGW generates (bl ock 657) a PAC-specific authentication ticket and

stores (bhwask A9 it. Then the GAGN updates (bl ock 659) tpéyﬂﬁﬁ)’omﬁg
information in the database and stores (block 665) the user data conprising

the Kpac_MI. Finally, the GAGWstarts (block 661) the authentication
validity timer (mentioned also in4@lation to bl ock 613) and starts an
(bl ock 667) accounting process. The authentication validity tinmer
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aut henti cati on by conparison of the present to the Iapsi ng time. Access to
the WSP by the MI is charged to the user's nthe M is
aut hent {f cﬁﬁem%agﬁe%ﬁsﬁ e ADNEIANZMY %%Bﬁ%df\@ﬁ@te lh%tdgeu H$¥Tr fat i on.

The g O\A@gﬁy&i}%ﬁﬁ@@bﬂmga@mﬁ ttél&sqer&@ﬁwsyihé sma@g RARUBEtIR] g%a

sent. | sconfects e PAC rel ays his Information to
The GAGW ¢dreéad \WOt bylcbmmna(tﬂ'é Bl GNED03iBg the hgshduattion knc@snbythie Miet ai | ed

cowr i gOn oSS saRBERL SR T AANER R gt RN 8 Bheh S B 8w om the

di sconngfidtensel).tihs V8 tetiry! 618 GIAG Weletisvos Bmkcamommutmta)fmess
starts fromthat that the sel ects bl ock 711) that it be connect ed.

The Mr Hendatapppechs mr:egxtérep fafogkn@d P / 1g5ts whsthegdhe §?@ '§AC. The

PAq en%s(”%é)%d( CF a PAC GAGW. STCPBI LLI NG REQ nmessage requesting the
to stop ? ing. The GAGW responds by sending (block 731) a 10

PAC GAGW STOPBI LLI NG RESP to the PAC. Finally, the PAC sends a

o SeonmECTEon e aap Mo %, GO AR s Eab o RTORRSIY iy

whi ch | SAGRPPRT M@THANSWERamHmtEmattbnge@A@(mmOa)S |l ocated in a
network |ayer router. Alternatively, the functionality is in a link |ayer

el ement, such as a WLAN access point, in which case the interface between

they MM ﬁnmet BRoNLARAY RESESRrRP! e GAAWSEARE the INPKaccess and generates
(block 651) the Kpac_MT. Then, the GAGW sends (block 655) access accept by a
message GAGW_PAC_AUTHANSWER_RESP_OK to the PAC (block 607).
Furthermore, the GAGW generates (block 657) a PAC-specific authentication

ticket and stores (block 663) it. Then the GAGW updates (block 659) the user

20 information in the database and stores (block 665) the user data comprising the
Kpac_MT. Finally, the GAGW starts (block 661) the authentication validity timer

(mentioned also in relation to block 613) and starts an (block 667) accounting

process. The authentication validity timer is preferably implemented by storing to
the database the lapsing time of the authentication. This enables use of the
25 common hardware (clock) for a plurality of different users and easy checking of

expiry of the authentication by comparison of the present to the lapsing time.

Access to the WISP by the MT is charged to the user's GSM account. When the
MT is authenticated to the WISP, the PAC starts collecting billing information. The
30 PAC maintains a database of the connection time and amount of data sent. When
the MT disconnects, the PAC relays this information to GAGW. The GAGW then



| ayer protocol rather than IP. 20 EXAMPLE 3 The functional architecture of
the present invention can be inplenented using several suitable protocols.
However , i‘g t hi s exanpl e an enhanced version of, an |Internet Key Exchange
(I KE, RFCY22883%13 ot ocol is used in communications 25 bet \A/E@Fimmé’o%ﬂ’ and
the PAC. Renpte Authentication Dial In User Service (RADUS, RFC 2138, RFC
2139) protocol is used for comruni ce7 ons between the PAC and the GAGW It
shoul d al so be noted the PAC functionality could be integrated inside an

access pg%ﬁéraﬁfsr uetssM armepethilcHoMBY S, (GRS tBREARNGell)8 it Kd\Ghe GSM

functionality fromthe access point, handovers are easiér to inplenent and
30 hencebillirg syspem &npwn fram dppladiMi ate for installations conprising a
plurality of access points. Figure 14 shows the nmain signalling between
the MI, the PAC and WD 01/ 76134 PCTI F101/ 00015 48 the GAGW when the

enhancedF|dtire 1B&HReR! the ehgor signtingStédésf a sontsabdodisowrerectibhef Mie MTd t he
PAC. HDR is an Internet Security Association and Ke I\E‘glatgl;e P[?ogfocol

(1 SAP, from Ecnetngds. %ﬁ@ﬁow&@egﬁr@ﬁ%@w&ofﬂég% t ’Fﬂ%ﬁ? clL g

or der i nggy o MeR 1)\ ik e ??%Hegcohhebtgg! Cghes MRy |RAdseNBlotRt ioMB) S is an

SA negotiation payload w one or nore Proposal and Transform payl oads.
KE is t hMTKBACRIHISNESHY IREQ@. meswage to thad’AGeche PAGQagndaicblpek 72he M.

10 The I KE ' e crihed i il T r col
uses | KEPE ARt ARE - ToPBRINGE FERY ceRited Rediedinn. i SACW & Bty

ext ensi opilirgy. oneshalef i @AGWN Rrgspbplsandby s rednafireg t dbldek ong31suggest ed
by Litvin M, Shamr R, Zegman T.. in "A Hybrig_A theﬁtﬁi %%on de 15 for
T KE"10 dr BAC (GAGW RoP BUBING RAST dloadb- GA xtinaliko dhb el ALootename

pr ot ocol pai HiEres [ i t f s&nd the
PG, and” e NG S0 i auateh bR BT el

symet r i discanhédtont he ones in the RFC2409. Instead, both | KE negotiators
must know where they execute because they comunicate with different
conponents: The MI uses its attached 20 SIMB for the authentication

rel ated fruagampRrs2, wegueasoriaisy foAthe elutlesmtioatoarntity which is responsible for
15 authenticating a terminal is located in a network layer router. Alternatively, the
functionality is in a link layer element, such as a WLAN access point, in which

case the interface between the MT and the WLAN access point is based on a link

layer protocol rather than IP.
20 EXAMPLE 3

The functional architecture of the present invention can be implemented using
several suitable protocols. However, in this example an enhanced version of, an
Internet Key Exchange (IKE, RFC 2409) protocol is used in communications
25 between the MT and the PAC. Remote Authentication Dial In User Service
(RADIUS, RFC 2138, RFC 2139) protocol is used for communications between
the PAC and the GAGW. It should also be noted the PAC functionality could be
integrated inside an access point server if needed. However, by separating the
PAC functionality from the access point, handovers are easier to implement and
30 hence the separation is appropriate for installations comprising a plurality of

access points. Figure 14 shows the main signalling between the MT, the PAC and



aut hentication server (GAGN in the GSMtel ecommunications network, in a
chain: S| MB<---> Ml <------------ > PAC <------- > GAG W I KE negotiation
bet ween the MI and the PAC uses the standard | SAKMP payl oad 25 syntax.

O her messygdY’8é4 not have the sanme syntax, and are inpl erré’ﬂ%i‘?‘ﬂ?‘/?‘"s
dependent. As this exchange is rather nore conplicated than the ones
defined in the RFC2409, it is only gigfined in I KE main node. The follow ng
paranmeters are used 30 in the exchange. They are contained in standard

| SAKMP payd epdsw fbef tRt @nR&Aced ﬂ(@rBfoMQ)IOrHJr?éch’o RETKE1Gd 1868 betwdsh | MBI
IMSI read fromthe SIMcard MI_RAND a random nunber generated by the MI

RAND a r &meibhh angriwr PACven by the GAGW SIG\rand cal cul ated by the GAGW as
HVAC(Kc*n, 5 RAND*nl MI_RANDI billinginfo ), where HVAC is the MD5 al gorithm
of RFC1321 applied in HVAC node described in RFC2104 and Kc is the
encrypt i DR ¢y ah ratartdteSecarty ossocistidiNane Keyallanhgermadnbly rdtbeol MBAKINMPL he

GAGW as VA *n, SRES*nl | [ | MT_RAND),.. wh SRES | th
aut hent i }g:t(g{rz“fc)ggrcfﬂe@%rﬂ Sga‘?"éF Q€ e fl@ﬁﬁ?{ ch ?‘i]z’r@tﬁ\%ﬁamh?me MT
as  HVAC(H@ich: aRANENk 'imét%ﬁ@b ér%r%?@f@r. glh% BAISA hegbdtRinSpdylodd String

concatenation, wherein two sets of digi concat enated toget’her, for
exanpl e Withgone 3g7Merg P3gpegal gk Texresiamgeapayiadshdiin ipdhevikey £xgbamngs abl e

to a man-ipnrthem I k e MI and t he PAC, because of the
aut hent i €4 %o%ﬁ. %%ﬁ?ﬁéﬁgbp?@%ﬁ?&h%m'he exchange i s used over a
nmedi um such as a wireless LAN, this kind of an active attack is difficult.
The fact _t hat the GA | | to PA i k

10 ThealKE+ protoc%;z/\\//v(l)llnnglw tb% cj<esscrit())ed incgetla}l. nows

The IKE+ protocol uses IKE mechanisms with enhancements. This authentication
mode is an extension to ones defined in RFC2409 and is related to the one
suggested by Litvin M., Shamir R., Zegman T., in "A Hybrid Authentication Mode
15 for IKE", draft-ietf-ipsec-isakmp-hybrid-auth-03.txt, December 1999. The protocol
is designed for two-way authentication between a the MT and the PAC, and uses
GSM authentication in phase 1. The exchange is not symmetric, unlike the ones in
the RFC2409. Instead, both IKE negotiators must know where they execute
because they communicate with different components: The MT uses its attached
20 SIM_B for the authentication related functions, whereas the PAC relies on an
authentication server (GAGW) in the GSM telecommunications network, in a
chain:
SIM_B <---> MT <--=-m-maeee > PAC <------- > GAGW
IKE negotiation between the MT and the PAC uses the standard ISAKMP payload
25 syntax. Other messages do not have the same syntax, and are implementation

dependent.

As this exchange is rather more complicated than the ones defined in the
RFC2409, it is only defined in IKE main mode. The following parameters are used
30 in the exchange. They are contained in standard ISAKMP payloads, as explained

later.



over secure channels further reduces the |ikelihood of success of such an
attack. The security of the exchange can be enhanced with a public key

t echni que, i ch 25 does not renove the threat of a man-in-the-mddle

at t ack, bJ¥$gV8?§%ts the user's [IMBlI: The MI may request FRETFEAEMNIS
certificate fromthe PAC,- and-use the—public key init—toencrypt—the | NSl
val ue sent over in the |IDnt payl oad.49The | MSI value is then known only to
the MI and the GAGW and can be also used to authenticate the PACto the

MI, as expl ajyed | at er 8P rdMeforhige SvRay§o0ad is used to carry the MI's
| MSI, the IDT\A%e field in the |SAKMP generic payl oad header is set to

| D_USER FQDNMTWBAND 762 3antermnunther@enested®ythe Mbl | owi ng val ues identify

the roles th peer S taken fromthe private
use range defﬁfé\h}é@j in t%eﬁ%%‘g %oﬁ%\e@%ﬂ}%h%%tbﬁ/gati on Method attribute
and shoul d b8lGiSeshdanocacuatadhy thecbASM tasrtgMpar(Keas. 5 Type Val ue

Expl agati on

Somemeoo-o--- CBNAuEhféIMoswg&ﬁﬁﬁpof!mmsgpbpgﬁé&m HIAG Rod by the MT
GSMAut hl ni t PAC 65101 | KE negotiation initiated by the PAC 10 Figure 14
shows how t he exchangedessrieediih & GHOMNN] Kc ihtne enarypiiasy keyf fremdhe KE

negoti ati on. The nost SRk gg)lloe exception to nornmal | KE practices, where only
the first two 15 nmessages affect the negotiated IKE SA, the final SA
lifetime w | BlGsest tealtliateddnsthednT ianmddbe GAGWeasel ected by the GAGN The

initial lifetine is as 0 Db 0 to allowt egotiation to
fini i(ﬁ and the final v%k’[}{éj %gggéﬂ%gn@g%@&@éwwgé%gbgt ween the Mr
and the PAC is generatgd Aghettedtd? froff tie BIN(@PXY, CKY-1 | CKY-R). The
values for SKEYID {a,d,e} are conputed in the wusual fashion based on

SKEYID. |f thea i scalprigtachby BreogACIY aneetheNdl asit cal cul ates Sl G\rand.
For sending HMAC(Kc*n, RAND*nlIMSIIMT_RAND)

15  Here, the bar "|" refers to a string concatenation, wherein two sets of digits are
concatenated together, for example 1234 | 567 = 1234567.

The exchange, as shown below, is vulnerable to a man-in-the-middle attack
between the MT and the PAC, because of the authentication asymmetry.
20 However, if the exchange is used over a medium such as a wireless LAN, this kind
of an active attack is difficult. The fact that the GAGW only talks to PACs it knows

over secure channeis further reduces the likelihood of success of such an attack.

The security of the exchange can be enhanced with a public key technique, which
25 does not remove the threat of a man-in-the-middle attack, but protects the user’s
IMSI: The MT may request the GAGW'’s certificate from the PAC, and use the
public key in it to encrypt the IMSI value sent over in the IDmt payload. The IMSI
value is then known only to the MT and the GAGW, and can be also used to
authenticate the PAC to the MT, as explained later.
30
When the ID payload is used to carry the MT’s IMSI, the ID Type field in the
ISAKMP generic payload header is set to ID_USER_FQDN.



RAND and SI G\rand over to the MI, the PAC uses MI_RAND) and hash 25

payl oads (HASH(1)), respectively. If there is a need to send nore than one
RAND i n avebpph@sdressage, they can be concatenated in the sapgidyhodiaND

payl oad, or many MI_RANDs can be sent. The receiver can easily determ ne
the sender's choice, because the size of the GSM RAND does not change
frequently. If the |NBI verificatith fails, the PAC indicates it to the MI
by using a notify payload with 30 notification type set to

| NVALI D- 1 D- | NFORVATI ON. Ot her, inplenmentation dependent, error codes nmay

be addi tj L tr j it ' 6

PCTI FloibgB%%\Mmgl@%éeg E?k&%}a seol%ﬁee%] ?‘E/elekst @?Ff?ﬁ@%‘ﬁ?&%@% é’g‘@%?é t he
PAC f or vaketisfrom thieepriviBté lusearangei definatli inrnthpatF 62409 NuTiHeYAuthEh&catiaat us code
for the potif ayl oad i.s LLI NG I NFO, and uses value 32768 fromthe

o1 var Mg bk S UER GooTREnaE RULIEogaEr TP HfEsher she wi I
accept the tariff offered. If she does, or if 5 a predefined tinmer expires,
t he exchange is continued with nessage seven. Qherwise the M sends a
notify ngBeage to the PAGURI t h hyplanatieni on type ATTRI BUTES- NOT- SUPPORTED.
The MI should use a relatively short lived tiner so that the protocol
machine in the PAC will not be del ayed excessively. 10 The MI cal cul ates

Sl GNsr e SMAdtHgEitMT it 65800 i N HASIHedbtidtiort indtiaRACoy whe MT forwards it to

t he GAGW f or rifigatiqgp., |f the verification succeeds, the GAGN s
respons@%%é@'@t%ﬁt ai %519;111 acé'ggé‘qgéyatd%%'_aﬂﬂ‘;g)ﬂgﬁ\géﬁthe MI and the
PACGigor later use, and a tinmeout value for the MI's session with the GAGW
The tineout value chosen by the GAGWupdates the one agreed upon

pr evi ouigure i 41shawehpEhaayshaage weorksTimaepAle M Etis thenivtigtor ef theelifdr an
updat edng ia%f%nto the MI. The PAC does not send the Kpac_MI value to the
MI, but ThASiead uses it to encrypt the body of the updated SA payl oad.
This is shown as <SA b>Kpac_MI. The SIG\result value fromthe GAGWi s

pgc kagethe nr;]qkiégﬂg&_)bléa @xcepfor rtan&pﬁfhan .|||\</Ff EretdﬁeeﬁAﬁﬁ%mrqu tr_\?lﬁ'rsftytwlt&edl\/ﬂ'i S ]
identity, the indicates it to the y using. 20 a noti ayl oad wt
t helhot Massaged iieghine egptrtadTNENP cATP st A Bistre gub Deradtsfole’t he

m nor mMedidibhbMSvdiGe SBRCRILEF Y BB TBRIiRitiAfIRHRR EhRsuPRE tbhd he

initiator. One extra nessage IS required for the certificate passing to
long enough to allow the negotiation to finish and the final value to be set.

The access key Kpac_MT between the MT and the PAC is generated as SKEYID
20 = prf(g”xy, CKY-I | CKY-R). The values for SKEYID_{a,d,e} are computed in the
usual fashion based on SKEYID.

If the GAGW is able to recognise the IMSI, it calculates SIGNrand. For sending
RAND and SIGNrand over to the MT, the PAC uses MT_RAND) and hash
25 payloads (HASH(1)), respectively. If there is a need to send more than one RAND
in a single message, they can be concatenated in the same MT_RAND payload,
or many MT_RANDs can be sent. The receiver can easily determine the sender’s
choice, because the size of the GSM RAND does not change frequently. If the
IMSI verification fails, the PAC indicates it to the MT by using a notify payload with
30 notification type set to INVALID-ID-INFORMATION. Other, implementation

dependent, error codes may be additionally transmitted in the notify payload.



wor k. The PAC could include the GAGNs certificate in the first nessage,
but this 25 way the MI can deci de whether it needs the certificate. The
GAGN and woppivsed parts are omtted fromFigure 15. Fi 9yeemif/00015
illustrates procedure in an authentication systemaccording to an

enbodi ment of the invention. The authentication uses the Extensible 30
Aut henti cati on Protocol (EAP) knowP¥rom the RFC 2284, "PPP Extensibl e
Aut henti cati on Protocol (EAP)", by L. Blunk and J. Vollbrecht, March 1998.
The enbbdiGAGW akoriejuers hiingdnfaamationewbishiiha&tAGifenvagdy tothe N in

enbodi nent s, 01/ 4, P / I . WS

origi na |bgtéfy°\888'it gﬁgﬁ)l@ﬁ%ogﬂfé%@% E60¢ SoP e RGN, pRlfEatols . 1
enabl esg&umg__mlF@nhrlzduisbemdllgaeé_7la8tﬂ2rh ttlrs;e Mﬂa’felrange. %ermrsoﬂhxsir@ccess
poi nt needi ng to know the details of t t [ [ t hod. . t hi
DO T i akeus e oL 2ok Lhe, BULhERLL el o0 FELId, 1 U
untig 14 gRldefifedURESexpited il loxERandyliis dddriRuba Ot NReSA4Y steBy usi ng

EAP, the details of the authentication nethod need to be known by the M
and t heOtexwisebthe 4T $8ndsna Netifyr megsage tauthee MACC avitly netitieatien tyRe PAC.

Thus, t t IS0 N - : h
aut nent PearURURES BT SUPPRRTES: G TR S8k el R SRR, e
they comienko thathiee BASots mathing M greeBASdwillmot be deldyedrexcetsivhly.

aut henti cation (success 15 or failure). In addition, a session key is
generated as part of the authentication process, and this key may be

di s{gi b?ﬁ@g\ﬂﬁ'océlmat':e)éc&dﬂéi% eadt@ sth@est bher EAHNH#;(Q?% thBaF*AGI Yhich

transmitted in a successful SIM authentication. e EAP aut hentication
typi cal forweeds ihdo e BAGY foageriieatiany It the verificatiorapucesedrRe fiife SAGYVish t he

t 1(ld i . . | i ith / i
cggs ai nf“?‘?@ﬁ’ ?‘%I%trﬁsss?-&?eeow?'h%%ri %é?%ggt#% nﬁ%@rﬁoﬁﬁ@é%éﬁ ht(bger%l—le%] dl %hye is the
Net wor k PACE frs Jated @B ] dmcl t{rhEb)t. vafod lfomihegVT iesddbio il the Spo@¥e/Thaent ity

packet, the term nal receives 25 re t f the t GSMSI M f th
HAAA anH"’s?@H%alPﬁé*@é?Pé%)’pBWdp%’P\é’Adeﬁéggﬁasoz‘gag"ﬁﬁgéiéprgﬁﬁqé’é‘?”sslyofnr ? ype ©

CSME M gl KENAYSotfatisHPTNO P AC fludt, thBfefbid, Sbnd an updated IKE SA to the MT.
The PAC does not send the Kpac_MT value to the MT, but instead uses it to

encrypt the body of the updated SA payload. This is shown as <SA_b>Kpac_MT.

The SIGNresult value from the GAGW is packaged in HASH(3) for IKE transport. If

the GAGW cannot verify the MT's identity, the PAC indicates it to the MT by using
20 a notify payload with the notification type set to AUTHENTICATION-FAILED.

Figure 15 shows the minor modifications to the procedure of Figure 14 when the
PAC is the initiator. One extra message is required for the certificate passing to
work. The PAC could include the GAGW's certificate in the first message, but this
25 way the MT can decide whether it needs the certificate. The GAGW, and

unchanged parts are omitted from Figure 15.

Figure 16 illustrates procedure in an authentication system according to an
embodiment of the invention. The authentication uses the Extensible
30 Authentication Protocol (EAP) known from the RFC 2284, "PPP Extensible
Authentication Protocol (EAP)", by L. Blunk and J. Vollbrecht, March 1998. The

embodiment of Figure 16 can also be combined with any of the embodiments



GSMVBI M type EAP Request is of the Subtype Start. This packet contains the
smal | est and greatest GSM SI M protocol version nunber supported by the
HAAA.  The MI' s response (EAP Response/ GSMSI M Start) contains the MI's
versi on 30VRUKHEHM (which nust be between the nini num and mESTARHHYYYP s ons
of the EAP Request), the MI's key lifetinme proposal, and a random nunber
MI_RAND, fornmed by the MI. Al subs&uent EAP Request and Response packets
contain WD 01/ 76134 PCTI F101/ 00015 53 the sanme version as the MI's EAP
Response/jeSMidd shard, packet. After receiving the EAP

Response/ GSMSI M Start, the Authentication server obtains n GSMtriplets
fromthe GSM network and generates the shared session key K. 5 The next EAP

R t i t } : Sbt
o T hgt % PELIGRAIES A BECAR RS P el i ERRM i
t he HAAAgenablksam RR htiohi eathentitate witle itshAAAesgyeeamdthoht the fascésee poibh

recei pt of this nessage, .the rups the.GSM aut hentication al gorithm on
the SPM &2REINGHA kney @glc%ﬁt%'gs %fl\{ggﬁyﬂmnttlgﬁtéow_ D aut henticator. The MI
then verifies that the 10 MAC RAND it has cal cul ated equal s the MAC RAND

received. If the MAC RANDs do not match, then the MI cancels the SIM
aut hent i datthisnemppdimentc e IRAG Uprwarde BAP reagisiabaliveen the MArand the

oo pons /R i R GeR B Ruccd @2l R0 hiRalln BoRERROAARAECSTES. The Hana

verifies I's correct and sends t P Success packet,
i ndi cating that the authentication was successful. The HAAA incl udes the

derived sessi.on s in, thi ssa it sends t,0 the PAC. The EA ckets
can B8 c%’yr Heng e}é(wet@ﬁ Qq{@ﬁw%a&ﬁgn Oﬁymﬁhlﬂgf?ﬂ‘fﬁ%g%@& knoygn Fyqﬁ%e PAC
i s a di alpPRngeiheeHAAR, R ot Byoss) fidiedh&OaliPeHEEstor kath examel BACLT  the
PAC is an Authenticator Port Access Entity (PAE) on a Local Area Network

(LAN), t Héwst HbeERAPerraipsal d8i on fasier EUg0tpMd os@ve[ Erpteg0! pwBpEsdle by t he
| EEE Dr af ) 0 |
a atutr%%\ce%a mg?_}l% %{%I%Q \fﬁgﬁbﬁrnﬁérg?éi l?&gngéPg@lil%‘?s H\ﬁﬁ\%uf"%aﬂﬁ# whaf Xhe

Parti cul ar i fple and e e invention have bee
descri bedontdin.i The PA4Y ist anlp interested or ithenautcoypesiithe edithenticadomi(suackas t he
lbm/et tﬁgf%r'tfig@%}b@r g&éi{icl)r?,t aedsésgiog\e&(%/l Essg(e);erta éad %Ebé’éjr't rg?%g aDurtﬁesrﬁlrg:ta |gn above,

process, and this key may be distributed to the PAC.

Figure 16 shows the EAP packets that are transmitted in a successful SIM
authentication. The EAP authentication typically begins with the PAC issuing the
20 MT an EAP Request with the type 1 (ldentity). The MT replies with the EAP
Response/ldentity, containing the MT's identity. In roaming environment, the

identity is the Network Access Identifier (NAI).

Following the MT’s EAP Response/ldentity packet, the terminal receives EAP
25  requests of the type GSMSIM from the HAAA and sends the corresponding EAP
Responses. The EAP packets of type GSMSIM also have a Subtype field. The first
GSMSIM type EAP Request is of the Subtype Start. This packet contains the
smallest and greatest GSM SIM protocol version number supported by the HAAA.
The MT’s response (EAP Response/GSMSIM/Start) contains the MT’s version
30 number (which must be between the minimum and maximum versions of the EAP
Request), the MT’s key lifetime proposal, and a random number MT_RAND,
formed by the MT. All subsequent EAP Request and Response packets contain



I npl emented in other enbodi nents using equi val ent means w t hout deviating
from the characteristics of the invention. For exanple, in an enbodi nent,
the Mr isgﬁo physically a unit separate froma nobile station that has t he
SIMB. Th ‘"ﬂ%’ forms a permanent |ink or a tenporaryPFTERIPYPIE e

nobi | e station, for exanple |ow power radio frequency tink—such as
Bluetooth link. In this case, it is3ot even WO 01/76134 PCT/ FI 01/ 00015 54
necessary that the tel ecomruni cati ons network uses any separable SIM for

aut hent jHgatshfte vERSIoR! B f tHectiipaaEinry mBspPR/GERBIRISE dabka. NRiged e

station in an inseparable manner, for exanple the Ki or its equivalent can
be st or EgeiMinG theo AR, flesppnes/mEMBIMIStar hhenBbineatisatian servengbtains Iy, t he

mobi | BRAPHAANS N MEBH dyiolidh dDe IRAhE LA QSRR dAK Lhe

aut hentrcat i unctionalTt I's accessi ble by a
term nal part regardless V\/net her the rmblle statlon S de5|gned to use a

SI'M or ot not her I ment acke dat.a, net wor k_|] fixed
cacker Bae nebERT B tneshpTeTacRlde SET sabcel e UBRICSHSR o1t her
embodi Mgy sub%e'@W&ﬁl@hgg ﬁl%hﬁaﬂé Rt RAND éh&%es%e%tyhﬁ@ﬁme%e'cr&oa nobi | e
node 10 to a Service exanple to a WWV portal or an Internet banking

ser vi ceby HendéAA, End agb@tpiéeomcathzafqr thepbalendesanshihg ifetine i @naeaceipt ehe
attache I e e u ation,
At hor 1 D18 155 Saes BT ren et s R e R B0 A SR Bt o,
Aut hor i sabmlaremdommmm IMAC SRANEY autE/éGWé?ﬁSM Pag Wnthemaﬁerﬁ@scmaem@y GSM
Global ile co ni cati ons  GS ripl RAND, SRES HA
M%té—ﬁi%ﬁMBHdﬁe Avt I‘Fém‘nru%@i 6’Hua&uttﬁﬁr h@é?ﬁé\md roCelVRht ||€|g erver
HDR it BT (RARBUIdd Nor¥iaA! Mo AT clRveilMagATalndrtiehfGel (1 SAKIP)
header whose exchange type defines the payload orderings HLR Hone Location

Regi ster (a GSM t el ecomruni cati ons network
If all checks out, the MT responds with the EAP Response/GSMSIM/Challenge,

containing the MT's response MAC_SRES. The HAAA verifies that the
15 MAC_SRES is correct and sends the EAP Success packet, indicating that the
authentication was successful. The HAAA includes the derived session keys in the

message it sends to the PAC.

The EAP packets can be carried between the MT and the PAC by a PPP protocol

20 if the PAC is a dial-up server. Other protocols may also be used. For example, if
the PAC is an Authenticator Port Access Entity (PAE) on a Local Area Network
(LAN), then the EAP encapsulation over LAN protocol (EAPOL) proposed by the
IEEE Draft P802.1X/D9, November 29, 2000, can be used as well.

25 Particular implementations and embodiments of the invention have been
described. It is clear to a person ordinarily skilled in the art that the invention is not
restricted to details of the embodiments presented above, but that it can be
implemented in other embodiments using equivalent means without deviating from
the characteristics of the invention. For example, in an embodiment, the MT is

30 physically a unit separate from a mobile station that has the SIM_B. Then, the MT
forms a permanent link or a temporary link to the mobile station, for example low

power radio frequency link such as Bluetooth link. In this case, it is not even



el ement) IMSI International Mobile Subscriber Identity, used in GSM | Psec
I nternet Protocol Security protocol |SAKMP Internet Security Association
and Key Ng%%gfmnt Protocol Kc A 64 bit |ong key produced by a SIM WD

01/ 76134 PE/®4 00015 55 Ki Subscriber authentication k&FT/RIGEAES, Gsm
and stored-on the GSMtel econmuni cations network (for—exanmpte HR) and on
the SIM M5 Message Digest 5 MI Mobiél e Node (Mobile IP client) MSC Mbile
Switching Center (a GSMtel ecormuni cati ons network elenent) MI Mobil e node

NAI Net weddeshge frfat | hentdiddthimuhRatiEXAMERoHS 85 ER 0drl\2 sepataDle SINB @sm or g
RAND A 128 bit 'random nunber used as a challenge in GSM authentication

M _RAND @vJthemfiratinkeyhe HMpiupekenalibgmaydieintegraiidchlp thetraekie steiogémapat ed
SI M Subs¢ri d ' P, CUS i t [ gned
responselogp ol FahheY (PG RoRdne ML LalFRBIR @ (i SBLag ™
PCT/ F101§ m8rydfal ] F‘E’a‘ﬁ G RILO 8& caHWRERIdSrAkLNg 2
nobi | e nlvo(ggem%ﬁ/lnﬁ tﬂqgg‘iﬂ%@e at aé}ﬁnrmeéttgg k’, m((:agﬁrr‘%l?ﬁ)ésipég tcﬁe btsét epsgqof: 5
pr ovisdi ngith tee mobilé statodesy A} thé atthentiodingfunctiendlite of theympbN&kiatiend a
shar ed seor et oliSo RAgkTbS b HSRL \h RGP EBLIS LB $3RRIHeBY @
to use a SIM or not. In yet another embodiment, the packet data network is a fixed
packet data network, for example a LAN or a Wide Area Network. In a further
embodiment, the invented authentication is used for authenticating a mobile node
10 to a service, for example to a WWW portal or an Internet banking service. Hence,

The scope of the invention is only restricted by the attached patent claims.

Abbreviations/Reference signs

AAA Authentication, Authorisation and Accounting

FA Foreign Agent

FAAA Foregin Authentication, Authorisation and Accounting server
GAGW GSM Authentication Gateway

GSM Global System for Mobile communications

GSM triplet RAND, Kc, and SRES

HA Home Agent

HAAA Home Authentication, Authorisation and Accounting server
HDR Internet Security Association and Key Management Protocol

(ISAKMP) header whose exchange type defines the payload

orderings

HLR Home Location Register (a GSM telecommunications network
element)

IMSI International Mobile Subscriber Identity, used in GSM

IPsec Internet Protocol Security protocol

ISAKMP Internet Security Association and Key Management Protocol

Ke A 64 bit long key produced by a SIM



provi ding the nobile node with a protection code (MI_RAND); sending the
nobi | e node identity (IMSI) and the protection code 10 (MI_RAND) fromthe
mobi | e nodgo hPreidye packet data network; providing the packgbrgafiesigt wor k
wi th authentication informati on (Kc, SRES, RAND) usabl e by tﬁe

t el econmuni cati ons network, the authentication information conprising a
chal | enge (RAND) and a session secr®® (Kc, SRES) corresponding to the
nobi | e node identity and derivable using the challenge and 15 the shared
secret KK;); fornmiSupscriggtaghaptitationndeyr uead orGEN @M?ai@(ﬂ?d g9ithg at | east

he thal |enge. ( RAND)dHEeDRE e OR s BR A R B R lies T r om t he

packet data networdgdM o the nobile node (MI); 20 checking at the nobile node
the validity of the cryptographic information (SIG\rand) using the
chal | enfP3 RAND) Ahesseie RiE8Pled secret (K:); generating at the nobile node
t he sesgjion secret, i [ onse (SIGNsres) corresponding to
t he cha Tgnge (Ml%éﬁ%ggg%(@ﬁw%? glhegrﬁgd secret (Ki); 25 sending the
first rMSonse (SINBEIeeSYitthing Kenperclect Shkietecosmnikaticnsdnetwiosic ki ng t he
first response (S g\lsret?) for authenticating the nobile node. 2. Method
according to clai MY t her conprising the steps of: providing the nobile
node wi pMT a subscriésiie ngtentity (IMSI) for the tel ecommunications network;
and 30 form ng fraomthe subscriber identity a Network Access ldentifier
(NAI ) abAlt he nobiNewrduAcseasideptifiasytar sgampl HeeBrRKiagoM\eE hod accor di ng
toclaiml or 2 f#%gr?gsﬁ%ri sing the step of recognising the WO 01/ 76134
PCTI F101/ 00015 57 telé&co ni cati ons network at the packet data network
di rect | RANDmM t he A M@dbiteamdate riudeveri usgd(@s\sthallengeNnetG@Md according to any
of the preceding clai urther conprising the step of providing the
packet data netmrﬁy%n"ﬁiﬁagoghar ed session key (K, Kpac_Mr)

MT_RAND A random key for protecting against replay attacks, MT generated

SIM Subscriber Identity Module

SPI Security Parameter Index

SRES Signed Response, a 32 bit response in GSM authentication



5 based on the at | east one session secret (Kc,SRES). 5. Method according
to any of the preceding clainms further conprising the step of providing a
comuni catdPps,ckink between the packet data network and th node
for conmmunicating the chall enge between them the connunlgg?lons(ﬁlnk not
being a link of the tel ecommunications network. 10 6. Method according to
any of the preceding clains further &b6nprising the step of wusing a
Subscriber Identity Mddule (SIMB) for the providing the nobile node (M)
wi th a nmoplalres node identity (I MSI) and the generating of the session

secret (Kc, SRES) based on a shared secret (K/) specific for the nobile node
identity. 15 7. Method according to claim®6, wherein the step of providing
the mobil g waflf‘em.g;MTan ‘Métﬁoél hér Q&thﬁbd’ﬁﬁ@ea bk dadel IWH) Jo andckétedathar ed
secret (K;) speci for the nobile node identity further conprises the
sub- st eps oheWWDknmngpa&hgéhﬁS@@ﬁﬁéct|on bet ween t he nobil e node (Ml and a

subscrd ber ident..t d B 2 i ber
i dent ity nmodulRECYY ity R Mok T EWRNER B! HhBe (et }h‘???/s 518
sessi on sesHaeéd (¥scrSRER)) specititi o tthe t obitebhbde ncdedetyl @edt usgble8byMat hod

according to any of the preceding clains further conprising the steps of:
25 obt ai nltﬁ{fcﬁm%ﬁ@'qr@s%WQék(SRES) by the tel ecommunications networKk;

and using the p%sg.eﬁ@ HESROB Enbdl WitR acﬂs\%féeuea dobe (MT FANBEPONSe

(SIG\sres). 9. d according to any of the precedln clainms further
conpri sing t hesesidiy ofhe smntﬂlengnom itye ndi SORARNIS thae skipteqtionmacde

t el ecc&erl network t en K:via the packet data
net wol 1W+¢é£’ﬂ§&"88% ed?“ﬁ’g"? ggg%?&dg? ékeet pg%e |t@cl ai ns, wherein the
protection codgovidMb RAND) pacskénasmla onetwark. vvsm 0 AU EHEdatRET/ Q00015 58

11. Method according to any of the pr
(Kc,SRES, RAND) usable by the t&eggr%%ur}\gcagllo%smseiwme Hae Qu gﬁtl&@%lnl enge

information comprising a challenge (RAND) and a session secret (Kc,SRES)

corresponding to the mobile node identity and derivable using the challenge and
15 the shared secret (Ki);
forming cryptographic information (SIGNrand) using at least the protection
code (MT_RAND) and the session secret (Kc,SRES);
sending the challenge (RAND) and the cryptographic information
(SIGNrand) from the packet data network to the mobile node (MT);
20 checking at the mobile node the validity of the cryptographic information
(SIGNrand) using the challenge (RAND) and the shared secret (Ki);
generating at the mobile node the session secret (Kc) and a first response
(SIGNsres) corresponding to the challenge (RAND), based on the shared secret
(Ki);
25 sending the first response (SIGNsres) to the packet data network; and
checking the first response (SIGNsres) for authenticating the mobile node.
2. Method according to claim 1 further comprising the steps of:
providing the mobile node with a subscriber identity (IMSl) for the
telecommunications network; and
30 forming from the subscriber identity a Network Access Identifier (NAI) as
the mobile node identity by the mobile node.

3. Method according to claim 1 or 2 further comprising the step of recognising the



(RAND) is based on RAND codes of at |east two authentication triplets of
the teleconmunications network. 12. Method according to any of the

pr ecedi ng i urther conprising the step of 5 generati ed
sessi on ke‘f/b?%ﬁ?{)r I nternet Key Exchange, wherein the sh ?gﬁ?ﬁgéﬁ'@?on key
is based on the at |east one session secret (Kc,SRES) and the at |east one
chal l enge (RAND). 13. Authenticati éd nmethod in a nobile node for

aut henticating a nobile node (Ml to a packet data network, conprising the
?t epS) of (tjél@ccﬂhmdnﬁﬁaﬂi@nis heetwollk 12 thedpathal) datd metwonkbidlrecthodni diet i ty
IMSI) and a_ shared secret (K;) specific to the nobile node identity and
usabl e by mpbiledieseoaatiy dMMPlons net work; providing the nobile node with a
protectj opi5Adg %B@_pd nySGNHE ReddiindBlRirh fRAEr LolapFsihY thé Maplofand t he
pr ot ection codea W_manyicg torbt he padcrget dat a net vvoPk; gecei vipn_g a

chal | enge pf&®RANDY thedpackebtdaga aystiverk witbr asshased (Biseianakely (Kikrae Mg packet

dat t k; ,checki t lidit t hic inf ti
(5 & anapase? i TRt RamkPre age ehrRBrt G SRSk har od secr et (K ): 20
gener atéf;.”%@thé@%&b@ﬂaﬁrﬁwaﬁy 6K FrRESR ding &laimisi fusher esmprising (o Eprafs)

corresponding to the al | enge (RAND), based on the shared secret, (K;); and
sendi ng t REYIFingt a reesppHBIsai A GHRK 8twesnithe B%@??étda&%t%tWBfﬁVﬁPath 4.

Vet hod f O GARMIRLEE! 190 BERNRRTRAInBACHR!  ERARIR! WoEkeRAd thefiBbling node

havi ng an access to a subscri ntity of a robile tel ecommunication 25
net wor k, conpnimscatiprishimksiad peingf a lipk of/ihgi tetpcammbhicationsdeetwort a subscri ber

N entity 1 _ ' ; e . (
nodd ' o dfsntd Boeb R TR 8Redih ks BB’ Fibidpe Be Bk Pas &
mobi | e nodgirigdge8udskriber ideattybyiotilie (Sk8) fdathe peivitimk the3thobile réaleeway

(GAGW for acting as an interface bet n interfacing. a packet data
net wor k ad¥Ta W'@?@c@?ﬁﬁb‘ﬁi Reds (b‘#f%ntﬁét(%\,\gﬁ ity gﬁf‘leé%t’@sg’?ttge ayssion

aut henti cabibp (REIMBES] HASKY ontd18heRILYENeE AP shaLNE for the mobile node
identity.

15 7. Method according to claim 6, wherein the step of providing the mobile node
(MT) with the mobile node identity (IMSI) and the shared secret (K;) specific for
the mobile node identity further comprises the sub-steps of:

forming a local connection between the mobile node (MT) and a subscriber
identity module (SIM_B); and

20 receiving from the subscriber identity module to the mobile node the mobile
node identity (IMSI) and a session secret (Kc,SRES) specific to the mobile
node identity.

8. Method according to any of the preceding claims further comprising the steps
of:

25 obtaining a second response (SRES) by the telecommunications network;
and

using the second response in the checking the first response (SIGNsres).
9. Method according to any of the preceding claims further comprising the step of
sending the challenge (RAND) is sent from the telecommunications network to

30 the mobile node (MT) via the packet data network.

10.Method according to any of the preceding claims, wherein the protection code
(MT_RAND) is based on time.



WO 01/76134 PCT/ FI O1/ 00015 59 an input for receiving a nobile node
identity (IMSI) and a protection code (MI_RAND) fromthe packet data
network; an output for providing the authentication server (HAAA) with the
mobile nd¥ROVtdM ity (IMSI); 5 an input for receiving a cRaT/FE1§eols RAND)
and a session secret (Kc,SRES) corresponding to the nobile node identity
fromthe authentication server ( : a first processor (CPU for formng
cryptographic informati on (SIG\N\rand) using at |east the protection code

backet ad MieoPREGRIR bt 1082 eRbte, SRR e L et "
i nf or mat i onRABENsavabed o HAND hidebrangnesstitan duthantiaiohetripletsief ttan | nput

for receivi n%ga first response (SIGNsres) corresponding to the chall enge,
based on a ElREPEUNYRERUANS(NEYWORpecific to the subscriber identity (IMSI)

and kKnowqolyeinds a&BM.ﬁ%W&QﬁY%ﬂ%é Bﬁecbelngcagm@fu?ma e8mphe gom stég B t he

15 nobil e node via the packet data netwo a second pr ocessor for
veri fyi ng tgenerating arshspen sessish Geyr ¢€) fof dmterrmltiﬁ@snﬁxchangﬂg whereirpbid e

node. 16. te acting a n_interfac Kk dat a
network anda g@é?%%%’ﬁ%%l 041 ?Rﬁ ab@%‘*n%v‘? ﬁ%gséﬁn g%‘é%i&%'ﬁ& o

aut hent i catithermt leXst 3)aé\¢ﬁa||ér|g%b(A)ANDhe gat evvay conprising: a first input for
recei vi ngéa Net wor k. Access ldentifier (NAl) om the packet dat a net wor k;

a pr ocesS8rAYiBeNiGRieNTgelod B fcrobEe nloelén’pf @yth@nmt)ngs%m%leemﬁ (M&k i n
the tel ecqw&&&? HaRsnételo rclén{q{grné{p,econém gk Access ldentifier (NAI);

25 a first output for provi ng t ni cati ons network with the
subst®i ber i deaviding the NVBObije aoﬂerMT )i witbta froebileevede i identity oiMBheand a
aut hentlc tion ser

(e, Sresshatstr sepistalsy e Endhe gBic kAR Bty ShEndisaRss
I dent i IYte(lécb@hbnun&iaﬂons network;

providing the mobile node with a protection code (MT_RAND),
sending the mobile node identity (IMSI) and the protection code (MT_RAND)
15  to the packet data network;
receiving a challenge (RAND) and cryptographic information (SIGNrand)
from the packet data network;
checking the validity of the cryptographic information (SIGNrand) using the
challenge (RAND) and the shared secret (K);

20 generating a session secret (Kc,SRES) and a first response (SIGNsres)
corresponding to the challenge (RAND), based on the shared secret (Kj); and
sending the first response (SIGNsres) to the packet data network.

14.Method for communicating between a packet data network and a mobile node
having an access to a subscriber identity of a mobile telecommunication
25 network, comprising the steps of:
providing a mobile node with a subscriber identity for the
telecommunications network; and
forming, by the mobile node, of the subscriber identity a Network Access
Identifier (NAI) as a mobile node identity for use by the packet data network.
30 15.Gateway (GAGW) for acting as an interface between interfacing a packet data
network and a telecommunications network having an access to an

authentication server (HAAA), the gateway comprising:



30 a second out put for providing the packet data network with the chall enge
(RAND). 17. Communi cation system conprising: WO 01/76134 PCT/FI O /00015 60
a tel ecommuni cati ons network; a packet data network conpri si a nobile
node (M) YO $8#ng a first processor for forming a prot ecPthg‘H 17008kPe
(MIT_RAND); 5 a gateway (GAGW for acting as an interface between the packet
data network with the tel econmuni cagpons network; a subscriber identity
nodul e (SI M B) accessible by the nobile node (MI) conprising a subscriber

identity (IMslg, ﬁ‘ir’[.l‘:@t ?orslléﬁé%gfﬁ%%né Kodle i@entAV IS ieRt & ProfetiveicotEAAA)

for the tel ecommuni cati ons ne onprising the shared secret (K)
mapped t dMThéRANDS broimbine patkat daip I(GITWBrk),, t he aut hentication server (HAAA)

bei dapt ed t lent |

to return a cril PUREE RRRle o nEHaS T ke R EA S YRb IR RO, HESRRRTE V<!

pr o;:estsornddmgémrt%(_n@asdjl\l%r ypt (i)gr aﬁhl C |bnf or ITB.tI on (SI G\r and) based on the
rotection code t b

Pecel we from t%'(n@amwcwmeva Ct‘gléen%?; H'Ae'?‘n Ea(‘ SS% ?@{%gﬁ% )aphi ¢

I nf or mat | Qg d&ﬁbﬁ?lggne)[ e AfbiIBS{0ue .d@ﬁkﬁptﬂ%% i &lﬁtﬁ&htﬂ%ubh%ewtb SGUALSE

identity nodu w th the challenge (RAND) oresponswelyto
receive a firsa flraitsmonssso(rs{c@iléréx)fobamgdctmtqmephl@haﬁqr@ﬁ@l@n( ﬁ}!@lfb)'arm)d t he
shared secr.et

The pror dnat EasbBprolEinh e M PRI AT gl e B RER L o
(MM); and a thid duupwccfrs;ﬁ@md(r@%)e ;@ewk@ssiabi ﬁemork h&thg&be)mye(lgi‘\mmr

veri fyl ng the first response ( to aut henticate
mobi 118 nond thmwptp@ra%%ﬁrﬁrreafmrbkﬁ@%@em Bmﬁaﬁf‘% fignsmisgioq 1o a Fobils
tel ecomﬂ%d@tl ons network; a packet data network;

an input for receiving a first response (SIGNsres) corresponding to the
challenge, based on a shared secret (K;) specific to the subscriber identity (IMSI)
and known by the mobile node and the telecommunications network, from the
15  mobile node via the packet data network; and
a second processor for verifying the first response (SIGNsres) for
authenticating the mobile node.
16.Gateway (GAGW) for acting as an interface between a packet data network
and a telecommunications network having an access to an authentication
20 server (HAAA), the gateway comprising:
a first input for receiving a Network Access Identifier (NAI) from the packet
data network;
a processor for forming a subscriber identity (IMSI) suitable for use in the
telecommunications network from the Network Access Identifier (NAl);
25 a first output for providing the telecommunications network with the
subscriber identity (IMSH);
a first input for receiving from the authentication server (HAAA) a challenge
(RAND) and a session secret (Kc,SRES) corresponding to the challenge (RAND)
and to the subscriber identity (IMSI); and
30 a second output for providing the packet data network with the chalienge
(RAND).

17.Communication system comprising:



a nobile node (M) having a nobile node identity (NAl); a gateway (GAGW
for acting as an interface between the packet data network with the

t el econmuni cati ons network; 30 a subscriber identity nodule (SIM B)

accessi bl a&v91/6@ nobi | e node (MI) conprising a subscri bepcraenoty (1 NVSI)
and a shared secret (K;); an authentication server (HAAA) for the

t el ecomruni cati ons network WO 01/7 4 PCT/F101/ 00015 61 conprising the
shared secret (K;) mapped to the subscriber identity (IMSl); a first
processor (CP&J%I accessi.bl e by gat eway for form ng the subscriber

identity (IM B?W'%&”Pé‘ei &' dentity (NAI) for the

t el ecommuni catja@Rrest d‘tﬁhwd&orki:dnhﬁﬂl ‘hentication server (HAAA) being
adapted to receive the subscri ber dentl ty (IMSI) and responsively to

return a chamr@ﬁ@@e NEre @/dras@@rmewngoPeﬂfsttWO%%ﬁﬂrefO( &prning BHereigctidipt ed to
receive 6?@ Imge (RAND) and responsively to forma first response

(SI GNsr es lga the chall enge (RAND) and the shared secret (K;); and
10 a5second prgmewagr(q/m;’w)) ﬁxrcaﬂmlgbhe doy intéréa g betwger @G \fjacker date i fying
the first re ponsE ﬁé esr? i.n or&eﬁ:r g’) aut henti cate the nobile node. 19.
Mbbi | e HSH&O PEBIEFAMAHNIcAtanS NSV | dentity Module (SIMB) having a
subscri ber i desndusbubéﬁ dMehiityf Pbduled@mi By iadgesdisleStApstd insiiletfode (MT)

t el ecommuni cation network and a shared secret (Ki) 15 specific to the

subscr i Bemprigiegta wps«méar @ieoswlfﬂﬁl @ kAbafedmecaet it hentication server
(HAAA) acces hbgﬁtn%ﬁnéél ‘?&%{t\ﬁ%@t 'ré?”trﬁbett‘@%é&mrﬂ Hircaﬁgﬁé%é&vw for

formng a m) ased on the SCI’I entity; and
a ctbmucocatisiog tbéehkre(d%c)ren‘ mapmmtoctamsm@swnbér ldepmgzl(EMSt)ata 20

ret vk g e ieR DS BEThbRAT R SaBbebe itk Pl SBABEET 0t 2
]giﬂ gt pgiég@#s((éM@l‘)%rﬂi feshBAsvERI6 rEReh alchanéndey/ (RRRD)E | s adapt ed to forma
the gateway (GAGW) comprising a second processor for forming
cryptographic information (SIGNrand) based on the protection code (MT_RAND);
15 the mobile node (MT) being adapted to receive from the gateway (GAGW)
the challenge (RAND) and the cryptographic information (SIGNrand); and being
adapted to provide the subscriber identity module (SIM_B) with the challenge
(RAND) to responsively to receive a first response (SIGNsres) based on the
chalienge (RAND) and the shared secret (K));
20 the first processor being further adapted to verify the protection code to
authenticate the gateway (GAGW) to the mobile node (MT); and
a third processor (CPU) accessible by the gateway (GAGW) for verifying
the first response (SIGNsres) in order to authenticate the mobile node (MT).
18.Communication system comprising:
25 a telecommunications network;
a packet data network;
a mobile node (MT) having a mobile node identity (NAl);
a gateway (GAGW) for acting as an interface between the packet data
network with the telecommunications network;
30 a subscriber identity module (SIM_B) accessible by the mobile node (MT)
comprising a subscriber identity (IMSI) and a shared secret (Kj);

an authentication server (HAAA) for the telecommunications network



(SI G\Nsres) corresponding to the challenge (SIG\rand), based on the shared
25 secret (Ki). 20. Conputer program product for controlling a nobile node
for authenticating the nobile node (Ml to a packet data network
conpri si n§*O ¥5Hhift er executabl e code to enable the nobile ROBEYMEYE: ain a
nobil e node identity (IMSI) and a shared secret (K;) specific to the
nobi | e node identity and 30 usabl eslby a tel ecommuni cati ons networKk;
conput er executable code to enable the nobile node to obtain a protection

code (MEoRMMAR M@Q‘F&(@@%@&ef’@q FEPHEeE A8 H9e sbizscHRBP IeptityeXiSi; abl e code to

enabl e the rmbﬂe node to send the nobile node identity (IMSI) and the
protection c@de‘lrﬁﬂ\/ﬂprmprt (e arasseiblelden theedREIRY J@Frpi?(’@fnge%%ut abl e

code to enabl.e th d I N

oyt ooriBRR e SeME] oA SRl ol C Fhotfel 0 By, 0 (VRGN JorBife

fﬁgpgﬁ ;gegleéaﬁm?]@bb@n?@d%tﬁvonenats)l e thedrmbl | e noﬂe tg f|h60k the vaI idity of
graphi c i nformati on r an t N d

shar 8d” secr et!ng RUNERSRHGR é@f\@&é&% Q%'E‘ d%élﬁ%e%ﬁ%ﬁ?‘gew%gﬁ%ﬁéﬁg%ra%gg tf)he

gener at '%d 8?I‘~MS’I an39e§§'&fs‘?\ﬁelyf f@ﬁeﬁﬁﬁ$ cﬁélﬂangef' rst response (Sl G\sres)

correspon he chal | enge RAND) , bas on the shared secret (K)
and conput er tbe esutvsasiber ddamltyoﬁ@dalﬂ éSiMeB}mQﬁ'm@ atapted dlos EeReiYdNEi 1 st

response_ (Sl %{(ﬁiﬁqﬁ t&%ﬁggﬁ%ﬁg&xggﬁ&nﬁ@m{ hesp%?'l e%@%'%g ?é@ D
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19. Mobile node (MT) comprising:
a Subscriber Identity Module (SIM_B) having a subscriber identity (IMSI) for

identifying the subscriber to a telecommunication network and a shared secret (K))

15  specific to the subscriber identity moduie (SIM_B) and known by an authentication
server (HAAA) accessible by the telecommunication network;
a processor (MPU) for forming a mobile node identity (NAI) based on the
subscriber identity; and
a communication block (RF1) for communicating with a packet data
20 network, adapted to send the mobile node identity (NAI) to the packet data
network and to receive in response a challenge (SIGNrand) from the packet data
network;
wherein the subscriber identity module is adapted to form a first response
(SIGNsres) corresponding to the challenge (SIGNrand), based on the shared
25  secret (K)).

20.Computer program product for controlling a mobile node for authenticating the
mobile node (MT) to a packet data network, comprising:
computer executable code to enable the mobile node to obtain a mobile node
identity (IMSI) and a shared secret (K;) specific to the mobile node identity and
30 usable by a telecommunications network;
computer executable code to enable the mobile node to obtain a protection
code (MT_RAND);
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computer executable code to enable the mobile node to send the mobile
node identity (IMSI) and the protection code (MT_RAND) to the packet data
network;
computer executable code to enable the mobile node to receive a challenge
5 (RAND) and cryptographic information (SIGNrand) from the packet data network;
computer executable code to enable the mobile node to check the validity of
the cryptographic information (SIGNrand) using the challenge (RAND) and the
shared secret (Kj);
computer executable code to enable the mobile node to generate a session
10  secret (Kc,SRES) and a first response (SIGNsres) corresponding to the challenge
(RAND), based on the shared secret (Ki); and
computer executable code to enable the mobile node to send the first
response (SIGNsres) to the packet data network.
21.Computer program product for controlling a mobile node to communicate with a
15 packet data network, mobile node having an access to a subscriber identity
(IMSI) usable by a telecommunications network, the computer program product
comprising:
computer executable code to enable the mobile node to provide a mobile
node with the subscriber identity (IMSI); and
20 computer executable code to enable the mobile node to form a Network
Access l|dentifier (NAI) of the subscriber identity as a mobile node identity for
use by the packet data network.
22.Memory medium containing a computer program product according to claim 20
or21.



