1 NETWORK MONI TORI NG AND ANALYSI S TOOL Field of the

I nvention 5 The present invention relates to systens and nethods for
anal ysing the performance of a network. In particular although not
exclusively the present invention relates1o the provision of a
network nmonitoring tool for nobile tel ecommunication systens. 10

D scussi on of the BackgNETWORK MZNITORING ANDKANALYSISaTCGONery | arge
nunber of conponents ranging from Radi o Network Controllers to

Gat eway GPRS Support Nodes (GGSNs) with nunerous firewalls, routers
and ot her d¢véldaestth&amvergiRgyi ces through nobil e networks, of 15

what ever underlying technology, remain a relatively recent

devel opment . G ven this, nobile carriers are still devel oping

pr ocedur 8s dhe treesentt Bveniiony takeiast to neysteros, andnenethddsiplpradealybinge the

Y L T e

to nonitor mvgnp@mfmiataacm tHewpvaiisiomeok asnmoﬂurmenﬁomg/ tool for mobile

provi de ongol f the "user experience" where the data
network is g %&éﬁﬁgh'ca on g’és(r%gm&perl ence of data services can vary

wi dely according to | ocation and a various nunbers of other factors.
For exa Ie a net,worﬁg éket core could be perform ng extrenely

wel |, bl? i Piggpssion e pckgraunstAd, | gned incorrectly then nmany

,users in a particul ar area coul d experience poor network

per f or mance ndBile vk [ I r :
environnent i s probl engtﬁngO;évaZ?]/&?ﬂ 'é’le‘?é; nu%?vqubﬁ)ﬁq%ﬁ%lr%gn%g from Radlo

packet corel e@"é’hr@?"ﬁ'@”%ﬁ@cG@TéWan@HR@%OQOﬂd\JqNQW(GGSMWIh (mumagous |
tool that ﬁre%aﬂﬁghﬁjtgi 3Aq prStﬂ& (abogegag%taf }\Bgeso HBR66IL nefworks, of _

net wor k beyond t et core ageéus to
provi de1a nohateyet ngderb{rng talqhndognyemalrdapélaywy aacemt Idedelepmpayl Gadn this,

t | t .
o oe ool unmobieRakfeds BEisf IS RBRLShobea EBS: kil bafiSt fhtm o monitor,
SUMVARY OF Tlire aﬂﬁ\wamr@sedawuetwwﬁs.t he Invention 5 Accordingly in

one aspect of the -present invention there is provided a nethod for
determ ning the performance of a conmmuni cations network said nmethod

conpri si ng TY@c@lty&jmriéﬁsiare able to implement a wide range of monitors and probes into the

20  infrastructure of the packet core to monitor its performance. However there is no :
cqrrent way to provide ongoing monitoring of the “user experience” where the dataAv
network is cohcerned. A -user's experiénce of data services can vary widely
accordi‘ng to location and a various numbefs of other factors. For example, a
network packet core could be performing extremely well, but if the cell towers are

25 -‘jahgned incorrectly then many users in a partlcular area could experience poor
network performance Providing a consistent user expenence in this envnronment is
problematlc given the lack of visibility beyond the- packet core.

C_learly it would be advantageous to provide a monitoring tool that is Capable of
30 providing data on the performance of a network beyo'nd.the packet core. It would
' " also be advantageous to' provide a monitorin'g tool which may be deployéd as a
hidden payload to a carrier supplied mobile messagmg client, so as to permit a Iarge
»volume of tests to be performed across the entxre network



transmtting a nessage froma nobile device to one or nore servers 10
configured to direct the nessage back to the nobile device;

receiving at the nobile device the messages returned by the said one
O nore servers; calculating a t2ne differential between
transm ssi on of the nessage by said nobile device and receipt of the
nmessages returned by the one or nore serVers by 15 said nobile

devi ce; and ‘ j e calculated. tine difference to a
primary ser§8MM@B&6éWM&&P@ ne or nore servers for storage.

Sui tably the message sent by the nobile device to the one or nore
servers inctudes 20 the nobile device's identification nunber (MN)

whi ch is reBissiospeohineinventiorast one of the servers. The nessage is
kept sufficiently small to keep the process transparent fromthe user

xper | ence. e RBF AR BB TR Aot e R Pkl S ity o

bytes. 25 Pd@tb&nmbig)ﬂheqlﬁnfoaﬁand:reoSaroomraumpﬁﬁQnsmétwm sdiampethod chmprlsmg -

nessage whe t??'(jdl rect i ng the nmessage back to the nobile device to
pernmt the ng tool to calculate the tine for the outbound and

i nbound | egs of ttrét%nﬂmHQdatﬁieBségiH fidie HEmSBNE . dedfitel hE éﬁe,errOfnore servers
transm:tting the nessage may be perfornmed at regul ar intervals.

Sui t abliP t h‘éorlfﬁt-‘ée}d\/tald”l?éﬁmééﬂe%sé’@ﬁ hackia theseipbiie deviegie message is set

to keep the powefedefisHaPL .
not to adversely eaffec batt@rc{/tﬁllgl ée\ﬁ%‘ kﬁ@%ﬁ?%? egﬁggbyghe %‘él@ﬁne Or
exanpl e t heMPri 88VEIS; bet ween each 3 transm ssion may be set to a
period.of 55 to t T % t
nmobi l e test cli e‘q%t10 L{%ﬁﬁ'\y ﬁ'“ﬁaﬁf*g‘%ﬂgﬁt‘j’ﬁwﬁf‘”& ﬁén Slol:l (%)fett‘ %e"é%&g’gg py said »
t ransni ssi onobile tédce ang secajpt difai;\ednessages\mnkneceamheesne D€ QO Te eSEEvErs by
or dyn C C ent network "performance so as to obtain

nor e dg'?gal ?éédggi%@?%&&?% él“f‘Le step of calculating the tine

differential rra;foMarduhgrtheruzildm&eﬁ hne tdifRgente talaCprimbiyngervbe stieb®d from
between the_initial ft e, subsequent response for each test
message. AT ﬂﬁ??ﬁ@%?ﬁ@eﬁ OpSKX¥aQ&t cul ating the tine differential

may include 10 the step of calcul ating -a conbi ned/ aver age vaI ue for

all servers wltbmlnthe one or nore servers. Utilizing nultip . '
servers maySWiablf themessaggsent By mobilg dgviseigitee @@@@émoaﬁ@emqr%wcwdes-

net wor ks ertik GRo IR E@nhﬁ&é‘?oh Thufbet ( Wﬂ%l&hﬁg%%lgfe?ed W?trleat I%ast one

rather than a sinhgle anomal'y within a given sector
step of for¥faf¥ S§™VeRe c&h@umas%agquwmfwﬁ@mw sonalhéo meenatrye process

server fur ttpﬁ{sp?fk‘?ﬁ ﬁ@ﬁ'?th%qrsgﬁé% 'ftgﬁtg%ﬂf IRid R8s 99 &Jé%é&é&ﬁapﬁgod@ Bl &sely

device, the application used to se e message,
connect i on dffeciwesr exeerienbel Sutlely dbe anessage isammrendc dssoinstheedrder lof 100

the User | s the nobile subscriber, the Identification Nunber of
the nobile device etc, cell identifi cation and sector number in whi ch
the 25 ' ' ‘

Preferably each of the servers apply a time stamp to the message when directing
the message ‘back to the mobile device to permlt the momtonng tool to ca!cuiate the‘
‘hme for the outbound and inbound legs of the round trip for the message

30 The step of transmitting the message may be perfbrmed at regular intervals. -
Suitably the interval between each transmission of the message is set {0 keep the
power consumption required in the process minimal so as not to adversely affect -

battery life of the mobile device. For example the interval between each.



20nobile is | ocated. The nethod may further include the step of
formul ating reports based on the tine differential and the type of
nobi | e device, the application used to send the nessage, the node of
connection between the nobile device and 3he conmuni cati ons 25
network, the User ID of the nobile subscriber, the Identification

Nunber of tfensmoiBiion A8y ibeese?t6 .a PERIEHRBS Yo tehemirRRes. tTHtgphﬁahﬂséN@r may -
formof an Excel extract of the raw data for -24 hours on

basis. Sui tBBiNct; PHMF’t tesh lienty i/ivaed they lpagth- of ke dqateﬁ@érbet\yveen each
real -time Vﬂréhéﬁﬁ@s@ﬁg%g Vtha ?jt?és%é(%;e PRe B lné?\ﬂ/?}lé“‘?eéhk?estp?&iu‘ﬁfeﬁ@n?(s or-

t he reports include information Tdentifying perfornmance |Issue

speci fic cefynasicaly basp3opelurrest netvesis tperiormence Isovasc tr pbiaiirs mase detailed
t ar get %car{é%ﬁ&gources where they can provide nost benefit to .
consuners e nethod may al so include the step of forwardi ng a set
time differential to the prlmary server, the set tinme interval being

i ndicative pf a.tineout e ere urn nessage fromthe
servers hav-gh%oﬁte%gg C?'@B'@f CFY\’gy{”F‘ thf‘{éb?r}t@ dBaY dErtiet inciuee ﬁﬁ‘%s%t?ps of.

period. - Predgsading tHeetimé %ﬁ&ed?ﬁfHeQHmlaﬁséﬁH hh@thy sﬁﬁéeqtu@n?—%s'ﬁbﬁéié R?r each
al t hough 5 such preset perio be varied to such period as may b

opti mal f ortept MessRGdS éﬁemaévcﬁv |ﬂ?|%§'&eps@rﬁﬂé¢wﬂ%[}9 ther jme W%ﬁ@tﬁtmay mclude
peri od 4gn %E%télﬁ‘%‘F%aWuiahmg e‘{%hﬁaﬁ é‘@a e@g\tﬁgrgg is cocliﬁ ‘?ﬁe one or

Alternatively a-tinmeout event may e |n ate
t he transadhP@nsererhelijizingampltipde \Servers_@nﬂuellmm%tetihmaseswmnﬂmm/ absngle

i npl enente u uch cas

devi co. 1 nol iaee iR ol CHEER! S BVgt By REGELEERCT gbi Rget o ssue
devi ce to getigrhersagegle andrhalyséihirea given seegrl ar i nterval s. The
application being in conmunication with the primary server and
responsive to instructions transmtted fromthe server to alter t he

i ntervdbs e&ultaibiycthei $teprofrionidraingBas aaRBldied tifkke arfevsice tolthe pnmary server

Alternatlvgl%a od of aﬁmtorl%% $/ be manual | y activated by .
user of th of 'PE &% fUuvalfing JHempFtign PR thes ypeslraghile deyies. dhe @phcatmn _
net hod is iusedesaRhadhyinfessagdedineahsge ép%ﬂ\r‘;‘étttlbﬁrbe‘t\ﬁééﬁm§ﬁuoﬁﬁle WB6ice and

nobi | e .devi ce the application uti-lise one or nore auxiliar

appl i cati orfge 6HW@'9@%mW°rdfeéIG‘c€S%rdDs@fﬁ@erm@%@g@doacab@rh@%Ki@nbﬁcatmn |
nor e ser vengumi&eoPihc Yl 8EVES i Y:efl RGNS LAS sg?l‘al' ﬁﬁﬁ’ﬁ)@r in which the

application when further nonitoring is not required

i nst an@8s .tMebiledplegatedrmy set the transmission intervals to a |large
time frane, fer exanple 9999 minutes. Alternatively the primry

server may send a specific instruction to the nobile client '
appl i cat i omTheomsthmsl mawi fushenipcludbehe stéw of ésrmuthtirentep@biappsedain the time

oo caen Wil Ao AORENES (RELE RO R Rl B TRRSEM B s,
resul ts to thédemedeoofs mmnectMI batleent ke mou:leﬁ delwdeu@ﬁdeﬂwrcbﬁﬁan&tlons,
Conuet el IRS A9 B o e b S e b e b R afane
mni mse baﬁémreydmmpt PesFeRiblRthe RbBRINg. ;W%e Rl marﬁeslw@&raét of the
raw data. for 24 hours on a daily basis. Suitably the reports are provaded in real-time
or near real-time via web page via daily, SMS,Aemall or the like. Preferably, the.
:reports include information identifying performance issues in specific cell sites and
- 30 cell site sectors to allow carriers to target scarce resources where they can provide

most beneflt to consumers.



30nobi | e experience. inclusion of a stated integer or step or group
of integers or steps but not the exclusion of any other integer or
step or group of integers or steps. This definition also applies to
variations on the term"conprising" suchg4as "conprise" and
"conprises". BRIEF DETAILS OF THE DRAWNGS I n-order that this

invention Mg PeHEY Mal At ﬁnblud&ﬁfesét@?dof%ﬂlva%hg' atet rﬁhfé:tjlﬂé?éht:al to the
effect, reference will now be nade to the acconpanyin rawi n

whi ch i | | uPrimane spref.dhe gt Emsoatarsaitbeing !ﬂdI@UV%@éﬁtﬂf@@pUteﬁﬁ@nngﬁEﬁ'm*»he
10FIG 1 '%@r acggéé ol tR9'sBRIASR) \%h&go%etﬁerFeg%@By R{Obﬂe'aﬁbl\‘,‘@ Whthin

noni toring to ding to one e odlnen I nvent
FIG 2 is & pehehperiad. dPeeferablydépipresetgperind lsyrrehalwmt@ﬂOanmmtamrakhough_

nmonitorkng t.Qol according to a further enbodi ment of . pr.esent

ovent Bn. SiEpréet BEbg vk il b buchl R gV o SSUBHIRE R phrpose.
flow for tMéeneimeylsehkermday vayithg presdt paacd il hoghriancaitle ebediatienlof the
of the prese?f} mveﬁi‘ on; Fkﬁ% 4 is a schematic diagram depi cti ng of
the oper at PETFEIFMANSR PREP% Malively@ figseub e¥itdnay begndigatedehy way of a -
enbodi nent cgfie iMMeRFRS8Mor BMAB IRy 88eF! Gs. 5A to 5C are a series

of users screens for use in the network moni toring tool accordi ng to

one embodi ment of -t he present invention. 20 DESCRI PTI ON OF

EMBODI MENTS, ﬁ]ﬂ:blﬂ'{ﬁ& AR @%‘ éhmbféfnﬁé'n?éﬁ:%\{l{hong' Fgrefrﬁ‘eﬂa tlon In_such

illustrate operation net wor orli n accor
one embodi weses tfe mhbﬂqme\sleatlnGIMMal@mcaled applmabarawhcm thases the moblle

device to send messages to the servers at regular intervals. The apphcatlon being in

communication with the primary server and responsive to instfuctions t‘ransm'itted

from the server to alter the intervals at which it transmlts messages to the servers.
15 Alternatively a method of monitoring may be manually ac’uvated by a user of the:

mobile device via one Or more user screens.

Where the method is implemented via a dedi¢ated application ihstalled on the.
mobile device the épplication may utilise one or more auxiliary applications oh,theh

20 mobile device to send messages to the one or more servers. The primary servetf‘
may deactivate the dedicated applicaﬁdn when further monitoring is not required. In

such instances the servers may set the transmission intervals to a large time frame,‘

for example 9999 minutes. Alternatively the primary server may send a specific
instrucﬁon to the mobile client application to stop monitoring. Where the test client’ '

25 application is hidden within another application such as a mobile messaging
application,.ihe mobile network carrier must ensure no incbnvénience résuits) to the-

" consumer. Sd_itably this would include ensuring the consumer is not charged- for é‘ny ,
data usage resulting from the monitoring tool. Further, test voltjmés must-be kept' o

a low level {o_ minimise battery consumption or-any other impact on the consumer's

30  mobile experience.

Throughout the speciﬂcatibn the term “comprising” shall be understood to have a

broad meaning similar to the term “inc!uding"’ and will be understood to imply-the



25 nonitoring tool is deployed as an application on a nobil e device
roamng wthin a network. As shown the network nonitoring tool causes
the nobile device 101 to send a nessage 104 to a server 102 (known as
t he connect server) associated with the rfetwork. The message 104 is
at | east 100 bytes and contains the nobile device identification

nunber (M Npclubibahofi & stegidStresgst of bfept Be EONnestinegereior Wdos 30t not the -
Transmtti gqt_:g(cﬁﬁg)essage of a_reasonable size, such as 100 bytes,

ensures. th nfY%Pingy inteesr Qfafﬁep W IR0 YR REINERGRTS O @feP&ecm'ﬁé'ﬁf'n'tlon
establish a@aspdibetd YariBfdnoldh errﬂﬁ%gnﬁ% T S@th B8 MEARBASA and

into later analysis. On recelpt of the ness conne
server 102 F‘Pﬁ?@d$%ﬁely forwards the nessage back 105 to the nobile

devi ce- :01. OFPRY t hen cal cul ates the Round
Trip Ti r]“?e (Hi i; ﬁgﬂ&ﬂ'érressa%?%‘gﬁﬁ%‘%arihg the tine stanps applied
by the nobile device to the sent and recei ved nessages to determ ne

the 5 tot alinara@sidt thisenvebtion rmay tet mbfe tdamly iunderdidéd @ﬁdl[ﬁlttlﬂit@rbractlcal -
f or war ded 1 ﬁ{j he con ect erver. 102 for stora)g;e i.n dat abase 107

for | oggi n§"&Ab TPIEERRS WY wadepp jhe agepmpaaying dirapwea: Whighdtusirate -

net wor k rmrpréf@frbﬂ%n‘imlméﬁ@%f‘ﬂﬁé‘&v&ﬁt:@h brbtRireipbodi ment - of ‘the
pr esent invention. In this particular exarrpl e the network 10

moni t oriPng t ool FG@uSésa ﬁﬁ'éefﬁ@ﬂﬂ diagersy Hepicting thepparaiion afve oasYoyk swmitorng
nmessage 104q012Q801dhd % &ﬂﬁ&&m@?\'ﬁéﬁ{he?&% N ﬁﬁﬁond server 202

known as the dedi cate server € nessage both the
connect server @2 2itda stleermatic diegraen deﬂztlmg)thﬁampieram oks satyerk monitoring

directly b 0 cei.pt of the return’
nmessages f?(gérﬁn o?hhﬁngo%yrﬁggg%gﬁgnﬁ%& %nggTéﬁ P M902 the nobile
devi ce then pro€Hads is a sthemaltiatdiadram MamgTﬂnaré'nsmtloN\mbmot e network
cal cul gred T i.n this instance nma ot.- be entirel urate view
of theqéct u mtﬁﬁ“?grt(?ql kPP r\%ﬂ?é/mg?% Egﬂhﬁé’{lﬁﬁr}é){’b‘iﬁ“ 'A& general
heal th of the neiGwHkisard semsatid fdﬁﬂ'giémaﬁgp@ﬁﬁ@biﬂ ﬁi@edpémoheomedemrk
identify per| ods oEﬁ{good or poor 20performance relative to the

basel i ne. BIYVENRR Y ASCRHD tPéWQ riegPadirgant of the REseRtinVaNQN: #fon

and reportl ng PFIEESSAEE FidhE 4 Oseied smaeersrr%eﬁeeﬂfs tdreuss qlsetﬂta network.
i nvention. As shown the nobile device firstly opens via a nobil

client a HFEPIEBARERA! BEFOMNY toenermmbrdinsnkobe present inventons not
al readyggopen. The network 501 creates the required Packet Data
Protocol (POP) context for the new HTTP connection 502. Once the HTTP

connect i on DESERIPIYPNQE EMBODIMENTS OF 6 INVENTIGN3 RTT test .data,
in the formof messages 104, 204, -to the connect server 102° and RTT

?g;vﬂlezggp y. l;égerreﬂge ;{CFH;S{ @Jioe%%gec Ilul{?gtegﬁmi.logg%\pgﬁ fgggtwovk?hwto%ﬁgnég tool
= accordmg to one embodiment of the present invention. In this example the

25 momtonng tool is deployed as an appllcatlon on a mobile device roaming within a

- network. .As shown the network monitoring too|, causes the mobile device 101 to

'send a message 104 to a server 102 (known as the connect server) ass_o'ciafed' with

the network.’The message 104 is at least 100 byfes and contains the mobile device -

- identification number (MIN) ywhich' is registered with the connect server 102.

30 Transmitting a Message of a reasonable size, such as 1 OO bytes, ensures that the
monitoring tool can, with some degree of accuracy establish a base line for ne‘i:vﬁork

performance which-can be factored into later ana!ysis_.



30 202. 7 data 506 the RU server 202 sends an RTT reply 507 in the
form of nessage 205. On recei pt 508 of the nessages 105, 205 the
nobile client then calculates the RIT tinmes 509. Once the nobile

client has calculated the RTFT tines it prébceeds to send an RTT report
510 to the RTT server 202 via nessage 106. The RTT server 202 5 then
saves the r@paeteiptldf the me@kaa@ebaee therwankbi Senver d02nmaicRlidtbly IBWards the

202 th 512 to th bi | o
ol ent via Metuinsobada 08a hestdtle Jouchudiconna metRDs TAMIPYNGIARSl then
whi ch the nadidigtes Itrl\e,eF(buﬁ(ﬁﬂinb Mefe @Rﬂ’} @Vth@%e%gbhﬁ/ R drRgdRy 'tlﬁf’e s?amps‘

screen. 100ne exanpl e of the network monitoring tool in usé is .
in Fig 4. 13PRigd dyctheempbile davior ik thm aerloantheeceisd messagesnto determme the .

appl i Cata Oﬁo%?@@égﬁ e 2 %Hrr‘ébh@n&% 5 Hféﬁo¥%ﬁq§QBén ’f&%&r@%ﬁe%é 6 the

a nobil e comuni I ons networ escription

fol | ow ng dioastssarventd2 fof storagedin dattabasel 1071 fat loggingf artdvepBdingchufposes.
Time (RTT) for a single cell with the network servicing plurality of
mobi | e tel ephones. As shown 15 the cell 300 is conposed of three '

sect or s - 301Fig 3D 2epRBS thd pestion bEaNgetvoR! rRonitoMEURBI iRordfigVes k further
core to the co ‘ﬁect Z’? é@ p102 and the RTT server 202. In this
1

exanpl e t hemPRgdmeq; E?lsef‘%é‘v@@F'P%O(bn|tE‘SSBF‘mcélaﬁge%ﬁmp'ﬁaﬂ@sB?%Nmk .

101a, 10lb M&hl’[(#ln?h@oﬁ@é@é@é tfh@dmbbﬂé @eﬁb@tﬁ]ﬁ?}zsmﬁﬂén@@%}y %%h&'&%éssage
si ngl e handset 10 101d shown nobil e device 10la, 101b,

each send al0e4y® fb@faconi‘@&b Sem'@llc"Q% ande ac eerRsett sg@svémldmowneas the
t
connec Serdé%fcai&?ﬁﬂ'h%?véror@@rr&%x fo*%h%rg@?%%ege %g p hei%ec%%%ger 102 and

directly back to t respective no
with the cdee RFT Sﬁ@eaméomdﬁhesneasﬁgeodtremw anthki foetheéemiobibes device 105,

running th 0 e aQfT. )
204a, 204b%§84c toﬁgﬁ oﬁ@ﬁﬁ’j&g@vﬁeer% %éé s Béﬁ‘ EW%cgggé Servers .
i medi d6el yl10RpRORtEsmebithdevdes thpe fracéedsototdatculate ehvaRbun®Dripdislevi ces
205a, 205b, 205c. Alternatively the network nonitoring application

may wait for a timer to conpl ete before opening a connection to the

RTT server VEBiR thEiwldula’cem RTY inahistiostan@mpiyede berdn é}ﬂmelylaﬁeuﬂaﬂé e|tewaif the
the length O"’;?iﬂﬁ'ﬂp E termned ti i nt erval based on a nunb of .
factors sulff WhlWeer.q iV alﬁ’é‘i’?ﬁj"%&h@le&?%@'kh% tf‘rﬂithe nefwork
networ k, peweromenendy b eSfablidisdleat GRSuSiEto ety P&‘lodsnoiebé&?tor poor‘

contro[§ the sanpling rate for RTT data from the nobi device |
di ct at & sé’ﬁEfofm f@fat'f“ﬁéo ”!? baseline.

. Fig 3 de_picts the‘transaction ﬂow for the RTT caiculation and reporting process
according to one embodiment of the present invention. As shown the mobile device - |
firstly opens via a mobile client a HTTP connection 500 to the network 501, if one is’

25 not already open. The network 501 creates the required Packet Data Protocol

' - (PDP) context for the new HTTP connection 502. Once the HTTP corinection is -
estabhshed the mobile client sends 503 RTT test data, in the form of messages 104,
204, to the connect server 102 and RTT server 202 using the TCP protocol The

mobile client then waits 513 for the reply for both the connect and RTT servers 102,
30 202, | | |

On repeipt of the RTT test data 504 the connect server 102 sends én RTT reply 505
in the form of message 105. Likewise the RTT server 202 on receipt of the RTT test



nmessage to facilitate the RTT calculation. In either case the
sanpling time is kept large given the potential volune of sanples
that nay be taken and to reduce the inpact on the nobile device. In
the exanple illustrated in Fig 4 the predetermned time interval is
initially set to a period of 61 mnutes. It is proposed that the RTT

5 server nayatdySowtineaRT Y seRef 202&chhe aﬁmflr@&yr%f?%bb{e FREHI6f mgsééb% 205.
predetermn dtinme interval, particular in areas where it can be seen .

as pot ent i aPNHEEGBF ROE P! mesyages 105, 8|9§éhe mohilslieak®entralaydates the RTT
avai | abl e ofyntbepg, g&e&;ﬁ?é %mé%fé}ﬂfh Ry élréd ﬂ%rfrkerer ﬁ#ﬂss ﬂadeﬁ?é%%%end,

the nonitor is to ident anonal ous I mes,
to nonitor'an é’d'l]'l mOMWtheRTBrsmvm‘ezoa via mesaget 1063r ThheRTiESSR/BE 202

to be r houI be,set as ssi bl

o ver o wol BN SBYRT I B S 0By hieRAge L roR ™ b Gamb BREATREP B2t o2
bet ween t esmay(thereprMeHdDWndtéla@plprrﬁéﬁa@érﬁfﬂeib Ry mebile. ci@nte\ﬂé Llhﬁ@ssage
"Lag" situa {l@omsfhare cag%ur ed a suitable tinmeout val ue woul d -

m nut es. RMESEAYRABR M GOsdRIn R hgmeReY ghata whie ﬂ'@%ﬁ‘p@ﬂ%d&ant can

typi cal Iameﬁwwaymﬁtr@habmé@é\m%b%nls interrupted for a
period (for exanple due to cell congestion). A longer tinmeout is nore

likely to result in the user |ogging out of the device so that. t he

sanpl e 4os . | @8 exgmﬁletéfqﬁgmehrydﬂ(ﬁ%ﬂﬁéqﬁﬁﬁw 6o8Yd %vﬂpﬂnq:l r4°m fhpsedgr?’_(her'

server, however ti meout server be overrld
by the robi Nefweld imanitofing ttopks is @sgen appdicatidre d@ptcryedtorpraadmlrehtm ofe chobile

20 interval ( r Shoul the i e.re

hen't b o dutiB ST O U ECKR born B PHtohl RehidIE OHn iaf BRgRSSHption
exanpl e, i ftheHellawing discussiod Qvilhifotuksemn thedcaloulatepofite R5umcre|pvmhel (RTT)
that tine if?’% rval

mi nutes for°t ASTER, ﬁal?’ﬂitf‘ Bh%f‘ﬁjé"org %%&Clﬁgﬁﬁilfglﬂf? g’? "‘E?Pge t@IPB S-r é? ﬁg?iw”

messages f rthendeli e300eisvesrspdsed, of2Bred 866torf 30he30midae %éldéﬂsbér(i@-%oupled
101 b, 101Ch%¢:9@‘?ﬁds to calculate the RTT. Once each mobile device .

101a, 101b,t @ 8otk GPst ledhe renpettseaiar 1R and the iRy ITeeruen3Rr)
t hey proceed to forward nessages 106a, 106b, 106c containing the
rel evant RLHp information to the connect server 102. In addition to the

RU i nf or mat'N S exp@ptothedisslsipt30l0gdhe cobB00 insrrviginaowormandsets 1tia, 101b
User 1D of fhiR tﬁBQ’eE@n@HP@@LI‘d)ﬁ&’S 0% shBRIACR shAsd é%’hfg?é hgﬁgﬁlﬂﬁ'ﬁ% 101d. "

(MN) of the device doin test, the connéction
nobi | e20de\ASC@WCIVGSM0leTQEEIFe 181d, MHh.i tici eachuzend)a msissage 184 104D, 104c

the server h evi ¢

o the ser2rnanriBRl SEviE dosting' ARREE SIEF {2 e fogllBRls, §p 6l riSaoe
to be re- tr1é)|59n1105b,d105&: diremtly baick tto riige oésgielceveiembﬂatdemcelsfmwatmﬂn, 101c.
fields for i SS s,_sho Tabl

Initial r er’ﬁ)srﬁ'ftﬁ;%\n (%ng%f tﬁ% %@’8’8 g’&%&‘?'ﬁ& a\gg ¢ h@e Wgﬁ%[dgv‘%? ryfining the
hours on a mkaablleya;bmﬁ:eﬁoﬁ heay diRiudansbasly @ehdt® nﬁ@si@g@mzia&mar 204c to the
resulté Shﬁt]d be a %g &el% ?s follows; Via.real tine web

dai ly F8po BeEr ?o &l eyvengig immeriately forvasds eaek m@éae ‘back to
| ayout - and tieptdievimt pRdMe)deviced 208! 20548TR08kert SMS to a defined list
of nobile 10 nunbers .when thresholds are breached. The: reports

indicate the spread of RUtimes by cell site/sector. Thus it is - B V -
DB ep 1] h8nfl rRAE0RG et niP R 90F Bl 5 Bomotete
nore det ai |b@ﬂ>ranap§mng dycarimectie vior ket (R dRepmr ROE elfd timer is set to a
Descri Qé' 0'{5 é:)o% % ﬁeJ 'tlrr{wee/ ld?erval the length of 'the predetermined time interval is based
on a number of féctors such as the number of devices bemg.sampled within the
network, power consumption of the devices: etc. ‘The timer in effect qontkqls the

sampling. rate for RTT data from the mobile device i.e: dictates send times of the.



Time/date report was sent fromclient (this will be shortly after the
pi ng however is nore consistent than using the tine of the nobile

devi ce) .

User ID User logged on to this client MN Mobile

| dentification Nunmber APN Application usg&d to send RTT
message(coul dbeSnart1l , Smartlnternet or any other carriers

Appl i cat i onpnekbstee (- the)RTERSIURLISN SirEatta taset tBe daPiplhgttie is kept
e.g. LTE, WFi, Oher? RIT to Connect server
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‘large given the potential volume of samples that may be taken and to reduce the

' impact on the mobile device. In the example illustrated in Fig 4 the predetermined

time interval is lnltially' set to a period of 61 minutes. It is proposed that the RTT
server may dynamically i increase the sampling rate by reducing the predetermmed

time interval, particular in areas where it can be seen as potential network trouble

‘spots in order to increase the data available on these areas for further analysis.

Since the objective of the monitor is to identify anomalous Round Trip Times, as well .

as to monitor regular network performance, the timeout for the message to be .

returned from the RTT server should be set as long as posslble given network -

communication constraints but no longer than the time A.betvveen te'sts (i.e. no longer

‘than predetermined period)'. To ensure ‘Lag” situations are captured a suitable
- timeout value would be 10 minutes. A 10 minute timeout period is long enough to
~ capture a typical "lag event" where da’ra transmission is interrupted for a period (for

example due to cell congestion). A longer timeout is mare likely to result in the user
logging out of the device so that the sample is lost. The timeout value should be

- configurable from the RTT server, however, the timeout set by the RTT server may

be overridden by the mobile device if it is longer than the current predetermlned :
interval time (sampling interval). Should the  timeout be reached then this diat_a.j
sample should be reported as the timeout time. For example, if the timeout is 10
minutes and no response is reoelved in that time interval then the RTT report should

show that sample as 10 minutes for the Round Trip Time.

On receipt of the relevant return messages from the servers. 102 202 each of the
mobile devices 101a, 101b 101¢ proceeds to calculate the RTT. Once each moblle

: devxce 1013 101b 101c has calculated the relevant Round Tnp Tlme (RTT). they

proceed to forward messages- ‘lOEa 106b 106c contalmng the relevant RTT

information to the connect server 102. In addition to the RTT information, the .
‘messages 106a, 106b, 106c also includes the User ID of the mobile subscriber, the

Mobile Identification Number (MIN) of the device doing the test, the conneotion
details for the mobile device (GSM/UMTS/etc and Application used), phone model

etc. The message may further include information concerning outbound time from -



In ms RTT to RTT server |In ns Phone Model H Only | Synbi ans60/ 3nlat

pr esent

15 Table 1: RTT Reporting Message Fields 10 specific users.

This can be sinply achieved by setting the RTT tinmer interval to 9999

m nut es.

In one iteration of the tool, the nonitoring client software

is incorporated into a 5 nmessaging application which, in a Synbian .
S60 phone |thie 4apIdEthé MndHiIR! dlvibednbdiindBitfie #dm #AnfoBo @elRE thqné Rerver

nmobi l e internet. The nessagi ng application

10

and packet loss i.e. number of packets lost that have to be re-transmitted. A short
listing of the desirable mformatlpn fields. for the RTT reporting message is shown in
Table 1 below. '

Initial reporting will be an excel extract of the raw data for 24 hours on a daily basis
from 12:00 midnight to midnight. Server results should be available as follows: Via
real time web page; via daily reports (see layout below); Via ekc_el format extracts :
(see layout and options below); via real iime alert SMS to a defined list of mobile
numbers when thresholds are breached. The reports indicate the spread of RTT ..

times by cell site/sector. Thus it is possible to identify sites or sectors that are

experiencing higher than acceptable RTT times. These fsitevs‘showdvthen be
targeted for more detailed analysis by the network team. |

Report Field. ‘ : Descriptibanurpose

Time/date o Time/date report was sent from
’ - client (this will be shortly after
'the ping however is more
consistent than usmg the time
of the mobile device). -

UserID User logged on to this chent
| MIN | Mobile Identification Number..
‘APN - : Application used to send RTT

message (could be Smarti,
Smart Internet or any-joth‘er
carriers Application) -

Mode (2G/3G/3.5G) | Ensure system can cater for

o ‘ future e.g. LTE, WiFi, Other’?

RTT to Connect server lnms

RTT to RTT server " {inms . }

" Phone Model - ‘Only  Symbian s60/3° at
: present o

Table 1: RTT Reporting Message Fields

The server has the option to turn off the RTT testing from either for all or selected -

user iD"s._ In particular it should be possible to only have the tool turned on for



provi des a framework that supports sending and receiving nmessages as
wel | as optionally providing RTT reporting back to the nobile user by
way of EM type messages. EM stands for Extended Messaging and is a
proprietary.formof Internet 1Obased instiant:-nessaging. 1In the
production version of the tool, no RTT information is to be visible
to the nobidpchiciueBls. THEY carl Be%@r%!y\é@ﬁréi/@d‘§¥ SBONG Y8 RTT tﬁﬁé‘rr mte’?vélQo 9999
able to select Round Trip tine, fromthe tings nmenu which

result in e[ntnruéeﬁsactr on being sent to the server -15 requesti ng

current RU information. This information is provided in an EM type
response fromthe RTT Sot. Fig 5A to 5C depict a series of user

screens 400no¢nealtemlbnv@‘rtheot®0bf thiehmonéorwg klieminidfovaragstiocdrporated into a

st r Bt ed PR SRPIAECh oAl LSS cOPoRE: 5 iRy ogperate as

within the “ellvmybaryn"seh@ecmnﬁaetedﬁb coemBolsie nesrhenNg THe m@s%ragrng applrcatron
hi ghl i ghts the Round Trip Tinme' fromthe listin and t he

0 n
presses 't hé" g\é‘p%&a amewr dhat mp@"eh%enﬂmnanq‘rfﬁﬁemneem@swsee% el as
a message HfiohailydpRRAMME RPN rbpsitiHE Back i B 'rmmrénhéw sh%yser B &) pe

the RTT request has been sent as shown in Fig 5B. In order to dismss
t he 25 nesdBgRBagene B standpder Bxippded Messading bod iva mometamfermtqﬁ@wtemet

rmnrtormnggaggblmach(;?%omb ed the round trip tinme fromthe

i nformati on obtai ne e return nessages, the rel evant
information is then displayed to the user 407 (see Fig 5C). As

T N TR D R o

t aken, t he citatnesenoidebst \rénoodatrmvamdarta n@erﬁé t6 be adletd select Rsind The time, .

RTTfor the current test (conne applic

used, type‘%&m Al \%@Fl? 930894 V@Hﬁ"f"fﬁ& 1'n ?@”éﬁm‘ma?ﬂﬁg g\ti,(é?%éerver
RTT f onst hee@lmsuﬁgvarrm rwrmﬁrohn&ran ankis AHRIAEBoMes grblided iASan EM type
menti oned above t e ana%\é'rsrs toal may be utilised to identify |ag

events w t RFFPARE ?9”?131‘ "W, Bph Fgg.éﬁ\ o2 Sgpist acwriesaiusggscieens 400 of a -
transact i OfiedtOvet8igh i thBPR&tWBrk drifhg tosP GBMHaing! 10kBné ﬁrﬁ%&&h@ﬁf of the

data di scussed above. "Under |l ag testing conditi ons the s Ing client
records t hOresembinvgelion.t sent each nessage (ts) and then records the

time 'when the acknow edgnent is received. The

20  As illustrated in Frg B5A the user has actrvated an optrons menu 401 wrthrn the
' dlsplay screen 400. To commence testing the user hlghlrghts the optron Round Trip -
Time’ from the lrstrng 402 and the presses the select button 403, Once the Round
Trip Trme is selected, a message 405 is displayed on the user screen |nform1ng the
user that the RTT request has been sent as shown in Fig 5B. In order to drsmrss the ‘
25 message, the user then selects the OK button 406

After the morritoring tool .has calculated the round trip ‘timeAfrom the infom_ationj ‘
obtained from the retum messages, the relevant information is then displayed to the
user 407 (see Fig‘SC) As iilustrated in the example of Fig 5C the RTT reporting

30 message in this instance rncludes the date and trme at which the sample was taken,

the phone model the date and trme of the previous test, the RTT for the current test -

(connect RTT and Reg RTT), the application used, type of network access (in this



10 client is then able to calculate the duration (td) since original
message was sent to the other client. This RTT tine may be inpacted
by any kind of network issues including |ag. The inpact coul d be

ei ther the sending device or the receivirg device. To optim ze the
anmount of data captured by such a testing approach the client 15

conpar es t heaghIGENIOand ¢havialdrage RPPESH thg ddy Fas)@eégﬁa ¥ahneet Er and average-
exanple 3 m nute_l) If td exceeds the threshold en the sending

client tran889I T notification to the RTT server to be stored and

collated. Suitably the lag threshold, as with all simlar paranmeter
data, should be easily nodifiable and nay be set by the RTT server.
The report Aaw&nﬁiona@ebev&;theu arfatysisatoobmagde ttflised s idedtifyflag enelats wdidh the

[ f h h f :
o ver AegRHelh Ay finEER bt TSRS HarShbf o afiher Hobfia ™ rgated
M N of sendssmeantatriikedhy RTT tebt dathIldideessapabsiat ed by those of skill

in the art-that the lag testing may al so be perforned at the connect
server. Initiating testing in this manner woul d all ow the 25 server

to cal cul at gnd@siagnestirld &dificHs Beesehdid Bﬁéﬁtrbe&dé%é‘@#ne %eEQt sent each
identify which device of a pair is actually experiencing lag. it '

to be under BEs%RIG (Rrandhbearesards s imesrien mnﬂ@wlqumnt dfe@csmegi The
by way qf e&%’ﬁ?'ié frehaiti O %!CBB étH%M@r‘&ranQtdg ifice %‘r‘?%nefal%é ige was sent fo

modi fications and inprovenents e appar
persons skitheeethen Ctl¢ré ﬂ’beeRé'ﬂ't timetmapnroe dalemtdd thy &y Iklntsi ohinatwdrk issues

broad scope [ descri bed i
e RnARETR 78E S RRSR Rl AL AR TELIRRY T eBolling d&iice
comuni cat| ons network corrprl sing ‘a nobi I e devi ce installed with a
nonitoring: ooI sai rret hod Cg%l Si n

f: o
transmittink 2PHELE e At %lqag q@é SHE" & ?Q%lggtanﬂ{ga%ft%rchent
the at 15eas¢oroperes tie/ durakion mmarﬁte@unﬁ@ theesmoldecélué fo@réﬁéﬁaggﬁa Basltes). If
to the rmblle devi c Fh

td exceeds the threshold, then the sending client transmtts a notification to the’ RTT
server to be stored and collated. Suitably the lag threshold, as with all similar
parameter data, should be easily modifiable and may be set by the RTT server. The
report may include such information as, the. userid of sender and recewer td _
20 (effectively RTT to the other client), cell site of reportmg clxent (lf known) ph(:)né

model of reporting client and the MIN of sender and receiver.

It will be appreciated by those of skill in the art that the lag testing may also bé

performed at the connect server. Initiating testing in this manner would allow the
25  server to calculate response times for every transaction as well as to identify which

device of a pair is actually.experiencing lag. -

It is to be understood that the above embodiments have been provided only by way
of exemplification of this invention, and that"furit'h:er modifications and irnpro'vements:
30 thereto, as would be apparent to persons skilled in the relevant art, are deemed to '

fall within the broad scope and ambit of the present invention described herein.



receiving at the nobile device the nmessages returned by each server
within the at |east one server; 10calculating a tine differenti al

bet ween transni ssion of the message by said nobile device and receipt
of the messages returned by each server within the at | east one

server, by said nobile device; and ] forwardi ng the cal cul ated
time differential to a primary server sel%cted fromthe at | east one
server for 15 2. The nethod of claim1l wherein the nessage
sent by théﬁﬂ&l‘}fge device to each sewer within the at |east one

server includes the nobile device's identification nunber (MN).

203. The rret hod of claim 2 wherein the nobile device's identification
nunber is rlegi st/érf@afh@ﬂtfﬁrtd@éermmlﬁartves@erfmmance of . a THeenmeninaiibnst naimprk
one of clai t

cerver (s SoR |gu OﬂappOic‘é%%}aﬁ’&f Wﬁﬁ a“ﬁn%nlt& ecﬁ%o? salaeﬂ'xm}]ho%ngompnsmg
directi fig Zlﬁesiwsméssage back to the rmbl | e device. 5. The nethod ?f
claim4 wherein_,the of calcul ati r.t her .includes the ste
calculating a tl‘tfgﬂgm{s& i ﬁén?%stag?#é @%g@% 'f’d]eervég?c‘r? %dlgﬂstsg}qléqrvgr The at
wi thin t he |@dstbeastrneneecherosdfigurdd to @ireditBe Médtade Mack kaing rﬂoéh[e &evice;
wherein the step of, cal cul ati ng further includes the step of

cal cul ating trarf8FeVinEA themakile Jrvicelhe messasgissetuiBedrblsigash depies avithin
from each %Qégﬂ@ag\wr{ygbr%]e at |east one server. 13 7.The method of

any one of claims 1 to 6 wherein the time differential is
10 calculating a time differential between transmission of the message by said

mobile device and receipt of the messages returned by each server within the at
least one server, by said mobile device; and
forwarding the calculated time differential to a primary server selected from

the at least one server for storage.

15
2. The method of claim 1 wherein the message sent by the mobile device to
each server within the at least one server includes the mobile device’s identification
number (MIN).

20 3. The method of claim 2 wherein the mobile device’s identification number is

registered with the primary server.

4. The method of any one of claims 1 to 3 wherein each server within the at
least one server is configured fo apply a time stamp to the message when directing

25 the message back to the mobile device.

5. The method of claim 4 wherein the step of calculating further includes the
step of calculating a transit time for the message to reach each server within the at
least one server.

30
6. The method of claim 4 or 5 wherein the step of calculating further includes the
step of calculating transit time for the message to reach the mobile device from each

server within the at least one server.



indicative of the total round trip time for the nmessage. 5 8. The

met hod of any one of claims 1 to 7 wherein the step of transmtting
the nmessage to the at | east one server is perforned at regul ar
intervals. 9. The method of claim@8 wherein the interval between
each transmssion is set to a predetermiped tinme period. 10 10. The
met hod of claim9 wherein a secondary ser'ver selected fromthe at

| east one server is configured to dynamcally vary the length of the
predeterm ned tine period based on variations in the calculated tine

differentigl. 153d.hbgoaebhady Unec2BY cRitfsof 16! @iiRerdint ﬁelﬁm{!’”hgiﬁgféhtial is

the step of forwarding the calculated tine differential to

primary sefFgativeof Hi tofal spungeisinttioreior thegresa®ags - nat i on on the type of
nobi | e device, the application used to send the nessage, the node of
connecti on between the nobile device and the comuni cati ons network,
the Used | B. of The nethod ef subsceidielaimishe td demterbincthei siap Nilbasmifing the
the 20nobil e device, cell identification an ectqr .nunber in which

t he nobi | e”1€§5?%%§% f@&_a‘% Igast oﬁ‘ﬁéeﬂ@{f%‘&er&fm@%eﬁ%ﬁ%ﬁayﬂﬁﬁ?' i ncl udi ng
the step of fornulating reports for one or nore cells within the

net wor k baéed og the time_differential and the information on the
type of noBile H8&iMethod pEclaimbiwhareihihgdaterva bebreen srchisarapiesiopds set

the node ofo & RNRGEIMARDRINRRoHNe nobile device and the
communi cati ons network, the User |ID of the nopbil e subscriber, the

| dentif@cation Number of the nobile device. 13. The nethod of any

one of cl ai 1 { j rwar di

set tims di T er ug rianed b QR bRt s BT Be e Sor GO Wi ablepst

peri od foroneseiver ibyonfiguradtioldyndmicallyg \aifry e laretiuoh the psatptsrniinaimime

the at least.o server.. 14 14 The thqd of .claim12 or 13 wherein

t he secondé%rf/mgéﬁ/eé{m? garquppﬁg}f@oﬁ%ﬁggm}eod!&gwtlg e preset period

in accordance with a variation of the predeterm ned period. 515 A

nobi | e, devi ﬁ:e, fai d devci CF i ncl udi ng .a dedicated application for

per f or g1 he method of any one of claims 1 to 10 wherein the step of forwarding the
calculated time differential to the primary server further includes forwarding
information on the type of mobile device, the application used to send the message,
the mode of connection between the mobile device and the communications
network, the User ID of the mobile subscriber, the ldentification Number of the

20  mobile device, cell identification and sector number in which the mobile is located.

12. The method of claim 11 further including the step of formulating reports for
one or more cells within the network based on the time differential and the
information on the type of mobile device, the application used to send the message,

25 the mode of connection between the mobile device and the communications
network, the User ID of the mobile subscriber, the Identification Number of the
mobile device.

13.  The method of any one of claims 1 to 12 further including the step of

30 forwarding a set time differential to the primary server on the expiry of a preset
period for receipt by the mobile device of the return messages from the at least one
server.



the nethod of any one of clains 1 to 14. 16. The nobil e device of
claim 15 wherein the dedicated application utilises one or nore
auxiliary applications on the nobile device to send the nessage to
the 10servers. 17. The nobile device of clains 15 or 16 wherein said
dedi cated application is incorporated aswgn enbedded application in a
host application installed on the nobil e device. 18. The

nobi |l e device of. . claim17 rein_the host application includes
messagi ng éépabitrpfat f“@?%&%%mdgai E%t1gdwi\ﬁb£? clBei Bprandapo sergiirigdfurtger
use the MesBAGHNEdCRPARI | thbesradbt  RRIJIOSH RIS Wi & RPMl

f eedback to tﬁge user regardi ng cal cﬂtablqlat ed ti rrerdi fferential .a 1'%? Qllth(]:éhe
nobi | e deviPERdeIPriAGd BABOGF claims 15 to 18, said dedi cat ed

application can be deactivated by each server within the at | east one

server. 25 30
5 15. A mobile device, said device including a dedicated application for performing

the method of any one of claims 1 to 14.

16.  The mobile device of claim 15 wherein the dedicated application utilises one
or more auxiliary applications on the mobile device to send the message to the

10 servers.

17. The mobile device of claims 15 or 16 wherein said dedicated application is
incorporated as an embedded application in a host application installed on the
mobile device.

15
18. The mobile device of claim 17 wherein the host application includes messaging
capabilities and the dedicated application is configured to use the messaging
capabilities of the host application to provide feedback to the user regarding
calculated time differential.

20
19. The mobile device of any one of claims 15 to 18, said dedicated application can
be deactivated by each server within the at least one server.

25
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