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1 . LOAD BALANCI NG I N A DI STRI BUTED q7OLQQNPUIER
. ENTERPRI SE ENVI RONVENT TECHNI CAL FI ELD The present invention is
“directed to managing a large distributed enterprise environte#t and, nore
particularly, to regulating how data is distributed anobng cOfiputi ng
resources in the managed environment. BACKGROUND OF THE | NVENTI ON The
probl em of designing the most - ef fi ci ek nmessage distribution hierarchy in a
conpl ex network nust take into consideration a nunber of factors including

net wor k topol ogy, net qu.dSAWE | E”q C i Rl ghces. A
wel | - desi gned distri bu(h R@P o} | E 5 EQ?M and fault
tol erant. Because of t g agg- @ i i tual networks in use

today, however, it is not possible to select, a priori, a distribution
met hod t haTEGHNIGALKENEEDI for all networks. This problemis exacerbated

v oot o 9" B GBRL B O AN obnomerr.er "
Dl T aOB L o erIGE crRiEfont I hote | ANGERY ! 2bese
perform a vegulatingohoay datarigrdictgioued anachg compliting Teseuradst indtiexed
managed environment.
BACKGROUND OF THE INVENTION _

The problem of designing the most-efficient meéssage
distribution hierarchy in a complex network must take irito
consideration a number of factors including network topology,
network bandwidth and machine resources. A well-designed
distribution method would be both efficient a;':d fault toleraht.
Because of the varying capabilities of the actual networks in use
today, however, it is not possible to select, a priori, a disfribution
method that wiill vvlbrk well for all networks. This problem is
exacerbated in a large, geographically-dispersed network
environment. One such known environment includes a
managemeht framework comprising a server that manages a number
of nodes, each of which has a local object database that ;tores
object data specific to the local node. The server is used to perform

" a variety of system management tasks, including a multiplexed
distribution service that performs an efficient one-to-many data
distribution. A data distribution is typically initiated at each target
node with an object method invocation.

It is also known in such distribution schemes to provide a
network load tunable parameter that can be set to limit the amount
of data a distribution will write per unit time. Such techniques,

however, do not adequately address the serious loading problems



di stribution service that perforns an efficient one-to-nany data
-distribution. A data distribution is typically initiated at each target
‘node with an object nethod invocation. It is also known in such

di stribution schemes to provide a network | oad tunabl e paraneter that can
be set to limt the anount of data a disstribution will wite per unit tine.
Such techni ques, however, do not adequétely address the serious |oading

probl ens _ _ _ _ _ © 2 that can occur when
mul tiple efiROcBhSo86GK WRe? thiltipldi 8RApEikts Weeketd | sttail diSWibABH LI Ne.
The followng illustrates this problemin a representative distribution

hi er ar chy. s@ndcermthecpanectimien tThe fieliowing fllustrates this poobteomiines, t he
machi nes are all on,sep&rﬁ%t,g T1 Iijﬁks, ﬁ\nd he net wor k h%i a f1“(3 it | ocal
ar ea net wofPTEERRAALIVE,; digiubulian, fHekasgnyy QEBUME A , FRRAACE uihi P the T2
i nks. Th ' th
et L ond  GERAORS ManBBuetq 0 HhiABRIGs? 18 KBt 40 ol bl Kendthte "
nmanageabl eT1l fnikd) én¥ReHetwdrkehds b ThneIERcal alsd heBREAK (LARFaHae only

4-5 endpoints (5(5,0/ 1.5) can be kept busy in parallel. If the distribution
i s made t omustde orossedtelget tosa routexrrainning the T1dlinks.i Jine tepeatee sl owed

cach net wohRSGhISsSFBePI dends s f 768 KBGscenind tadastoad taning ™ "0
parameter is set to 500 KB/sec to keep LAN traffic manageable. In
this example, the LAN becomes a "bottleneck" becaﬁse only 4-5
endpoints (600/1.5) can be kept busy in parallel. If the distribution is
made to more than 5 endpoints in parallel, all distributions are slowed
down. Sending the distribution to all 50 machines has the effect of
making each network only one tenth as busy. The problem is made
even worse if the endpoint machines include relatively slow modems
(e.g., less than 9600 baud), which is quite common since endpoint
machines are typicalli'/ the last part of the entel:prise to be upgraded.
On these old networks, even a single 16K write operation saturates
the netvyork for close to 30 seconds, making it impossible to do
other work. o

Thus, it would be desirable to provide an improved mechanism
to distribute data efficiently in a managed netwofk environment.



even worse if the endpoint machines include relatively slow nodens (e.g.

.l ess than 9600 baud), which is quite comon since endpoi nt nachines are
‘typically the last part of the enterprise to be upgraded. On these old
networ ks, even a single 16K wite operation saturates the network for close
to 30 seconds, neking it inpossible to 4o other work. Thus, it would
be desirable to provide an inproved nmechanismto distribute data
efficiently in a nanaged network environnent.

3 BRI EF SUzMiER sgc-‘rﬂ WH@YNVENTION is a primary object of the
Invention to provide an efficient one-to-nmany data distribution service for
a distributed entieipe printanypobjecy efnthe dnvention to providei anaeﬁﬂuimtspecl fic
obj ect of the invention to control, distribution of data in a larg

geogr aphi caPng-tarmpays dataadisidbutinncsprvice fafviendistriuted, |°Nem‘flaendp0| nt
machi nes. object of the invention to enable an
enterprise ?%n}ﬂdéhd §UgQ§gﬁl Ily all of its conputing resources on a
network that is yanNaosd mdré sBbLARY cobjeest f?fflﬁ.“'h‘@nﬁ%ﬁn% EoKtroP
provide an efficient data distribution serw ce wthin such enterprise.
It is a furdistribotipacofotiataeni ra/datgeongeogmpjucalb/-dlsudrseqbl marhged
distribution sche W thin a\ P 8 envi ronnment wherein

enterprise having a plurality of endpoint machines.

It is another object of the invention to enable an enterprise to
place substantially all of its computing resources on a network that is
managed in a reliable, cost-effective manner, and to provide an
efficient data distribution service within such enterprise.

It is a further object of the invention to provide a multiplexed
distribution scheme within a managed environment wherein
distribution loads within one or more networks connected to
respective endpoint machines are balariced.

Still another iject of the invention is to provide load control
for each network that connects an endpoint machine to a
management node in the enterprise environment.

distribution to endpoint machines in a Iarge, distributed enterprise

environment.

It is another object of the invention to use actual network load
information during a data distribution to ensure that eadh network
does not exceed a desired load value.

_ It is still another object of the invention to meet the needs of
customers with very large and geographically-dispersed networks
and, more particularly, to significantly expand the data distribution

capabilities of the network administrators.



distribution |loads within one or nore networks connected to respective

.endpoi nt machi nes are bal anced. Still another object of the invention
"is to provide |load control for each network that connects an endpoi nt

machi ne to a nmanagenent node in the enterprise environnment. Anot her
object of the invention is to facilitate parallel distribution to endpoint
machines in a large, distributed enterpgtise environnent. It is

anot her object of the invention to use actual negiwork |oad infornation
during a data di t r(g{ Giceed a
desired | oad vaI.‘aﬁeégiebléthldora)ﬂ:‘é)r %@%Iﬁ%l tagaﬂoat er o‘gﬁé\é\,tg 0 e?ﬁe(;l | nvent lon to

neet the neederprisec thdpimelades tdomputingaresources arganizpti intdbl gndi emer sed
networks and, nore particularly, to significantly expand the data

di stributi GNOkEapABANAGeds regianse neactvr Kealom _nbgtrmat @ngnaged by a
enterpri lﬁﬁﬁ«aﬁ‘é‘é’ Bt crrVeb ARLVFR POBoRF care, Bt BKMERN I mor e
IS e R T ARG ORI 2 7
plurality cystathponatagesmbhteftamdwork is preferably “distributed” on the
gateway machines and the one or more endpoint machines to carry
out system management tasks. |
| To facilitate balanced distribution of data, a network
administrator first sets a load parameter identifying an amount of
network bandwidth that may be consumed by a particular data
distribution over each subnet of each network path between the
gateway machine and the endpoints serviced by that éateway. Prior
to initiating a data distribution, a calculation is made of the effective
load for each subnet that will be affected by (i.e. that will handle) the
data distribution. A ‘determination is then made regarding whether
the effective load in any subnet that is affected by the data
distribution exceeds the load parameter for that subnet. If so, the
data distribution is altered by inserting one or more delays in the_rate
at which data is transmitted over the affected network path from the
gateway. The data distribution, as altered, is then initiated. These
steps are repeated for a new data distribution, or at predetermined
intervals. |
The foregoing has outlined some of the more pertinent objects
of the present invention. These objects should be construed to be
merely illustrative of some of the more prominent features and
applications of the invention. Many other beneficial 'results can be
attained by applying the disclosed invention in a different manner or
modifying the invention as will be described. Accordingly, other



syst em managenent franmework is preferably "distributed" on the gateway
machi nes and the one or nore endpoint nmachines to carry out system
managenent tasks. To facilitate bal anced distribution of data, a
network adm nistrator first sets a | oad paraneter identifying an anmount of
networ k bandwi dth that may be consuned By a particular data distribution
over each subnet of each network path between the gateway nachine and the
endpoi nts serviced by that gateway. Prior to initiating a data

di stri but i ebjecss ;and @ fullemunderstanding of ethef framnition Imay Berhashby subnet
that will be atfected, b i,e..th i | ndl e) . the data_distribution. A
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subnet thagmbodiddeptl €d by the data distribution exceeds the |oad paraneter
. for that subnet. IT so, the data distribution is altered by inserting one
or nore delays in the rate at which data is transmtted over the affected
network path fromthe gateway. The data distribution, as altered, is then
initiated. These steps are repeated for a new data distribution, or at
predet erm ned intervals. The foregoing has outlined some of the nore
perti nent objects of the present invention. These objects should be
construed to be nerely illustrative of sone of the nore prom nent features
and applications of the invention. Many other beneficial results can be
-attai ned by applying the disclosed invention in a different nmanner or

nmodi fying the invention as wll be described. Accordingly, other



5 objects and a fuller understandi ng of the invention may be had by
referring to the following Detail ed Description of the preferred

enbodi ment . 6 BRI EF DESCRI PTI ON OF
THE DRAW NGS For a nore conpl ete understandi ng of the present

i nvention and the advantages thereof, réference should be made to the
followi ng Detail ed;Description taken in connection with the acconpanying
drawi ngs i n whi ch: FIGURE 1 illustrates a sinplified diagram show ng

a large di stBRlEFt@Esempvlongomrﬂmnwvm&srOnﬁent in which the present
invention is inplenented,; RE 2 1s a bl odk di agram of a preferred

syst em managenentFdmr anmmekcotripleter amdegstmwlmgneoff theepr@sent Linventioal ity is

distributed a at eway and [ ts endp0| nts within a nmanaged region;
Fl GURE 2A i end bﬁ?'é}c PARS otherpof, creferenge shedndie mwde to the

following Detailed Description taken in connection with the
accompanying drawings in which:

FIGURE 1 illustrates a slmphfled diagram showing a large
distributed computing enterprise .environment in which the present
invention is implemented; |

FIGURE 2 is a block diagram of a preferred system
management framework illustrating how the framework functionality
is distributed across the gateway and its endpoints within a managed

" region; | |

FIGURE 2A is a block diagram of the LCF client component of
the system management framework; -

FIGURE 3 illustrates a smaller “workgroup” implementation of
the enterprise in which the server and gateway functions are
supported on the same machine;

FIGURES 4A-4D illustrate several representative network
connections between .a gateway machine and a pair of endpomt
machines in a representative managed network;

FIGURE 5 illustrates a superset of all of the network
connections shown in FIGURES 4A-4D showﬁjhg a representative
portion of the managed network; |

FIGURE 6 is a flowchart showing a preferred method of
managing a data distribution according to the present invention;

FIGURE 7 shows a simplified representation of how a system
administrator implements a system management task; and

FIGURE 8 llustrates the ORB/BOA iject-invocation
mechanism used to facilitate a data distribution in the invention.



t he-syst em managenent framework; FIGURE 3 illustrates a smaller

"wor kgroup" inplenentation of the enterprise in which the server and
gateway functions are supported on the sane machi ne; ‘ FI GURES 4A- 4D
illustrate several representative network connecti ons between a gat eway
machi ne and a pair of endpoint nmachines'‘in a representative managed

net wor Kk; FIGURE 5 illustrates a superset of all of the network
connections shown in Fl GURES 4A-4D showi ng a representative portion of the

managed net DETAILED DESERIPRION is a flowhart showing a preferred nethod
of managing a data distribution accordi ng to the present invention;
FI GURE 7 shows aRefensing i aew cter cEIGHWRE| dn shendventiont isn REpfeRRYYr at or

i mpl enents a_syste genent task. . an E_. 8 i trajes the
ORB/ BOA  ob{"&E WW%E%ona BeEni éﬁtﬁ@gt&dt ocq'g'ﬁ"%{ﬁapgggohb{éﬁdi 2 ri bution
DESCRI PTI CrPOPHsing up to thousands or, euen tens of thousands bf, Jhbdde."=3 |

i npl emrent edTha modes aeilldtysicalby tbed geogruphicaliyn dispensedtarid thenpveriling up to

t housands or even tens of thousands of "nodes."

' environment is "managed" in a distributed manner. Preferably, the
managed environment (ME) is logically broken down .into a series of
loosely-connected managed regions (MR} 12, each with its own
management server 14 for managing local resources wifh the MR.
The network typically will include other servers (not shown) for
carrying out other distributed network functions. These include
name servers, security servers, file servers, threads servers, time
servers and the like. Multiple servers 14 coord;nate activities across
the enterprise and permit remote site management and operation.
Each sérver 14 serves a number of gateway machines 16, each of
which in turn support a plurality of "endpoints” 18. The server 14
coordinates all activity within the MR using a terminal node manager
20.

Referring now to FIGURE 2, each gateway machine 16 runs a
server component 22 of a system management framework. The
server component 22 is multi-threaded runtime process that
comprises several components: an object request broker or "ORB"
21, an authorization service 23, object location service 25 and basic
object adaptor or "BOA" 27. Server component 22 also includes an '
object library 29. Preferably, the ORB 21 runs continuously, separate
from the operating system, and it communicates with both server
and client processes through separate stubs and skeletons via an
interprocess communication (IPC) facility 19. In partiéular, a secure

remote procedure call (RPC) is used to invoke operations on remote



The nodes will typically be geographically dispersed and the overal
environnment is "managed" in a distributed manner. Preferably, the managed
environnment (ME) is logically broken down into a series of

| oosel y-connected managed regions (MR) 12, each with its own nmanagenent
server 14 for managi ng | ocal resources with the MR The network typically
wi Il include other servers (not shown) f 8r carrying out other distributed
network functions. These include nanme servers, security servers, file

oot di nat e REHGE: (GE Ry ThERDEE, L et Biopdiiel e 48 °
managenent gRd PPsTerdsIechanisnsqaer 14 serves a nunber of gateway
machi nes 16, each of which in turn support a plurality of "endpoints" 18.

- The server 14 codihdi nayetenal | managementyi franmewioek Vinaludes aat ecliemtal node
manager 20. Referring now to FI , each’gate machi ne. 16 runs a
servgr conp8AEMOnent 4a$‘€9%§’ﬂ§q Hﬂrﬁ@fggﬁﬁ%ﬂ\&f%‘gﬁ(m%ngﬁr{%r dWhponent
22 is multi-t | AR : DT, ' nts: an
obj ect 1 equelioht, Bafbrht. TR bW St Ployt it Sncd KpRatEAMART
| ocati on setNAE ¢ prefirbla3tatNOSETin ahaPssHse thaBeYstem. nidiagimérwiponent

22 al so includes an object, library 29. Preferably, the ORB 21 runs
cont i nuous| gataejsir pot cached horomtored nghengstipm a apersistentmmeanneres wit h

o ok or v obBBersehA oF 63 erperiait Fabvendork i e Flhrirserdoche, e’
remote procgp e sigiifitantadvattals' SVt theopiioAhHO Hhd it fatiiithfes
- the connectivity of personal computers into the managéd
environment. Using an object-oriented approach, the system
management framework facilitates execution of system management
tasks required to manage the resources in the MR. Such tasks are
quite varied and include, without limitation, file and data distribution,
network usage monitoring, user management, printer or other
resource configuratio?i.management, and the like.

In the large enterprise such as illustrated in FIGURE 1,
preferably there is one server per MR with some number of
gateways. For a workgroup-size installation (e.g., a local .area
network or "LAN"} such as i“ustrated in FIGURE 3, a single s;rver-
cla_ss machine may be used as the server and gateway. References
herein to a distinct server and one or more gateways should thus not
be taken by way of limitation as these devices may be combined into
a single platform. For intermediate size installations the MR grows
breadth-wise, with additional gateways then being used to balance
the load of the endpoints.

- The server is the top-level authority over all gateway and
endpoints. The server maintains an endpoint list, which keeps track
of every endpoint in a managed region. This list contains all



8 oObjects. Gateway nmachines 16 al so includes an operating system 15 and a

threads nmechanism 17. The system nanagenent framework includes a
client conponent 24 supported on each of the endpoint machi nes 18. The

client conmponent 24 is a |ow cost, |ow maintenance application suite that
is preferably "datal ess” in the sense tg§at system nanagement data is not
cached or stored there in a persistent manner. |nplenentation of the
managenent framework in this "client-server” manner has significant

advant ages infoemation prdcessant toamdiquely aicidnitifgt andt hanagenandpdings of
personal conputers into the nmanaged environment. Usi ng, an obj ect-oriented

appr oach, indudifi, anvithaut dewtation shehwniermation asnamenlacation asrd syst em

managemnent r [ re 0 e i : tasks are
ui t o vari EEHfe; fittge T SBUEF RIS le RS he' Pt bt o,
networ k usafdpBiit bRt Pateway! Adagfsamappltig n&eaxﬁém.heraés%wwe
configuration managenent, and the |ike. In the large enterprise such

as il ustr siteespecifit CaBEirigs, pitefisr polsgibldetar remssign semdpoinper wifernwi t h sone
nunber of gateways. For a workgroup-si,ze . installation (e.g., a.local area
et vior k or DatoNaysae AaR BT 1o, UIATmaiRallY GUMENW STYIRAINT B8 ThAY. ol ass
machi ne ma rver and gateway. References herein to a

di stinct séP@gﬁpgﬁﬁﬁgé{ﬁoﬂgre gat eways shoul d thus not be taken by way of

limtation as thksqotediabeveraliers afd bher®idmore gatewdyd pepntanaged For

intermedi ate size installations the MR grows breadth-w se, w th additional

gat eways t inegiobei ygatewaydsbaifuthduanaged node that has been configured

to operate as a gateway. Initially, a gateway "knows" nothing about
endpoints. As endpoints login (discussed below), the gateway builds
an endpoint list for its endpoints. The gateway's duties include:
listening for endpoint login requests, listeninq for endpoint upcall
requests, and (its main task)' acting as a gateway for method
invocations on endpoints. _

As also discué‘sed above, the endpoint is a machine running
the system management framework client component, which is
referred to herein as the low cost framework (LCF}. The LCF has
two main parts as illustrated in FIGURE 2A: the icf daemon 24a and
an application runtime library 24b. The LCF daemon 24a is
responsible for endpoint login and for spawning application endpoint
executables. Once an executable is spawned, the LCF daemon 24a
has_no further interaction with it. Each executable is linked with the
application runtime library 24b, which handles all further
communication with the gateway.

Preferably, the server and each of the gateways is a computer
or "machine." For example, each -computer may be a RISC
System/6000% (a reduced instruction set or so-called RISC-based

workstation) running the AIX (Advanced Interactive Executive)



the | oad of the endpoints. The server is the top-level authority over
.all gateway and endpoi nts. The server maintains an endpoint |[ist, which
keeps track of every endpoint in a nanaged region. This list contains all
9 information necessary to uniquely identify and nmanage endpoints

i ncluding, without limtation, such infogmati on as nane, |ocation, and
machi ne type. The server ,al so nmai ntains the mappi ng between endpoi nt and
gateway, and this mapping is dynam c. Based on site-specific settings, it

i s possi bl @pepatiggs sy stergNdReférablyngardieh €825 06r dpwater. Theadlpatical ly
add new endpoints as they appear on the network. As not ed above,
there are operatingmystemt isvegmpativlerahdbedppdigation intgefacedevekwitt ul |
managed nodge t has been configured t perate as a gateway. Initially, a
gat eway "kﬁﬁwhﬂ%meﬁgt"a%éuﬁt%ﬁdysrﬂ%%-ﬁs endpgi nts | ogin (discussed

L I s i S e

gateway's duties in or- endpol n eques

for endpoi iy aRAW |pubtidatiohs. ofnthd iIBM NBofpdratibh, fdri 8aathlse, %@vay for
met hod i nvocations pon endpoi nts. As {abl so di scussed g‘g)ove,_ the
endpoi nt | ¥siaes QS 0 Bndhe/d ¢ Yaomaiationt g fasisarivant
conponent, i,ch is

- . The AIX
operating system is described in AlX_Operating System Technical
Reference, published by IBM Corporation, First Edition (Novembef,
1985), and otﬁer publications. A detailed description of the design
of the UNIX operating system is found in a book by Maurice J. Bach,
Design of the Unix Operating System, published by Prentice-Hall
(1986). Suitable alternative machines include: an IBM-compatible PC
486 or higher running Novell UnixWare 2.0, an AT&T 3000 series
running AT&T UNIX SVR4 MP-RAS Release 2.02 or greater, Data
General AViiON series running DG/UX version 5.4R3.00 or gfeater,
an HP9000/700 and 800 series running HP/UX 9.00 through HP/UX
9.056. Motorola 88K series running SVR4 version R40V4.2, a Sun
SPARC series running Solaris 2.3 or 2.4, or a Sun SPARC series
running SunOS 4.1.2 or 4.1.3. Of course, other machines and/or
operating systems may be used as well for the gateway and server
machines.

Each endpoint is also a computer. In one 'preferred
embodiment of the invention, most of the enppoints are personal
computers (e.g., desktop machines or laptops). In this architecture,
the endpoints need not be high powered or complex machines or
workstations. One or more of the endpoints may be a notebook
computer, such as an IBM ThinkPad® machine, or some other Intel

x86 or Pentium®-based computer running Windows 3.1 or greater



referred to herein as the |ow cost framework (LCF). The LCF has two main
parts as illustrated in FIGURE 2A: the | cf daenon 24a and an application
‘runtinme library 24b. The LCF daenon 24a is responsible for endpoint |ogin
and for spawni ng application endpoi nt executables. Once an executable is
spawned, the LCF daenon 24a has no further interaction with it. Each
executable is linked with the appli catlon runtinme library 24b, which

handl es all further conmmuni cat | on with the gateway. . Preferably, the
server an at E xanpl e,
cach comireaanns eSSl TR RSl HactRER. Wining Hdd T
so-cal | ed tReS@®B2®doperatirigit sybsﬁem URfdyndalsbe bal Xn(;ﬂémemed lagt ahact i ve
Executi ve) operating system

pr ef er abl yendpaints 'foz mase lgfamn@fuon metm ﬁSfp?eoaerafg\g;ss'ﬁéem» stheorrpat i bl e
at the appl |cat|o nterfacg version
5.2. F’ \;%Iq odl FQ- 1 : e LY $EEr i bed in
many publ i : B 3 6000,
7073 and 7T 225 ?\%P‘L’ r@émg??ﬁeg?r&%%%ﬁ rence,

Order No. fA&84HA4- 00 The Al X operating systemis described in Al X
Operating System Techni cal Reference, published by |1BM Corporation, First
Edi ti on (Novenb&s, noted above, the server-class framework running on each

gateway machine is multi-threaded and is capable of maintaining
hundreds of simultaneous network connections to remote machines.
A thread of execution may be a separate process (in the UNIX
paradigm) or a separate thread in a single process (in the POSIX
pthreads paradigm). POSIX is a series of standards for applications
and user interfaces to open systems, issued by the Institute of
Electrical and Electronics Engineers Inc. (IEEE). The IEEE POSIX.1¢c is
the emerging standard for user level multt-threaded programming and
is |mplemented in the served component of the systems management
framework. All objects in this framework exhibit “state.”" This state
'rhay be completely persistent, in which case it is represented by
attributes in the object database associated with a gateway machine,
or the state may be non-persistent.

An endpoint is added to the enterprise by first copying the LCF
daemon 24a to the endpoint's disk. This may be done automatically
through network login scripts, manually by inserting a diskette, or by
preloading the boot disk at the time of purchase or license. The first
time the LCF daemon is installed, and on each subsequent boot, the
LCF daemon attempts to login to its gateway. If the gateway is not
known or if the gateway does not respond, the daemon issues a
broadcast requesting a gateway. For completely new endpoints the
broadcast is ultimately forwarded to the server. If a gateway hears a

-’



1985), and other publications. A detailed description of the design of the
UNI X operating systemis found in a book by Maurice J. Bach, Design of the
Uni X Qperating System published by Prentice-Hall (1986). Suitable
alternative machines include: an | BM conpati ble PC 486 or higher running
Novel | Uni xWare 2.0, an AT&T 3000 serieg,runni ng AT&T UNI X SVR4 MP- RAS

Rel ease 2.02 or greater, Data General AVfi ON series running DG UX version
5.4R3.00 or greater, an HP9000/ 700 and 800 series running HP/ UX 9. 00

t hrough HPhkdadbdd?: oM db8ire ré§liese frem rann@hdgoa»t% wersgnizeBA0N® 2, a Sun
SPARC series running Solaris 2.3 or 2.4, or a Sun SPARC series running
SunCS 4. 1. gataway sedvices theuequesbitself. machi nes and/ or operating systemns

endpoi nt 1 5 al sQTHOBO R BAVET| FOCRING, 8o EPOUTLSPAEAYY TEAESFhvent i on.
Tt ooty "Br R S8, RETBHIIR: 81 do odlPRteR dRUAES
conpl ex negheé rerdpointbidiohgs | ®1S. FEhRendw @ndpolits) her suReNi Migrating be a
not ebook conputer, such as an | BM Thi nkPad[ err] chi ne, or sone. ot her
Intel x86 betweenigatieavays,bthecgetvarpuses ar sitai speoifia eolicysta ehoagecat er
the correct gateway (e.g., by subnet). The gateway is informed of
its new endpoint, the gateway informs the endpoint, and the login
completes. _
An endpoint preferably communicates only with its gateway.
Requiring all endpoint communication to pass through a single
gateway greatly simplifies connectivity issues. After a successful
login, both endpoint and gateway know a working address by which
to address one another. If a DHCP address lease expires, or anything
changes in the network topology, then the next endpoint login will
establish the new endpoint to gateway addresses.
| There is- no absolute maximum number of endpoints that can
be supported by a single gateway. The design strategy is that the
gateway is always in control of its own workload. The endpoints are
not allowed to send data unless granted permission. When an
endpoint has results to return, or if it wishes to make an upcall, it
sends a very small message requesting service. The gateway queues
the request and services the queue as time allows. When an
endpoint has large results, it must break the results into chunks and
may only send a chunk when instructed to do so. This strategy
makes it possible for a single gateway to sﬁpport thousands of
endpoints, albeit somwhat slowly. If a better quality of service is

desired, it is simply a matter of adding more gateways.



operating system IBMerr] or |IBMconpatible machines running under the
S/ 2[err] operating systemmay al so be inplenented as the endpoints. For
more information on the OS/2 operating system the reader is directed to
0OS/2 2.0 Technical Library. Programm ng Gui de Vol unmes 1-3 Version 2.00,
Order Nos. 1036261, 10G6495 and 10G6494. As not ed above, the
server-cl ass framework runni ng on each gd@bway machine is multi-threaded
and is capabl e of mmintaining hundreds of simultaneous network connections

to renpte machi ngpdpbinthhesttiods evreenvtrnah OBRBAentethedsr @isediyousged (i n the
UNI X paradlgr‘?ﬂl or a separate thread in a single process (in the PCSIX
pt hr eads paba@ivghmlinkedswith dD4. sempilerogeneraterhrende aindagpei eadpoint and

D g
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the served co nent of e syste nagemnment sin

thi s framewndthedbirhay bestmplerﬂeﬂﬁedansa singlarexebeatablepl et el y persistent, in
which case it is represented by attributes in the object database

associ ated with Eretarably #ﬂclﬁ“ﬁé‘m"ﬂr is hinssallad Wﬁ%hq;g GeY- faethadsnt .
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disk at the tine of purchase or license. The first time the LCF daenon.is
i nstal | ed, ehedcks thaclocalidiskycachebolft thereasm}éamermnss,t bermtvzersiorﬂ oginto

its gateway. . If the%tevvayls not known, or, if th does not
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new endpol naqbBREARIAR With ot kHd’ BB ' WRdAGT ¥6E of | 2

gat eway hea
methods for fast execution.

FIGURES 4A-4E illustrate how a particular gateway (GW) may
be connected to a pair of endpoint machines (EP1 and EP2). As seen
in FIGURE 4A, the gateway GW is connected dlrectly to each of EP1
and EP2 (i.e. without any intermediate devuce) and thus the path
between the GW and each endpoint has a single path segment,
which is labeled A. In FIGURE 4B, a router 35 is located in the path
but both endpoints EP1 arid EP2 are directly connected to the router,
and thus this configuration generates a pair of segments A and B in
the path (between the GW and each respective endpoint). FIGURE
4C shows yet another alternative wherein each of the endpoints EP1
and EP2 connect to different branch points in the router 35, and this
configuration also creates two path segments (A and B) for each path
between the GW and each endpoint. FIGURE 4D represents another
alternative configuration wherein a second router 37 is used. In this
situation, the path between GW and EP1 includes two path segments
('A and B), while the path between 'GW and EP2. includes two

separate path segments (C and D). Thus, as can be seen by these



12 " broadcast or a login request froman endpoint it recognizes, the

. gateway sevices the request itself. When the server receives an

endpoi nt' s gateway request broadcast, the server consults its endpoint |ist
to see which gateway the endpoi nt belongs to. For new endpoints, or when

m grating between gateways, the serverl}%ses a site specific policy to
choose the correct gateway (e.g., by subnet). The gateway is infornmed of
its new endpoint, the gateway inforns the endpoint, and the |login

conpl et es. examplesinthen ghash rhetwedre the| gatesvay minch aasendpginti satviced gat eway.

Requi ri | 1 dpoi nt i cati t h h ' t -

o cat 1y o BpIthe: Etesncan Urve i etbet oRp: e tWostRESTR MIGT Arepor h
dooi nt : i .

ggofﬁlep. I g awglggr e!‘scal'gg;éegdglgpl r es“?ﬁ%lr tészllny‘t Eﬁgéegﬁg%gres s| n ee

net wor k t ogatewgily ‘chAn ddee 2yt (FIBWRENUA)PIbAe MFIGURE 24B)sbrt bgonew

endpoi nt to gateway addresses. There is no absol ute maxi num nunber of
endpoi nt s (HGURE4Clengwppaths; Hdperding g theyexistence ot labksthpreofk at egy i s
that the gajeway is al s in control of its own workload. The endpoints
are not al PbiR@ l@@tg‘@lﬁgﬁ{oﬁutgrﬂ ess granted permission. Wen an endpoi nt

T Somtson, FISURE 7 holls e Sditaf ko Deabous' a2 ver
configurations illustrated in FIGURES 4A-4D, and thus illustrates how
larger enterprise connections may be formed. This hetwork includes
a source node 41, routers 43 and 45, and fourteen {14) endpoints
EP1-EP1 4 distributed across six (6) subnets (labeled "A" through
"G"). In this example, it is assumed that subnets A, B, C, D and F
have a maximum speed of 10 megabits per second (mb/s), subnet E
has a maximum speed of 56 kilobits per second (kb/s), and subnet G
has a maximurr"l speed of 100 mb/s. All data distributions are
assumed to start at the source node (which is typically the
management server and/or a gateway).

A distribution from one node (such as the source node) to
multiple endpoints appears on the network of FIGURE 5 as muiltiple
simultaneous one-to-one distributions. According to the invemn:t.ion,
tunable parameters allow a site administrator to specify what
maximum percentage of available bandwidth to use for each subnet
A-G. As used herein, the "effective" load of each subnet is
computed (for example) by recording the number of bytes written to
a subnet per unit time. If two operations are running in parallel on
the same subnet, each will contribute to the- effective load. For
example, if during a one second interval 16k bytes have been

written, the data rate is 16kB/s; if the subnet in queétion isa 1mb



. t

the request and services the queue as tine alloWws. Wen an endpoint has
large results, it nust break the results into chunks and may only send a
chunk when instructed to do so. This strategy makes it 'possible for a
single gateway to support thousands of endpoints, albeit somwhat slowy. If
a better quality of service is desiredjsit is sinply a matter of addi ng
nor e gat eways. : 13 Endpoi nt
nmet hods are nornmal CORBA net hods (as di scussed below) linked-with |IDL

conpi | er GipackRbgsbreeAfagtdsé@Gs TRUBUdMéulatsd BSJNBRB * B LifYE1mbbEary 24b.
This results in a native executabl e designed to be spawned by the LCF
daenon 24d4.2.8%. nunber of nethods may be inplenented in a single

execut abl e. Preferably, an endpoint i,s install w,t hout any net hods.
Vet hod execut abhEGOTIAG B RBSPRb nvaatiga: cxeupral Ioed Palanciigien t ne
LOF daemon eephy ard TRBRAeATIRCA! WMo °HY ShbwiburidH *6lbsble dogal di sk
cache. If €re 1s a cache mssS, or a Version msmatch, then a ne

execut abl gubhetioEhedggd -for rbdthi BubREts R considersd st thyé Busigdt bf not hi ng
and then build a working set of nethods for fast execution. .. FI GURES

AA- 4AE i || dber twe isthngtpaprafecably imtusedy to Giptermingethengmoust o6 a pair
of endpoi n'tde?aayghjfﬁae‘tssrgoEtﬁ% ) ?InsEel?'@d iﬁAi% the overall distribution to balance
the load. Also, the invention takes into consideration the fact that all
.operations contribute to the effective loads even though delays may
be added on an individual operation basis. These concepts are
illustrated by the examples set forth below, which are provided in
reference to the network shown in FIGURE 5.
Assume a single distribution to endpoint EP9 in FIGURE 5.
Each packet crosses subnets B and E. Assume that the network load
parameter is set to. 80% for subnet B and to 50% for subnet E.
After one second of 6‘peration, 4k bytes have been sent. On subnet
B, the effective load is 4kB/10mb = 0.3%. On subnet E, however,
the load is 4kB/56kb = 57%. Subnet B is thus'. well under maximum
load, but subnet E is too busy. According to the invention, a short
delay is then inserted to get the effective load back under 50%.
Even though subnet B is near idle, the next write must be delayed to
reduce the load on subnet E. |
Now, assume a distribution to endpoints EP1-EP4, which are
all endpoints on subnet A. In this example, the load parameter for
subnet A is assumed to be 25%. After one second, 100k bytes have
been sent to each endpoint. Since the same 100k has been sent to
four different endpoints, the 100k has crossed subnet A four (4)
times. The load on subnet A is (4 * 100kB)/10mb = .31 %. A delay

is thus required since this value exceeds the load parameter.



in FI GURE 4A, the gateway GWis connected directly to each of EP1 and EP2
(i.e. wthout any internedi ate device) and thus the path between the GW and
each endpoint has a single path segnent, which is labeled A In FI GURE 4B,
a router 35 is located in the path but both endpoints EP1 and EP2 are
directly connected to the router, and thys this configuration generates a
pair of segnments A and B in the path (bétweenithe GNand each respective
endpoint). FIGURE 4C shows yet another alternative wherein each of the
endpoi nts EP1 andhepfolewirg texample fassumesrardistriutians ton endpointst er 35,

d thi L Ol | | so te wo_path se and B) ,for each
Sath betwoct pREFBET a2 ERTZ chtteY m&goa%”‘ﬁ@?ﬁgé&asﬁ%%mteg
| t ti ' td r ¢ i Dis
o uaton Santd Sdef ertboie TH [l Btphat B (4 - FOBRBIM 0N 1S g
B), while t3¢%atThédvadem ech afdubriatsdlandeh isV2 $cpOORBY 1@kl segment s

(C and D). Thus, as can be seen by these . .
14 exanpl e%,5-5%3 pat h between the gateway and an endpoi nt serviced by the

path . ! Cn el fact’
ot vor ksy - Each b gl 8 dha ABuTBRIEE 5, 1 AL Gadiding coR iR vero
(FI GURE 4A) onénseddridIRBOKBbytss tweuld™ HaVBELAEh St Rat 8sch ARfIYIARY on the

exi stence (of lack thereof) of the internediate router.
The effective loads are then calculated as follows:

A = (4*100kB)/10mb = 31%
B = (8*100kB)/10mb = 62%
C = (2*100kB)/1Omb = 15.6%
D = (4*100kB)10mb = 31%

E = 100kB/66kb = 1400%

F = (3*100kB)/10mb = 23%
G = (2*100kB)/100mb = 1.5%

Subnet E, with an effective load of 1400%, requires a long delay. In
such case, router 43 will buffer the 100kB and release data at the
maximum rate subnef E can accept. According to the invention,
delays are inserted and the network write size is reduced to get .the
effective rate back to the configured network load. This will have
the effect of making subnet B less busy.l aswell.
According to the invention, a mechanism is provided for
effectivély managing the large scale distribution of data from one or
more gateway machines to the endpoints serviced by those machines
in a managed enterprise. Typically, a particular ga;ceway is
connected to one or more endpoint machines serviced by the
gateway according to the topology illustrated in one or more of the
FIGURES 4A-4D. As noted above, FIGURE 5 is one such example.
The mechanism is described generally in the flowchart of FIGURE 6
With respect to a particular gateway machine and its related

endpoints. Of cour'-s'e, the method may be carried out for multiple



FIGURE 5 ' shows a superset of the various network configurations
illustrated in FIGURES 4A-4D, and thus illustratés how | arger enterprise
connections may be forned. This network includes a source node 41, routers
43 and 45, and fourteen (14) endpoints EPl -EP14 distributed across six (6)
subnets (|l abeled "A" through "G'). In thigg exanple, it is assunmed that
subnets A, B, C, D and F have a nmaxi num speed of 10 negabits per second
(nb/s), subnet E has a naxi mum speed of 56 kil obits per second (kb/s), and

subnet G hagateweximidohiheecth & phPallatbprocess! bdtt dodisitplicitli, coslyase
assuned to start at the source node (which is typically the nmanagenent -
server and/aingle gateway)s shown. A distribution fromone node (such as the

i 11 pl 6 51 hul ¢ aRDoRKSTRLEGRRE0Y, BEARRLAL S .25 BT & EefiRy cnc: on,
tinabl X : S st . ; :
per cent ago. P8 o GERABLEY FreRuidiy ABnLAE Mgt oF Dok IndhRbrk R T,
herei n, theéteidarthuegateveay ohachine andren endpoimpmachicbor Netargrke) by

recordi ng the nunber of bytes witten to a subnet per unit time._If two
oper at i ons Rathsy thati pgednneklesd-balancad,canhe amitted ifedesired. | Thent ri but e

L0, Lol B S iter 8 e ABle poeg, & RBTATH Bl agu 1"
- question i savifablé bandwidth that may be consumed by a particular Hownload
operation over that subnet. This value may depend on numerous
factors including the type of connection, the type of data, the speed
and memory characteristics of the endpoint, whether routers or other
intermediate devices are used between the gateway and its
endpoints, etc. At step 32, a data distribution is selected for
initiation, typically (ias will be described in more detail below) by
having an endpoint method invoke an object supported on the
gateway. A data distribution is sometimes referred to herein as a
"write" operation since data is being written from a source node to a
number of managed endpoints. As illustrated in FIGURE 5, the
various connections and characteristics of the network paths _and
subnets determine an "effective” load in each subnet of an aff-ééted
network path. A network path is said to be "affected” if the data
distribution will be provided over that path. At step 34, and
preferably before the actual distribution is physically started on the
wire(s), a calculation is made of the effective load in each subnet
affected by the method invocation. At step 36, a test is made to
determine whether the effective load in each affected subnet has a
predetermined relationship (e.g., is greater than) the load parameter
for that subnet. If the outcome of the test at step 36 is negative, no

‘load balancing is necessary, and the routine continues by initiating



line, the percentage used is thus calculated as (16kB * 8 bit)/1 nb =

12. 5% According to the present invention, several |oad bal ancing
concepts are inplenmented. Wen a distribution crosses two subnets, the

| oad for both subnets is considered and the busiest of the two subnets
preferably is-used to deternine the amoynt of "delay" that should be
inserted into the overall distribution to balance the |oad. Al so, the

i nvention takes into consideration the fact that all operations contribute

to the eff dbeidistributien atestepndBghlfadiowever thecoutrasae Hf the itast at dual
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crosses subnets B and E. Assune that the network | oad pararret er is set to
80% f or sulswnelﬂoadld:a!méiﬂmlémewsbam i thikt case; rthesrouting ocbn’apeesttlon 4k
byt es have been sent. et B, the effective, load js 4kB/10nmb = 0. 3%

On subnet M@t $ioRe4Orto aher nba&hagaqﬁeyﬁyeﬁtpf—trw%stsbyﬁl@n ypically by wel | -

short del syt ERE RofHE SRR dg Ry AR BHRY S BUAR B8 R dbreE 0o, *Even
t hough SUbflﬂSstﬁaélﬁ 'tBate lllolts rédGcé cfie VeffeRtivusSllodd el th@daffecieduce the
| oad on subnet E. w, assume a distribution to endpoints EP1-EP4,
whi ch are adbnet(i)oivhen thve datiaristactually seht in st epfl the | oad paraneter
ec

~for subnet Ais SSUI}Ed to be 25% After ope QOk b tes have been
sent to each endplergfores; As: Aokeds AROVROIthRadode aﬁ%ﬂﬁ'"go qRtham £ £ er ent

"ot ibierb dheBic! 3, BB, RP et dvefing iy gy
exceeds t hayliegbputatibAt €6 -that the data distribution may then be altered in
| some meaningful way and then carried out within the preset subnet
load parameters. This "balancing™ technique is performed each time
a write operation is initiated, although it may be carried out in a
different manner. Thus, the technique may be performed on a
continuous basis (e.g".‘-,_ at regular intervals, such as every 2 minutes)
as data is being distributed over the network. This takes into
consideration the fact that all operations contribute to the effective
loads even though delays may be added on an individual operation
basis.
Thus, prior to a a write operation, the effective load in each of
the subnets (over which the data distribution will occur) of a given
network path between a gateway and an endpoint serviced by the
gateway is evaluated and a load balancing algorithm is applfed to
ensure that, when the write operation is actually implemented, data
distribution through the affected subnets does not exceed the
effective bandwidth of any such subnet. This advantageous result is
achieved by calculating an "effective" load for each subnet affected
by the data distribution. Prior to initiatin"g the operation, a



16~ The foll ow ng exanpl e assunes a distribution to endpoints EP5,
EP6, EP11 and EP12. After one second, 100k bytes have been sent to each
“endpoint. The load on subnet Bis (4 * 100kB)/10fb = 31 % The |oad on each
of subnets Dand Fis (2 * 100kB)/10nb = 15.5% - Now, assune that the
distribution is to all endpoints. Aftergone second, 100k bytes woul d have
been sent to each endpoint. The effective | oads are then cal cul ated as

fol |l ows: A = (4*100kB)/10mb = 31% B = (8*100kB)/ 10nb = 62%

C = (2* 100k 8pterfnihation s teade whether thd effuuitBielload ex@Eds (or perfiaps

100kB/ 56kb = 14000{%‘F F = éS*l 0kB)/10my = 23% G = éZ* 0kB) / 100mb
= 1.5% SubfBPreachgs) womme Jreset itheeshold Wrhieholgopreterrhly cselgetahig).del ay .

I n such casg, A0 pm f t r se. d s Lhe
maxi mum r atg sst%b;l{elfé @@gﬁﬂ aélggﬁqﬁé\%cgﬁléilggkgga[%e ﬁ]@gnﬁroﬁ?ﬁeﬁ 'gés are
i nserted angitbRsd 16t pRsvertr bhe parfoular seBreedusallpt tHeh enest flavitg rate

back to the configured network load. This will have
loaded) from unbalancing the rest of the distribution. In effect then,
the subnets are “charged” against their allotted bandwidth based on
the number of subnets that exist.

As used herein, an effective load may "exceed" a given load
parameter by even where the effectivé load is substantia!'ly the same
as the load parameter. Of course, the data distribution speed may be
altered when the effective load bears some given relationship (e.g.,
95%) of the load parameter. All such variations are well within the
scope of the inventive load balancing technique.

Although in the preferred embodiment the degree to which the
data distribution characteristics must be modified are calculated
before the distribution occurs, the invention also contemplates
monitoring the actual load values during a first data distribution and
then adjusting the rate of a second data distribution based on the
network load constraints existing during the first distribution.

As noted above, however, preferably the load baléﬁéing
technique is carried out during a data distribution. FIGURE 7
illustrates how a data distribution is selected and initiated. [n this
managed environment, a data distribution is just one ‘of many
“system management tasks" that are typically initiated with an
object method invocation. Turning now to FIGURE 7, each
authorized administrator 50 has access to a desktop computer 52
containing one or more icons representing system resourceé. As
administrators interact with dialog screens and menus-available from

these icons, they are able to change system configurations and
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' In particular, and with reference to the process flow diagram

of FIGURE 7, the information flow begins when the administrator 50
selects an icon or interacts with a'dialog. The information is then
sent to the desktop (usually located at a gateway) at step 54, at
which time the appropriate application callback method is invoked at
step 66. The callback method then invokes core application methods
at step 58, which commu_nic'ate with the application object(s) to
perform some system manégement operation, as illustrated at step
39. Any return information or state is passed back at steps 60 and
61. If an update to the user interface is required, the desktop 52
interprets the output and updates the dialogs on the administrator’s
desktop at step 62.

Preferably, the framework includes a task library that ei;i:z;bles
administrators to create "shell" scripts that can run an any managed
node of the enterprise environment. A shell script integrated with a
managed node is called a "task." When administrators want to
create a task, they provide a machine and a path to an executable
file. The executable can be a shell script, a specialized script, a
compiled program or any other kind of valid executable. When a task
is created, the executable is stored as an attribute in an object
database associated with a gateway machine. Whén the task is

needed, the executable file is retrieved from ‘the attribute and is



and nenory characteristics of the endpoint, whether routers or other

iI'nt ermedi at e devi ces are used between the gateway and its endpoints, etc.
‘At step 32, a data distribution is selected for imitiation, typically (as
will be described in nore detail below) by having an endpoi nt nethod i nvoke
an obj ect supported on the gateway. A2ata distribution is sonetines
referred to herein as a "wite" operation since data is being witten from
a source node to a nunmber of managed endpoints. As illustrated jn FI GURE 5,
t he vari ousPr¥ideditonre aaﬁdnewaffma@eidsmfé%&oﬁfm@aﬁéﬁ\l{d? eregtiads ihis

bnets det erpi " of ive" | ] t of ffected network
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be provided over Ad\3bfdtehBed &bové cRhélsystBrhs’miARaGEMENEEHrOVEdéd earct ual

distribution is physically started on the w re(s), a calculation is nmade of
t he effecti implemaentatiocranoh & CRBAal fle Objecb RequestdBrioker i(ORB) abiasic At

step 36, a test is ,nmade tao determn ether the effectjiv oad i.n each
af f ect ed suﬂh@th%@a%%rwkr?ﬂ%é&ﬁqté\geﬂmﬁﬁgI‘FPb"‘P@?g. qugBér et 4% & han)
the | oad pa L OF aL.s . e . o] S ep 36
I S negati ve,gﬁggﬁﬂ% ggﬂbgbgné? ngmégtr?er,c%‘gégr 9&5‘%@@%39@@"%@ éc%% es by
initiating management architecture provided by The Objectianhfénfént!Gidug | on at

step 38. If, however, the outconme of the test at step 36 is positivVe,
~at-l east onéOMG)ha snomerefitv assdgiationr bfadmeore than 300 companies.

| CORBA describes the use of the Object Request Broker (ORB) and

basic object adaptor (BOA) that provide a mechanism for object

invocation and return of results. The specification defines interfaces

to a set of low-level object services and enables such services to be

integrated in many different language and systems using object

encapsulation, service requestor/provider isolation, and interface and

implementation separation.

In a CORBA 1.1 implementation as seen in FIGURE 8, there
are three primary components: a client, an object implementation,
and the ORB/BOA. The client 70 is the requestor of a service that is
provided by an object implementation 72. The ORB 21 delivers the
request from the client 70 to the object implementation 72 tﬁféugh
the BOA 27. The object implementation 72 then performs the
requested service, and any return data is delivered back to the client.
The client and object implementation are isolated from each other,
and neither has any knowledge of the other except through their
ORB/BOA interfaces. Client requests are independent of the 6bject
implementation location and the programming language in which they
are implemented. .

The ORB delivers the request to the BOA, which activates the

process under which the object implementation (e.g., a server) runs.



(given the predetermined | oad paraneter for that subnet), and thus sone

| oad bal ancing is necessary. In this case, the routine continues at step 40
to alter the characteristics of the distribution (typically by inserting
sone timng delay or controlling the buffering of data in an upstream
router) to reduce the effective |oad ii%}he affected subnet(s) when the
data is actually sent in step 42. herefore, as noted above, the | oad
bal anci ng al gorithm preferably checks for the possibility of subnet
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di fferent r@m&%.es m&%rﬁ'na{'ggcﬁ%@#ﬁgé{%é‘%é?@ﬂggesoﬁ{%kégﬁ‘i(?fu_ous

basi s (€. 9- anplreb R/ tHdTbRENE! AltemaRvary, I ¥ tectidbt 8! ARGV ddie | S
being distributed over the network. This takes 1hto consideration the fact
that all opamtimepsa Gymamizuirevdoatione Itetface (RIl) d&dés aused tdidughd @el ays

may be added on an indjvi dual operation basis. Thus, prior to a a
wite oper afaaestiyfed:iy placef & gliant sty 83 Wnked,at %ﬂ%‘i%t'{'@ﬁrer whi ch the

data distributio | | | coqeur). of Y t t e e t eway and
an endpoi nt serv?){gd 8{/ t § g‘.ﬁ%ﬁﬁ?gl sﬁ‘&lgﬁlﬁﬁéﬁﬁ%dﬁﬁ g‘i% &#ﬁ%yng
algorithmi ' | il ' ual ly -
I mpl ement ed:éoggit@g eﬁﬁs‘%ﬁﬁ?ﬁ%ﬁ mﬁ% tﬁgf Q?Fé%‘{"‘e’gk gm@‘&‘ggggzl,%g exceed
t he eff ecti balaneinyirdecharismlyissasha sdtnet insthictienly dnt ageades medule i s

achieved by calculating an "effective" |oad for each subnet affected by the
data distritoaideRt In BheoFandpmniaceass nfameno g dheoendpoint.  Until

required by the computer, the set of instructions may be stored in
another computer memory, for example, in a hard disk drive, or in a
removable memory such as an optical disk (for eventual use in a CD
ROM) or floppy disk {for eventual use in a floppy disk drive), or even
downloaded via a network connection such as the Internet. In
addition, although tl;'é various methods described are conveniently
implemented in a general purpose computer selectively activated or
reconfigured by software, one of ordinary skill in the art would also
recognize that such methods may be carried out in hardware, in
firmware, or in more specialized apparatus constructed to perform
the required method steps.

Further, although the invention has been described in terms of
a preferred embodiment in a specific network environmént, those
skilled in the art will recognize that the invention can be practiced,
with modification, in other and different network architectures with
the spirit and scope of the appended claims. The present invention,
however, is not to be construed as limited to load balancing in the
network having any particular topology of gateway and endpoint

machines, but may also be useful in load balancing whenever a



19" determ nation is nmade whether the effective | oad exceeds (or perhaps
approaches) sone preset threshold (which is preferably selectable). If so,
“the overall distribution will be slowed down or otherwi'se altered to
prevent one particular subnet (usually the nost heavily | oaded) from
unbal ancing the rest of the distributiogg In effect then, the subnets are
"charged" against their allotted bandw dth based on the nunber of subnets
t hat exi st. As used herein, an effective |load may "exceed" a given

| oad para d i i 1 e sane
as the loa g@#lg%eﬂgﬁgﬂﬁ@?utés}gﬁ%%wg }rhﬁﬁéﬁﬁqgﬁ?%ggﬁr@égége

al tered wheretWwmrkefiéeicki eenhectdbleeas sa snamagement rreddd)i weelvep a( data . 959

of the | oad paranmeter. Al such variations are well within the scope of the

i nventive Idigigibstiomdrom thenmagagement node: hdvigreover: Hiepinventival
nbodi h ich di stributi . j St
e odi 11 cdbSF S e facliRidi SBSLELE, ot Al GebLAE fetwntene fon

al so cont ergphAopmeRrfi toring the actual |oad values during a first data
distribution and then adjusting the rate of a second data distribution

based on the nethiaving thats desstibed mhy investiomgwhat hglditmeas inest and

di stribution. As not ed above, however referably the | oad bal ancing
t echni que id:gséf&rm gecwyig by s Pataptisgset fqrﬁmm dhe fOﬁP‘@lUFE claims.ust r at es
how a data distribution is selected and initiated. In this nanaged o
environment, a data distribution is just one of many "system managenent

tasks" that are typically initiated with an



ohj ect method invocation. Turning now to FIGURE 7, each authorized
adm ni strator 50 has access to a desktop conputer 52 containing one or nore
‘icons representing systemresources. As adm nistrators interact with dialog
screens and nenus avail able fromthese icons, they are able to change

system configurations and 20
manage new resources in the distribut ea environnent, all in a known manner.
In particular, when adm nistrator 50 i fleracts with the deskt op, so-called

"cal | backs” are.invoked fromthe user interface on underlying objects
representi n? sone systemresource or conponent. These call backs are
transl at ed INtGHB GlAIME of nethod invocations that actually performthe

k and ret d | t t 0 th i.nist.rator. |
barticuiar - and wn rArmeEngd ot Fegiatifg deie” ARsTbiHEE: Biromanassd 7. tne
bat . . c | .

Nt er act s weERSrR EortERt indddh Bkl Mafipasiert Sver Reryfelly &
(usual l'y | ogat edf agat)ewazewadéclat oft ahidH, s@iviods c beteof henapeings) i ate

application callback method is invoked at step 56. The cal | back nmethod then
i nvokes cor eonpipisingitherstepsafids at step 58, which comunicate with the

oPPLLo2t! 90 0D Sl Sk bR e E AR PSSR BTk o
steps 60 andn endpoint, setting a load parameter identifying an amount of o
network bandwidth that may be consumed by a particular data
distribution over that subnet;
in response to a method invocation that initiates a data
distribution from the gateway, determining an effective load for each
subnet affected by the data distribution; and
if the effective load in a given subnet has a predetermined
relationship to the load parameter for the given subnet, altering a

characteristic of the data distribution.

2. The method of regulating data distribution as described

in Claim 1 wherein the predetermined relationship is that the

effective load exceeds the load parameter.

3. The method of regulating data distribution as described
in Claim 2 wherein the characteristic is the rate at which data is
distributed in the path.

4. The method as described in Claim 3 wherein the rate of

data distribution is reduced when the effective load ex_ceeds the load

parameter.

* [ L M s *



61. If an update to the user interface is required, the desktop 52
~interprets the output and updates the dialogs on the administrator's
desktop at step 62. Pref erably, the framework includes a task library
t hat enabl es adm nistrators to create "shell" scripts that can run an any
managed node of the enterprlse enV|ron2§g A shell script integrated with
a managed node is called a "task dmnistrators want to create a
task, they provide a machine and a path to, an executable file. The

execut abl e can e a shaeimethed@s desgrikadiin Ldaimd wherein thgsateafpr ogr am

oxecut ann o 4ous Byl 18 EREBRYI Innchil, Beld i, Mafh ABE IR0 o0 wi 11

a gat eway rchﬁ’ﬁlﬂe Mazfts m%%dﬁome%mvg thé petWRikiptthe file is

retrieved fromthe attribute and i's 21
provi ded to one or nore managed nodes. After a task |s created, it is added
to the task library and dISF ayed as ap icon, referenced above

the systems mandéenent BB agrdesasibacsin Qﬂﬂ'%%\“’"@@!ﬂ'«ﬁ)@ step ofj ect

Cervices. | G0 A P BEraiEBerfitRedin 4 Tra@Bhsr Font Ca oibiri but e

conputer systens nmanagenehnt architecture provi ded by The Obj ect Managenent
Goup (OM3, a non-profit association of nore than 300 comnpani es.
7. The method as described in Claim 1 wherein the step of

determining the effective load is carried out before the data

distribution is initiated.

8. A method of regulating data distribution in a mahaged
network environment having a source node that distributes data to a
set of endpoints,. comprising the steps of:

(a) for each subnet of each network path between the
source node and an é’ndpoint, setting a load parameter identifying an
amount of network bandwidth that may be consumed by a particular
data distribution over that subnet; _

(b)  prior to initiating a data distribution from the source
node, determining an effective load for each subnet that is affected
by the da.ta distribution;

(c) determining whether the effective load in any subnet
that is affected by the data distribution exceeds the load parameter
for that subnet; and

(d) if the effective load in any subnet exceeds the load
parameter for that subnet, altering a characteristic of the data

distribution.

L



COQBA describes the use of the Object Request Broker (ORB) and basic object
adapt or (BOA) that provide a mechanismfor object invocation and return of
results. The specification defines interfaces to a set of |owlevel object
services and enabl es such services to be integrated in many different

| anguage and systens using object encapggl ati on, service requestor/provider
I sol ation, and interface and i npl enentati on separation. In a CORBA
1.1 |an enentation as seen in FIGURE 8, there are three prinmary conponents:
a client, an obj8ct i H’hleerrm‘thadl 8%, d esuibteide irOREAIBOS Wlhmrmhl the détai s the
requestor ({’ a.servige that ,is provided by an object inp]enentation 72. The

ORB ﬁl delhl gtribytign |is, @’?dfb\brﬂ'?%‘ﬂﬂ PBRt Of7NQ1E gﬁ@Vé‘bﬁ"e@?e irate eﬁ’ireﬂt ation
72
equest o WAGH G g uiiemfied ovorthe ikdeycodeplC BB UhE Feent. The

client and gdtpewdy.i npl enentation are isolated fromeach other, and neither
has any know edge of the other except through their ORB/ BOA interfaces.
Cient requests are independent of the object i npl enent ati on | ocati on and

t he progranm ng nguage in which they are, i The
del i vers the reqt@ ?.g &gt Imasvéﬁ%%'bﬁq ny ngrfé"'g'!%é%'é‘dﬁméhe\/\m ch

tzge obj ect gtgp! SHTIpeating Stepsib)-(8) $6F ¥Hew 'dits distribution.

11. A computer connectable into a large distributed
enterprise having a source node that manages endpoints over one or
more network paths each having one or more subnets, the computer
comprising:

a processor;

an operating system; and

a load balancing mechanism comprising:

means for setting a load parameter identifying an

amount of network bandwidth that may be consumed by a

particular data distribution over each subnet of at least one

network path;

means responsive to invocation of a write operatic;ﬁm for
calculating an effective load in each subnet affected by the
write operation; and

means for determining whether the effective load in any
subnet affected by the write operation has a predetermined
relationship to the load parameter for that subnet and, in
response thereto, altering a characteristic of a data

distribution.

UL



The BQOA then invokes the nmethod associated with the request by way of a
server skeleton 81. Wien the nmethod is finished, the BOA manages the

term nation of the nethod and coordinates the return of any results to the
client. Alternatively, if a request is unknown until runtinme, a Dynamc

I nvocation Interface (DIl) 75 is used t97build a request used in place of a
client stub 83 linked at conpile tine. One of the preferred

i npl ement ati ons of the gateway conponent of the system nanagenent framework

(including the | da2l ballk@ccompirenay Yakciibedsind GlaIMOf 11 REhéreih i s I n a

code nodul e resident in the random access nenory of the endpoint. Until

requi red bychaeaaterigticeis thee rete at whichr wataoiss distributedt aiany i theanot her

. conput er mam)g\xl, If(or ﬁxanpl e, in a hard disk drive, or in a renovable
memory suchNEWVRRKB#Neal  disk (for eventual use i-n a CD ROV or floppy

di sk (for eventual use in a floppy disk drive), or even downl oaded via a

networ k connection such as the Internét. In addition, although the various

met hods descri bed 3ir e T VeSINRUte) dsRle8BABEEUIN TIairAeN 2" A herei® _
conput er selectively activated or reconfigured by software, one of ordinary

skill in thoeans {@ualdering detlucegthedatsat which datahisadistrilyuted.- vdieri ed out
in hardware, in fir re, pr. in nore specialized apparatus constructed to
performt heﬂ?%q‘?ﬁf?‘éﬁvﬁeﬁ%g 13 @Ry subnet aﬁ&#ﬁ&r?yaﬁ?%dﬂgﬁet%eﬁﬁflpéht i on

" has been deggpbégstf odiment in a specific network
- envi ronnent , t%osetg i@ﬁﬁrﬁﬁ‘teﬁee'pgﬁmﬁrtl- b(rﬁgg'ogni ze that the invention can
"be practiced, with nodification, in other and different network

~architectures with the spirit and scope of the appended clains. The present
i nvention, howevdé. i sThecomputer asdescritediin Claim d@ furthenindlading:i ng i n

mchi nos, bt I tafEindie, ke sitting Fie BHparelieEtancnover @

16. The computer as described in Claim 11 further including
a threads mechanism run by the operating system for executing
multiple execution threads.

16. The computer as described in Claim 15 wherein process
control for each network path controlled by the load balancing

mechanism is provided by one of the multiple execution threads. .

17. A computer program product for use in a computer
haviﬁg a processor, a memory and means for connecting the
computer into a large distributed enterprise wherein éomputing
resources are organized into one or more managed regions, each
region being managed by a management server servicing one or more
gateway machines, each gateway machine servicing a plurality of
endpoint machines, the computer program product comprising:

means for setting a load parameter identifying an amount of

network bandwidth that may be consumed by a particular data

OB



23" plurality of conputing resources (that are directly or through anot her
net wor k devi ce connectable to a managenent node) receive a data

di stribution fromthe managenent node. Mbreover, the inventive |oad

bal anci ng techni que should be useful in any distributed network

envi ronment . Havi ng thus describedgy invention, what | claimas new

and desire to secure by Letters Patent is set forth in the foll ow ng
IN THE CLAI M5 1.

cl ai ns. distribution i -
A met hod of regul At n_goﬁt 82 FI¥eD; subpet, ofy & netiveorkd path between g
gateway and an endpoint:
means responsive to invocation of a write operati;m for
calculating an effective load in each subnet affected' by the write
operation; and
means for determining whether the effective load in any
subnet affected "by the write operation has a predetermined
| relatlonship to the load parameter for that subnet and, in response
thereto, altering a characteristic of a data distribution. |

g
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networ k environnent managed by a managenent server servicing a set of

gat eways, each of which services a set of endpoints, conprising the steps
of : for each subnet of each network path between a gateway and an
endpoi nt, setting a | oad paraneter identifying an anount of network

bandw dth that may be consumed by a particular data distribution over that
subnet ; in response to a nethod i yocatl on that initiates a data
distribution from the gateway, determ ning an effective |oad for each
subnet af f ect edlOADIBRLANGING B A DISTRIBUBEY COMPUTHER ERETERpR&E ve | oad
in a given subnet has a predetermned relationship to the | oad paraneter
for the given subnet, altering a GENVIRONMENTc of the data distribution.
2. The net hod of regul ating data distribution as described in Caim1l
wherein t ABSTRA(ETerm ned rel ationship is that the effective |oad exceeds
the | oad paraneter. 3. The nmet hod of regulating data distribution
as described i A Tethpehop bahmmg ﬂpadnduvnadaatdestnbutm inst mhmaged tnetvadrkwhi ch
data is distributed |n the p The met hod as described in

C ai m 3 wABEnment, W F‘Effréa’olFa%é‘E‘ﬁ gateway |nEﬁ§’£11n6 r(1¢)§ef‘é€ﬁ§c9elélum of erdpofiftect i ve

| oad exce&%i tsgs?terlnor?lgna%%ﬁl%rrﬁe ttaseks include data distributions, which are normally initiated

at the gateway (16) and distributed to all managed endpoints (18). Load balancing is
achieved by setting a load parameter for each subnet of each network path between the
gateway machine (16) and an endpoint machine (18) serviced thereby. The load
parameter is selectable and identifies an amount of network bandwidth that may be used
by a particular data distribution over the segment.

Fig. 6



25 5. The met hod as described in Claim4 wherein the rate of data
di stribution is reduced by inserting delays in data transm ssion fromthe
gateway to the endpoint along the network path. 6. The net hod as
described in Caim1 wherein the step of setting a | oad paraneter is
performed in the gateway. 7. The nethod as described in Caiml
wherein the step of determning the efiﬁ&tive |l oad is carried out before .
the data distribution is initiated. 8. A et hod of regulating
data distribution in a nanaged network environnment having a source node
that distributes data to a set of endpoints,. conprising the steps of:

(a) for eachffsubnet of eaci) network path between the source node ang an
endpoi nt, setffing a | oad par ter i tMnSE ng ﬁg anount of network
bandw dt h thafl may be consuned by, i ta distribution ovelff that

subnet ; (b) prior to initf ”g a |¢fdtla di stribution fromthelsource
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_node, determning an effective load for each subnet that is affected by the
data distribution; (c) determ ni ng whether the effective load in
any subnet that is affected by the data distribution exceeds the | oad
paranmeter for that subnet; and (d) if the effective load in any
subnet exceeds the | oad paraneter for that subnet, altering a
characteristic of the data distribution.

26 9. The met hod as described in Caim8 wherein the data
distribution is altered by inserting 22@ or nore delays in the rate at
which data is transmtted over the af ted network path fromthe gateway.
10. The nethod as described in Caim8 further including the step of
repeating steps (b)-(d) for a new data distribution. 11. A
conput er connectable into a large distributed enterprise having a source
node that manages endpoints over ongr'di(;mor@ network paths each having one

or nore subnets, fthe—eerpute
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conpri sing: a processor; an operating system and a | oad

bal anci ng nechani sm conpri si ng: nmeans for setting a | oad
paraneter identifying an anount of network bandw dth that may be
consuned by a particul ar data distribution over each subnet of at
| east one net wor k pat h; means responsive to invocation of
a wite operation for calculatingS effective load in each subnet
affected by the wite operation; & means for
determ ni ng whether the effective |oad in any subnet affected by the
wite operation has a predeterm ned relationship to the | oad
paraneter for that subnet and, in response thereto, altering a
characteristic of a data di stribution.
27 12. The conputer as described in Caim1ll whéerein the
characteristic is the rate at which data is distributed along the network
at h.
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.13. The conputer as described in Caim212 wherein the neans for altering
reduces the rate at which data is distributed-when the effective load in
any subnet affected by the wite operation exceeds the | oad paraneter for
t hat subnet. 14. The conputer as described in Caim13 further
including an interface neans for setting the |oad paraneter. 15.
The conputer as described in Caimll fur&ﬁfr i ncludi ng a threads nechani sm
run by the operating system for executing | tiple execution threads.
16. The conputer as described in Caim 15 wherein process control for each
network path controlled by the l.oad bal anci ng nechanismis provided by one
of the multiple execution threads. 17 A conput er program product
for use in a conputer having a processozp me y and neans for connecting
the conputer into a large distributed e téﬁ%Ti wher ei n conputing
resources are organi zed into one or nnrgpqﬁgggﬁﬁaiegions, each regi on being
managed by a managenent server serviciog re gateway machi nes, each
gateway nmachi ne servicing a pluu@hbtmbpf bndpoint(pgqhhﬂgs, t he conputer
program product CcoOffri $PRQ: means—f-or sett+Tmr1rﬁ1mmi—$araneter
identifying an aanntloigqet\ork bandw dt h tfhat may be cons@ined by a
articul ar data
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28. distribution over a given subnet of a network path between a gateway

and an endpoi nt; nmeans responsive to invocation of a wite operation
for calculating an effective load in each subnet affected by the wite
operation; and means for determ ning whether the effective load in

any subnet affected 'by the wite operation has a predeterm ned
relationship to the | oad paraneter for that subnet and, in response
thereto, altering a characteristic of &/®ata distribution.
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