WO 03/ 098474 PCT/ US03/ 12903 DETECTI ON AUTOVATI QUE D' UN PROXY FI ELD OF THE
| NVENTI ON [ 0001] One enbodi nent of the present invention is directed to
proxy serweros/098434 More particularly, one enbodi ment of theCpresssm9os
invention is directed to automatically detecting a proxy server.
BACKGROUND | NFORVATI ON [ @2 1dvbnyraonpiirebsnaceess the Internet via a
proxy server. A proxy server 10 is a server that sits between a client
application, such as an Internet Wb browser, and a real Internet content
server. It intercepts all requests to the real server to see if it can
fulfill the requests itself. If not, it forwards the request to the real
server. [0003] mribkD QE/NHr INWENTIOR nmi n purposes. Proxy servers can

i nprove 15 performance because they save or cache the results of all
request s[g0ori]a d@ré¢ embodamentiof the present ihverdionds wérstteckio grexyrserveys.st or ed
content, there is no need to retrieve the content fromthe Wb server,

whi chs 1 efidrd Pattitufarfy2 hererhBSMRTETE of tHEEpresBhPMYeARSIY R Girddéd & so be used to
filter request. For “exanple, a conpany m ght use a proxy server to prevent

its enpl ﬁ{t? [ [ fic set of Web 20 sites. [0004] For a
corrputergg ﬁat{c?ﬂ@%p e@até;gﬁﬁ(g%%n er'r net via a proxy server, all Internet
requests nust first be directed to the proxy server. Wen accessing the

I nternet through an Internet browser, such as the Internet Explorer from

M crosoft Corp., the browser is tI\XKi cally set up to detect the browser
wi t hout user BACKGROUND INFORMATION

[0002] Many computers access the Internet via a proxy server. A proxy server
10 is a server that sits between a client application, such as an Internet Web browser,
and a real Internet content server. It intercepts all requests to the real server to
see if it can fulfill the requests itself. If not, it forwards the request to the real
server.
[0003] Proxy servers have two main purposes. Proxy servers can improve
15  performance because they save or cache the results of all requests for a certain
amount of time. If a request can be met by stored content, there is no need to
retrieve the content from the Web server, which results in a faster response time.
Proxy servers can also be used to filter request. For example, a company might
use a proxy server to prevent its employees from accessing a specific set of Web
20 sites.
[0004] For a computer that is coupled to the Internet via a proxy server, all
Internet requests must first be directed to the proxy server. When accessing the
Internet through an Internet browser, such as the Internet Explorer from Microsoft

Corp., the browser is typically set up to detect the browser without user

25 intervention.



25 intervention. WO 03/098474 PCT/US03/ 12903 [0005] However, a problem

ari ses when an application programnust conmunicate directly over the

| nt er net wiDtBOW474Si Ng t he browser or the browser's conmmeeirasbd/@voirodul e.
For exanple, sonme prograns directly access the Internet to provide
updates. One way for these prograns to detect the proxy if to |look up 5 the

settings [babs g}shleHBrAré%Pr RftferifbrisgS TP Sholiclefl ABbrarktinGi>T KEoPe 1S

proxy set n the regP rrente | ocati on.

Simlar e ail abl e f.or ean [ nt ern browsers

't he praRYMUAGR Gt dh ningRrirolt H?'ngﬂhsérowsrr@”@re BR8 User
i nvention is needed to determ ne the proxy. 10 00061 probl emis that
one of t HOMYBYEICEHRN §qUlgEOf GXample. SEMSBEAgEAINS diiec Ia@r:@%& ihe Internet
configuration script or the Wb Proxy Autodi scovery Protocol ("WPAD'). In
t he case tofprevidaupdates. @mwaijfzheserpr@gramto detecivibb Bowwifdo Iaoksed t i ngs
consi st of the Uniform Resource Locator ("URL") where a JavaScript can be

found5 t Hhe settingsdet thenbroevsich eisad tomathe momputeN\AAERMet Bxploséraaepsiits Whi ch
the URL for ‘the 15 script can be discovered without requiring the URL to be

pr e- conf i GaxedettiMGAR trfe rddpvin mea deflasbivnssid aa&uﬁeﬁtelg%%%. Sxhilprer. In

ei ther of these cases, thé actual proxy IS not stor he settings.

. . q
| nStead, s MR ﬁ@%a"ﬁéﬁre%‘?érﬁé RS he proxy
for agrvenU 2 0007 If th ab ve settings are used in the
browser, PFEHER g E\”X(‘f&f‘f@ el PWSEEAI] YSPII)VenioniSer to

determ ne the proxy However
needed to determine the proxy

10 [0006] A problem is that one of the possible settings for most browsers is an
automatic configuration script or the Web Proxy Autodiscovery Protocol (“WPAD").
In the case of an automatic configuration script, the Web Browser's settings
consist of the Uniform Resource Locator (“URL") where a JavaScript can be found
that will determine the actual proxy. WPAD is a protocol in which the URL for the

15 script can be discovered without requiring the URL to be pre-configured. WPAD is
now the default setting for Internet Explorer. In either of these cases, the actual
proxy is not stored with the settings. Instead, the browser finds the script and
executes it every time it needs to connect to a URL. The script contains a method
that resolves the proxy for a given URL.

20 [0007] If the above two settings are used in the browser, the program will
require manual intervention by the user to determine the proxy. However, many
users do not even know what a proxy is, and have great difficulty providing the

proper information.

[0008] Based on the foregoihg, there is a need for a system and method to

2



users do not even know what a proxy is, and have great difficulty providing

the proper information. [0008] Based on the foregoing, there is a need for

a systemwpd3esshod to 2 WO 03/098474 PCT/ US03/ 12903 auPCTASIBCI0R pr oxy

server by a program w thout user intervention, even when the Internet

browser has been set to "automatic”" node for proxy detection. BRIEF

DESCRI PTI [ a
altb Gkttt A‘EP&\)’%&{%r %24 [09O8tarh vﬁthgg?é Uéﬁgfg\ﬁgwé@%\@h%ﬁ&ﬂﬁg

comuni cation systemin accordance™ Wt e present

i nvention ' b.ate a.fJ) ow.di.agram of .the functionality
perforrreollntgweg]b%‘gg%ﬁﬁﬁ %gﬁﬁ%&%’r (@?&'QSW trﬁogﬁéorg?ﬁ&ﬁ%%‘?ﬁt'o& t he present

I nvention in order to detect a proxy server when accessing a Wb site. 10
DETAI LED DESCRI PTI ON 15 [0011] One enbodi nent of the present invention
detects a proxy server b conparing the connection table of an Internet
browser before aBRIEF DESCREPTION -THERBRAVINGSonnection to the proxy.
The proxy is detected fromthe list of differences that result fromthe
conpadi s§e009J0012p. Fiig anloviesviaw dizgravi efia doagnamicatiorasgsiemiini axtordancey st em
10 in 20 accordance with one enbodi nent of the present invention. System 10

i ncl udes vath GRTBMDBHIMENCSIURE §FleddhtiMenitibher net 40 via a proxy server 30.
[ 0013] Conputer 20 may be any type of conputer or other device that is

[0010] Figs. 2a and 2b are a flow diagram of the functionality performed by a

computer in accordance with one embodiment of the present invention in order to
detect a proxy server when accessing a Web site.

10

DETAILED DESCRIPTION

15 [0011] One embodiment of the present invention detects a proxy server by
comparing the connection table of an Internet browser before and after the
browser creates a connection to the proxy. The proxy is detected from the list of
differences that result from the comparison.

[0012] Fig. 1 is an overview diagram of a communication system 10 in

20  accordance with one embodiment of the present invention. System 10 includes a
computer 20 coupled to the Internet 40 via a proxy server 30.

[0013] Computer 20 may be any type of computer or other device that is
capable of accessing Internet 40 and executing software steps. In one
embodiment, computer 20 includes a processor, memory and communication

25 interface. Computer 20 executes an operating system and an Internet Web

browser, such as the Internet Explorer browser from Microsoft Corp. In one
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capabl e of accessing Internet 40 and executing software steps. In one
enbodi nent, conputer 20 includes a processor, nenory and comruni cation 25
i nt erf acewO@anm4rer 20 executes an operating system and amcCirriuses/ms03 Wb
browser, such as the Internet Explorer browser from M crosoft Corp. In one
3 WD 03/098474 PCT/ US03/ 12903 enbodi nent, the processor is the Pentium4

processor framlntel Corp. and,t r,at | | ' from
M ﬁr 0s oﬁm@fﬁ'ﬁ‘.engﬁﬁﬁ s %?é)sf@r f%ﬁeﬂg‘?ntﬂ@ﬁ é@%flp ggss?rﬁ'g%g]ll ﬁ%!a%%% %plpﬁjotgrBam or

ot her function that accesses Internet, 40 irectly wtho ing the
InternetOWIW%W.'SWF@@!’@JXW@ﬁnM@%Q r‘F[gorPntcé?"HB‘t'teﬂébtﬁHahﬁgh its Wb
browser, conputer 20 detects proxy server 30 in a known manner. The Wb
br owser exegutes amapplidationqagragoosathariungticsrthahgecassesppiekyetdth be
determned directly. However, if the Wb browser is set for Wb Proxy

Aut odi s cdipsetly wiheu asing(th¥mAieinet Webseowser.use an automatic configuration
script, or is set any other way that does not allow the 10 proxy server to

be def egp@‘hﬂi r OghdrY actdRirdd Miéinerabithroughserwephrowkery doptipuier20 embodi nent
of the eseht invention can be used by a program executed by conputer 20

e T dethS ATp R SRl $8in o (] raridr. $heANEbBRALE: dal LRtnehagham of

the func y ~conputer I n accordance"w th one
when accaXUOHEEh et vase e BiveY Eabd SRmInEA SRS, Fidude Pl oo e
Rkt AR AR M RRACE e N o
an automatic configuration script, or is set any other way that does not allow the
10  proxy server to be detected directly, the functionality described below for one
embodiment of the present invention can be used by a program executed by
computer 20 to detect the proxy server.
[0015] Figs. 2a and 2b are a flow diagram of the functionality performed by
computer 20 in accordance with one embodiment of the present invention in order
15 to detect a proxy server when accessing a Web site. In one embodiment, the
functionality is implemented by software stored in memory and executed by a
processor. In other embodiments, the functionality can be performed by
hardware, or any combination of hardware and software. In one embodiment, the
functionality is executed by an application program on computer 20 that is
20 required to access Internet 40 directly without going through an Internet browser
on computer 20. In one embodiment, the functionality of the present invention is
incorporated into a proxy detection module that may be a software module that is
part of, or interfaces with, the application program. The proxy detection module

may be stored in the memory of computer 20, and executed by the processor of
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hardware, or any conbination of hardware and software. |In one enbodi nent,
the functionality is executed by an application program on conputer 20
that is 290rames4re£d to access Internet 40 directly w thoutrCgaisagjizvhs ough an
I nternet browser on conputer 20. In one enbodinent, the functionality of
the present invention is incorporated into a proxy detection nodul e that
may be a software nodule that is part of, or interfaces with, the

appl i catdosPYieodP-am The proxy detection nodule may be stored in the
menory of conputer 20, and executed by the processor of 4 WD 03/098474
PCT/ US0J0026D3 At bapd06r trreoURLowfthe Vieb stis thajdhe prexypeteston RPd 'S t e

that the proxy detection nodule is trying to access is determned. In one
enbodi nMeffing tdascdss iprdetdrdeidedhy In bre eaptmdimant, dhisis purdded byéne . The schene
or protocol of the URL request is also 5 determ ned, because the proxy

server tddlichiién Efdﬁf'ﬁnﬂi@ééﬁtﬂ@é‘s@ﬁ&ﬁb%rip'ﬁoto@bltcﬁrthéiUﬂ@Ln‘@qwb:ﬁtés:alsmay vary
dependi nd 'upon the 'schene. Exanples of possible protocols are Hyper Text

St S A i et
ot er i rtempHS 5 OoiBCLERNS{BR SBBPRUNg o B e ufeS PR Aot ' ©
Phen at DOtoCTEDAeNEYRROK T6TS/6F PIEOGR A el ByCTeRd T hd enf or nat  on
in the browser. [0019] If the proxy server is not manually configured on
t he | nt eTramisferrRrotomol §iftp”), etc.
[0017] At box 110, the registry settings or other configuration data for the
10  Internet browser's communication module is determined.
[0018] At decision point 120, it is determined whether the proxy server is
manually configured on the Internet browser. If it is, then at box 130 the proxy
server is determined by reading the information in the browser.
[0019]  If the proxy server is not manually configured on the Internet browser at
15  decision point 120 (e.g., the Web browser is set for WPAD), then at box 140 a first
copy of the Transmission Control Protocol/Internet Protocol (“TCP/IP”) connection
table from the Web browser is retrieved and stored by the proxy detection module.
In one embodiment, the operating system of computer 20 provides application
program interfaces (“APIs”) to obtain the connection table. In another
20 embodiment, a status program such as NETSTAT can be invoked and the output
parsed to obtain the connection table.
[0020] At box 150, the proxy detection module invokes the Internet browser’s

communication module and makes a request for the URL that is determined at

box 100. This opens up a connection. In one embodiment where the Internet
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15 decision point 120 (e.g., the Web browser is set for WPAD), then at box
140 a first copy of the Transm ssion Control Protocol/Internet Protocol
("TCP/ I P'Womatgsaet i on table fromthe Wb browser is retriperabozndost or ed
by the proxy detection nodule. In one enbodiment, the operating system of
conputer 20 provides application programinterfaces ("APIs") to obtain the

connection table. |n another 20 odi nent.. a stat r SUc )
NETSTAT OISR i5 108 ﬁ@sr%?%e&ﬁﬁ% GommRicaEPy poghie, B S ﬁh@c‘?i on
table. [0020] At box 150, the proxy detection nodul e invokes thﬁ | nt er net
br owser ' €mbgastiment.dae ireauersdor dedddL iakdsAR" byalher empodimentsRiNg hat i s
determ ned at box 100. This opens up a connection. |In one enbodi nent where

t he | nt erequestis VEED30048037” Rathidugh3hesd pesmfsageests svauid genemiaet
Expl orer, the communication nodule is WN net. In one enbodinent, the

request fipihetbssdiidats. IftFéMiterdat powesr ieupadla¢ammiunicate edthetbe i s " GET"
or "POST", although these types of requests woul d generate unnecessary

dat a.g | GFSE th%)gégfgsp\tgﬁﬁy)s(er is unable to communicate with the 5 URL, the

process en 160, the proxy detection nodule retrieves and

br owser BUPBTE AMERThS Bl debofar BEEHE R ERald BRrEE ssbBl T .
A ‘box 178PVERdGTCHIR RSB HBREBR THiE the 1ERreelsetet BRI of the
fgnnem ! Oc%ntngg’:igg th%rt(ias ggéﬁééﬁ a? ggi( 123-8?3 gl%ggg.c t'l'ih%nUlt?Ebrlagaesi‘,tr}g lt#edneclgslecii st of
and the communication module is released.
10 [0022] At box 170, the differences between the first and second copies of the
connection tables are determined. The connection tables include a list of IP
addresses. All addresses that are found in both copies are eliminated, and the
remaining IP addresses comprise a possible proxy IP address list. In one
embodiment, there are typically only 2 or 3 IP addresses that are not common to
15 both connection tables and that form the possible proxy IP address list. In one
embodiment, one of the IP addresses on the list is the proxy server address, and
one is the address of the host from which the auto proxy script of the Internet
browser was loaded.
[0023] At box 180, the URL determined at box 100 is resolved (i.e., converted)
20 into its corresponding IP address and port. This allows for an easier comparison
of the URL to the list of IP addresses in the communication tables.
[0024] For each IP address in the possible proxy IP address list, until the proxy

is detected (box 190), the requested IP address at box 180 is compared to an IP

address on the possible proxy IP address list (box 200). If there is a match, then
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addresses. All addresses that are found in both copies are elimnated, and
the remaining | P addresses conprise a possible proxy IP address list. In
one enbowDBMY8474 here are typically only 2 or 3 |IP addre®sedSohisaoozanr e not
common to 15 both connection tables and that formthe possible proxy IP
address list. In one enbodinment, one of the |IP addresses on the list is

t he proxy r, address, and one i,5 the address of .t he hosf, from which
the auto %?’%&?‘QJ}? B't'og(éffsqrﬁ%r P rﬁ'tegsﬁgt 0 Cﬂm?mﬁa"g&? g%?d&%‘?'“f‘%@%]an& box
180, the URL determ ned at box 100 is resolved (i.e., converted) 20 into
its corr dBpOMRGESS has SR PERNY $RYVEr e ot e npedadhecayseatiraxagii®ar i son
of the URL to the list of |IP addresses in the comunication tables. [0024]
For each theURldissysan intraretgbatisbehing teyprory sdkeess |ist, until the proxy
is detected (box 190), the requested I P address at box 180 is conpared to
an | P ad@o2s}s offtidre ipows althetchrfoxy paRicatki | Pssidréssd af Box2200thenlthet here is
a match, then 6 WD 03/098474 PCT/US03/ 12903 at box 210 no proxy server is

d ' i ' d. A
needed t QreRyHEiRcESH oMl gLiBRes 8 Fedddyest aﬁegaorlt errpe{lﬂﬁé%ahlé?%ﬂﬂgn

proxy server may not be needed because, for exanp e URL

I nt ranet i15. behi 540 f el mat ch
for a parrtéﬁlz%ﬁtg?e'l’ Lg%;[éeggoglb 8@%@%@&%&%% 'lqgu%?g?fd&z?g%@"gtﬁe%dul e
i t | P add S and par making a valid prox equest (i.e.,
equest s T PGV o a5 popb fetssid AR thepfufieotas Shelstiti . then the

proxy server has been detected and the proxy detection nodul e has
det er mi né@temENed g PLXyEirddresa andpert anthiier procpsdisceampleteolpdre e. I n one

embodiment, one of the IP addresses in the possible proxy address list will result
10  in a successful request unless a proxy is not needed or there is an unknown error.
[0026] In another embodiment, at box 220, instead of querying the IP address,
the communication program attempts the desired communication assuming that
the address is correct. If successful, the query does not have to be performed.
[0027]  Several embodiments of the present invention are specifically illustrated
15 and/or described herein. However, it will be appreciated that modifications and
variations of the present invention are covered by the above teachings and within

the purview of the appended claims without departing from the spirit and intended

scope of the invention.



enbodi ment, one of the IP addresses in the possible proxy address list wll
result 10 in a successful request unless a proxy is not needed or there is
an unknovwwoasfes474 [ 0026] | n anot her enbodi ment, at box 22@CTiussy/exad of
gquerying the I P address, the comrunication programattenpts the desired
comuni cation assumng that the address is correct. If successful, the
query does no ¥5 te f.rned. [ 0027] Several enbodi nents of the
present inven 1y illustrated 15 and/or described herein.
However, it wi|l a ciated that nodifications and variations of the
pr esent "i nventli d%”ﬁ?@&§8§€?3ﬂm89aﬂHQX$§60@”P@HKH§H§b and within the
purview of the appended claims without departing fromthe spirit and

i ntended scoftorieg a fiest icapk of acenngciign tdle fervan htemeso¥eh DeosseMHAT | S
CLAIMED IS: 1. A nethod of detecting a proxy server conprising: storing a
first copy of indtiatinge ceduest fad &nifoomResounteL oedto@BRLY thesegh thé Wdb at i ng
a request for a Uniform Resource Locator (URL) through the Wb 5 browser;
storifg areessnd copy of the connection table fromthe Internet Wb
browser while a connection is open; and conparing the first copy and the

second copy Ogtotrfﬁﬁ §9@§t%o‘ b@@/ Bg'mlgleqﬁnnégtl&w tab] dggiﬁ%dln?érn% fldp 1. further

conprising: form Ses conprising at |east

?Rg ?:j?g?’ﬁi%% V@%"é[%ggﬂnéc lonsgcoopré%, CoRYy of the connection table and not on

comparing the first copy and the second copy of the connection table.

10 2. The method of claim 1, further comprising:
forming a list of possible proxy addresses comprising at least one address

that is on the second copy of the connection table and not on the first copy of the

connection table.

15 3. The method of claim 1, further comprising:

determining if the Internet Web browser is manually configured.

4. The method of claim 2, further comprising:

resolving the URL to an Internet Protocol address.
20

5. The method of claim 4, further comprising:

comparing the Internet Protocol address with the list of possible proxy

addresses.



connection table. 15 3. The nmethod of claim1, further conprising:
determning if the Internet Web browser is nmanually configured. 4. The
met hod ofwoloaiogs424 further conprising: resolving the URL tPaTArS03/m9es net
Protocol address. 20 5. The method of claim4, further conprising:
conparing the Internet Protocol address with the |ist of possible proxy

addresses. 8 \éo-ﬂ%%é Mﬁgél??ﬁée Ihﬁ"rnet ros":&e met hod of claim5, further

conprising: determ ning address mat ches any

addresses on t ddr ess he netho
ol m ot ur ¢ rarerEihBe Eiheiethet Pelioa) aeliedsiefdisscaty aditesSreasihone of
t he addrc-[\sse on the | ist of possible proxy addresses. 8. The net hod of
cl ai m 5, IBLek PRSSIRIG MEPXARAEesses.assumi ng that at |east one of the addresses
on the Ilst of possible proxy addresses is an address of the proxy server.
9. The nethod of claim1l1, wherein the Internet Wb browser is set for Wb
Proxy Aut odi scovery Protocol. 15

5 7. The method of claim 5, further comprising:

initiating a proxy request to at least one of the addresses on the list of

possible proxy addresses.

8. The method of claim 5, further comprising:
10 assuming that at least one of the addresses on the list of possible proxy

addresses is an address of the proxy server.

9. The method of claim 1, wherein the Internet Web browser is set for Web
Proxy Autodiscovery Protocol.

15

10. A computer system comprising:

a processor; and

memory coupled to said processor;

wherein said memory has stored thereon a proxy detection module which,
20 when executed by said processor, causes said processor to:

store a first copy of a connection table from an Internet Web

browser;

initiate a request for a Uniform Resource Locator (URL) through the

Web browser;



10. A conmputer system conprising: a processor; and nmenory coupled to said
processor; wherein said nenory has stored thereon a proxy detection nodul e
whi ch, 290whess4ekecut ed by said processor, causes said pPCTASSYI29D: store
a first copy of a connection table froman Internet Web browser; initiate
a request for a Uniform Resource Locator (URL) through the Wb browser; 9

WO 03/098474 PCT/ U G 1 tab
D AR L T L

fromthe |Internet on 1 s open; conpare the

first copy an he second copy of the connection table. 5 11. The conputer
system of cl a?’ﬁﬁgvﬁfr ‘gﬁ'?%a&oa%dw @cqqe@naﬂgdul e further causing said

processor to: forma list of_ possible proxy addresses conprising at |east
one address that COMHAre e Hext 6RAY @pPYNeFeERRA EaRY Bt theorPnastien dalenot on
the first copy of the connection table. 10 12. The conputer system of
claim 10, said proxy detection nodule further causing said processor to:
determne if the Internet Web browser is manually confi gured.
5 11. The computer system of claim 10, said proxy detection module further
causing said processor to:
form a list of possible proxy addresses comprising at least one address that
is on the second copy of the connection table and not on the first copy of the
connection table.
10
12. The computer system of claim 10, said proxy detection module further

causing said processor to:

determine if the Internet Web browser is manually configured.

15 13. The computer system of claim 10, said proxy detection module further
causing said processor to:

resolve the URL to an Internet Protocol address.

14. The computer system of claim 13, said proxy detection module further
20  causing said processor to:
compare the Internet Protocol address with the list of possible proxy

addresses.

15. The computer system of claim 14, said proxy detection module further

10



15 13. The conputer system of claim 10, said proxy detection nodule further
causing said processor to: resolve the URL to an Internet Protocol address.
14. The cwopaness7system of claim 13, said proxy detecti onPerdsos10903 t her
20 causing said processor to: conpare the Internet Protocol address with
the list of possible proxy addresses. 15. The conmputer system of claim 14,
sai d proxy detection nodule further 10 WO 03/098474 PCT/ US03/ 12903

causi ng ¥ Sm%?%gé)srgﬁ?ssr%:to'determ ne if the Internet Protocol address

mat ches any addresses on the |ist of possible proxy addresses. 5 16. The
conput er systEBRING Gihg lkernebPiptped),addiessmafdiesaiaddregsehen the ausi ng
said processor to: initiate a proxy request to at |east one of the

addr essdist oh pesgiblei groxpaddmeasesbl e proxy addresses. 10 17. The conputer
system of claim 14, said proxy detection nodule further causing said
processor to: assune that at |east one of the addresses on the list of
possi bl e proxy addresses is an address of the proxy server. 15 18. The

conp er syst e Phe GofpgttdOsysthArtichib 4, |SHE® Ry JMBcRIPMRRUId Rirthegt for
Wb Proxy Autodi scovery Protocol.
causing said processor to:
initiate a proxy request to at least one of the addresses on the list of

possible proxy addresses.

10 17. The computer system of claim 14, said proxy detection module further
causing said processor to:
assume that at least one of the addresses on the list of possible proxy

addresses is an address of the proxy server.

15 18. The computer system of claim 10, wherein the Internet Web browser is
set for Web Proxy Autodiscovery Protocol.
19. A computer readable medium having instructions stored thereon that,
when executed by a processor, cause the processor to:
store a first copy of a connection table from an Internet Web browser;
20 initiate a request for a Uniform Resource Locator (URL) through the Web
browser; |
store a second copy of the connection table from the Internet Web browser
while a connection is open; and

compare the first copy and the second copy of the connection table.

11



19. A conputer readabl e nmedi um having instructions stored thereon that,
when executed by a processor, cause the processor to: store a first copy of
a connectwonspegtaie from an I nternet Web browser; 20 initi &Ce/sos/exyoest for
a Uni form Resource Locator (URL) through the Wb browser; store a second
copy of the connection table fromthe Internet Wb browser while a
connection is open; and conpare the first copy and the second copy of the
connection table. 11 WO 03/098474 PCT/US03/12903 20. The conputer

readabl e nmedi um of claim 19, said instructions further u3| ﬁ ﬁal d
processor to:2 QoT*ﬂﬁéompéf{terdﬁaﬁéblﬁrB?@UmQﬁ‘ﬂaﬁ'ﬂdﬁe§%‘é’§n§f6‘ﬁ‘%ﬂn§l gnst | east
one address that 5 is on the second copy of the connection table and not
on the fdausingspid pifocehsor toonnecti on table. 21. The conputer readable

medi um of claim 19, said instructions further causing said processor to:

10 det er m ne fofmtaitstlofipessiele Pelxykidenessesi conmmisiag by leashbng@adddessAhat The
conmput er readabl e medi umof claim19, said instructions further causing

sai d 5pr Og RSk sreﬁonﬂ %éﬂﬁlb?tﬁé‘éoﬁi%ctbﬂ table! dHcEhdtedn fiiecfiree6bpypeeiess. 15 23.

The conputer readable nmediumof claim 22, said instructions further
connection table.

21. The computer readable medium of claim 19, said instructions further
causing said processor to:

10 determine if the Internet Web browser is manually configured.

22. The computer readable medium of claim 19, said instructions further
causing said processor to:

resolve the URL to an Internet Protocol address.

15
23. The computer readable medium of claim 22, said instructions further
causing said processor to:
compare the Internet Protocol address with the list of possible proxy
addresses.
20

24. The computer readable medium of claim 23, said instructions further
causing said processor to:
determine if the Internet Protocol address matches any addresses on the

list of possible proxy addresses.

12



causing said processor to: conpare the Internet Protocol address with the
| ist of possible proxy addresses. 20 24. The conputer readabl e nmedi um of
cl ai m 23, weaB@odamst ructi ons further causing said process®CTusN3/t®dEr m ne
if the Internet Protocol address matches any addresses on the list of
possi bl e proxy addresses. 12 WD 03/098474 PCT/ US03/12903 25. The conputer
readabl e nedi um of claim 23, said instructions further causing said
processor to: initiate a proxy request to at | east one of the addresses on
the list of 5 possible proxy addresses.

Th t di
of claim 23, 2&i dhesomuuer sasaple medium Qgﬁ@i'ﬂ&%sﬁi“ ‘5?&&%@%’%@6 ggshl;;n

that at | east one of the addresses on the list of possible proxy 10

addr essesausinqarsagtigroeessoif tot he proxy server. 27. The conputer readable
medi um of claim 19, wherein the Internet Wb browser is set for Wb Proxy
Aut odi scover yinfiaes agbxy téquest to at least one of the addresses on the list of

5 possible proxy addresses.

26. The computer readable medium of claim 23, said instructions further
causing said processor to:
assume that at least one of the addresses on the list of possible proxy

10 addresses is an address of the proxy server.

27. The computer readable medium of claim 19, wherein the Internet Web

browser is set for Web Proxy Autodiscovery Protocol.
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