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INFORMATION PROCESSING APPARATUS, IMAGE FORMING APPARATUS, AND
PROGRAM

BACKGROUND
Technical Field

The present invention relates to an information processing apparatus, an
image forming apparatus, and a program.
Related Art

JP-A-2012-529873 discloses a system that tracks a position of a mobile
device, such as a mobile phone, based on communication using electromagnetic
waves, and that makes various proposals to the user based on the tracked movement
pattern.

JP-A-2014-023119 discloses position information providing device that
estimates an installation place of the device using an acceleration sensor, a gyro
sensor, or the like when the installation place of the own device is calculated based
on a received positioning signal and position information is not included in the
received positioning signal.

JP-A-2014-192813 discloses a method for estimating a position of a terminal
device based on radio wave intensity received from a wireless access point, even
when the terminal device is positioned in an indoor environment.

In general, an authentication process using identification information, a
password, or the like is carried out for ensuring security in the authentication of an
external device when the information processing device is connected to the external
device or when a processing request from the external device is executed by the
information processing device.

Further, for more robust security protection, the information processing device
may execute only a processing request from an external device installed in a specific
area.

However, since the authentication process using identification information, a
password, or the like is merely performed, the information processing device executes
a processing request from the external device even when the installation place of the
external device has moved from the specific area. In such case, it is not possible to

realize execution of only a processing request from the external device installed in the



specific area.

An object of the present invention is to provide an information processing
apparatus, an image forming apparatus, and a program capable of executing a
processing request only when an external device is present in a specific

environmental area.

SUMMARY

[1]1 An aspect of the present invention provides an information processing
apparatus including: a measurement unit that measures environmental information
about an environment surrounding the information processing apparatus; a reception
unit that receives environmental information from an external device or a device
associated with the external device in response to receiving a processing request
from the external device; a comparison unit that compares the environmental
information measured by the measurement unit with the environmental information
received by the reception unit; and a processing unit that executes a process based
on the received processing request in a case where the environmental information
received by the reception unit and the environmental information measured by the
measurement unit that are compared by the comparison unit are determined to be
measured in a same environment.

[2] Another aspect of the present invention provides an information
processing apparatus comprising: a measurement unit that measures environmental
information about an environment surrounding the information processing apparatus;
a comparison unit that compares environmental information included in file data
generated by an external device with the environmental information measured by the
measurement unit; and a permitting unit that permits a process for the file data in a
case where the comparison unit determines that the environmental information
included in the file data and the environmental information measured by the
measurement unit that are compared by the comparison unit are determined to be
measured in a same environment.

[3] It may be the information processing apparatus according to [1], wherein
the environmental information is a feature pattern obtained based on environmental
data, the measurement unit includes an acquisition unit that acquires environmental

data about an environment surrounding the information processing apparatus, a
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calculation unit that calculates a feature pattern based on the environmental data
acquired by the acquisition unit, and a storage unit that stores the feature pattern
calculated by the calculation unit, the comparison unit compares the feature pattern
stored in the storage unit with the feature pattern received by the reception unit, and
the processing unit executes a process based on the processing request received in a
case where a matching rate between the feature pattern stored in the storage unit and
the feature pattern received by the reception unit is equal to or higher than a
predetermined threshold.

[4] It may be the information processing apparatus according to [2], wherein
the environmental information is a feature pattern obtained based on environmental
data, the measurement unit includes an acquisition unit that acquires environmental
data about an environment surrounding the information processing apparatus, a
calculation unit that calculates a feature pattern based on the environmental data
acquired by the acquisition unit, and a storage unit that stores the feature pattern
calculated by the calculation unit, the comparison unit compares the feature pattern
stored in the storage unit with the feature pattern included in the file data, and the
permitting unit executes a process received in a case where a matching rate between
the feature pattern stored in the storing unit and the feature pattern included in the file
data is equal to or higher than a predetermined threshold.

[5] Another aspect of the present invention provides an information
processing apparatus including: an acquisition unit that acquires environmental data
about an environment surrounding the information processing apparatus; a
calculation unit that calculates a feature pattern based on the environmental data
acquired by the acquisition unit; a storage unit that stores the feature pattern
calculated by the calculation unit; a comparison unit that compares the feature pattern
presently calculated by the calculation unit with the feature pattern previously
calculated by the calculation unit and stored in the storage unit; and a notification unit
that notifies that an installation place of the information processing apparatus has
changed in a case where the feature pattern presently calculated by the calculation
unit and the feature pattern stored in the storage unit compared by the comparison
unit are different from each other.

[6] It may be the information processing apparatus according to any one of [3]

to [5], wherein the calculation unit calculates the feature pattern by performing a
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predetermined conversion process on the environmental data acquired during a
predetermined period.

[7] It may be the information processing apparatus according to any one of [3]
to [6], wherein the storage unit stores the feature pattern calculated by the calculation
unit in association with time related information.

[8] It may be the information processing apparatus according to [7], wherein
the storage unit stores the feature pattern calculated by the calculation unit for a
combination of at least one or more of a day, a time of day, and a day of week.

[9] It may be the information processing apparatus according to any one of [3]
to [8], wherein the acquisition unit includes at least one of an atmospheric pressure
sensor, a sound sensor, an acceleration sensor, a temperature sensor, a humidity
sensor, a luminance sensor, and a magnetic sensor, and the environmental data
includes at least one of atmospheric pressure data, audio data, acceleration data,
temperature data, humidity data, luminance data, and magnetic data.

[10] Another aspect of the present invention provides an image forming
apparatus including: the information processing apparatus according to [2]; a
reception unit that receives a print instruction from the external device; and an output
unit that outputs an image on a recording medium based on the print instruction
received by the reception unit in a case where the permitting unit permits the process.

[11] Another aspect of the present invention provides a program for causing a
computer to execute a process including: measuring environmental information about
an environment surrounding the computer; receiving environmental information from
an external device or a device associated with the external device in response to
receiving a processing request from the external device; comparing the measured
environmental information with the received environmental information; and executing
a process based on the received processing request in a case where the measured
environmental information and the received environmental information are determined
to be measured in the same environment as a result of the comparing.

According to the information processing apparatus of [1], it is possible to
execute a processing request only when the external device is present in a specific
environmental area.

According to the information processing apparatus of [2], it is possible that the

processing for the file data generated by the external device can be permitted to be
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carried out only by the information processing apparatus present in the same
environmental area as the external device.

According to the information processing apparatus of [3], it is possible to
executing the processing request only when the external device is present in a
specific environmental area.

According to the information processing apparatus of [4], it is possible to
execute a processing for the file data only when the external device is present in a
specific environmental area.

According to the information processing apparatus of [5], it is possible to
notify that the installation place of the information processing apparatus is changed,
even if position detection means such as a GPS is not provided.

According to the information processing apparatus of [6], it is possible to
execute the processing request only when an external device is present in a specific
environmental area.

According to the information processing apparatus of [7], it is possible to
perform a comparison of two feature patterns in consideration of time related
information.

According to the information processing apparatus of [8], it is possible to
perform a comparison of two feature patterns in consideration of a change in the
environmental data according to a day, a time of day, a day of week, or the like.

According to the information processing apparatus of [9], it is possible to
execute the processing request only when the external device is present in a specific
environmental area.

According to the image forming apparatus of [10], it is possible to obtain an
effect that it is possible to detect that the installation place of the image forming
apparatus is changed by the external device monitoring the environmental information
transferred from the image forming apparatus.

According to the program of [11], it is possible to execute the processing

request only when the external device is present in a specific environmental area.

BRIEF DESCRIPTION OF DRAWINGS

Exemplary embodiment(s) of the present invention will be described in detail



based on the following figures, wherein:

Fig. 1 is a diagram illustrating a system configuration of an information
processing system of a first embodiment of the present invention;

Fig. 2 is a block diagram illustrating a hardware configuration of an image
forming apparatus 10 in the information processing system of the first embodiment of
the present invention;

Fig. 3 is a block diagram illustrating a functional configuration of the image
forming apparatus 10 in the information processing system of the first embodiment of
the present invention;

Fig. 4 is a block diagram illustrating a hardware configuration of a terminal
device 20 in the information processing system of the first embodiment of the present
invention;

Fig. 5 is a block diagram illustrating a functional configuration of the terminal
device 20 in the information processing system of the first embodiment of the present
invention;

Figs. 6A to 6C are diagrams illustrating an example of acceleration data,
atmospheric pressure data, and audio data measured by an acceleration sensor 41,
an atmospheric pressure sensor 42, and a sound collection microphone 43 of an
environmental information measurement unit 31, respectively;

Fig. 7 is a diagram illustrating a state in which FFT is applied to the
acceleration data shown in Fig. 6A to calculate a periodogram and obtain a feature
pattern of the acceleration;

Fig. 8 is a diagram for describing a method of generating a Lissajous figure in
which acceleration data is on an X-axis and audio data is on a Y-axis to obtain a
feature pattern;

Fig. 9 is a diagram for describing an operation when a print job including
environmental information is transmitted from the terminal device 20 to the image
forming apparatus 10;

Fig. 10 is a flowchart of an operation when the image forming apparatus 10
receives a print job including environmental information;

Fig. 11 is a diagram for describing an operation when image file data including
environmental information is transmitted from the image forming apparatus 10 to the

terminal device 20;
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Fig. 12 is a flowchart of an operation when the terminal device 20 receives
image file data including environmental information;

Fig. 13 is a diagram for describing a state in which the image forming
apparatus 10 including the environmental information measurement unit 31 has
moved from an installation place to another place;

Fig. 14 is a diagram illustrating an example when the image forming
apparatus 10 performs displaying on an operation panel of the own apparatus to warn
that an installation place has moved;

Fig. 15 is a diagram illustrating a system configuration of an information
processing system of a second embodiment of the present invention; and

Fig. 16 is a flowchart of an operation when a wireless LAN terminal device 82
receiving a request for an authentication process from a portable terminal device 81
performs a comparison of feature patterns to execute the requested authentication

process.

DETAILED DESCRIPTION

Next, exemplary embodiments of the present invention will be described in
detail with reference to the accompanying drawings.

[First Embodiment]

Fig. 1 is a diagram illustrating a configuration of an information processing
system of a first embodiment of the present invention.

In the information processing system of this embodiment, an image forming
apparatus 10 and a terminal device 20 are connected to each other by a network 30
as illustrated in Fig. 1. Further, the image forming apparatus 10 is connected to a
server device 50 via an Internet communication network 40.

The terminal device 20 generates print data and transmits the generated print
data to the image forming apparatus 10 over the network 30. The image forming
apparatus 10 receives the print data transmitted from the terminal device 20, and
outputs an image according to the print data onto a paper. Further, the image
forming apparatus 10 is a apparatus referred to as a so-called multifunction apparatus
having a plurality of functions such as a printing function, a scanning function, a
copying function, and a facsimile function.

Next, a hardware configuration of the image forming apparatus 10 in the



8

information processing system of this embodiment is illustrated in Fig. 2.

The image forming apparatus 10 includes a CPU 11, a memory 12, a storage
device 13 such as a hard disk drive (HDD), a communication interface (IF) 14 that
performs transmission and reception of data to and from an external device or the like
over the network 30, a user interface (Ul) device 15 including a touch panel or a liquid
crystal display, and a keyboard, a scanner 16, and a print engine 17, as illustrated in
Fig. 2. These components are connected to each other via a control bus 18.

The print engine 17 prints an image on a recording medium such as printing
paper through a process such as charging, exposure, development, transfer, and
fixing.

The CPU 11 executes a predetermined process based on a control program
stored in the memory 12 or in the storage device 13 to control an operation of the
image forming apparatus 10.

While the CPU 11 has been described as reading and executing the control
program stored in the memory 12 or the storage device 13 in this embodiment, the
program may be stored in a non-transitory computer readable medium such as a CD-
ROM and provided to the CPU 11.

Fig. 3 is a block diagram illustrating a functional configuration of the image
forming apparatus 10 realized by the above-described control program being
executed.

The image forming apparatus 10 of this embodiment includes an
environmental information measurement unit 31, a data transfer unit 32, a print job
reception unit 33, an environmental information reception unit 34, a comparison unit
35, a control unit 36, and an image output unit 37, as illustrated in Fig. 3.

The environmental information measurement unit 31 measures environmental
information of surroundings of a place for which the image forming apparatus 10 is set.

Specifically, the environmental information measurement unit 31 includes an
acceleration sensor 41, an atmospheric pressure sensor 42, a sound collection
microphone 43, a feature pattern calculation unit 44, and a feature pattern storage
unit 45.

The acceleration sensor 41 measures a temporal change of the acceleration
to acquire acceleration data. The atmospheric pressure sensor 42 measures a

temporal change of the atmospheric pressure to acquire atmospheric pressure data.
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The sound collection microphone (sound sensor) 43 measures audio signals of
surroundings to acquire audio data.

The feature pattern calculation unit 44 calculates a feature pattern based on
the environmental data such as the acceleration data, the atmospheric pressure data,
and the audio data acquired by the acceleration sensor 41, the atmospheric pressure
sensor 42, and the sound collection microphone 43, which are acquired by the
acquisition unit. Specifically, the feature pattern calculation unit 44 calculates the
feature pattern by applying Fast Fourier transform (FFT) to the environmental data.
A specific method of calculating this feature pattern will be described in detail below.

The feature pattern storage unit 45 stores, as environmental information, the
feature pattern calculated by the feature pattern calculation unit 44. The feature
pattern storage unit 45 may store the feature pattern calculated by the feature pattern
calculation unit 44 in association with time related information. More specifically, the
feature pattern storage unit 45 may store the feature pattern calculated by the feature
pattern calculation unit 44 for each combination of at least one or more of a day, a
time of day, or a day of week. For example, the feature pattern storage unit 45 may
store the feature pattern for the combination of working hours and non-working hours,
a time of date such as morning, afternoon and nighttime, or ordinal days and holidays
like public holiday. More specifically, the feature pattern storage unit 45 may store
the feature pattern on a specific date and time such as 15:00 on October 10.

While the case in which three sensors including the acceleration sensor 41,
the atmospheric pressure sensor 42, and the sound collection microphone 43 are
used as acquisition means for acquiring environmental data has been described in
this embodiment, a type of sensor is not limited thereto. Any one of various sensors
such as the three sensors, a temperature sensor, a humidity sensor, a luminance
sensor, and a magnetic sensor, or a combination of at least two or more thereof may
be used as the acquisition means for acquiring environmental data.

In this case, any one of atmospheric pressure data, audio data, acceleration
data, temperature data, humidity data, luminance data, and magnetic data, or a
combination of at least two or more thereof is acquired as the environmental data.

The data transfer unit 32 transfers the feature pattern measured by the
environmental information measurement unit 31 as environmental information to

another device such as the server device 50, for example, at predetermined time
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intervals such as daily or weekly.

The print job reception unit 33 receives a print job (print instruction) from an
external device such as the terminal device 20.

The image output unit 37 outputs an image to the recording medium based on
the print job received by the print job reception unit 33.

When the environmental information reception unit 34 receives the print job
from the external device such as the terminal device 20, the environmental
information reception unit 34 receives the environmental information from the terminal
device 20 or a device associated with the terminal device 20. In this embodiment,
the environmental information reception unit 34 receives, as the environmental
information, the feature pattern data included in the print job received by the print job
reception unit 33.

The comparison unit 35 compares the environmental information received by
the environmental information measurement unit 31 with the environmental
information measured by the environmental information reception unit 34.
Specifically, the comparison unit 35 compares the feature pattern stored in the feature
pattern storage unit 45 with the feature pattern received as the environmental
information by the environmental information reception unit 34.

When the two pieces of environmental information compared by the
comparison unit 35 are environmental information measured in the same environment,
the control unit 36 executes a process based on a processing request for received
print job or the like (processing unit). Specifically, when the two compared feature
patterns match each other at a predetermined matching rate (for example, 90%) or
more, the control unit 36 causes the image output unit 37 to execute a printing
process based on the received print job.

Further, the comparison unit 35 compares the feature pattern calculated by
the feature pattern calculation unit 44 with the feature pattern based on past
environmental data stored in the feature pattern storage unit 45. When the two
feature patterns compared by the comparison unit 35 are different from each other,
the control unit 36 determines that the installation place of the image forming
apparatus 10 has moved to a different environmental area, and notifies that the
installation place of the image forming apparatus 10 has changed (notification unit).

Specifically, the control unit 36 may notify that the installation place of the
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image forming apparatus 10 has moved by transmitting an e-mail to a preset
destination, or may perform notification to the user moving the apparatus by
performing displaying on the operation panel of the apparatus to warn that the
installation place has moved.

Next, a hardware configuration of the terminal device 20 in the information
processing system of this embodiment is illustrated in Fig. 4.

The terminal device 20 includes a CPU 51, a memory 52, a storage device 53
such as a hard disk drive (HDD), a communication interface (IF) 54 that performs
transmission and reception of data to and from the image forming apparatus 10 over
the network 30, and a user interface (Ul) device 55 including a touch panel or a liquid
crystal display and a keyboard, as illustrated in Fig. 4. These components are
connected to each other via a control bus 56.

The CPU 51 executes a predetermined process based on the control program
stored in the memory 52 or the storage device 53 to control the operation of the
terminal device 20.

While the CPU 51 has been described as reading and executing the control
program stored in the memory 52 or the storage device 53 in this embodiment, the
program may be stored in a non-transitory computer readable medium such as a CD-
ROM and provided to the CPU 51.

Fig. 5 is a block diagram illustrating a functional configuration of the terminal
device 20 realized by the above-described control program being executed.

The terminal device 20 includes an environmental information measurement
unit 61, an image data reception unit 62, an environmental information reception unit
63, a comparison unit 64, and a control unit 65, as illustrated in Fig. 5.

The environmental information measurement unit 61 has the same function
as the environmental information measurement unit 31 in the image forming
apparatus 10 illustrated in Fig. 3, and measures the environmental information of
surroundings of a place at which the terminal device 20 is set.

Specifically, the environmental information measurement unit 61 includes an
acceleration sensor 71, an atmospheric pressure sensor 72, a sound collection
microphone 73, a feature pattern calculation unit 74, and a feature pattern storage
unit 75. Since the acceleration sensor 71, the atmospheric pressure sensor 72, the

sound collection microphone 73, the feature pattern calculation unit 74, and the
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feature pattern storage unit 75 have the same functions as the acceleration sensor 41,
the atmospheric pressure sensor 42, the microphone 43, the feature pattern
calculation unit 44, and the feature pattern storage unit 45 in the environmental
information measurement unit 31 illustrated in Fig. 3, respectively, description thereof
will be omitted.

The image data reception unit 62 receives image data obtained by scanning a
document from an external device such as the image forming apparatus 10. Here,
this image data has a file format and is viewable using corresponding software on the
terminal device 20.

The environmental information reception unit 63 acquires the environmental
information from the image file data received by the image data reception unit 62.

The comparison unit 64 compares the environmental information included in
the image file data generated by the image forming apparatus 10, which is obtained
by the environmental information reception unit 63, with the environmental information
measured by the environmental information measurement unit 61.

When the two pieces of environmental information compared by the
comparison unit 64 are environmental information measured in the same environment,
the control unit 65 permits a process for the image file data, that is, permits a process
of viewing content (permission means).

Next, a measurement operation of the environmental information in the
environmental information measurement units 31 and 61 in the image forming
apparatus 10 and the terminal device 20 will be described in detail with reference to
the accompanying drawings. While only a measurement operation of the
environmental information measurement unit 31 in the image forming apparatus 10
will be hereinafter described, the same process is also performed in the
environmental information measurement unit 61.

First, examples of the acceleration data, the atmospheric pressure data, and
the audio data measured by the acceleration sensor 41, the atmospheric pressure
sensor 42, and the sound collection microphone 43 of the environmental information
measurement unit 31 are illustrated in Figs. 6A, 6B, and 6C, respectively.

The feature pattern calculation unit 44 generates a periodogram by applying a
Fourier transform process to the data of a processing time in the environmental data.

This periodogram is a plot of a frequency component and amplitude thereof extracted
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from the environmental data, and includes data having characteristics in an
environmental area in which the environmental information has been measured.

A state in which FFT is applied to the acceleration data as illustrated in Fig.
6A to calculate the periodogram and obtain a feature pattern of the acceleration is
illustrated in Fig. 7.

Further, process other than the FFT may also be applied to the environmental
data such as acceleration data to calculate the feature pattern of the environmental
data.

For example, in the calculation method illustrated in Fig. 8, a method of
obtaining a feature pattern by generating a Lissajous figure in which the acceleration
data is on the X-axis and the audio data is on the Y-axis, and obtaining a
circumscribed rectangle and an inscribed rectangle of the Lissajous figure is
illustrated.  In this method, for example, an allowable range is set for the
circumscribed rectangle and the inscribed rectangle of one Lissajous figure obtained
from the two compared pieces of environmental information. When the other
Lissajous figure falls within the allowable range, the two pieces of environmental
information can be determined as matching each other.

Next, a specific operation performed between the image forming apparatus
10 and the terminal device 20 using the measured environmental information will be
described.

First, an operation when a print job in which the environmental information is
included is transmitted from the terminal device 20 to the image forming apparatus 10
as illustrated in Fig. 9 will be described. Fig. 10 is a flowchart illustrating an
operation when the image forming apparatus 10 receives the print job in which the
environmental information is included.

In the image forming apparatus 10, when the print job is received by the print
job reception unit 33, the environmental information reception unit 34 extracts the
environmental information, that is, feature pattern data from the print job (step S101).

Then, the comparison unit 35 compares the feature pattern of the
environmental information received by the environmental information reception unit 34
with the feature pattern stored in the feature pattern storage unit 45 (step S102).

When the two compared feature patterns match (yes in step S103), the

control unit 36 determines that the terminal device 20 is installed in the same
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environmental area as the environmental area in which the image forming apparatus
10 is set, executes the print job from the terminal device 20 received by the print job
reception unit 33, and controls the image output unit 37 so that an image based on
the print job is output onto the printing paper (step S104).

When the two compared feature patterns do not match (no in step S103), the
control unit 36 displays an indication showing that the print job cannot be executed,
for example, on the operation panel of the image forming apparatus 10 (step S105).

Here, the same environmental area is, for example, an area in which an
environment such as sound, vibration, temperature or humidity is considered to be
substantially the same, such as the same room, the same floor, or the same building.
That is, the environmental data measured in the same area is considered to be data
specific to an environmental area thereof, and to be an environmental data measured
in another environmental area.

For example, since there is a unique weak vibration in each building, it can be
determined whether or not the areas are within the same building by measuring
vibration data. Further, since the atmospheric pressure is low when a ground height
is high, the atmospheric pressure is low at a high floor in the same building.
Therefore, by performing a comparison using an atmospheric pressure variation as
the environmental data, it can be determined whether or not the two pieces of
environmental data have been measured in the same environmental area.

Further, since office-specific sounds such as air conditioning sounds or
mechanical sounds may be generated if the areas are within the same room such as
a narrow office, it can be determined whether or not the areas are within the same
room by measuring audio data.

In particular, it is considered that, even when the determination cannot be
performed based on only single environmental data, it can be determined whether two
pieces of environmental data has been measured to be the same environmental data
by combining a plurality of environmental data.

Next, an operation when image file data in which the environmental
information is included is transmitted from the image forming apparatus 10 to the
terminal device 20 as illustrated in Fig. 11 will be described. Fig. 12 is a flowchart
illustrating an operation when image file data in which environmental information is

included is received from the terminal device 20.
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In the terminal device 20, when the image file data is received by the image
data reception unit 62, the environmental information reception unit 63 extracts the
environmental information, that is, the feature pattern data from the image file data
(step S201).

For example, when the user has instructed to open and view the file by
double-clicking the image file data (step S202), the comparison unit 64 compares the
feature pattern received by the environmental information reception unit 63 with the
feature pattern stored in the feature pattern storage unit 75 (step S203).

When the two compared feature patterns match (yes in step S204), the
control unit 65 executes a process of determining that the terminal device 20 is
installed in the same environmental area as the environmental area in which the
image forming apparatus 10 is set, and permitting viewing of the image file data for
which an instruction to open the file has been received such that the image file data is
opened and displayed on the screen (step S205).

When the two compared feature patterns do not match (no in step S204), the
control unit 65 displays on a display of the terminal device 20 for example, an
indication showing that the image file data cannot be opened (Step S206).

Next, an operation when the image forming apparatus 10 including the
environmental information measurement unit 31 has moved from a certain installation
place to another place will be described with reference to Fig. 13.

As described above, the comparison unit 35 compares the feature pattern
calculated by the feature pattern calculation unit 44 with the feature pattern based on
past environmental data stored in the feature pattern storage unit 45 at predetermined
time intervals, such as daily.

Therefore, when the image forming apparatus 10 has moved from a certain
installation place to a place of another environmental area as above, it is determined
that the latest feature pattern and the feature pattern based on the past environmental
data stored in the feature pattern storage unit 45, compared by the comparison unit
35, differ from each other.

Then, the control unit 36 determines that the installation place of the image
forming apparatus 10 has moved to another environmental area, and notifies a preset
destination that the installation place of the own apparatus has moved by transmitting

an e-mail to the destination, and performs displaying on the operation panel of the
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apparatus to warn that the installation place has moved, as illustrated in Fig. 14.

Referring to Fig. 14, it can be seen that a sentence “Please contact OOO-
OATIO when the installation place of this apparatus has moved" is displayed on the
operation panel of the image forming apparatus 10, and a display requesting the user
moving the image forming apparatus 10 to contact a service company managing
maintenance of the apparatus is performed.

The movement of such an image forming apparatus 10 can be detected, for
example, if a position information measurement device such as a GPS receiver is
included. However, according to the method of detecting that the image forming
apparatus 10 has moved based on the environmental data as in this embodiment, the
movement can be detected, even when the image forming apparatus 10 is installed at
a place where radio waves from a GPS satellite cannot be received.

Further, the data transfer unit 32 transfers the feature pattern measured by
the environmental information measurement unit 31 to the server device 50, for
example, at predetermined time intervals, such as daily or weekly. Therefore, the
feature pattern transferred to the server device 50 continues to be monitored and,
when a great change in this feature pattern is detected, the installation place of the
image forming apparatus 10 can be detected to have moved.

[Second embodiment]

Next, an information processing system of a second embodiment of the
present invention will be described.

A configuration of the information processing system of this embodiment will
be described with reference to Fig. 15. The information processing system of this
embodiment includes a portable terminal device 81 such as a smart phone having an
environmental information measurement unit 91, a wireless LAN terminal device 82,
and an environmental information measurement device 83, as illustrated in Fig. 15.

The environmental information measurement unit 91 has the same
configuration as that of the environmental information measurement unit 31 illustrated
in Fig. 3 or the environmental information measurement unit 61 illustrated in Fig. 5,
and measures the environmental information of surroundings of the portable terminal
device 81.

Further, the environmental information measurement device 83 has the same

configuration as that of the environmental information measurement unit 31 illustrated
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in Fig. 3 or the environmental information measurement unit 61 illustrated in Fig. 5,
and measures the environmental information of surroundings of the own device.

The wireless LAN terminal device 82 is a device for performing a wireless
connection with the portable terminal device 81, and performs an authentication
process based on an authentication request from the portable terminal device 81 to
start the wireless connection.

The wireless LAN terminal device 82 and the environmental information
measurement device 83 do not necessarily need to be connected to be able to
transmit and receive data, and may be associated with each other.

First, an operation when a comparison of feature patterns is performed in the
wireless LAN terminal device 82 receiving a request for an authentication process
from the portable terminal device 81, and the requested authentication process is
executed when the two feature patterns match, will be described with reference to a
flowchart of Fig. 16.

Here, the feature pattern (environmental information) measured by the
environmental information measurement device 83 is transmitted to the wireless LAN
terminal device 82 by a wired or wireless connection.

First, when the wireless LAN terminal device 82 receives an authentication
request from the portable terminal device 81 (step S301), the wireless LAN terminal
device 82 acquires the feature pattern from the environmental information
measurement device 83.

The wireless LAN terminal device 82 compares a feature pattern included in
the authentication request from the portable terminal device 81 with the feature
pattern acquired from the environmental information measurement device 83 (step
S302).

When the two compared feature patterns match (yes in step S303), the
wireless LAN terminal device 82 determines whether the portable terminal device 81
exists in the same environmental area as the own device, and executes the
authentication process requested by the portable terminal device 81 (step S304).

When the two compared feature patterns do not match (no in step S303), the
wireless LAN terminal device 82 rejects the authentication process requested by the
portable terminal device 81 (step S305).

By performing such a process, only when the portable terminal device 81
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exists in the environmental area in which the environmental information measurement
device 83 is installed (that is, environmental area in which the wireless LAN terminal
device 82 is installed), a connection between the portable terminal device 81 and the
wireless LAN terminal device 82 is permitted.

While the comparison of the two feature patterns has been performed by the
wireless LAN terminal device 82 in the above description, a process of comparing the
two feature patterns may be performed by the portable terminal device 81.

In this case, when an environmental information reception unit in the portable
terminal device 81 receives a processing request from the wireless LAN terminal
device 82, the environmental information reception unit receives the environmental
information directly from the wireless LAN terminal device 82 or receives the
environmental information from the environmental information measurement device
83 associated with the wireless LAN terminal device 82.

In the portable terminal device 81, the received environmental information is
compared with the environmental information measured by the environmental
information measurement unit 91 of the portable terminal device 81, and the
requested process is executed when the two compared environmental information
match.

[Modification example]

The case in which each of the image forming apparatus 10 and the terminal
device 20 measures the environmental information, the image forming apparatus 10
or the terminal device 20 confirms that the measured pieces of environmental
information match, and the image forming apparatus 10 executes the print job from
the terminal device 20 or the image forming apparatus 10 permits viewing of the
image file from the terminal device 20, has been described in the first embodiment,
but the present invention is not limited thereto. The present invention can be
similarly applied to a case in which each of the information processing apparatus and
an external device different from the information processing apparatus may measure
the environmental information, the information processing apparatus confirms that the
pieces of measured environmental information match and execute a specific process
such as a processing request from the external processing device.

Further, while the case in which each of the portable terminal device 81 and

the environmental information measurement device 83 measures the environmental
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information, and the wireless LAN terminal device 82 confirms that the pieces of
measured environmental information match each other and authenticates a wireless
connection between the wireless LAN terminal device 82 and the portable terminal
device 81 has been described in the second embodiment, the present invention is not
limited thereto. The present invention can be similarly applied to a case in which
each of a movable information processing apparatus and a usually installed
information processing apparatus measures environmental information, and any one
of the information processing apparatuses confirms that the measured pieces of
environmental information match, and executes a processing request from the other
information processing apparatus.

The foregoing description of the exemplary embodiments of the present
invention has been provided for the purposes of illustration and description. It is not
intended to be exhaustive or to limit the invention to the precise forms disclosed.
Obviously, many modifications and variations will be apparent to practitioners skilled
in the art. The embodiments were chosen and described in order to best explain the
principles of the invention and its practical applications, thereby enabling others
skilled in the art to understand the invention for various embodiments and with the
various modifications as are suited to the particular use contemplated. It is intended
that the scope of the invention be defined by the following claims and their

equivalents.
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What is claimed is:

1. A system comprising an information processing apparatus (10) and an external
device (20), the information processing apparatus (10) comprising:

a measurement unit (31) that measures environmental information about an
environment surrounding the information processing apparatus;

a reception unit (34) that receives environmental information which has been
measured by the external device (20) or a device associated with the external device (20)
in response to receiving a processing request from the external device (20);

a comparison unit (35) that compares the environmental information measured by
the measurement unit (31) with the environmental information received by the reception
unit (34); and

a processing unit (36) that executes a process based on the received processing
request in a case where the environmental information received by the reception unit (34)
and the environmental information measured by the measurement unit (31) that are
compared by the comparison unit (35) are determined to be measured in a same
environment, wherein

the environmental information is a feature pattern obtained based on
environmental data,

the measurement unit (31) includes

an acquisition unit (41, 42, 43) that acquires environmental data about an
environment surrounding the information processing apparatus (10),

a calculation unit (44) that calculates a feature pattern based on the
environmental data acquired by the acquisition unit (41, 42, 43), and

a storage unit (45) that stores the feature pattern calculated by the
calculation unit (44),

the comparison unit (35) compares the feature pattern stored in the storage unit
(44) with the feature pattern received by the reception unit (34), and

the processing unit (36) executes a process based on the processing request
received in a case where a matching rate between the feature pattern stored in the storage
unit (44) and the feature pattern received by the reception unit (34) is equal to or higher

than a predetermined threshold.

2. The system according claim 1, wherein the information processing apparatus (10)

further comprises:
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an acquisition unit (41, 42, 43) that acquires environmental data about an
environment surrounding the information processing apparatus (10),

a calculation unit (44) that calculates a feature pattern based on the
environmental data acquired by the acquisition unit (41, 42, 43),

a storage unit (45) that stores the feature pattern calculated by the calculation unit
(44);

a comparison unit (35) that compares the feature pattern presently calculated by
the calculation unit (44) with the feature pattern previously calculated by the calculation
unit (44) and stored in the storage unit (45), and

a notification unit (36) that notifies that an installation place of the information
processing apparatus (10) has changed in a case where the feature pattern presently
calculated by the calculation unit (44) and the feature pattern stored in the storage unit

(45) compared by the comparison unit (35) are different from each other.

3. The system according to claim 1 or 2,
wherein the calculation unit (44) calculates the feature pattern by performing a
predetermined conversion process on the environmental data acquired during a

predetermined period.

4, The system according to any one of claims 1 to 3,
wherein the storage unit (45) stores the feature pattern calculated by the

calculation unit (44) in association with time related information.

5. The system according to claim 4,
wherein the storage unit (45) stores the feature pattern calculated by the
calculation unit (44) for a combination of at least one or more of a day, a time of day, and

a day of week.

6. The system according to any one of claims 1 to 5,

wherein the acquisition unit (41, 42, 43) includes at least one of an atmospheric
pressure sensor (42), a sound sensor (43), an acceleration sensor (41), a temperature
sensor, a humidity sensor, a luminance sensor, and a magnetic sensor, and

the environmental data includes at least one of atmospheric pressure data, audio
data, acceleration data, temperature data, humidity data, luminance data, and magnetic

data.
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1. A method comprising:

at an information processing apparatus, measuring environmental information
about an environment surrounding the information processing apparatus;
measuring environmental information at an external device or at a device
associated with the external device, and receiving (S101; S201) the environmental
information, measured at the external device or at the device associated with the external
device, at the information processing apparatus in response to receiving a processing
request from the external device;
at the information processing apparatus, comparing (S102; S203) the
environmental information, measured at the information processing apparatus, with the
received environmental information; and
at the information processing apparatus, executing (S104; S205) a process based on the
received processing request in a case where the environmental information measured at
the information processing apparatus and the received environmental information are
determined to be measured in the same environment as a result of the comparing, wherein
the environmental information is a feature pattern obtained based on
environmental data, and
the method further comprises, at the information processing apparatus
acquiring environmental data about an environment surrounding the
information processing apparatus,
calculating a feature pattern based on the acquired environmental data,
storing the calculated feature pattern,
comparing the stored feature pattern with the received feature pattern,
and
executing a process based on the received processing request in a case
where a matching rate between the stored feature pattern and the received feature pattern

is equal to or higher than a predetermined threshold.



