PCT/SG2023/050085

WO 2023/163652

1728

T 'Ol

Unsas uolpsId
- paydAinug

%\& 4413 51 BEBOSD

\§§ - §$§W&\\\& \\\\\\\\\\\\\\\\\\\ 1B 10 Aupaeaoly

1nsss uonoipaad paidhouy  jnsad uopojpaid

YIOMIBU [EINBN \

.

1043 EpBIN

o)
L )

. Wan

e

18RIBE



WO 2023/163652 PCT/SG2023/050085

2/28

200

f‘/

performing first neural network operations using a non-private neural
network of the privacy-preserving neural network model based on first input 202
data in plaintext to produce first output data in plaintext, wherein the non- /‘/
private neural network is pre-trained and learnable parameters of the non-
private neural network are fixed while performing the first neural network
operations

204
encrypting the first output data from the non-private neural network using a /‘/

homomorphic encryption method to produce first encrypted data

performing second neural network operations homomorphically using a
private neural network of the privacy-preserving neural network model 206
based on the first encrypted data to produce second encrypted data, /\/
wherein learnable parameters of the private neural network are trained
while performing the second neural network operations

FIG. 2
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300

performing, at a first system, first neural network operations using a non-
private neural network of the privacy-preserving neural network model
based on first input data in plaintext to produce first output data in plaintext

encrypting, at the first system, the first output data from the non-private
neural network using a homomorphic encryption method to produce first
encrypted data

performing, at a second system, second neural network operations
homomorphically using a private neural network of the privacy-preserving
neural network model based on the first encrypted data transmitted from
the first system and received by the second system to produce second
encrypted data corresponding to an encrypted prediction result with respect
to the first input data
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Algoritho 13 2-hit Look-up Table Eeaduation for sngle bidden layer
Input:s LWE ciphertext (a,b) € LWEDm) s.t. b < /4, sealer A, evalnation faxetion F{-} « &, — &, RLWE
parameter set {7/, ¢7), RLIWE secret: key 7, » set of evaluation keys war.t. the IWE secret key s & {0, 1}
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Algorithm 16 NPT multiplication

i Input: Polynomials v, b ¢ Z (™ 4 1)

2 Find & = NTT(), b = NTTH). (One NTT() cosis O{nlogn}.)
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Table 6 Evaluation results in face recoguition

Task

Private network structure

Number of
seitvating fonction
in private neiwork

Timie per
repogrdtion

Recognition
aacuracy

Tl

I-laper fully-connected network

Q

face recognition

2-layer fully-connected mwtwork

3

2009
Yproved svsten {1,788

Prezems system Q1%

10 30

laper fully-connecied network

{

{(.08s

face recognition

2layer fully-connected setwork

30

Tsgvovad svstens {3,708
2.1s

Frovent systmn

0%

1o 160

I-fayer fully-connected network

0

.23

{ace recognition

2-layer Dully-counentad network

100

FIG. 44

Table 7 Ewalnation resulis o BP network {1 bidden fayer, 30 nodes)

BP Network

{Activation fanction)

Number
of nodes

Prediction acouracy
in the plainfext

Homomorphic
eviduation systen:

Thue in lab PC

Prediction
ATRCY

Cur wodel {Rela

Pregent FUE schome

245 per tost
{4 threwls)

94.04%

Onr model {Relag

3G 04,807
3G SLRO%

Improved FHE schame

0.89% poy test
{4 throemis)

D4.04%

Our mode! {Reln)

30 B4.80%

FEGASUS

100 min for 256
testy {4 threads)
About 23s per test

FHE-DINN
{sizn Punclion)

40 44,765

FHE-DINN

10.95s poy test
{1 thyead)
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