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6 March 2007 WO 2004/027727 PCT/ SE2003/ 001463 METHSOMarch 2007
AND SYSTEM FOR MONI TORI NG CONTAI NERS TO MAI NTAI N THE
oebAlzi Y7 THEREOF 5 CROSS- REFERENCES TO RELATE

WAPPLI CATIONS This Application for Patent clai %T/SEZOOSIOOMGS
priority from and hereby incorporates by reference
for any purpose the entire disclosure of, co-pending
Provi sional Patent Application No. 60/470,435 filed

b PO ORI VAT R FO Pamvrany

. KGR Field The present
invention relates to a nmethod of and system for
nonitoring the security of a container and tracking
its location and, nore particularly, but not by way of
ol vk m f or noni t-oring
C?E§S§§?§?@F§&§§T§%§E§$§§E?§Eﬁ@@¥§¥ﬁo al freight 15
cont ai ners throughout a supply chain to di scourage or

- Tlgs dypplitaton dor Retage claingy midrityrfoms and lesrebyrihcoiporates bg keference for

illegal immgration, theft or adulteration of goods,

ar?ﬂﬁu@b:&eﬂle énitice® Qe RGIE | 655 colfedig WréMfisibhte ﬁ@én@hﬁﬁlieﬁﬁon No.

e vast mpjority of goods shipped throughout the

60MPFJ £ 525 d R MRE 95 Vach3Magd c@é&d&%oﬁ%ggsﬁ{#éfg?t%ﬁ ?ﬁpeﬁcaﬁon No.

I nt érmodal freight” contal ner

y ' L es any contai ner (whether
6(}\{6?{1@4\/\2;@%4@1% tt%é}?%ﬁ’girdb%bt) that is not transparent
to radio frequency signals, including, but not
W) i nternodal freight containers. The npst
Béggxﬁﬁimﬁﬁénnodal freight containers are known as
International Standards 6 March 2007 WD 2004/ 027727

TdebdicdER€6Q3/ 001463 2 O gani zation (1SO dry internodal
contalners, neaning they neet certain specific
di mensi onal , nechani cal and ot her standards issued by
Therpresenidnyention gelptes 40 @ methndaf and system for monitoring the security of a

cqnta.iner and tracking its location and, more particularly, but not by way of limitation, to
a method of and system for monitoring the security of and tracking intermodal freight
containers throughout a supply chain to discourage or prevent such urgent problems as
terrorism, and also illegal - immigration, theft or adulteration of goods, and other

irregularitics.

History of the Related Art

The vast majority of goods shipped throughout the world are shipped via wﬁat are
referred to as intermodal freight containers. As used herein, the term “containers”
includes any container (whether with wheels attached or not) that is not transparent to
radio frequency signals, including, but not limited to, intermodal freight containers. The

most common intermodal freight containers are known as International Standards
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. thrawgheutdthe| werld Jorc all modes

by encouragi ng devel opnent and use of conpati bl e 6 March 2007

standardi zed contai ners, handling equipnent,
WAy 8RosobNg vessel s, railroad equi pment and
over-the-road equi pnent 5 throughout the worl gcfr{)erz%[WMM“
nodes of surface transportatjon of goods. There are
currently nore than 12 m | lidn such containers in
active circulation around the world as well as many
nore speci alized containers such as refrigerated
OPSRLALAL(ES GAREFdodaPRbAGIER! Sn&AMFO Ml figet I&Fajn ifi
hi ted St(at ej;@g)lr one recei ves appr oxi {rgét[)gey @??( mlli osgecx .9
c ' V. 1 i .00
ARG ARIRNREL S b Elna® eaRPE e TEORp bl lobat wade
al ue of all goods. received each.,year.. Si.nce . .
oy, it Bbane? o BB Y pSE e’ 56 sRP il Baivardiveal Frrrinsrs hapdiing
are noved in ¢ontainers,, container transport has )
ORI, offesels  Taiwad,opquépnaent naned, overrthegpah requipment
vol une of contajners transported worldw de renders
p#gmrfme itrapspetation wif egoodnd There are
only approximately 2% to 3% of containers entering the
cubfsnibinirtoeel theh dQ amillivresuah cowthingrs b ystiveadidcylatios poahd the world as
Ri sk of introduction of a terrorist biological,
welbds Qhag fdke GpectliRbd SbMEin6le \Wuble a¥i @friketdt@l SéHtainers that carry
container is high, and the consequences to the
perihable 8 iR Dalics C O UniRl Sed aﬂﬁeer¥&gt§esc #Ir&iﬂlaelgf six million

catastrophic, given the I nportance tal ner
I i f . | Ci resources were
ol PRI Sewr Y hrrbeh| £, 00} o B85, VepRReali Ry it of
0 20, al ont ai ners,, such an undertaki ng woul d
th;&gﬂwglupﬂ%glzg?%%ge@&vgﬂm Y#onsequences. The time
del ay al one coul d, for exanple, cause the shut down of

Siéactori es and_un rabl e and_ _expensive delays_in

desj
G5 IPRER{IEa %(lt%& ﬂhcsoeéﬁs%bamiémgmmaélw apgpvedpn containers,
2004/ 027727 PCT/ SE2003/-:001463 3 Current contai ner
coglagier anspait hag kecpme thedhackhag o fithe wazldregonamy f or
establishing and nonitoring the security of the
containers or their contents. A typical container
Thenshee eelumen ef @ontainers tramspoitteds wonldetien renderst mividual lvysical
for the insertion of a plastic or netal indicative
inspeeih "impradiodtile, airondy agpronieniehpRW to' PHAIf cohRieRCelitéring the
the doors of the container. 5 The door hasp nechani sns

Un}it'g?tStﬁE@ aRORYAMY PAMidally URGHRREE REKYofe fitbdhdio o€ R terrorist
biological, radiological or explosive device via a freight container is high, and the

consequences to the international economy of such an event could be catastrophic, given

the importance of containers in world commerce,

Even if sufficient resources were devoted in an effort to conduct physical inspections of
all containers, such an undertaking would result in serious economic consequences. The
time delay alone could, for example, cause the shut down of factories and undesirable and

expensive delays in shipments of goods to customers.
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exanple, by drilling an attachnent bolt of the hasp
out of a door to which the hasp is attached. The 6 March 2007
honal seal s thensel ves currently in us r
“gfg%@gﬁ??g sinple to defeat by use of a corm%ﬁqu‘%z{m’mn463
cutting tool and replacenent with a rather easily
duplicated seal. 10 A nore ddvanced sol ution pr oposed
inrecent time is an electronic seal ("e-seal"). These
e-seals are equivalent to traditional door seals and

CalrenteRRkdife dQigdnb Faft AB! FbINGE Sa¥hitd BRchaRdRs fcfc'héekﬂbﬁismng ax-ld

weak, door hasp nmechani'sm as an accessory to

| : | 3 I L.c. dgvice such.as.a
o35 pectly bEfHe 0l RELEHRGT X OBRal SRR Bruces
e-seal's . serial number an signal if the c-seal .is
o, Bors ochremeiaroms 26 o) PEdhe 5w of 4 Rgsisor metal
.a-seal is not able to comunicate with the interior or
IndiAtensgaloror bRE bawier sprisptiensh “wal'do spawre thealosm eof the container.
information related to the interior or contents of the

Theodecri hasp mechamiomh dhat ale vonventidiadly aused ks verypeasyl th ydefeat, for

enpl oy ei'ther | ow power radi o transceivers or use
exaanpiep by rdeiilivn aty attivhmieachdit of the dabm bapueSa doorctenyvigivh the hasp is
information froman e-seal tag to a reader installed

atiithed. 2Phé e6mvexBerdl Seals tHeRfsBVEAburEAL? in TRE R AISE GURO Sinple to
backscatter involves use of a relatively expensiVve,

defeih b9\s@8Pd chineHimh @fjft'gﬁ TaTaTeT i i
conb?ned raggr a#d&‘ftg{t%tg- rorg@cast ?%ﬁﬁg%flg%&ughcmd
ckscatter technol ogies require that a reader send a

Sefglgdi 0 6 March 2007 WD 2004/ 027727 PCT/ SE2003/ 001463 4
signal with relatively high transmtter power (i.e.,

0.5-3W that.is reflected or scattered back to the,
A ot iy Yol ponoto  Tecrot 60 160 SO AL ST These
I n, addi t i_orl, e-seal applications currently use ]
e-einre paMiyalendn traditional dpor seplsandd 1A pppligdsto thp containers via the
interfaces and protocols allowng for relatively easy
samg.cilbaiigweaks deer hase nechanisnyasoin ascesSorydalithe coBtaimepybut include an
-a-seal s also operate only on locally authorized
eldctrenjo deavige banhos Dmidiovorira@bizeflacting devicegthahedm transmit the e-seal’s
i mpractical to inplenment in global conmerce involving

sefidl n@mbBICE 2 SEH & (HEE-Sedt i QR o Bloken eriffl iistalled. However, the
regul ati ons around the world currently do not allow

e-5chiGh hot 461€td ConTRMYIcAE With"thEfiterior or contents of the container and does

not transmit information related to the interior or contents of the container to another

device.

The e-seals typically employ either low 'power radio transceivers or use radio frequency
backscatter techniques to convey information from an e-seal tag to a reader installed at,
for example, a terminal gate. Radio frequency backscatter involves use of a relatively
expensive, narrow band hj gh-power radio technology based on combined radar and radio-

broadcast technology. Radio backscatter technologies require that a reader send a radio
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Furthernore, the a-seals are not effective at 6 March 2007

nmonitoring security of the containers from 10 the
gepy of alternative forns of intrusion qr
wﬁnﬁ{:dern %tbout the contents of a container, s%ﬁgéSEﬁ‘mmm‘m
contai ner may be breached or pose a hazard in a
variety of ways since the ohly conventional neans of
accessing the inside of the container is through the
doors of the container- For exanple, a biologica

.agent..coul.d be.i.nplanted in the hner. . thro the

SRR it By i AR et %P 2R Bt s AR b sdftered
the container coyld Qe cut 15 throu to provide

b@@&@@?@ﬁﬁﬁﬂ% elaﬁ?@ﬁmz?ﬁaﬁi data GP@ hegrstdle e-seal s
afford one form of security nonitoring the door of

t he, container, both are susceptible to danage. The

Inadtlifions ¢-srsh pPRSications fyTsntieusecomplstel s opgn. viertrypted pyl iecure

.the door hasp of the-container, where they are

. aieinpesfiees aod prbipsols allowiageoeretidively gasyolrckingemdanatkifeiting of e-

such as ship |oading and unl oadi ng. Moreover,
sealen Cunentonedalssaied speritd oalysamlogallasnbdirizet frdg@éncy andObelow 1
contents of the container and are not able to
GHEBfideARE thetnd finRict{cal BGMpRthPin186h] B6BmeRRNAFhY iftbtmodal
fromsteel that is opaque to radio signals) transmt
HRlrrd SndeMBtiOht $h &{}ﬁ:&} ' i
comay be pl acegﬁlln tﬁé%?# elrl? %@&g@ﬁ%@r&cﬁgn al ﬁzrdwsyggﬁuow therr
ch 2007 WO 2004/027727 PCT/ SE2003/ 001463
usgﬁug&@n%qgg%%‘enper ature, |ight, conbustible gas,

notion, or radioactivity sensors (w thout nodifying
e above,

t he contai ner .door_or LI).. In.addition to_.th

FliEmiag (6 PR B T TR GG SR OF ehoataanses from
novenent can be relatively conpl ex. Although. the

the; standpoind; of altematiygstorms (of dntresionk of cpakerm rahpwty thescontsmtsg of a
and carry heavy |oads, both within the individual

conleymen isines 8 containel may be byeachedtargoss a bamardinevaiety of wayk since
upon one anot her, each container is also designed to

theaeniy conveatienal meamsofaccsssihg didiingdd of e conrmeisis ehrdygtagie doors
stresses and novenent inherent in (especially) ocean

of thAbsildrat R exampleMiitidlogest dgvitl Gald Ye &b 6% @ container
during shipnent o the container. Current |SO

_thrgﬁg}gtﬂé 8&%21159:"’ s ﬁfﬂﬁ&é@d it vesf8 U B Gl WEYs gﬁ th? %ﬁ%}ﬂg{/%gg’d be cut

vertical axis due ‘to transvers oad
I R TR A Y e
of gectui'i h}noiairtgn%tgrtgé %tojaro Qts H:iepcogt%}n\éﬁ%%th are susceptible to damage. The
conventional seal and e-seals typically merely hang on the door hasp of the container,
where they are exposed to physical d&mage during container handling such as ship
loading and unloading. Moreover, conventional seals and e-seals cannot monitor the
contents of the container and are not able to interface with or (since containers are

manufactured from steel that is opaque o radio signals) transmit data to the outside world

from other sensors which may be placed in the interior of the container such as, for




t he physical interface between two contai ner doors ag8viarch 2007
generally not practicable. It would therefore be
vashypnhsgepus to provide a nethod of and systegdar. o n0i1cs
(1) nmonitoring the novenment of the doors of. a
- container relative to the cogtainer structure in a
cost 15 effective, always available, yet reliable
fashion; (ii) providing for a data path for other
security sensors placed in a container to detect
eRarh1e,"Ridp¥RnIE altht, ConibibEBIE ig) ridtioR] 66 Bilichctifity sensors éwiﬂlout
dangerous or illircit cargo to receivers in the outside
M%ﬂigtﬁ@&nﬁéiﬁ&hoéﬂ%ﬂﬁgews' y provide a neans for
tracki'ng transport novefrents of containers for reasons
of security and logistics efficiency. 20 SUMVARY OF

L e % oS P Eiohp o oMl Sl e vis dogr movement

over cane enhodi ts of, the present inventjon
offh B FELTSTY ORGSR e Rt BYSE S rostiradied & b stryoturally
ang reli abLy monitoring.a, container and its contents,
5 sopndgad cargy heavy loads oty withinthe individuah pontainers pwell as by virtue of
security thereof: Mre particularly, one aspect of
couiainery stackgdovponnenauaioshey, epshicontainsr inalse desipmreg tohaec@mmodate
condition of a container. The device includes a neans
trimmverse nloadigg ab  hemsimadaée alynahhici stressefl ahd emowvsmhait nimherent in
a means for transmitting information relative to the
(e@%eciﬂl@)i beeahl rafpofiation @NGhith S8 tisicaly cacaint@td auiss Spment of
the container, and a neans for I nterpreting the at
) : e ¢
tHe QB kaireP CurfeaP 3R GRS tng' %rgfdéiﬁlsm%pose riﬂ%:{gi' %léowtr movement on

interpreting is adapte b ‘
0 v B e B RSR FAE RO b IO 380k o g s
G R A NN R -

means for sensing may be a |ight sensor or a notion

the physigal mtgfise between (o ¢ontaingsdpers asasgsaenally npipragtissllad
invention relates to a nmethod of electronically
securing a container. The nmethod includes the steps

It ghouldethereforebe 2dveniagenua éo provids eancthet] efipodispsiera or: (i monitoring
el ectronic securing device within the container,

the maonenient ofthealooeqos tcottainar mdativertp the dogteiner sthichge By a cost
the server of a mathematically-unique security key in

15 cffeedng abraysQvhitibed, Bt fiiable fashion; (ii) providing for a data path for other

security sensors placed in a container to detect alternative means of intrusion or presence
of dangerous or illicit cargo to receivers in the outside world; and (iii) simultaneously
provide a means for tracking transport movements of containers for reasons of security

and logistics efficiency.

20 SUMMARY OF THE INVENTION
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the request. The nethod al so includes the steps of 6 March 2007

encrypting, by the server, of the security key,

wig #0747 ng t he uni que and encrypted securi t¥clf‘%ﬁ2[ﬁ9/0{}1463
the device disposed wthin the container, use
device of the encrypted security key to calculate a
unique 20 result, and storing, by the device, of the
uni que result. In another aspect, the present
invention relates to a device for determ ni ng whet her

Tﬁesesﬁﬂuét!hfe?’ dpraach &k GvefRRfeaby %ﬁxbﬁﬁﬁmﬁ%%‘f ﬁeg%%&h%wenﬁoq,

devi ce I ncludes neans for detécting 6 March

whRD0RTHER Ta ‘ielhod=20 ARA COARRS el cfbiofRRY a@de%@ﬁﬁlgdgl%mﬁmg a

e contalner a or es

basel i n res The basel i Lessy e va

oStaihe 3 0TS cas W A AR SR BT o FRRR, I ssypt ot
two pressure detectigns. The_device aIso |ncludes

Maig particalarlye pre iaprpch op thes inveatiom mskidss @ device &rmsam@nng the
for determning fromthe pressure threshold and the

copditont of gonisinanr dhe Jevipeinhbdesna owens for yerlsingzat feabtaone condition
occurred.- I n anot her aspect, the present invention

of fab@bmisinen aamess fodtrafmitting diformgation selative fioythe aeRadt onefsensed
a container. The nmethod includes the steps of placing

cchditiodS6 Wecdien 90fsidedhaconfdine, andla édnd Téd infeRiTBiRls Ao dt Rast one
door of the container, nDn|tor|ng the pressure sensor

shkel Borfiffich. UUHet mtaﬁﬁaﬁ)‘?qm‘éigfr 25‘{11 g&ﬁt R E‘é‘rdmposed inside the

detern1n|ng, by he data u r a secur

o361 Y sBlch BSHER m 5 RSGHE! FReliEE R BB SUAD9: sensing

|n pressure sens ressu e Ssensor
resm

nicatin he dat a .uni t
G DR Arsaming Scisar” liataly it henier fonfpE Rty 2 sensed light or a

connected to the data unit and | ocated adjacent to and
segspdsingtion and the megns frnepsing may: beadight Sergr opyd metion sensor

antenna, of information relative to the conmunicating
resnee@velis I n anot her aspect, the present invention

relates to a nethod of checking a security status of

a previously electronically secured container of the
Intanpthenhspeet, theaprssnti inventicderelates to 2 methed of eldctidmicatlyecuring 2

The method includes the steps of transmtting, by a

confadel ThefmahslPifchdes 8 atdpsBP gclb@ting éj@dﬂtéiﬁer&§ $e4i &Eﬁﬂsmg an
with the container, generating, by the device, of

el&l@VhicSsechBRPANI& Gvﬁhlh e g@l\ﬂuﬁ@r q.% x},@g%fce Bst to a server, and

transmtting, by t evi ce, esponse
generating by the server of a mathematically-unique security key in response to receipt of

the request. The method also includes the steps of encrypting, by the server, of the
security key, transmitting the unique and encrypted security key to the device disposed
within the container, use by the device of the encrypted security key to calculate a unique

result, and storing, by the device, of the unique result.

In another aspect, the present invention relates to a device for determining whether a

security breach of a container has occurred. The device includes means for detecting
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20 to the reader. The nmethod al so includes the steps é\llarch2007

of transmtting, by the reader, of a server challen
wW2@e885¥€Er ,» generating, by the server, of a

response to the server challenge, and transmi’(?trr?é%?'m’m1463
by the server, of the server _response to the reader.

The 6 March 2007 WD 2004/ 027727 PCT/ SE2003/ 001463 8

net hod al so includes the steps of conparing the server
response and the device response. |f the server _
PleSRPOSRFe8 BY aldoBr SOHE EEHLERSRIAN BRaRd for SEtdBlishir ilga%éiﬁietpYessurg

breach is deened to not have occurred sincet

t -2y | t i - t
5 PSR €At SR breq P B o fps o
e L B T

at least_one conpdition of the container, neans for
angks @ Jneans for gleterpining from {the presspesy thresholds apds ghe detected pressure

condition, nmeans for defining a sensed condition val ue
whetheratsererity drepchbasascuged. deternining from the sensed

condition value threshold and the sensed condition

whet her a security breach has occurred. 10 In another
Inzipthet aspette thepeesentt inventien rélates toal methed bb deteatingi acseciirity breach

determ ning a security condition of a container and

of 4 somtainéreNThe meliwddaslnés the slepel 66 praciiiganprefsafe sensor adjacent a
detecting.-a condition of the container and its

sHERRER HdmBYR dnd 2" MBPST the CoftEihad Woalibits MelRSBhretnsor via a data

condition value. The baseline condition value is
o - . u . |- -
0B &6 a6 Blathor, S byl UE unf fderdeRiriey broach
ans t. The vice al so 15.incl udes a ans for
of ghf ARF s oot Bt Sprh B8GT i BHFRPEF romHLBY B prossure sensor,
determ.ning fromthe_ L condition threshold and the
com%qaélascgiﬁ ¢ idats umit ofca sesplt of thedtermaning staphile an antenna
_container. In another aspect, the present invention
intepipgrably cenngctedttholfie ofatagunit end Hocateds edjacsnt yo apdrwitsideonf the
in a container and its contents. The nethod incl udes
cohtatnes tang sranémiting; by thecantenea o infotrhdtion reladve nthaicth@municating
nonitoring the sensor via a data unit located within
stdphe 20 container, and determ ning by the data unit
whet her a security condition has occurred based on
sensed changes in value sensed by the sensor. The

Tn AB6HEhspéet Otht EbﬁésbkﬁQﬁvénﬁ&ll reltEPR LinehofTY Bh&RingWselirity status

the data unit, of a result of the determning step t
of 3'hr8RERMY Blectronically secured container of the type wherein a security device is

disposed therein. The method includes the steps of transmitting, by a reader, of a device
challenge to 2 device associated with the container, generating, by the device, of a device
response to the device challenge, and transmitting, by the device, of the device response
to the reader. The method also includes the steps of transmitting, by the reader, of a
servér challenge to a server, generating, by the server, of a server response to the server

challenge, and transmitting, by the server, of the server response to the reader. The
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6 March 2007 WO 2004/ 027727 PCT/ SE2003/ 001463 9 6 March 2007
i nteroperably connected to the data unit and | ocated
i o the container in a position for
“?f%ﬁ@%???ﬁng data to a |l ocation outside the cgﬁ?QF%QP@"“”
and transmtting by the antenna of information
relative to the conmunicatiof step. BRI EF DESCRI PTI ON
OF DRAWNGS 5 A nore conpl et e under st andi ng of
exenpl ary enbodi nents of the present invention can be

' refe i tasled, .
34 oo BB GAT chfodr hher Tl BPoi® g R ovie ponse
en taken in conjunction with the conpanyin .
If e rHg RS 1 (e (PYioe SRPInSe are gl ArsPrILY Dicesh jfipemed to
conmuni cat i on anong conponents of a system 10
nof have encuged singththe persainersias elctropigally «€dled: i nventi on;
FIG 1B is a diagramillustrating an exenplary supply
chain; FIG 2A is a schematic diagram of a device
iaspect, dhe presentonvention relates e apdevingnfor deteuminingowhether a
FIG 2B is a top view of a device according to an
seewrity direaeh tof afcotfamep hassemotrred] SThendevidei inetudds| aGnedh forsseasing at
side view of a device according to an enbodi ment of
lehsh @nprdndifion dfnthe oh@iher, théans A6t estaMlishingsi bRQNIES GV the
cut-away view of a device according to an enbodi nent

: . ST y

3 R R LRI ks RSP A n RIS, g for

defdrinidifs hjdiﬁeth? Q%rhs@&‘@éfnd\fﬁo V‘(raﬂe tﬁ:re?l?o\ih Sﬁd ﬂﬁacs%ﬁé%'d %gnﬁiﬁof@hether
enbodl rent o ion )

e present 1| nven

a security breach has occurred.

In another aspect, the present invention relates to a device for determining a security
condition of a container and its contents. The device includes a means for detecting a
condition of the container and its contents and a means for establishing a baseline
condition value. The baseline condition value is related to normal fluctuations in the
condition of the container and its contents experienced during transport. The device also
includes a means for deﬁning a condition threshold and a means for determining from the

condition threshold and the detected condition, the security condition of the container.

In another aspect, the present invention relates to a method of detecting a security
condition in a container and its contents, The method includes the steps of p_lacing a
sensor within the container, monitoring the sensor viaz a data unit located within the
container, and determining by the data unit whether a security condition has occurred
based on sensed changes in value sensed By the sensor. The method also includes the

steps of communicating by the data unit, of a result of the determining step to an antenna
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FIG 2F is a front view of a device according to an
enbodi nent of the present invention; 5 FIG 2Gis a6 March 2007
wrss4wi7eyy of a device according to an enbodi ”%@:trfs%& 03/001463
the present invention; FIG 2Il is a bottomview o? a
devi ce according to an enbodigrrent of the present
invention; FIG 21 is a top Vview of a device according
to an enbodi ment of the present 10 invention; FIG 27
is a front view of the device of FIG 2F as installed
irfétoperGily cahmteied t&tHe dafdfuritand IBRIRRBRETYR M S¥htdihed RS 3position
device of FIG 2F as installed on a container; FIG 3A -
Y - I, ng:.1-0
oA} & £S5 08 RSBl 0 457 o g
lagram of .a. reader in accordance with the principles
of RN livh ER comBrBRES S D (1Tl
application scenario of the systemof FIG 1A
[ odj t of the present invention;
aRiEhE sk e iRaH 7 PCTI SE2003/ 001463 11
FIG 5 is a second application scenario of the system

AGhorklcomplefe aslAiRIdNE dfexafplaf GostidiRétts of theheeshGAettion can

invention; FIG 6 is a third application scénario o

bd NRhiRvad U fefen foAtﬁ% c@{l@lﬁg b%taﬂ@? oﬁ?%lﬁﬂh&? nie %xemplary

t he present 1 nvention; I's a
.cati scenarj.o of, the, systemof FIG .1A .
BB bR OF 4R N2l Sl ey 1 RBbiGpetnsifihe. pocgrpanying
Fl G 8§"hs a diagramillustrating a container-securing

DrviRgss WheliM ccor dance with an  enbodi ment of the
present invention; FIG9 is a diagramillustrating a

FIPNARI N8Tx 3RGMA IR cRbAGRR S aR6SP CoABGSnts of a system

according to an embodiment of the present invention;
FIG. 1B  is a diagram iltustrating an exemplary supply chain;

FIG.2A  is a schematic diagram of a device according to an embodiment of the present
invention; |

FIG.2B is a top view of a device according to an embodiment of the present
invention,;

FIG.2C is a side view of a device according to an embodiment of the present
mvention;

FIG.2D s a first perspective cut-away view of a device according to an embodiment

of the present invention;
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to with an enbodi nent of the present invention; and

FIG 10 is a flow diagramil|l Est rating a door-sensorﬁmamh 2007
wedol j,0n process in accordance wth an e @}é

o iﬁ?{’ esent invention. DETAI LED DESCRI PTI Eibno1sc
EXEMPLARY EMBODI MENTS OF THE PRESENT | NVENTION 15 It

has been found that a contaier security device of the

type set forth, shown, and described bel ow, nmay be

positioned in and secured to a container for effective

torjn ' ri d et | on_t hereof..an

FIEEE ool stbnd Wrspl bl vY 8614 Gl pERaE o o

bel ow, a deyice i.n accordance with principles of the

presentm?ﬂﬁ@ﬂ?ﬂ&ﬁHP?“@ﬁW@PW%@P@d for 20 positioning

within a pre-defined structural portion of the

cont ai ner mhich_gen?rally mani fests m ni mal :
FIG 2t dsan ot Xigdh ot gudevies pcsording t9 gnqempdiment of the present

handling and 6 March 2007 WO 2004/ 027727

PCT/ SE2008190,1463 12 extending through a conventiona

i nterface between the container franme and door region

t hereal ong. An el astoneric gasket is conventionally

FIGl. 26ed iarmback view dberdevice mxcomlingsto ahramighiméne of the present

interface region to ensure the container is watertight
and t hengeatids; t hus protected from weat her. The device
is adapted for: (a) easy tool-free installation; (b)
self 5 powered intermttent signal transm ssion; and

FIGE RHS e11§ ianghtdin W& OF 8Svice adforlRAg to GaGhRnER SFOME present
seal relative thereto for transmtting deviations

t her eofipidpdbpat i ve of  door novenents of the

container, including an intrusion therein. FIG 1A is

a diagramillustrating conmunicati on anobng conponents
system.d O r | rJ. Nei Of

li.Igiff%I;len%igian\E/8 nﬁﬁ?f%g&g%#&@%ﬁ%%gﬁg@g evFé{ela?él,le g{esent

10 | east _one variety of reader 16, a server 15, and a

softvvaﬂ'éveﬁge”kbone 17. The device 12 ensures that the

cont ai ner has not been breached after the container 10

-has. been secur.ed. . The .contain 10 i ecured and
FIB 2L K odb o8 Yonabibe daviceaG, 2hasis 2 COAinTe
hardware or software for comunicating with the server

5 such as a mpdem for . .
FIG.2K  is a perspective view of the device of FIG. 2F as instalied on a container;

FIG.3A  is a schematic diagram of a reader according to an embodiment of the present
invention;
FIG.3B is a diagram of a reader in accordance with the principles of the present

invention;

FIG. 4 is a first application scenario of the system of FIG. 1A acl:cording fo an

embodiment of the present invention;
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transmtting data over GSM CDMVA, etc. or a cable fo& March 2007

downl oading data to a PC that 15 transmts the data
wWo'Rbud1$; Nternet to the server 15. Various

convent ?zonal means for transmtting the dat aPFPgFr%%[{Oﬁgol“s
reader 16 to the server 15 may be inplenented within

the reader 16 or as a separidte device. The reader 16

may be configured as a handhel d reader- 16(A), a

mobi | e reader 16(B), or a fixed reader 16(C). The
piepadheld 1 Ao BknarfiPor 181y SXATRE FiG. G :
1:a};‘gconjlgr?ct&?((’;ﬁr?i{f‘/\}iélpt%h, oor %%(r%n%ﬁ%, Sg mﬁlg(}pﬁ%‘né‘%h?%g o
personal ,20.di gi tal assistant., or a |aptop computer.

The mbqnfbeo(&f%ggg?E‘f@(egfntilgveﬂég?’cal ly a fixed reader

with a GPS interface, typically utilized in nobile

iInstall.atign e..0.., on truck trains I ps ..
FfBng a8 sthiginpkition, Setsriocy bt vsBe f il 14 edording to an
systens) to, secure, track, and determ ne the
i nt egr ismpogiment ef the PreaeHdRventions nanner sinilar to that
of the handheld 6 March 2007 WO 2004/ 027727
PCT/ SE20031001463 _13 reader 16(A). In fixed
FIGndt al linpi fongh appligatien scanario @f dwpbystem 106 $8Gol Agacpending to an
or shipping vyard, the fixed reader 16(C) is typically
i nst al leedodiment of tha present gatestionfhe reader 16 serves
primarily as a relay station between the device 12 and
the server 15. The server 15 stores a record of
FIGe8Ur | tiy atdizpnan dlustratinies aohtasinsteburing plootss dix acgurdance with an
door 5 events (e.g., security breaches, contai ner
secur i teinbebimedat of the pibsénd thvieldgorg ONt ai ner, and
di sarm ng the container), location, as well as any .
addi ti onal desired peripheral sensor information
g., i u L, adi RV e
FIGED, 1 SIS IR £ Bpu B0 2 Kbk poteS B%ctdance

det or R 4 gt 6B bl oot i ner 10,

make integrity inquiries for any nunber of 10

oj} ai ner o). perf.orm ot her adm ni st.rative .

Ficeefl 5 85 Bow inghih itstiidis S doriuargh LT oPrprogpss in accordance
readers 16 via a, shor{-range radiQ interface such as,
for exXibas embodimgnbof the propent avgntion. 7 ng
di rect - sequence spread-spectrumprinciples. The radio
i nterface may use, for exanpl e, BLUETOOTH or any ot her

DERMLED BRSCRIFION B IEFEMRUARY: FMEOPIYENTS 2F 1HE-PRESENT

INVEXNTIONense-free Industrial, Scientific, and Medi cal
15 (I1SM band, which operates around e.g. 2.4 Giz.

Dependi ng on the needs of a specific

It has been found that a container security device of the type set forth, shown, and
described below, may be positioned in and secured to a container for effective monitoring
of the integrity and condition thereof and its contents. As will be defined in more detail
below, a device in accordance with principles of the present invention is constructed for

positioning within a pre-defined structural portion of the container which generally

manifests minimal structural movement due to routine loading and handling and
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solution, related radio ranges are provi ded, such as6 March 2007

for exanple, a radio range of up to 100 in. The
may communi cate via a network 13, e.
%@'ﬁ‘g@@%ﬂ P, with the server 15 via any sui ?5%‘[552903"001463
technol ogy such as, for exanple, Universal Mobile
Tel econmuni cations 20 Systedh (UMIS), d obal System
for Mbile Communications (GSM, Code Division
Multiple Access (CDMA), Tine Division Multiple Access

T Paci fic Diqgital [ ul ar stem P .
AT D oA piepie ey B B¢ EyBHnerirhne aad desresion
6 March 2007 WD, 2004/ Q27727 PCT/ SE2003/ 001463 14
the@x@r,g- S dasterpericaatkai A eonvensivnaly plaestkaroyqd thadeorcand extends
I dentification Systems (AlS), of Mbitex., The server
thyenghethe duiarfons weaton iR eusureHbe sontaingr is Wwatsktight @nd heyigoods thus
any suitable wired or-wireless technol ogy. The
pottieddioni eatlidro (The Hevics isadapedfibrt (a) sagytoolt-freariasthHitiony(b) self
surveil |l ance services such as, for exanple, tracki.ng
peweleds etafnifent0 bighile transdiid; nekl %&) ¥dnSingher 8¢ ¥ﬁéssﬂr5' of the
the readers 16, and the device 12. The server 15

elgdshh@ic ddédieseaPidNRantidkRe i@ IAYARIS IhdrBo Binbictive of

I nformati on such as, for exanple, Tdentification

B S e Rk S Ay

addi ti onal. peripheral sensors interoperably connected
f backbone 17 als

h ' . . | .
FIEP 0B & SRR il PRIt REORE Jombdndt” 8¢ 5 sygem in
achHihes oy HEIRiAATes OLFEPTepiE B RHOR v P E PO EAIoG 12, t

1B, there is shown a diagramillustrating a flow 2 of
leagh ousc earisthn P readerpldh ¢ servar 1. fand msoBweresbackhoned 7¢ 1Fhe device 12
Referring first to point (A, a container 10 is filled
engireshthetiihg cottginar basi nqop beendiredched ifide ghe Aintagindr0 haBbeenf dacured.
| oaded container is shipped to a port 15 of
Thendoataki i10ris \seurdd @il VBY¥cke® by aichddr’ 18 SBH Rbd@N6 Mky include
-point (O, the container is gated in at the port of

hatdWed B soRGAreA fordedhhniiBatin | With e XaREr Iﬁggug§ia§ta iddem for

the container is | oaded on"a ship operate

B gudiosia Cohen! BE 5P B UMV AEL B4 o

contajner.is . .
trafnsmits {he Jata over the Intemet to the server 15. Various conventional means for

transmitting the data from the reader 16 to the server 15 may be implemented within the
reader 16 or as a separate device. The reader 16 may be configured as a handheld reader
16(A), a mobile reader 16(B), or a fixed reader 16(C). The handheld reader 16(A) may
be, for example, operated in conjunction with, for example, a2 mobile phone, a personal
digital assistant, or a laptop computer. The mobile reader 16(B) is basically a fixed
reader with a GPS interface, typically utilized in mobile installations (e.g., on trucks,
trains, or ships using existing GPS, AIS or similar positioning systems) to secure, track,

and determine the integrity of the container in a manner similar to that of the handheld
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20 discharged fromthe ship. Follow ng discharge at 6 March 2007

point (F), the container is |oaded onto a truck and
wPde of the port of discharge at point (
pol ﬁ‘gdg% the container is shipped via l andgz:815§5003/°°1463
desired location in a simlar fashion to point (B). At
point (1), upon arrival at ¥he desired location, the
contai ner is unloaded by a consignee. 6 March 2007 WO
2004/ 027727 PCT/ SE2003/ 001463 15 As will be apparent .

Sl AT R 6, 5 1, B o o i
4 R R, B e e

the condition of the contents of the 5 container could
rriwaily s paelay stationbréween the derjceok2 anddheservards. i nvol ved
inthe flow 2 until point (H) when the contents of
the container are unl oaded. FIG 2A is a block diagram
The serves Idestpige azpcord o€ serawity: sansactioncdetailsssualy asrfoe exemple, door
20, an RFl baseband unit 21, a m croprocessor (MU
cR2fs @-greseouytyZbreaches) nthimer sse@miky ch&hs, sethengléhd contdifer, and
may al so include an interface 28 for attachnent of
digsiehiiig M@adonS@its)) 16cakion, 145 Welliaé Qhy \sdditionsl desirel Fﬁipheral sensor
condi tions of the container such as, for exanple,

in‘f‘&ﬁ%ﬁétﬂ(é’é-ﬁemﬁyﬂaﬁ&é}&ﬁ&fbn 1aaRhARA). VIhe/serd? 5 SRl Ruh&idn with
and notion. The device 12 may al 50 include an

‘hg?{?]%‘?ﬁg badlPORE 15 %@Fntgen{cges%ﬁlaetqo ’au@l@fi%agl{ %%l?}easgﬁéﬁ%? fo determine a

power ar rang are

I tely |ocat may . al so. be utiJljzed by the device
bR tocptfi B et SonuBR o S, it Mpuises 0F gy Gumber of
shown herein), inclusi,on of the power source 26 in the
copipingss, o perfumpihenadmnisteptive agtyMirshat tery 1ife by
subj ecting the power source 26 to smaller tenperature
fluctuations by virtue of the power source 26 being
davire 2neoraprrieaterowith the reggess S@ ¥ipch shorbrangh mdiminésrface such
source 26 within the container 10 is advantageous in
asf lfiertexameple, abadiotinterfoce atifimng dir¢dt-sequeneasyead:spectpomgxinciples.
source 26 is decreased. The device 12 may also
Tiepadioiatetfycd May usk fér examprRe BDUETOOTH be khy6thB¥short-range, low-
directly wiwth the reader 16. For 20 exanple, a

poRPRRES YstdR YhA OpLREAiR dhd NedpBe-AEt TdudRlal, RientifiS, and Medical
container 10 for access by the reader 16. The reader

(5 B, SR SERRAE el £ 27 R oo R of el of 4 i

solution, related radio ranges are provided, such as, for example, a radio range of up to

100 m.

The readers 16 may communicate via a network 13, e.g. using TCP/IP, witﬁ the server 15
via any suitable technology such as, for example, Universal Mobile Telecommunications
Systemm {(UMTS), Global System for Mobile Communications (GSM), Code Division
Multiple Access (CDMA), Time Division Multiple Access (TDMA), Pacific Digital

Cellular System(PDC), Wideband Local Area Network (WLAN), Local Area Network
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m croprocessor 22 (equi pped with an internal nenory)
door sensor 29

' oor events fromthe

“ﬁ%@@ﬁ@?ﬁ%ﬁ for exanple, container-security relGa&E2003/001463
contai ner-disarm ng requests, and container-security
checks. The di scerned door elfents al so include
security breaches that may conproni se the contents of
the container 10, such as opening of a door 5 after

0
nt,al 10 . en.secured, . T or. events

AR R B X rmoniAoop S5 Qerhs AP Raric RfialiohioR Gteins TAfS), or

ransm.gsion to the reader (16. The door events_ may be
Mo fheeapwqrn#%maat@m%% &aﬁtﬂc@fﬁﬁ?#wafe parkbeng,dhoda any
t.o an jnterrogation fromthe reader 16. The door
suahleowirghor wisplessrHeslaolegys Tde spRwarsrhaskhone 196a eilaptecto support
variety, although it may be, for exanple, an
real-time narveillance riemites sewb oas, far pramplyj trackieg 2@, scotirigN W the
other suitable type of 10 sensor detecting rel ative

comai el vil elie/gever 19the weddemel®, ardd thet RWIFE 1R2E SEHY Rrver 15 and/or
sensor as used herein thus includes, but is not

the! SBfiwAlFe AckbolESIT Qe 8daphn &P StoY@hiB zﬁﬁm e er‘ttf%g &ample,

20 i s provided for data“exchange wth the reader
AR SifbAlaioN JayRR AP AAIT HoGovoBl> e g ransmited
o i 0ol ng 87 38 pockerlt Vel e Mirsbubly mqgnesgo the
R e e U T T A

m croprocessor 22 may al so store other |ogistic data,
stergd #ion vigf a [user ider{ame 1that mayrdichansessed wimafor example, the
nunber, a reader identification wwth a tine-stanp,
Intggmet.. A special log file may be generated, so that
tracking history together wth door events may be
recovered. The code nmay also be transmtted fromthe
Refewing @o(o FIG! 1B, tthee iscshdeh allfaghan ilhdesing 4 A6W 2T an exemplary
_purposes. The RF/ baseband unit 21 upconverts

suppl§ ARRGERS POMtsSIATE (1. fKe%Hl%aSﬁsP ﬁ{‘ﬂoiﬁlo(fgg% fceﬁ\/%'ner 10 is filled

transm ssion to the réader 16. 6 March

. A 3 . T devi.ce .12 .nay,,
w6/ 4 Sfpbe b BARISAL DA e 10bliE1 SERVIRE i bR por
oftegl%afkgﬁlgf \rria}l?g'hwayor rail transportation. At point (C), the container is gated in

at the port of loading such as a marine shipping yard.

- At point (D), the container is loaded on a ship operated by a carrier. At point (E), the

container is shipped by the carrier to a port of discharge. At point (F), the container is

~ discharged from the ship. Following discharge at point (F), the container is loaded onto a

truck and gated out of the port of discharge at point (G). At point (H), the container is
shipped via land to 2 desired location in a similar fashion to point (B). At point (), upon

arrival at the desired location, the container is unloaded by a consignee.

6 March 2007 WD 2004/027727 PCT/ SE2003/ 001463 16 Tth:(?\llarch 2007
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In response to the integrity query, the m croprocessg March 2007

22 may then access the nenory to extract, for
WORIRBT27do0r events, tenperature readings, S?&’I’%hi%mm%s

breaches, or other stored information in order

forward the extracted information to the reader 16.

The reader 16 5 may al so send a security or disarmng

request to the device 12. Wen the container 10 is

secured by the reader 16, the MCU 22 of the device 12

may be programmed to emit an audible or visual alarm

when the door sensor 29 detects a material change in

u after. the container .i. cure The device
A B B e, B ey '@38& 4 trd g Ay Vit
24 for m ssion .to the reader I he reader
th apuds of e glawrﬁ g hidtase ity 0 ﬂzeowpr?énea 50Yy1d be pompraggised WIthout
m croprocessor 22 may be programmed to di sengage from
viswsd 9r wther goanenidonah defeesiony dpeidditiog, e gandition pHthet dontents of the
door sensor 29 or other sensors interoperably

. cantaimeebekl Heccotipletelp wikrowito afip of theqmtjes dmedwedrin 28 fiew 2 until

al so be progranmed to inplenent power-managenent

pdiftqBl) inhié $hd ddntehtf IRVPhtaSRY irenBAdéR) avoi d any
unnecessary power consunption. In i5 particular, one
option is that one or nore tine wi ndows) are

FED2A fsiaSslodkt @apraf SR Ic2. f Dhe @ideViDt infd&f an dienna 20, an
conponents in the device 12 to exchange data. Qutside

S AR 2 TS 0, U5 B o

|n1oaseeprm

TR ik 7,550 B 50 AR T SRR 25 B bl g R Seors 1o

resul t .be operated Qver veral , years w t hout a need
MPROTr VSHORS, "eﬂ’*g CPafiriatase coal'ﬁmﬁmqfle&r ke exapley trmpgrature,

to the present invention, the device 12 utilizes a
Vlb@tl%gnglﬁm%gasakmm aad sirdionc Theadevicsfl2tmay plsowinclude an
source 26. In the sleep node, a portion of the 6 March
opRional powdr 200etk BB 7(2 27, Wty@Eﬁ@@%ﬂOﬂtﬁ&&mb&r attangerhdntsy that are
-of the device 12 is switched off. For exanple, all
detdchable bf yenitly hecatedirhfhalgo bé fitiliARd @ the Uevicd DB WiRK the power
sensor 29 and a tinme nmeasurenment unit (e.g., a counter

solite t23@nclﬂél&ré3ﬂ{tfé&e§§ Qhovér? }gcﬂ:ﬁ m Bélon bf the o%‘c? @ﬁur&é 98 in the

period tsleep. I a typical I ment,
de%{s@ gg rl% gﬁﬁe a;? g{)%ﬁ?ong%ﬁg%mfé 89 sﬁ’t;]eém%r{hé E&N&%g{lrcé 9838 smaller

temperature fluctuations by virtue of the power source 26 being inside the container 10.
The presence of the power source 26 within the container 10 is advantageous in that the
ability to tamper with or damage the power source 26 is decreased. The device 12 may
also opﬁonally include a connector for interfacing directly with the reader 16. For
example, a connector may be Ioca'ted.on an outer wall of the container 10 for access by
the reader 16. The reader 16 may then connect via a cable or other direct interface to

download information from the device 12.
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5 the remaining circuitry of the device 12 is povvereg March 2007

up. Wen the device 12 receives a signal fromthe
, the device 12 remains to comunic j
“ﬁﬁ@aﬁggéﬁr 16 as long as required. If the dev?@gmﬁg%gmM“g
does not receive a signal fromthe reader 16, the
device 12 will only stay actlfve as | ong as necessary
to ensure that no signal is present during a tine
period referred to as a radio-signal time 10 period

B Rinsbecs R 22 Eanigpct Sty %5%9&25%@%2&# 885" trom the
nt unj t nd the door .sensor

d°c9ﬁ sr%rﬂff? an%gﬁg’tfﬂae P Gonihet R e o conbitpgisgrming
door event has occurred or_anot her sleep time period

refuestsegng ¢osaingrrseurity ghecks. Tha Thadaseimed: door geents also mclude security
reader-signal tinme period is nuch shorter (e.g.,

breashes that maycampremssedhic crmipmistaf dlee ¢optainer i fzsuch haeomlnmgp)f a door
time period so that the lifetime of the device is

| afier teanpiaihent@ haghesg kscufed. g‘he dbor aemenmbr beritersadped and stored

magni tude) relative to an "always on" scenario. The

in Shindiinofy T84 for @@Rsrhibiith RAhé REdANS. tTTHR doRABRINtsThEYBY transmitted

time period (cycle time") inposes alovver [imt on

n%hgé"%élr n or Ica ?eordﬁvﬂe%ﬁgﬂerzeaﬁﬂ e reglgglrlﬁlf?éﬁer 16. The
doBFﬁé%.?%ézﬂi%% ﬁerelhggofimﬁr?ﬁr?% % %tiﬁig argﬁ\étlyg ﬂ}%ﬁgh y}nay be, for
ex%%?r%seg6%%?6&%@@%5%%%9%%@9%&%% Fbeq sgble aype of

is usually dictated by the particular situation. The
seRsQE deteefing relativa ynqyement Betwesn gWrsUEEseS o f The Jpam, BRes e Sensor as

(e.g., many hours when the device 12 on a freight
useshiarein s ingludaspbutis ok limigd w, these biber sastevad@iesn a

truck head or chassis carrying the container 10) or

very short in other situations (e.g., fractions of a
Theaotenda 20 whpwovided fetedatc exchghge rwitththe cemten il 6ie In péititwlar, various

-passing by the fixed reader 16(C) at high speed). It

infofindtiod] eadh bQrforlkarhjle, aRns ahdicoRsl dNAImePGH é&f:hatnﬁé‘d The

devices 12 wi | durrngrts lifetime, sonmetines bé in

nn%l‘gf)ii'éﬁbdsm Waly Be PrédfRhed whES bdPthbi ﬁlﬁq@?}gl AL P Sontainer

10. The code may be, for example, an International Standards Organization (ISO)

container identification code. The microprocessor 22 may also store other logistic data,
such as Bill-of-Lading (B/L), a mechanical seal number, a reader identification with a
time-stamp, efc. A special log file may be generated, so that tracking history together
with door events may be recovered. The code may also be transmitted from the device
12 to the reader 16 for identification purposes. The RF/baseband unit 21 upconverts

microprocessor signals from baseband to RF for transmission to the reader 16.
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situations with a | esser passing tinme. The sleep ti méMarch 2007

period is therefore usually selected such that the
i period is 10 conpatible with a sh
“@0%@@?{73 |l e passing tinme, ("tpaSy, t.") In ot Eé&&ﬁ&ooyooum
words, the relation tsleep < tpass,mn - tsniff
should be fulfilled accordi nld to each operative
condition of the device. Sleep tinme periods are
assigned to the device in a dynam c matter depending

'I'ﬁ@?ﬁh& Pztiﬁia}yﬁﬂh ic ankénnaiZoU Adckion aﬁﬁm&@ixydﬁwjﬁﬁ%éﬁ-tﬁe reader 16.
W In I1ts "

I fe cycle). Whenever the reader "1

ERGIRHEL GRS i S B MiGrbieesd ™D PR s g mermory o
c)%%’@r? 'foﬂ%%'gxﬂﬂlg;%o% :ssgc%ﬁ, Ijiegﬁ%ea d 8&% t g'sg%clg{ilp{ hgacixgs? g{? cr>ther stored

.information that is, available in the reader 16. For

informistipy ini qrelertp orwarl the gxfracied 1fEmARRILIO e Fraden |G clhpxeader 16
is located on a truck by a 20 toplifter, straddle

mgy plsp sgnd agtecwithi OF disarming requess by e deviee 82.s Whenthecontainer 10 is
vehicle i-s equi pped with the reader 16, whereas the

secungd by direadar I6e theaMELh22 of-thaideyieel 1Rintdy nyropmatinidsio cmit an

16. It is 6 March 2007 WD 2004/ 027727
aud(Bl¢ SERR0T/ Ak Ber2 the dooP@6isoe 29 datects tEembferiEKclinkd in pressure
drive at a relatively-high speed past the fixed reader

affeh (e comtaine? s So6ldedOTHR dR0ick 1927 i ity i
Therefore, the reader 16(&%J or?’%henge iﬂgtlggre%ggggsﬁcgmymme

PR A 0 o R 5, e S B
o BT PR RRGHEr 2 o BPp SRR o

sl ee eriods,into the device 12. For exanple, when
dopp sVt Pricheving Gignals) fxm dhe dnom Sensar 29 OR opher Senspsyintgeoperably
sufficient for the device 12 to wake up only once an
copprptedipiheadevice 12hip is on sea. However, once the ship
IS expected to approach' a destination port, a shorter
sl eep period mght be required to ensure that the
Theemitzopro@ssor 22 enagn elso rieopbgramntdie toc Gunplzineat pd@eminhhagement
be able to establish 10 contact with the device 12.
techaRuee ftahe powaNsdulde 26 &8vdid afy REndcBSaBOopdvér @hsutibtion. In
onboard the ship could programthe device 12 as

paftitula\Wne opfisibis thatdKe ot o ific RThdBRY) atepeliRE®Gia the antenna 20

=0

request

for activation of the components in the device 12 to exchange data. Outside the specified
time windows, the device 12 may be set into a sleep mode to avoid unnecessary power
losses. Such a sleep mode may account for a significant part of the device operation
time, the device 12 may as a result be operated over several years withéut a néed for

battery replacement.

In particular, according to the present invention, the device 12 utilizes a "sleep” mode to

achieve economic usage of the power source 26. In the sleep mode, a portion of the
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days, then wake up every ten seconds. |n another 6 March 2007

scenario, the reader 16 is noving together with the
wWiPh&7H% and could nodify the sleep time pei'b‘ng#Jﬁsmoutss
dependence on the geographical |ocation. For exanple,

it 15 may be assuned that the device 12 on the

contai ner 10 and the reader 86 of a truck tow ng the
contai ner 10 may constantly comruni cate with each

other while the container 10 is being towed. As |ong

SRS SO0 L5k OF OB AL g o o
bt By Rt Lo TR bR o s i

Posi tioni ng System (GPS) .receiver .20 or qther | .
SO D) S TRRBIIES 215HED, BBRIBHidtblyerte LR ypisal prebpdiment,
the container 10 is approaching its destination. Once
wherethe sleen itimerperipg hanexpired on #hae Sei doar sasor 2hsensesoaidoor event,
16 could programthe device 12 to wake up nore
thé repieng cir¢uitty of thededcy 12 mpowdied up. Mar ch 2007 WO
2004/ 027727 PCTI SE2003/ 001463 21 \While the :
above-descri bed power-managenent method has been
Wheplthe dedcanil2 redetiap &C §igndl Ofrdrh eheél @dddec 14, 2the ndevite 12 remains to
context of trucking of freight containers or other
coﬁﬂﬁﬂﬁcdt@“dthrtﬁé‘ﬁﬁﬂgrtlﬁtdsq{?n%% RQd@red, KA dEAtd 12Ho& ot rddeive a
shoul d be understood for those skilled in the art

SN g RRAE GRS PPVRL IR0 SR By

road tol,l

. N L . ¢ hi ol _ .
erfie Tt RS i Peefid ¢80 5 A bt el %ha 1 24 o Bepesignat time
, rraga?e it ar&? supply chai n managenent. Referring now :
pepigd oy i period;’ §

dpi™i s shown a first perspective view
of the device 12. The device 12 includes a housing 25
containing the data unit 100 (not shown), a support .
Ungnn{sning Being steacher, rige dpdre fl2 dimpowstedadowan pgaim cxaept ohe time
extendi ng outwardly thereof in an io angul ar
meashrgmientigg mdtthedemisetrsor 28, whith ofrratd éswakdthe dowice 2 up again
the size of the housing 25, the length of the support

aflar eithk02 doadertihes csvafred or @ottensledp fihepaiiddiag axgired 104 -
are carefully selected for conpatibility with
conventional containers. The housing 25, the support

In artypitfl Zmtvdindntahé PagOnégriil MnkQtriod & fMeh Siiey ($R) Bgdeveral
within a polyurethane material 23 or the like in
ord¥r$I6f mbghiRde YdsHhR MleQfdep Ud Sid 0 %hft W iRAARYE the device is

prolonged accordingly (e.g., by several orders of magnitude) relative to an "always on"

scenario,

The sum of the sleep time period and the reader-signal time period (cycle time”) imposes
a lower limit on the time that the device 12 and the reader 16 must reach in order to
ensure that the reader 16 becomes aware of the presence of the device 12. The related

time period will be referred to as the passing time (“tyass.”)
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15 Still referring to FIG 2B, a portion of rrater'alﬁl\narchzOOT

23 of the support arm 102 is cut away to illustrate

witl RsgeE; of at |east one magnet 27 therein apg'J}@hzoosmom«s:i
| east one door sensor 29 thereon. The magnet
permts an enhanced securenent of the device 12 within
the container as described Be|OMI whi |l e the door
sensor 29 detects variations in pressure along a
seal i ng gasket (not shown) of the container discussed

HOGERY. fa ?ers%n ﬁ&@h@tﬁ{gg RPe&hiyY ﬁlcht&iNb?ft ?ﬁnﬂm GRuskidn. The

as | ated in 2C, f'urt her rates the

Pa%‘géﬁ?“@?ﬁﬁ% SR PR e ﬁ}gﬂtlﬁ&e‘s%v“%@%%%am*’ 12

00'3/001463 22 .wi.thin c ondi ng
ony% KeigSf RRMaRT BrienSamitine an Do 75uE 16,08 Bt heta St chassi
thereto in a manner faC|I|tat|ng the installation of
capyingthe icentainor 1Q),0F yeay short iy othst situgtions(e.g, fagfiops «f dofecond
the device 12 is illustrated before any of the
whep| e nigvieat18r omtheo@ntpiner Hdeis papsing byl the fixed reader§6(0) et high
position .of the power source 26, 5 the data unit 100,
speail). K lie typidat foraalP theaapplisdtions thao eachcéfcthe Idgvicdh 2 edllj dueing its
12 includes the data unit 100 and power source 26, the

li fofirGé, OfpnReiamRs Me id Zsitumitins SHIEHVA)gredtdtCpRERP time2dnd $didtimes be in
shovvn) and the optional |nterface 28 (not shown). The

sxtﬁé&%@%ﬂﬂl@%s@ﬂ?asﬁﬁéﬁﬁgs fromthe data unit 100 and
I ncludes the apertures 27A to house the at | east one
magnet 27 as well as a support surface to which the

e il ﬁm?éfﬁ%j‘%ﬁ?‘gn%&%‘%zfz%ﬁfﬁb 5 e =
. | FI E [ Vi
co%wg?lﬂ”t FEH R Btiost BRAeEab s RPIRE . s Baiies Apids. the

23 has been appl ied is illustrated. As shovvn, t he
relaifhort ann 102 extends upwardly and outwardly from

the data unit 100. The support arm 102 is relatively

thin and substantially horizontal, although other

-conftjgpiatj.apm eler avai | abl e. As nore clearly 15
indicated in FIG 2E, the antenna arm 104 extends

angul arly fromthe support arm 102. Referring now to

shﬂl@bczﬁlﬁﬁelaei&oidﬁigsfb‘)%hao;fefa‘?me abh&ewoﬂfoftthe JEGE. cemé&) time
after the nolding  mterial been appl i ed.

R85 g by B R o
sﬁuatmnn?h]d cﬂ:glcg? ! er\lmadun its li é( ct:y%f]e

Whenever the reader 16 communicates with the device 12, the reader 16 reprograms the
sleep time period of the device 12 considering the location and function of the reader 16,

data read from the device 12, or other information that is available in the reader 16.

For example, if the container 10 equipped with device 12 is located on a truck by a
toplifter, straddle carrier, or other suitable vehicle, the suitable vehicle is equipped with

the reader 16, whereas the truck and trailer are not equipped with any readers 16. It is
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fromthe antenna arm 104 across the support arm 102 gMarch 2007

and around the data unit 100. The 20 particul ar shap
Wi fj,9uration shown herein is but one enbgdi t

of tﬁe diew ce 12 and no limtation as to theggjlrgg?@%m“ﬁ
shape of the device 12 is suggested herein. 6 March

2007 WD 2004/ 027727 PCT/ SE2803/ 001463 23 Referring

now to FIG 2G there shown a back view of the device

12 according to FIG 1A The angular configuration

chobb PR AT Skt P R a1

oyt Henlitasopisins ohabs TBGERRY InePad B3 Vel iceds to
th 12 talled op th t 10. Th
PIOGAPLIRA U150 3 ¥ AU S eiee BB (982 g1 E85Ensdnt ai nor

10 in an open position to show the orientation of the
device 12 in greater detai|. The device 12 is nounted
Furthey, samificationsdph dhen ideay optlived beve goulgf be ithatc depenilingron’ the
10. The device 12 nmay be nounted via a nagnetic
sitpetinme thei roadef 46 muyerbgrasl spqudnbessafisiep eriodsnintoothe sleviee 12. For
connection, or any other 10 suitable connection, on a

exumplel odkn Il cor2derof 0 {sHieadedrindbadra SHip, ifInase Eiﬂ’ﬁéi&ﬂnfor the
in FIG 2J, the device 12 is nounted so that, when

deVize 19@0wakOup bifly Gh&sSfhout HAiIE MHeRPis dhKka Oﬂoxb@ver once the ship
| ocated on the exterior of the container 300

is %ﬁé&%ﬁl %3/ %ggl‘og&?ta%sfﬁﬁahgh go{ﬁhg sh %Léep a:%ﬁgzl %{8%1‘& 3e rgqmred fo

jacent to on o
00 is | o n the.
enll€ fER, 4Rk iR 4 BB Shng 8 chilGinel' 1 wifl by @big tebiisn
sensor, 29, tions o ressure to determ ne
coRah i (e doiee 12y The f(ag 6f ony e 272 doaie (b CemaiB Hdeonboard
pressure change) has occurred The device 12 nay
the ship sanld raegramrthe devioe 12 @s followst Bratiswakte upt momd:ouﬁm three

via the antenna 20 to the server 15 as previously

dayke henivalzd up levergdieti secamis. t he interface 28 may be
-connected to any nunber of the external sensors 208 in
order to capture information relative to internal

In eoottiet snari)f tht readep 6k nasvidd) teethet With fHeOdevRel 1 and Qould

obtai ned via the sensor 208 transmtted to the server

mobify ﬂ@l&lﬁﬂkﬁ@ péMoldiin E&%&%}%G tofﬁ g}fe %é@gﬂaﬁﬁcélaodaﬁoﬂ’ r g &B&ﬁ‘f{ple, it

within the container hé data unit

mag' b%oﬁrlﬁrge%%agglﬁ aevqgen?f Sh'the CoBRBETD ARE 855 reRher*lBPRPE truck

towing the container 10 may constantly communicate with each other while the container
10 is being towed. As long as the container 10 is far enough away from its destination,
the reader 16 could program the device 12 to be asleep for extended intervals (e.g., one
hour.) When the reader 16 is equi.pped with a Global Positioning System (GPS) receiver
or other positioning equipment, the reader may determine when the container 10 is
approaching its destination. Once the container approaches the destination, the reader 16

could program the device 12 to wake up more frequently( ¢.g., every second).
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6 March 2007 WO 2004/ 027727 PCT/ SE2003/ 001463 24

102, including the door sensor 29, extends across th8March2007
' eam 204 between it and a portion o e

“ﬁ%&’a”%k#men the door 202 is closed, pressuIPEIFEPOO?"'OO1463

mai nt ai ned at the door sensor 29. \Wen the door 202

is opened, the pressure is rélieved, thereby al erting

the mcroprocessor 22 that a door event has occurred.

An el ectronic security key stored in 5 the nenory 24

Wﬁlhé thB Gb6¥ A& Yd m %K dnP HefR%ha8 bkl géﬁw o With respect

or tanperi ng even FI' G I'S a perspecti
& e B35, 80 ol 3, ARSI, Bop G b Shoo i
b 204 h he d
RO O%%p%tsﬂifa Pﬁ%ﬁfn 18k oo, of H@seémlma the ar

beam 204, the antenna arm 104 is positioned in
thet dhe apoverdeseribed coavFrmmanngesnent meethosh may rasr weld, beamwhpﬁ do; for
data 10 unit 100 is positioned inside the C channe
e2dplafiruckingad rnimrals idebtificationrof vehicles forirgad &illocuilection, and theft
herein, the antenna arm 104 protrudes fromthe support
pRotetidh) As welian stk mansgthtdabdid sapply ch€if indnhgenidnnge

portion of the container 10 in order to remain on the
exterior of the container 10 when the door 202 is

RefeairgthowBio PIRCOB) thehd ' stawi aBRitipersPbtive vidve of tHeQlehiRE 12, The
of the contai ner 10, opportunities for 15 tanpering

dé\'i&! 2 inREBOEhdRide B &%Yduﬁﬁ% ﬁ% q%n[ﬁu{%ﬁfbg@gt slﬁ%?%s pport arm

the data unit 100 I's dispose hannel

R e L e, 5L b b
bifieaiesa S B S hsing 2,

| east. one sensor "and an antenna 20 for conmuni cati ng
thg; length R the supwertigm 1§ asd dbe genfigwmsion; of thpeptepna amp 104 are
emented as several units. For exanple, a light,
Cﬂgﬂﬁ selected forrcadipatibiity vith, conventionad rcomainvm/ Tohe housing 25, the
-posi tioned anywhere inside the container 10. The
suppos arm ti9RLand hadinkyfa antl 104 e Bpically ildedeaithings poliyarethane
BLUETOOTH, or any short range conmuni cation system to

mételEI23/br 2iTke MBrded Repr8¢i0¢ proté2irdh BENNS eddBRNE >

Still referring to FIG. 2B, a portion of material 23 of the support arm 102 is cut away to
illustrate placement of at least one magﬁet 27 therein and at least one door sensor 29
thereon. The magnet 27 permits an enhanced securement of the device 12 within the
container as described below, while the door sensor 29 detects variations in pressure

along a sealing gasket (not shown) of the container discussed below.

A second perspective view of the device 12 as illustrated in FIG. 2C, further illustrates

the placement of the magnet 27 in the support arm 102, The magnet 27 is positioned
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 trela I SR facilpiptng fbe i

an antenna unit that relays the readi ngs or other 6 March 2007

information to the reader 16. The sensors nmay be

w{;ldé%;?%fg”%d separate fromthe antenna unit. lnl’gg@paogslooms

I'on, the above enbodinent illustrates a
12 that includes a door sensor 29 for determ ning
whet her a security breach h#s occurred. However, an
unlimted variety of sensors may be enployed to 5
determ ne a security breach in place of, or in

| t] to.. the door nsor 29. .For _exanpl a ligh
W6 b hobling ARl 2T BB i i hnp ot R Fog Fpd ¥ bonded
tainer 10.. If the |ight .exceeds or falls below a
%taﬁlﬁ*é‘ﬂ" ofithe deviggtler i ned a
security breach has occurred. A tenperature sensor,
adi gqactivity sensor, conbustible gas_ sensor, etc.
Nr% TERg 19 FEe 70 atopi ipwaal theydeiiem 12 iolimpeaterb before any of the
may al so trigger the physical |ocking of the container
nmdﬁ.mgmateml#?ahasézeen woplieda In diisiway,ltbe pesitioreof theipawar source 26,
security request, the contents of the container 10 for
thehiamanmiit 100f el the antepra@dess showdinore\tldarly! Thé deviecid igludes the
of the container 10 by energizing elecromagnetic door

datacisit 100 a8l HewessttkcelIt Shemicromblesstd 205AOEMNoM, thE GRmory 24

the container is secured via'the security request,
t g | I d f
(Hh S0} e chBlond] IRGHALESH (61 AR, T, ApSH RCIYR oxtends
. ; enna a, N cr.opr.Qcessor
BB e 0l R068 BEHRNIRS H 5 pisE A RTS8 magnet 27
range antenna 30 achi.eves the wreless short-range,
29 ﬁsoﬁéwﬁﬁn%?ﬁegawba?vb e 4Row it 29 S dehe Hxgending from the
descri bed above wth reference to FIG 2A. The reader
supgortaym il (2 js fanienng aparl 84 &npupnorting the entannsedd. ce 20
that achieves a link to a renote '
cont ai ner-surveillance system (e.g., according to GSM
Nemvsferimg to FIGDARPS sider viewsef thendeviveck before emndéitl: molding

using a wired LAN or a wreless |ocal area network

meAdl, 2vhbs beon, apptied, is iMBhted ThAs shavwki, |the Gupportt fitn 402 eftends
March 2007 WD 2004/ 027727 PCT/ SE2003/ 001463 26 wil |

uptnalélly shd il ddtly fRony tfcddta Ghid ORI Uhé Supp6A-aRhN@D .'1? rélbiﬁ{vcly thin
apl e

the present invention and that additional avai

anl¥ SuB4URFRIG %Hﬁieb%itﬁq,aﬂhgﬁ% SthaWafidlR a0 afSavifidie. PRs more clearly

applied to t ong range w refess comruni cations 0
in&f&@teﬁ ﬁ?ﬁ% Zé,Gt'he Eﬁtaen@el afth idl%lxyeg&s asilagtuﬁlrllyiﬁ'to?n glgtsgpport arm 102.
Referring now to FIG. 2F, there is shown a front view of the device 12 after the molding
material 23 has been applied. The device 12 is illustrated with the molded material 23
that forms the housing 25 encapsulating the device 12. The molding material 23 e;xtends
from the antenna arm 104 across the support arm 102 and around the data it 100, The
particular shape and configuration shown herein is but one embodiment of the device 12

and no limitation as to the precise shape of the device 12 is suggested herein.
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communi cation standards |like Inmarsat, |ridium 6 March 2007

Project 21, Qdyssey, dobalstar, ECCO 5 Ellipso,
wﬁ#oﬁh&&%ﬂe' edesi ¢, Spaceway, o bcom Cbsi di aﬂgyéﬁogsmoms

or Aries in cases where terrestri al
connunlcatlon systens are not available. The reader 16
may include or attach to a s&tellite positioning unit
34 is for positioning of a vehicle on which the
container 10 is |oaded. For exanple, the reader 16 may

RS@“?‘% Touhg? I 20T et s RET Y edice H SiopRp o Fie:
F ol ApeiraboRER AR g he aeiehes AT Ak 1 %%@% sy o mor

necessary For- instance, the locatign of the fixe
simplified q@e@r wyowé of Uistrptionsin 1@ oL and %watlépprﬁﬂfet bottom
positioning informati on woul d not be needed. One
arsitpp egwis of theplesice 12ni ng coul d be the use of satellite
posi tioning systenms (e.g., GPS, GNSS, or G, ONASS).
Anot her approach coul d be the positioning of the
FIG: & dHustfatet S frontlview of tiee deviivel B2 enimstatied ah itiencoigiiner10. The
Here, some of the positioning techniques are purely
cofBididr €0 GOEHBWRI vl 4 @dbr'202 WPt cBagRer {®inthn, opEABEYItiGH ' show the
others rely on a conbination of satellite and nobile

orfAtHIR | SFothé %w@@tm%kgr%&e@ctﬁps'ﬁh'e%f& fzefshﬁggﬁ’téﬁ to an area

(e.g., Assisted GPS).” The mcroprocessor 36 a

r .
di%@%*’x%h%%gdg@r %ﬁfaéﬁed SntBetl, ok Yo e 2 ey B iia via a
as.a renpte. s stemas e Iained
il camiret (5 Bevigidy et an SR e Aheitn iy other
Necessary 6 March 2007 WD 2004/ 027727
supsgble cenrEotion 9RAcrtical bepsm 4 ehihe cpataigge (it As garbbe sasa in FIG.
conmponents of the reader 16 is provided through a
2)ptheelevice LD i mourded Joi tmat, ¥Ben thealodi 207riacioséd, therrtahing bon 104 is
reader 16(A) in accordance wth the principles of the :
logutis@nthe iertetiot oftthe corisinéralitg thel ddor seaser29] fcApd withinnthesupport
-detached from a nobile phone 5 16(Al). The handhel d

anhqmefs JHEEHNY adGRRLB aGREEH dfSe BY0R 20D USk Xhd @M (AP 86D is located
the device 12 via, for exanple, a short-range

o SRS, IO W5 Bt .

dewagg’l% &a rgs%u%fmodeﬁarr%&%t\bﬁether a door event (e.g., relative and/or absolute

pressure change) has occured. The device 12 may transmit data relative to the status of
the door 202 via the antenna 20 to the server 15 as previously described. In addition, the
interface 28 may be connected to any number of the external sensors 208 in order to
capture information relative to internal conditions of the container 10 and the information

obtained via the sensor 208 transmitted to the server 15.

Remaining with FIG. 2J, the device 12 is oriented within the container 10 so that the data

unit 100 is disposed within a generally C-shaped recess or channel 206. The support arm
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(e.g., <100 m, the device 12 and the handhel d read March2007

16(A) may-communi cate with one another. The handhel
(A) may be used to electronically se
| sg‘?nzﬁﬁe to container via conmunication w tﬁ%ﬁg&{wﬂm‘m
device 12. The handhel d reader 16(A) may al so be wused
to obtain additional inforndf#ion fromthe device 12
such as, for exanple, information from additional
sensors inside the container 10 or readings fromthe

180 BetughH B8 Uger cend? 28 AR AG S b SRR Sk YU iand o
pfia S PAAERE A hetthe Sbon s PRFL. Breseie istpeintafigg at the door

handhel d reader %A may be a standal one unit or
sensoz 29 Wham theedpor #02 g omf:ér the PEESWE th relicwed, dhesehy @emag the
personal digital assistant or a handheld or |aptop
misErpseRessor 22ithatraedade evars has aominedwen élecironicheecnmtyiHeg stored in

phone and utilizes Bluetooth, or 20 any simlar

' the meamokypzewill be erasedionichaiged ti idicith e “broleh’tseahvrtempering event.

Addi ti onal application scenarios for the application
of the device 12 and reader 16 will now be descri bed

FIG. BR is ageepictive ViéWoOI the-divick N2 AFRIGAIDt &3 Enslilled CANBE kontainer
and detachnent of 6 NMarch 2007 WO 2004/ 027727

10PGiHeHe7 (283009 IR Afhchdds theadial bELBR04 Qo diat fHR'dBBE sensor 29

transporting or transported units is referred to, any

(nelstﬁs@,gwmﬁ& SN 192 Y B 0 e B85 SAL

nmagneti ¢ ani c
mﬁxﬁi@wspoze o w“""k 4 of e tiee SRR B M At 10, and the data
chnment, e electro ma ets or further

w1 Ropitioneth fisid|the, CHhanmr S06e the SentalaFL0. véstmapre, clearly
scotch tape, glue, pasted tape). FIG 4 shows a first
shaym | herein,i the aesnardn H94 protrudes, from the suppiort faemr KRdter an area
16. As shown in FIG 4 one option related to road
substzmmByp ntatthehings portioh iof thsfeentaimet] £0 inlerdetotrataigdhah®exterior
-a shi ppi ng warehouse or anywhere al ong the supply

of éitajoRtairled 16 whn theROL202iBelck@Rder 16 nay easily
communi cate with the device 12 of the container 10

when being towed by the 10 truck when exiting the

By blaBids e AR h I e
yig asga ehandﬁnéllle\gmr0 eg%g%p ﬁldg?%)r gfshﬁe&nﬁ%égdlda:}%\ygﬁgﬂg& for

tath g Sl daRa80 1§ B BRICR A% Bfucki® BHEY the data unit 100 is

disposed in the C-channel 206, even though the contents of the container 10 may shift

during transport, the contents are not likely to strike or damage the device 12.

Although the above embodiment is shown as a single unit including at least one sensor
and an antenna 20 for communicating with the feader 16, the present invention may be
implemented as several units. For example, a light, temperature, radioactivity, etc. sensor
méy be positioned anywhere inside the container 10. The sensor takes readings and

transmits the readings via BLUETOOTH, or any short range communication system, to
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| eaves the area or carry the hand-hel d reader 16(A) ]BMarchéOOT

within the cabin of the truck during surveillance o

iner 10. FIG 5 shows a second appli '
scegarl oﬂ:‘ or the device 12 and the reader 16 %gtr}sﬁgoosmomss
related 15 to rail transportation. In particular,
FIG 5 shows a first exanpl e?fshere the reader 16 is
attachably fixed along the rail line for short-range
Wi rel ess conmuni cation to those containers located in

ah fchi@ARH: Bht L3Gs (2300kngl Or obBNFERNESN BIIRAGNRD The sensors
y or al’l

|eeve a S range conmuni pa Ion wth an
RN R M e —

.apply to a third appljcatjon scenario for the .
1@%@%{* Adeviee L9 dhat |1%fﬁ%%s adornErnestt &Y 1on deterpining whethes, a security
6. Here, for each container to be identified, tracked, -
besach ke pearesd. ddewensr.sanunlimitedpeariety ofisensorsusay be employed to
provided a reader 16 in reach of the device 6 Mrch
datefiine \ACseR 0O 1 Bieact? in pladé SE2610in/ Aldm3ta) Ghe Hdombdnse 29l For
to the container 10. A first option would be to nodify

ekdifplk, QAHNE SenSEMNBAEsense Medtekitiogs indighhRisidk tRCIMRMer 10. Ifthe light

schenes for the wrel ess communi cati on units.

etecb®Y by Bdldw am}ﬁdéiérﬁ:[iﬁ(fdgléhteiskgxgq, Phen 106 Jej?éi'ﬂz?ﬁeﬁoarl%c@{tgrbreach

the contai ner ship cou ermned I n acc anc

' oadi i.ng: ] r&i:n
i dcufied O X IR Rnl ARGy Bl AU Sad Somsor, ot
flexihl.e attach, /detachnment of readers 16 for the
n@yﬁgg L?%@SB?H% #ners allows to avoid any fixed
assets that would not generate revenues for the ‘
ggﬁrato In ?Sthe,r words, once no nore surveillance of
TeoArasenbs mayalsofziggersthe physigek lackinge! the comtgingnll.| Yopmstance,
detached fromthe container ship and either be used
when g rgader dfaseures ritaiarsepurityirpruest, theycoptants of the container 10 for
transporting device. The reader 16 may 10 al so be
shipmergthe dnicwprdvessat 32 nimysiaifiaerioditihg of theLwontbier 40, byosnergizing
I nmarsat satellites, both often used by shi pping
elaomagretic Wb 10cialn \vihet BRthPRPLi¢l Bick g rRdchbkiSm! OHRE tHe\Bntainer
survel |l |l ance conponents has been described wth

isBSREE VialiRe SRRy 13 inck $6'i00R)sicAlty
i SSREEL e LaDA 1, o olinct 1040 BRIl LARAL o dtr e o
tamgglile%arestricted area wll be explained with

r@sp ot 7

to FIG 7:

As shown in FIG. 3A, the re_ader 16 includes a short fange antenna 30, a microprocessor
36, a memory 38, and a power supply 40. The short range antenna 30 achieves the
wireless short-range, low-power communication link to the device 12 as described above
with reference to FIG. 2A. The reader 16 may include or separately attach to a device
that achieves a link to a remote container-surveillance system (e.g., according to GSM,
CDMA, PDC, or DAMPS wireless communication standard or using a wired LAN or a

wireless local area network WLAN, Mobitex, GPRS, UMTS). Those skilled in the art
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15 In particular, the splitting of the short range a SVI _
| ong range wirel ess comunication wthin a restri ct§ arch 2007

“ﬁi;m ?szs”?,ppl ied to all vehicles and devices 1?%‘!85;%15[001463

I'ng the container 10 wthin the restric
such as a container termnal, a container port, or a
manuf acturing site in anyway26 The restricted area
i ncludes in-gates and out-gates of such term nals and
any kind of handling vehicles such as top-I|oaders,

' - ackel:s 4 i ,
R SRR 60 T AP R B B and
SRR Fh PR B GREF i 18 B7 e o

spread over the term nal and receive status and .
logg angs| Wirelessrqommancations of thezeaier 160 Brpomieoinglede satellite data
PCT/ SE2003/ 001463 30 each tinme a container 10 is
chamunicatiomstanfiands Bkelnpiaesat, dridinen Broject 21,9Ddyskey;, Globalstar, ECCO,
ot her words, when a contai ner passes a reader 16, the
EBipent Trithumy Sktedesic Ufishateay, @rbécat| Obsdists AUES, CTHYrAya| or Aries in
information. FIG 8 illustrates a flow diagram of a

caBEFWhdrd rREFaRAGbild LoRMRiClABE Sysintd iréRoteRRRdisrent 5
of the present invention. First, at step 800,

identification is requested fromthe device 12 by the

TRERAR 166nayihclfdSor #3éh 1d dsud ip%ﬁﬁalﬁngﬁﬂi@%mié %6§B§?%nemg of

identification to the reader 1 and, at step

o VRRQE op B bichRafhef 101€ 38, P SaBFEl Bl Ry R R be e
. A 808 5 i
walp " LBy et 18 TR ep. el Fhydnin he s of th

code, At step 810, the encrypted 10 security key is.
Paspionmng unital4 i eptignal adymassbeigmilied in ¢ase frackdes andepdsitioning of the
order to secure the container 10. At step 812, the
contatner iL0 ys nas pedessaty cForpnsighee,rthie focationchfithe fike dader d6(C)2nay be
A simlar procedure may be initiated to disarmthe
knoomt aherefore] Ghe Fhiellite positiogihg liffofaytidhe wolRE 46€8e needed. One
~automatically when passing In range of a reader 16, or
ro46le fo HBYitiSEaE (cBuld" eSie ite!
a’pgont ai ngrB S 10ﬁgjat a tti)errgi. 15r@’l:tIS%?‘:Q{I?&‘}irfblsﬁfgtﬁéngtrk 2eas (e.g. GPS,

Glgﬁ%gécﬁ GLO‘NW pﬁﬁ&ﬁa‘sasﬂg%a%ﬁ GOhLdaRE ﬁlevﬁ;&{sfh??fehg %&e r{:srt]dgr 16

ment of “the pre I nvention.
r t Lts a _chall e tot contai ner. 10.in
el R e ARG ublRi. 0P someiol e PR il e
10 generates a response using a
pureq)r I5oti € commumrcat? n network -baged (e.g, EOTD) and others rely on a
combination of satellitc and mobile communication network based positioning techniques

(e.g., Assisted GPS).

The microprocessor 36 and the memory 38 in the reader 16 allow for control of data
exchanges between the reader 16 and the device 12 as well as a remote surveillance

system as explained above and also for a storage of such exchanged data. Necessary
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security key and an encryption code. At step 904, tIIE_March 2007

response is sent fromthe device 12 to the reader
6, the reader 16 al so sends a chal

Wtﬁhzeuﬁ‘ggj??/%? 15. The 20 challenges to the serve?%@lﬂgﬁa’om“ﬁ

the device 12 may be transm tted substantially

si mul taneously or at al t er nat’e points in tine. The

server 15 generates and sends a response utilizing

the security key and an encryption code to the reader
PR35 R0 o PoApod i of e b O R ided tyough o pover
m%éﬁ,(}he reader 16 determines if the responses are

a?f If the responses are equal, then the container
10 remains safely secured. Alternatively, if the

onses are not .egu h security br, h (i.e., :
FigE OB R pafiadtis of 8 e cendet 1OGA) R REState B 3fe pincigles of he
Simlarly to_the securing and disarm ng-processes, a
PreEsEy, mwg% elhe h@asdgéé_ readsE 1668 shown detaghed frany amobilecphone
contai ner 10 passes in range of a reader 16 or a user .
16GAY). The hiardhsldoreadas W6(A) corhmuicates (as\previouslyimentioned) with the
transport. Referring nowto FIG 10, a flow di agram of
dexioedl2i vhia, o1 oamaleda Shdrt-range divent s&qubne spread detrumsadio Giiterface,
29 is illustrated. At step 1000, the door sensor 29 is

OAcd thy dhnedheldoreS®P 3629 M thedévicePI20a8 Witin/elbstcraByLsodd: Rother
seconds, al though other tinme increnments may be

(eigIRd FNERY, Rk dehibe EanE the BRIAhEH SSRILF %(Azthié&c'gp @g%te with one

rrom the door sensor 29 at step 1002.
> . : vy F 30
B Ol B (200 ) e ekl IR0l 3P i e
configf 1o tpikelor BB LA tnabR LAl huls o gpaiso be

The door, is_caonsidered ogpen if the nean value is
usgth Joe obfain, gdditions} aufosmation from the dleviceplvuguspes, for example,
iterations at step 1012 below. |If the door 15 is open, :
infonmationh o siditionalcespeiys esidt e codtbdier 40 onheadingst ipmtthe door
-mean pressure value is added to a slow | ow pass
sefisobkP®r to get the value for the sensor w thout any
pressure attached (upper Ilimt reference). If it is
determ ned that the door is closed at step 1008, then
the flow proceeds to step 1012, at which open, close,
r F j : r .
Tlﬂ@'}ﬂn&l‘f‘éﬁ'@ ad&thﬁgﬁrgﬂﬁ A'EG g% 019 gﬁ%ﬁ%ﬂw@ ﬂ&aﬁapﬁmﬁﬁﬁ % mobile

imt referenc romstep 1 e arne
C rQ ep;. 1020 and.step 1024 escri bed .
oo AR DL BATA PR B B 87966t B s
in the art, the handheld reader 16(A) may be a standalone unit or may also be adapted to

be interfaced with, for example, a personal digital assistant or a handheld or laptop
computer. The reader 16 draws power from the mobile phone and utilizes Bluetooth, or

any similar interface, to communicate with the mobile phone.

Additional application scenarios for the application of the device 12 and reader 16 will

now be described with respect to FIGS. 4-8. Insofar as the attachment and detachment of
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cl ose, and tanper thresholds are used to determne i dVIarch 2007

the door is opened or closed at step 1008 and 1022
.f.-ei ther of the open or tanper thresho '
Wg@g"é%?ﬂwat step 1022, it is concluded that gSFESthmmm“s
security breach has occurred. 6 March 2007 WO
2004/ 027727 PCT/ SE2003/ 001468 32 At step 1014, it is
det ernmi ned whet her the device 12 is currently in an
armed state (i.e., whether the container 10 has been

d he: ' j: t . r
(3 AR ) o R (Bniordily 0° wdiefBitea WAL 4 AEAOF . any
lLose threshol ds_from st 12. If .the . device 12 is_ .
refufife ARt 5w SPd R iR prostns yebtint g, ruatieti i

device 12 was 5 preyiously arnmed. If the device 12 was
mﬁ@?“ﬁ&r@ﬂ?%gglsyw&ﬁn@&?, haqks, bails,cinapron gpenntiags, fipthaspny kind of
limt reference is set to the current nmean pressure
cleginieptly fachievahle pttacdoBnt, Atg.stletro magkys, ior furthed et arsibla eliemical
whet her the current pressure val ue exceeds the open or
fixtunep arch s iadhdsive tagfe, sdochimengive|pasted taps). st ep 1006 does
not exceed the open or tanper limts, then at step
1024 the nean value fromstep 1006 is inserted to the
FI1G. 4 showd o first bsplisationckcenatiotof e dedfcen2nge thel feaded 6,788 8hown in
value fromstep 1006 exceeds the open or tanper

FIG| & dn8 optibft eldfed 16 téHd hidsforiatioh 35 HCALHE RAGrI8HNRE gate or a

the condition is persistent. If the condition is
sl PieEfuss o Snyheh ol e Ry G TSRER athS tidrender 16
' et. th d/ t hat i
Y A5 b Bibich® vl a6 RIT BEbe Joa eHBopeg by te

of the present jnvention have been illustrated in the
‘mfg %&&%ﬁ%' f ShiBPIR; ates  ARethereentionije do prpvideethe reader 16 as a

foregoing Detailed Description, it will be understood
handheld xepderd 66Akastdeperibed mbasie and thenteithemdcnr thetdsvichd? as the truck

enbodi nent (s) disclosed, but is capable of numerous
leavesithe amepeoreranty, therhahdt haldi tdadersi 6( AN eithitbiht ichbit iofnise truck during

Wi thout departing fromthe invention defined by the
sufveillanstl oTghetonitdier 16. March 2007 The Swedi sh Pat ent

of fi ce PCT/ SE2003/ 001463 PCT internati onal

Appl i cation 25-11-2004

FIG. 5 shows a second application scenario for the device 12 and the reader 16 as related

to rail transportation. In particular, FIG. 5 shows a first example where the reader 16 is
attachably fixed along the rail line f.'or short-range wireless communication to those
containers located in the reach of the reader 16. The reader 16 may then achieve a short
'range communication with any or all of the devices 12 of the containers 10 that are

transpotted on the rail line.

The same principles apply to a third application scenario for the container surveillance
components, as shown in FIG. 6. Here, for each container to be identified, tracked, or

monitored during sea transport, there must be provided a reader 16 in reach of the device

!
4
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33 1. A device for nonitoring the condition of a
b ol ot e . BMarch 2007

non-radi o-frequency-si gnal -transparent contai ner,

Wb EE risin means for sensing at |east ‘
h d| g b%gngf th eg 9 PO SE2003/001463
non-radi o-frequency-si gnal -transparent contai ner;
means for transmtting i nforfation relative to the at
| east one sensed condition to a |ocation outside the
non radi o-frequency-signal -transparent container;

ﬁf%oc%ﬁ iR 10 fde ohf?&f‘ roRie R Yol 13 Noading scheme

a Jacent area- the non-ra

en ent ai ner
acshitEn o g ARy ﬁﬁswo o, S¥ielgise qopprmunication units,
ransmtting; ans f inte pr ting.the at | east ,one
Aitm%‘tﬁ Ly, ot fis B0 PLhie ERI5es HE HYAries eputainer ship could be
interpreting is adapt ed to be dIS osed inside the
determineddinoaccprdancre Wish -aslogding sehomes being detepnined iapenrding to other
The device as set forth in claim1, wherein: is the

 capelriints and pacimetersl Againnthe fitiibly attettmhérv/detachmde of readers 16 for

non-r adi o-frequency-si gnal -transparent contai ner
thegtuvelance 6LEinkdinés allbws & atoidghy BREd daets tAMCGwEHER not generate
adj acent region of the non-radio-

rebérRey esiCme ?Hgﬁair GRS, &eahaltlﬂﬁé cillHae Y€ Yot Sners is

as set for in claim?2, whérein he adj acent region
e [ Aas
P g ek SHSIE! AR TP i it v

ati-on w.t hi
uss 58 i Rerent Stnenery R0 iy bt iBpiatiiine devicen) Foh repdsr 16 may
npunting a | east a portion of the device conprises
al%bea@@ae%i tthe tﬁﬂé hﬂé?ff P YHERommeHertion) eclamprsat satellites, both
C-channel. 4. The device as set forth in claim 3,
ofienaised by shippingivessdsist one sensed condition conprises a
sensed pressure of the door against the adjacent
regi on of the non-radi o-frequency-signal -transparent
Woideetaiviadhe pplinationtdf thesiamentive suryeitisiicegonmponernts ks tebn described
-l east one pressure sensor adapted to extend between

wittheespleoto i rahige pldhal eplonbEer BalCtkankPéitation, in the following the
non-radi o-f requency-si gnal -transparent container. 5,

appIQER Withtr AfestRted 2RGVAINILE ekbIRInBY dith MADEEIH FIG. 7.

In patticular, the splitting of the short range and long range wireless communication
within a restricted area is applied to all vehicles and devices 12 handling the container 10
within the restricted area sﬁch as a container terminal, a container port, or a
manufacturing site in any way. The restricted area includes in-gates and out-gates of
such terminals and any kind of handling vehicles such as toﬁ-loaders, side-loaders, reach

stackers, transtainers, hustlers, cranes, straddle carriers, ctc.

A specific container is not typically searched for using only a single reader 16; rather, a

plurality of readers 16 spread over the terminal and receive status and control information
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t he non-radi o-frequency-signal -transparent contai ner6 March 2007

door further includes a gasket- and the sensed
,conprises a pressure of the gasket agal
Wﬂhzgﬁ%?gg?sure sensor. 6. The device as set for?ﬁjr)igﬁéom""091463
claim1l, wherein: the at |east one sensed condition
conprises a sensed light; an® the neans for sensing
conprises a light sensor disposed inside the
non radi o- frequency si gnal -transparent container.

e
o%(gl?aslgéh'sl 2 conoi'etcl )} ﬁ)r%%‘ﬁro'rl sesmeeé 41‘&%0 : ellrﬁaogkher words,
wﬁF%B @Eﬂnn?eralﬁfngffé g.{rf:%l%ﬂ zt% Q&eaﬂze n{pirs Ius?eds fo upHDte réiat (setgtsu(s) rand control
f.requency-signal - transparent container. 8. The device
informaliptf orth in claim1, wherein: the at |east one
sensed condition conprises a sensed radioactivity and
DALLAS2 1050942v162929- 00004 AMENDED SHEET The Swedi sh

. Flen BdHestrates jadlowadingramrof2gequrinperocesst i epcordance with an embodiment

Application 1' CT/ SE2003/ 001463 25-11-2004 34 the
ofthe presdnt inveatiei. Nigrst,carprep 868, identifidatiomcis irsquested §osothe device 12
di sposed inside the non-radio-

by theqewder ¥6.S Agaah 802,06 fevient2 ©aidinits A8Y ideRifichién BEME ¢éuder 16
as set forth in claiml1l, wherein the neans for

arld] @55dpi S04 B8 réAAEOT RO h dodtairh 3085 Rdul 3&%@&& Odent }i‘

sensor and adapt ed for positioning outsi oor
t
8 18R BUERRY pdg @?%&f&@epﬁﬁ%‘s%s%w
g G thel By By DB Chcropion oter AL iR AIL; fi cnorypted
nmeans fqr interfacing at |east .one peripheral sensor
SCPYFLY ofeY 11 draRgRtted dp Jbe ﬂe&%ﬂ%w%ﬁ@qwdqrrgﬁwpa Fdsptto secure the
container. 12. The device as set forth in claim11,

copfpinesilf. YsteptS1lethetseanity fey ispleeryntedsad stred omtpe idewise 12. A
at | east one of a pressure sensor, |light sensor,

simial reetline thyy beimitated toe:ﬁmnahmmmﬁeﬁ'sl@t  Tihedcntiner 10 may be
secured automatically when passing in range of a reader 16, or a user may secure or

disarm specific chosen containers 10 at a time,

FIG. 9 illustrates a security-check process in accordance with an embodiment of ﬁe
present invention. At step 990, the reader 16 transmits a challenge to the container 10 in
question, At step 902, the device 12 of the container 10 generates a response using a
security key and an encryption code. At step 904, the response is sent from the device 12
to the reader 16. At step 906, the reader 16 also sends a challenge to the server 15. The
challenges to the server 15 and the device 12 may be transmitted substantiaily
simultaneously or at alternate points in time. The server 15 generates and sends a

response utilizing the security key and an encryption code to the reader 16 at steps 908
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sensor, conbustible gas sensor, ammoni a sensor, car bgrﬂnarch 2007’.

di oxi de sensor, fire sensor, snoke sensor, noise

m dity sensor, and digital canera.
: gevi?gngfswset forth in claiml, wherein the nigﬁ@ﬁ@ﬁml‘m

interpreting includes at |eagt one power source for

the device. 14. A nethod of electronically securing a
non-r adi o- frequency-si gnal -transparent container, the

met hod conprising the steps of: selecting a container

aliPO HE@sPctivély.S RO Sep 912 TheeRddr 116 BblenBiR 64 iTithOrcSltks&iire equal. If
wi t hi n the non-radi o-frequency-signal -transparent

m%%ep%h&%rm ng,i HlEA the Rt 90 rérhﬁﬁf bl S3BuRRY Alternatively, if

recerving Information between the electronic securing

. 0 : . »
P Herd e o QAL YR, ot G Betalf e foox sypat) g he container 10
transmitj.n eguest .to a, server, generating by the
has Qe wFodo SITARY foie Sreusng gad G TnERIBeeas, A Reejiifspeheck may be
response to recei pt of _the request, encrypting, by
perfrumsd pytematigglly asdhe eontaineryl Ojpagses i BREHPE 2 rasden keor a user may
uni que and encrypted security key to the electronic
initindeia secyrigeshedeat ay dipeshuingitrakspartt he
non-radi o-frequency-si gnal -transparent contai ner;
usi ng, by the electronic securing device, of the

Referripgerosntd FIGC Q04 Bdw skagnari vf a kalybration ad| filtdr gtocess for the door
uni que result; and storing, by the electronic securing

seflori 20ds ilhfstrhfed. WTistipel 0005tk doorldensol 29 iFREivited® sthde a current
forth in claim 14, wherein the step of selecting the

paRrd AliCevely BSURBS SAARALH bihaNSR8 HEm&RE hﬁg fe'i FEmented.
secure 1 ncludes the steps of selecting an intérnodal

. . i ot ahl
R sl L X80 B0 i RPlA: K iy 100, o
erei.n the sfep of select. th on-r adi o-

i G el iih, R Sy Gisaflee i 20 REropepoBdt hetween cach, are
i ncludes the step of selecting, by a reader, of the .
acriRulated i1 order i ealrulate p gican prosse palpe At ste HIOG: itrstapol 008, it is

secure. DALLAS2 1050942x162929- 00004 All ENDED SKEET
determined whether the door is open. The door is considered open if the mean value is
above an open threshold calculated in previous iterations at step 1012 below. If the door
is open, then the flow proceeds to step 1010, at which step the mean pressure value is
added to a slow low pass filter to get the value for the sensor without any pressure
attached (upper limit reference). If it is determined that the door is closed at step 1008,
then the flow proceeds to step 1012, at which open, close, and tamper thresholds are
calculated using the upper limit reference from step 1010 and the armed limit reference
from step 1020 and step 1024 (described below) from previous iterations. The open,
close, and tamper thresholds are used to determine if the door is opened or closed at step

1008 and 1022 so that, if either of the open or tamper thresholds is exceeded at step 1022,

it is concluded that a security breach has occurred.
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6 March 2007 EThe ..wetlish Patent Ofice PCT March 2007
ntemat i cnal Application PCT/ SE20031001463 25- 11- 200% Mare

wP0bdn27ie method as set forth in claim 14, V\@%&Fsi]ﬂgﬂosmouﬁa

the step of selecting the non-radio-
frequency-signal -transparent contai ner to secure
i ncl udes the steps of all ow F?g at | east one authori zed
party access to a software backbone; and sel ecting,
by the at |east one authorized party, of the
AveRp A0t iy 8GLBRRE WhaRG the HEADS %.iﬁ | i
secgre Vi althe software baﬁé?(g%ne.f?i‘g eg%rf%g%ﬁaeg%tate (e,
th | [ er ei he step of disposi,n
Rt e Bnisthef 16 bR ékn SBHREE b fenffen s Renof et e the door
n-radio-fregu - si gpal -transparent contai ner
s e S T sing) i o, AR ot forsfeldls From step 1012. 1 the
secur'in,g devi ce adj acent a door of the non
devicq 4235 e’lﬁ@éi’rc?’ﬂ%ilgiﬁaﬂetemﬁ phsiept LSnwhether theodevice 12 was
sensi ng pivoting of the door. 19. The nethod as set '
prewiously| aimetl.ai ihtliel devigte 2 iwas tob previ@plyodmutids thea i dd Gtéph 8020, an
el ect r_oni-c securing device wthin the container
arnyed| limiie sefefencesisapt todhe a@tent idgn plesh@e vhlue HOnS KBS 2006. At step
i nsi de the non-radio-frequency-signal -transparent
16220 tedsndtermadtd wheliter the Bu@ént D& VAthe"BR sgﬁé open or tamper
transmtting and receiving information includes Phe
Iiﬁfﬁt@. PIfGhe AREN VARG Fokh ¢ «%al%ﬁ Qggﬁ Adt %Qée@i"tﬁegéﬁeh %lf: i hne? liblts, then

t he non-radi o-frequencCy-si gnal -transpar near ne

AN L ' nadi o frapsm ssigp t ..
at st AL Wiin REfuielchnl §0 106 & SE@RATH 368 Aler’ Rr She armed linait
robd er%ueriﬁﬁesi nal -transparent container. 20. The nethod
Zentsy 1 fegpeanyabieiom step \0AG exseqds the open gt sampss ditritsnthen at
th t .| east one sensor inside the
St%ﬁﬂf%dﬁ & flstermiaet yrhethgm she conditior isc persistent. ailfidhe condition is
includes the step of securing a light sensor inside
perpgient he.s the conditiempeentsytonsigerly- or 2 6a0adentmee)) tiginae step 1028
21. The nethod as set forth in claim19, wherein the
the tagpenhlane tuset Gldrhibe 8ystdre asd/o0Rer HBNSREurity BedadR his Kecurred.
non-r adi o-frequency- si gnal -transparent contai ner
i ncludes the step of securing a notion sensor inside

ARtfongh embodisiedr of @eyieiinbinGiitba b A SRR YRRLCON! A ne!

22. The method as set forth in claim erein the

acSdriRnG ing IS GWiHg8 Ind B&cAed i ARt fof¥hbing Didled Description, it will be

understood that the present invention is not limited to the embodiment(s) disclosed, but is
capable of numerous rearrangements, modifications, and substitutions without departing

from the invention defined by the following claims.




i nside the non-radi o-frequency-signal -transparent
cont ai'ner i gcl _;, S edsh tetOﬁie ing a tenﬁz&‘a/tsfﬂgg):;;:;‘::
rs1§n-radi 0- f r equetTCH-SRIPRREA FRRGEI AL cont ai %,1%223)04
A device for determ ning whether a security breach of
a contai ner has occurred, the device conprising:
means for detecting pressuré3exerted by a door of the
container; neans for establishing a baseline pressure

1. vahdevicd foe noaiering e PORIBON f 2\iBh HE1iE Befkbnb RERhArankirdhi

contafritr,Ghd 8dvit oBRAsal ue from at |east two pressure .

d Qil@ﬁ& f(@ 138risin M !b%stfdiaé cgﬁcﬁh&l %@%ﬁﬁ%%%ﬂ%ﬁ@%hﬂﬁn&parent
contaafd¢ means for determ ning fromthe pressure thresho
andeah@ﬁ,r%éﬁmﬁ% oA GollR B 2 1e8CHYkAa BEEREN 10 2
locatidA Sufdfile Wi fifradid:frehlend %ﬁnﬁﬁﬂ%ﬁ at tc?:&r 11 :
. ) { 1 N FeSsurest shol d .,
dahis, i &d'ﬂe@{k%g a1Dfe%s nes(gcﬁ)g g %%H}E%n%’i@dlo'
frequitey 4 LRGN %b %rdtsdfner T e PX o the means for

tr:nq ST At 65 Bn s er e ?e@%?‘@"@ %5 Thﬂ?dt’(%_écg% s

east two,.sensed pressure val ues. 25. e devi
Sg{teaa%f Wt?rﬁre%%f]%agf@&\%%ﬁ%ﬁs?fie‘ﬂg‘%m far defining
a“g’re-éeé‘% Zoepns 10C ftprpretipg fsadeptedlo be disprerstinge the non-radio-

frequepeds SFESBHEdLOREmEn| ues, the wi ndow of acceptabl e
pressur.e val ues  DALLA521050942v 162929- 00004 AMENDED

2. srppfevirgas sohforthimclpanl, Wiergige 6 March 2007 PCT

| Heederice ispdaptedirapquntingeelative trls h8)-oREBEeQBL4G S gnal-transparent

contaiper befwespguregion ofiieiahleasy one deomgad tik agjacars wegionvaf] theeson-radio-

frequengpsiapleirangprsenit eomteideiur i ng shi pment of a cont ai ner
and that do not indicate a-security breach. 26. A
3. nibbddvicfasdetfonh ingaim Zevierdiicy breach of a _
niwe-adidént régienefahe Norstagivatiedus aBitinspSeif Rhi®ler cdhiftises a
verticaldelra dnd adipcens CrlatiRE agdeps of . placing a pressure
s & ivatioroweie @it nod-1allibFRdqHérRY-s(BRADSInsARE AoREREr B molifiting at
least A Yidrost tRe ddiREBMPFYesSh ARA arlobHAS REiEN hesf Bha M]Fcrent -cgannel.
noni toring the pressure sensor via a data unit “locate

4. Wrbdidvide® setvt Atiifn 7, GRLRREY -

the at least one sensed condition comprises a sensed pressure of the door against the
adjacent region of the non-radio-frequency-signal-transparent containers; and

the means for sensing comprises at least one pressure sensor adapted to extend between _
the door and the adjacent region of the non-radio-frequency-signal-transparent container.

o

5. The device as set forth in claim 4, wherein:
the non-radio-frequency-signal-transparent container door further inchudes a gasket; and
the sensed pressure comprises  pressure of the gasket against the pressure sensor.

6. The device as set forth in claim 1, wherein:
- the at least one sensed condition comprises a sensed light; and
the means for sensing cormprises a light sensor disposed inside the non-radio-frequency-
signal-transparent container.

7. The device as set forth in claim 1, wherein:
the at least one sensed condition comprises a sensed motion; and

the means for sensing comprises a motion sensor disposed inside the non-radio-
frequency-signal-transparent container.

8. The device as set forth in claim 1, wherein:
the at least one sensed condition comprises a sensed radioactivity and
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si gnal -transparent container, determning, by the da
Sh Ha cfficer tihe door has %iﬂarchZOOT_
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pressure sensor; comunicating, by the data unb .11 ok
result of the determ ning step to an antenna
i nteroperably connected to ghe data unit and | ocated
adj acent to and outside of the non-radio-
frequency-si gnal -transparent contai ner; and i :
- t r thesmeah fob Gensidlg cbiMBriskate ARGt &dﬂ&&*di%%hé?ﬁn?& b n¥f-radi
’ ﬁ-eqﬁeﬁcj_hignaqimp&@ggéﬂ%gn&g ep. 27?{tyrhe met hod of Ic+-% r%gﬁradm- ..
26, further conprising: receiving, by a reader, of the

9. | MR IRdeQS sdtTOM HNBaiANY GRBRIn tﬁﬁ%eaﬁ%%ﬁtgggt%n?\g%ﬁagan is
0 door o

dispds8@B@kvard® of M€ sdnd Hnﬁ%?ﬁ&i #OP i nﬁ%&éﬁride e non-radio-
S oni ca 9 secu
ﬁeql%gﬁ??%glo- ggegte{ﬁeg?@ﬁranspar ent container having a

seﬁw' .ge.therein, .the nethod co i sing.the .
10 ot epsde%?ce%g%% ?(fﬂ;hnlé‘ C?Fé‘gﬁg ﬁ’f"@'f’r ‘g}’?}&ﬁ’?ﬁﬁeﬁﬂ:’é’r Eegeving information.
regei ving infaqr i on ke en the, security device and
11'_ Cdc/?f’ 1°5 /8 Q] Hgﬂlg Oﬁ]l;gq, I’U\Qﬁer cpmpnsglg means for m_terfaciug at least one
Penpﬁ LFIRAF dosided i ot trdi- ermengyrsignab Hansharentnontaings |
2 Sﬁheegei ng a the non-radio-frequency-transparent
e WP as set forthoipiclaimld, whetels Shert irgsiranq peipheral sensor comprises
at leagiang of & Disstue BRorg lighspenses radioaptivity sshsay, inpemtvirsgenkazrymotion
SeRSOry Pof 3 gastsgnsop cErpnipfensarecarkiinglignideepnsazgfire stysor, smoke
SensoE, s seRser humidityrsensoarapd digitaf canteea. di sar mi ng key;
transmtting the encrypted disarmng key to a the
13. s dderdevipe aset foeth;in chiim 1 ywhérein theayiednb fordaterpréting iataNdes @t least one
powepfourdecforthedgyited di sarmi ng key; and storing, by the
security device, of the decrypted disarm ng key. 29.
14, Themehbl oflclastranialli esdubing 8 nén-AHAMD-B&uenhies: 'aﬂLﬁaHsﬁmfeh i
the mefhod ebapiidifetht bepsem- r adi o- fr equeﬁ%y-ﬂ%al% par ent Fmtaines,
(ofc] ' cofiARF tosReurkNe steps of: selecting, by a
" @afiing Al olbdRui MY d5id FNENGY add ABRPAARBy sianal.
contaﬁlgfa;?ai nger ; ) and determ ni n%ﬁi na?ﬁ%/%% er %qurc%?gng}]transparent
T SkREdiNEr s .he; non-radi p- .
oy S LR MM AL B D30l B e
s afs[@gﬁqé A A G g
* Qb 6t LerSel G
the request;
encrypling, by the server, of the security key; :
_ transmiiting the unique and encrypted security key to the electronic securing device
disposed t.mthm the non-radio-frequency-signal-transparent container;
using, by the electronic securing device, of the unique and encrypted security key to
calculate a unique result; and
storing, by the electronic securing device, of the unique result.

-

e fro . . . '
the server emahc%ly—umque security key in response to receipt of

15. The _method as set forth in claim 14, Wherein the step of selecting the non-radio-
frequency—mg_nal-transparent container to secure includes the steps of
selecting an intermodal container of the type having at least one pivotable door.

16.  The method as set forth in claim 14, wherein the step of selecting the non-radio-

&equen?y-si@al-transparent container to secure includes the step of selecting, by a reader, of the
non-radio-frequency-signal-transparent container to secure.
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contai ner. 31. Thecns £ h in clai PCAGSE2003/001463
wherein the step of selecting the non-radi o- 25.11.2004
frequency-transparent container conprises the steps
of : allowi ng authorized pargiges access to a software
backbone; and DALLAS21050942v162929- 00004 AMENDED
SHEET The Swedi sh Patent O fice 6 March 2007 POT
17, | ittermethodasaiet Dphlin claing bf) WREKRLSthe 200 F 684483 the non-radio-
frequessyidgd Gransparensainendtidr fosectry iviludes @ststpgorol t he

auflloatingzs db&plﬂdnb ia@horigdd gafte ac;éc% to a software lggkgfé_z%; ind

naeletil, by tieaf Lanns kinbsRa, o onlra&io- € ignal-
transgeabiitooAteinbewkBRECvia 8 sowaRitagkboRk, Checking a securTty

status of a previously electronically secured

18. NOMrASth&Qt 4s'sSOMAR &Y cThinA e RALRM thgg{ég]@.f Jgos g ng‘glte%ﬁe(c;%?c securing
r hest

devicWhBhEd the RoR B -FrbdneAE) Libful itinstbepll SR dndr ie Iidel the i of

p::iluﬂ%aljg% g&%ﬂc%ﬁé&?;g v1§1 gﬁa;‘ceﬁ 3. ‘?Jr?g%{’# gﬁn %ﬁ;@%- eglheélfy-signal-‘

Hansﬂéaécu?ﬁi%/ﬂa{}\gﬁce g? gé% c chﬁ out si de the

19, NAALad %_fret%u Cy=Si 4aI -htrar]spar_ent cont ai ner;
I T b B R e

of secymie Atléas 5T dysi pen;radio- qu’glppcé(r%@;al-transparent container; and
ol o

é
; ? epsguting prd yreciwag infarmation dnsdedes ge step
of sequping pllsest pue HirTelaivisdo thepopredie-fsaeancy-signal- traspasent
confaingrim ajosition gepnitwgyadio trapsupission tp wdocation owtsids of the npn-pidio-
frequepcy:s rgnsgpeR sentpiget. he server chal | enge;

transm tting, by the server, of the server response to
20. t fbe methodas setfertipiardaig Ohwhereintis stepeafisonaimgahelatiléust one sensor
insidedthe pereradissiemeesy-sigroil-warsperent confairien inchidey the step P SdtGEng a light
sensozimside the rvevadie-frequemopsignslrienesuiait cotaid@curi ty breach

is deened to have not occurred since the
21.  nhe methiod a8 set frehniay1dis ADSWEEIA th A6 6F sB&HinYaRe at least one sensor
insideghemdr-@ttoceduyncy gt ransparent container includes the step of securing a
motion sensor inside the non-radio-frequency-signal-transparent container.

22.  The method as set forth in claim 19, wherein the step of securing the at least one sensor
inside the non-radio-frequency-signal-transparent container includes the step of securing a
temperature sensor inside the non-radio-frequency-signal-transparent container.

23. A device for determining whether a security breach of a container has occurred, the
device cornprising:

means for detecting pressure exerted by a door of the container;

meauns for establishing a baseline pressure value, the baseline pressure value being related
to a calculated mean value from at least two pressure detections;

means for defining a pressure threshold; and

means for determining from the pressure threshold and the detected pressure whetber a
security breach has occurred.

24.  The device as set forth in claim 23, wherein the means for defining a pressure threshold
accumulates at least two sensed pressure values and calculates an average pressure value from
the at least two sensed pressure values.

25.  The device as set forth in claim 23, wherein the means for defining a pressure threshold
calenlates a window of acceptable pressure values, the window of acceptable pressure values
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33. A device for detern1n|ng mhether a security brea
of a non-radi o-f J&mA Jiryser appar ent cont ai néq‘"amh 2007
has occurred, the pztanaipfogieatpn freans f orPEAHSER003/001463
at | east one condltlon of the 25-11-2004
non-radi o-frequency-si gnal -transparent contai ner;
means for establishing a baggline value for the at
| east one sensed condition, the baseline condition
val ue being related to nornal fluctuations in the
- definingradiangeoof méssirh o alenthatale expfcrienped doying shipment of a contamer and that
dOH@IthGdthﬁamfgé]r@nh. container and its contents

experienced during transport; neans for defining a
26. seAsethodaidekitng Matwiy bRaassd ﬁbn-—lﬁﬁ@ﬂ?equ@ﬁcy—ﬂgnal—ﬁa arent
contativi aheninethod chipmRindide SRPSEE condi tion val uet hf eshol

a rlﬂadﬁgea ﬁ&ssh&%‘éﬁso@ BjacctEl mu&ﬂfiﬂéﬁﬂae? B REQr tik gon-radio-

J@ﬁgmﬂég.curre means for transnritting

frequé:
%’U@.ﬁﬁhg ﬁfé p&@slslﬁre ot ﬁa%lagtta iaﬁ Wi 587584 ~radio-frequency-

ocatl on o

s1gua[l9
i %ﬁfeﬁﬂﬁ%ﬁ %‘@& &ﬁér 2 Jeapﬁg % eg r}:h%t;tg é?? 555 g@%{'}gd based
rds sor
Hrica Ib glpjnng t
mtera?eredﬁ] tco.FX;‘%ngc? Fiﬁﬁband o%%i%@ﬂ:ﬁmo-
ﬁ'equ fey-Sfengl-gansp té’ﬁ% ! é| -tra parent container is of
:8 OI‘B%OH afiye kbihe corpBmnicating siape

d ice is ad ed for positioning adjacent to the door
27. g?é‘ M ﬁH’B ?i'r%@mé?é@?flﬁ edg byJ the door agai nst
t FRECHERS, b2 regder, ?f}@e iformation fronethe fgenrte; pud ¢l ai m 34,
@rding, i theasader fof thednfoamatiositp the servoase | i ne
pressure val ue includes at | east one pressure val ue
28. e wethedobdisarmingtanrlectbnictllycteowrad nosadtio-Reqihcy-@inspirent
containorhaving asefurity device thaiei te-netirisaipeising G s BE" . 36.
Theovitling meana foﬂmsﬁhﬁi@aﬂdrre@n&ﬂg’ﬂnﬁﬁmaﬁbﬁ b&iRken 16 Eéégh%ewce
and 2 lnpatien duisidd thenevddid-feqichey-Send Sdnsparntlidotanrof t he
neslectiag iathd HoR G0 MyenGérdNHanbardhs B8R CONt ai ner .
- DibisASEHD 2 A4k QBQ%]%VENDED SHEET The Swedi sh
PadpitinEX i (66 sveYPs i teBl Rk Rl
arnﬂ@féqﬁégftl o _ g kP = rb&ﬂﬁofthe
encrypting, by the server, of the disarming key;
transmitting the encrypted disarming key to a the security device ;
decrypting, by the security device, of the encrypted disarming key; and
storing, by the security device, of the decrypted disarming key,

29, The method as set forth in claim 28, wherein the step of selecting the non-radio-
frequency-transparent container comprises the steps of:
selecting, by a reader, of the non-radio-frequency-iransparent container; and
determining that further information relative to electronic securement of the non-radio~
frequency-transparent container is not needed.

30.  The method as set forth in claim 29, further comprising the step of dlsengagmg from
logging at least one condition sensed by the device of the disarmed non-radio-frequency-
transparent container.

31, The method as set forih in claim 28, wherein the step of selecting the non-radio-

frequency-transparent container comprises the steps of:
allowing authorized parties access to a software backbons; and
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set forth in cl iim SeedigihEate ¢ ngans for
transmitting i nfeEhes o out war d PCSK/SH2603/001463
pressure sensor and is adapted for positioni ng25ats20k:
t he door of the _
non- . radi o-f requency- si gnal str anspar ent contai ner. 38.
The device as set forth in claim33, wherein: the at
I eaf.t‘ .one sensed condition conprises a sensed |ight;
' arf e ,%x&hkea?ﬂ@ﬂe gbths prgodzshpartice o the iyl dis dresioency-transparent
contzpes yipctag soffyearg baakhengaon- r adi o- f r equency-
signal -transparent container. 39. The device as set
32. 1 o muethod ofich¢olinga:, seomriy sfatus of hpreafoublgabictrofiealzensed
secutg$ aen-radimirequepey-tasparestansatatherof the Bipe &idrain @ sdPRARSIVRE is
dispogechibiensip, Gsnpethakeonsprishigithestgargor  di sposed i nside the
nqueviding meahs for tremeniting GAd ecbk HpTRRIBMHonHR R h IR s device
and alibatide viside % MptradioitdiuéyslgdhDhARpaiiQbfiaRel;Ne Mean
f aranseintig) By @ rédee o b Q6iGURANNSE o t_héfseduﬁgﬁ&evf’dée of a
Preefictingy, 5¢ B8Wevick, F'(detBE RBPonsk MO ALY LA ﬁ%xfgepsor’
! enpahiwidy By BRWRMce, o ild Rice PEPSRE 1o R TOUGRE o
S QAR QhittirHTBP RcFoRRE 5P serf @ ROk 034 S sensor, fire
S%ﬁ&ﬁﬁﬁ_g?ﬂg serveL) oP4 se 'rg% 15 Yerseriid 1% ?’enS?L’
aREndni Fhe GAVES, 3f 1 \él etofg?er er; fng the
ottt i SRl o o
c 1 ) .
GReRD 6t eyl ospis 1 e vt xosmOns e Sl  gpourty broach s
v any 216t S06Yed i It pomra o g s AP RRoR contan vas
eectrl ni'(agﬁer?ﬁwg relative to sensed door m)vegrenti]I rreansEJI
[ , n the at | east one pivotabl e door an
33. g:és OSGES b ettegmﬁggn%whq & a!-ﬁ@ﬁ]l’ity breachpof a non-radio-frequency-signal-
ﬁanspw Gt pdytha devicasemprising: cont ai ner, for
c E3EIFIAG o¢ Inest prg enndition of theaopradionfimysency-signal-transparent
comapEtansni tting; means for interpreting sensed door
At @stab%éﬁeg abaselinererduesiof the at lehst ope ens&condition, the baseline
conditignsysbwdingrelated to hermabfluctaations fur the odeonsif #RPkon-radio-frequency-
signaltiyanspepant eonttainarand its eontemts ekperienced during transport;
means for defining a sensed condition value threshold;
means for determining from the sensed condition value threshold and the at least one
sensed condition whether a security breach has occurred;
means for transmitting information relative to the at least one sensed condition to a
location outside the non-radio-frequency-signal-iransparent container; and
wherein the means for determining is adapted to be disposed inside the non-radio-
frequency-signal-transparent container,

34.  The device as set forth in claim 33, wherein:

the non-radio-frequency-signal-transparent container is of the type having at least one
pivotable door; and

the device is adapted for positioning adjacent to the door for sensing the pressure exerted
by the door against the device.

35.  The device as set forth in claim 34, wherein the meaas for establishing a base line
pressure value includes at least one pressure value existing at the time of electronic sectrement
of the non-radio~frequency-signal-transparent container.

36.  The device as set forth in claim 35, further including means for transmitting the sensed
condition of the non-radio-frequency-si gnal-transparent container.
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wher ei n the npgRSsEeE—tianew-tti-ag i s di sposed -
relative to tleoTiBferiaona Avpraaendy- si gnal - 6 March 2007
transparent container for transm ssion of the PERSE2003/001463
door novenent to a location outside the 25-11-2604
non-radi o-frequencysi gnal -transparent container. 42. A
device for determning a seggrity condition of a
non-r adi o-frequency-si gnal -transparent contai ner and
its contents, the device conprising: neans for
detecting a condition of the non
37. r abheslevice ga evi Crttsingimin-36; wherpiartesweas HoetMemitiag thiirdtion is
dispaseshowwertly ofthepressure sasaiahd shidagedfd gsﬁﬁd}lﬁﬁg s@bidb tHeQor of the
non-sadiovfegqueiny-digmbrimpaeoiddintai®n val ue being related to
normal fluctuations in the condition of the
38. ndTherdatico af see Gdvia vl 3BakhdsiaNSparent  container and
ke m%EM&egégﬁ?bﬁ&ﬁ%&nﬁﬁﬁstﬁsﬂﬁl% aha TRANS T Of
' ¢ fhoit for def ot ' LT
signaf-frauBphiegt &ﬁﬁﬁﬂe}% onrﬁltﬁllﬁs%eé ﬁgling _an]_a t'he de {éig?lge n-Fadiotrequency-
condition, the security condition of the
39. NORelRHL0: j -t Lansparent contai ner;
e O e ottt
sroquil@i-oi A BalbRAUEAGHE T UNEL T AfIS Rae:
C 850942V 162929. 00004 AMENDED SHEET The

: Svedi,sh Pat e Lfice~p 6 March 2007 PCT | .
. IRl Bl 05%9 Pl {3 migrotthoqmaede Sponsinga condition ompriss
a* sjonq of CENYRIEDF PRIF et aioaptivity Sensen temprratiregsehwr, motion
H50%L § Coah 8% Benia; spagop ¢atbpp dissidersamtion fire sensor, smoke
Se0S0%, NOiSe SMSr: Byugidify sensan, ande digitalcemersi ner . 43. The devi ce
41 as sef %%r thin Clthai m 42, wherein the nmeans for
- détdsvice fgr moniteniag thewonditompf 4 sesradio-fregmsicyatighabiramsparent
contaigpref iy ype baving gt l¢asiyine pivitabler door,athk devidel colripyisiagnsor ,
t maepsifar sensing movement ofithieidoor; sensor, conbusti bl @ gas
smwrfglr zanswitiiag fforemtion pdative b ebinfud @6r £BOGANE 11 e
, SEwnus; disposadbetwsante b IO bEEPIFANSIO door M oA b i et AZR b the non-
radio-Geqhencydsighal AanspareRt eontainer, for communicating the information to the means
for transmitting;
means for interpreting sensed door movement;
wherein the means for interpreting is disposed inside th n-radio-frequency-signal-
transparent container; and P o ney-signl
wherein tl.ae means for transmlttmg is disposed relative to the non-radio-frequency-signal-
transparent container for transmission of the sensed door movement fo a location outside the
non-radio-frequency-signal-transparent container.

42. A device for determining a security condition of a non-radio- -signal-transp
container and its contents, the divice comtgﬁsing: ronndio-fequency-signd e
andite ?;;ta:s mf;)r detecting a condition of the non-radimﬁequency—signal—trans;rarent container

means for establishing a baseline condition value, the baseline condition value being
Ielatefl to normal fluctuations in the condition of the non-radio-frequency-signal-transparent
contamer and its contents experienced during transport;

means for defining a condition threshold;

_ means for determining, from the condition threshold and the detected condition, the

security condition of the non-radio-frequency-signal-transparent container;
_ means for transmitting information relative to the detected condition to a location outside
the non-radio-frequency-signal-transparent container; and
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and its content, the nmet hod corrprl sing the st PGETSE2003/001463
pl acing a sensor within the 25-11-2004

non-r adi o- f requency- si gnal -transparent contai ner and
nmeans, between at |east o door and an adj acent area

of the non:radio- frequencysi gnal -transparent

con ai ner for communi cati ngal nformati on to neans for
tr‘X BT G AR i amihRg s 1darsesio be dispascd intadestheinir-radio-
e’&%yafl ApFPaFFRE ¢RRtaRmEr adi o- frequency- si-gnal -

43 transpar ent contai ner; determ ning, by the data unit,
. v\ﬁ@ﬁ’fg?’lcﬁ ag gt fgrih ip climdi: wherein dlss memmg feralttRases ceidition
compriseRc éeasmwé aPrassrre sdnaer, ghtsembol yadidvetisigyseasor, temperature SEnsor,
motiqnysepinsi eombuatible pas sehwor, datraonimishsorpdarison B se%or% sensor,

smokg genspryinaise gensors huridity atrdoryend's sl cafde@SM t 1 Ng
i ncludi ng an antenna i nteroperably connected to the

- 44, dat methoiliof dstbatingaisel Beénditfn -

containef axdhits dontentsaihe ﬂm&pﬁé Ofﬁﬁﬂ?aﬂl& ite!ﬁl% y~81gna1 Uansparent
i A Lo g iy
containbs; fftUdrnadiRAhE %‘éﬁﬁb‘n ﬁfﬂ ;jf]l ? ]twycsdgﬂai-trﬁwamnt
jthia]]
0

t R n rel ative
transplafent B8y %ﬁs%‘??g ﬁ‘”??"é% R i e tery, yisjgual-

s ﬂ@tb!ﬁiubﬂ-ls:g)eﬁ Batgﬁmﬁ whether a fe?cgﬂgip%Pinan hag,epcurredbased prsensed

3..

g@@ﬁ! 1 gna
chan, Jﬁsﬁ eElﬁ Hﬁ% gtfep aci ng.a sensor inside
trmn;l AQR; jof f‘a‘f?é‘ sterototsaidineans for
coum fhn “'efw ?f ‘3} £omeeton irthe o uait, ialpaid ens for
contmﬁé n%r%?i‘&a% ed relaiye 1¢ Bonyrrdio-frequengyasigwd-transparent
cont 3#’?% on fog . deféttp Adpcrtiemeuttide te now ratiefisqienty-signal.-
?% trF O n noni tor| the sensor via a data unit
I %’é%t&nsmtm%h% nﬂ-fgauafmfrﬁle@wndbbmm&hcaﬁon step.,

45 fﬁr%%]espar e?i}q cont ai ner; ﬂ:’;)eadet erm ning, by the data
. thagndidgiseting assowity byeabh eieivonafadiolfequenty-digfal-transparent
contangﬁ,ctgp psthod semprisingithe stehaofje i n a condi ti on sensedankfyl/)
thieciRgnsmsor insidmttie nomtadigredqugndyrsistibandpaichi cofaifer and
betweenaas lgast aof dodremdet adjatont Bi@a 5f 0B nbrHRd- ﬁLe 1%92[1 n'agsnpa?glel:ns ,
container, fosennihinigating dhfumhn 36 s Eo BansitiBhLPET af’
quenitchg thetsendoh iadata usiti1boated vﬂﬂﬁﬂﬁ @ ﬁ engy-si
transparerivoatiiaed i Nng | nformati on, and | ocate acent tH gf%l
astosiihing0 by tHetaAYMY #EliRer BAHRP Beéach%ﬁﬂé‘h NSRS
on a changy i iaRehditiad sknsed by the sensor; oorila o echased
communicating, by the data unit, of a result of the determining ste
p to said means for
Egnsmltung ufcﬁfdmg an antenna interoperably cormected to the data unit, via said means for
mmmicating information, and located adjacent to and outside of th - -
signal-fransparent container; and ° ot fononmadio-fequency
transmitting, by the antenna, of information relative to the communicating step,

46. A device for monitoring the condition of and trackin,
a non-radio-fr -
transparent container, the device comprising: ¢ aeney-slgma
means for se; i i
contaite nsing at least one condition of the non-radio-frequency-signal-transparent
meauns for transmitting information relative to the non-radio fre i
z -lrequency-signal-transparent
container position and the at least one sensed condition to a location outside the ﬁn—radio—p
frequency-signal-transparent container;
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non-radi o- f requency-si gnal - transparent cont ai »gs1-2diR
devi ce conprising: means for sensing at |east one

condition of the 40
non-r adi o-frequency-si gnal -transparent contai ner;
means for transmtting information relative to the
' ndPeaps dlisposaddgivenc yit loag nad déar and pasdifdent SON6BAHE8En-radio-
frequeneyrsignehiransgarehicortainer, dat conmpuseNia g this:@Rgioh ke HRahs for
transipidigags i on out si de t he non-radi o-
fD m@m{aﬁ% ?Heraategfgms Bdns€PEYNAIHRG! and
ey iR AnH R4t AM R . i
frequency-signal-iransparent.confaingf)e sweai sr, pat ér?t EQ ?lfi%gle(? bﬂ/éardé%
2007 PCT Intemational A ppllcatjon PCT/ SE2003/ 001463
25-11-2004 40 neans, di sposed between at |east one
door and an adj acent area of the non-radio-
frequency-signal -transparent container, for
communi cating information to the neans for
transmtting, means for interpreting the at |east one
sensed condition; and wherein the neans for
interpreting is adapted to be di sposed inside the
non-radi o- frequency-signal -transparent container.
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