“11171211121121211212121212121212121212121212121212121211111 *159159* METHOD FOR DETECTHNG - -
ABNORMALI TIES I N A CRYPTOGRAPHI C Cl RCU T PROTECTED BY A LOE C,
AND Cl RCU T FOR | MPLEMENTI NG SAI D MET 5 The :ﬂm@ﬁmwmm ates to
a method and a circuit for detecting arfonalies in a cryptoglrsapg‘ rcuit

protected by differential |ogic. ' It is appl T'edﬂotabliy—Pe—Lhaii eld
of the protection of cryptography circuits against attacks by fault

injection. ! q ' ' be y-tR (=l r the
§§%§§S¥i 8];1;' %ﬁ%%f%@%ﬁ%%&%%@%%ﬁig PL tﬁ"&ég\eﬁﬁ‘%& irlbns of:
signature and 15si gnat ure WPLEMENTEWG SAID METHOQP: ogr aphy uses |

mat hemat i cal nethods that are secure, in the sense that in the current
state ofg published know edge there are no nethods of attack faster than

exhaustive attack corresponding to tr%i ng all possible keys. 20l n_general,
encryption met hdA§ inyRAopSelaiapiea realhediang 3 gicuit for detecting anomalies

in a cryptography circuit protected by differential logic.
It is applied notably to the field of the protection of cryptography
circuits against attacks by fault injection.

10 .

The aim of cryptography is notably to protect:

- either the secrecy of information by means of encryption and

its dual operation, decryption; .
. - or only its integrity, by the operations of signature and

15 signature verification.

Cryptography uses mathematical methods that are secure, in the
sense that in the current state of published knowledge there are no methods ‘
of attack faster than exhaustive attack corresponding to trying all possible
keys. '

20 In general, encryption methods involve complex calculations
necessary for systems security. This complexity does not pose any particular
problems to computers but it constitutes a drawback in the case of mass-
market devices not comprising high calculation power, in general controlled
by low-cost microprocessors. The consequences may then be of several

25 kinds, thus for example a bank card would take several minutes to sign a
transaction or a pay-per-view television digital decoder might not follow the
throughput of information involved. _

To alleviate this type of problem without increasing the price of
systems, it is customary to append an aid to the central unit controlling the

'30 device, in general in the form of a coprocessor dedicated to cryptography.

However, whether it is implemented by the central unit or by a
specialized coprocessor, the cryptography algorithm is in all cases
implemented by a physical, electronic device. Electronic devices exhibit

35 inevitable imperfections related to the inherent properties of the laws of
electricity. '
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15 Ana y3|s) wh|ch uses statlstlcal operations on numerous
measurements of electrical consumption, which are
performed during cryptography operations on random
messages and with a constant key to validate or invalidate an
assumption made on a limited part of the key;

20 - attacks of “template” type which in a first phase use a device
identical to the attacked device, except that this identical
device does not contain any secret, to construct consumption
models indexed by the value of a limited part of the key and in
a second phase use a few measurements of consumption of

25 the attacked device to determine the model whose measured
consumptions are the closest and thus determine the value of
this sub-key. '

Moreover, any electrical current flowing in a conductor engenders an
electromagnetic field, measurement of which can give rise to attacks identical

30 in principle to attacks pertaining to electrical consumption, notably by DPA.

Finally, so-called active attacks, or fault injection éttacks, disturb the
operation of systems so as to utilize the false results to retrieve the system’s
secrets. |
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20 to be extremely effective if the fault arrives at the penultimate or at the
antepenultimate round.

Fault injection attacks have, hitherto, and very paradoxically, been
considered to be expensive, and therefore accessible in practice solely to
financially strong suspicious organizations. It is now possible to order on the

25 Internet a decapsulation station and a turnkey tunable laser bench. It follows
from this that the likelihood of an attack by fault injection is considerably
increased. Thus, a cryptoprocessor implanted in an integrated circuit, for
example an FPGA, can only henceforth be considered secure if it
simultaneously implements countermeasures to observation attacks, notably

30 of DPA or EMA types, and attacks of fault injection type. Moreover, attacks
combining observation and faults have been proposed, like that described by
Bruno Robisson and Pascal Manet in their article “Differential Behavioral
Analysis”, in CHES, volume 4727 from LNCS, pages 413-426, Springer,

2007.
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I nvari ants. Anot her counterneasure consists in detecting fault
injection. In this case the user is alerted and can act to protect hinself,
by reinitializffigaimeofitheyayamnionois diekaply cto alleviale dhe, fprementiongthtion is
notably todedWwidiat e the aforementioned drawbacks. For this purpose the
subj ect of the ention is

r detecti I ng 15
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cells. An anomaly is detected by at least one non-consistent state arising
during the pre-charge phase or during the evaluation phase.

The circuit protected by differential logic is for example a cryptography

25 circuit.

' According to one aspect of the invention, a logic gate is used for the
detection of non-consistent states arising during the pre-charge phase, this
logic gate being an “OR” gate if the consistent state is (0,0) or an “AND” gate
if the consistent state is (1,1).

30 The logic gate used for the detection of non-consistent states arlsmg
during the evaluation phase may be an “XNOR” gate.

A multiplexer makes it possible for example to select the signal resulting
from the detection of non-consistent states, the output of the gate for
detecting non-consistent states in the pre-charge phase being selected

35 during the pre-charge phase and the output of the gate for detecting non-



"According to one aspect of the invention, a logic gate is used for the
detection of non-consistent states arising during the pre-charge phase,
this logic gate being an "OR' gate if the consistent _state is (0,0) or an
"AND' gate if the consistent state is @1, 1). 30The logic gate used for the .
detection of non-consistent states arising during the evaluation phase may
be an "XNOR' gate. A multiplexer makes it possible for exanple to sel ect
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of the |og ar.i aé) es..during the M charge or %5 eval uatl n_ phas es at the
noni t or ed lﬁ?&anSf ¢tRetion mofyle imp ementing the method as claimed in RS
the preceding claims and comprising means for testing the consistency
between the two components of the logic variables during the pre-charge or
15 evaluation phases at the monitored nodes of the circuit.
The circuit is for example a programmable circuit of FPGA type or else
a circuit of ASIC type. | -
At least one of the detection modules comprises, for example, means
for detecting the non-consistent states during the pre-charge phase on output
20 from the cells to be monitored.
At least one of the detection modules comprises, for example, means
for'detecting the non-consistent states during the evaluation phase on output
from the cells to be monitored. ,
The outputs of the detection modules may be collected by chaining, the
25 results being centralized on at least one equipotential by way of “OR” gates.
The output of each detection chain may be connected to a flip-flop
triggered by the clock signal and generating a global output taking the value
1 when at least one non-consistent state is detected by one of the detection
modules of the chain.
30 By way of example, at least part of the circuit detection modules may
be organized as a tree, the last detection module generating a global signal
indicating whether at least one non-consistent state has been detected at
one of the circuit nodes monitored by said modules.
The pairs of components to be monitored can, for example, be grouped
35 together by vectors, the detection modules being composed of two multiplier-
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Other characteristics and advantages of the invention will be apparent
with the aid of the description which follows, given by way of nonlimiting
illustration, offered with regard to the appended drawings among which:

20 - Figure 1 represents an “AND” gate in differential logic;
- - Figure 2 illustrates the phases of a calculation step in
differential logic;
- Figure 3 illustrates the operating principle of the detection of
anomalies relying on an architecture protected by differential
25 logic; '
- Figure 4 presents an exemplary circuit using the method for
detecting anomalies; .
- Figure 5 presents a first exemplary chaln for detecting
anomalies;
30 - Figure 6 presents a second exemplary chain for detecting
anomalies;
- Figure 7 presents an exemplary tree structure for the
detection of anomalies;
- Figure 8 presents an exemplary use of the method in a circuit
35 ' using multiplication-accumulation blocks. '



“10 - The invention notably has the advantage of relying on the
characteristics of the circuits protected by virtue of a counterneasure
based on differential logic, initially_designed to conbat attacks by
observation of hidden channels so as té detect other types of attacks or

di sturbances. 15 O her characteristics and advantages of the
I nvention wll be apparent with the aid of the description which follows,
given by way of nonlimting illustration, offered with regard to the

appended dr avvi ngs anmong whi ch: 20Figure 1 represents an "AND' gate in
differenti al | k n ste
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mul ti pl i cachangeatogieyl én iaddiivrodksthe duality of the calculation networks, a
' differential-logic calculation is performed as claimed in two distinct phases: a
10 pre-chargé phase and an evaluation phase.-
The data are represented in dual rail, each logic variable a being
formed of a pair of signals (a;, as) coded in the following manner:
- (0, 0) for the quiescent state during the pre-charge phase: the
value of a is not defined, it is denoted Q;
15 - (1, 0) is an active state during the evaluation phase where a =
1; '
- (0, 1) is the other active state d'uring the evaluation phase
where a = 0.

20 A logic gate H has two inputs a and b and an output s is physically
represented by two gates 1, 2 having respectively the logic functions T (ay, by)
and F(ay, by) such that:

st= T(a, by (1)
25 _ st= F(ar, by) (2)

The “true” logic network corresponds to the function T which delivers

the signal s;. The “false” dual logic network corresponds to the function F

which delivers the dual signal s;. Figure 1 illustrates the “AND” gate where

30 the “true” network carrying out the function T receives the two non-

complemented inputs a and b;. The: dual “OR” function carries out the
function F. For a vector of variables x the following relations are satisfied:

T(x) = H(x) (3)
F(x) = Hix) (4)

35



7 Figure 1 presents an "AND' gate 1, 2 in WDDL | ogic (Wave Dynam c
Differential -Logic) as an exenplary |IIustrat|on of the principle of
differential logic. The latter is conposed of two dual logic networks 1, 2,
operating under 5 conplenmentary | ogic. 8The exanple of WDDL |ogic is used in
t he subsequent description, but the principle of the invention applies to
other types of differential |ogic, such as for exanple MDPL |ogic (Masked
Dual -rail Pre-charge Logic). In addition to the duality of the cal cul ation
networks, a difFiyeeatd predents the phagesatofan cakupatiohostepdusing diffensatal n t wo
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Figure 3 illustrates the operating principle of the detection of
anomalies relying on an architecture protected by differential logic.
The differential logic dubbed dual rail is redundant by nature. Indeed,

15 a variable in the logic state involves a signal “True” whose value is
complementary to the signal “False” during evaluation and identical during
pre-charge. Consequently an anomaly may be detected when non-consistent
states arise, that is to say states which are not supposed to exist. For
example in WDDL logic, an anomaly is detected if a non-consistent state is

20 detected, that is to say: '

' - during the pre-charge phase the pair of dual signals is
different from the state (Q,, Q) = (0, 0);
- _during the evaluation phase the pair of signals is different
from the states (Qt, Q) = (0, 1) or (Q, Q¢) = (1, 0).

25 Moreover, a single fault in differential logic has a probability of 1/2 of
having an impact since the switch from dual-rail to single-rail logic is made by
considering only a single signal out of the two components of a variable.

In the case of multiple faults, the probosed detection mechanism might
not detect conjugate changes of state, such as for example (0, 1) which may

30 be transformed into (1, 0) during the evaluation phase. This typical case is
however very improbable since:

- the pre-charge state has a significant chance of being
affected,
- in the case of multiple faults, other variables may be altered

35 and detected,



"30 the "true" network carrying out the function T receives the two

non- conpl enmented i nputs at and bt. The dual -"OR" function carries out the
function F. For a vector of variables x the followi ng relations are
satisfied: T(x) = Hx)(3) F(x) = H(x)(g) 8 Figure 2 presents the
phases of a calculation step using differential |ogic, for exanple of the
WDDL type. This step conprises successive pre-charge 21 and eval uation 22
phases. Exanpl es of states of the input variables af, bf,af,bf and of the
correspondi ng out put weostaditazksStio et make St possibte ¢ol doppobit tivversion

pre-charge and eval uathgn rﬂﬁéﬁtyonl')%ﬁ\ LigMBENROE xAnpld UiaRxe pald/ dyhat the
nunber of transitions TS ?he sane, (eg_ln this |n§tance, on SW tchi ng
from the pre-charge pNigdatiaro of tsiog\rasitioning tiiady @sing vhedepmesaturas

~consunption is directkpye (/Glbca"’g{eeér fhe fldfughegber of transitions in elect ronic
pl consqutlon 10 i hus  bal anced..
f

L O S wanyis o Fioapos deehatas P Bioroputol Sobbieb b ahccs oo
rel yi ng onhavingracinetRahisirefop detetingnoyndliesf erential 1 ogi c. The
CLITerEnt el o BBl B belshnd SHRARN, Ao, 6 ol RSy 2 °
conpl ement auy the Ippicatiagitifion Rpesatiordumakes dlv possibienrio adetectidhei men- duri ng
Ot ot oo ari STSIRAFSERES 4 it SABPLYriPhetors TREH A £157 ARG WEPI! X,
exanpl €0j nchppe phasiec Thais, whendhe stategeOebi €80) Pr 41 ,ﬁgr&p@éaéitbﬁmtp@tt ate is
i gnal o 1 SO o S e L POy tkOe O during the o
oval bt i on phasth (e GRS raast Ay XNORIate; ahccabiig it Beanierseq . o
= (0, 1) oex¢lsive @ cpdratio®makes it possible to detect the non-consistent states

at the butput of the networks T 31 and F 32 during the evaluation phase.

15 Thus, when the states (0,0) or (1,1) appear, the output of the “XNOR” gate 33

equals 1. |

A multiplexer 35 thereafter makes it possible to select the output of the
“OR” gate 34 or of the “XNOR” gate 33. Said multiplexer is configured with an
input signal PRE/EVAL. For example, the following convention may be used:

20 - during the pre-charge phase, PRE/EVAL takes the value 0
' and the output of the “OR” gate 34 is transmitted as output
from the multiplexer 35; .

- during the evaluation phase, PRE/EVAL takes the value 1

and the output of the “XNOR” flip-flop 33 is transmitted as
25 output from the multiplexer 35;

Consequently, the FAULT signal available at the output of the
multiplexer 35 takes the value 1 when a non-consistent state is detected and
remains at O otherwise.

So as to simplify the implementation of the method, detection may

30 take place only during the evaluation phase, thus making it possible to
reduce the complexity by requiring only one “XNOR” gate. Detection may
also take place only during the pre-charge phase, thus making it possible to
reduce the complexity by requiring only one “OR” gate. In both cases, the
use of the multiplexer 35 is not required. The drawback of this reduction in

35 compiexity is that the chances of detecting an intrusion are reduced.



" 25Moreover, a'single fault in differential |ogic has a probability of 1/ 2

of having an inpact since the switch fromdual-rail to single-rail logic is
made by considering only a single signal out of the two conponents of a
vari abl e. In the case of nulti pI@fauIts, t he proposed detection

mechani sm m ght not detect conjugate changes of state, such as for exanple
(0, 1) which may 30 be transforned into (1, 0) during the eval uati on phase.
This typical case is however very inprobable since: the pre-charge state

has a significant chance of being affected, : in the case

of mul L1pl e { aukichno QIBLNATA P SARRY B8 oRIERRMAPRRYCAEIFE Bllrs O oS!

attacks do not 0SSi b I'nNversi on concom on both

si gnal s. Fﬂiheéadhﬂe@ctlantraekbebaw&rnenteduwwtmmdme@for‘pmpdulq@o@a@e@mrng tinme
by using t gy e of

B gure 3 | PrampRLR @ tifout oredd] dadrudte daifbdse b Rtwark 1 Jarer 0
nmechani §m acﬂet\u@t&eléﬁw %ﬁMPéCPQFél?hY circuit. The spy@éegrahy: sireyit eempiging

det ecti on &sifCinballesaid m%m@ﬂtéu F4r exbmpladinoan ASIE tipgiit at etsiiiri iaon
operation nakes |t 0SSi g?fgﬁg’%:{ ect the non-consistent states at the

out put of PIEATM ?g'r‘f“' Y®S during the pre- 10 charge phase. Thus,
when the stat esRatheI)tha(:nlax)m@rtM telgctioppuadylesiat tbatquiputodf each 4T’ gate

34 equal s é?te it is aIEBOIB era %Ireﬁﬂce;fﬁ%]%o éﬁf%fﬂ?’é kg Rut the

i nver se ex Ive or
non- cor§i sineplemsnitsaid mOQlH\%S §gle|buat e smglfmnt«mpragspfémeaqmunt 82s@tur i ng

the eval uagh iy Rigifeant” node of the circuit is a node that is situated at the output of

registers, such as D flip-flops 43, 45 for example, so as to be sure of the

stability of the signals monitored by the detection module. Thus, in the

example of Figure 4, the detection is performed at the output of a network of

15 cells T 41 and of a network of cells F 42. The detection module 47 is

positioned between two pairs of registers 43, 45 and 44, 46 composed of D

flip-flops. Each calculation phase then corresponds to a clock period. An

encryption circuit using differential logic comprises a large number of nodes.

The signal PRE/EVAL makes it possible to configure each module of the

20 circuit for fault detection during the pre-charge phase or the evaluation

phase. A FAULT signal at the output of each module 47 makes it possible to

know whether an anomaly, that is to say a non-consistent state, has been
detected at the level of each monitored node. -

25 Figure 5 presents an exemplary chain for detecting anomalies. As
described previously, detection modules may be placed in an encryption
circuit using a differential-logic architecture, doing so at the level of each of
the nodes to be monitored. One way of collecting the anomalies is to chain
the detectors together. This technique exhibits the benefit of having only one

30 equipotential 56 between the 'gétes where the detection is done and thus
facilitates the routing in the ASICs or FPGA. Thus the FAULT signals of the
detection modules 51, 52 are chained together using “OR” gates 53, 54.

The output signals of the detection modules are chained as far as a
flip-flop 55 collecting the global state of the system so as to enhance the

35 reliability of the global output signal GLOBAL_FAULT. Said signal takes the



"15 Thus, when'the states (0,0) or (1,1) appear, the output of the "XNCOR'
gate 33 equal s 1. A multiplexer 35 thereafter nmakes it possible to
sel ect the output of the "OR' gate 34 or of the "XNOR' gate 33. Said
mul tipl exer is configured with an |npu1( signal PRE/ EVAL. For exanple, the
foll owi ng convention may be used: 20during the pre-charge phase, PRE EVAL
takes the value 0 and the output of the "OR' gate 34 is transmtted as

output fromthe nultiplexer 35, - during the eval uation phase,

PRE/ EVAL te&lae 1 hié atakeast bnenfhulthkas tigemt defectdnk ByXNOR' off kthep-detaqticd3 i s
transmtte e mul tipl exer 35; * Consequently, the
FAULT si gn”@?'v%%’%% tf’{a% It

he “out put of the mul tila(gl exer 35 takes the value
1 when a non- colfst diraatoutthalethescirrin eaxhibitsaacritisabpatlh kmitingohreglebae. So as

to sinplify éﬁ%nb”@ﬂ)@é@rﬂfaﬁeoﬂr&fedeﬂe F&fé&@gr erlﬁéﬁhé’r}eWeﬁ%é R pl ace
only durln he eval uatlonlp% ase, USITB.II’] I t g@i to reduce the

conpl exPt yiNseredqdt i$ Pt eawe%ﬁw dat @/Isuret eney B tee pl ace
only duri ngetetioprddeshastasiophtircattadies tovktoeer thepesalt bifehé Qalcdation t he

conpl exity, by requirin one "OR' gate. In both cases, the use of the
mul ti pl exeP %l% ago %@&W%d The drawback of this reduction in 35

conplexity is that the chances of detecting an i ntru5| on are reduced. 10

Figure 4 presen f os. The
faul t detectlonk y be F‘éBqn"[’é)é%lécS)%? @ g I on rrd;eﬁéﬁmsd elllise for
exanpl d0at redyeectrrppiexiy. @M'@I&Bﬁ"‘gm %Hﬁ@@eﬁobﬁxémﬁlﬁ \KB?I@efEQItP"and of 5
a network Moty rr@ycvcsefémgméahytrcrésﬁéd to meqsfymga&r aRiNd 15¢ Fédlided

g?)gre)r: ﬁl ggB)fal ?)é”) %aste:eflcbgpl%&;ent e ttb%ge?ec?nﬁ of'non’ conS|s'et‘esrhtCst(a:I{ersCUI tor

. is valid only during the evaluation phase. So as to ignore the result of the
detection modules during the pre-charge phase, an “AND” gate 66 makes it
15 possible to take account of the result of the fault detection of each of the
detection modules of the chain only when the signal PRE/EVAL is at 1. The
FAULT signals of the detection modules 61, 62 are chained together using
“OR” gates 63, 64. The anomalies detected by the chained detection
modules are transmitted on an equipotential 67 as far as a flip-flop 65
20 collecting the global state of the system so as to enhance the reliability of the
global output signal GLOBAL_FAULT. Said signal takes the value 1 if at least

one fault has been detected at one of the nodes of the chain.
As claimed in the same principle, the detection modules may be
simplified so as t_d detect the non-consistent states solely during the
25 evaluation phase. In this case, “OR” gates are used in place of the “XNOR”
gates 61, 62 of Figure 6 and the signal PRE/EVAL used as input to the
“AND” gate 66 is replaced with the signal PRE/EVAL so as to take account of
the result of the global detection only during the evaluation phase, i.e. when
the signal PRE/EVAL takes the value 1. |
30 It is also possible to use two independent chains, one for detecting the
non-consistent states in the pre-charge phase and the other for detecting the
non-consistent states in the evaluation phase, this making it possible to

circumvent the use of multiplexers.




"Rat her than placing the detection nodules at the output of each dual gate,
it is also possible, in order to reduce the conplexity of the circuit, to
10 inplenment said nodules solely at the significant nodes of the circuit. A
so-called "significant” node of the cit%uit is a node that is situated at
the output of registers, such as D flip-flops 43, 45 for exanple, so as to
be sure of the stability of the signals nonitored by the detection nodule.
Thus, in the exanple of Figure 4, the detection is perfornmed at the output
of a network of Fifureel Ipgedentd ameExemplanyetreer #traftureefdrsthie datectibe afet ecti on

nodul e 47 } 0Sj. kL one L L Sqaf LSt.e 43, 4 44 46
conposed ota%BBf ﬁh%ég@oﬂ"s %Egﬁﬁgcg%ﬂggté otr?%pﬁgg%@hehaghdrtrheesf)ag?;éc}g'o?‘o a
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| arge nunb ' lof R '@{ﬁlﬁ' id | ; figure
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phase of t Redes 8f a4iiceH RiRtected Ry mifferentialjegic. J%et ﬂ@t‘?ﬁjgfp@@ Qﬁr'rse #* nodul e
47 makes | 919,0(?(551,b®§),t.0.,(IQI;QVQAWQKd'lﬁfonﬁBre’mBWMr}Ue bhdétdctioh mmedyles 71

non- consi st e

t state, ,has. been. detecte t the Level of each .nonifored
node. _o5F itas W aridioa it gt ey gt aR iR 8% as
descri bed fhreelevelsf gactefessid modesdihesresuly didhpldetectiambypreashcefyihe on
circul b ushififbdls! hefédrdtanshihiba 3 Gbdsildbank BPUBRCEBn Fhodligs lrevel of
each of the nodes to be nonitored. e way of collecting the anonalies is
to chai'd t whoget edtpyis atreg@len@elvemitr@nﬁau%ﬁrd daeaeitiidhibaskt pb detedion of
havi ng onl ygfifes393eUmtiraeR)td fst %t&ﬁbmar@éﬁ@awa&emﬂsgdammdefeect i on
i s done andoi)hgs facilitates the rpkjtlr;gqln thtg ASI Cs or FPGA, Thus the
FAULT si gnglobabdetectiony NBR-CRpaigiant states o5 the Lighinodss MORLLT|S: Ausi ng
! ER ggt\eSfI@SfJopBl% c?llle_cts The globalustate wiathe %stéh?sgedliedbimhm}méuthm are
chai ned as k. e global state of the system
so as to eﬁ%@#&@ff’ eS(EBPgﬁ?'%?{W%@%% %@g'a"obalg out put si gnal Y
GLOBAL_1BAULT. Sai d signal takes the 11 value 1 if at |east one fault has
been detected by; | I hai

P—‘ugﬁgté 8t3 rés'é‘ﬁtsd%hg%ﬁrﬁ@tag}’g% f thé gﬁ@ﬂg&g' |H|é '&ﬁc&uhgbtrhr?e ol obal

[f it turns out t e chaln ritic hlimtin

oper ati ng Fpsiplicationgecymytationeblogkecbyiesd, detestion May begsiEwplfieddy be 5

i nserted. bingSmuftipficaRdreasculiGRESA Motiks, egeidrally katled WACabReRy, fie t he
det ecti on does not, al lowthmttac er t8 recover,. t he

cal cul ati oRCYEWS} gtagﬁg}gafcgy Iplication and accumulation”. ThéSe' Hocﬂfs atrg Sor

20 example available in certain FPGA circuits. The input signals are in this case
made up by two pairs of words of N bits A = (A, Ay) and B = (B, By). A and B¢
are the duals of A; and B; and are therefore expressed in the following
manner as claimed in the two's complement representation of signed
integers: _

25 Ar==-A-1. o (5)

| Br=-Bi-1 (6)

The product AixB4, is calculated in the set of relative integers and must

correspond to the product (As + 1)x(Bf + 1). A single fault can thus be
30 detected if there is no correspondence between the two products.

In the case of multiple faults, cases may exist where the faults in A
and B compensate one another and give the same products but these cases
have very low probabilities of occurrence. Nonetheless, this integer
multiplication calculation based on an algebraic invariant ensures significant



"Figure 6 presents a second exenplary chain for detecting faults. To 10
reduce conplexity, a single chain may be used. For exanple, the detection
nodul es may be sinplified with respect éC)those of Figure 5 and be reduced
to an "XNOR' gate 61, 62. In this case t he detection of non-consi stent
states is valid only during the evaluation phase. So as to ignore the
result of the detection nodules during the pre-charge phase, an "AND' gate
66 makes it 15 possible to take account of the result of the fault

det ecti on oévezagh, ahdt thereforee coinstitutesi wine sffectiveh eouhtermeasuye vagainsthe

si gnal RE%EMAH fio@t 1. The FAULT signal's of the detection nodules 61, 62
are_chai ne g% er using "OR' gates 63, 64, The anonumlies. detected by the -
chai ned detecti 6f Wdﬂl%@”%ﬁ'%'et ﬁéﬁ@ﬁ??%ﬁﬂy aet SRlyQsnsiassthig 1@ndBr far as
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t he nodes ahdtevaluztiann A simple way of siatisfyirghthdse sanditigns isciopappenda '
d i h i

etection WUﬁ.W\}% %’ltﬁ {,e{?“%}dg%\ét@t ﬂ ﬁ?ﬁt e non- conS| st ent

states sol the eva ion I's case, "OR' gates are
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PRE/EVAL so as to take account of the result o etection only

dur i ng PheWevA O A PE# %ﬁ‘aé’\éh":h ig alsghapperHieda ﬂ\é{rorﬁR%PE\ﬁswat &ds T&e val ue
1. 30It issatad MASSibdek 82 talses hwanputds imste ermhat NsbitsoAetd whiateisect i ng

dor ect i ng. eRRSHE 8 JdicRier b %Hﬁ?'pfge %ntﬁgﬁgéﬁ%a@ﬂ n S O e ng 1 ¢
possi bl et alsoi appendedt a idve-onder bit equbt topll eXbe gesult?output by ddauofthe
presents ag, axemyl ééﬁéré ﬁﬁwp}tr%a"B&‘{éﬁné%%tdﬁf’thgﬁ&c?BEtv?élerPéauEgH%&lﬁs gy ndeed,

in order to accel éra detection no es nay be

st r uct ubed This diff ete@@e lsrnercewaﬁpln@ romaly s detectpd; &t Zake eomppIatondteise t he
detecti on ghndfirch@y %d%lb@%fo ééﬁi@@tebﬁwﬁéfhfe@'th’é?é i© Fa A &*ﬁot5TH@¢@§ul%f a
circuit protected b fferentl 8\1’ he states Ofﬁ Epo&alrs au),
(Qat, he ¢esgpar ’fé a3 thersd %V% 'Httte\ﬂ 23 {PUb o @eflind s 71
such as t heabamimttre kedidbiltyt bf tHeeoaiptit signiai. g‘[hee&g&aaﬁdtm_Tarmdtmnebyptbm tioned

at the lev . of ' each of
t he nodul e@*pl'@gq ﬁez’ﬁg'ggtaetfﬂ’&‘s rﬂf%pg@}ﬁ‘y e 8@{;@5 aﬁ@?a(l%%fﬁ | ol nodul es
72 10 v#ostheoconuerse aase.t hensel ves transnitted to a third bank of detection
nodules 73. Utimtely, a |ast detector 74 generates a result signal for
‘the gl obal detection of the non-consistent states on the eight nodes
nonitored. A flip-flop 75 collects the global state of the systemso as to

enhance the reliability of the GLOBAL_FAULT output signal. 15



"Figure 8 presents an exenplary use of the method in a circuit using

mul tiplication-accumul ati on bl ocks. I ndeed, detection nay be sinplified by
using mul tiplication-accunul ati on bl ocks, generally called MAC bl ocks, the
acronym standing for "nultiplication all accunul ation". These bl ocks are
for 20 exanple available in certain FPGA circuits. The input signals are in
this case made up by two pairs of words of N bits A= (At, Af) and B = (Bt,
Bf). Af and Bf are the duals of At a‘ﬂ&\&éand are therefore expressed in
the follow ng manner as clained in t "s conpl enent representation of
signed integers: 25Af = -At - 1(5) Bf = -Bt - 1(6) : The product

At xBt, i I inth | at e . : d
Che pr otuct (1A Adnghedsier HerscingandrBniRy e VB TR BY ShgBBlieR Ty (°
there i s no corloggpandewbichbptosesses hegic warabtetuewesented by lanpatieofcase of

~multiple fault , I\St f i (RF t
Phot hor and g1 v TBERENEEIH (o MR Aol 6k (1) Raftfing qi TBgReat © one
probabi lities ofuncliens manthe firgsroanmrenent ofisaid naiise gepeerNd NBIWRkt ¢fon

cal cul ation basgdal @lI&n(R @pBF#Ring iirﬁlVé‘érin?létm@rﬂéW a6gisi ORI the agdcont3
coverage, and therefore consti.t tei. an efrective counter- asurfe aI ai nst
faul t i ect i oncomponentyific,logic fctigns Raing garmad Pat tie SaC8 BAV WotelBnl y ¢ o
consi der Af 1 a(il Bf intalpesdharge pthasen(@Bf plabing the variatdesdsaa knowneover
t hat these vari a r.Zerq s r .t h ion
during both phagt%gé%pr)‘r i@-ﬁgﬁéﬁ')e{:gé’ﬁﬁgea\?‘% @’g |8b\%ﬁgéiér&ﬁ?%gt@y6%$§és§%)sfyi ng
-t hese condi ti onwhege tao cappéatvnais periormed by tthef cells, raid methodebeingr wor ds

At, Bt, Af and aﬁaracteéizgngPgH\étt\carp'é?\t%?aV{g.]is éﬁeé‘t'ég H??g-dleggf‘ohbrﬁénﬁl takes

as input a binary wor Its At t ich 1's appen ow order bit
equal to 1 and €OMsisten} stafevarisingrduing the mrechargs Ahase al syripgpbigded a

| ow- order bit egugtuatién phag'é]_e second MAC bl ock 82 takes as input a binary
word of N bits Af to which is appended a | oworder bit equal to 1 and a
binary word of n bits Bf to which is also appended a | oworder bit equal to
1. The resul t& ®bhepuethnd aactiaiofed lire cldimc ks cBaractrizedeinc trgidhedciiouitt aki ng

the diffference BeluBeR mAliffefdniitl fogic-a cryptography circuit.

3- The method as claimed in any one of the preceding claims,
characterized in that a logic gate is used for the detection of non-
consistent states arising during the pre-charge phase, this logic gate
being an “OR” gate if the consistent state is (0,0) or an “AND” gate if
the consistent state is (1,1).

4- The method as claimed in any one of the preceding claims,
characterized in that the logic gate used for the detection of non-
consistent states arising during the evaluation phase is an “XNOR”
gate.

5- The method' as claimed in ény one of the preceding claims,
characterized in that a multiplexer (35) makes it possible to select the
signal (FAULT) resulting from the detection of non-consistent states,

“the output of the gate for detecting non-consistent states in the pre-
charge phase (34) being selected during the pre-charge phase and
the output of ‘the gate for detecting non-consistent states in the



"15 This difference is zero when no anonaly is detected. A zero conparator
84 is consequently added so as to detect whether there is fault or not. The
result of the conparator 84 is thereafter transmtted as input to a
flip-flop 85 so as to enhance the reli1a§3ility of the output signal. The
signal FAULT output by the flip-flop remains at 1 when no anonmaly is
detected and takes the value O in .20 the converse case. 14 CLAIMS 1- A
met hod for detecting anonmalies in a circuit protected by differential |ogic
and whi ch pr oceesasatiaypbase(3Jdwing thprevaduation fhase, (e selettiawhpimgent s

(at, af), a fi rE%?tp(gge?e?)}(a%Bnﬁgﬁéﬂaggéymg%%%w. | ogi ¢ functions on the

first conponent pairs, dual cells (F) operating
in conplenentary |ogic on the second conponent, the logic functions being

carried out By paGikuRdrbtedted BY Id¥fdréntidl)logie vihiBh Précsysas 19§iesariaBids p! aci ng
the variables in a kng State on IncnggJTt\ toréhe cglls nd follo d,.@y an
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non-consi stent state arijsi ring,t re-charge S ri.ng the

eval uation phas@.ec%d ﬁ@?{@?ﬁ,ﬁé@aﬁiggﬁ rgf)n’g%erﬁﬁngl"gicﬁﬁff’?e@ﬁﬁ{a%?%q'iz g’@d in
that the circui thepsecast eamppnent, fee degic dundtipgiscbeivg achigh gl Py FERENCI rcui t .
3- The method agafl i dgnd iha B-cRBRIS hnbdE phIckYE SheabBleTtin & A of | zed

dftor t i on

inthat a logic gate IS use e detec non- consi stent states
arising during stae pndnpubiogibesalisand fallewed jivcap gvaluabipRphase wieregat e i f
the consistent sataaliculatior( i@ gBrfctmedinoy N telgatgid dirduitebeing ehatdrizidat e 1's

(1,1). 4- The nethod.as clainmed.in any one, of. the prec n | ai 178,
Sivarhcteri zed | ik e@pragy ot jEasd necBetestion o U8 437} GRefrrthg
non-consj st ent tHeamethad asictaimedrinranet dfetheviareoeding relgihessand sompriskgoR”
gate. 5- The ne | i J f | | el
characterized i Hﬁ%ﬁéﬁgaféﬁrgﬁﬁ?QQQ%QY%@%%WSEHﬁ?QE‘gggﬁm@’}%SQe teh((:_:‘t t he
signal (FAULT) logicvariaglesr dutingeth@epeazchangeodr myaluaion phases aAtathes, t he

out put of the galgitbrdd ASEESHE the dRGitCoNnsi stent states in the pre-charge
phase (34) being selected during the pre-charge phase and the output of the

gate for detecting non-consistent states in the 15 evaluation phase (33)
during the eval Takigituhaselaimée irs elants, achdractedzed i thedtl thd dincuit is a

configuration signal (PRE/EVAL). f= ircuit protected by differential
| ogi ¢ which pr oegﬁgﬁgﬁ"l‘ ?&"%‘}l PQEF@ Pype.
8- The circuit as claimed in claim 6, characterized in that the circuit is a
circuit of ASIC type.

9- . The circuit as claimed in any one of claims 6 to 8, characterized in that
at least one of the detection modules comprises means (34) for
detecting the non-consistent states during the pre-charge phase on
output from the cells to be monitored.

10-The circuit as claimed in any one of claims 6 to 9, characterized in that
“at least one of the detection modules comprises means (33) for
detecting the non-consistent states during the evaluation phase on
output from the cells to be monitored.

11-The circuit as claimed in any one of claimé 6 to 10, characterized in
that the outputs of the detection modules are collected by chaining,



"represented by a pair of conponents, a first network of cells (T) carrying
out logic functions on the first conponent of said pairs, a second network
of dual cells (F) operating in conple tary |l ogic on the second conponent,
the logic functions being carried out each pair of cells in a pre-charge
phase placing the variables in a known state on input to the cells and

foll owed by an eval uati on phase where a calculation is perfornmed by the
cells, said circuit being characterized in that it conprises at |east one
det ecti on nodul the egults hgingreaniralizednen mbi¢asy ane edquipotentiah(Sh&70wt he

precedi ng cl ai n@agrgg“@ﬁ:g{a}t%%@,\%??gbéﬂ ‘testing the consistency between

the two conponent f during the pre-charge or
eval uati on phases at the nonitored nodes of the circuit. 7- The circuit as

cl ai rrysfl_i]p E:D%ﬁ?@ci&hgraﬁfrﬁlﬁﬁé&% b{bihhﬁ,léﬁb@aﬁt@fiﬁé@}in keatatherQdpansebl e |
circuit o e. 8- circuit a ainpd in ¢claim aracterize
in that the ci - eath detectiop; chalp s gennagted ttR}ﬁen.ﬁ'PdioprﬁlQQSf?‘gBVﬁnﬁﬁ%‘?t“ai med in
Sny one of clda: sgnal (CLI8) andhgeaetai?gzaagldbal bbtplut GLOSAE! FoxIeL Df taking

et ecti on nodu r r Cti t. - t ent
states during tﬁge WQB cfh‘z'ﬁ%grggﬁé;%set 03129 rc])(tgf?' Bﬁg%feg‘tﬁnsﬁ‘é '%?F@?%Bgzd”%
nmoni't ored. 10- Théths detectiommodulasntdd, ba, 6hyodrad the cbaiins 6 to 9,
- characterized in that at | east one of the detection nodul es conprises neans

(33) for detecting the_non-consistent states duri ngq)t he eval uati on  phase on
out put from th&TEE| Gicuit A elajped tik @y, one of Clamsd 19 119, BAMRFIRERD | i zed on

i-tz !I_ﬁaSt_ one ?qmﬂcﬁtQ_@éﬁtafbatﬁ %ith@a?m{ dé@é’ctrbhtﬁ\@.ablaa_é@oﬁcﬁ?\izt@as @?1 '[64)f
-The circuit as _clai i characterized i a e output o
each detection ﬁ'ﬁﬁi mi’%ozﬂ’egﬁgdm@o%?tf q?ﬁgatfqrbpqchq@g@ﬁicgwr? 4 gck
signal (CLK) andlapahsigmial irglicatpgolwhéthentab least @neBAbnEsbkisient skatachashe val ue
1 wh t | t I : I

det ecti on modul BSS0 SERREEBELAL BEINS bRt AGdenBRi Gy BN fbalie. |

in any one of clains 6 to 10, characterized in that at |east part of the
ast det eot o moguTol o Sainedt MGt BPafirhs 8o ¥ Eharkbterizbd that Her at
| east one non- c HMsiPrEnef §P'%P8"ﬁ%§ e bR 8@[’@8@5@ & PREPEY tf’ﬂ%thgf\rl%uit _
nlod_es rrgni t or8 ed vﬁ&towm, mdtl, &), tﬁrl]éld&?:tiohrmu'dt:le?sbe]h@ionsmbdsedam‘ytme of

cl ai s to 8, characterized in t t airs of co nent s..t.0

noni tored are gﬂaﬂﬁ@@"'@&a&'{%@mﬁy jgét o?@ﬁ( ACATENG B{BJUQBf ﬂlﬁ?m'gaﬁg?'ecti on
nmodul es bei ng cacpamabktioh dpevatinris bgtiwesn-thecuattdrat(dg, Bi) 84 th8nedwmndyi ng out
mul tiplication- [\ AL i t he. _ on the
one hand and thgﬁ\ﬁ/g@? o\%tgi(%}%f(?‘gﬁf?bgﬁﬂtéhégﬁéﬁﬁglﬁd’h&;ﬁag%?gﬁér éég&gfo?&e%r a

| ow- order bit oPitvaf yalue HadasebrenparpRded d0carsh (i saiddveelersr the t he

di Lf teLence bet V\@ﬁ‘fér%ﬁ'& befwddr tef réshu?cstdﬁgggtﬂlﬁﬁé&éﬁorﬁ@bgmgciéléwtb%@d I(83)
an en proces zero conpar at or 0se ,ou akes e, val ue
zero when a nonfégngﬁgﬁgﬁﬁ %rt"&?gg‘?i e?eéferdc?’ﬁp?F?éobt(gchii‘Paﬁ Ytput
-eval uati on phase¢skesltheTh@luei 2er0i whers achanfwedsistent| stata ibddetebtadaint #d zed i n
t hat the out put Z r (84) of the detection nodules is
connected to a P?%'ﬁbgﬁfpg{%'?%@ a@%@s‘gener ate a stable output (FAULT), as
a result of the detection of non-consistent states.
15-The circuit as claimed in claim 14, characterized in that the output of

the zero comparator (84) of the detection modules is connected to a

flip-flop (85) so as to generate a stable output (FAULT ), as a result of

the detection of non-consistent states.



