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Aut hori zed Domai n. The invention further relates to a
system for generating an Authorized Domai n. Further,

t RENLO3pE%t i on rel ates to a conputer readabl e nmedipgTe2004/051226

havi ng stored thereon instructions for causing one or
nore processing units to execute the method according
to the invention. Recent devel opnents in content
disbriq dsvics & perserhsendsyibeized fomgain grefiteqtyfeer net and
renovabl e nmedia) make it nuch easier to exchange
content than ever before. The rapid adoption by
consuners shows that such technol ogies really address
their needs. A side effect is that they al so enable
easy illegal copying and distribution of content. The
content industry sees this latter devel opnent as a
threat to Tiednveniimselaests a nbthed effgoneating an dutbortzed/Bemaiy. The
t r n
o 1 B 3a Y SRR S e SBL AR el Ak
C tensian refpips it eomippierigadable éﬁf}dum@a\ﬂmﬁqr@i ¢rpaviRstragtionsefPs o
PERBhSbel o QloPerb?ocHs%ﬁé uhi 198k RCHE RSthb PackHBing RNhSE R entiohn e
first category is called Copy Protection (CP) systens.
CP systens have traditionally been the main focus for
consuner electronics (CE) devices, as this type of
content protection is thought to be apl .
i mpl ement eBeEHACHBR R © ﬁ‘g%‘(tj digriby °P§eeﬁff°g‘i%§F (i.e. the Internet and
| Rl atld thatin) \Makehlt mheh cadertteadchgpposainttat thanseerde forca gl rgsd

ac?o %10 etiygﬁnsé%gr 81}?1 ! %%@W%élggggélgﬁg&ﬁfggg (%eds. A side effect

p rsdha@ ey alpo @ylslt: easy fliogal papEBEg B OYstritatipeeficowens.) The Fongent industry

S @&9@& 15 GIADYmdnBasiaNONA tdméixegusﬁ@sy efBlefoRARSent Y dhrst A€
broadcast world, systens of this categ ocgéaﬂare

g @REAPT CPNIRTH BOFCHYT SRR it grewalg iniarid gaceSRme &Y s gstems only
WhioteBt th@cohlaﬁt 2 Ah R NREA! coM9ink,AviHild OMhed R a6 PRND nlng this DR get

as Di I\/Iana enment
OIS ST | PR et oDy PR Io] A R psvsems
i hive ma«ﬁﬁmn)t Bxdn the i) feaser kénvahna klectahive (GE) eddesn ab thytype of

congen %rot)ec%omls tﬁou&fi:tl%Ebe ct%\?é') ryklI%lFfém O[ecf cji}ld dgeg %Pt]hegd 1%1-%9&t13'na1

d nrﬁdmtlemwnld‘@v Pangept HrOJVld;eo o expaples aie me§30|n‘®nt|$@tamém&ﬁgﬁem
: g(ES?) ltﬁla r&gc}floﬁ Eﬁtefn%f bﬂqu{(%? Qfs&d £d DIep Qz?pr@i@étﬁn E}Qteglcfor IEEE

vi ces rieed to be able to di scover and "addr ess
tﬁ@“fcelﬁ@t’tloaﬁs present in the other devices in the

net wor k. Smeéoﬁ& S£RPS iAlibolvh hiddet &v&mqmgkem thYbrbHaBast world,

net wor ki ng m ddl ewar e. | es
A CBPROTYIATHEENe] ﬂ&%‘owﬁj ng}wef) %D@Easms hile in

(Pﬁi-E/II;tBBQ Obt10 Tt ];216 gdiemillg Rivoapt Dtgﬁtamgmommgdneaxm\mystems.
ADs) tries.to th serve
i nterests %fho?‘ﬁget‘@?flﬁf aé‘sbte dgff/\ﬁ‘g?s A W%% VIGER AP ln{gmo?ﬂeaed

obsitgdsemne kind pfmatvghk ®Fhnalogly (elaeEthernet, IEEE 1394 BlueTooth 802.11b,
802.11g, etc.). Although network technology allows the different devices to communicate,
this is not enough to allow devices to interoperate. To be able to do this, devices need to be
able to discover and address the functions present in the other devices in the network. Such
interoperability is provided by home networking middleware. Examples of home networking
middleware are Jini, HAVi, UPnP, AVC.



content consuners (that want unrestricted use of the
content). The basic principle is to have a controlled
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relatively freely as long as it does not cross the
border of the authorized domain. Typically, authorized

dBHBLE3Y92r e centered around the hone environnent ,palismoa/051226

referred to as home networks. O course, other
scenarios are al so possible. & user could for exanple

take a portable device for audio and/or video with a
limted anbuerfonespt of duthetired RpmpngiARshiiesiofipg psolyien to hoth

i Eew&hahﬁreat@t)ﬁthe wa&m Me@@tﬁﬁ%nt%ot&ﬂwbﬂ% B hﬂspaaathe

content stored on his E onal. audi o and/ or, vi
o SRR ShioaRITNE bt EApLHERI 50 R 00 ST i by Pgplegs to have
0 UdnBbikd nERR@RBonARHID viich bdntehﬁcaﬂb@ﬁ&d rebfivdlReclisR ﬂong as it

th d.d
PSS CRTBA o Rk M A, ML EF R
d eemtemlardund thh @ordoamairenmebt idlsaveferrér/to ankongt degvosks. %lourae, other
nt .
Zg‘{eﬁ%‘%%( 3%%&5&) A ngy&)'iﬂd(%@r e&%m%&gﬁky;ﬁor%le 1ce r a.l\l/del? e,md/or
VWidgawittes limifediamaury of. qqamemhe\lnn orpa tFip, 4nd ey if in hséleiﬁlrreom to
CRatL LRt adviiag Qm%al'cgntc%ﬁ' kehred bl§ﬁ§j% iaf@o aralfUr LidBSsystem at

Research, The Net herl ands, 02 conference
plgns: Exni tbwghﬁ‘é@@éabwvwmouf%@ the hpme potwpHk, Bisstrarghthe user’s

2 Q@orizdBdonS Inﬁﬁ@ﬁ@;‘a ah ﬁutﬁ%rizéd Dbhah (Ayah £5yeiin thah8llows access to
concept aut q’gr zed ns ttgl sone extent. One type

f
oFORRER d(o%@esé’b {ppFL bPW(‘? &Y §&¥fce based Authori zed
Donai ns ( ARg)a. m@(quﬁkxesmmfduetmi o thy sde@fian AutioriSedaDdnkdig bt.,
(Th Mul , %M ( Myt
£ aereﬁ?gfgexa n(% ﬁglg X’V J enVIGrtFéE E%% éb@ Lsém'% I@é&lf”e)Conént
Edfapgement paAatmrlsamea@rat Rhalips Qeffearah, The MptberlagdsOIBS 282 O
( QL @ﬁfub‘ﬁ@ﬁl%ﬁ a@e@%ﬁ@ﬁ%@aﬂi’ylé %te%@gﬁzO@Ppl icant. In
typi cal device based domain is fornmed b
speci fic s¥ariays Pfﬂ@?ﬁl&@%s“ @ﬁfdmeksﬁlte@ﬁhe cossphp! piporig F‘F‘in&to
sedmkiegevi ces of the domain is allowed to access,

use, etc. the content of that re.is t .
mode any dPB YR PEHoB ol B ks bAPE AGpodl Bomains

S eos) fExamsled dfsudhayitaessre S@nadﬂ{@h/o(amkmmh Midtimele), x@8ead AD
' d
tsy Btltl)?g?lf (l\lflzfstshuls’}gt%ﬁ kl}urﬁ}ern& % &’ dev1ce Qegéd Bb (i)v | glvcgdr1 & European

u p@ers applieation sirial rmn@@t 02@7689%(1&&@1'@@}4 dackeaPﬁﬂI\ULQZﬁ‘iStSébb' tbeiame
%&g fces. In this way, a user is not allowed to

exercise the rights that the user has obtained anyting

and anywheheyiiea! devise Based Alpw thegRmpipisformerl by a gregific peg of devices

Via§d doht8t. @nlf Fe8hifS sl QEERichao 'th‘é d&ﬁﬁln abiliewddQo AkEsS, SJSe Qﬂc Sthe
| egal l%/féfgqtr chased content. on nd' s. devi ce

t Ftet Sl e, JhrrE et mady AR fftwlos@?wsmrw& s g1 the Specifc
padtbidevicar and |imited set of devices forming the
g%_rn}ill 2288 4 AT %% o% Qeevwlé %ased XDngsQémesqg fhatkm%'(%yplcagy do not provide

the typical flexibility that a user wants or need, since users are restricted to a particular and

limited set of devices. In this way, a user is not allowed to exercise the rights that the user has
obtained anytime and anywhere he chooses. For example, if a user is visiting a friend’s house
he is not able to access his legally purchased content on the friend’s devices as these devices
would not typically be part of the particular and limited set of devices forming the domain

comprising the user’s content.



3 Anot her type of previous solutions are person based
Aut hori zed Domai ns, where the domain is based on

woensmnes79 nst ead of devices as was the case foPCUERI00€051226
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based ADs. An exanple of such a systemis e.g.
descri bed in European patent application serial nunber

OPBNRBOR6/ (attorney docket PHNLO21063) by the sa®s2004/051226

applicant in which content is coupled to persons which
then are grouped into a domainl. In a typical person

based AD access to content bound to that AD is allowed
by only a Apédsi typeolpmyious selutiens asenersoh basebputhorized Demains,
Ughagind Bé(ma%Qﬁl%ée&‘Gﬁ gégs%ﬂé afead B@J&Q& RA3Me AUE B Hév?& Based

Donmal ns typi cal fer easier domai n managenen

c ORpdyegahrie @fév?f@éyaag & &%crl%w&wapean@é%@ﬁplwa%dmﬂ
S WFhRAB07 B0 (RoR8y SQRRet PABNDL 106D Y t1e Rarkd¥plicahtSn Maich content
al ways conveni ent referred b&/ users. Further, a
v}5§P‘fpbeF 9 P)er?%‘?’h‘ﬂbtﬁ%“ %a%m'ﬁﬁﬁtmotao °@%ass your content.
As he doesmramjpldaapee;oﬁbasecrsb Acceqd tdl@wicatcbofuat to tHavAD dhoatiawedl by
i S na imto access ent.
oertF ey BT & pRBe ol R e e TR SalA b hse Pl
dnthonzed Bohanstmpitilly offercess dohain maragemend panenated findeyigebased
Weltor. Therefore there is a need for a hybrid person
and devi ce based authorized donain having the
i ndi vi dual Hevgvempaaige dased syslgnregyiereisen ientifigatign whish is@et
ofalw‘éﬁ%oﬂn@iﬁ@xﬁ‘i)f ﬁl@feﬁ&l B RM5. Gertr, AR IsHA o d6il hedd ﬁmﬂﬂla&gss
system f or grow di ng an Aut hor'i. zed %E{a n stru ULE i
YR B ﬁdcﬁéfl%‘ﬁ‘@ ARORIB P Yicedor O IR R GHBRosSIte for him
otu REs dostelitOnt HOON bélreRrretEit B itesin theSipht Beloririo\t thg dérhkn could
nment | gned sh rt 9 hemgt of prior art. A further

oB‘]‘aEI&acoei‘? of onbafrb?fm i%"TR"a sinple, flexible and
ef fici ent Tmefordthesds mpdafot shybadpﬂgm@nﬁéw’s:,e basedauthorized

aghi &Y mgnle@nmatﬁpgdvsr@%gs &Qgcil@;%%% ;il ng system

generati ori zed Domal n t he net hod
conprising the steps of selecting a domain identifier
uni quely identifying the Authorized Domai n, binding at
| east one user to the domain |dent|f|ﬁllo13 and bi nd|

at | east ohi ap&vipg el heinyloygREAVIde  qE Ires ﬂ}ﬁ‘mg%ystem
t e pRPMIng Eﬁ Aummmz@d aﬁmuﬁ‘@tercmea‘baﬁi@\on o6tk pa‘ﬁtﬂls andrienibar Aof
person at aut hor to acc |tem of

s gc{d%log‘%]tohgql |lszt8 g Oﬁgiﬁﬁfnﬁ ‘ie-%“ldé%syem Sgﬁléqgrlr% a%ove enttlf) 1ci ent
wehortadmiggs @ fipion grt.cke furtbe Dbjaet ds tp erosidathistina ampMexéale and efficient
o %}ﬁl ned. Further, a hybri d device and person based

AU

orized Domain is provided. In this way, access is
enabl ed t oThesacabiecisramong ethere kreashieyad bt moter @wheirespprding

USystem® ?&E@ﬁﬂg‘ﬂ A@ltl%ﬁi’éd%nﬁint(hg? tRYmeRH chMpriehetutastepd dt€

content 1temand the user is I'inked the sane donain or
§elect1ng a domain identifier uniquely identifying the Authorized Domain, binding at least
one user to the domain identifier, and binding at least one device to the domain identifier, and
thereby obtaining a number of devices and a number of persons that is authorized to access a
content item of said Authorized Domain.

Hereby, a simple and efficient way of grouping devices and persons to an AD

is obtained. Further, a hybrid device and person based Authorized Domain is provided. In
this way, access is enabled to a content item of an authorized domain by a user operating a

device either by verifying that the content item and the user is linked the same domain or by

verifying that the device and the content item is linked to the same domain. Thereby,



verifying that the device and the content itemis
linked to the sane donmai n. Thereby, PHNLO30926
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users when accessing content in an authorized donain
is obtained while security of the content is stil

mBHNL.@d0AZd. This is further done in a sinple, sSeqyms2004/051226
and reliable way. In one enbodi nent, the nethod

further conprises the step of 4binding at | east one
content itemto the Authorized Domain given by the
derhaiaed flelétility frene orinpreysers asortbeseing contepidn &t ahogsed domain is
b Rgthfdvifik sécﬁl‘?@ bf BOEonREE sthOndifEndioMRE B rirfeNdohd in@fsimple,
conprises. obtaining or generating a Domain Users List

( B9y aRIRAPlesT®g t he domain identifier and a unique

i denti fi ernfoRé erfoodmRht, the ﬁfe&b&fu@tﬁéﬂcﬁﬁ@@eithﬁteﬁdﬂ Bintiag it least
is bound to n a%d/or t he step of

t he Aut ho
bPRORGAE™ (LhE t‘\utg?féze@@%%’é gltvgla‘m%ae SHHE e BNt i £ i er
con'pr I ses: Inoht anlmdifrgnome gemefibatdinggt RasDomrasa By daed

I bdérrl]t{f%{; c::%lrpn?e(s) ro%’gm g, or gencltd:ng aglgom%ﬁ #Jg 1S ﬁﬁ??ﬁcf&bﬁ}iﬁng the

d derhaieidersifiorand d uiquetificatifie feriarser [therebn éefe&msé@i fire Ater IStbhléld to
S tent

SR P 500l AT L Bty it
i cepnrises: ebtaikjeg ormpRgFALing RenEn Davieps LisbeonpyigAg the ompain ideptifier
t Gndh ML ideRiRAF ddvie tlﬂéﬁﬁ&lﬁhﬁlg %aﬂﬂ@@évﬂ:e 1saiaﬁﬂdQ6 th'e domain.

bi nding a content itemto a
Devi ce Ri gion empdimeat the sigp 8&‘?‘%"@ abglf’fg 8“et°8nt?’|’i gem the
Aututhefided Bdelﬁl(mD)rbombﬂse@ne enbodi nent, the step of
?XI) ?Tg: %at l e SI};[ 1te01{11 ?Qoalctgsg Btawlj‘:cl:eol’en ialdoLtJ Selh}?léél'il% ];]O%I’IA tZB%%ser
Ri ght ,bowltiap ﬂlesﬁsalthdrliadrmmamﬁnght is bound to t he
Aut hor

ﬂl@% K eﬁ%llt ﬂﬁm ona @&Ece %@P @)h@i% Q&ld E\h& ﬂrﬁﬁ fs. b&n@h& a

or the mai n ts conpri ses

ri ght Siedaﬁtla)un@prﬂ@s%ﬂtqﬂﬁﬁlwa@h ri ght s exists in

rel ation tg dhb&ndinlcaR b s%@@fmmg%meas't biRIBoReH fgh tand he
User ht or the. Device ght or the Domain Rights.
Iﬁu@ﬁ’ézegpﬂ@alpﬁ%tﬁlfnsest he nmethod further conprises the

st ep Minda@hatcotbit iithi tCDaBn Rightawliry @l amireRiphtiid md to the
bound t o theaDAut hori zed Domain by a given device being
operat Afen user, the step conprising: -
checking i fn omhemlgndmwnt ﬂ@élseriIGfglbwthtvmcetﬂi@lt gretheeDomain Rights

Aﬁérgﬁ{sészr%ﬁ%s Q%Epkp{és 1}# \Elgcl‘xglji é%:%)sﬂg i nlgﬁon b et lgefastnogw content
Aiferh @wné et s Rrghmar thefRevigp Right @ dretRomain Itléfm

In one embodiment, the method further comprises the step of controlling

access to a given content item bound to the Authorized Domain by a given device being
operated by a given user, the step comprising:
- checking if the given user is bound to the same Authorized Domain as the given
content item, or
- checking if the given device is bound to the same Authorized Domain as the given
content item,
and allowing access for the given user via the given device and/or other

devices to the content item if the given user is bound to the same Authorized Domain,



and al |l ow ng access for the given user via the given
devi ce and/or other devices to the content itemif the

wqizesmiesser i s bound to the sane Aut hori zed PCT/IB2004/051226
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Dormai n, PHNL030926 PCT/ |1 B2004/ 051226 5 or al |l owi ng
access for the given user and/or other users via the

gPHRmOXeYs ce to the content itemif the given dew®&as2004/051226

is part of the same Authorized Donmain. In one

enbodi nment, the nethod furthers conprises the step of
controlling access to a given content item being

bound t o t ¢rellgwinhancess & thomiven nsenand/ohethsryeeravighie giyen device to

c %tcglﬂént hde flefhvih devlﬁ‘)é 1sabag|o‘i’§1@ sﬂﬁzVAlﬁtﬁer@ﬁlﬂlaﬁp erated
by a given user conpri king i f the Domajn

Devi ces Li %kon%fmlt%@l%fhﬁ aﬁh%alﬂb?sﬁarpwlseﬁhep%t%égmsrﬁﬂmg

| g&:@is itd 4 @VenQbntbdd ﬁelﬂ,lb\éﬁg b&ﬁi\i ke Atth@z8DYordie addl Hﬁﬁng & unique
gi ven device is chqﬂ{r’}e to t g‘f sanme Aut hori zed

DO Corah B OPRieH B SYTBERT AP A Ehe

Domai rehédkiig ifltheSonin Dévece ALk d uhemﬂqomnﬂmmamcmmpmsssm an
Igld\elgtnl él gﬁ |O£th6 %we dAe¥1%Q, t}l\,?re% che elr el? ?flao %{\]fgc%zv%o 1sI bou&dhcg the

t he commeAtthorizedPomain aﬂihmdntm itep, adoess to the g | Vv e n
conte edk¥n r@t?é/ D%ntfb?n Qée}[ﬁfgt (ﬁﬂ}@ /ﬁl@no;lgerd Iﬁﬂﬁml{:%ﬁlf)rléeg arf B&tifier

gl ven evi e I S ound to same Aut hori zed Domal n as
t he conthsmgiven v@nﬁhyebyrr@ecés@@efstbfe@venmﬁsdqound ta e §gipgyguthorized

accesspdntid PehebMERtERNt €Nt i tem by any device
i ncl udi n%l,lthe gi ven device for_ the given user_if the

gi ven 04 alowing a5ersig et en sondenhitermnby o YA SR, VS I the

t he cofegnbvideliChouleionlig sat€ RtHatked DomaNes tendramhiTRM being

t he st ep.. ! of. c&ntrol ling access of a given content item
furt heéF*eShiP¥%s: - checking that the User Right for

t he -gi allewing awts it the giewm epeiittn &y atyhigvicd dudjngtbagiveetevice for

h as t Wﬁ? %{/eglrﬁgertlﬁhea%&eﬁ%g‘er Esl'i)%urgi tg ﬁl@ séﬁ?en&ﬁﬂunzédt I%Ea‘%{‘g t e
a

W ng acce he given content 1temin t
aff| r neententdtem ppingypreesgadhodi ment, every content itemi s

encrypted gngle Erﬂ@dmﬁen{: HRLRPbLF Johﬁﬁl‘ing' aSceRV#RGivbOcRARE N tem
content itemand to a User Right or a Device R|ghts or

a TERECRPECht s, and that the content right of a given
c ont-endhedking MRaCBEDEdr RQHt DAthE @EEry@hietritel Becffias that the given user
Oect IRLIE % Bl S90Sl T bl S0 028, PRy
i n a Donmntitetidreths affendtivd.i cat e, and/ or
In one embodiment, every content item is encrypted and that a content right is
bound to each content item and to a User Right or a Device Rights or a Domain Rights, and
that the content right of a given content item comprises an decryption key for decrypting the
given content item.
In one embodiment,
- the Domain Users List is implemented as or included in a Domain Users Certificate,
and/or
- the Domain Devices List is implemented as or included in a Domain Devices
Certificate, and/or
- the User Right is implemented as or included in a User Right Certificate, and/or
- the Device Right is implemented as or included in a Device Right Certificate, and/or
- the Domain Rights is implemented/included in a Domain Rights Certificate.



- the Domain Devices List is inplenented as or
i ncluded in a Domain Devices Certificate, and/or - the

waiers/oRght is i npl emented as or included i n aPUSAB2004/051226
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Right Certificate, and/or - the Device Right is

i mpl emented as or included in a Device Right

CEHNLO3I0®24 e, and/or - the Donmain Rights is PCT/IB2004/051226
i mpl enented/included in a Domain Rights

Certificate. PHNLO30926 PCT/ | B2004/ 051226 6

Advant ageous enbodi nents of the system according to

t he presentidyaniagaes embogimentsefthewyefen geooriingdeithe regenhigvention

de3cbfifag ch thdsufl@latthd deécﬁbédrh@ dété}ﬂ h @y f&%wni@"?he%@&hn@?ﬁ@&s
system correspond embodi nents of t

of h
aﬁbﬁteﬁ’sﬁ?geﬁpﬂ@ g H}%@mawaﬁ%% @g n?esw @P@%%%Swﬁﬁﬁ@ges for the
Femtdhersenst he 1 nvention al so rel ates to a conput er
r eadabl e di,.um havi stored ther t.ruct
st ng. onEsaE e meriPh Ak ity e pe e B Fagne
rrenbim the®oE mswhcm@s ’(fcﬁ) ciukigg piieas @fdte provessiniziugits. to Heesethamethod

ot I orrdnag(p%c Se n{m | nvention wll be apparent from

afd efc 60 W th reference to the illustrative
enbodl ments shown in the drawings, in which: Figure 1
schematically illustrates binding of persons, devices,
user rights, and content in an authorized domain (AD)
accor di ng Thsse 1 operaseasts of the Ewertign wilFegapasenptrom and elucidated
S Gie e td the iithdirdiBfeleAbESMBINHbWRinAhe RAFBRNS whidayi Cces,

user rights and content in an authorized doma
accordi ng t'8™&A S‘ﬁF’P@I"F‘I‘i&i It RErSP df’Yf&eS’dPéég%ﬁs and

| Botfddt in@A autﬁtbr@bﬁ ®mAina e sRbdiRa kd e predetiiShveatiod; t he

:l gonerrglt ?] 8{; ighre &r}lal%lg}:fcala? lus%?tfi%?c}mgr_of%earts%s Stile)\l/?@s u%er rlgRts and
i chmimxt inan esthaizeddoaraiml (APY adcprding itedn)altekastive smbadgnant of thgfpresent
. container, a content right (CR) and a user

r|g t certlflcate (U 1) according to the enbodi ment of
t he presentigimysshemngisalbhiiydrate thepleggpta ofiz DamaiyPevicgpCertificate

| (bvef dnd bESD&Ri £ YRRt R fiate PRUT); al) data structure of a
content contalner, a content

Ri ghts Cer ¥ datlstpisrey exsle@@wa?%ﬁtga%dafaﬁﬁl&%%&&P
OﬁoﬂMr,chﬁt&ﬂﬁlghthE)‘Hnd @ 0ses fightertificatel (URCRac2rdihg gukie 5

TBB nﬁ Eé/ sent nsvt rtan nm%(l ITIpl ary system
CSW'E‘?’ (8§ R/t 8%§ SHE" SPEARE S i ng an aut hor i zed
domai n ( ADFigur¥ Wb dlugfamsian @chmplﬁnygparM) dagatmeturedf@cenes
MY # 2 ﬁléﬂt Yfgﬁ Al L 2 REAS RAPRAE ) EAIHESS the
SOYTEIO h SI‘I?S In r(r:lat é{%{ﬁl n tﬁg ¥avv|)n argz
t 9lpbqglgn¢ny of the present invention shown in Figure 2;
Figure 5 schematically illustrate an exemplary system comprising devices and
persons forming an authorized domain (AD).
Throughout the figures, same reference numerals indicate similar or
corresponding features. Some of the features indicated in the drawings are typically
implemented in software, and as such represent software entities, such as software modules

or objects.

Figure 1 schematically illustrates binding of persons, devices, user rights and

content in an authorized domain (AD) according to the present invention. Shown are an



i mpl emented in software, and as such represent
software entities, such as software npdul es or
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persons, devices, user rights and content in an
aut hori zed domain (AD) according to the present

i AMR0I0826 Shown are anPHNL030926 PCT/ | B2004/ 051326 /132004/051226

aut hori zed domai n (100) according to the present

i nvention where a nunber of devices D, D2, D3, .
DM (where Mis equal to or |arger than’ 1), a nunber of
c authaziged domaing 1Q0) acc@ding goghe present inveign v‘(h@m@rngmpg of devices D1,

egbahs t O i (\l/}ﬁfé]\q fis e%h‘ﬁﬂ) ok Jar@R tha DA ARSYer &fcontent _1tems C1, C2,
per sons/ users ere Ni

t §30r- ¢ Ry Glre Nh gﬁq&aj fojog lafﬁﬁﬁ%“ banq %@% %f@era?na “??QS }g 34 P3,

an.,enh @diemtls alﬁlaltt&@f mg@ﬂanu) is ama td tﬁ@AD'EEtﬁrcﬁkchb aes,
persons ave been
S 35 Fag A ot T ST R ArGroneR g e
ab@no reeth@dontuin (000,58 vill hegiaplingd JRE. Also showdRENRY or mdre nwer rlghts
p Iﬁ{&r abwc&g whe r&n rtablg En?e colgtgnt ?tglﬁ(i)ca{s&hﬁgd Wﬁﬁ Bnqu& r1
er ri'g P{itica peci en
p em@mte (cpacifgibg erhlnlaltlghweq givea pgﬁ%ﬁr @Fmtryelafa gpfén g@hEOf persons
/51 HrkonPELAPRShRUAL (1 0)HG: H AR 1ol PLifid @Yntlifm (or
ation to the specific content item(or
Plteéfi'ﬂﬁ‘éﬂbia vavpipl or gl geuitenf itegps inythe derp#e @A) t ens in the

domai n ( 10ﬂ)r}noreﬁﬁﬂbnﬁﬂﬁ61€oﬂ :ﬁlfdﬁﬂ‘lﬁﬂieh @m&maraﬁte&bﬁeféﬁtf i zed
domai n ar.chi tecttg nt ation o

I t.ne
r Sapiespeniagon Qafighsy et ﬂ%@éﬁ?ﬁ%&?il 54 il umber
S e120a¢681BUAtdETey 6&&&465&0608(8&1 Hyolierseme ahmkaat orPhitdp b (BB

T

biutbhren saent amgfipition saniel, nu@er@@@"@mm@meyaqgwet PENLQ2A445) more
S ebﬁtal la Bbes glf%%ggﬁm@on(lﬁ%eﬁ &ﬁlyen%g h@h@:ﬁ%&%@ﬂ@

re Sp I Ca cribes anlnp enentation in which
c ém%mﬁdéﬁanaaé\ﬁuwganma@m@en}m@a serggl BPRRSHIAVAI390.7 (attorney

Adshittpenalob b3 @&ﬁ&@%@a}ﬁbﬁ&aﬁmes@@&l an Gad1brRdhta%i6 ind¥hich content is
nurrber 02079390 7‘§%at t or ne et. PHNL021063) by the

s S esmerse%w Ihda AP nfo BiBnt ati on in whi ch

c o nt ent i spleawmiteﬁlattlmpxpercs congeniMah ofily bdenessedsqgirby uped of
C gsﬁzr %ra%}n%aédeggg ehé gxg gﬁlogvpt %%& Dvg %SSllml:l]e tg?t %gx;lcleg gseg gnrﬁé - %tem are

acehgptiogend Toblididevich.| Thisi nmgnitmta dmcea’elsk ariherettmwald@wr@@s

_lf_ﬁﬁésg (éﬁ% VHP got%ly ?ngmg%ﬁt?coﬁtgmr 'a@{x}g)ﬁ i %d d%ﬂgllﬁt&facgea}{& &S -

ans vice W e to certaln
o perathing ald@NI@SS o ingportogt ublig)¢ Davice egyitliagey gianpagment, ie.

C@cﬂﬁ;ﬁﬁxﬁt d@ﬂceﬁ@enﬂﬂ&ﬁ&{ %E@-lemygﬁﬁéi'kceé Eﬁcﬁ%\fc@ﬁ@l oPislickd At be
owner sni

evice i s naot 0 ubl. i
DavHEK tp gwpiaa%@ynwﬁwg@ é%mue@nﬁs wi m&ﬁ? agH era%ﬂv‘ft%eé here.
i denti fi catheaer rigRTERERNI. |URIQNZ})1'E a siape mﬁecha{n tﬂlndmg, coupling
r evqtﬁat i on of deyvices
€

Brh g B PRC N GO (gt SBOPLOREJEr - B
f introtheing ey wer righewanssy have fvet mdidJiXGlies in our sYdRGNRAYt cbwd svork as
siforlllglwg connection, binding, coupling
- content (C1, C2, C3, ..., CN,): content items are preferably encrypted (there are many
options, for example with a unique key per content title) and can be anywhere in the

system; a content item is in this embodiment linked indirectly to a user right

certificate via a content right, as also explained in connection with Figure 4a.



etc. between one user and a content right (which is
required to decrypt a piece of content). By

wonoesmdessp ng this user right we now have five RETMB2004/051226
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entities in our systemthat could work as foll ows:

content (G, C, C3, ..., CN2): content itens are

pPHEHNEAIBLY encrypted (there are many options, forpctis2004/051226
exanple with a unique key per content title) and can

be anywhere in the system a oontent itemis in this

enbodi nent |inked indirectly to a user right

cer ti fdontanteighti(GRanot thewarsee ¢-¢ dlaure 48 cefitaies cappisEPRie Key(s or
Connecjep Elllt%lé otF Lt E‘Iﬁal‘és% E(JEME- Q S%%QCIP %feh/ﬁ%@:@l@é)%ﬂt&% Gem.

8 content rig CR not shown; 4a) :
cont ai 1 Sﬁ%‘f Bﬁ‘r‘bdbﬁuﬂae X {18} copieniGERe S el g pb content

pr ot eciliie @PeveR arﬁ@etp@r s@@dﬁﬁé&ﬂc@yﬁ@cbrﬁéﬂﬂ Content rights should be only
(encry tefdrFF%rot ec content item

[ Fex HRaSTER g g e oo ¢ R e Y i S eogtiehs
uni quendyeie oflp Mu@rtred totolompldnnt devees thin b weerged bysqothorized msers
(co py)(l & fuse(r: 2 tt %rre]:tauth mze f ver a{cgégg T tl%ll,ﬁéé: cgﬁerﬁ '?igyt bﬁ Imeans of

transf&¥ 'ed devi“ees secur

is to thef tocraghtsh @pntcms ng@ﬁmlght @shwtbs stagy tqgeth@rwmy the content on for
tr anSfe%.l{l;ag &ebnéa‘?HEi 'I—ﬁ'@lfteve(fj QUG BightliiRbst BE §or9cp§51§'«t:l§ Qn&y[hey
aut hori ze .e. users th a% are authorized to

have aF@@té@éshetCGntﬁrﬁéeC@ﬁP@@@ k¢ content right by neans of

t hei.r \W4§elht dediibad (UR@Qnt Mk ) e SifibAtgbHtheAlkS Bsi@ by the

stored together with the content on for

optic a‘iomalig@%’“dm\%tpmzﬁwegﬁ? t%qs‘gﬁf%talﬁﬁgtftenggg}g {g[gsed
secur gblorgingtea tdnai p(b@eﬂdif&bﬁteﬂtﬁ@se@ aightedah bel Hl(ph‘ylﬁplb aiy where in
lég rti ]lc'll € sa/tstgmgf?r ffrﬁl?ly,l tfmekuser rggt c!eg I%BE :al feé %1 oecogl stl %]r\d?n ] FS %res’glcted to
t hat aukdveoy li8zess er Oﬂxér,goﬁurbm’amm@rka ogler ¢t of agesstiemeertain
right &g@ tiefel onging to a certain piece of content),

User rights can be in principle anywhere in the
syst-emdevice @¥lePAB3y ;... DA: ydwvice fiatjhpsed Errlays pRetpfceregprd.present,

conpr i §&py fﬂ%ﬁ? d€a gentérneﬁnr uxqala@hanp a\(&&i/fsﬁérﬁ) deBicy &aaBo

or ol der Euro ean nar ket _ on ess. to
2 cor (RIS PRIy & B m%%?ﬁ?é’e’ﬁsérahzeﬁédemﬁ%anon evicgige, such
a devigae shhatard,a rruﬁﬂcdpﬁoﬁe plbiyhetrio pas@;l &) ané calleck certificates (e.g.

prese S cont item
Addi ti 116% ffﬁ r%%é,cogﬁxa{n %1}?{ ?evg:gs\) %haf rcévaelﬁﬁ]atéfhe user }s ealllowed t? use a
i dent i destain cangemt righy This aorgendfigha cqaéct sothtined &oim the smart-card where
|dent|

1( l)v%saswre%rhf %%Va's gtgreé ﬁ“fel%% é)f] féngrﬂ)ta%d gs sﬁ.\p@};n%ang%{r%}e (t:‘l‘?m
cert | fqnéféfféemlélém@dew??mﬁl@%@%nart card, or from other

devi_ceglyjeRat (Pﬁ’rﬁvﬁj t hqiNJ ﬁ%séﬁrﬁﬁerﬂtlﬁecﬁiyls@fﬁ@ﬁoﬁl&rlb‘&e a
certain content rig ht.” This content ri ght coul d he

obt ai rieferRbly Ry %PFéS°§ﬁ4&?4 identificptigp dgvice (g8 walgafgcer&r aeplejppone, a

It Wasmédile pRshe td@iiBig a diartbd Sl typ& of 8ty tﬁhtylmquely identifies

L;? \?\gl;qiursgr?g)at lIe;slge is %Qa(%ltngecrarry%gg rI hlasa Q:Eess t0. A Grobie] phone comprising a

smart card or another device having storage means is preferred since it allows users to

carry rights with them (for accessing content on off-line devices). The identification
device may itself be protected by a biometric authentication mechanism, so that
anyone other than the legitimate owner cannot use the identification device. A user
may also be identified using public key technology or zero-knowledge protocols or a

combination thereof.



- user/person (P1, P2, P3, .. ., PNi) :Awuser is

identified by sone bionetric or preferably by a
woensoned79 zed i dentification device (e.g. a SNRCTABI0G4/051226

nobi | e phone, a nobile phone containing a smartcard or

ot her types of devices that uniquely identifies a

uPENLOI0926 he/she is wearing, carrying or has acC®8%B2004/051226

to. A nobile phone conprising a smart card or anot her

devi ce having storage neans i preferred since it

allows users to carry rights with them (for accessing

cont ent onProfefably; avghotizedidexdesy are Phanditeiba AP Q0 bY deprtificate.

deW.GRe mor&édslﬁ{sgnshﬁer&irgb%f&a%@ A% bRt ME WD (ﬁr‘OO) v1a certificates.
aut henti cation nmechani s at anyone ot her t han

t RenPRPRT %t“éthlﬁ\ﬂﬂ‘é‘m%rég’}%ﬁlm%’é’ot“?ﬁ‘éo P BE3Ani by jeaisiob p user right

d R¥tiS&te (ORUS This ARY rlﬁﬂt S&titiRtel el s el e flaSbigpdaidiak kéntdaehight
t echnol o zer 0o- know

5 ¢ 6D R PR FRODIFER G 2 m&%fg’ggé% %&%’9%?%3%81%% 3y will be

Prexqﬁzﬁﬂieabrl gi‘eata dbthidini camdcttbe with & fpuser4e. A otentigits certifivete AIRC) is

( é'r%g%wbly b ed w1 [ (gnefcoanent[ ém, Ibkl)li coWd aIeo er r&% évﬁh g?lh%le i\(Btent items.

Sl S Are®prefer und
( 1oG)emvilay patidl d4ta garcts. of a:gmt@montatnem@ormi@ a cppiertt fifgm), a URC

P %c} A EX! Ln@ ho%v'mﬂ&j ed i 1n ééﬂeg déteﬁl ift cOnERBH wm{ Ffth@ a3, of a

user I‘Ight certl%lca his user ri
10 certificat @méﬁamr@fscatewe 9r§‘éeraé¥y iguddy relemain alilthfgl% Sre@pfively,

r 'c&ﬁ'ﬁhaﬁtqg)lcésh@ﬁl d%ﬁﬁ ﬁlraﬁe@lnﬁerﬁ @d’}.‘:ﬁlﬁhﬁé‘é cﬁl W@t‘tﬂﬁé &P&lﬂc@tes
key for accessing ont.ent

RGN
gr eat er detrdhq ex?‘ﬁplﬁ ét}?ﬁ’éé‘% Fige i elaﬂ’ CIQPtﬁ‘?}r“émE
r |c@l'ﬂ>led(£(€£ tisieff Iﬁgcﬁaée&lﬂc&ﬂRﬁkcn SURGML. c;alplql:NJd URK(E ahdWRER De@upled
nt ent e e
c gt P Soei iy e Pl thp e Blopron
15 a Ptipraih@URCE-ORCa} medisifibwert aviong pascmGh PEAN -1 t em), a URC
and a CR afn%h@h%p'@ R ¢ azfseq &i BRcd B Ghufiad £ stRtRipksdd P1,

connection wt ure Domain certificates are
prspscific apritsnt €3 eaueldd myn specifisrpgisen Bl siseifip pgptent CN2o, CN2.p and CN2

AlafLbiiadd Y §Lﬁémﬁ99§§)‘n'Fﬁ]‘? tan @ §¥éifE S Sonthit &% -G B Histributed among
I’mna%el’rent ca lities can_manage these certificates.

| fPschis PerseRi PEIthAﬁ‘lthFlhreFRe@ttYF - each content item
200, C, ..m thlgkﬁ)win&mﬁ@hlrﬂérﬁ,dt sin@le@ont&e ftenti is@hly allowed to be coupled

g?(rég I fd I ﬁ%@ (ngg 1 rVéao?]COp ent r@&%ﬂﬁg%eqy a &mtl('gjﬁoerson &SGV'S]? users

UIREeZis onpyllaGﬁe sanmreontéiREEN arv\@ukdmuxhisedlbbcbmw bespraseﬁtl‘dlnce for each

;;* %Wmatyﬁ%léeréﬁ 90,1;&1 &eﬁds%aqdm%mggs a%agamgm@@r PN

speciflc content are coupl ed
t dlamatiyelyiand mstp\e F@bWbPl a singlponieptdtemsailé g coadediy erpﬂreetaan one

25 %e@ons%eac(bfi&a‘flb@ﬁﬁl&@%rﬁ@hp@gﬁ@éf'C content CN2. 2, CN ]
CN2 are cou to a specific person PN

s peC| fic CB?WQ@FIEI €2V 13*‘“%1Pém%ff1 §?V|“ief)lai &% aﬁg%are fien
S RRbddi ifo mﬁﬁaﬁlg&(e%hthaﬁe&’&&mam Mb@®. their respective URC
Int|s,sh\/\Qa$[1‘odbn§P asmlecotentdltem
onl'y al | owBHEBLEE BB &6 FYPHE ST MY eIt PR Ay
Vicantént &Qbﬁoﬁfﬁg t6 tl@ bte}enﬁiﬁdentlbledoabyy the aslem@beeuftmetes Breferdbly a
30 \Ag)\l'/?fené%l evic%s (,sert 4 n%tg 8r I?r%'xi;]atl ev1ce? %lsste @mﬁc eo(r)r%rz]iilzn sers Cfnﬁﬁpcété or
Domain Users List (DUC), and a User Right Certlﬁcate or User Right List (URC) are used.

In the following reference is only made to certificates, although it is to be understood that

such structures may e.g. be implemented as lists or the like instead.



user and treated as different content itens, which
make rights nmanagenent sinpler. Alternatively and just

wao@Eppdd7eabl e, a single content item coul d bePcourioedos1226
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to nore than one person, as a CR can be linked to
mul tiple URCs. Persons PlI, P2, ..., PN and Donain

dewNcexom , D2, ..., DM are then grouped into forggmigkoos/051226

the aut hori zed dormi n (100). Preferably, the binding,
i.e. grouping and coupling, ofodevices, persons and

content is according to the present invention done by
t he use of ThedMG lﬁatSdm%ice(F%wgleh abpyrt of tiRslempin (198Y e gey

C@Jn{ﬂrfs (%?Jr €ach 'Eled%&%hﬂu@@éﬂuﬁ&s The SUC ﬁm use s)ml'f[&i dde part of
Users rtificate or Domain Users List pr}%{;r]@yora

Uthe fommginy ¢te- Qetoiprisingen wiqye Idepidier g agfe- I’l‘_‘l’lg’t) cry
Uﬁ&? thfeJer f?’@cﬁ @b, DWCQiﬁd DBLekEeM6®n hrﬁex@llinyd 1H§fietei detail in
certitl cates

S SRohedto ek Diewe s s U ety e s GREL A0 o 87
t Eb%niplak;&:nibﬁ&hﬁﬁd»f Riik 0 3206 ROTRCH200i4di0HEk 226h 1ightTthe user

%%lfhei%l{% ng p%ceg ?og hgsre(:gnsd or d061§ notl}la\%z \emﬂg\g Ehe dglfna&l I?l%()fj %Hal n
i c@iotallyiagross chrreunB)DsJ@\lD rlsltts, fohibe gigesy qoatpnt lt@mlhekﬁdé@ @e H&ﬁt

ofixlt&g%ivglg r@l ufled B \4 G} ec‘é MiGhs Back BdrtrLitenfi@RHid dobEd to
cry togra hic key or a hash thereof
f e gé/a@hﬁewé Mhatwis @ BDseRhas ms‘l‘i’@%? ta fech kpypler estient ffem.

g Aﬁéﬁ)ﬁfvel? E3nfyl d sirdgl 1HQANR A6 IsPRifYh e Rbt@doLev3ey usdtS.cURkich
pr ef er ab

exi st _for each_ caonten
e KeYR5t léﬁﬂgis SRR e feurizd tebigubes a‘i“t ‘t’%‘i‘@“& eeusfxﬁ% t&f’%’r does not
apgle).ndi cates which rights the user (that the URC is

lin k.ed to) {5\)@1%?%%1&9 rdgrg]eo %her]%c an%\ﬁ“(.)lc are %s@cl)cha(te)g V%B each other

domai n (10 Iy a Ccross donma
r bghesy} of § Demdihidenyift me(ﬁ)om@lntl@r)tzontatnsmri hottkesdificagest InghitRay, a

Alvér? L gac a§ I0}"1’1nk tﬁé%ger {*AEJI ﬁgreﬁ}pth@ccﬂfeﬁﬁ{émﬁ)%d fhre Qevice(s) of a

contefit ite i'S coupl'ed to the given
usieen domehingtpgether (ia@chfh@ehyrfemglilg/téﬁdqy@é?) IPR%INeh rel ation to

each coupl g4 sGeRE @(Wweﬂ(é ;? r&w&l THB AR tovRteYs a RRhid pRee of content
single URC i s used specifying the ri htsfor e\{l
uéee% cortengC)jiag 19 be afm/%ﬂﬂr c E%( ds- (gipe edg%lﬁ%%%t %%‘?Ppﬁe’éﬂ“
t @1eEthﬂc5kﬁé’nt RReupd ad ? spe@hid ﬁerir?g . gJ$&Eon|‘Pa)3th€tas whhanbee oftke same
t ha In a err enbod
C R Uhras il et o GieL i FEPE bY Efbe  RS R Rt
I dtemﬂef biahe spEadfivedenicd @). deoivt BB Nie dart @f_tbd?_tDC dte ¢n (Bpigueed slentifier
D the y %cﬁA@ e'rso?l@e/ge EM’SO%IFJT?{S ?aﬁf@thfl?Ub' ggfb(ﬁgth% %d’lﬁlﬁgﬁ?)

( an ont e device
a cgnm@w: thlmmp Romaig &dentifier (e @Omhléﬂ@by“ frdtorieingl Hé byte Value

Dger@ g&)era'te% r205AL P 86 shdvin),and BEGth URC €8 VieGheclR p&-sorﬁ(@‘é' URC1)

ts to acCess a cértain piece of cont e@é %
céﬁ?@’@ﬁ% th@uﬂ)e spyeifisRersqndiap e B R eFoesT 1he AEtEindiEee gt ! it i it

( sasiingh thé‘@ahﬁi%r ﬂehf)d é}aﬁsﬂﬁénsé bietavd R b&ed ted inforgthaaBre®fimes, etc.).
caont enL J lﬁ cou

P|T5'us gstrgte(ﬁlglgffgrrer %efallt ﬁ gcg:nlgcgchén Q/%{ l-slgure ga A%emgtlveg'/, tﬂe

Domain ID may instead of being a random number be a reference to a data objecte.g. a
domain certificate.

By having the content items coupled to persons (via URCs) the ownership of
content is easily reflected. Additionally, it is easier to administer a split of the AD, since by
splitting the persons the appropriate content items is also split, since the content items are

linked to persons.



domain (100) as the specific device. This may e.g. by
done by checking that an (unique) identifier of the

wepewsioiisoy devi ce (e.g. device D3) is part of tReTDEX)4/051226
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that an (unique) identifier of the specific person
(e.g. person Pl) is part of the DUC, that both the DDC

aRANDUO92Z%onpri ses the sane Domain Identifier (e.gcTIB2004/051226

Domain_ ID = 4 or Domain_ID = 8 byte value (e.g.
generated random y); not shown), and that the URC for
the specific person (e.g. URC) specifies that the
specific plé¢rgtzynor}qa>smpqqée\p¢eg,me PIgNE PRIPSS, BRfEat feaf 0BG Gontent
Ph&R ?\’lé)i pe?sgﬁ})ta?enﬁnkédeto&-the} fn the doknRinWrdrthtily S/iEimY QJe'odée‘iﬂﬁcates or

period of hi's |license or have not been used nore
t Hre@@twawgh thepse of listsgomprisjpg the e dpscied elomengs gsfor 2"
0 te@fRies. tethadi be pbRibRIGNRLIo@M th\kdnipribd B fRrsdis.and/or zero devices

e T v BB S T B DL Ry

d esmirise 280 donfehtd@ine or 2850 deeivdsourtdhethe dobamtetci t ens

coupl ed t o REL QNS LY f Las
is easily T gﬁ aeré ea&’ é&%&%%naﬁﬁgq &Y@Bﬁ%ﬁ%@g?&émﬁé’&ﬁﬁ&
athaiceritgit sem beigyiceessed may meesale sercicgomignt sigany feviret he

P gﬁ&iﬁ&ﬁh}t Rsed 919{ 19 Q&ﬁgaat fvicOMhiGHL be'eﬁ %ed & RlofEnsSi etsame

since the content itens are |inked
D BRI, th:qm@ye@z@elpg:qwssazwaf/ae@aszwpﬂﬁ%}q%w%%t spgcific

Madvice R Yh& @l use@ﬂﬁay@ﬁce@h@sp@ﬁﬁ@&ﬂ&nt iRMbndat dpeasid de@ﬁe
content item (via rsqQ re |linked togglcher i.n

domai n pr ef’¥t %nswnlw“?ﬁ fley] “i)’ ¥ 9Bf OCRYT PFICAFRECHT e et
ald @ArATRWhiteakatrityi of fhetcbr@enti B&tilDMaihiaBing. conpri si ng the

?rg;e b g e;g;fs Iba§ glteerl%a 1%8 {I}}l}b%dl&]entf &)1!; cc%ntc]e%t &%plgel b]:)hn%qg 81% de‘chtes of the
p dorsimpsteaddf Grthemrsonsdd tiecewainriotad ofapsgr Bkghtt@mﬁcatt: ePgvice
d %{%{]@erﬁﬁ)ﬁ{% néBQs}R@ngot ﬁogn) 1¥\’Gs%5] "I'h@ bH/l@tJ Ihght Rk gét@ébe(tﬁ@) would

In it rise zero content itenms or_ zero
déhen bavs thssamriconisnitap the JGaViFh theexeeptiphofiafeyicg H instgad pf @ Person
t pgtrhbas: ibeRMaygEl fied as belonging to the sane donaln

as the content item bein accesse ess t
speci fic cBHEEAL tffsﬁ“ﬁeé“%%ﬁ 2 B h%&él PP B 41 §e lc?ie
U S@iprisiig LsersXi.¢) $ieMYI@ ankedtiedigt dr haﬁﬁdaa&oinﬁmmg\deme‘s (iedDRE)
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content i Spighk bkchoBhtRhiB) ilhisRbtes Biftif brPbrbb RiBdiked Quser rights and
enbodi ment, the content nmay be bound to the devices of

t FAb D ﬁuthﬁg@de%oala@f<APbachémg&@&H@nﬁwe e eI e prosent
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C oRtustiglt sertiieatdd BRON WIRICZ, he UWR(EE) the oontanf itemsPesxiouded tDthe
| gst eaﬂo&f a _Person

omain via one 6r More Domain Rights (DRC). Preferably, one content item is coupled

to one DRC. In a preferred embodiment the DRC is implemented as a certificate.
If a specific device (e.g. device D3), in this embodiment, wants to access a
certain piece of content (e.g. content C1) it has to be proved or checked, etc. (using the

certificates) that the certain piece of content is coupled to the same domain (100) as the



ID. The rest is un-changed. It is also to be
under stood that instead of having one list or
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list or certificate conprising devices (i.e. DDC)
above and in the follow ng other arrangenents may al so

beHNE@W926As an al ternative, both devices and usergTIB2004/051226

could be conprised in a single list/certificate.

Further, several l|ists/certifizates conprising devices
and/ or several lists/certificates conpris users
amgtifie deyipaior thatta spevifictpsenie®. neespn BB Oagrétngﬂapsqgewa%ls watember of

FiQUbGaid TRERETR fhf‘s%lnlbbfdlllnlzrlt U5 the AbRDy RO glapin (ﬁﬁdﬁépﬁ&uﬁer
devi ces, user rg hts and content in an
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t bgt (ﬁftlﬁﬁﬁm Fufive msh&lm be_Ehécﬁed&ﬁHBVlﬁ c&fﬁfﬁﬁﬂdzcﬁﬁﬂ&on‘[em is coupled to a
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Clentifier, and3hiz tHeCDI{m fo8 fmSpeE’lﬁp cBent specifigs talNk parsom ofithe domain has
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%@%er%@éoﬁgh&n? dé:m:@ oFRCdontdth 6 vRIShEd ﬁe@s@n aireRdiviieat

IS | enented as a certificate. |If a specific
déwttﬂ@d(ifegrgaterd‘étﬂl gcommytion;withiFiguee 4nbodi ment, wants to

aC cess a CaLids chﬁh@cﬁ@llﬁf]us@r@t@ tRRlembMs 8F a lﬁ&ﬂﬂiirﬁlﬁévm@ Qeriificate
has to be_ proved or che

t
clbrint ORIty RaTC (2 SEEhIR Qe viqes Cotfate
Ydmbiset HBsting bRungtpeklemified Q0gv.1a3, IDd’WEIEE']NL%E)%G)r more

04/
gg écie? Dﬁlélg go anleeél]EkngmalgéreSboehng ﬁ}(ljlﬁorlze(? deV CBS 11’1 e %13\/1{1 86
i preferradenedinght, the devde@ridentifier Tdy |aswnla§$evncp, etgw DSV Bhbiedi fvent
© offng Bl §90€ d%s g,%alﬁl BYDRberad. (I"H@élgéﬁ%m'aﬂ%%écflﬁeﬁ by the

e speC| vice is part of at an

( vthapfde qur@mIDs which og. may ée gpeitd japdogeideyifiet s part of

the DUC. FaglifiGles h&:oﬁl’h@lﬂd tﬂe ﬂ@seﬁﬂ%h%i‘l (Db@t DUbeet@ﬁfoﬁla lef3. be

pi ece of content is cou DR%ﬁé g art of I

t FrePlesmis BY 5 cvel fragva Fle @B@f&?twe’ﬁ%“ g (g gne e

S apon m@hﬂh Doeit 11h inerholdadfild df @ﬁchfalSEKDRﬁlﬁcaE 1rt11henent1ng the
cifies that a person of the domain

hg)i)%t %ll&gaﬁ‘%/ef E} §g§€SS the certain piece of content

(e.g. if i TheiBonviit bsers Qertificata (DT tcympréses olikting ofaniqueidentidiers

glréPelrsbIﬂlaiéeg S %95 b)et%ponlé%gl‘ﬂog‘alge%eﬁegm btef%%ﬁg &)Itﬂg Ei\)en domam ie.

ess to a content either via a
c beipd wdmmdewrt@ thgf domigia. Fhegiviem dapain fhaf the lpied uggrses adigrized
| QithihtN Sedidalby BR v'aiu!e Hﬁﬁé I§<§I§é§in ID"thrd@s%hS‘e'a a8 Fbrlthe Bomain
connection w %/ [ gure schemat.i cal |

Dt Aot R main et C e DBG) P orein Bevices
O@'eﬁtﬂﬁﬁdt&@ﬁ?) Gs@@@d l@ﬂﬁwﬂé tha sdpRRaluél ofBEDEMALETD Akl iti®Bdbe defines
?, di niﬁd V|ces)Cert|f|cate(DDC)
c&ﬂ?ﬁ e or%%@?fﬁalsws bR g YRt i ers (Dev. 1D
Dev. | D2, Flgl)re hofluaiaes m’fexmﬂplery(d}ﬁﬂiab)eistab‘ezhdnmgofmg:omtmta

gig?\:;gcmher 2 cHntg-it r1ght?CRP§1ld 096 r1ght rh&ca% (gﬁ& gc@érdmgto tﬁ‘ee

embodiment of the present invention shown in Figure 1. Shown is a content container (501)
which contains protected data/content e.g. obtained from a Service Provider. The content
container further comprises a content identifier (Cont_ID) unique for the particular content

item embedded in the content container. In this way, the content identifier (Cont_ID) is used



preferred enbodi nent, the device identifier for a
given device, e.g. Dev.ID, is an (un changeabl e at
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domain is specified by the value of the Domain ID

which e.g. may be an 8 byte randomidentifier.

CBHNL@308%6t es according to the present invention (FHIPE32004/051226
DUC, etc.) could e.g. be inplenented by the well-known

SPKI aut horization certificatés Additionally, one

useful option is to put a Domain_ID in a holder field

ofo lengiels sy ersmpfenicitspy qfﬁ!}eciatnéma T Pe RN DN BICON iR
Db g tPthe $pR@HRMainTBE. RammigCddsens Certificate (DUC)

conpri ses listipg of un ntifiers
pors. | D, Ao s b <Grier geth LS T eorap g a b rentles
bedoangh)ragd & contefitengryptévh kep(@htEnct K Thdxentg idtifios wedbko

e. domain, The n do n_.t.ha | jsted
ugsg{bﬁsh ﬁglgf( EJP%%IP‘EYE%% conte ‘hlgem nsa %)n{élgt c ntal fothgt eeco}\}tgr?t e
oénctyipgonDeprifor, 1 eDthIe pdaqeendelgtdhq kpe ik ratﬁ@cm d‘e@rypt md tiDogsi ewpble

t
D%L%g?oslngﬁg Hé{)éu Jd\%%g)e gheAn%?L:l {(}: i e?.{(yﬁngﬁfcgﬂ kfe qu tge
bsamiedey i gsed itfeboﬁmne“yptaﬂn@ decppt ¢atne ATRTARIVRLY |0@ea??aurt= FroPrBEsymay

dgfisees the authorized domain (conprising both devices
and users). Figure 4a illustrates an. ex

(par tal ) oo SUATES BB (U0 S REERE b P RAVRCH50). The

c GRt%gﬁlpﬁstiﬁon&ﬁﬁaenﬂf@ (@ont1SPY uskd @hﬁnkﬁgratspefclm&bﬁer(t hCjand

accordin resent on

S ot TR e Lo R Vec Sie bitpuk Sastiu kS )

V\kBetshIDt) at iadicses mh@h@erkmdhﬂ@baﬁ@mtemm baandyjto. BHztpaisoeber
1do rrlp taer c%%lrd\“ C ¥ 963151 nu ?;?gr tgr%%ﬂ %)er? %.;15 Mea[ hafs 541&%%% a

a CO ent ent I er uni que or
t hléahp mytqf theluser ocio igensral ariyttemuewlbré@erezf ajpprs@the cont ent

cont ai ner. Furtler! ik @R%Mm s0€ri %Qitaﬁgﬁ h'tsqydg that H&Tne what the given
(Cont 1 D) e e B aBSS  oat Tus04] 51226 13 10

| és(gyaQaéanJ@ieq,@hth%Bqﬁ _élm is pl{ogﬁgi @fdotl%@laamt he g)e@ﬁc Eﬁptent item

S @aﬁtﬁlhédlg tHR\6BHtdht sdmliremon@ﬂﬁhgatha efmeltRhoIyi ngsd iphtshiata may e.g.
eci f

t chi
H?&‘if?ilé??ft“ ITZM r?str‘,‘l%e g%ﬁer I @ﬁlﬁ?rf grvﬁljg T, QT é\llgﬂgeg?]{nax!f\(’n t onISy,
I eltemtoné—gee;f:raﬁdﬁcmpy tidhys, avediday eoind, anitusainmrymam three Kiggs etc.

eS]tl H‘bf ﬁlghts ?lata ﬁll—(hﬁts E)?tﬁ h%gglsd &?F& \lzvlfxalt &l slet§ allé%ﬁgtvédQO doin

ncr ed con (rn a
c cattiem witle the sibifie egntenhigem th,nh conbethe saewar Q%ieeﬂhaaége Tights of

f%gmjsonedengpa g%ﬁseﬁbt) that the key is needed_to

rypt and ereby enabl e access to. In th

parti cul arAWW%ﬁ? weﬁlﬂ@ow%@l?gpﬁhgga%e@éca&e could be used
S hBlehbftalchk@Rrc.i . €. the sane key is used to both
encrypt and decrypt data. Alter i vel t.h ecur e
schenes may} ﬂ?fe@“i?g@’ﬂi‘entﬁﬁl?ef%@te@ﬁ%\‘ﬁﬁ?eq g2 evbzgs tP %}e dé??f“n in'stead
( blR)la @aﬁsohls () URCg\h)hld(Be héddéd, batadeficREEh( et Fcate, Tiee wolRCbe the
t. identifler useq, f or
B\ EJ'R? eéigep t%n[ it cgnttams f)e\{uéer%b?os?ead-opa) Pe
To 111ustrate the use of a content container, a content right (CR) and a user
right certificate (URC) according to this embodiment of the present invention consider the
following simple example illustrating access to a content item by a user.
The content identifier (Cont_ID) for the given content item that the user wants
to access and the person identifier (Pers_ID) of the user are obtained. The person identifier

may e.g. be obtained on the basis of a personalized identification device (e.g. a smart card,



content right) with a specific URC. The URC al so
conprises a person/user identifier (Pers_ID) that

wonaisoaesss whi ch person the specific content i BCimBavd4/051226

10

15

20

25

30

to. The person/user identifier could e.g. be an ID or
serial nunmber for a given person, a nane, a hash val ue

oPHML(30%6i c key of the user or in general any unipgym2004/051226

identifier of a person. Further, the URC conprises
rights data (Rghts Dat) that define what the given

user (as identified by the Pers_ID) is allowed to do

i molilelpheniecamatiile hhank eonéaindeg & smarteash @ dipmelric spASPcBh PRI Faher

' ﬂa}I hﬁle G&R&n‘?fd&ntﬁ%%@* erke Be SHRIIRE b tH Badid 12 a SRRMEAR seleédon of
€se rights data nay e.g. specify play I‘IghtS (e.o.

r eBlerfros %e‘é?af‘eé OW%V%‘F@ Ctha%)%ra"rt% or ol der, or European
ma{ kgt onlyyis cﬁJcEed)lf th@étﬁteﬁtﬁféﬁlraaﬂ thefsee ewngm‘) @btﬁme)muthorlzed
validit not used t

Fppfe Che ‘g‘ﬁg“ﬁ’?@ﬂt?sﬁ Plgne ﬁ?g%f‘)énatﬁalfj‘ “ﬁ%ﬁéﬁk‘%g i piisen

Waadtified (PerslS S[B]i B cangisal ihaBethaindIseks Cenificasd @U@ Kshovvit in Figuees 1,

ecCl Ltem.
TR PR L 0 98 B
Paxss tddjent bamg exahefltles samprdonyedtl. | - known SPKI
aut hori zat Th%{;' it Edkrad \«Ql?ett}ﬁr o %ﬁlvgl RErer SR also bélgﬂgls MBI Hame

such a URC di men where content is |inked
vilemaiie by eheekinggf thh eor%h*ﬁmﬁlﬁ?rrpf the gaeny ftery js poydyie  preson fygund

%ME l@(anbaﬁgn 'I‘tg @ @EbckiBtHvhehePRWe GRistRl gt b(ﬁﬁdﬁl foithd dbﬁfaﬁi that
at wWou e C at
c@ﬂﬁpgﬁqﬁéheé%%n@gt B R ictat é%g*% ° 80%&% El3hoaIg3Es e same

I hénwait dnatie vbdregivtmenhadine ase€ amitoe fHe deviet thit n;elsed ravectea enified)

f
aH‘lgrg 0] (l%h]? 61@1%%0 %cléléc’sg rt r t?e ¥s| dﬁfa?ﬁéh? k}%?}hr?\ygr? ma also
c ersifydeestidiel dakd to\ﬂnemgntmt itprh.The malnpdaéa iy spectty at1¢snrg€hts
a dp%ﬁ? 81%3 £0r e %O££ ?d@ﬂtgie? &Ath pﬁe s 3D YUSPSr-ruldd) Bt O Bd@fbns in general.

ier gi ven contéent itemthat
t Rer eyanenie, MWIIE’@ speeifyat %é@%evalb{ dsgr Héth?)é‘?‘%hhaﬁ glantighty wiile the user

( B8 bk Plrs Ob ik Elﬁhtkbﬁ ﬁﬁs e@&l@sn‘étﬂrﬁl g&ﬁﬁtloﬁr ey ﬁ@lﬁs’i 0 n
identifier tai ne

per sonal i z%ﬂ‘al?{yd gﬁl’"FeF ?*Vélb‘ilﬁtaérha"&eé%o&lée PRy, ‘telg ui‘}ﬂ%?‘ Tpemﬁc device.
C &gk, ki3 PRR2E tIRAbMbiBIOA0H 12PH cbd berotvaihed (phdeysed is a

gg%lg ?eccgsléfqg t%e gc?n[c]%n ,I tgiﬂjo ?lha% tosbréac{lejcﬁed:ls%‘lether tg% %‘?h{ JieQ/lce that the
i dentsiufiheto anmys tie @nteigdten i @itnéthe eamet domaipas thg captentitef} ingrder

n %mﬁbw"tlﬁ%sé ?A ﬁgésé #0 c&lftenﬁfe];ﬂ Llﬁce }{c] G @r R@Q’ldrﬁf becbfstaﬁlﬁﬁ‘ed that

ent contal ner, I f the content
| h@m rartf thh samestomainah e goest 1@% T{ﬂé &ﬁ@)le DLAbEEinE AR Pomain 1D

DQf‘Eﬂé BUC%?@)K botenyaet ﬁﬁra RrsbtS Has BR@ Y Phit Dordaif] QDR uled 16
done by checking if t

e person identjfier
T e P ishas e F S e Kty bbeyd Dhbins te
| Banfel ToHATaES Ilj-and%héi:ﬁﬂg F)the DIHC &Cﬁ;prf&d@aﬂ)elvtIfoalStth@aﬁﬁc device that
verified that the use

Ao gt itonrerr g DariDs SR i or e

S yeeificl O¢vide fhen the user (and all other users) may use the spec1ﬁc device to access the
specific content (and all other content of that domain).
These three steps of validating access to the content item, the user and the
device may alternatively be done in another order than the one described and e.g. also in

parallel at least to a certain extent.



Then it is checked whether the given content item al so
bel ongs to the sanme domain, by checking if the content

woOdaostonéd7er of the content itemis bound to a peTABI04/051226
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bound to the sanme domain, i.e. by checking whether
there exist a URC bound to the domain that conprises

t RENE@IP82ccont ent identifier. If so, then the contmyiis2004/051226

item bel ongs to the sane domain and the user (given

that the user and/or the deviee that is used have been
verified) therefore has the right to access it.

Furt her, tAgeritihghiesn vRaifiad {hghe usermos by deyficeinartgithe same domain
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eri

data may specify rule ght s, it
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f eney aqeess sspdcitic conteny We uwaall d@ﬂ@s &g@wlﬁeslf ? PRpeifigdavise b%?é’een
t Qerffed 8510058 &Qﬁkt BRAL dbrhBiNtheh bl 188 nldPace RN shEEFe Bntent item
Dev. |ID for t%] ‘glfl_c dev cethg}gthe user (and all
oPﬂ’égrthﬁ%eF@ d%“g? and ere frodigeddp ¥y BEVTEe to access the
speci fic comtdsit, eﬁl&iﬁﬁhd&]eklbmtyffexf one onh@a tiseasfwheh adcessing content
Sgrhrt%l is. ogtglﬁ]ede Ylﬁ{g]rsgcglrel 0? 813 c?rheny stﬂgnalgllntg]%i?gc cess to the

al t er nat i vBye Bipilldgrts kmexampledyépartighdete strivanme eflaconsens

d L t :
R R b e
i embrgéndpiefiihampsprtiinvgntion shovintie Figre 2- g thig mbOéwrﬂe gonfegt items
p ﬁxretboﬁ}fd t4 1€ dSRHevig Qﬁﬁbﬂm@ﬁo’c td\@ers @m @URC) df! I‘ﬂﬁmoinﬁ'iﬁ Shown isa
obt ai ned content identi i S

c 6AFhEONRINGHEO P ege) 2 %S’Ptet“ffé%h%(ﬁ& fSP@éhaé B?Tfeél?ﬂlgﬁ s 8}?108%?“%“ and
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as to be ec crypt t ent
L ey
e idehtyffet @bnC td)tueddt for ltnkfmg ia speaifis contencizre@ndintegt righ® with a
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I'S use ecr
which domain the specific content is bound to. The domain 1dent1ﬁer corresponds to the one

in the Domain Devices Certificate (DDC) and the Domain Users Certificate (DUC) explained

in connection with Figures 1, 2 and 3.



i's now accessible, e.g. for rendering, copying on an
optical disk, editing, etc. Alternatively, the content

wonersoresy9 al so be decrypted using the content PCGHB2004/051226
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before sending it to the device for access, whereby

only the content itemneeds to be transmtted.

HereMas0926t hi s requi res speci al neasures in order Hc®182004/051226
protect the content itemduring transfer so that it is

not possible to 'leak' the unpgotected content. This

process is illustrated in Figure 4a by the arrows
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d @lemtifiar (PSia @) 1S|cmn1alsed)1ntamnamdmela iCatifict&OLC) éasghqwn in Figures
rbta?lﬁlg) élk/igg {l‘1e (s@f 8 Qcﬁ%ﬁ 1dl*:1nﬂ'1%r &b, rtﬁe%@ﬂﬂgﬁeeﬁ Qertllg tlﬁﬂﬁe user

ovvn an . In connectl on with Fi gure 4a.
Furpama efth%mmm 4nd lsaﬂlmméap ACCRYs goiant dey kejngjapart of thesgmy domain.

- that conpriRg$ iSche@Bd fRdinet 8 Bivhd édtentifeRiso |b@)mgl§ el faaie
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l'inking a specific content item (and, content ri

V\F‘Tnha‘% %}é btg&lfqag 16 thgmtenﬁl-ﬂ%ntlﬁp{@f g}e§ t% Hﬁ? ?sgggndéco H’g ﬁ;ﬂni))endomaln

i deny thcciang hXHERihere bt atDRal boufithio cmtdemamacdmn@mm itha strine
ecifi.c i mai n i dent i

Weéxgﬁgﬁlggrn gaﬁkﬁzlgaggzgrﬁ%}ﬁ itetfrﬁ belxt%ﬁg)qg © e dor domaln and tfleq{ser (given
C&ﬂtthff iseizdné/of tBO@vica thdt it hed Dorheam V@sﬁqd$th@ef0tq Ha$ thatight to

R

( B0 copisnipieinsasslescribidtis capacHoy RhEigweds ) t hat defi ne

what a or Ugféﬁ'y HR 83 will St 40N tltleocoﬁlt@nt'lt@mﬁlﬁhgﬂi é;fédflﬁc device.
with the specific content item (cont |ned in th

c Hribeaiser 1%’%9& pait ofdlie demAp £F % R4 Psetlkcante exied (g5 bee?Hséétés a
I gbhd Sccblih@the et pasdt ke td ﬂéﬁbhd?dk@ht/l&ttﬁﬁﬁlaslﬁélﬁtt f@ick)RGt the

eXfelr gluglgg tolagcegsot enc%gttent?tgmvl\g gapt o% J[hg same domam as the content item in order
to allow the user to access the content item, since he is not (or it can be be established that he
is) part of the same domain. This is done by obtaining the Domain_ID of the DRC that the
content was bound to. This Domain_ID is used to determine a Domain Devices Certificate
(DDC) (shown in Figures 1, 2 and 3) comprising the same Domain_ID and checking if the
DDC comprises a Dev. ID for the specific device that the user is trying to use to access the

content item. If the DDC comprises a Dev. ID for the specific device then the user (and all



To illustrate the use of a content container, a
content right and a donmain rights certificate
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consider the follow ng sinple exanple illustrating
access on a specific device to a content itemby a
URIENL.030%2%¢ content identifier (Cont _ID) for the QiPceIB2004/051226
content itemthat the user wants to access, the person
identifier (Pers_ID) of the user and the domain
identifier (Domain_|ID) of the domain containing the
cosher asts) e Aee drespesBicabviesdo acrpss thesntciictconterd fnf £l ather gppjent
t {¥enPEdS@Y). i dentifier may be obtai ned as described in
connection with Fi The do qfhl er

( Domai n_| DCyresedh 8%511% VGII‘?F‘F‘WCP?? %mo ° FREAREE

t eRice ﬁlbﬁalfeﬁﬁﬁﬂ}l bel ddnddif ifvthet Grderltiianitis cmb] dckidd brfd edhalso in
cont ent e user belong to the (sane)
81r‘1t£eés<§?°d)‘i‘?’g?lﬂexﬁeckl ng whether a user belongs to

a dorral n_iftedohes Hoyn whidakiha theiufer; thecopenivohthe detireiis fagof the
(Pers )
(%8&) TE 1? )thelgﬁhe cgﬁpr{t ’|_I§I§ % ac&ss%dg) @&gﬁ%ﬁasﬁg tv{it{}]g&ﬁte@ra,le
speaiiifig e ehotrnt Iltghi @t@ﬂ?qrmtlég the P*Pnt% et hen it has been
verified t"ﬁ@st r$ & iVf8rated intdute A bylthCardREBAKMARAC NS ID of
al l owed to access content also being a part of the
sEABrRBTAAUShen it is checked whether the given
content i t@gab Mer@ﬁbﬂﬂgﬁs&zﬂe irhexemplay sykaﬂfH&ompnbyg devices and

checki if th tent. identifier of |tem
i %erﬁﬁiﬁg%“‘f‘%m{aﬁl °§? OIB?i?r%d@ élfowél s e%vor]f]ggk)l néen her
t beinamextiiditbe@veBRGUnbeNd dévices big. inle hmsqshotdhmvme imphe @@fsple isa

{1 Fevi% arrlre ES%E)t % dltg{tgh Q%Q& gr}étlarg &503 g nﬁlgc sett KS%E) JHH g &%fe%@\;lce

user (given
t fﬁaf) thah & iy wei:lesa n@mmvmqah@ \@é\ﬁh@:@t\vﬁbﬂOll)sVlfufsﬁétﬂel??&%féeSE agpt

VBObY s SR £LLEpaR sisp 11 gNT Lo access it

Further, the rights data hts Dat) of the n?é

al so speci Hlyn%exﬁ’@élﬁfb’lsﬁepéré? ﬁb‘%‘é’%‘g‘z’? PIpvn @89%1“@?1?“4 jon set

a 0feHE tigha ?idb@(SOQWH@ﬁlhél@ﬁt 602)andrihg udee (548, bousluait hryaddltlon to
e ‘user_ w in ac

o S 7B PR o R T SR G s E P i oF
d svikedlor@buridaceoadingto Biget vik Domain Rightsdlsttificaied (e. g. _
because it Inlthgis YRS %Pet uﬁgr%a?ﬁ % z{lgesg lev&oéghtgﬁ]ttlt)em Oh 'Eh% Boxltgble

has to be Checked wh e specl evice t
usavice (97 8le mgy bolosatwldbesamp placeon therleviges engt @%Oﬂp?malﬁceé? g m a

t E&el%@o’ﬁ? o gﬁéepto%tahrhgcegsqg 1R bntdd: R hdo@ind %{thé Rvédtib) Whas
e use

t o access he content | tem since he is
( torbejcheckesthas ghe w%@%m@w&@ thendpmap 190 pingsthe pogpblg %élce
FIRE. Mhis Ty Be idhe B9 BBqR)Y @By tRhstrites. Liipal sharlt Bard

the DRC that the. c e sbou
b o it RS B BB D e nevor
Cetot ). Th&@ht@nt(r@ﬁl@)ld (18 lo@itnt itein Elagumeﬂ;to be othapattaBl device (507)

¢ gclri%Hnéelé n%edf ere ﬂx‘é lage? gsc h?n c%gclgéd\j \d éi!ésfc? ela ?n Bﬁ&éction
usAih Figsres 4ayar mg Afer wsléattoo oﬁthc:ms theh the contgnkitdm m@)ebn acgepsed it.
the DDC co for

then the. oapbd el sl iR PRER oI LR elerision
obd 104X the digitalrvidpo (598, thhmusipest (SPRXand dipertablecleviesd 83 beyrd o
SR&Fidhition HAHEBE: of BsheknAitelns @R &lowh B biccording to Fig.1 via

persons/users or via devices or bound according to Fig. 1 via Domain Rights Certificate). The

user (505) is in this scenario not bound to the Authorized Domain (100) as he e.g. may be a



of that domain). These three steps of validating

access to the content item the user and the device
woayosaiesgy nat i vel y be done in another order thaaTaBmo04/051226

one described and e.g. also in parallel at least to a

certain extent. After it has been verified that the

UBIEYL,0309%¢ content and the device is part of the ®amm2004/051226

domain, then the content itemis accessed as descri bed

in connection with Figure 4a,18 .e. obtaining the

content right and decrypting the content, etc. This

pretabbeyor frignd Visitrg: Inghis ercen@int%guﬁ%alwaagﬁ Q f&esn 7 BRyFlcontent item

|&ngé&gm&g@wgg@ml%D of the various structures. Figure
schematical ly i

| ustrate an exe

conpri si ndg CHRYRLIBSbERGoH %@ﬁg‘”’FeG?Eﬁ"h %fa‘}/l%{?ttﬁgowe?%l it
R # chARd. thavR\Wortdbe deeit\GOR belbkk o ﬂhh adman@bi)asice the person
conmuni cati on between a nunber of devices e.g. in a

5 holYEABI"G: Devices in the exanple is a television set
(504), a dihiyinagylbe domtég chacking tﬁtl(eEpOBa)ble &viprSDD islund HOR)
asnagne %orgaolrrlt qgcl, (%n%?t 14 {x“neas Qé@@ed Er{},% 5 ti nl Mth”i“léu%s@ﬁé 4b. After
cOMMIAT cati on W he ne 6‘3 Wi rel ess
acatidaion pﬁimqlev(c@@l@p thegntetdem S acwseai buéfe@rwsis@fl ghportable

%3 (50 p one exenplary scenario, an Authorized Domain

(100) has the teIeV|S|on set (504 the digita

10 (503), thdntheslamsswy rpisignor sigATPIRcRRbYEER YT GSRB%H“ bo

| tonbthicRE & 1fnhiGf th@cléimn'ﬂmﬁfrd an()mﬁﬁslﬂge Bées Inb@ﬁﬂudeﬂki&'presence of

shomn boun 0 Fj Vi a person$/us s or
vElgm SieRs Og? ﬁg‘ﬁ%‘rﬂ& hg“ £18° BPY. 4 107y PR TEIER"
Ré1ghdns ddeendt Ieidluziatlﬁ)sresdme dthi fursitesfandhelentelte user wants
to access n _co '
(507 v adEER Ee bt Pl et RRRLAPLufEN] £
15 odistakct denenisend by meams o’féa sgntahlmpragrm@i coppwpy In thpdevige elaiay
{800k ﬂﬁ%r;l%e ¢4 ﬁlst sgvetrﬁ %f @193@%5“5 chﬁ S B e &G lq/' d8 akddhd {28

inventio checked that the person (505)
b@%ﬁ@@rdlwéret ﬂ@ w@@ rﬂla{ eI MEPHESS A1 FRSITRIP P&‘Bﬂa‘é‘/ Geferente

( 3&)deAREHENI LS nof MR atE Bt NAMERARNBY thesd ineiitey cannot be used to
identifying the user e.g. using a snmart card reader,
e2yan3g§- t he portabl e device (507), which then may
transfer the User IDto the network (101). The content
right and the content itemis assuned to be on the
portabl e device (507) (otherwise it may be transmtted
there). The user is then checked as described in
connection with Figures 4a or 4b. After validation of
the user, then the content itemnay be accessed it. In
anot her exenpl ary scenari o, an Authorized Donmai n (100)
has the tel evision set (504), the digital video (503),
the nusic set (502) and the portable device (507)
bound to it in addition to a nunber of content itens
(not shown) (bound according to Fig.l via
persons/users or via devices or bound according to
Fig. 1 via Domain Rights Certificate). The



user (505) is in this scenario not bound to the
Aut hori zed Domain (100) as he e.g. nay be aPHNL030926
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this scenario, the user also wants to access a given
content itemon the portable device (507). For a user

trHNIBEA26 access to the content item accordi ng t pct/®2004/051226

invention, it has to be checked that the portable
device (507) belongs to the dmmain (100) since the
person (505) does not. This nmay be done by checking if
tOlAIMS: t abl e device (507) is bound to the sane domain
as the content item as described in connection with
Figures 4a or 4b. After validation of the device, then
the content item nmay be accessed by the user on the
portabl e device (507). In the clains, any reference
signs placed between parentheses shall not be
CP nstruct efgm@t‘god 6f @eﬁeka‘ﬂgg &P&tﬁ‘dréémoﬂ}?m\m It method comprising
conpri si ng oes not exclude the presence of elenents
othe gfens 96 other than those listed in a claim The word
"a" . Okelecif a Mﬁﬁﬁ@énﬂﬂe@ﬂorﬁé& MONnifeR Sdeffitlying ¥e |Autherited e
presence of a plurality of such elenents. The
i nveneBAnEHD:be i npl ement ed by neans of . hardwar e
conpr ibmdiAg atSe¥edna hsed(PSI B20ct, PRIaortha demaia ientifigr ([@empis_16), and
a sui ute
S T e I S S R LR
be enbati ed by one and the sane item of hardware. The

mere fact (}B%}?D(% ﬁ{dng arﬂu dPeFReADS, lﬁf C1, '3 dnfla number of

nmut ual |'y rent depen ent clai ms’ does not _indi cate

t prastons(PE.ARDI- n BN dhet i Ruthosizadiogengss frceniont #RM 61 saidetiiioszed: o
agyanh age). PHNL030926 PCT/ 1 B2004/ 051226 19 CLAIMS: 1. A
nmet hod of” generating an Authorized Domain (AD), the

nmet hod conprising the steps of selecting a domain
igentifiera ﬁl&hﬂ@&oﬁorh@@ tolbilkir| U adhyrattehiznd infthat the niethed further

Aut hori zed Dogaln (100), - binding at |east one user

( PmPrEss e PO pNj Y t o' the dommin identifier

( Do naibmalia)g, at laastlorlo |cmd¢nn gena(C1l €2st., G todeasiuiieoriggd Donpin (AD)

l%yl\\/foe% thE H&naqgﬂa{n@ieﬂ (ﬂgfﬁgbfﬂﬁr (Domai nJD), and

alning a nunber of—devices (D, D2, . . .
[»4 and a nunber of persons (P, P2, ..., PNl) that is

ayt hori zeds {RiBE &LSS gt @RheNt 2] h@ RGeSkt AbIEOSibERThg at
Jeast one user (P1, P2, ..., PNy) to the domain identifier (Domain_ID) comprises:
- obtaining or generating a Domain Users List (DUC) comprising the domain identifier
(Domain_ID) and a unique identifier (Pers_ID1, Pers_ID2, ..., Pers_IDN;) for a user
(P1, P2, ..., PN)) thereby defining that the user is bound to the Authorized Domain
(100,
and/or in that
the step of binding at least one device (D1, D2, ..., DM) to the domain
identifier (Domain_ID) comprises:
- obtaining or generating a Domain Devices List (DDC) comprising the domain
identifier (Domain_ID) and a unique identifier (Dev.ID1, Dev.ID2, ..., Dev.IDM) for
a device (D1, D2, ..., DM) thereby defining that the device is bound to the domain
(100).



Domain (100). 2. A method according to claim1,
characterized in that the nethod further conprises the

weneqs/006879 bi ndi ng at | east one content item (CPCTMR2004/051226
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. ., CN2) to the Authorized Domain (AD) given by the
domain identifier (Domain_ID). 3. A nethod according

tHELD9R 1- 2, characterized in that the step ofcT/iB2004/051226

bi nding at | east one user (PI, P2, ..., PN ) to the
domain identifier (DomainJD) zonprises: obtaining or
generating a Domain Users List (DUC) conprising the
domain identifier (Domain_ID) and auni que identifier

(P ers_I D, B@t‘hc?d_zicagfdm tor clauﬁ)ﬁi -33] Q&Nic}eri&&f in @Hd18¢ stc(pcﬂf binding at

Ni ) there
Dt ec I EOR e 7N DG A rerss DotiALD b
t he. Slbﬁilalrr]l@fi chitdaclitddg(at C1, ea,anz?ma Lﬂ;etvlhgl& (I(J]EC], UBZ2, ....URCN,),
to.the

obt ai MR S%éj%@eéh&hg{aﬁ{?d gk%mﬁ% I?C%s r[?gr((%%%
conpr iPsi rguidte the Gretiorized d@ntainf(109), afddomai n ID) and a

I] ! I ice I € Sa
uni qu% dlngﬁﬁenteﬁgfterr(%\/(ﬂ C tY)a y dR%ghm 1 ©) e LRr

a devi t hat t he
devi c®epise B?@hltr(@e‘ﬂ%?)tlf’d@u@btﬁﬂ|dﬁV1((31@4})D2PHNQ9@d’92@ to the

PCT/I%@QA}Q&% é?_&))4 A met hod according to clains 2

3, characterized in that the step of binding at
| east one content item(d 5 C2, . . ., CN\N2) to the

Asit hor i zeda BeilBA ftcbriNn toCoMiRE i S @ Sharactdizedin gt e ﬂqrﬁf@hﬁimg at

| }egsrtnorgmt 1te%%¥, gzs S\%P\Igté UE?{ ze%%am E%mprlses

URCL\IZ)bmdﬁlg hooticht tt@m eCIUSET...{CNi3) toRZ)omain RigiRNPRY 1, MR- - £ 0

e S e D

( Dev R@uthovikdinma (§00Dev i ce R ght (DevRC) is bound to a
device (DI 5D2, . . ., DM bound to the Aut hori zed
Donmei n (100). 5. A nethod according to cla

char act er i 4 &dthphaqeording foaims £eF S Fharciere Tﬁ?t ﬂ‘l‘eééf'grt Rlélﬁe
Cant@nt thb 'D%m:e( 1&khit (S&RC) or the ﬁf}ﬁém Righis IBRAYHomride fights data
go @gg%{srba ) re 1ng§[njgl? %tﬁgaqxﬁtsﬁl 6”??&.( 3 45 0 n e 0L ctor?tgr]lt gtgn (Cl1,
)cN»barne testae UseDBiphi (VRR) githe D@R@ng}DREZRC) or the Domain
DE%Q'%)(DI'{E). bound to the Authorized Domain (100).

7. A method according to any one of the previous claims, characterized in that
the method further comprises the step of controlling access to a given content item bound to
the Authorized Domain (100) by a given device being operated by a given user, the step
comprising:
- checking if the given user is bound to the same Authorized Domain (100) as the given
content item, or
- checking if the given device is bound to the same Authorized Domain (100) as the
given content item,
and allowing access for the given user via the given device and/or other
devices to the content item if the given user is bound to the same Authorized Domain (100),
or allowing access for the given user and/or other users via the given device to

the content item if the given device is part of the same Authorized Domain (100).



6. A nethod according to clains 4 or 5, characterized
in that the User Right (URC) or the Device Right

wODReosR@)S79r t he Domai n Rights (DRC) conprises PCOhBE04/051226
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data (Rghts Dat) representing which rights exists in

relation to the at | east one content item (O 5 C2, .

. PHNIgNP926bound to the User Right (URC) or the DeWcCT#B2004/051226

Ri ght (DevRC) or the Domain Rights (DRC). 7. A method

according to any one of the p2levious cl ai s,

characterized in that the nmethod further conprises the

step of controlling access to a given content item

bg) und to th %etgbﬂ J&@thhﬁ@ﬁ‘) abp bl of cl(nix@ Q)- dhyhatecigtizee in e vhec e
|ngoerate he step ¢ i SiAI0m, -
Chent e Forecsdiesd of SBPOITEE f56tid b o b (C12.
J’)Qfein@%dudﬂ’@cﬂ‘ﬁb Auhd DY Damaih (H0Yind bavigoringue conteahidentifier

t.he |ven dev he sane

Jr(oe % %oeﬁ'élfvnce( 06 peraqedt}t?{% él\%@@%p%ﬂﬁt&g% item and

al | ewichgkiag féedoiram wdve:egtletéaDGs@frthwéhctlﬁ@ IqmadH(100)

devi C%orﬁ@%’e getn é(]g&vlbz@ﬁhé &%@%1&%&@@1 ch%%kﬁ@lf the i@

gl ven us e sane hori zed

(100) dedge labqueWOrt@e BEe dgthorizs Dpﬁém ét 00%3% tlt?s“@Pte‘Eﬁta?’oaﬁ“d/ or
ot her HSehs ifeduih WeVER: (BET) 60hd AuthdiReCDdHARN{100)tceifprises

if the given device | s part o Aut hor i zed

e A e N A A I
met hogiag 6Rf © lbﬁlglditcothafhyhemﬂloﬁfed@oaiaim&lm)) asBhe content item,

char act zed in that e rihe i

step &Pg?:li?ﬁ’trtgéﬁefs 3 %Sgt:vgréco ! 1% g(lk\&j e(;tzhcdnﬁ éj B tillefgz%ntdmce
(A, @),D2, .., DENZYr,anpesenid tﬁgcgmqmdetvwe isthountl o the sameadiuthorized
Domai fi?ﬁa&o(b (ﬁgsdth@@‘o\llteﬂ%teﬂl aémgq&@sse@@tﬁa?t i dentifi er

( Cont y’'a given device being operated by a given
user cdoping aqcerg to the givracrutert itpm (¢1h £2.Donehin) brEY dewee ‘E‘fl‘é‘tmg

(DDC) M ot @eAbLERONd &RG B9 TRhdbiteh Ak} is®RRIIth §RSard Authorized
|dent|f|er Dev.| D) of the given device, thereby

checkilpriai( Q%és@tw@ﬁnu@m‘%?@gﬁgceﬁ ind to the same
Aut hori zed Domain (100) as the content item and/or
checking i

Alt hor i zedAﬂ‘}ﬂ’ﬁ? ﬁccrﬁlﬁ‘é)“}ﬁ%%r s’ec%1 3?1erlz elnlttﬁagﬁle step of
(Etmtxel_hh@ccesfs ofefmveglcmemt vsefurth@omprdes:. . ., PN1)

ther e%ﬁ?p}% I 19 etggBoer RE%??%O% & tﬁé Slen Eo%tegpi%fjspte&ﬁés lﬁﬁt the given

sane he content 'item
and alusoWPh§2.accBsshas thetright tg P‘Wé‘ﬁ thegiver pantept ism (& € c2, c2,No)

SR @12 QYOVJHQ%C&%M@ he@Rh Edhtdhtem €2, C2, . GNZﬂMthef or

user ¥ the gi ven device is bound to the sane
Aut horqffiré’&t“[?onal n (100) as the content item being
accessed, and/or - allow ng access to the given

IC:(I;-])I@:: 53|t n Igt m gho& accg%ing to claifns ?N%) cha1¥1cterpz¥d 1n§1\1/a|t gvery content item is

encrypted and that a content right (CR) is bound to each content item and to a User Right
(URC) or a Device Rights (DevRC) or a Domain Rights (DRC), and that the content right
(CR) of a given content item comprises an decryption key for decrypting the given content

item.

11. A method according to claims 3 - 10, characterized in that
- the Domain Users List (DUC) is implemented as or included in a Domain Users

Certificate, and/or



the gi ven device for the given user if the given user
is bound to the sane Authorized Domain (100) as the

woanisenes79t em bei ng accessed. 9. A net hod accoprdirmBRoDO051226
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claims 7 - 8, characterized in that the step of
controlling access of a given content.itemfurther

cPH¥E(368%. checking that the User Right (URC) fompcirie®004/051226

given content item specifies that the given user (P,
P2, ..., PNI) has the right tz access the given

content item(d, C2, ..., CN2) and only al|ow ng, .
ac c es shetRpmaindDqyicoslrist §BRE LS implergspied €3 or igsuded in a Domajgiyevices
i n t heeoafititk ARYdve. 10. A nethod according to clains

1- 9, characterjized_ jn_tha very. content itemi.s,.

encr Y HEadre e AL B R e HRCK DG & b Sk Use
each ootk eatifidategiidand to a User Right (URC) or a

Devi ce, Right s. v .or in Ri 2, niand

t hat tﬂi‘@egi?ﬁ ?&ﬁ%ﬂ@?ﬂs ‘(’E%f‘g%?@ 2% ﬁ&%ﬁéﬁgéﬁﬁ%g R
conpr iCeasicae adar ypti on key for decrypting the given
content Atemy. a | I 5 main
char addp Bl iphs hQIbRER 2RE BhemE il i

i mpl edeghtscepriificater i ncl uded in a Domain Users
Certificate, and/or PHNLO30926 PCT/|B2004/ 051226 22 -

the Domain Devices List (DDC) is.inple ted as or e
i bl uded i SytemoRBsReTBEgRR A8thesizet PP%&‘&?E‘?X Ty compfigne:
User Rk fof dRGEing 4 d86in identifier (MARGENR YD) whiquelp icentyibgedie as
or incJuded in a, r Right Certificate, and/or - the
Devi c&%ogﬁ%dqu@@’i s inplenented as or included in

a Devim@nRoghitdinget tehdt beatse,(PlaRel/.orPN1) toltke doonimiidentiigght s

( DRC1, DRC2, .+, DRCN2) is inplenmented/included in a
Domai r{Dﬁnaﬁtlg)’élédrt ificate. 12. A systemfor generating
an Autrheans feekindderatienst puDdieyice (B, Bsst dpRITOritsrdoripigddentifier
means gll;laigq;)?iam ng a donain identifier (Domain_ID)

uni quely 1dentifying the Authorized Domain §100), -
means for WHeRR ehipinie 4 rember obAyices Q. P [p9) and a numbesQf

) pbiSont (18, B MRIPI, ) 1k i dufhbieed (RRemS Dcohia)t, itemrid said Aehorized

for binding at |east one device (DI, D2, . . ., DM to
t Pem@8&Oh i dentifier (Domain_ID), and

13. A system according to claim 1, characterized in that the system further
comprises:
- means for binding at least one content item (C1, C2, ..., CNy) to the Authorized

Domain (AD) given by the domain identifier (Domain_ID).

14. A system according to claims 12 — 13, characterized in that the means for
binding at least one user (P1, P2, ..., PN}) to the domain identifier (Domain_ID) is adapted
to:
- obtain or generate a Domain Users List (DUC) comprising the domain identifier
(Domain_ID) and a unique identifier (Pers_ID1, Pers_ID2, ..., Pers_IDNi) for a user
(P1, P2, ..., PN)) thereby defining that the user is bound to the Authorized Domain
(100,

and/or in that



t hereby obtai ning a nunber of devices (D, D2, . . .,
DM and a nunber of persons (Pl, P2, ..., PNi) that is

warbdsonigzed to access a content item of said ArChneBiopeas1226
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Domai n (100). 13. A system according to claim1,
characterized in that the system further conprises:

nBdNE030836 bi ndi ng at | east one content item (O, PCZ/IB2004/051226

..., CN2) to the Authorized Donain (AD) given by the
domain identifier (Domain_ID)2314. A system according
to clainms 12 - 13, characterized in that the neans for
bi ndi ng atth¢ meass fop Hadipgaleagtppe desize (D1, D2, ppPM) “’ttg @ng
dg%if@rdﬂéﬁlﬁﬁjllb)gradipmﬁ@l nID) is adapt ed to: obt ain or
enerate a Donain User LD

gomal TSR BTFREA W@eﬁlcfﬁlgﬁﬁka‘mﬂﬁ? a%t f %)e hisl lfi §rgifier
( Per S_(bb¥hain PBY &d hbiRique 1denI1ﬁerR’BE\SID1DDkV)IDQQr Bewibdf) fQI’Fal d,evwe

t O t h éD}xd?zl’F:QIr’ ?D%@ghe ! %b%etd f%é;hg dg\nn%jlso écﬂﬁ% td%t?erdohlﬁinkf%md

t hat PHNL0O30926 PCT/IBZOO4/ 051226 23 the neans for
bhg] ding at, fsy%%ﬁltac&)?(%o%%ta\éiaﬁr% 1)@D'14 c!-ﬂ%’actenzed 1n[ﬁ'1\4c the %eﬁrﬁ?or

dorrai n i den i s adapt ed obt ai n
gbindingatdeast oppepaient iPECELS Lj» §t\72)(tD@€)A“8’8ﬁ%ﬁdlD§’F‘ﬁ’g‘ (‘N;?éls
dga;gﬂe@tol dent | f| er (Domal n_I D) and a unique identifier
(Dev. 1D ,
D2, -. .bind atmtertt H@Pé%lyca»ef :?ﬁtﬂ&)tﬂ%ﬁ mﬁt @@?3@‘? ‘?ﬁﬁ%t’)
to thavlfé&mumsérla@@ﬁ(umcﬁ URCS,ySt(BIUI\Q):Eemdldngattsa @®1,&255.,

- chara rlzed he ans for binding
at Ie}ﬁ‘) C[té’gl?ﬁpéq’ittonlzetd nd/rre” CN2) to the
Aut hortiriectomedtitemn (CADR, .i sCIaﬂ aqo:t BeVicedRight (svRE), where pridRevice

TR 0w e TR (DRI ol R bR

URCN2)Ddmzirdd@hd to a user (Pl, P2, . .., PNi ) bound
to the Authorized Dorrai n (100) and/or - bind a
content item (d, VI ce

(BBVRO) , | wheremsisr o sl bE g, Y BRvRER bR g6 PTGt
deMmtiiae at(1bdst onbontent item (OV) CHOUMIN 10 thehreutiuitdd@amai(100) is
Domai n (100). 16. A system according to claims 13 -

B,ap@ﬁa’racterl zed in that the nmeans for binding at
| east timie coomitétan (C1, €2) .(.OCN3)@23 Domain RighTRRL11REHhe . DRCNy),

Aut ho rvlvhze%dsalg%ranla& }&éhg @R(IJ ISDRC2, ... DRCN}) is bound to the Authorized
Domain (100).

17. A system according to claims 15 or 16, characterized in that the User Right
(URC) or the Device Right (DevRC) or the Domain Rights (DRC) comprises rights data
(Rghts Dat) representing which rights exists in relation to the at least one content item (Cl,

C2, ..., CNp) bound to the User Right (URC) or the Device Right (DevRC) or the Domain
Rights (DRC).

18. A system according to claims 12 — 17, characterized in that the system further
comprises means for controlling access to a given content item bound to the Authorized
Domain (100) by a given device being operated by a given user, where the means is adapted

to:



adapted to: - bind a content item(Cl, C2, . . ., CN3)
to a Domain Right (DRCl1, DRC2, . .. DRCN2), where said

woan@inogR) ght (DRC, DRC2, ... DRCN2) is boundprCo/iBive4/051226
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Aut hori zed Domain (100). 17. A system according to
clainms 15 or 16, characterized in that the User Right
(RIRQ).030926t he Device Right (DevRC) or the Domain Ricgid204/051226
(DRC) conprises rights data (Rghts Dat) representing
which rights exists in relatisn to the at | east one
content item (d, C2, . ., CN2) bound to_ the User

Ri ght chedRE)hecgiven hyeer Dépinddo e grime uthovirrdDastain (HY) poiftagiven
R ght §(DR@m o18- A systemaccording to claims 12 -

7, characterlzed i.n that the 2‘}4 gt?rpfuclibher rlse
means chesk ifdksraives dpyigeds baupd@dhersgihe ARNQrEs BIH?“é g)ﬁ]glven
bound cbferd: f@n,Aut hori zed Domai n (100) by a gi ven devi ce
bei ng opera .wher.e
adapt ed toanﬁ’?ﬁ?ﬁ’b%ﬁ@%g) %ﬁﬂ"f‘ 6047 9543 eﬁlﬁe anh’%r ﬁtlhgffd evices
t Behddovte itdRefthé Svdnaierds Hoond th ¢hesaneAwhidrized Pereadn 06Mai n
(100) as th & élll Isgcggss ‘t;orﬂ‘t 1Vte1|1]hs%xeﬁh/op ther ugé?se\qgtgé %g&hd%vice to the

gi ven devi € sane mal n
( @t item if the giyervdenice ismene pfth &a@mAuﬁlﬁWeé Dopginadt¥ess f or
the gi ven user via the given device and/or other

devices to the content itemif the given user gjgu d
t 8.t he sand systrrrrseardipeitopanenen! ¢laims)2— 47 Cafrf?%}z%‘i‘d&

f WstehtBridl YRiprists SleaRF6H cBhitroMinBQEcets I Bivat c@nﬂéiﬁ@te@l(@ EIC2, .
device to the content v.en devi ce

ofﬂNﬂh@ngmdAaflﬁo‘whf%d%&Wﬁﬁnﬁloegw) aVig? u%qugygrften%‘ld%ﬁer
AQCH ¢ @h))ngy 4 @vanyviseingfopahted tysa ghen-usel, Ayhershizr meheis hdapdd to:

in tha te f rthe

contr oS h%hea%%%aé% Vlilces 1s{ Q/egﬂ.g% th% Pg@z@@ﬁo%%fl (10Q) comprises
Ghi2Jentifive (Dey. Ibmfnknb gl@n déniceAberblyrcheckie Hishagiven e Oe)is

and h %\éh&ﬂo the %Qhe%&h&&&i ]g&lt)dmﬁ (q%)ta's {h'e @5nt&1% 2hdAr, by a

gi ven devi ce bel ng ¥ gl ven user, where the
nmeans qhsckaﬁhixp@dam Bser éﬁ"e@Uq)P Tﬂihéuml‘*?ﬁﬁ‘ Rotpgif (198)kcoppses an

(DDC) i@dniliiepy tbE 't}?e%ﬂ/ep@sﬁﬁ@m F(ZlOOPNg@ﬁmdby Sl&ﬁkl@lf the given
identifier (Dev.ID) of the |veng1 [ [E e

checki g 1t pouphie thy; %ﬁAH%WZE Dprgaiy, f@ﬁ) 1%8 cpt égﬁ’e

Aut hordng eitbwDReRE 1 tieldieh cagent fien CINEZNL, CNehy thagidénalevice (D1,
check

bomai % 1oGEBHBY PR et ton ) et AR Bomain
gi ven eBes hbonteBPitem being.accef3M, pnd/drer eby checking i f

E ESO?I 250 aﬁc%?s 0 Jch§ éRQM&ﬁtethteﬁlQél S AL ékhi)fb? rahf@e@w@i?ﬁﬁ&ﬂg the

glven device for the given user 1f the given user is bound to the same Authorized

Domain (100) as the content item being accessed.

20. A system according to claims 18 — 19, characterized in that the means for
controlling access of a given content item is further adapted to further:
- check that the User Right (URC) for the given content item specifies that the given
user (P1, P2, ..., PNj) has the right to access the given content item (C1, C2, ..., CNy)
and only allowing access to the given content item (C1, C2, ..., CNy) in the

affirmative.



- and allow access to the given content item(d, C2,
CN2) by the given device (D, D2, .. ., Dl\/p for

wanwsuﬂmmf the given device is bound to the BaEM@B2004/051226
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Aut hori zed Domain (100) as the content item being

accessed, and/or - allow access to the given content

i PENLQ3OP26, C2, .. ., CN2) by any device includi ngearhszo04/051226
gi ven device for the given user if the given user is

bound to the sanme Authorized 2main (100) as the

content item being accessed. 20. A systemaccording to

cRhi ms 18 A sys@m aspradingioelaimsdd 29, ‘thhr&?tertzﬁ%lnﬁléaéﬁ‘éerWCSPtent item

C %@B&?Ar&d‘ Al tt@tcacc%ﬁt%n@fghﬂcﬁ) N BHund @da6E1 &ontehﬁfm d fot TRERight

ted to further: - chec

Ditea Py EOREErROYa abupBtsisd DRy hapd Fiditsobeh e
U X)) of PhiverPdntent.item chibbrisedmsieériition kghtbt decaptirgsis divee content
gtven content item(d, C2, ..., CN2) and only
alfBwi ng access to the given content item (d, C2,
in the affirmative. PHNLO30926
P?/ I 82004/ﬁ0$ %‘e%%a%ccgéméa) Claﬁﬂ t2? %Q‘Q&é}{zgd 1ﬂghat 0 Cl al s

cha

erize every content item.is
enc -y phesonaeirUsekseltist éD@@)nltS élmleﬁreil@ﬁ gs @ @Rjudedsin g Hlepgingsers
each CRRERAE, dn aligm and to a User Right (URC) or a

Devi ce R ght's (DevRC) or a Domain Rights .
t hat ttheeDeerit Beiticep sztPD(C@;R)lmblFm%{m’g‘uaéerrfn%%m D‘i’“i.‘"éﬂl?ev“’es
conpr i G&@%icas, Aeer yption key for decrypti ng the gi ven
content item . 22 A rdin

o et B TERCh TG e ERES ishdirie ol af T oo e

(DUC) RightiOspifies® ahddel as or |ncI uded in a Domain Users
Certifjcate [ t,-g%)is

i nple I?evud eg& gfﬁeVRc ‘tsﬂ’zpé%) %hlﬁg%g\l? |D§elsC

Cer t i fGegtificate, amiydf or - t he User nght (URA, URC2, .

o l%%B Rl ﬁlﬁ@f‘b@@Zas BRCNAG iR htEH/ﬁclﬁ&S fin a Domain
Ri ght t| I?cag?{gl( nd/or - the Dgwlgg Rleght ( DevRO)

i s mrﬁléht%ﬁtl’é@“aﬁs or included in a Device Right
Certificate, and/or - the Domain R ghts (DRC, DRC2,

DRCN ) is inple ed/| cluded .in a
G831 cat b omBe AT Pl SEd edr DTy ke
S to8¢ @Gndrd 6@ eng unBd to Exedcite the nfethvd a@oEing ¢p WM enert chmmset —11.
processing units to execute the nmethod according to
any one of clainms 1- 11.



