Comput ationally Asymretric Cryptographic Systens This
invention is generally concerned with nethods,
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conmput ationally asymretri c hash function and
conmputationally asymretric electronic signatures, in
particular for use with symretric cryptographic
algorithms, In this specification applications of
enbodi nents of the invention will be described wth
specific reference to el ectronic signatures conputed
using a symmetric ey shared with the party validating
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One commonly used technique for generating digital or electronic signatures employs
asymmetric or public key cryptography which uses a pair of keys, one private and one
“public”; an infrastructure known as PKI (Public Key Infrastructure) is often used to
provide key management functions. However digital or “electronic” signatures can also
be generated using symmetric cryptography although these are potentially weaker
cryptographically. An example is a message authentication code (MAC) which is
computed using the aforementioned shared secret key. An example MAC is provided in

IS08731-1, “Banking-proved Algorithms for Message Authentication-Part I; DEA”;
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such an arrangenent as they generally require nore
information to be transferred between DM andDK than a
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users PC and the key X in an unconnected authentication token, here a small device
with a numeric keypad and screen and customised functionality. In the example of
figure 1 communication of information between DM and DK is performed manually by
the user. Conventional MAC algorithms or digital signatures are not suitable for such
an arrangement as they generally require more information to be fransferred between

DM and DX than a user can easily or reliably manage.

In figure 1 device DM may comprise any type of device incorporating a data processor,

for example a personal computer, a personal organiser or PDA (Personal Digital



ot her type of device. Device .DMs coupled to a back
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type of data processing system Communi cations network
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magdiafmclory. The token DK encrypts C using the key K,
and truncates, and optionally decimalises, the
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authenticating information such as their PIN or, for example, some additional
details related to the message.)
4. The token DK encrypts C using the key X, and truncates, and optionally
decimalises, the response to form the signature value S.
5. The token DK displays the signature value S which is entered into the device
DM to be used as an electronic signature on the message M.
The party validating the signature essentially repeats the same process, since they are

also in possession of the key K, and compares the value § thus obtained with that

provided.

In practice, so that a different signature is produced for each message, even if the
message has been transmitted before, a signing key may be generating by encrypting a

counter stored in token DX (or more particularly on a card inserted into the calculator-
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There is a limit to the length of the value C that may be employed due to the fact that it
must be reliably transcribed by the human user from the device DM to the token DK,
The length of the value C also limits the number of attempts at a message Af” that the
attacker is expected to need before a successful match C’ = C is found.

With the ever-increasing power of the computers available to the attacker (who may use

many computers to parallelise the work), it may already be or will certainly become



attacker is expected to need before a successful match
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computation of said asymmetric value by said second method being faster than by said
first method; and determining a computationally asymmetric hash function value using

said asymmetric value.

In embodiments providing a computationally asymmetric hash function computable by
two methods one faster than the other enables an entity at the signing end of 2
transaction (device DM) to be restricted to the first, slower method whilst a verifier
(device DP) is enabled to use the second, faster method. The slow method need not

impose a significant burden on a human user since the computation may be constructed
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data. In embodiments the at least one first parameter and the at least one second
parameter share at least one common parameter, a difference in computation speeds
between the first and second methods being dependent upon a value of the at least one

comimon parameter.

In another aspect the invention provides a method of digitally signing data using a

computationally asymmetric hash function.
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In the above described methods of signing and verifying digital data preferably the
encryption comprises a symmetric cryptographic procedure. In embodiments of the
signing method the asymmetric hash function result is truncated prior to outputting for
encryption; the encryption itself may utilise or be conditional upon additional

information such as a user-entered PIN.

The invention also provides a method of electronically signing data, the method
comprising determining a hash value of the data to be signed using a time-lock puzzle

algorithm; and encrypting data dependent upon said hash value to sign said data.
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to symmetric cryptographic signing. The signatures
enpl oyed maybe signatures with or w thout nessage

I eBR¥EAB]y the intermediate value comprises a value computed by an asymmetric

cryptographic procedure, in particular an asymmetric cryptographic signature. This
intermediate value may be computed on a hash of the message data and afterwards
optionally truncated prior to symmetric cryptographic signing. The signatures

employed may be signatures with or without message recovery.

Broadly speaking embodiments of this procedure utilise the property that it is much
faster to verify an asymmetric cryptographic operation such as an RSA signature, than it
is to generate the signature in the first place. For example, generation of a 1024 bit

RSA signature requires 1024 squarings whereas verification requires only a single
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components in communication with one another, for example on a network.

These and other aspects of the invention will now be described, by way of example only

with reference to the accompanying figures in which:

Figure 1 shows a computer system for message signing and authentication. Comprising
a hash computation device, a signing device, and a signature verification device; and
Figures 2a to 2¢ show, respectively, terminals programmed to implement the hash

computation, signing and verification devices of figure 1.
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wdevisae733a si gni ng devi ce, and a signature ver PET/&GBR2003050011

devi ce; and Figures 2a to 2c show, respectively,

term nals programmed to inplenent the hash

conputation, signing and verification devices of

figure LIt is helpful to firstideview time-Iock

puzzl es as enbodi nents of the nmethods described herein

preterabIY enpl oy procedures of such puzzles.

Al ftipbelpiul twdfirglirptieydimederk pzklesss qutodbutmtsss tlar methods described

e ' i ' ' | £ f nt . to their

comran gL’ RSt ot e Bl e e

puptobedugesrarpenplefddrivd nrsnéron wbich is diffeent & @linsr conventional

pag%;ﬂ%&?orns N, conpute a secret value B (this can be

understood with reference to the exanple below). The

puzzle is constructed in such a way that this

cogput.at i whi. | ossi bl e, a | '1-defined,

- RN b &iking ira€ ogB BRAAe o i ap fllors Dien dompsrameter
t aNesongmitea $ecreevallaB (hRIcanbs @idersioRY vish BhaN8E1d 1Be example

co tlr he ar]Dunt of effoit required. A puzzle al so

hat® ?@e ’B}e@b‘émﬁ PR Pgh f oy dié it somputatien, whilst possible
pasified]Bdefincs, radiRs PeonkiictBleTBuS: ' '

Knowl e,g e of Eradé\ndSN al | gvvs B ﬁutbg%ag%%?g@%ﬁ%rséle

ef PG &V PA/ATREER Ny bgshossn togorirglthe angonsts ofeléht reawiradav e

been proposed for applications involving encrypted
"tinmecapsul es'. These effectively encrypt sone

i nfORpae plenhas fbeprepaty thet the narty akesatingdbrgdraioetas s also privy to

t o selretiRfd¥Rtiod AeKhAF OISR R ’ L
even years. The Se ret vaﬁ%g éqﬁsﬁﬁgg%éfy%ﬁggg?p@ﬁ%ﬁrmom
pusthrigntlythan buseipd & denst r oyed. Only the val ue N

remai ns which whilst sufficient to solve the puzzle

and open the tinme capsule, a known (and very | arge)

c ovyshpeabilaseeiiave béaariroposed foryiptienionpinttolvig endiypted ‘time-
%et%géslltf&ogglé%sné Eﬁ%%lﬁé%é%@%%ﬁé%&%ﬂggg st t?artr?t \7!/1?1 tegcléltea to

ht eopsifigralie/tige .t dedcgit dhe. inbiuhatidaw dagg evesks, bndled Gharf SThe seeret

Thi IS ed the.fact that given an RSA .
e o AR R 5 P (e P b e emains
t hehicl_cwhibsﬂsi:ﬁﬁgieht—mz?lna glemmmlmaﬂdrc@&\nlﬁlew édle\!;l,vl by 10&1own (and
squarin nmod n) of_the val ue a, ereas know edge
01%’/39’%1;%%&%3%10@%] ﬁfﬁ‘?g‘%‘gﬂlﬁ{#ié? ﬁ%?f"of e =2 (nod
(p-1)(g- 1)) and then b ae, both straightforward
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e best-kKnown titme-release cryptographic scheme is due to Rivest, Shamir and

Wagner (RSW, hitp://www.cs berkeley.edw/~daw/papersftimelock.ps). This scheme is

based on the fact that given an RSA modulus # = pg (where » and g are two (large)

primes) then computing b =  mod n requires ! sequential squarings (mod n) of the
value a, whereas knowledge of p and ¢ enables the computation of e = 2’ (mod (p-1)(g-
1)} and then & = a°, both siraightforward operations. By choice of the value of t, and
given an estimate of the time required to perform a mod squaring operation, the time
required to compute b without knowledge of e can be set arbitrarily, whereas the time

required to perform the equivalent calculation given e remains unchanged.
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N=Q 4. To conpute the asymmetric hash J = J(M:
tu‘ne—]oc puzzle:

1. Choose an RSA modulus n = pg.

2. Choose the value ¢ = TS where § is the number of modulo # squarings that can
be performed in one second, and T'is the number of seconds that should be
required to compute the hash function without knowledge of the secret E.

3. Publish the parameters N'= (i, 1),

4. To compute the asymmetric hash J = J(M):

a. Compute a conventional hash H = H(M).
b. Treat the result H as an integer (it will typically be less than #, otherwise

reduce modulo 7).

c. Compute L = ' mod n.
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resultH as an integer (|t mnll typically be |l ess than

n ’At%é%*ﬂc:?tﬁmreﬁq Yeb 4R 1%pﬂled by steps 5 and 6 below:

5, With knowledge of p and ¢, it is possible to compute e =2 mod (p-1)(g-1).
Consider E to be the secret values (e, p, q)-
6. Knowing E, J= J(M) can alsc be computed as follows:
a. Compute a conventional hash H = H(M).
b, Treat the result A as an integer (it will typically be less than », otherwise
reduce modulo #).
c. Compute L = H* mod n.
d. Compute J=H(Z).

A consequence of the nature of the time-lock puzzle is that computation of step 4c
requires f sequential squarings of H modulo », whereas step 6¢, which produces an

identical result, requires a single exponentiation modulo #. Note that the operation used
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squarings of Hnodul o n whereas step 6¢, which produces
an identical result, requires a single exponentiation
nodul o n. Note that the operation usedin steps 4c and
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changes to their system to process the new signatures. Again, this consists of replacing
the hash function H used to create C with the function J. In this case, the values & and
E should be available to the validating party, so that the efficient implementation of J

may be used.

The secret data E should be kept confidential, since if it were to become public the
security of the signature scheme would be reduced. (The scheme would not be totally
compromised; rather the security advantage of using the computationally asymmetric
hash function J instead of the conventional hash function A would be lost.) Te do this,

procedural controls and/or specialist hardware may be used.
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do this, procedural controls and/or specialist

hardware may be used.In the case of the exanple

present ed above the operation Lgerfor med using E -

(e,p, c¢j) is sinply a nodul arl xponenti ation, as

COMRaYe HSBeraPipRINeCHILE LIRS TS RratidR P& fdrncs Bﬁﬁg B4 @lp, )

hardware is used to protect , in many cases th

ex# sifiphp mmﬂqirmamweégﬁmnt §F COMmMaRkt uSﬁ%m&M éryn@yyws Thus if

I es; t

| SPHIER DAL B0 (O00% it EAPLREINE BN RS Qncfiopality of

aﬁhﬁémpanewmthWﬂﬁ@%Wﬁbn&ﬂWDﬂmnmﬁo t he devi ces DM

This can be sinpler than generating N and Ein a

separate system and inporting their val ues, although

t Hhprdctitd e vapiationsyssmahsogqpesis the parani¢ters pbavdfbargresp@ vV for

ar B tﬁ]%oggﬁleomgilloxye %'e 3 Jgﬁ/ nsk gang%g}ntﬁl‘ié}%' og%{)%la{j‘ ﬁc'g Nand Eina

atsbﬁaﬁkte Gystash hll“d)uipoﬂmgalhann\gﬁum,ch]thomghdma Vatter @ytioa id dso possible.
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procedure described in the introduction: 1. No chan
t 0aiuee ChQsRIR RDRETNAPSpdAIS s Ystgmiiciseo I e o ob e exHap 3

' rﬁrles%ﬁﬂe@ LbdvleYni®@al ¥P hGAdved b BRIEYE the RKRNT 7, Wil Rcessarily
change woul d typically be expensive,) 2. There is no

nedtp qhignging bpxpYyect®n the signing procedure carried out

by the user, and therefore no user education is

required. 3. In a worst-case scenario in which the
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signature validation will be significantly slower than

it was previously, not that it cannot be achi eved at
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3. In a worst-case scenario in which the value £ is lost, the consequence is simply
that signature validation will be significantly slower than it was previously, not
that it cannot be achieved at all. The validating party may simply operate at a
reduced capacity until the parameters can be recovered or a new set created and

deployed.

1t is useful to outline some differences between application of a time-lock puzzle
procedure to implement a time-lock puzzle per se, and implementation of a time-lock
puzzle procedure in the above described example of a cryptographically asymmetric
hash function. Thus in a time-lock puzzle per se the “back door” value E is destroyed

after puzzle creation whereas in the above described example method it is retained for



puzzl e procedure in the above described exanple of a
cryptographically asymmetric hash function. Thus in a

woiosAlmsk puzzl e per se the "back door" val uePETIGB2005/050011
destroyed after puzzle creation whereas in the above
descri bed exanple nethod it is retained forsignature
validation. In a tinme-Iock puzile per se Eis used to
create the puzzle and then is*tsed to solve it.
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control code in program memory 218 and/or the data in data memory 216 may, be
provided on a removable storage medinm, illustratively shown by floppy disk 220. The
permanent memory may comprise, for example, one or more of a hard disk and non-
volatile RAM/ROM.

In figure 2a system 200a (D) has program memory storing asymmetric hash
computation code, truncation and decimalisation code, hard interface code,
communications code, and operating system code, loaded and implemented by

processor 212 to provide the corresponding functions. Permanent data memory 216



volatile RAMROM In figure 2a system 200a {DM has

program nmenory storing asymetric hash conputation
woadss/11ta3sincat i on and deci mal i sati on code, har @CT/GB2005/050011

i nterface code, conmunications code, and operating

system code, | oaded and i nplenmented by processor 212

to provide the correspondi ng functions. Pernmanent data

nmenory 216stores paraneters f conmput ation of the
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value. Preferably at least the parameters £ and the symmetric key are stored securely,
for example in tamper proof hardware, Working memory 214 has the same parameters
as system 200a (device DA). Thus system 200e is able to implement essentially the
same procedure used to generate signature S to verify the signature, but with the

difference that the fast method for computation of the asymmetric hash function value is

employed.

In a variant of the above described procedure the slow computation of the asymmetric
hash value involves a secondary or intermediate value L (say) that is communicated,

preferably with the message M and/or signature S, back to the validator DP. The



same procedure used to generate signature S to verify

the signature, but with the difference that the fast
worbtdsad7d36r conputation of the asymetric hashptumB20ams50011

value is enployed. In a variant of the above descri bed

procedure the sl ow conputation of the asymmetric hash

val ue involves a secondary or internedi ate value L

(say) that is communicated, pfeferably with the

"RV AN L LShAE YRS thaeted 8. HF MR SO Blariy
Sseeveduadser does not (necessarily) see value L. For
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on M using for exanple, a known key, to give L, then
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bei ng conmput able by two nethods, a first method

enpl oying at | east one first paraneter and a second
woridsad73Bapl oyi ng at | east one second par anmet ePCT/GB2005/050011

conmput ation of said asymretric value by said second

nmet hod being faster than by said first nmethod; and

detepnining a conputationally,asymmetric hash function

val ue using said asymretric v]agla 2. A nethod as

cl@iaxdsi n claim1 wherein said f| rst and second

met hods conprise nethods of a tine-lock puzzle. 3. A

met hod as clainmed in claiml1l or 2 wherein determ ning

of1. sai ¢ asbd éitiediiniing Sédnghusdionhl By yTmEic Gashafutietion value, the

conprl ses determ ning a hash of said asynmretric val ue.

method GoRPHEES'as ¢l ai med in any preceding claim

wh. er. @dcRivaR! ifput WA ko PERAIRG; and sai d second net hod

enpl oy a common paraneter, 5. A nmethod as clained in

cl ai m fompaingian symanetrie velie Bomfaid syt dafn.iseid asymmiric value

D &JWE&Bm ?*he Ogﬁ An@mgdssngﬁwmﬁ%%ﬁ)ytn% A RRGRAE Bl st parameter

upon a v sal d | east one first par aneter or
ofané aiseropdmethad B@Ph’ﬂﬁlg@i leag ongseepndhpsepiagiere popniation f said

G URRSE L) Bk 8 TS L YO, g
as cl aidntexnining arrympristerdiin gsypinedtinic hish ﬁmcht)lsmlub using said

cQ i said asymretric val ue enpl oys said first
nea?ﬁlg;g?&g.vglke'net hod of providing an electronic

signature for data, the method conpri Si ng determ ni ng

£ be & HLRT R ST IRl SneBRg e NS s Oy Yooric

onﬁetnfds@)lfahﬂﬁ-ldc}dpmzﬂe out putting data for encryption;

and receiving encrypted data derived from said
asymmetrical hash function to provide said electronic
signat W ﬂetﬁ@d assadithed &f @aindl o2 WRirkia detefmivilgiof ydid gash function
digitally ned data, the itally signed data
P e aRe RSy T B ek B S SRt value.

asymmetric hash function determ ned by the net hod of
ag%/ one of clainmsg 1 to 7, the method, conprijsing

er mAmAGORAS AEyRfER MY Prersding F]ﬁﬁ% t"?’@iﬁméf’lds%ﬁtd“"é]i‘@?élé said
dakahRGEMI Rihidy% @Mnon parameter.

5. A method as claimed in claim 4 wherein a difference in computation speed
between said first and second methods is dependent upon 2 value of said at least one

first parameter or of said common parameter.

6. A method as claimed in any preceding claim wherein said asymmetric value is

computed from a hash of said input data.

7. A method as claimed in any preceding claim wherein said computing of said

asymmetric value emiploys said first method.

8. A method of providing an electronic signature for data, the method comprising:



one of clainms 1 to 6 and enpl oyi ng said second net hod,

and verifying said electronic signature using the
weaymmtassc hash function result of said deter RCWIGB2005/050011

10. A nethod as clainmed in claim9 wherein said

verifying conprises encrypting data derived from said

asymmetric hash function resu]t, and conparing a

result of said encrypting with said el ectronic

si gnat déiermidihg aBompBhi@shaRP airiheiitic hadh Anctionef thé dath @i bes
8 9 or 10 wherein said encryptin S synnetrlc

I
c Figpeth it BpHTHapriBe SR abod of ann offed mg

el ect r g6 1éﬂat§lfcg-réh§]—?ptﬂﬁ\lt fad t he met hod conpri sing
determ ni ng a hash e of the data to be S|%ned

usi ng EPC?WWG eneryRie date Deriverl iomm whisyaRyireathagh fanggon to
Eﬂg%@ [ val ue to sign said data.
%}&A E?M@%Hat?élfﬁlgagils%& ronically signed data,
the nethod conprising determ ning a hash val ue of at
| gast
i I%arre | % Qﬁl%(% § 922{1%%&&9%{%35 égxgd Q%%,\éﬁé %%‘it&ﬁgr s(lr]’ggie@ Qatd including
d apceladuemtxc sxgn&mm deteastd weitlgrs dsymnetrirplzach Aot detexmined by the
B’e %Ol&c‘[ % cijal 9 i %J “5 QhG l%gtké(y CO%T%{%HI%hg ned data. 14.

Hied i n cla erein said

h ash v abﬂemndmgan mymmcgnhhashlfumtlsmoﬁsauf sigmd daet mcgdmgdhany
conpr | on I rrete a.first set of
pé’h%gﬁt% %%%% QF%IP{WW% g%°°8 Hfggﬁd\/ag'fiue for signing
sai d datafyaipdad efaoiid mg&(ttm@ﬁ]smgﬂ&mejnﬁmsmc hash function result of
fordetern ning said hash value for verifying said
si%gHiI5ETWHE- wher ei n conput ation of said hash val ue

using said second set of paraneters is faster than

using said first set of pa ters. 15..A nethod as
cl & med mAtheq a5 glimgd \‘/!H‘éi“gﬁ %Wge RGP RRYIng comRiEps PAEHPting

v QiaHﬁieH%cﬂﬁmﬁ 3hid 2$R6ANHC Bh factipRfRNE g &nhﬁar@% alr@aB bf said
one order of %nltude faster than using said first
£

s encryplipgvBheaid plctronis sigRaiEd- hod provi ding a
conputational |y asymetric electronic signature, the
met hod conprising: receiving nessage data for signing,
corfput izppethad aw@w@amc&wgﬂa@s&, Qi & whereinsald GpiyRIng

S aénﬂ;l&%%‘c‘s%ﬁle%t @yptographic procedure.

12. A method of electronically signing data, the method comprising determining a
hash value of the data to be signed using a time-lock puzzle algorithm; and encrypting

data dependent upon said hash value to sign said data.

13. A method of verifying elecironically signed data, the method comprising
determining a hash value of at least a portion of the data to be verified using a time-lock
puzzle algorithm; and encrypting data dependent on said hash value for comparing with

a signature of said data to verify said signed data.

14. A method as claimed in claim 12 or 13 wherein said hash value determining has
two sets of parameters each comprising one or more parameters, a first set of parameters

for determining said hash value for signing said data and a second set of parameters for



determ ning a synmmetric cryptographic signature of
data derived fromsaid internedi ate val ue; and
wonroesid7asg sai d i nternedi ate val ue in associ at POWGE2005/050011
said symmetric cryptographic signature to provide a
conmputationally asymetric signature for said nessage
data. 17. A nethod as clained jn claim16 wherein said
internedi ate value is conputéﬁ)as a hash of said
MgEAfRingahid hadlBvalve BEVdHTANR Sei€ bighifR thnll vheled dBniRtalibn of said
17 further, conprising truncating saird internedjate
v &pshevabie uginesgid seqonr Aetef yamstey 1siastsktian psing said first set of
ChyRhR@aphi ¢ signature. 19. A nmethod as claimed in
clainms 16, 17 or 18 wherein said internedi ate val ue
conmputing is iterated a plurality of tinmes. 20. A
MgEh0d \35 e thb A B Hmed i WimORGy R it béthRak® rQaid Bash value using
wherein sald symretric signature determning conprises
o gaig weqoind get@d parameters isitdensinpededer oEmagrdtude Bty thag using hid
Sq#JE%Qk%mﬁhg& ture fromsaid signing device.21. A
met hod of veritying a conputationally asymretric
signature, said conmputationally asymetric signature
conprising a symmetric cryptographic signature and an
i nternedi ate val ue used in conputing said synmmetric
crigpt ograghodpevigingtavbapuiationadly bsyauthéitic alsctponiuvdighatird yhe
t he n%thod,af.any one of clainms 16 to 20, the nethod
¢ SSRGS PEcei vi ng message data and sai d
conput adckivingrhassas el sighirgl gnat ure; verifying said
internmedi ate val ue usin ai sage . data;, and
vor 1 y PP U g PR G Ao GLp PG
sai d i atemiBREatsgmyRine: aphicERiange adatd RFiNBDféM said
any one, of ?Iains 16 to 21 wherein said internediate
v ahtearediipovaleeand val ue conputed by an asymmetric
Crypt ogfARIMEsaRT RERHetife vAT inAsdPBlNOSwaR sili 3Bk N

any one of clainms 16 to 22 whereirji said internediate,
v &b sigatuate peNRmtompetatipyly agyEsRTe signgitee for wid
24nesBlpe@ggsor control code to, when running, inplenent
t he net hod of any preceding claim

17. A method as claimed in claim 16 wherein said intermediate value is computed as

a hash of said message data.

18. A method as claimed in claim 16 or 17 further comprising truncating said

intermediate value prior to determining said symmetric cryptographic signature.

19. A method as claimed in claims 16, 17 or 18 wherein said intermediate value

computing is iterated a plurality of times.

20. A method as claimed in any one of claims 16 to 19 wherein said symmetric
signature determining comprises outputting data to a signing device and receiving said

symmetric signature from said signing device.



25. A carrier carrying :.the processor control code of
claim24. 26. A conputer systemincluding the

wonresa3sss control code of claim24. 27. A conmparAB2005/050011
system for determ ning a conputationally asymetric
hash function val ue, the conputer system conpri sing:
an input to receive data to bg hashed; data nenory
storing asymetric val ue con‘pﬁt ation paraneter data;

pregr amAEhed §f &idihdgdcEinicaaspgmaticeimetura bsdd a
processor coupled to .said data, r.rermryyl/ and to said. .
prBgPEATafe! f%%e%aam&ﬁa OIS AT C pyplEraRbp gignature
C QH@ at R Sib iR Falae Aeudlif borfiting @hili spEmERR o Sh sigr@ture, in
i npl enent the _nethod of any one of clains to 23.
particular as provided by the method of any one of claims 16 to 20, the method
comprising:
receiving message data and said computationally asymmetric signature;
verifying said intermediate value using said message data; and

verifying said symmeiric cryptographic signature using said intermediate value.

22. A method as claimed in any one of claims 16 to 21 wherein said intermediate

value comprises a value computed by an asymmetric cryptographic procedure.

23. A method as claimed in any one of claims 16 to 22 whereir said intermediate

value comprises an asymmetric cryptographic signature.

24.  Processor confrol code to, when running, implement the method of any

preceding claim.
25. A carrier carrying:the processor control code of claim 24.
26. A computer system including the processor control code of claim 24.

27. A computer system for determining a computationally asymmetric hash function
value, the computer system comprising:

an input to receive data to be hashed;

data memory storing asymmetric value computation parameter data;

program memory storing computer program code; and

a processor coupled to said data memory and to said program memory to Ioad
and implement said code, said code comprising code for controlling the processor to

implement the method of any one of claims 1 to 23.



