1 0 CONSUMABLES VALI DATION CHI P TECHNI-CAL FI ELD This invention concerns a
consunabl e aut hentication protocol for validating the existence of an
untrusted authentication chip, as well as ensuring that the authentication
chip lasts only as long as the consumable. In a further aspect it concerns
a consumabl e authentication systemfor the protocol. In this invention we
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t he use of consumables in a third party product. e invention concerns
an authentication chip that contains an authentication code and circuit
speci al | y deGIFROUNINARFevent copying. The chip is manufactured using the
standard Flash nenory nmanufacturing process, and is | ow cost enough to be
i ncl uded ir[ congnuun%blu%'s such as ink and toner. cartridges. Once programmed,
_the authenticatiOn chi'ps are conpliant with the NSA export guidelines since
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2 'Scope .

Authentication is an extremely Jarge and constantly growing field. This invention is conceméd with

. authenticating consumables. In most cases, there is no reason to pfohibit the use of consumables in a third
party product. -

The invention concerns an authentication chip that contains an authentication code and circuit
specially designed to prevent copying. The chip is manufactured using the standard Flash memory
manufacturing process, and is low cost enough to be included in consumables such as ink and toter cartridges.

Once programmed, the authentication chips are compliant with the NSA export guidelines since they

‘ do not constitute an encryption device. They can therefore be practically manufactured in the USA (and
exported) or anywhere else in the world.

3 Concepts and Terms

This part discusses terms and concepts that are referred to throughout the remainder of the document.

3.1 Symbolic Nomenclature
The follo_wing symbolic nomenciature is used throughout this document:
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Basic Terms

A message, denoted by M, is plaintext, The process of transforming M into ciphertext C, where the

substance of M is h.lddeq, is called encryption. The process of transforming C back into M is called

decryption. Refeﬁing to the encryption function as E, and the decryption function as D, we have the

following identities:
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BM]~C
 DICI=M

Therefore the following identity is true: DIE[M]] =M

Symmetric Cryptogr

aphy

A symmetric encryption algorithm is one where:

the encryption function E relies on key K,

the decryption function D relies on key Ko,
K; can be derived from K, and

K can be derived from K.

In most symmetric algorithms, K, equals K. However, even if K, does not equal K», given that one

key can be derived from the other, a single key K can Sufﬁce for the mathematical definition. Thus:

Ex(M]=C
Dk{C] = M-



. The security of the particular symetric algorithmis a function of two
things: the strength of the algorithmand the |ength of the key [78]. The
strength of an algorithmis difficult to quantify, relying onits -
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We will § ignore most historical symmnetric algorithms on the grounds that they are insecure, especially
given modemn computing technology. Instead, we will discuss the following algorithms:

. DES
e Blowfish
. RCS
. IDEA

331 DES

DES (Data Encryption Standard) [26] is a US and international standard, where the same key is used
to encrypt and decrypt. The key length is 56 bits. It has been impleinented in hardware and software; although
the original design was for hardware only. The original algorithm used in DES was patented in 1976 (US
patent mumber 3,962,539} and has since expired. ;



DKr[EK2[DKt[C]]] = M The nai n advantage of- triple-DES is that existing DES
i npl ement ati ons can be used to give nore security than single key DES.
Specifically, triple-DES gives protection of equivalent key length of 112
bits [78]. Triple-DES does not give the.equivalent protection of a 168-bit
key (3x56) as one m ght naively expect. Equipnment that perforns triple-DES
decodi ng and/ or encodi ng cannot be exported®fromthe United States. 3.3.2
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{77] describes the published attacks which have been mounted on Blowﬁslla1 although the algorithm
remains secure as of February 1998 [79], The major ﬁndt'ng with these attacks has been the discovery of -
certain weak keys. These weak keys can be tested for during key generation. For more information, refer to
[77) and {79].

333 RCS _ _ ‘

Designed by Ron Rivest in 1995, RC5 [74] has a variable block size, key size, and number of rounds.
Typically, however, it uses a 64-bit block size and a 128-bit key. )

The RCS algorithm consists of two parts: a key-expansion part and a data-encryption part. Key
e:_cpansion converts a key into 2_r+_2 subkeys (where » = the numt:er of rounds), each subkey being w bits. For
a 64-bit blocksize with 16 rounds (w=32, 7=16), the subkey arrays total 136 bytes. Data encryption uses
additior mod 2w, XOR and bitwise rotation.

An initial examination by Kaliski and Yin [43] suggested that standard linear and differential |
cryptanalysis appeared impractical for the 64-bit blocksize version of the algorithm, Their differential attacks



After differential cryptanal ysis was di scovered by Bi ham and Shamr in

~ 1991, the algorithmwas strengthened, with the result being published in
1992 ‘as I DEA [52). | DEA uses 128-bit keys to operate on 64-bit plaintext
_blocks. The sane algorithmis used for encryption and decryption. It is
generally regarded as the nost secure block al gorithm avail abl e today

[ 78] [56]. The biggest drawback of IDEA is tRe fact that it is patented (US
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In most cases, the following identity also holds: Exy[M]=C

‘ Dy [C]=M

This identity is very ilﬁportant because it implies that anyox_lé with the public key K; can see M and

know that it came from the owner of K,. No-one else could have generated C beoause to do so would mply
lmowledge of K. This gives rise to a different applicatidn, unrelated to encryption - digital signatures.
The praperty of not being able to derive K, from K, and vice versa in a reasonable time is of course
- clouded by the concept of reasonable time. What has been demonstrated time after time, is that a calculation
that was thought to require a long time has been made possible by the introduction of faster computers, new
-algorithms etc. The security of asymmetric algorithms is based on the difficulty of one of two problems:
factoring large numbers (more specifically large numbers that are the product of two large primes}, and the
difficuity of calculating discrete logarithrms in a finite field. Factoring farge numbers is conjectured to be a
hard problem given today’s understanding of mathematics. The problem however, is that factoring is getting
_easier much faster than anticipated. Ron Rivest in 1977 said that factoring a 125-digit number would take 40



Merkle [57]. Although Diffie, Hellman and Merkle patented the concepts (US
pat ent nunbers- 4,200, 770 and " 4, 218, 582), these patents expired in 1997.- A
nunber of public key cryptographic algorithnms exist Mdst are inpractical to
i npl enent, and nany generate a very large C for a given Mor require
enornous keys. Still others, while secure, are far too slowto be

- practical for several years. Because of thlas many public key systens are
hybrid - a public key mechani smis used fo transmt a syrmetrl C session
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that n - pqessaa%d factoring it is believed to be conputationally
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general i Z%ta%ﬂﬁﬂ[e)ﬁﬁﬂr@fhndbﬂiym '!@ﬂ b;&ﬂt@ﬁﬁoﬁ@dﬂ Eﬁﬁ& Qé'?‘sé edtion éxgc th SHA. 1
: e -

tinmes. slovgier for signature verification DSA exp ICIt y u

hashi ng al gorlsf’chm (see Section 3.6.3.3) - -7 DSA key generation relies
on finding tvvoOéﬂﬂﬁmcaéﬂlaqmqmmwd@hdﬂicqnmwmwwmmmmﬂl ng to

Scbnei er (78], r841024-bitp value is required for long term DSA security.
However the DS% gt andard (29] does not permt values ofp |arger than 1024
bits (p mist al'sd be a multiple of 64 bits). The US Governnent owns the DSA
al gorithmeand Eiemdt | east one rel evant patent (US patent 5,231, 688 :
granted i 84199%sa However, according to MST [61]: "The DSA patent and any

forei gn counte s that i ssue are avail abl e
9 rl'l? q{SA cryptosystemrTF'l\é], named after Rivest, Shamir, and Adleman, is the most widely used

public key cryptosystem, and is a de facto standa:d in much of the worid [78]. :

The security of RSA depends on the conjectured difficulty of factoring large numbers that are the
product of two primes (p and g). There are a number of restrictions on the generation of p and . They should
both be large, with a similar number of bits, yet not be close to one another (otherwise p=g=pg).In
addition, many authors have suggested that p and g should be strong primes [56]. The Hellman-Bach patent
(US patent number 4,633,036) covers a method for generating strong RSA primes p and q such that n = pg

. and factoring n is believed to be computationally infeasible.

The RSA algorithm patent was issued in 1983 (US patent number 4,405,829). The patent expires on
September 20, 2000.
3.4.2 DSA

DSA (Digital Signature Algorithm) is an algorithm designed as part of the Digital Signature Standard
(DSS) [29]). As defined, it cannot be used for generalized encryption. In addition, compared to RSA, DSA is '
10 to 40 times slower for signature verification [40]. DSA explicitly uses the SHA-1 hashing algorithm (see
Section 3.6.3.3).



for use without any witten perm ssion fromor any paynent of royalties to
the U. S. governnent."” In a nmuch stronger declaration, KIST states in the
same docunment [61] that DSA does not infringe third party's rights: "MST
reviewed all of the asserted patents and concluded that none of them would
be infringed by DSS. Extra protection will be witten into the PKI pilot
project that will prevent an organi zation or individual from suing anyone
except the governrrent for patent infringénent during the course of the

project. " however d that th orr.aut henticatjon
B Gor thm [ 51] Dok AR et A o s DU BT ARatRbe
i nfringes thseané?tsbm1024—ﬂiheva3@mnred[ﬁaﬂcememESm@tundquO\tcmcrémpMsamdﬁZ'P} 2008.
3.43 HE Ga”@da&ﬁ'f'ﬁmﬁlﬁ%@%‘fpﬁ&ml&ﬁgis( %):sthl&:ﬂé%ﬂlﬂﬁl@!&fﬁb%sf‘ encryption and

digital signatures. The securlté/ ased on the conjectured difficulty of
cal cul ating di sErF&S&orssEmerPrHk ?%%@Wﬁl@@qt‘mmeﬁé RS BHFYS nvol ves

‘the sel ect $,251,68% graatet ini 1 B Hoa®vek, icomdiiganNISN[§1ftnber s g and x such that both g
~and x are less than meﬂﬁ%zeﬁatfggwe@nyamgasmmﬂm%m;l;ftﬁeawm:tc key isy, g,
andp. The private k}y X. I'S unpatente ugh it uses the
patented Diffie-Hell ?fa‘FF’ri{,’!B'f‘f"é’“tE’é’gf'Paﬂ"gfd‘PW?ﬂﬁ’["”ny]"’[el‘G’{my‘t"Ffb’ge pat ent's
expired in 1997. El Gl gpuabinire. key encryption and digital signatures can
now be safely L1 iR t .
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general priffesssiels 3 chal | enge-response protocol is to provide identity
aut henti cation. The 'Wmateeaiaﬂfoprzmsﬁheatpham@ﬂgﬁcm&swms;e of akes the form of
a secret password. Iy ’ if B responds
with the correct pa?év\o%lc?i’dge %e%: rg%mﬁ‘gﬁ%bg htteergg'goare three main
problems with this Ktert’dﬂa#otetomF’tﬂs‘tft'ereﬁrf@varemmqnuorm’frw once B has
responded with the fpasaninghne &g dpedhh: fepiver: Infriapemshenhat the password

is. Secondly, A nmust,, %@%Wc&.{?%oﬁ%\?&?cﬁd in order to ver| fy it. Thirdly, if

Ci nper sonates A, t he password tQ (]t hi nki ng C was A),

t hus -conpr oni §i‘1‘+§”1°ﬁ'é’°’p§§‘§%?‘éf%F@&Ta“‘béﬂi’ﬁiﬂ"?@}m“‘ht"éﬁt ((rgtert 448 %Dhai ku) as
t he passwyhteht hdldenaiimstidt DS K iifiidges hid@aiari The Folnohrpater Rbdheng expirtnaitil 2068y one | S

abl e to cqopy the-password (for exanple in a country where intellectual

~ property i's not "respected). The idea of cryptographic challenge-response
protocols is tﬂBtElﬁﬁ’é“ %Pﬁ"’reti%?][(z%]Ffémélf%ﬁb?%ﬁtcyp‘f?Pé‘tﬁé’g‘@FWWe&é‘ﬁW?“?‘yfso anot her
(the veri foased gn thcoje e difffcaltyi of cpldilatigldeiere logiithans inandiniad fickinown to be

associ ated wit Ike% Q@Etmnﬁ%ﬂe& ¥1e w%%b%pnﬁa@}f%ﬁd W%&oﬂﬂuﬁs&{ge&di Jueclﬁimibott& the

verifier duyi he pr.otocol [56] t he genera |z§%1§ase of
~cryptogr aptiX ff’athf"e"n'&@‘lr”é%‘btﬁﬁsé"ﬁ‘f’%‘t SRRl ki iy 8.8 CREHRSY Bfie verifier
knows t he secr €Gamyiftis unpatdnid. @ithegtsit ®esohqmentsiébﬁeﬂemnmdthc koyalgoritmollil 1Bl t he

verifier. m%s;q,a@ﬂsay&awl@w Abubdpdee R yatc CoalBEnakud Bk nbi bd 528 used 78]
and [ 56]. nce ejmgocurrent speci f1 cal y concer ns Aut hentication, the
"~ actual cr - response protocols used for aut hent| cation

are det ai Béd i ﬁrmmraappﬁb*ﬂhnmﬂ?esmve Protesals and@igeolapowiefige Brepficept of  Zero
Know edge. Pr 00ff: doRaA sinlBI bt sQRA1BGe-8F8se protocol is to provide identity authentication. The
simplest form of challenge-response takes the form of a secret password. A asks B for the secret password,
and if B responds with the correct password, A declares B anthentic.
~ There are three main problems with this kind of simplistic protocol. Firstly, once B has responded
with the password, any observer C will know what the password is. Secondly, A must know the password in
order to verify it. Thirdly, if C impersonates A, then B will give the password to C (thinking C.was A), thus
compromising the password.

Using a copyright text (such as a kaiky) as the password isnot sufficient, because we are assummg
that anyone is able to copy the password (for example in a country where intellectual property is not
respected).

The idea of cryptographic challenge-response protocols is that one entity {the claimant) proves its
identity to another (the verifier) by demonstrating knowledge of a secret known to be associated with that
entity, without revealing the secret itself to the verifier during the protocol [56]. In the generalized case of
cryptographic challenge-response protocols, with some schemes the verifier knows the secret, while in others



The Zero Knowl edge Proof protocol, fast described by Feige, Fiat and Shamr
in [24] is:extensively wused in Smart Cards for the purpose of
-authentication [34][36][67]. The protocol's effectiveness is based on the
assunption that it is conputationally infeasible to conpute square raqots
modul o .a | arge conposite integer wth unknown factorization. This is
provably equivalent to the assunption that gactorlng | arge integers is
difficult. It should be noted that thered-s no need for the claimant to

have signifjcant .co n Spart.  car nt .t
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one:way f umrus,658SssichMay 3t wef)ast to conpute. In addition, we are only

i nt er est ed 3lgh d one-way functions that are repeatable in

. different |rrpl e%ﬁ%?gﬁgﬁmnm der an exanple F where F[X] is the tine
bet ween cal | s t & ope-waydpmetion Fiopssgiesop g inpkt X apdrefernyfdX brathdhan rrappt proteteppingd X s
not even uses F[X)]. When tHawi\ne festtidtion @i thqforima of B anéF[Xi éohmiﬂefedarbﬁs&ltaeﬂttha‘nor

di fferent | 4Srsd [-l}rn LBl est. In
t he scope g#lﬁstoﬁl S %&Igdggéhsmlﬂd ar egwié?egegt%%pﬁbﬂeﬁ&%n&?ww ng rnms of
one-way fuhtt U’H%‘?”““EFP&P%‘/&‘FM%@?‘%QFEW unknown key Random number
sequences Ha s Whér B0 @btaid Yhore dife ia:0E[H], Aid i@ Riuit Bdomfxassédii@me Faytio dreakentinr ypt i on
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the encryption unction fectivel y one- out K, |t~is
conput at i oW&# tP‘;ﬂ*tpﬁtOéasetw%betns the eutitathaerty T oy frﬁh h‘ﬁh fueﬁet yie iaaﬂ“%?ﬂsf i on
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possi ble tQ [ eConst r uct qg ctl on Oonse%uent cong al ns at
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over asyMfefelibd L@J:e@%h.txtalaﬁwayﬁmm% legm@ffexfeﬁﬁmﬂ&&gﬂah%ﬁ@oﬁﬂ& ay\ay

functions g(?llsl[.ﬁg]: Olgare% ttlimoe t]:vggn c:gl{;': ‘to FO{%r a glvenqz[)E] amlot be determined because X is
not even used by F. However the output from F will be different for different mplementatlons This kind of F
is therefore not of interest.

In the scope of this document, we are interested in the following forms of one-way functions:

. Encryption using an unkndwn key
. Random number sequences
. Hash Functions

e _Message Authentication Codes

3.6.1 Encryption Using an Unknown Key .
When 2 message is encrypted using an unknown key K, the encryption function E is effectively one-
way. Without the key K, it is computatxonally infeasible to obtain M from EK[M]. An encryption function is

only one-way for as long as the key remains hidden.



The key for a given strength encryption algorithmis shorter for a
symmetric algorithmthan an asymetric algorithm Symetric algorithns are
faster to conpute and require | ess software or silicon Note however, that
the selection of a good key depends on the encryption al gorithm chosen.
Certain keys are not strong for particular encryption algorithns, so any
key needs to be tested for strength. The noge tests that need to be
performed for key selection, the |ess Il%ely the key will remain hldden
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sl ow for ; qgigd)ff%df‘éc{gtl orrlts vt% Ver™ E(Té{‘g\/'@ eST'“‘f@B’ﬁ‘["ljf?ﬁé‘ﬁeﬁie’f"éﬁHctl on

ari t hmet | ¥eFshy ﬁa’éafgv G- Wbs@ﬂlleéth%’r@dprgamatocm], marploemeuly afarehs as teuch as
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=x* mod n, and x is a random integer relatively prime to n. The i® pseudo—randoﬁ bit is the feast significant
bit of x; where:
X-xp modn
As an extra property, knowledge of p and ¢ allows a direct calculation of the /® number in the
_ sequence as follows:
xxdmodn where y = 2' mod ((p-1)(g-1))

Without knowiedge of p and g, the generator must iterate (the security of calculation relies on the

qonjectured difficuity of factoring large numbers),



needed in order to generate an N-bit random nunber. To the outside
observer, given a particular set of bits, there is no way to determnine the
next bit other than a 50/50 probability. If the x, p and q are hi dden, they
act as a key, and it is conputationally infeasible to take an output bit
stream and conpute X, p, and gq. It is also conputationally infeasible to
determ ne the value of 1 used to generat g & gi ven set of pseudo-random
bits. This last feature nakes the generator one-way. Different val ues of i
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-thaéI ]E]be hash aﬁ@@*?drmfz@afe%roﬁfm?ihﬂmﬁmfx@ boaspam arkd B O&E@%x E@Jmauaglﬁﬁf‘epm it
is diffic i Ition, noS
appl i cati :;)Hrélés dE’a %%44{1ng&< Sgﬁfmﬁ xaéw 8l go??’? ?ﬁ%tbﬂtﬁ%lagé?”ﬁa@'i ¥ BPLEEFIE £ ant
(i.e, it sﬂ%\ﬁlctfl%'é‘qﬁm lana%lnftvaﬁdtoremsqxésss:agvesus)cnstbsnraclwzzggmrtwmtemawledg[hX|] =

H X2] ). HoypelaseThus ABBSGemEkd biaebt betnifiaiodd ,w:th b rah@m@tteO Rﬂﬁghwegb!; abx Woetsp&inca .
n.exist at. a

col I'i.si on-g4
The pri rrarag%a(gg%e?gg?%}gtﬁ’p?gé[ﬁ dﬁg?ﬂmr?gfe s°é|t£si°pfrr‘1 Py églrve ee%tg“’?f‘rf%’l’” an input’
message infto" gndifqas forn £ nger print" before the application of a digital

si gnat ur e 3sl3gorHaswanctione probl em of collisions wi'th di gi taI si gnatures can

- be seen in the | on SS owe B
$10". A si ns Iﬁtﬁ{[ usi ng EI S p%\%ﬁ%‘%é%"%mﬁ% %EI ﬁq rlélg i ﬁ’?ﬁyg%]ér ches
for a coll fong s sRfEdde 3] Smcerqfewpt lmftarb!w&qn@th ME&SP fudtigyles abl e
to B, for aemmp#ual céthpoganein B’d&i‘ltd‘prédlmrﬁxedlen@heﬁﬁdLy{athtﬁIdcﬁonb fsohas aﬁwﬁ@&aﬁ&ﬁ to

ensur e th@émﬁoﬁenhﬁor‘dérwdzaﬁi&'f:&ﬁfmﬁttﬁhﬂﬂoﬁ%ﬁﬁaﬁq l‘?ﬁ% B Ngg BM%O

resi st ant . one- gacy iﬁﬂ uncti ons are
[66], all deri v&a"sf C’{”m“ftmhcm%ieqwmﬂet ehaimn%wmwwsq%moduced
\V/pY! ( 70J[ WaqfonagiviroR0t is difficuligo Gudl X suvte thoti HIXS € HPG]. &n dddic e ibet @bﬂcatﬁﬁsfﬁb reQﬁlﬁ way
hash funcmeeaaﬁmgane.md@secmmar&uwaﬁ mm&t;e%}d%d%?é dafes RO SOLH dgred

n cu

I nst ead of

CoP e oI <Kt vl bbb il e e 0B el el

 substi t ut Bnties dnthpcidenBenag, t:dnemhretagane hash value as the original nessage M.

The primary application for hash functions is in the reduction of an input message into a digital
“fingerprint” before the application of a digita! signature algorithm. One problem of collisions with digital
signatures can be seen in the following example,

Abhasa long message M1 that says "/ owe B $10". A signs H[M,] using his private key.

B, being greedy, then searches for a collision message M; where H[M,] = H[M,] but

where M, is favorable to B, for example J owe B $1 million”. Clearly it is in A’s interest

to ensure that it is difficult to find such an M.

Examples of collision resistant one-way hash ﬂ.monons are SHA-1 [28], MDS5 [73] and RIPEMD-160
[66], all derived from MD4 [70}[72]



3.63.2 MD5 Ron Rivest introduced MD5 [73] in 1991 as a nore secure M.

Li ke MD4, MD5 produces a 128- bit hash value. MD5 is not patented [80].
Dobbertin describes the status of MD5 after recent attacks [20]. He

descri bes how pseudo-collisions have been found in MDS, indicating a
weakness in the conpression function, and nore recently, collisions have
been found. This neans that MD5 should not be used for conpression in
diigital signature schenmes where the exilst®nce of collisions may have dire
consequenc$ﬁ 1 ver MD5 can still be used as a one-way function. In

addi tion, € C-MD5 construct (see Section 3.6.4.1) is not affected by

t hese recent at Readivgst intrgrduged B0 [FOH{A2] in 18PGAL is oplp Sipntioned hesy becaysersll pthar oneovakD5,  but

has a 160- kit fuhBsds ard dv& i MESwAH NS 128 bits of hash val ue). SHA-I was
S ot ur e St andHP8e ioFeibd Heolsl s roR )i o e e el B, | o
SHA [ 27], dstreheq éor. Yo thaypamplefabeye \Heaovziémvmammaswwtam%mewm@elwq hagh? 8] |

supposedl Yvalu® a (R drifibd méssagepir i ty flaw in SHA (al though the NSA has not
-rel eased t:ﬂ?e:b rrl?cbgerratl cal reasoni ng behind the change). There are no known
a

cryptograp cks against SHA-1 [78]. It is also nore resistant to
brute force atRea&ksst inhiincelVBIDS §13] WDB 1 83 anpirysedveddirs bikoMDH DI rodgres 2 12&s h

result. T"!ﬁthkéﬁvﬁ@eVﬁbﬁ'mﬁ&tpatgﬂléa?so} he SHA-1 and DSA al gorithnms (a digital
si gnature aut hentl catl on qj%orlthm defined as part of DSS [29 ) and has at

| east one rel eVl w5 gf M atter reognt afpgls [ éﬁf‘@ﬁ’bFsrP""’w olifighever
accor di ng Hae u&nsammm]s mdﬁh@ aD.Sﬂmﬂafnmtcomﬂﬁmﬁﬁymﬁm@d gore muanﬂ;ecqnafoﬁs t hat

My | SSUE alelhkitind FRL SeaL;ﬁLat PR shotf w%e@f&%oééﬁrks%&@ﬂ df@%'i H§n§éx‘e Qilenhes OM OF  any

paynent of royalties to over nnent tronger

decl ar at i grerejdiegstanpepf gollisiops neaﬁéavs é‘FFé"‘H‘Eﬁ‘:’%?ﬁ"érﬂ"‘”[’YﬂTm? ﬁa&t"UIBBAseéf‘Fd oY1 do

not i nf rif@eon Aiadditiof dHe 1 AC-MD§)bvdruct (Kd Sdtioh 864 @)iefbt sifebted By tehtaecas siatised

pat ents a%ﬁ,’o%@ed t hat none of them vvoul d be infringed by DSS. Extra
protection wll_be witten into the PKI | ot prol ect that will prevent an

or gani zati on orSHAR?8} iscrens pimil (aYidY P séﬁ febash valus{MDS gy B8 WS it task o
pat ent i nfvalbd) e Was daargnengndtxﬁted@mhym NIST dndh NS pfoopse ttthe Digikl Signutert Stadwvdver , be

not ed t hatpdd)erpGRRal {nbli?ﬁéﬁ Ele@«!}ifpﬁo%%é &ﬁ\ad%hﬂ?ﬁt] E&M@&L af(eHﬁr&%Fa?n%seﬁ%”ber

4,995, 082) pat ent hol’d | ai s that DSA infringes Rgasent aﬁ%@ Schnor
oatent 1 VIR SRt {5 Bt T s SoOBA EHANLOw e R S gasenra e of f oot
SHA- 1. 3. @aBeniatiRl REMMNbEEndHRENE).160 [ 66] is a hash functl on derived from

its predecessomuil IE%J&%JW&Q%@I&@Q@Q@E&@&Q% fglé'iﬁ %@&gu%w%&f thZEh
p uces i S

-Iorl(Z)J SCtr:agEﬁcl?%zi’Wéarﬁd%fs“g%W g’gﬁﬁ{ﬁ?gﬁfﬁg‘%ﬁ%f‘wﬁns on 32-bit architectur es,

RIPEMD- 160 i s TheliSe@rterduantovns e Slie] and Dgisglgonittmsh digital sigagrune puthenticgsion 10 year s
or nore. .ngsrlm&hne‘dbﬁfaeomgqmwa leBdd 66 @i hrd batedt (U8 &t 781 RN in160, it

_Io?i S?gg?r %JIB)EW ar aS?W%Fﬂr}FIﬁ sbgggc??lt ggﬂ ;eljgsfr yggatngl )r/égldst ThEnown
crypt ographi c WF&&@W’%@W@WGM‘MW%W’WG fragtailed in [20])
showed si m | ar witkout any written permission from or any payment of royalties to the U.S.
' government."”
Ina much stronger declaration, NIST states in the same document [61] that DSA and SHA-1 do not
infringe third party’s rights: A
"NIST reviewed all of the asserted patents and concluded that none of them would be
infringed by DSS. Extra protection will be written into the PK1 pilot project that will
prevent an organization or individual from suing anyone except the government for
~ patent infringement during the course of the project.”
It must however, be noted that the Schnorr authentication algorithm [81] (US patent number
4,995,082) patent holder claims that DSA infringes his patent, The Schrorr patent is not duc to expire until
2008. Fortunately this does not affect SHA-1,
3.6.3.4 RIPEMD-160
RIPEMD-160 {66] is a hash function derived from its predecessor RIPEMD [11] (developed for the -
European Community’s RIPE project in 1992). As its name suggests, RIPEMD-160 produces a 160-bit hash



weaknesses in the RIPEVMD 128-bit hash function. Although the attacks showed
only theoretical weaknesses, Dobbertin, Preneel and Bossel aers further
strengthened RIPEMD into a new al gorithm Rl PEMD-160. RI PEMD-160 is in the
public domain, and requires no licensing or royalty paynents. 3.6.4
Message Aut hentication Codes The probl em of nessage authentication can be
sumed up as follows: How can A be sure thq; a nessage supposedly fromB is
in fact from B? Message aut hentication” ¥s different fromentity -

aut henti cat | bed in-the section on
* chal | enge- rreéglgo'%ns“gt%pro eforeid ‘?nmg\?[tsﬁ“ gt tﬂ?ﬁﬁ%‘ﬁ%ﬁ%ﬁ’éﬁ@%@"@ﬁﬁiy (the
cl ai mant) phisblews of seoyrity fod &dpteart ¢r ntoe. anot her (the verifier). Wth nmessage

aut henti cati on, Mﬁuﬁi@e&ﬁ%&@%&&s@@aﬂ%bﬁ@éﬂm%é na%oapmme%avmﬁéage i's
it has not been fa d wth en route

- fromwho we hi nk i .
From the o BtPEE CEEevo ST, eionpiat SREME Serien Dot Brotraly e e
overvi ew oknaweswptogmapbicietiaeks bi MBH. I Toewreceat anaskson §815ddckadel is 20 gywalaimilabe found in

I[-lg.g]h ; ﬁ‘n 2{] %meésebﬁﬁﬁ Rfﬂﬁﬂﬁ)t 1'29 Btt ﬁa§h m{:onsﬁﬂwoﬁgﬁ e BhaclRls M&nﬁﬂﬂlﬁmfe&{al v@aﬁ&&% ag e

i.0 #, @”‘6 ener atﬁb@q ahash val'ue
repr esent aPPQ?’é‘“’b refg ??sﬁllaﬁéﬁ‘”t‘%bﬁf' Sl B?PQ?‘Y\"A&"“F‘H‘M %Wﬂot be
derived from t RPEMBSIA iy &l theeublib denainping regbiteaaddictyingor rophley pagnentl- bet ween A and

B, isto |§|gercm;sagtehem%§§ﬁg@mjegom B, and substitute his own. Even if A
al so sends a bash of the original nessage, can sinply substitute the hash

of his new rressg’ﬁé’mblﬁngt@“s&g"tfﬁ'é"W%W t“%ﬂ’f‘é‘t“?éfrf°‘¥2?‘6ne A has no way of
know ng that B's ﬁesgagemm&surb%mrﬁdiwgse@’]ﬁaﬁﬂbmbb@ﬁoﬁB"’ t he probl em of

nessage aut hent Lol Aelubg o AN DERLL SR G RRGARe selion o HC. WheN B

sends nessage M al-so sen VA € receiver w know t hat M

i s act ual | §PPYEPRHHS dhallerss; f°51e°ﬁ~'f=§r°f°6°fﬂew @ty pthenticpfiop. ncpniity (ke dpimagthpraves i
produce a i yod andiher Gircheniffer) istith thés@e autBentitutiot], dle H€con@bledwittonakiag hteythald agai nst

MAC M . Noélbeﬁﬁne&@é‘ls ﬁ%xtl'w’ﬁ%tvéthﬂk b IS%S“E itlbh Q43 %%Sp%& e%frouwﬁﬁmgﬂ“g?ﬁm%ioe

usef ul when does not have secret. t nmet

construct i ‘Hd‘“&‘%ﬂbwi"t“‘dt‘ﬁsﬁc‘t‘?aéﬁﬁ P'tﬁf‘ie‘tewt?w#se%eeﬁ'mtﬁ'Pﬂ preregalkd par @I wi t h a
symetri c lfgodinfddn 1. Hash the input nmessage HM 2. Encrypt the hash

EKLH M1 Thi's i SRk SnSRaih& .t:mfﬁciet@totesﬁ%ﬁ to\fpt,tstgstiasfmm& L5 ten

hashi ng the encrypted nmessage. Any mretric or metric cr gto gr aphi c
function CRECPRIIBSEYD V’Jﬁet‘q‘i"fﬁé‘%t"ﬁ ﬂeﬂ@%ﬁ%ﬁ?ﬁ%‘g‘&ﬂﬁw‘di‘%‘%{ VE&ftdge of
each type feshrhathadud AsiBple titaginbyE, Shainil-b8eedniAcind B, idlto inkdooas i messigda e Bar e

advant agesumbga&temgoanbeaa,ﬂe%@aﬁtmm@m aeultle.tus 1ylstt§ttuﬁ@fﬂem
t echni ques that use ncrx%tlo F‘ uc %ss th%ts sho because

one-way haSH® $RTFE S AR YR A R EE @%f@r*ms? -13
Message sibgeechdpgsdalse EK[M is at | east the sane size as M while H[l\/] is a

fixed size (USWRtiYtiodWOMEbrolMntdTmbsstdBdtheiicaliod Bl Widssage AddREINRL LBk t War e
requirene - keyed one-way hash functions are typically far |ess conplex

than their éencryption-based counterparts; and
When B sends message M, it also sends C[M] 50 that the receiver will know that M is actually

from B. For this to be possible, only B must be able to produce 2 MAC of M, and in addition, A should be
able to verify M against MAC[M]. Notice that this is different from encryption of M - MACs are useful when
M does not have to be secret. -

- The simplest method of constructing a MAC from a hash function is to cncrypt the hash value witha

symmetric algorithm:
L Hash the input message H[M)]
2. Esncrypt the hash EK[H{M]]

This is more secure than first encrypting the message and then hashing the encrypted message. Any
symmeiric or asymmetric cxyptogratphic function can be used, with the appropriate advantages and
disadvantage of each type described in Secuons 3 and Section 3.4. '

However, there are advantages to using a kg:—dependem ong-way hash ﬁmctlon instead of techniques
that use encryption {such as that shown above)

. Spced, because oue-way hash functions in general work much faster than encryption;



One-way hash function inplenentations are not considered tb be encryption
or decryption devices and therefore are not subject to US export controls.
It should be noted that hash functions were never ori.ginally designed to
contain a key or to support mnessage authentication. As a result, sone ad
hoc methods of using hash functions to perform nessage authentication,

i ncludi ng various functions that concatenate nessages wth secret preflxes
suf fixes, or both have been proposed [5%][78] Most of these ad hoc

met hods have be d

[42] [64] [65]. ATFRRaR PRk hARS lég’r?sﬁ”&gg‘t%y‘"é%“ﬁ* B el s e
and Toeplitz naF‘PI\Sléfé@IYS{n@@ithi(nlhﬁcl udi ng the special case of LFSR-based

(Li near Fegd .ShighliwBe@heirSrduirtaat ktjed dn@ Ry hashFurlrichs are iy R16s EMPfex than
construction [6 ,7%1; n, rt ar |%s}&;ga| ﬁ?))rlg acceptance as a solution for
I nt ernet nessag } ?“E?Wagse&“ﬂrl ty protocols. The HMAC construction
acts as a w appeOnswaydish finttios implechedtitigisiagy ohiasdsidstbd i Bd dnarpptibior dechybitva devikex way.

Repl acenment of m%egpo%fng&g%&ptguggxﬁ&%&gptforvvard if desired due to

security or perfornmance reasons. However, the nmjor advantage of the HVAC
construct is t hé{fhf’}ﬂfib%n&ﬁd%hﬁﬁhév‘a?ﬂ%‘@&ﬂe@rOrwwdd%%fe%tﬂ@nﬁﬁaé?wm@v%sh
functi on hasssae agheiitkaonAa b keulClompidigs AgiddSof abitipHadtifstions tb feforn BessapVAC S

strengt hs rﬂ_{ﬁgﬁ@%ﬁ%lﬁ%&%@ﬁ&&%&& JoRGcRtd SRGED Wl sl Bre S Ruckld 64D 161 -

Since the truct 1s a wapper, any Iterative unctron can
used i n anb¥pisen proposed PEIEE Mostef @aeaw@mmwvw@ww aftpcled bRIoPIEERE 0 et C.
G'ven the feint @Y6AI6SY AHdiink MATS have bkeF sugheeted W5 of XOR ich@its [SPand TodviBmaiceSHA- 1)

" Tho dat ol 0l R AT Kl Gied e b i boped Qi) 0 (0 S key

shared by #htltHMAGarties |pad 0x36 repeat ed 64 times opad = OxSC
repeated 64 ti nmasEMETR:ckMMGOREIH) i phiictldr & galfind ©bch@s as akoluthox foe Mkt neshagesd

bytes by d Dl XOR string
created i ﬁﬁ %&Au&gﬁ%{}%’%&gﬁ %@%’at a 39§ gjagsm ﬁa m%h}%4 thgsthrl ng
‘created i nf“'( ?nmﬂbla"ﬁ:ﬁﬂ ‘KPYH‘GPW%%‘FMWW%@H%WFQW@ WWTM
byte stri r;grfmmé eakois/Hdwkyer, \Met:dajooqm&ﬂtaﬁe of Ag HRMAC coideucHs et thd befpfoddinséodre to t he

64 byte st L ) -an

out put theﬂr‘!?v{e}%% U‘%MDE &IS-IIII\/Aﬂ%m @S"m ﬂf)x‘ggﬂ%gmg &ﬁfg?#( ?ur’%'s i paS§ |

-14_  The et ‘@&{betsﬁeﬂlg@ haghfuetiqd [fi t s, al t hough it shoul d not
be 1onger than Sge thymc@¢nh®cdxmﬁpminyﬁtm:vhmhﬁmngodadam®h)ed infenlMAJ. onger

than n bi técaﬂﬁ&%cﬂ@émﬁﬁélwﬁﬂ ifigc SRR HHMAC-RbEiBfsofadncti on.  HVAC optional Iy
~allows truncathn &e&hhe fde%gl output e.g. truncation to 128 bits from 160

bits. The HVACHE st for Comrents [51] was issued in 1997,
one year after Hhe &ltigdnshfinchiongs:. MD6 stSHADr oduced The designers cl ai ned

that the strongest known &bhagk, ﬁlﬁ‘@% llgﬂ,\%psﬁlq%gfopmgﬁefrequency of

collisions for the hash function H (see Section 5.5. , andlstotally
i rrpr acticdl fo™Mnini ﬁlﬁ]dftg,to which the MAC function is to be apphed

e - K = the secret key shared by the two partles

. ipad  =0x36 repeated 64 times

. opad - =0x5C repeated 64 times

The HMAC algorithm is as follows:

1. Extend K to 64 bytes by appending 0x00 bytes to the end of K

2 XOR the 64 byte string created in (1) with ipad

3. append data stream M to the 64 byte string created in (2)

4, Appfy H to the stream generated in (3)

"5, XOR the 64 byte string created in (1) with opad
6. Append the H result from (4) to the 64 byte string resulting from {5)
7. Apply H to the output of (6) and output the result

Thus:"
HMAC[M] = H[(X @ opad) | H[(K & ipad) | M]]



reasonabl e hash functions: As an exanple, if we consider a hash function

| i ke MDS where the output length is 128 bits, the attacker needs to
acquire the correct nmessage authentication tags conputed (with the sane
secret key K) on about 264 known plaintexts. This would require the
processing of at |east 264 bl.ocks under fl, an inpossible task in any
realistic scenario for a block Iength of QA bytes this would take 250, 000
years in a continuous 1 Gops |ink, and-1i"t hout changi ng the secret key K

all this time). h| s at t‘?‘ﬁf‘“ﬁ I datli)easc{o arelgh:jﬂ"°‘ﬁd“°9"eq‘¥’%e&“eélb%ss(?‘f laws in

the collision behavior Untton I SCOVEr € I si ons
f ound af t erengBof thechashing blggk). ASaylangar tiin g bitpvdess potwdd 1p the sheuriyrofithpfundipre | rmedi at e

repl acement of fauprid aaaaﬂslaﬁmue&cm%ﬁhéﬁmﬁw gut@aﬁouioqzmukr@mbmiwar nor e
severe for the T;@gf‘élonal yses |nt?ﬁ 1%%3 %); |taI tures,
public key certifi desigpepy X ‘Wﬁst Pagns Y was s

used, then“@m"stsm)@b&st'ﬂ:edevsmr@daen:bd\thatthasE@@%tIEﬁmusdk@gﬂndMQ:@basqdasméd with

a regul ar %@dukdc?bt%@lhﬁ&n& ﬁ?&e&&ﬁﬂcﬁm @&%@Jﬁb&s PRS adibbElyiRRSae! fniQry Secr et
key is mvolveS%%g of f-11ne paralleli?abl e operations sufflcetoflnd

col l'i sions ?ﬂ"Fsy HVAC protocols with replay prevention conponents
[ 62] have been dodneamgiel ifweapehelr a Hut figten M eee ap bupeleartds 1228pl ay of any

M- HI\/AC[ M Conbbtﬂ'alhé é?tgckWnEJm'Ba?qulgé t){t.ﬁclgrrzclt%sa?ggukhggmatg}l BB'anY tecyt shoul d be
noted that HVAC 1s Iin th bli'c donain Incurs no licensing fees.

the pu
There are no knBih%eame ﬁ??’@%ﬂ@ﬂ&%‘ﬂ”ﬁff‘alﬂn\ﬂﬁ”@@ Puspuerd st ifitoer s and Ti ne
Varyi ng I\/bssagem&k:ngq&aeIeafZﬁbmdﬁmmwmmszgemrmfed&scsaenmbe way function

has already beep gt or HWRIAE would RSBV HBRBLA\fs hROOTY [ S Very
much intertw ned with cryptaography, curity,” and authentication. There

are a large nunﬂ'é?““’é?F’ﬁ"%’%ég'ef%fﬁ‘c*@f%@HhW‘T% %F‘f"ﬂfﬁ‘ft{ Br60E ek om nunber
gener at ors. Knusdy,if seriouf Ak indlesallitidedshavibray thefeic8en fharg disvereadi (rg. good (i ncl udi ng

statistical t es&a?ll;ian&ﬁﬂdﬁﬂﬁﬁ%&& ) Sy nASERRh e sy cONSt T UCL ] ng

them Moreau gives nt state of the field in

eve rve
[60]. - One of t’l"l’g“cﬁ’g%'é" ’“?ﬁﬁ(ﬂ‘iﬁ#ﬁﬁ’tfﬁﬁé’f%fa'f"é" “f"d’déﬁgﬂ? ¢ Yo s sages vary
over time. Constadi@prabusesysl értbeniveexeof Aigiahggnpiptes peidbmasicanmdcsends themto B.

I'f the encryptImo@egpusm;?wms&&ﬁmweemom &ceﬁ%hzao given input, an
attacker could

record,t sages an ck . to fool B.
There 15 no nadibePip o ramue) Wiheateupeyo Wcﬁ%?ﬂgfe%’ eBHAHFSM of her
than to kreewetiyiitihvolvedand §éoff-bnephraliclizable Bhefatigni fuliice porfid @n@prng to be A).
Consequent |y m&a.g@ﬁu,oﬁm@ m&&hw&a 1éplaly e ¢Latn Bt ADThaw bhdn MBrinSd iR Bidert O
ensure th L rmn%g eé oq, ggg%éﬁﬂ %mg/tpt egﬁgounttelmpar?td}e vari es each
_time. Randofinu é?p gener AR ofren uied" 1o gendrate keys.
Al t hough KI eppdiinaliyai shoeld bapofed that SAEhis oAl pulilin demaip [$04epd i '9'3“61'10 licensizg f¢% eedback
registers Tﬂn&éal’éhcﬂmﬁhﬂﬁ&ﬁtemﬁedbjdlﬁvﬂbng key-streanms does exist, he does not

gi ve any pract 'lﬁﬁﬁomcﬁﬂxﬁ}elis‘%ﬁ&‘rﬂ@w@ ess%%gr efore best to say at the noment

that all generators are insecure pur pose. For exanple, the
Ber | ekanp- Mass &} &E efemng W%zrjgmee@rﬁ a @Reqyeay fixaction has akeadybootsxapinsR Hywever,
random nundxdsm gedeigadeftor médyﬁMhES&memMMhemb@apm sdoli®y) and@hthenidatidaj t S of

t he sequence suyfdl Eg,ﬂ igg

gener at or . H.&omggael%&e :fcgﬁegf\:ﬂ? %g%%mﬁéng&é%%ﬁ%ra or isto
nmake surei® ﬁﬂ@“ﬁ‘ﬂ%%‘ﬂ&é%ﬂkﬁlﬂﬁﬂeﬁﬁ?égm figclpding paggtical dest fod the gerplipblgBher at or and
seed i S nedsocitediwith @iitdtting them.iMorda® zitdd b higlels el fved he g@RAAE bRk fieldlin fa@wever ,

LD 1 andom, TR of 8 ks BPARDR ulhbelss o G B REkes ARYE nd ChRAESlyle 201 € 1O
where A encrypts commands and sends them to B. If the encryption algorithm produces the same output for a

given input, an attacker could simply record the messages and play them back to fool B. There is no need for
the attacker to crack the encryption mechanism other than to know which message to play to B (while
pretending to be A). Consequently messages often include a random number and a time stamp to ensure that
the message (and hence its encrypted counterpart) varies each time.
Random number generators are also often used to generate keys. Although Klapper has recently
-shown [45] that a family of secure feedback registers for the purposes of building key-streams does exist, he
does not give any practical copstruction. It is therefore best to say at the moment that all generators are

insecure for this purpose. For example, the Berlekamp-Massey algorithm [54], is a classic attack on an LFSR



- nunbers, it can | eave sone protocols open to attack. Any new pr ot ocol

shoul d be exanmined with respect to this situation.- The actual type of
random nunber generator required will depend upon the inplenentation and
the purposes for which the generator is used. Generators include Blum
Blum and Shub (10], stream ciphers such as RC4 by Ron Rivest [71], hash
functions such as SHA-l [ 28] and RI' PENMD- 16? [66], and traditional
generators such LFSRs (Linear Feedback JfArft Registers) [48] and their m)re

recent counterpar F aC carr h|ft Re .
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under t aken tedF B} cepromising the lkereetester.i on  crypt osystem The attacks are
grouped into physiogaler, &0kl @Ebﬁﬁémﬁ%&éﬁ\%& gedeﬁa,fga,lma@é $1R @AM MRS v bvine
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question CafnyeR, iRBSINRE e profobbis oﬁéﬂmk@hﬂﬂéw SiiGool MBSl 8 eRbninkdVAth respect to
~authenticating questions and answers in order to, wthout the key, give
the right drshaton: o each guestion. The attack styles and the forns they

t ake are det ai | € abyel gye of Redpaunginies s:nadtorirdyeired wiiciepetdwyen thaichplematabaahd tesed by
a SecUr it ypghikdd for me,tﬁege&wt& fsﬁm&fceﬂ%ﬁhﬁﬁﬁﬁlhﬁn% qahs.haﬁ%], sgémtcta,ﬁm&mhp can
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al t oget her gendrlnyrssuctell FSRs(h utan Béetitack Shift Refigers) H8pandihieir Rorke Fecap@tinhiriat BCSRs
(destructt &Qﬂn—g Physi cal deconposition of chip

Physi cal t ratl on 0 gﬁﬁ%%{f}ﬁ)e/@attack styles and the forns they take are
detail ed b%? ow. & section does not suggest solutions to these attacks.

It nerely deschHtseepu@alednnmmaeaﬁodsmpeofzﬁihmmaxamemmm:alseakasﬁxmtxﬁéaedl to the

cont ext of . aRsAlLNBPEdaGR ik DR phyR8a RNl SOMe other kind of system
such as Intr%?bnet éﬂit hent | %?Y%ggw}?igc%%d&?o sone @/stem 3.8.1 Logl cal

Attacks These dBSEEREcksvekengy SE’F?'gcﬂﬂ‘hﬂ%‘Pmﬂébﬁ’éﬂ EHerlpRpeti g

i npl ement aittenap togih odelpbtiee Yripgsosyst em  They wor k agai nst the protocols and
the securigty Ofobﬂﬁh@Juﬁ%&aEMoc@sE'Qm aprdom nunber generators. 0. -16 3.8.1.1
Ci phertext only attack This is where an attacker has one or nore encrypted
nessages, "al | &tvkihsswtrt ke Phigroe prdedustivn so B g eHoncamisansyPed of t he att acker
IS to obtain tFadploaghnbekthe RSSO0 StHEAICnE duestionR atdapived idm&EsEagesor hdeal | v,

the key can be o[, GONSI £llvep B ehBlesth! MESSages in the future can also be .
recovered. gv %\Nﬂ pe?al nt exets attack This is.where an attacker has both

the pl ai nt@&?“aﬁﬁﬁleiﬁé‘héf?ﬂﬁf'ﬂﬁ'@&e%‘fcﬁﬂﬂfbe?ﬁe plaintext. In the case of an
aut hent i cat i on Redardfpss ofithi #igvithmo hreliprotoedt hisedibyt aseckirity shif) ithe cirdniay ef thehethatidagmker can

see the dahfofhieip RELWRGRCL ]h@s:cal attack. Physical attacks come in four main ways, although the form

of the attack can vary:

. Bypassing the security chip altogether

. Physical examination of the chip while in operation {(destructive and non-destructive)
. Physical decomposition of chip

. Physical alteration of chip

The attack styles and the forms they take are detailed below.
This section does not suggest solutions to these attacks.l It merely describes each attack type. The
. examination is restricted to the context of an authentication chip (as opposed to some other kind of system,
such as Internet authentication) attached to some System.
3.8.1 Legical Attacks
These attacks are those which do not depend on the physical implementation of the cryptosystem.

They work against the protocols and the security of the algorithms and random number generators.



system and the authentication chip. The inputs and outputs are observed
(not -chosen by the attacker), and can be anal yzed for weaknesses (such as
“birthday attacks or by a search for differentially interesting input/output
pairs). A known plaintext attack can be carried out by connecting a logic
anal yzer to the connection between the system and the authentication chip.
3.8.1.3 Chosen plaintext attacks A chosen plai ntext attack descri bes one
where a cryptanal yst has the ability t 618end any chosen nessage to the
crypt osyst a serve the response. If the cryptanalyst knows the
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avai | abl e fQeliNR systemiPthd datherficaBonicnip, BY Ut € force attack A guaranteed way to
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one. If there are a nmaxi nu he key is
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is. O course, an atta uesst he first try, but this is

more unl i IEE‘PV"E"W?“F%@%?‘%%‘“ e s?’%"‘hedﬁ'ﬁgi’%er a key length of 56 bits. .In
t he worst case Onakyste 56ngtan etwdded authenticdtdd Ghit; & Seicrabisty dificulitedbesvenpelbsend  t he

key.. I'n 10féxealdcksisinbe m@phﬁh,gtmmog@ﬁﬁam He/dhe & R SYsRin! A€ flud TRAIRY WRosk:O

cr acki ng S, consisti ngghf one |1 on processors, each capable of

runni ng oREPIICTFTAR &% eb"é’?mgg’ép(jnd 17]. Such a nachine woul d take 20
hours t o B8ddk Adsnfivilier pjgjntext@ttacky 7 Consi der a key length of 128 bits. In
-t he wor st ease‘l‘maJyﬂ)eo?it%&1§£ﬁ1a5toﬁh36ho¥enfbﬁ&&xtta%k§e)weﬁﬂ&&tmmm¢%tﬂeQ:ddefirTﬂ t he
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- 3. 8. 1. 6 Guewsdpite aid thrdEdrtridges, especially since both systems and consumables are made available to the .
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3.8.1.5 DBrute force attack
A guaranteed way to break any key-based cryptosystem algorithm is simply to try every key.

Eventually the right one will be found. This is known as.a brute force attack. However, the more key
possibilities there are, the more keys must be tried, and hence the longer it takes (on average) to find the right
one. If there are N keys, it wﬂI take a maximuin of N tries. If the key is N bits long, it will take a maximum of
2" tries, with a 50% chance of finding the key after only half the attempts (2™'). The longer N becomes, the

" longer it will take to find the key, and hence the more secure the key is. Of course, an attack may guess the
key on the first try, but this is more unlikely the longer the key is.

Consider a key length of 56 bits. In the worst case, all 2% tests (7.2 x 10" tests) must be made to find
the key. In 1977, Diffie and Heliman described a specialized machine for cracking DES, consisting of one
million processors, each capable of running one million tests per second [17]. Such a machine would take 20
hours to break an} DES code.



This type of attack is where an attacker attenpts to sinply "guess" the
key. As an attack it is identical to the brute force attack (see Section
3.8.1.5) where the odds of success depend on the | ength of the key.

3.8.1.7 Quantum conputer attack To break an n-bit key, a quantum conputer
[83] (NVR, Optical, or Caged Atom containing n qubits enbedded in an
appropriate algorlthn1nust be built The qfantun1conputer'effectively exi sts
in 2" simltaneous coherent states. Theé'trick is to extract the ri ght
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An example of algorithmic time can be seen with an algorithm that returns an error as scon as an

erroneous bit is detected in the input message. Depending on hardware implementation, it may be a simple’
method for the attacker 10 time the response and alter each bit one by one depending on the time taken for the
error response, and thus obtain the key. Certainly in a chip implementation the time taken can be observed
with far greater accuracy than over the Intemnet.
' 3.8.1.9 Birthday attack
This attack is named afier the famous "birthday paradox” (which is not actually a paradox at all). The
odds of one person sharing a birthday with another, is 1 in 365 (not counting leap years). Therefore there must
be 183 people in a room for the odds to be more than 50% that one of them shares your birthday, However,



conbi ne hashing with digital signatures. |If a nmessage has been generated
and already signed, an attacker nust search for a collision nessage that
hashes to the sanme val ue (anal ogous to finding one person who shares your
birthday). However, if the attacker can generate the nessage, the birthday
attack cones into play. The attacker searches for two nessages that share
t he sane hash val ue (anal ogous to any t peopl e sharing a birthday), only
one nessage is acceptable to the person %lgnlng it, and the other is
benefi ci al alaeoﬂmede:otba@msple@%t&m&@:%ﬁ@&aﬁm k05 (A &gl P
nmessage the attacker sinp alnms now that the person sign
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t he nunber?’g#?@@mﬁ?gt Myekycks is approximately 2512/2160, or 2352. The
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and the e?;S Dre space is required for such a | ookup -
tabl e. 3 8 1 1 l?ét)agpll%g %Earse | ookup table If the nessages

sent to the chifesmberofchaisentpr ﬁPﬁEﬁ“@f éb%?ﬂffbﬂrlef{gﬁa?ﬁthﬂlﬁcédﬁlm& andom -
then the ofidblas atit té ashing fictisibeitved Gike dxirdvh 8@ppRig CANTAL BlbdR 1dn@@isu|austﬁbl e. For
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manuf act UlRkk HARdEOANGS S @B t abl e using the date as the address. |If
t he test gde i.S a seudo random nunber using either the serial nunber or

the date a&81i41 §g‘§atﬂ i1 with a complete lookup table

If the number of potential messages sent to the chip is small, then there is no nced for a clone |
manufacturer to crack the key. Instead, the clone manufacturer conld incorporate a ROM in their chip that had
a record of all of the responses from a genuine chip to the codes sent by the syetem. The larger the key, and
the larger the response, the more space is required for such a lookup table. :
3.8.1.12 Substitution with a sparse lookup table :

If the messages sent to the chip are somehow predictable, rather than effectively random, then the
clone manufacturer need not provide a complete lookup table. For example:

. If the message is simply a serial number, the clone manufacturer need simply provide a lookup table
that contains values for past and predicted future serial numbers. There are unlikely to be more than
10° of these.



t he clone manufacturer just needs to crack the pseudo-random nunber
generator in the system This 1is probably not difficult, as they have
access to the object code of the system The clone manufacturer would then
produce a content addressable nenory (or other sparse array |ookup) using

t hese codes to access stored authentication codes. 3.8.1.13 Differenti al
cryptanalysis Differential cryptanalysis d®scribes an attack where pairs of

i nput streams are generated with known “differences, and the differences in
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and then sinulatfes the real” authentication chip's state data after that.
Message Authentication Codes were developed to combat message substitution attacks.

3.8.1.15 Reverse engineering the key generator

If a pseudo-random number generator is used to generate keys, there is the potential for a clone
manufacture to obtain the generator program or to deduce the random seed used. This was the way in which
the security layer of the Netscape browser program was initially broken [33].
3.8.1.16 Bypassing the authentication process

It may be that there are problems in the authentication protocols that can allow a.bypass of the
authentication process altogether. With these kinds of attacks the key is compietely irrelevant, and the attacker
has no need to recover it or deduce it. '

Consider an example of a system that authenticates at power-up, but does not authenticate at any

other time. A reusable consumable with a clone authentication chip may make use of a real authentication




Anot.her exanpl e of bypassing authentication is if the system authenticates
only after the consunable has been used A clone authentication chip can
acconplish a sinple authentication bypass by sinulating a | oss , of
connection after the use of the consumabl e but before the authentication

. protocol iras<eonpieted (oreven started). One infanobus attack known as the
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t he back ?ﬁgi?ﬁﬁe ?oﬂf rror finish, and then focusing light on the -
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current in the ¥ekeyi sies BGRH it aanibprepdriireqdl. AR @6 pranithug ersefply ysofrtadield apublic key
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the circuitry has beén analyzed the inner workings of the chip’s algorithm can be recovered. ‘ '

Lucent Technologies have developed an active method [4] known as TOBIC (Two photon OBIC,

where OBIC stands for Optical Beam Induced Current), to image circuits. Developed primarily for static

RAM analysis, the process involves removing any back materials, polishing the back surface to a mirror

finish, and then focusing light on the surface. The excitation wavelength is specifically chosen not to induce a

current in the IC. '

A Kerckhoffs in the ninetceuth'century made a fundamenta] assumption about cryptanalysis: if the
algorithm's inner workings are the sole secret of the scheme, the scheme is as good as broken [39]. He
stipulated that the secrecy must reside entirely in the key. As a result, the best way to protect against reverse

engineering of the chip is to make the inner workings irrelevant.



designs. If the sanme channel is used for communicati on between the system
and a trusted system authentication chip, and a non-trustedconsumabl e -
authentication chip, it may be possible for the non-trusted chip to
interrogate a trusted authentication chip in order  to obtain the "correct
answer". If this is so, a clone nmanufacturer would not have to determ ne
the key. They would only have to trick the®systeminto using the responses
fromthe system authentication chip. Theé®alternative nmethod of usurping the

aut hent i cat4 f . me met hod as the | ogical attack
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‘described in Section ing si.rulated | oss of contact with the
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t hey are raaxbefecingetofiosteonR@Metwirigrof thotansumbide, prewken Yo denrdreme ade deomplately wor k-
regi sters. cidJld@aRmf Or ms of conventional probing require direct access to the

top or front sides of th Cwiile it 1s,powered 3.8 2 6 Direct view ng of
. the non-vol ati I%WB’F&“?P‘IWE/%W%“MJ@ SEER “E"ﬁgfd’ TREYY S IAY gat es
of the FI astrimtimorersserset Ghposeld usualit Haoub be aglegrathantgge fig db asymetthederake  key
coul d probab dmddicibS YR itVok1€ Ghibatly Ui Wlrafan® W@hoschiMy beoai) Mo Mandffilo¥ 1 N
Mcr oscopes)u. aI—j_(l)o%ve.r Sl %I n?‘mt1 he‘cﬁgcﬁ to this | evel w.thout discharging
the gates i %h pr 515‘?@/“% g ° R sUTRm A o thpase sdEEiemPYY, i on
m | 1ing (friverssy rsion-fibafaYR pleyetsialtbngh ibshouldemptedthat this dstratie watlon odbuiablesg Wi | |
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3.8.2.7 Vigy é‘%ée@teﬁ | i mcmbq)r SlSon auosnegi 8'}/ st at e changes Wenever a gate
changes state, & Snall canoint. of infTare ”‘&?{8@5@ is emtted. Since silicon
i s transpar entlf i opgeftipngonld be ditqusly sevwidapingas SEM {Sdaening Funsrliing Mitsgscdpoiokimg  at
t he ci.rcuidestonbeaminhé ks dotildled rédoded #0 theypar€iidEom Bliedr@il hohQolRiM efioSAndl6AAELSS | S
weak, it ii?ctogg&gcg&rgnough to be detected by highly sensitive equi pnment
devel oped tor usé€ I n astronony. The technique [89], devel oped by IBM is
cal l ed PI CA ( PiTkess EwsEcopyeatipnH grobjng reqpire dijept agsrss tosrAonpp Bonf sides of thefiewhiledtt e of a
regi ster iispoktredin at time t, then watching that register change over tine
3.8.2.6 Direct viewing of the non-volatile memory ‘
If the chip were sliced so that the floating gates of the Flash memory were exposed, without
discharging them, then the key could probably be viewed directly using an STM or SKM (Scanning Kelvin
Microscope). ' _
However, slicing the chip to this level without discharging the gates is probably impossible. Using
wet etching, plasma etching, ion milling (focused ion beam etching), or chemical mechanical polishing will
almost certainly discharge the small charges present on the floating gates.
3.8.2.7 Viewing the light bursts caused by state changes
Whenever a gate changes state, a small amount of infrared energy is emitted. Since silicon is
transparent to infrared, these changes can be observed by looking at the circuitry from the underside of a chip.
While the emission process is weak, it is bright enough to be detected by highly sensitive equipment
developed for use in astronomy. The technique [89), developed by IBM, is called PICA (Picosecond Imaging



will reveal the exact value at tine ttn, and if the data is part of the
key, then that -part is conpromsed. 3.8.2.8 Viewing the keys using an SEPM
A non-invasive testing device, known as a Scanning Electric Potenti al

M croscope (SEPM, allows the direct view ng of charges within a chip

[37]. The SEPM has a tungsten probe-that-is placed a few mcroneters above
the chip, with the probe and circuit form ﬁ’g a capacitor. Any AC signal

fl ow ng beneath the probe causes displ atement current to flow t hrough this

capaci tor. (ﬁlp £ E%% litude
and phase o ﬁ SI ﬁ%gﬁe ,Jgﬂgr,&h %g&g@%@g%?@ﬁm gmgeh&na is part
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el-ectronic gxmwﬁmm&yﬁisﬁgangwmt el ectromagnetic signals are given off.
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have al r eagy Rt i SRfrol@edr €K smart cards [46]. 3.8.2.11 Differential
Faul t Anal g 59 hi s at &gﬁk assunes introduction of a bit error by

i oni zati on, e iation, or environnental stress. |In nost cases
such an error |@lhmvmelbq&k@do}rcmw@cfwsrﬁmde}ecmﬁasmucsﬁgmsa&n‘npnéiﬁRgauvdause t he
program co%xpmwe EuiRbht oo HolfOF mésba&alms, Rd%l‘?\ft].%duﬁi iR AREAS Wkl youl d
reveal the Targeted faults such overwite, gate destruction
etc. are fﬁ?d“%lﬁl}e &P kely to produce useful results. 3.8.2.12 dock glitch
att acks Chﬁpslm\fi;wtn;pmﬂaltdasiondem gned to properly operate within a certain

cl ock speed ranggs ifRQIBandh &mestaqﬁmomcm&wafe@ﬁmgmcmgm@ ﬁgl c by
runni ng the chi t oS t enel h cl ock speeds, or_introduce a cloc
T en ar es bRt iy S P P EToT b SR PRSP s 1

creat e raceoguwuing Qverrvghwmmrb lve bisi Theehprize in Lu doesyeal isforatiprosbhuothe brvopedkty. An
exanpl e Coﬁhﬂuﬁﬁm%em%%&%e&mw&q@ race conditions) gates

t hr ough instead of the AND of Input, and Input2. If an
attacker kﬂgyﬂ ?ﬁ@“‘l‘?#gar“kﬁ“ W% ucture of the chi p, they can attenpt to

i ntroduce race Buyntick psowess ingedugtiyeof@bit ereo by iprizstians micreweve eadigliogoor rvingpmental
executi on, sukkfh abacagﬁmalﬂ oG ik b0 [IRR LA @Pemabeﬁﬁa thdvhiptey. ce(u&rmeipfbg;amode@r st

case, the keg) 1#( c)auseg)en%cmlct:li?ugesw\ﬁleﬂwahjcptgv lthe %?O!ﬂ('%slted? ﬁl‘eatl ng a

glltchln‘fﬂhs cKers can al so ce gl s? ﬁsesmthe
power sup‘ﬁF‘V"WﬂFéesFW@Wfﬂf'ﬁ@ﬁ@k’mwﬁ@@&%ased to be outside the
wor ki ng o;msmzclgck\gndch&geksr ange. The net effect is the same as a clock

gliteh - 1ntroel we Ry Bkl d g;opkﬂﬁ or e il 4 Oéa%gﬁl&k ;},@{?trxug L5 3e attackers
instruction. The’i g or trom
Shi fting (HemRiRisFogse pisial bywn&ﬁg bt eip atprEerney [thich’glf PEreL bmfuceérc@clft ar get ed
g g
so that i ndfliehaatphréculapdinx for o paicute® urdtidn mpmaeed; to &eate-rakd cahdiBons dierdheairtMsitiyt | NQ
ROVI does not function properly. An example could be an AND gate that (because of race conditions) gates through
Input] all the time instead of the AND of Input, and Input,.
If an attacker knows the internal structure of the chip, they can attempt to introduce race conditions
at the correct moment in the algorithm execution, thereby revealing infon_nation about the key (or in the worst
case, the key itsclf}.
3.8.2,13 Power supply attacks
Instead of creating a glitch in the clock signal, attackers can also produce glitches in the power
supply where the power is-increased or decreased to be outside the working operating voltage range. The net
effect is the same as a clock glitch - introduction of etror in the execution of a particular instraction. The idea
is to stop the CPU from XORing the key, or from shifting the data one bit-position etc. Specific instructions
are targeted so that information about the key is revealed.



Single bits in-a ROM can be overwitten using a | aser cutter m croscope .
[1], to either | or O depending on the sense of the logic. If the ROM
contains instructions, it my be a sinple matter for an attacker to change
a conditional junp to a non-conditional junp, or perhaps change the
destination of a register transfer. If the target instruction is chosen
carefully, it may result in the key bei n% Peveal ed. 3.8.2.15 Modifying
EEPROM Fl ash These attacks fall into twb“Categories: those simlar to the
ROM at t ack H&F | aser cutter mcroscope techni que can be used
to both ‘s?t’ﬁélﬁgﬂrgese EII{% i vidual bits. This gives nuch greater scope in
ternms of nodifi Gl b i ROM Fagde Pyerimigen usisy wlaser qvter pisenssopy bl togithet iry 0 of
floating gakRedingAs me@hebf helegit. IF tleROM @tgind idedotiond, if BE68 LAl Bkl O beam can

change a gale, by depositing electrons ontq.it. mage to the rest. of the
cirount oot osbERaS o g Bl i imipul e or RRYRR Sy ROAEE ANy o Ty
abl e t o wordgistntoansiertIf the thrpétinstongtidn isf chesertparefutlyyis mpy re@ilt@n (e Kepbeaidgravealtdst r uct i on
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manuf actur'feﬁg)aﬂ @ pugnbergf phips i (g oy fagre i &dnafe gmgle€can
pat hs. Quikeeregdvereeast he scan paths and test circuitry includes access and

readout mechani &gcrfplén cﬁik bnoliifiga i@@h%ﬁﬂ@ﬂ bhve th6 P@erty b AQFPRoFAS &3rybiR winest

circuitry could potentially be used to give information about the contents

of particularet&di'stars. Test circuitry is often disabled once the chip has

passed al |38l vacrildtiagkst ests, in some cases by blowing a specific
connection W t hisRad df8yifdth Rad the IAH RENI) @flatBdkbraku Sifnply 3 WetNd bit b9 &3 of A& Nect
t ,h e test c&t!teg .%}éaimﬁcﬁ%. Elgxgugtt;' (fahg %t%ck%p olgsln? krjo;[»v 'the?)revious_value, they know the new value. If the
chip still works, the bit’s original state must be the same as the new state. If the chip doesnt work any longer,
the bit’s original state must be the logical NOT of the current state. An attacker can perform this attack on
each bit of the key and obtain the n-bit key using at most n chips {if the new bit matched the old bit, 2 new
chip is not required for determining the next bit).
3.8.2.18 Test circuitry attack
' Most chips contain test circuitry specifically designed to check for manufacturing defects. This
 includes BIST (Built In Self Test) and scan paths. Quite often the scan paths and test circuitry includes access
and readout mechanisms for all the embedded latches. In some cases the test circuitry could potentially be
used to give information about the contents of particular registers.
Test circuitry is often disabled once the chip has passed all manufacturing tests, in some cases by
blowing a specific connection within the chip. A determined attacker, however, can reconnect the test

circuitry and hence enable it.



-24 3.8.2.19 Menory remanence Values remain in RAM |long after the power
has been renoved [35], although they do not remain |ong enough to be
consi dered non-vol atile. An attacker can renbve power once sensitive

i nformati on has been noved into RAM (for exanple working registers), and
then attenpt to read the value fromRAM This attack is nost useful

agai nst security systens that have regukg r °RAM chi ps. A cl assicexanple is
cited by [1], where a security systemwas designed with an automatic
power - shut395§93ﬂ3&y&§m&I#ggered when the conputer case.is opened. The
attacker was able to Si open the case, renove the RAM chips, and

retrieve the keyﬂfféﬁa‘&g@w&“&ﬂé?fd@@mﬁlb%?&m@ [3], lthpueh sy dp notverpain at t ack
| f there algg oy fﬁtbeﬁonﬂ&ereahﬁﬂﬁliulb MAntattRkdr baheamov@owér 002 sekbliR idrin@Rh h@Beek hi P,

each of th exani.n am.fi cati,on .f

Socur ity ohans BNl S RELOG ot R MR o o O Ml BB Tl B
into the cmnwswwf"éttgag%@cun@mmw thpt haveemlprw vbaen‘k*@asag@smmrymaﬁ bxm, wiere

att acker t@sea&mm@as&smd KR an alitOh it PRbek-i:-oBf thai B EHIeREE x&%ﬁtﬁé&oﬁéﬁt@&s@&t ack

Simlarly, ol en direct after facture but before

o gt am et s SRp b col, i e GAM P SRS R e KPS ge
3.8.2.21 Thoyansmeistsk attack At sone stage the authentication chips nust be
progr ameds g idcitp hBEstakk Key. Suppose an attacker builds a clone

aut henti cation h| and add e pi f _chips. t b rammed. The
attacker has e@ﬁ%’gfr‘éﬂ“ﬁ’%ﬁﬁfﬁtﬁgﬁ%‘g ]tthtifi'ﬁé’f‘lf‘rﬁ‘ Poag U, F'B% W%haves
just |ike wamiogllin tens blgamifi@bdns @nseehmhouMpwelsﬂolmgFmexardw, 1f nfoymagortis t 0 t he
attacker WoghnesRRG:hip AlhAs Rk omWﬂetﬁ&mymaym@&u&Qk& ® bR Gocedd idkey OF

course the attacker ave access to the fter t r ogr amm ng has
O e o Py ool P SEREE b SN yPhnthy B

aut hent i car¢gownugnsi qgesnwwmﬂg@mmﬁeglmrp@slcgm OF THE | NVENTI ON Thi s

i nvention igAa ﬁggﬁmh&&kaut henti cation prot ocol for vali datl ng the

exi stence of an ), unt rttéjste aut hen |catt|bon ‘Q % Q]E % i ncl ucgﬁgs t he
steps of: GenerSfI§§aes e AUPRTca IR SHBRUY ﬁﬁ'«? edlwé P &SR PP YRS ur e for
t he randorbuisablere aufhenticgtion chig ind pdils it poghefpilpefichiprto be rogrammed; Thaattackerthsent | cat i on
chi p; Encrebﬁ%ﬂlﬂgmft meclsﬁeﬂpmmum a@risebawaﬁmsmm h\ftﬁuﬁbﬁﬁoﬂglu@ bﬁm@&ermec

encryptio oD, u5|n secr et

aut henti ca %'gmc ket ﬂ’ﬁmtlﬁ °k§rni%?w‘b‘f dy'%'ﬁso%t%@%me[’r Hgﬁ%‘s et e from
the trust é‘d“‘é'ﬂ‘telq‘@f’ﬁﬁ IO@mchlwﬁecﬁf prograynying hagfajten place.cdl well as Rlnicd! ecsest wiadddhd p;

Decr ypt i ngrdid@ordibihsapéatsh chip RARY Retbibdiggs. and signature with a synmetric
decryption function using the first secret key, in the untrusted

aut henti catl on ch| p; Cal cul at| ng a signature for the decrypted random
nunber usSHMMARY QF THEINVENEION:t i on in the untrusted authentication chip;
Conpari ng. t he Shiginaktthe a@éﬂsﬁtﬂbﬁhﬂﬁbnﬁc@h&bﬁim&lfd& iRy BedxBRideloCatubiiBied i P

with the g &E@a&i’h%‘g%"r mdgsgmn%% fvent that the two signatures match,

encrypting t decrypt random nu r together with a data nessage read
from t he unt ruSFEREBRIshFdoRaushsrivd falqulating 3 siegags forths redem papbeiisingdy a second
secret keyignamrduncsirnin sitrusgd authedtiogied ¢t Wi t h t he data nessage to the trusted

aut hentication EEcH‘pﬂzg afd random number and the signature using a symmetric encryption function using a first
secret key, in the trusted authentication chip; :

Passing the encrypted random number and signature from the trusted authentication chip to an
untrusted authentication chip;

Decrypting the encrypted random number and signature with a symmetric decryption function using
the first secret key, in the untrusted authentication chip; . -

Calculating a signature for the decrypted random number using the signature function in the
untrusted authentication chip;

Comparing the signature calculated in the untrusted authentication chip with the signature decrypted;

In the event that the two signatures match, encrypting the decrypted random number together with a
data message read from the untrusted chip by the symmetric encryption function using a second secret key
and returning it together with the data message to the trusted authentication chip;



-25 Encrypting the random nunber together with the data nmessage by the
symmetric encryption function wusing the second secret key, in the trusted
aut henti cati on chip; Conparing the two versions of the random nunber
encrypted together with the data nessage using the second key, in the
trusted authentication chip; In the event that the two versi ons match,
conS|der|ng the untrusted authentication chip and the data message to be
valid. OQ-herw se, considering the unt rus?®ed aut hentication chip and the

data rocse0e L0 e B Ao MR 05 L oSS R

H.

consumabl e item V&
consumabl e vbingths Exendseqre seyaig d trusted dutentisptiop ilp;unt r ust ed chi p may be rel ated
to the Ilfespan ceﬁpahhgehemmm%rﬁm&m&&%@ﬁﬁgﬁmﬁn&t&%Ja agl asts
only as Io E‘he consu e, two secret keys are held in th the
trusted an BiPesns §“ %’"’Fﬁ%’tﬂ '‘be kept secret. The random nunber may
be generat ed by Irgthereqemtibanthie twrcveisions neuvh,eorsidering ée tmtug¢dadthantication chip argdoddtd be
secret and gagdesheWihh a different initial value each tinme. A new random
nunber may be g%nerat ed after each  successful validation. The data nessage
may be a menory ORE¥sH consileriog e uimpyrd aytheatinetionship aad the detamessags o peipalids o c e

shoul d be di ff &herthe Wnousted ehdrhis edsdcfted vith ol csmabié itdaq validdtion dfehearhip asndbe Wed wiTber ,
and parts Qfigid mmma%neqe&%aa%ssggﬂgh (R o unfrled HRAGLY 1€ RUbRH BRI Rospal) bf the

decrenment only so that it can npl et el y downcounted only once for each
consumabl e “o=FE° %WEW&*E?FFW&‘FP%@WYB@%QWFWW% chi ps, whereas the
decryption funcTheowo seayt kéye arh bdidin bainthymistad ind @nmited ctiipd @dmadbp. The signature
function 1RGNl d in both chips to generate digital signatures. The
digital S|gnature must be | ong enough to counter the chances of soneone
generating a raRg&Ife bt qegbe gi’?B‘“’BgX grapdgm function Pl in e frsviey g FEhopIbE | s
symret ri ¢ evretragdxeddedwithwldiffe@nciGahl Bide 8ach 8ma AS@k radoiu@bey msy k:@erefateSafieSeach
HVAC- SHAT. (A lfstasdHgction may be held only in the trusted chip. It may
return a value,_such as 1, and advance the random nunber if the untrusted
chip is valid; BDrAEgsese sy bpapmemasy Yeptpr of the aiptheatication ehip. Bare of thisispaey shonld b |
i nval i di tydlfferéﬁh%r dachvbip {Tadogsmot havert@elarandan medbereani patis ofit hayde consrat (regld dndy) St be
the sane f.gsh&Mﬁ%h&%@éomﬂa%tmﬁbé&&s@wgeme&w Jdi& e i ndicating
val i dity mnust the same for all good inputs. Aread function in the .
unt rust ed TP Mfay decrypt the random nunber and signature and then

calcul ate its Climemsivpfiva funetion inaybebéléintieft chipt wigrensalwdiomyptiomfixstion may bateld r et ur n
the data nRFIPESmHREd Ship. reencrypt ed random nunber in combination with the
data nmessage if_the |oca en nature |.s {he

Gocryptod o gnaRt st aT el rCeRrS g PRI Feoe S P HIT CE ARG PR o
such as 0.mupthe loang eppugh tplcowmter thecharspa of Wniem genalating ajrmdincageitorg. 128k see nust be
t he sane fs&fl;fa&bﬂy siAfh i RpideBic eﬂE%uth?ﬂe t@lsmslmumkg% she rfet.ma‘ glima goog
-input nmust be the n addition t t|n t hat
an aut henticati gtﬁ c cuopnmagbegeé‘lse g‘f}ﬁ“g&h& 5y oM ayplucy S"Glgars o \‘/’%Fl at e
wri t es andandemnapmberfif therpatrysigd ¢hins Yaé@mhemisehmpv rgtuppea yeJuey sughys @ cndiciling invalidity.

~aut henti cammﬁmm@mme &a@a@gﬁmm@%aﬂbé bhe bafe &7 SIVBHR Chpdtd TRQInS QksHtE -
certain pqu;r?th luem?:ﬁr vzﬁ?% be . R&g Og % hers Read/ Wite, while others
. are Decrenent Oni f) EOF pass8s ‘T heBCho8enh random nunber without the
‘internedi ate SMWMBWWWM%dWWtMmndomnumbﬁrandSlgnamreandthen

calculate its own signature for the decrypted random number. It may return the data message and a

reencrypted random number in combination with the data message if the locally generated signature is the
same as the decrypted signature. Otherwise it may rcﬁxrn a value indicating failure, st;ch as . The time taken
to return the value indicating failure must be the same for all bad inputs. The time taken to make a return for a
good input must be the same for all good inputs.

In addition to validating that an authentication chip is present, the protocol is also able to validate
writes and reads of the authentication chips memory space.

The authentication chip’ data storage integrity is assumed to be secure - certain parts of memory
may be Read Only, others Read/Write, while others are Decrement Only

The protocol passes the chosen random nuh:ber without the intermediate system knowing its value.

This is done by encrypting both the random number and its digital signature.



This is done by encrypting both the random nunber and its digital

signature. 0 26 The protocol has the follow ng advantages: The secret keys
are not reveal ed during the authentication process. The time varying random
nunber s encrypted, so that it is not reveal ed during the authentication
process. An attacker cannot build a table of values of the input and out put
of the encryption process. An attacker carfnot call Read without a valid
random nunbers and signature pair encrypfféd with the first key. The second
key is therefor The" eo§i Slth%qlitletllf a chosen text attack The random nunber only
advances with a valldoc PO FESTUEES the first key is al so not

suscepti bl e t o Bhestretkeps drenot reysaledduking tihpathenjication pricsss. das Ymetvarytipidgin pumber
especi al | Y islefbrypRW & Bttt isSHASL-REB] dkiihedSthinidatdn§locRE.I Nt Ers, as no encryption
or decryption |§%reclw red ﬁ% {)g’ge§ temitself Thehﬁ%are a _nunber of

vel | - docunent ed AHAETSBOHL A2k e e et AR PR R B PR BRES (4% m £ or

i npl enent attiackar cainatoalliBéar gritipat somtid-rindew menbers krideigmses-rhir eerypted withitefist ke The de

range of sigRakihienddRClli@Ro & ¥osh Bt dthR PP RIPRAIEmEHINER AL HARIRQMES tO -
random nunber sSequences to key-hased symmetric cryptography. Signature

functions Qig-SYHAEFARES gdirdPyprPEhle Qi gt equi re fewer gates and are
easi er. to ver i Thy systindseay Sydeipd, ¢specialiy ig bwicbdnsysiemsSedas isk-jeepyin®is z@ nd egeryption

Symet ri ¢ GREE-WRIiOBuH0Rs dd sl t 0 be as large as for an asymetric
(public key)g&})e{ljl goér)rig(t hm "A ?h}sni mum of 128 bits can provide appropriate

security for sy/REEFAEMRRSE FRt-fosmentedhand Faptalzed ¢ algerithms\johese Bom fog . a
consunabl eimpignbreribn, Beltdingpasy-Stanm fieiisefrad sokledns.Nng t he exi stence of an

untrust ed_aut el ald. R ARlR e k0L sERASMALD tikiRlich BReAVHABALLARE | O

chip lasts only as | on St consurmabl e. e systemincludes a trusted
aut hent i caPPEWURrY AT BRGATSERY: aut henti cation chip. The trusted
aut henti cat i on Signatpre fuR@ionsGedssyametsaichapption fieithng eqefcdwer gatefand yiaR®ibd 1 Corify

encrypti or{hgng;}g]geggal?&qm;&m secret keys for the function, a signature
function and a test Tunction. The untrusted authentication chip. includes

symetric encr YHUFESR a5 der eupelris erepmtimdas optbne by ds lignes S5 ey wmpeRrdrblsy ¢ hese
functi ons,key algbrijia tAumigimus 0N28 bisrargndlida afpeipdatd soeudtyife symmkirie encesptonf unct i on
operates to teshand@lrdsphd BB nbdbBontif Htdhsatlati bulBentitafGd sibind ¥or Rlida AR 4R Misrddbidper and
its signature, encr ﬁt ed usi ng the first k'fe*%/, . by cQ ar:g&g?the ‘?ﬁecr'ypt ed

si gnature“W“l“H‘“%?“f’%‘ EHReaP BpGforarErEtet i 8 °f“ffé“°8é‘8‘?§ﬁ’t° GeSONT number . I n
the event codvamablelithe tywem giclgdrat tsed animetihtion tiireand eawitnistyd authedivatiopghin: Htees t o
retml; rn ? d.am_mt tﬁ@% cﬁipdlaﬁ&s £ RfdoWRbREE gﬁ&&!{)roﬁyﬂ, ) fn_e&'i@ﬁxf ﬁ;ﬂl@iﬁlgﬁﬁvo' nTh,
conbi nati on e. r.andom nupber, encr ed ysin e.secand, key. e
Cest T anc ot dituash s SR BRch a e r HE s RS REGP | e Gat o
message byacluiis sumetris ercoptiaused degyitionfuiqiors ahddwo sateikgysiforhesedingiings, s dgpre key,

g onpar es  finbien bG 4 ﬁﬁéﬂéﬁl&‘h@xfe%dtfi}ﬂﬁd’n%md d bk ﬁr&o&n&m&iﬁ&@dip,ts@gaﬁ@mnd&t h the
ata nessa usi.ng the sec ) : in the event t M0 _ver si ons
mat ch, cor'%%nleij rearngmf et‘ﬁr?fte?cl???'gasmﬁﬁ%éﬁgg? CA8R 5&6°§W§5%}%hﬁ§§%g¥1\%§?age to
be val i d; died fipm de decrypiedmadon aymber. Fnche ayent thaths qvosipatepypaich thegepd 815t8n and t he
dat a mess agpeates @ rédm b Bitsrhdsddge ARRInfeeriPeSCERibHTdf ERlddtmelddfe iDEYIBIMOPwiti®e -1 iS a

data flow_di 3 f ' Ghi Ecal] [ ' low
di agram f 319 &°§%{J“gpge" eg{ﬁpgédg%gﬁlée%%f%at. f)rﬁeetgsﬁ E?‘g‘u %Qfa?s ge%la’@ ghf'la%\?vg Iagram f or
Prot ocol PBeherPi: hyfafagnestagg by e HIEARITIE PRsEPUpmierion pying s gspadpgrret key, compares

the two versions of the random number encrypted together with the data message, using the second key, and

in the event that the two versions match, considers the untrusted authentication chip and the data message to

be _valid;r otherwise, it considers the untrusted authentication chip and the data message to be invalid.

BRIEF DESCRIPTION OF THE DRAWINGS
Fig.-1 is a data flow diagram for single chip authentication.
Fig.2 is a data flow diagram for double chip authentication,
- Fig. 3 is a data flow diagram for Protocol P1.
Fig. 4isa data flow diagram for Protocol P2.
Fig.5 is a data flow diagram for Protocol P3. ‘
Fig. 6 is a data flow disgram for read authentication using Protocol C1.



Fig.5 is a data flow diagramfor Protocol P3. Fig. 6 is a data flow di agram
for read authentication using Protocol . 0O 27 Fig. 7 is a data flow

di agram for read authentication using Protocol C2. Fig. 8 is a data flow
di agram for read authentication using Protocol C3. Fig. 9 is a block
diagram of a 160-bit maxi mal - period LFSR rgndom nunber generator. Fig. 10
is a block diagramof a clock filter. Fio%’i -1,1- is a circuit diagramof a
tanper detection line. Fig. 12 is a | ayot#t- di agram of an oversi ze nMOS

transi stor used as_test trapnsistors in the tapper ection line of Fig.
1R . 1a o R ettty g o ot RRPEUFBE det octi on | ne of
‘Fig. 11 i ncl udi rFg XoRdgeflopsliagian fovsadauthagicitamusipaPlwcl €8.g. 14 is a circuit
di agram of the 1or Rk vibk hiabriR bE/ BAbiAhixh Phioft FOMER Wbl Shoormeof 1 0 15 1 8
vol tage/current'&ga‘gram fof the tr!’a‘nm sto?%‘o@f t he CMOS |§vgr?tt°er of Fig.
14. Fig. 16 is e Wsahinck degramefadodiilthe PET i npl ementation of a

non-f | ashi ng CMBig-itivadirtuiiidiagradriofh tarlpér dectionfi@dance di agram for the
transistors of the, i ¥ L O . q MLES (ol ]EWENTIC]\I 4
Requi rement s Exi ksét} n 8+t812£ ong afg‘teﬁ%&g?%%%%ﬁo aut hent |t°cma':n_||ﬁﬁg

consumabl edetpriondine ofJigcHl |y relied on patents covering physical packaging.
However this do€g. 136fa chiuQ@iar@ef pak bi the tanfhiodeRitiod i ofFig. ¢l RElainyeiORfpaed ure i n

countries %&%w%p@l&dust rial property protection. Consequently a much
hi gher | evel "of protection is required. The authentication mechanismis

t her ef ore bui | t Fignktd aghicuil diegremn of tegomshF Ed Hipplementaoniose PR EWEE- i n t he
consimabl e and gigl 1e\ﬁs;oll&g@¢ﬁa@mhgr@mmmmi§t@ﬁifezem®w sfFRbl4e sgf:urel(y and
easily. Limting._ourselves. to em aut hent i cat.i J es (we
don't consi der ?’ﬁglgésgﬁgﬁﬁﬁra %m%tﬁrl%gﬁﬁpgegﬁ%%%ﬁé‘%%%h .,Gfla‘gegg?evel s of
protection can Big 1¢éiancdpapeaiipsram for s fansisios of thot MPomYerterf Figrd6: This is where
-only the presence of an authentication chip is tested. The authentication

chip can b gﬁgFiﬁEother consunabl es as | ong as be used
i ndefi ni te%ﬁs% | e'dSi 9% Aut hentication: This is where not only is
the presence of the authentication chip tested for, but also the

aut henti casi on RepirgmentsSt only last the lifetinme of the consumable. For the
. chip to be re-u & N ef . The two
1evels of prot egﬁﬁ%&lgﬁééhg gﬁﬁ?ﬁi}r&g%%k%gncfucf%g%gﬁ?%% \%@%f‘g{“’gn s':L}“isl y
concer ned YRIV¥HE PRogismitastee e aisfecsagtsive AmecHlioBTP P obfIeRe FatGoHr &y ent

cl oned verohots with whk Blusiel prpertypaitstiniEtvheguentlya rubh iggherdasief pretagibn ichi p shoul d
hol d securg,state information about the consumabl e being authenticated. It
should be noted that_ a Consumable Ljifetinme authentjcation chjp could be
used in any sitPSfYRsRficRtop meshamisy is thesfare hyilt into appthenticariop ehig gt isembyidett iy s,

Requi r enendegsuftgie aadidiivesusytat to anhentitatt Biatstmsmegle sicwrtip gndictsily. dmdtingwuredt@cib ur e ar e
_ consi d ere Chxe%?ﬂ&i ?ﬂlh@rlu}{atmg consumables (we don' consider the consumable authenticating the system), two

levels of protection can be considered:

Presence Only Aﬁthenﬁcation: ,
This is where only the presence of an authentication chip is tested. The authentication chip can be
removed and vsed in other consumables as long as be used indefinitely.

Consumable Lifetime Authentication:

This is where not only is the presence of the authentication chip tested for, but also the authentication

chip must only last the lifetime of the consumable. For the chip to be re-used it must be completely

erased and reprogrammed.

The two levels of protection address different requirements. We are primarily concerned with
Consumable Lifetime authentication in order to prevent cloned versions of high volume consumables. In this
case, each chip should hold secure state information about the consumable being authenﬁcated. It shoﬁld be
noted that a Consumable Lifetime authentication chip could be used in any situation requiring a Presence
Only authentication chip.

Requirements for authentication, data storage integrity and manufacture are considered separately.

The following sections summarize requirements of each.



The foll ow ng sections summari ze requirenents of each. 0 -28 4.1

Aut Henti cation The aut hentication requirenents for both Presence Only and
Consumabl e Lifetinme authentication are restricted to the case of a system
aut henti cati ng a consunmabl e. W do not consider bi-directional

aut henti cati on where the consumabl e al so authenticates the system For
_exanple, it is not necessary for a valid Pfoner cartridge to ensure it is
being used in a valid photocbpier. , FoP®Presence Only authentication, we
nmust be asg Ered 5@3}5ﬁ$ aut hentication chip is physically present. For
Consumabl e "Li f et e hentication we al so need to be assured that state
-data actual |y c3hreuthentisstionréquircgentsforboh EestenePulyhaidf;ongmeple Iiftime apthintistiongte been

al tered enmﬁtﬁéﬁdﬂamgaﬁ%?adyﬁ&&'ﬁ&e&@dﬁﬂ@im&@m%pﬁé@Jxﬁ@ons:d@'ﬁbﬁ-&re&tbﬁél has been
Quest | on R ERE MR e TIe gl SBGERS S SPELIE HERP e B EG PR OPARRE an
aut hent i catohay partaitide Inceelsutetitdd being usedio b edlid phicekpieng on a hone- brew security
method that haspfpleheohy Me%hd%h,%ﬁ%uilxe é&&éd'iﬂaia}iaﬂé&cﬁt{oﬁcmﬂb&yﬁ&hﬁmy

r EC]UI rement therefore is tO provi de authentication neans

Wi t hst ood PREAIEF Cremppbleifeimquthengication e aét&t?ﬁ%ﬁt"f??%\’f‘t"&‘ﬁt s's‘*t?ﬁ‘@ﬁ@‘"ﬁ'gféeway’ﬂt he
aut hent i cathé suthetioatipn chlpOdall datlinhas rOcHe&itadidd eh foutd cfhesa tssubstadnoihe e:pirated VeatNthat
Logical ty e .
thinge: | s teeRbioRh i fouBheoRith 2 Lok ol B IRY ph Quclfly Ao WER.
key by for¥#edr deduction, so that any question can be answered Find
enough about thmxsBabnaﬁ@td;ﬁovtchela%tht:dﬁ&mﬂzﬁmoutlgmt&s,tmlﬁmgs)nandneamswmdrustyl n

order to, W4 The
| ogi cal attack stmﬁt es aEﬁXﬂnﬁw grms t y are det'gtl%fetl %qgégeg% on

3.8. 1. Thé“&?&&“ﬁﬁm%ﬁ%lhﬂcmmfﬁw ?‘é“fi“éce al | owi ng any random bi t
stri-ng of the rpguaitesidadoesbEda uicdby hoaudeniosisd dhipeholde ye reslinarieddfiattydbgliosl no weak
keys. The zﬁ’ééﬁs”ld}é&l'q&)&oPJuac%iégltbLEi'vé)&dtdQeéph‘SdJ&QUﬂ . of authentication is
exam ned in Section 5 torage Integrity A hough aut henti cation
prot ocol s % ake Bypaseteautbentieation prRgeseidlioBs™ et egrity in communi cat ed nessages,
data storage |mmraekm&ya}ﬁﬂcmeuuetfoﬁdomiquésmﬂsmtaaﬂa&aj must be stored

wi thin the aut ticatio nticati.on ata. . suc et keys
Consunabl & ot ait B0 gger @l ucpab o ud PR ReuSh stiden Bl BLARERE, (VT

access ‘requi r erkengice thsfrightizesyer to soh qUestion t ypes differ greatly. The
aut henti cation mm,gacatdmeﬁ,@g@dme RAlsItHeR GkdarSdeRiled G ABE RS S cont rol mechani sm

that allows fotm) iahilsgh by ﬁgﬁeggptgrﬁm%ﬁg mttntaw%/df ReuSXibat i on of

a solution to tlﬁe Fequi r emen ta stor ntegri
Section 7.be2pastitidisy Abererbovddgae vekbat s of the two ki nds of data are exami ned
briefly here. %&x&nxﬁiﬁb&wmwﬁ&twmare&hteﬁen&ﬂahtmﬁﬁdamtsmﬂatneseaﬁss remain

-confidentigl . ' S6E e stored in the chip during a
manuf act uri ng/ prg ra%mlﬁe%r@t age of  the chip*s life, but fromthen on must

not be perni tté&ﬁ%’ﬂ‘*@%‘é‘“‘tﬂw&”’éﬂ?'ﬁk“”??fwg%ww B eopRuiced fAsHESr ead
f r om non- vot adrige Gtepuyrs alya reqhiz@l. Dt Kirdsitfidaranisole seck eitin theauhesipainsehipt e f or
ensuri-ng the kgyy, P&td?,pgucggtswgg by deduction, .and the manuf acturl ng

pr ocess | S responS| or ensuring
Consumable state data, such as serial numbers, and media remaining etc

The access requirements of these two data types differ greatly, The authentication chip therefore
'requires a storage/access control mechanism that allows for the integrity requirements of each type.

The examination of a solution 1o the requirement of data storage integrity is examined in Section 7,
although the requirements of the two kinds of data are examined briefly here.
421  Authentication Data

" Authentication data must remain confidential. It needs to be stored in the chip during a

manufacturing/programming stage of the chip’s life, but from then on must not be permitted to leave the chip.
It must be resistant to being read from non-volatile memory. The authentication scheme is responsible for
ensuring the key cannot be obtained by deduction, and the manufacturing process is responsible for ensuring
that the key cannot be obtained by physical means.



that the key cannot be obtai ned by physical neans. 0 -29 The size of the
aut hentication data nenory area nust be | arge enough to hold the necessary -
keys and secret information as mandated by the authentication protocols.
4.2.2 Consumabl e State Data Consumabl e state data can be divided into the
foll owi ng types. Depending on the application, there wll be different
nunbers of each of these types of data itewms. Read Only ReadWite
Decrement Only Read Only data needs to t’8-stored in the chip during a

manuf act uri ng/ pr. n f the chi t fromthen on

shoul d not be alrlfagwegﬁ’t‘1 ag%‘ %ng ‘%’f’%’ﬁeagﬁ P B9 ths npopssipE ey pd
consunabl e SM@&WMW@V@YS@WWWWIS ReadW| te data i s changeabl e
state inforgmt i @iesulnOie @X@BRLE, the last tine the particular consumabl e
was used. ReadW ta i.tens can be re and witten an_unlj mted nunber
of times duri n§J°?SH'BR’ES?t8ﬁWW‘Tdﬁ£m‘88’ﬁ2%MWSﬂ%‘ﬂ“@% thp gppi %%‘P%e store
any st at e iwif @rdiffstentommizisofdach of these gpesofdmlitkes. The only requirenment for this
data is thgt it gzpgy to be kept in non-volatile nenory. Since an attacker
can obtain access to'a system (which can wite to ReadWite data), any

attacker ca&n poResdril | y change data fields of this type. This data type
shoul d not « be @s@&eﬁ@mysecret |nformat| on, and nust be consi dered

i nsecure. Rec nt u count .down,t he avai l abj y, of
consunmbi o NFELOHE ¢ o Paptedt B8 BF Qi SR Whiprp iR patm Pl asl ol el b 0
store the anount of hfarbetlfromelwamrﬂlwgiua@eaﬂcﬁed:uoemm@mlgs ofRerdOnly de@ritemsAn i nk
cartridge for a col o&e&mgwbamrp&gmhmgumunt of each ink color as a

- Decrenent at a ui rln thre ch of ent a,
VAL ST A (A S R e e T
requi rement for t hi 5W4€|umlFeide@abfamn!semhesaaQMMM@euﬂpmmgmmmvmh an

initial value at th%mﬁmhuum%&mrcmagwﬁédmman}smoeﬁwaso%duce
in value. Once it reaches t rmm val Sdattﬂ .cann

further. The Decrenent . §7 dTh['e "eme“ hT'y “regul rec'fd% °C155"qe SUTE (1?“}{’

Li feti me aut henti camsmyny: Smdetﬂfeﬂttﬂqlfa'tcaltqhemngsetmﬁeméwemswﬁbwéeﬂvatee dat a
-storage required is @), M:yfamke&mboténmamgemama@qm&@sb THig¥ald €/pe should not

aut hent i cat ed. Inforrratl m"“‘u&m"% g mustb%f nlg use 19 to an attacker, such as
i nk col or-curve characeflerl Eiegor M ?re F6 Hot have to be stored .
in the secRfceemeptny ‘B‘atsasmw&a‘@f‘abt“ﬁé’fcﬁﬂ‘m‘éﬁﬁ%fﬁ|‘°0R’F°'€‘P?P‘E>f s toger3

Manuf act ure The aut h@dﬂidgd;ﬁat'éxﬁrﬂplé;hiajﬂstd’i&.lﬁéaﬂmaf@dﬂmmimfemtoglydﬁst in
order to be includeq Awéégﬁmﬁﬁﬂ @mf&e%amoff%hwwi&

consunmabl es. The aut%entl cation use a_standard manu%acturl ng
process, such as Fl &?Ff"mel’h‘?%y‘?a?“e‘i‘ré%’é‘w g for cagh pipyam Masalarand Yigw): 5t

“manuf act uring | ocat icgm aopdny @five or six Decrement Only data items. The requirement for this kind of
data item is that once programmed with an initial value at the manufacturing/programming

stage, it can only reduce in value. Once it reaches the minimum value, it cannot decrement
any further. The Decrement Only data item is only required by Consumable Lifetime
authentication, . .

Note that the size of the consumable state data storage required is only for that information required
to be authenticated. Information which would be of no use to an attacker, such as ink color-curve
charactensucs or ink viscosity do not have to be stored in the secure state data memory area of the
authenncatmn chip.

4.3 Manufacture

The authentication chip must have a low manufacturing cost in order to be included as the
authentication mechanism for low cost consumables. _

The authentication chip should use a standard manufacturing process, such as Flash. This is

necessary to:
. Allow a great range of manufacturing location options
s Use well-defined and well-behaved technology

. Reduce cost



Use wel | -defined and wel | -behaved technol ogy Reduce cost 0 -30 Regardless
of the authentication scheme used, the circuitry of the authentication part
of the chip nust be resistant to physical attack Physical attack cones in
four main ways, although the formof the attack can vary: Bypassing the
aut hentication chip altogether Physical exam nation of chip while in
operation (destructive and non-destructi vef Physi cal deconposition of
chip Physical alteration of chip The p SI cal attack styles and the forns
t hey take |Ie Sec |on e chip shoul d.be

export abl e g{cﬁ' ﬂ%}f',mc%uc‘)ml ‘%‘I'% g%f)%&s(ﬂg?“ﬁm agc’gtgech? pultof ,

aut henti catquﬁqqmeqnhrﬁwalsm@zk%ﬁ&ﬂemeh@mm fomma@e?wa; elthodBh s fofms of tiattagk fap vary:y

‘requirenent, Si nggpaggg,gﬁ@aﬂegmmym&g&m@,m es in other countries able to
manuf acture the _authentication chip In any case, the export restrictions

fromthe USA naybyekel fryminatpsef %&&’H%?HG’GW“&“’%E“E’SWF%‘FFSWVP he requi renment
of manuf ackure Phsied aFbmRdtidnRfdpcti on 10. 5 Authentication Existing
solutions to the pr aut henti cati ng consumabl es have typically
relied on physi g‘é‘(?w& %{ag] Eh(‘fn packagi ng. However this does not stop hone
refill operati ofite physicellatadiestylesmu thecforons they take o dettileil mSectipn 3142. weak i ndustri al

property prot eCtde@sp the(eRiP SR B Uxportatie PR WHAD DR shbufiMifl beBbssiPIE RLRGLT ON 1S
reqwred It not .enou that is

h t row de t henti cati on net hod
Gecret . PR a5 8 et PR 2 & oty FRAPRAER G BeRRY
serutini zeebnmmesem!het qoyatrigx aherte wanufBeture thi tuphetipgtior rlips Ju ady cae tiletport eepectians
ori gi nal gg@ﬂguggglgychﬁﬁtem and the GSM Fraud Prevention Netvvork used by
cellul ar phones_are exanpl. (g deS|eg secrec causea he, v%l nerabl lity
of the securi tyﬁ"ﬁ’éﬁ“‘f"éiﬂ“" "BSSPH"%% TFREsE(s FEEBER B efige
conventional neans that woul d have been det ect ed if the conpanies had
fol |l owed a# ope&,tﬁl@gj:,ggh process. The solution is to provide authentication

by neans t hat ve withstoqd t tiny of experts. IL.n this rt,. we
ot nea nunbertage P BF eoRfa ol e Foutpplt b him ol i
“aut hent i canategthon packagjegt Hevevanithiisitlogs nitisiginhome wdil! opegatitos at cldnhmamfictem inggatieand

di sadvant agasveaf nfiaeh pﬂaﬁéiﬁ'bl@iéétﬁﬁ @&Qﬁé@ya%h@@ﬁ&leb@@fpr&&ﬁdﬂﬂér&q\ﬁmé@t hods t hat
are publicly deIscrl bed, .usi ng ader s ‘

el d b’ ¥ armir S g S A et S B sl P B TR B rB 5 ve
avoi d t he o thitkeygothyepescrminizod bysecutity exptris. Seenrityzshstems sush exd¥sseape toniginatecur i ty  of
t he schengrdpRétir@sysi@h ard &exsmtmuke&mmme@omey coBllgPhdabd Wl exatpRes WREL WAy tO

br ot ect aq@uSLe L %eks B SHGLARE LAY mvgﬂyg@ﬁes\gtlgéﬁ%ﬁsﬂw@ sy L0 make

t he al gor I e i nner
wor ki ngs  rfersentisnsl meanfhat jrppld ha ?Wd'ﬂﬁl!ﬁmlﬁweﬂt%f eted ar opgrederignpyocesiyThe t he
pr ot ocol s sbletioy isaFprévideiattenticatidn i ineanéxhdt ha8 giths{obd the sciutidy oEbxtrlsenge i s different

each tine), Wh%ﬁxs}pﬂ@we &l %‘nﬁ&b&%ﬁ&&%& %E': c&%\ﬁ u%ﬁ?clr chﬂgﬁblérﬁghén&%?ciec ret.

The chal | enge i nvolves random nu S server W not be

able to gé‘fgﬁ‘B‘i’ iR & high Ie‘ieHm!frah*h% 1y B disadvaniaess et @’rf’?“‘f*“&’é s Waestoie Three
pr ot ocol s sandty pribsiethited phtdicly dacibedfsinplese rﬁaﬁwﬁlinyhxsami wap Readeradbbubd tei f et | me

aut henti C%ﬁ?wnhﬁ&ow&d% ﬂc%e@ﬁ%le&mngj We(aal}oxd #le fmuﬂbﬁﬁmgf protocol _
aut henti cation cm] q&u red d’ﬁ he authentication process, in .all cases
the system aut Ath Pl B E‘&f‘fﬁ e %ﬂfﬁreﬁk%ﬂame‘mtégww wi th
ei t her oneayw ptotect a@dmspsverse anbindetng0tf Ay mudpmitmobis isorhake WO dloritiimidindet\0 Chi ps.
Whet her ORguGl iRciQlant (a1 RHhl SFthd it} & Qnds BhR Stitte Grubt 86 6h1il, BE not the acmal secret).

All the protocols rely on a time-variant challenge (i.e. the challenge is different each time), where the

response depends on the challenge and the secret. The challenge involves a random number so that any
observer will not be able to gather useful information about a subsequent identification,
Three protocols are presented for each of Presence Only and Consumable Lifetime authentication.
Although the protocols differ in the number of autﬁentication chips required for the authentication process, in
all cases the system avthenticates the consumable. Certain protocols will work with either one or two chips,
while other protocols only work with two chips. Whether one chip or two authentication chips are used the
. system is still responsible for making the authentication decision.



systemis still responsible for maki ng the authentication decision. 0 -31
5.0.1 Single Chip Authentication Wen only one authentication chip is used
for the authentication protocol, a single chip 10 (referred to as ChipA)
is responsible for proving to a system1 | (referred to as Systen) that it
is authentic. At the start of the protocol, Systeml|l 1 is unsure of

Chi pA's authenticity. System| | undertakes®a chall enge-response protocol
wi th Chi pA 10, and thus determ nes Chlgﬂ 5 authenticity. In all protocols
the authenticity of the consumable 12 is directly based on the
authenticity of the chip associated with it, i.e. if ChipA 10 is

consi der edS.&ut h8ingl¢ Chip Aftbextitdtion consumabl e 12, in which chip 10 is pl aced,

i's CFnSI der eg awt;ét%ﬂly gx% auﬂéaé‘cagﬁ]{cﬁp mfu.%CQWrﬁi@El}[ﬂQﬂJc%@ Brolobbl, isigsé @lplui g@&ﬂ? .
i nvol ves a c sue rom stem _an r.esponse re rne
by Che. o B =10P4 FSreR SRS AR TR oot B RPRRE Al et

sof t war e, haprdeat 8ysem 1aisoonts ofEtinAsnuibduticily Gyfiem | Ttundegtaienparlieagsirespopsenot e that

System 11 ﬁr&o&%ﬁkﬂﬁﬁt% ahd BB GhtrRiines ('Jh!ipA%%théHﬁ'cngqjﬂﬂ plotdcBlY Bk SReRRG) Jger ed by
.an attacker, either exani ni ggh

exam ni n% %% %I try. System
i s not speWF@e@WéP%ﬂW&e °n%°§%?frﬂt§°t“ﬁa’“l‘°f”'§@1”f‘“‘h‘5 IS ddtte Chip
Aut hent i Caiohsiﬂ&reﬂﬁuﬁﬁﬁﬁ%ﬂhenﬁreeditﬂmblslz inwchich oliifn BYi¢ ploat, isoonsidéredasthatie Thealglai red. A
si ngl e chi : o en f a
Syetem o1 TiepubdsEGIARR 1| fa Bodll Adloketo i EFAMIRL B ol ) e
associ at ed?iechir 1§ he consumabl e 22. As part of the authentication process,
System 21 makesin sig obip a@thehficdtioh @fbtodals, BB Rini 1C adnibosdfiwarkihprd@ide ¢ria edutbinaiird of 0 as
Chi pT) . '&oﬂ%ﬂ%ﬁ%&t&&é‘ﬁon O?‘?}lfdg?ﬂh&o Aogle18eTolo]] ﬁcan%é’&&:ﬁz%@ée&@tﬁheﬂ@bﬁagftv"are

har dwar e wever Chi pT 23 nust _be sl cal

aut hent i ca’t“?‘éﬁ?f’"é‘Pﬁ‘WCXW%RW&WGW"WWZ%S‘E‘H&WP%W%W% %% he sane
i nt ernal sécruuaiii:sete while in others ChipT 23 and Chi pA 20 have different

i nt ernal %‘Ctﬁ&lﬁ%(zm Fmgle @af! OW can be seen |n Fl gure 2, and'can be
seen to inv Fene 4 fromsystem 21 tq 52& g,r uest 25
from system 21 IPB‘h"tEPﬁ"‘ﬁel""s%’“ °§'°P§'§%6P?§@“‘§8 4 @%45 m 21
and i nf or respénsible fo? profiigada givnpal (B-Errbdto 83/Sytr@mnttiddit is @ﬂeﬂme@mﬂc@ 1sassbgiated with
~Authenti cafd cgﬂémﬁdb[é%?% 5&1 &m@tﬁemt&t plo¥s, §y3em 2] ANRL usPbf LGARSIHBRGrion

~aut henticat]on are concerned about™ validating the presence of the
© aut hent i c&P&h(r Wﬂ)m’% hugh the authentication chip can contain state

i nformation, t Hedubladdprittati@niongfotoctlsfsteyt 24 e be sffriettiaidenre vaasbubirtien ob e

consi der ted,oﬁ Q-ﬁi[\‘eﬁﬁr cﬁﬁtrz?%ua t:@i maﬁauatﬁcﬁsmnﬁﬁ?&e PRhdbioerp523Rhd @ﬁwt iaf .
require two en i cation chi nment e
using ei t BB B fERcate e t‘\”éﬂ ip gty @Percﬁaﬁd;&‘éthiveﬁﬁigt&%ngﬁm% fotocol P
| is a douUb¢datadleivganbe ssewio lgure 2.sed crabdrermity perive @ phalltvep2d fropeysteard] |‘?°ét§)\ 20 Each

aut hent i ¢ahd £38quest ¥ FomGHRMmA1 Rschip@3, b J rQipbBOr6 RIMUBEA 20%0 KRYmM 20 lind Eif§midtion MuST -
be secret Cur rl?elr&glxrandoip nunber. Does not have to be secret, but nust be

seeded wi Ent™49'hitial value for each chip instance..Changes with
each i nvo&dPiesncedinly AshemtigatiomiifsermeaStsnData)Each aut henti cati on chi p contains
. the foll ow ng FFagiiciatel It tiasilndabld Sithentication we are only concerned about validating the presence of

the authentication chip. Although the authentication chip can contain state information, the transmission of

that state information would not be considered secure.
Three protocols are presented, Profocols P1 and P3 require two authentication chips, while Protocol
P2 can be implemented using either one or two authentication chips,
5.1.1 Protocol P1
Protocol P1 is a double chip protocol (two authentication chips are required), Each authentication
chip contains the following values:
K Key for Fx[X]. Must be secret.
R Current random: number. Does not have to be secret, but must be seeded with a different
initial value for cach chip instance. Changes with each invocation of the Random function.
Each authentication chip contains the following logical functions:
" Randoml[] Returns R, and advances R to next in scquence.



Randon{] -Returns R, and advances R to next in sequence. 0 .-32 SI X Returns
SK[X], the result of applying a digital signature function S to X based
upon the secret key K. The digital signature nust be | ong enough to
counter the chances of soneone generating a random signature.. The length .
depends on the signature schenme chosen (see below). The protocol is as
follows: 1. System 21 requests 30 Randon{] of rom Chi pT 23; 2. ChipT 23
returns 31 Rto System 21; 3. System 213 equests 32 SR from Chi pT 23 and
al so requests 33 it from 23 returns S 0 System
21; 5. chiPA 20 ret Lﬁﬁﬁg‘%&?ﬂg&‘ﬁ\fﬁ? "tfﬁ’pkﬁ'%f‘&’ Eug‘i}’g‘f% cog%mes SKT[ R]
with SK" [R]. f theyseat ey Wb digithlrigmtGhipeilme mmummmwumes of $ofnegpot |,

then ChipA is consi SERAe ddselts@uUr e 3:
Not e that System 21 %Eeagggndo a%%a?%hglgqﬁ%%tgﬁ%%gy%&][ﬁ% ﬁrrltrsssages I% must
nerely check that tH&°"}esponses from Chi pA and Chi pT are the sanme. The
System 21 t her eftepltoctdRSs falkwss equi re the key. The security of Protocol P 1
lies int pl The Only aut hentication chips
contain t\r/ﬁe) seg§ tfmﬁlmquesés%ﬁ% '%n[i}{ﬂ%?ﬁg{q can produce a digital signature
S[X] froman x@ﬂaﬁtﬂmﬁb%tq%ens}bq generated by a trusted authentication
chip (ChifT) meysitm Dierequbishe BIR] egmcmﬁmmmmoa‘sm%gmmm; by all , :
aut henti c %I on qulnrgz st3 g)e%{h gs aﬂd non-determnistic. If the donain of
'R generate AT2A AR AT T Chips is small, then there is no need.

for a clon® rmﬁmpﬁ“é’@mﬁ&@%m%%m%’e key. Instead, t he cl one manuf act urer
coul d i ncaog por %y@eﬁcoﬁmsisﬁrmhﬂihlsmm 1 the H8dqudl Aitin Ehip £ B 0sncldeddd valldl If fif, diche
responses from enU| n s the codes sent by the system The Random
function does noPdi PR

I ER y AWe to be in the authentication chip, since
System can poteﬁﬁdﬁﬂww@%mmﬂ’wﬁe same random nunber sequence. However
it sinplifies tﬁ&tELE@sGrﬂzpéoeﬁmaIa%ad%ﬁarea&asﬂaneﬁam IsesUddychak thhle r andom
number generalt of W Ll Crhxh Sﬁ:”?an‘: Ls'aemzmer%gﬁ%e@%t%mtﬁ%y use the

aut hent i cat PO chrp P 8 GCFR POSSibl 6 €rror I n system inpl ementation.
Pr ot ocol Pl hasﬁsWa!fPTa@?P& 1&@%“’01’14@555 not reveal ed during the
aut hentication ¢ &&@i@ﬁ)fs \0RIY adfhenfcafidn@Aips BRAPHERERQLY, Srinping tht GKpiducni t hout

K or access to gﬁf@ggﬁg “Cak' Pa%i,eso s@tyg% e%@db;a BRRY auSur SRS By

especially in 1% g A K ok nters, as no encryption
-or decryption @%PEE’QQ&PW@@“@? Systemitself. A wi de range of keyed

si gnat ur e .f unct'fihedb&aﬁzsflsﬁesem&drwwdkﬂa@ S FHs Fiu bElaigdn dnajelaiyhinistia MOKEM

nunber Sequenc% or}ﬂ al] aut}:eng%&ncﬁl él?&ﬂ&ﬁ%ﬁ%lcre 1J§g¥&gfo§58«5@t ure

functions (sucif® A o urre fewer gates and are easier to
verify than asgamﬁ@m@ cafkghﬁrliex Fnyiggd; the dipne parufagiast opld @°W‘faﬂ RO mdreicrhitat ur e
functi ons does watHad hRvoed dfall ffehe@dspdnsts ffém 8 Sendite chip o thesspdas@hi by the system. The
‘ Random function does not strictly have to be in the authentication chip, since System can potentially

generate the same random number sequence. However it simplifies the design of System and ensures

the security of the random number generator will be the same for all implementations that use the

authentication chip, feducing possible error in system implementation.

Protocol P1 has several advantages: '

. . K is not revealed during the authentication process
. ~ Given X, a clone chip cannot generate Si[X] without K or access to a real authentication Chip.
. System is easy to design, especially in low cost systems such as ink-jet printers, as no encryption or
decryption is required by System itself.
. A wide range of keyed signature functions exists, including symmetric cryptography, random
- number sequences, and message authentication codes.
. Keyed signature functions (such as one-way functions) require fewer gates and are easier to verify
* than asymmetric algorithms).
. Secure key size for a keyed signature functions does not have to be as large as for an asymmetric

(public key) algorithm. A key length of 128 bits provides adequate security if S is a symmetric



(public key) algorithm A key length of 128 bits provides adequate security
if Sis asymetric O -33 cryptographic function, while a key | ength of
160 bits provides adequate security if Sis HVAC- SHAL However there are
problems with this protocol: It is susceptible to chosen text attack An
attacker can plug the chip into their own system generate chosen Rs, and
observe the output. In order to find the_key, an attacker can al so-search
for an Rthat wll generate a specifi c'%’['R) since multipl e aut henti cation

chips can be te I Pgﬁ%p i ,gpg %QQM A. chosen,
key generation %éﬁg%%eﬂ'c V%Peadke dﬁm}f‘&l‘ese ec 3’ a good key
depends on the éﬁéérlthm be| ng used. Certain keys are weak for a given

al gorithm  The Holelet@erfre frébtenis Gitdis pRRcday functions itself is

nontrrvral So i censin ue to patent ,.protection

ot it ha e oot st foches iog i Sehi BN sub Rl et Bmape
passing it on t cho@miRs/and obsdrve thewutbud liverdap toeffnd the kely.can pttackehean siarseaich for beR watdd| e
did not see R URfii denédid ecﬁéalsmﬁ\smqmﬁaemeamdoacm%@ekeeedl@paeﬂamore

preferablelfarranlntem ddl e didnt see R at all | f metric
encryption® bec&GReadingonhs aneray %FW“%W&@"%@‘H&H%“BWI’%@qW&P’é ‘g’é’gurl ty,
the chips coul shlmﬂugalgmdmaﬁdlﬁdnfhaﬂmrﬁﬂnﬂaewﬁ&e&mmhwwemﬂdrdgxbm used as
strong encrypti g rﬁ%}ll ces. If Protocol Pl is inplenented with S as an
asynmetric encr on algorithm there is no advantage over the symetric
case - the®keys Wf‘é@age of B¢ lrered opmvjayrungtings tseiéis aorctrvialtSomereging trensing Ayeitapaip o
expensive in  Sbhie@dA. Pr otocol Pl nust be inplemented with two

authent | 0ai on QD% hnBiOSl L. KSR, bGEN nSSGUR SuraTlufis WIEARSRANL cach
Syst emrequires an au IOﬂ chip a eaé’:ﬂﬁ (LgOI'lSUITBﬁSS gS an

aut henti cati on ®piligbe Pfe@fal?lezf ﬂpmﬂdbq'm@e #‘ﬁﬂ%ﬁﬁﬁﬁ“@%@s%@y@ﬁ@ﬁq'ﬁﬁw%ém ain a
| arge anount of e@ﬁﬂ&@ﬁﬁfeﬁﬂcﬂ@ﬂﬁfm-ﬂﬂldx&ﬂd’l&hkéé&k)lt,aufOI’ |nstances of systems

“that are nuf agt.ured |n | ar antl i,nt egra nto System
‘may be dersT?rabI fe\ftS LR mEt e a% a“s? rflihgg ke .29 %eﬁ?"é' tsﬁﬁ' t he

Chi pT portion ofculdpaibeenpertsd fem ﬂlﬁg% tince icPWB'El bt‘é@d apstrong %WPW@?GS us es
-asymet ri c cryplregtoad PYis intplnektdl with 9 Q%Q@@meuﬁ%ﬂpﬁbhia@ormﬁﬂﬁl% R%i0 dd@itage

foll owi ng val Publ i c for Does not have

‘to be, sect e'itHesy'Rﬂ%cmA%Sﬁfysnééﬁrt?%g? cr detxefmclyp (encr%?X@m OIS secret R
Chi pT onl ysilicgyr r ent random nunber Does not have to be secret but nust be
seeded W th a FHotbdoE¥iQiist bl Ripldmadtedwad: B> Juﬁénﬂ&ﬁﬁ‘d’thﬁhh[ﬁrd&r%ﬂeﬁiﬁh&ey detuages Wt h

each invoc EQBE Pk ars
defi ned: gﬂ Qachl'g)Jgt ge)%ptj' ?%%Q‘%%ﬁ%% er e é\fe asym&ruét% édlwg&gtﬁocr yp
function Bl °€5‘1 A only. Returns DKA[ XJ V\/nere Dis asymetric decr ypt

function D. Rdnshmﬂcpeﬂmﬁmﬂéoymemmﬂthboweﬁmkmmy fr in@ano@Xxt i n

random nurme,rsweeﬂa%genufamea ﬁ%}ég'qﬁank@e\é a%au& d OnifPin Bystet maB deGirabiB RrsS €CT et

key KAis in Chi Havi n
y of an GS)’IB.IBBU'!Cal encryption algonthm allows the C pT portion of System to be insecure. Protocol P2

therefore, uses asymmetric cryptography.
For this protocol, each chip contains the following values;

Ky ChipT only. Public key for encrypting. Does not have to be secret.
K, ChipA only. Private key for decrypting. Must be secret.
R ChipT only. Current random number, Does not have to be secret, but must be seeded with a

different initial value for each chip instance. Changes with each invocation of the Random
function.
The following functions are defined:

E[X] : ChipT only. Returns Eg1{X] where E is asymmetric encrypt function E.
DIX] ChipA only. Retumns Dya[X] where D is asymmetric decrypt function D.
Randoml] ChipT only. Retumns R | Eg[R]. Advances R to next in random pumber sequence.

The public key K1 is in ChipT 23, while the secret key K, is in ChipA 20. Having Ky in ChipT 23
" has the advantage that ChipT can be implemented in software or hardware (with the proviso that the seed for



has the advantage that Chi pT can be inplenented in software or hardware
(with the proviso that the seed for 0 -34 Ris different for each chip or
systen). Protocol P2 therefore can be inplenented as a Single Chip Protocol
or as a Double Chip Protocol. The protocol for authentication is as
follows: 1. System 21 calls 40 Chi pTS Rangom function; 2. ChipT 23
returns 41 R 1 EKy[Rl to-System 24; 3. %stem 21 calls 42 ChipA's D
function, passing in EKT[R]; 4. ChipA ‘returns 43 It, obtained by

DKA[ EKT[ R] ]o - 1l c r r i QA. 2 h i Sl

gencr at ca 1 B LI p of R0 1ot g o e aeched 3 s Gl Myl o
valid. |f rotDoublaChipPRecdl.s invalid. The data flow can be seen in Figure 4:
Protocol P2 has thdgotdcol hravh@tcaadidPRtRGRS: KA (the secret key) is not

reveal ed dyring_the auth I, ion process Gven EKT[X], a clone chip
cannot gen ratesﬁtﬁﬁﬁ%’ﬁwﬁﬁwﬁg’%mﬁ’o a real ChipA  Since KT * KA
Chi pT can Be i mShigh#ntterds 4 RifEkdR]ledSysttm2ko0f t ware or in i nsecure hardware, or
as part of Sysgg%'z%g4ﬁmpgéfdmﬁ&$gfsggmﬂﬁpl e) is required to be a

secure aut hentication chi s_a physical chip, Systemis easy to

. Chi
désign. There QP‘E‘”‘%QrﬁH‘HTJ‘g‘rR’B'T“"%P’fS@ uient ed and cryptanal yzed asymetric
al gorithnsst o chges 2f capukR fron ChihciPentadriging R genecled tly CigpT| 23t 16thdy-afere@el, and
l'icense-free solyf @Sy idQNRMES vaiid Qb OSHHA % il\ay @ number of its own
“problens: For satistactory security, each key needs to be 2048 bits
(conpared to mﬁeﬁﬁfﬁﬂﬁ‘?‘@“ﬁ??"mﬁ‘“%ymtri c cryptography in Protocol P1).
The associ at ed Pmbet Pl tht Pllowingpdwntagsed by the encryption and decryption
algorithns_is cgr ' - . LoOn is non-trivial.
Random nunbers %@%ﬁ%&?%g@%&%;&?&&&ﬁg%ﬁ%ﬁ_&f‘agﬁ{ﬁn%%sgmm ed as a core, there
may be dif?i cul SivenExilKD b Flpneichip cangot gepgrase X wihopidia osgeseseine AR @RiPA- | £ ChipT i s
i npl enented as Siﬁﬂemﬁkﬁ,,ChMTcgiﬁaimbldemm&pﬁlém}iﬁm%lﬁbii@ms@iirefﬁyﬂi&ﬁ#&&ﬁ&n to
programm ng errQr and non-rj.gorous testin t the int ity.of the
conpi | er and m?f%%%gegP%L@@?vgsgmﬁez{smﬁ%fed% g%?e(%uﬁ?sﬁ'u&e% areu(c%lkéeﬁlcﬁ"for each
i mpl enent at i on BEhislis & physicalthips Syistsm pporse tocdovigel | cat ed and costly than sinply
using a wed | -t epleRdeGikber oféleﬁmm;mxryﬁ&mm%e@é ALKl IBhoRd FFom for

specifically strengthened tgo be resistant to differential cryptanalysis
(which is based'"‘B‘ﬁ‘g‘c'PHB%"eﬂ‘?“c‘ Pats‘f'saeéﬁé‘)“’?m?h?sqf“f"esate key KA is susceptible
to a chosen t elidweest, Pantdeol PP haswouribdr dfés qymefobleradhl e t 0 keep R hi dden, but
since KT and i Ngof 6idecR ity CdnRdy destts BBD204E bi Hrtééapsmmhmbms@s wel . If
Chi pA and Chi pToa%g&_‘aicné{sch%%'s of;&t{} i_gme aul?g&gn [ ?t.t'i on chirg each chip
must contain boVRRSSRSRIEERY R Biwrll) Thrrogae PR AP
Consequent | y eambryntibn qud destybtion gleerithmpyiprcorresongitebndarzeand  nor e expensi ve t han

the chip requi rgd oLokidsiHoREMHal. Kindom dubnbidife RbEDERLI. Cation chip is broken

into two chips to save cost and reduce conpl exi f si gn/test.
o . P If ChipT is implemented as a core, there may g?f!culéesth}llin%ng 1%' Elto a%ﬂfen Seysteui ASIC,

. If ChipT is implemented as software, not only is the implementation of System open fo programming
error and non-rigorous testing, but the integrity of the compiler and mathematics primitives must be

rigorously checked for each implementation of Systém. This is more complicated and costly than
simply using a well-tested chip. _

. Although méuy asymmetric algorithms are specifically strengthened to be resistant to differential
cryptanalysis (which is based on chosen text attacks), the private key K, is susceptible to a chosen

7 text attack

. It would be preferable to keep R hidden, but since Ky and in fact all of ChipT is public, R must be
public as well. -

. If ChipA and ChipT are instances of the same authentication chip, each chip must contain both
asymmetric encrypt and decrypt functionality. Consequently each chip is larger, more complex, and
more expensive than the cﬁip required for Protocol P1.

. If the authentication 6hip is broken into two chips to save cost and reduce complexity of design/test,

| tv}o chips still need to be manufactured, reducing the economies of scale. This is offsct by the
relative numbers of systems to consumables, hutA must still be taken into accoﬁnt.



two chips still need to bemanufactured, reducing the econom es of scale.
This is offset by the relative nunbers of systens to consunabl es, but nust
still be taken into account. 0 -35 Protocol P2 authentication chi ps could
not be exported fromthe USA since they would be considered strong
encryption devices. 5.1:3 Protocol P3 Protecol P3 attenpts to solve one of
the problens inherent in Protocols P 1 ggd P2 in that pairs of X, FK[X]
can be gathered by the attacker (where is S or Protocol P 1 is worse
inthat it is o ef gr iprable to
pass the chosenpr(rggﬁ%ﬁagth&n %«?nc p%c%%ﬁﬁn%hé l&e&é‘oﬁﬁﬁ l%]’\‘)\/l 3 gﬁfw‘g’ e

i nt er nedi at e Sme%mqq@dWSue of R Pr ot ocol P2 cannot do this
since ChipT is public and hence Ris not secret. In addition, since Ris
rTandom .it is not enough to sinply pass an encrypted version of R to ChipA,
since a random sequence of bits could be substituted for a different random
sequence of.1bi t BropyplPhe attacker. The solution is to encrypt both R and R's

digital signat Ufraoc%@ﬁ&%pw@doﬂ@b&@ﬂhép‘?éﬂem's fnhe!%nv\ﬁiimloéblsf FGhd P2GEREbAL 6%, DY
Chi pT. Si nﬁg}fwe don't want tqQ revea nmust be Doub] e Chi p Protocol

(Chi pT can °6‘éb°5?"FFE°6P¥ﬁ!}? %ttﬂﬁfaﬂwtﬂft‘cf EX gfo‘th%?c@lPégﬁg'fO@ﬁtnétaﬂb@wt?PﬁtPéﬁ as an

ASI C cor e) text Syankrb tisrtheefoatipsitpit iopiss achoteh enddinosbdoR fros ShipT 1 Chipadkithdartxt ocol P3.

therefore psgRdide $cks tvm?% Satue bPR. Frdidositp2 kot iSmi ied dui}r Q‘Bﬁh‘ﬂ? anld Hen‘éJlE{s ypt R
he encrypted R is_sent to Chi pA where IS

and the signat ure
ext ract ed %Pﬁﬁ“ﬁte[f‘ Fﬂtdt“@'asw R o, ifif nof epgughtq simplypapsgn mm?dpmts’emwmﬂgw’ﬂ usi ng
t he secondsidceyrandean sbqaeiitepbia chultibe EubSinitdd for b differSt sindnm ss@uatts oftbhebyahetafidker.f r om
Chi pA back to ﬁbto@ltonwt@t&glptbotﬁ aﬁmag&@s@&a;e %&t}&&ﬂmﬁv&pﬁﬁmt ed

with the second ke% For th protocol ; each chip. contains oW ng
val ues: KrEREAFIPY DR ipcs pEd ?fb“'ia?f TR %H“Hﬁé%’bbﬁ%“ﬂm@fﬂpﬁﬂ 2GS pe
secret. Kicotfented ioth a aifigiry Bistem@r berinc@idédparcABIC &dnd) [STmmbtHSdncip@ios @ mekforeRe
Current rapdomepunber. Mist be secret and nust be seeded with a di fferent
initial value for h chi |nst anges w.th each succ fuI call to
the Test funct iPé%".m@ﬂ “FfB‘Te F?eg’rgfé r‘sé‘seﬁé‘\‘qhﬁ’gd“ tis‘r nal
functi on oighaure &t The asybid Kis smmpEwhse Risrxmetted andmﬁed)bptcmb&riﬁhelbm vifid, DI X)

| nt er nal fdﬁi}ﬁteh ts@?:kd%hé%@éo){d kefRahd tulpits Q&e@ﬁt M@@&s&m@eﬂétﬁé%ﬂﬁ?&oﬁ ChigdQadiy Pt

function I nternal function onl Ret urns X‘]é t he digital

S
si gnature“f%‘?’ﬂ[ eesp it s copprsfef! againgths faqu Reen Wi the g3t *enough to counter the
.chances of som¥orits maevel ath sy coptainatid bipeingmalyeur e. 160 bits is the

preferredgsi ze, Qi Vkggk Chib ﬁ@g&w&gonhuQ%ratl ng a valid
B, i %ﬁ

si gnat ur e_by rando J turns EKITR] S[R]. Test[X]
Chi pT onl}* Returns @%’Pﬁd%’ '%f %. Otherwise returns 0.

The tinme Raken to rémtrméomnmaw Must hecheamt prd austibeseeded witthpdiffaranpinitial valtgifer t | ne

talken tcgl relturn I msﬂch?@zsiaﬁ&mhh@' awdﬁz@ichalc]:esmaig[tcv]hmf fﬁén[ctﬁar 0ve[><]ott ﬁhi PA
~only cul at Z.from DKr . Returns EK i = Z erw se
returns 0, Th%? P f“ﬁcmnstaglére% irn 0 nust be identical for all bad

i nputs. THEEIi me ta!('@'ﬁ“’tﬁe‘ct‘@toﬂlr ARetumiBHI XY whesg $itis symmetfieensppriogisp Egl | good

i np uts. DIX] Internal function ChipA only. Returns Dy[X] where D is symmetric decrypt function D,
SIX] " Internal function only. Returns S[X], the digital signature for X. The digital signature must

be long enough to counter the chances of someone generating a random signature. 160 bits
is the preferred size, giving someone 1 chance in 2% of generating a valid signature by
random. '

Randomf] ChipT only. Returns Ex[R | S[R]].

Test[X] ChipT only. Returns 1 and advances R if Ex,[R] = X. Ctherwise returns 0. The time taken to return 0
must be identical for all bad inputs. The time taken to return 1 must be identical for all good
inputs.

Prove[X] ChipA only. Calculates Y | Z from Dy, [X]. Returns E[Y] if S[Y] = Z. Otherwise returns 0.
The time taken to return 0 must be identical for all bad inputs. The time taken to return
Ex,[Y] must be the same for all good inputs. '

The protocol for authentication is as follows:

1. System 21 calls 50 ChipT's Random function;



The protocol for authentication is as follows: 1. System 21 calls 50

Chi prs Random function; 0 -36 2. ChipT 23 returns 51 EK,[R S(R)] to System
21; 3. System 21 calls ChipA' s Prove function, passing in EKI[TR.1 S R]]; 4.
Chi pA 20 decrypts EKITR 1 S[R]], and calculates its own S[R] based upon the
decrypted R If the two match, . ChipA retyrns 53 EK2[R]. O herw se Chi pA
returns 0; 5. System 21 calls 54 ChipT s Test function, passing in the
returned EK2[R]. Chi pT 23 generates it s3own EK2[ Rl and conpares it agai nst
t he i nput yal uee,.] e I Chi pA is considered valid and a |
is retur ne% 55 %{gy%ﬁsﬁ"'[ﬁ?&ﬁo‘?sﬁtéeﬁA 20 is considered invalid and 0
is returned to SySymekasiisChipA¥Reovafinctionf pagpipe e (BESBBen in Figure 5.  Protocol

P3 has t heqf ol | oMpa® daehpd BL FOSHR]], ald.caleulibs KLowhlSIFg basiupst thd@MFpted R B 8 @fo
reveal ed during the a thent{g%@o(g r.oces The time varying challenge Ris
encrypted, so tA%E{¥ q‘%“dlse i‘r‘f&“"'f”m!) aut hentication process.
An attacke§. canSystem Dilis4 GhipBiTeet figktioX, pafsiqp i Ihevrenirepd S fR]r ChiPT 23 penbi@es its An

attacker CannOtO\ﬁ@u[R]Eﬁ&VrﬁpaWsﬁ%ttlﬁxﬂb@tlv'alge Bu{syaﬁ&almmﬁehehlsmrcmd&shr%& h Ki.
K2 is therefore resr sen _t.ext attack B@ﬁ@é@a vances wth a

Val1d call to Tedt raenugdiss Sudn gl REalchih hoif et Rellud oh HERE o t ack

Systemis easy sttemiﬁsr gn, especially in | ow cost systens such as ink jet

printers, as n%@&gﬁ(,gtcmgsegﬁml:g@,ggypti on is required by Systemitself.

There are a nunber of well-docunented and cryptanal yzed symretric

al gorithms to cq’i%@%lpﬂ“"dm"f‘lyi’wmﬂﬁ'ﬁ“@%nt ation of E, including patent-fret
and |icense- fr&E}aﬁnizl(thdsedaﬁkeys)&e\abtd&ealamg&gﬂi‘eaﬁhegﬂitaﬁcupﬁceﬁuncti ons exi sts,

from message a%pgnnt géb%llrl]ea%qggesnc}y? dhctl Oltlsu A L, key- based

g entication
symretrr c crypt ography ns an S metri C encryptr on

al gorithns requFeess. Mmrkem@wmweﬂuqs@mewmﬁy than asymetric
al gori t hma. Secawcermweﬁnmvefmm@ymkqs ]ﬁﬂercy,rp&amﬂ%ssm&fmbave to be

as large as for a t%ac osent x (iigcgcplyonl){a%vafnces thava.g cah oh[n;t séK rtIsonotsusc blél'28

bits can provi dwsapproprr a ecurt f1C encry wever,
Prot ocol P3 hadoashesentpréstagd its own probl ems AIthough there are a large
number of savai. |S9Jﬂa|mq W&ek@{l&pé‘cﬁ 1Eloarrbdst Sstethd\AchGR Rk feepridfershas 881GhcrPptiof oON-
trivial. Some r re Irc ! %m to patent protection. Depending on the
chosen encryptr o géerqi“'f EY K& "Feneration can be conpli cat ed. The net hod
of sel ectti ng dhowck nkaler ofoyslidesmented erlenatagpdridtsimmdtiri atggrithretd cho@diomdpm keys
are weak for. auﬂj]e\,iﬁihmﬂmaﬁdﬂ,@’bawntﬁ%maﬂgs@m‘)ﬂs—r are i nstances of the

same aut henticgtion chi ea t cont ric ncryp ;
and decrypt fu%c"f‘%é’r?é‘i o F %"ﬂ“@g‘rrseaﬁ%%?% NG ahth?)’g‘fats‘mf&“scyt@fana r%‘r“g‘ Tonpl ex,
and nore expeFPsveo@slphafrbaiehMWpcrrmphed for Protocol P | which only has ;
encrypt functi Qgﬁh&etﬁhcnoni dnd L,hﬁleﬂa Bhe?ﬁdnegsﬁm 15dird Yerhe? gzherse.hear% cadldr & vérify i PS

to save cost ‘a red ug‘lecal(g:c(&)lﬁgn exity o desi gn/test

. Secure key size for symmetric encryption does not have to be as large as for an asymmetric (public
key) algorithm. A minimum of 128 bits can provide appropriate security for symmetric encryption.

However, Protocol P3 has a number of its own problems:

¢+ Although there are a large number of available functions for E and §, the choice of E and S is non-
trivial. Some requlre licensing due to patent protection.

. Depending on theAchosen encryption algorithm, key generation can be complicated. The method of
selecting a good key depends on the algorithm being used. Certain keys are weak for a given
algorithm, ‘

L If ChipA and ChipT are instances of the same authentication chip, each chip must contain both

symmetric encrypt and decrypt functionality. Consequently each chip is larger, more complex, and
more expensive than the chip required for Protocol P1 which only has encrypt functionality.

. . If the authentication chip is broken into 2 chips to save cost and reduce complexity of design/test,
two chips still need to be manufactured, reducing the economies of scale. Unfortunately, ChipA must
contain both encrypt and decrypt, making the consumable authentication chip the larger of the two



two chips still need to be manufactured, reducing the econom es of scale.
Unfortunately, ChipA nust contain both encrypt and decrypt, making the
consumabl e authentication chip the larger of the two 0O 37 chips. Both

chi ps nust also contain signature functions, nmaking them nore conpl ex than
the chip required for Protocol Pl. Protocol P3 authentication chips could
not be exported fromthe USA, since they wSuld be considered strong
encryption devi ces 5.1.4 Additional .Not¥s 5.1.4.1 General Conments
Protocol P3 is t st. secure of .the th Prese ation

D ot 0001 5, 51 nc ORI " Pt i e Borp roh G BTG o oS e s 0
response. HowevewquirePfoobrote®l PIP3 requi res i npl ement ati on of encryption,
decrypti on,and %&E@Mu&eﬁnw&s&ah@%mam a@oaea ¥R 6 USKRRBRIhY GodidbeSi | T CON

t han Prot ocol Pl. In addition xport regulations | mposed by the United

St at es nake thi @%Wé%ﬂ%f’é%ﬁc Wth Protocol P2, even if the
process of choosing a key was straightforward, Protocol P2 is inpractical
at the pre t o the high cost of silicon inplenmentation (both
key size a%gqf uﬁgﬁ%ﬁiﬁ%&l npl ementation). Protocol P 1 is therefore the
current pr&iddolenstal Epmpenss f or Presence Only authentication. Eventual |y,

as silicon cost BroR@Es ifl@¥\Rostdetufe VMO thete Breteait/OnBatthdofAticppatdls, Silvg iddadg ioNs ar e
rel axed, t

Costs ar e N Sopis oblibge B oRChEL ABiiel Aublobb ARy EcfER b |

pr ef er abl edqcapmmddwmqimnwmtmﬂap@t Bere erpfsiye mﬁlbqoeé!ew Preypeolfiidp adsitig EFFPG“st i | |
remain Pr om&m%msﬁbﬂméuamQ@%MSﬁMﬁowaﬁg Real Authentication Chip
Prot ocol s P1, onl heck t Chl A St i,cation
chip. They do n@f t°°° ge%/%%epwsso %005"3 E*gﬁ 5’31% tassdgilur&miogzval id. The
f undament aimpasts?empﬂlq mcnﬁ érpe dugtoftherizh eqstof glicop Eﬂpﬂeh'af!‘atioll (bth keyAizg apd {prgtiorpl  t he
consumabl ejrpfemédibd. It is therefore possible for a clone manufacturer to

insert a real ai,umheplj;ll Sation, ¢ ch nt'pr@t O{‘?f goar{%?oer&O&Wp%\%lﬁcal{LeéV%ﬁ&hs two

cases to consi der In casSes ere S

aut hent i cagsistiepnepsisgome dawn with Mooreds Iewraad US4 prport meplasipns are relaspdgPretoseb3 e ur er s
coul d ther ﬁéf&ﬁlﬂe th BRMWED B1. mm-.lnicsh oemsdﬂamib& ot fihintderftioNi8 ExqiiRd) Froeed) PEmayT hi S

my be éyreg?abﬁ tocgr?tocol(‘\lﬂ but t.gcy secun P)go] f)p c%o:auv;[r ﬁﬁ Qéd rglg‘ink R‘& h" p into the

consumabl e packa not stop refil I operators. .
| n cases vﬁab‘ﬂs gﬁmﬂﬂm‘dewg\ﬁeﬂﬂ“@ﬁ“ﬂcﬂﬂwwpaut hentication chip, the chip
may be new, parnm&bisyl Bzaf.lPmﬁhlych&kthammheiak@ammaﬁbpcmmmﬂ@uotwwmde)es

not stop a 3%545. [*18 Qﬁﬁ}g AalifSlipa WRGE the
~cl one manuF&'L oﬂ%r %&Iwaﬁ{ I'p dﬂJha'snrngl%r t e?l'tsl cation ‘chuﬁo' as a
pi.ggyback el‘ﬁ%"'“‘é‘t“’!“’d%‘[&%‘? s chip (Chl pE) is theref ore a man-in-the-niddle. At
power up, Chi pBtis therelfore pbskiblé foea clae namuiactateet seral repba:thbrtioation ¢hip ivteaglone

aut hent I cafh R RrelaR b dadeSto QMRagENOr y.  Chi pE then examines requests from
System and takes different actions dep endl‘g‘g on the re ues}

Aut hent i cat i on 1P et dayrestatedaty i vEienta e glithepy chig; the (P 1 sxPleislyrratlei cat i on
chip, while reatikoginkiuercties valigrefadredyde svaﬁdlbmmblbgatoa clompgamynyableligils may

resenbl es 1 eal \QULASA GALK S Al ndiERR R i B Suklihidd iRl bR O | 01

chip will always appear fresh power - up. |p can do this because the
~data access is Bt w f‘?fé‘r‘]?feﬁlé‘fpé‘&“"s
. In cases where state data is written to the authentication chip, the chip may be new, partially vsed up,

or completely used up. However this does not stop a clone manufacturer from using the piggyback
attack, where the clone manufacturer builds a chip that has a real authentication chip as a piggyback.
The attacker's chip (ChipE) is therefore a man-in-the-middle. At power up, ChipE reads all the
memory state values from the real authentication chip into its own memory. ChipE then examines
requests from System, and takes different actions depending on the request. Authentication requests
can be passed directly to the real authentication chip, while read/write requests can be simulated by a
. memory that resembles real authentication chip behavior. In this way the authentication chip will
always appear fresh at power-up. ChipE can do this because the data access is not authenticated.
Note that in both these cases, in order 1o fool System into thinking its data accesses were successful,
Chipk still requires a real authentication chip, and in the second case, a clone chip is required in addition to a



Note that in both these cases, in order to fool Systeminto thinking its
data accesses were successful, ChipE still requires a real authentication
chip, and in the second case, a clone chip is required in addition to a O
-38 real authentication chip. Consequently any of these protocols can be
useful in situations where it is not cost effective for a clone

manuf acturer to enbed a real authenticaﬁ}oﬁ chip into the consunable. If

t he consunmabl e cannot be recycled or refflled easily, it may be protection .
enough t o- r esepce i i 8 . .

oper ation '#%? %lgmg'ﬁ%ﬁs f%ﬂ%%%ﬁ# %ﬁ%& gb?lorgﬂér)ra P%&nﬁggﬁh?aﬁg 3%% 16{}& l9’\{/]c§fti d

aut hent i cateffestivedpriaslonempasufaqiires o smbed adcahgpihentcgsiondingrtp fiefpwmabiasse, or taken

from ol d consumafthe@SnsunldbR carbrdBtetyiciéd GrefllliRe Ry, [iG6dy Bt Frovettiod tuddSh t0-88 a Wedehceas

the effort Jgpn reclajmng.t shoul d not be 0 : i ness on,
SO the add(‘adéLP 5‘}“% ection o?lns%g%:cdorn% raae(gt(??eas?lcg sgge%ggl(g&e%?o 0@8 ?t%’f@&g) may
not be usefvalid autBentcatik® chip (Thechips yousd hayedy be/gtolyo promesbe, g5 iabtr fom ofstfoonstyables. Thgo

Er ot ﬁcol sdh&?ﬁ@aﬁ?@f@&&%ﬁé&%mﬁém@nai t6HTbO A rdeRinidpShead) @8@Maot ila(eten&g{m&ea easily
e change e e C epends on e a I.call on e Key. - sone
i nst ancgs, bysjness g, S%Evdfkg Pg{?&‘}?ﬁ?%ﬁﬁ“fggﬁ? “’{‘)’Etjg §°8 1°f°§sq‘jéfcé?'a?ysuﬁt)sgf 1’58@% I n ot her

cases, it Bd48nlyngevityofiey | nconveni ence. For exanple, in a car/car-key

Syst eml Consumabh§eRpERcHidnf thbdd GrdprtdcOsE thattas 1RalenfidBonkBY is Sibsek; REAEAT - Kkeys.
Each car has, a%d ff r_l_gnt aﬁt hepticati on_keéP 1(Oo seﬁuentl ‘}‘E | oss of a
car - key onf¥i%¢ r’?fiﬁ’ j L9 eTeptfEpends PR APRITATOR RLtpe oY 12 PR BURRS X0R6T ders this a
probl em t bempromised, thg essuligarn diveskays ko ather edee itcennlyymiropinboaveiniagge.t he Systemchip -
i nside the g/ar' ?(ir@iﬁg&{i@ﬂ@&:&%ﬁ%&%ﬁ&&ﬁﬁﬂgEtftstlaﬁcr has,oaly oxa(e_sct.of:[ car/car- "
reprogra epl ace WwWor kK Wi new car em aut hent i catjon chip.
By contrasf®* E“"@&ﬁ%‘?‘&rﬁﬂg‘@mﬂ‘h‘ﬂuﬁgg‘i" kfyog‘méeqhtin@h v%?%ﬁ%wélﬁ%gﬁngﬁ’ﬁ?%mﬁeﬁ et (for
exanpl e i niodivideat ¢ar. ifdig@wndr pongiddry thies pryblann thkydmust depamew lagk enthe canily replagingtiedge
nmanuf act ur §ystehQnip kg detahsleicMhicR iledF it { A hidibe dpoRRmmedBftac@b YobRiihd on for
exi sting sa/ste is to _uip,date the System authentication chips, which is a
costly and™¥° gnﬁﬁygﬂ%!‘é{’f‘?t?"a?‘ftﬁ’q'cult exercise. In any case, consuners'

Syst ens al r eadyBxvontfest, a doprymisenfe keydoria higk rlimeesonsemable alatkitéfor grample ik« st i ng
equi pment . cartridiesdn SrRARSIHISR Mo b fi6de infBarfil-RRRIAGRd: loQihkd deil dn Sutletti¢tlon ips.
..consumabl e au&he tication we are concer eq w hﬁ\éaﬁloi at iwrﬁ? 1tsgeQS xi stence of
the autheR I EAFTEN CHIE e SRt o BECIrSITThY FHET A8~ aUThEAETCAtT on chi p
| ast s onl ylogissically difficnlsexerqise. Inmswseatopamery’ §ystepd affeadyorerk-dhey bave fpAFe P hat an
aut hent i cafiobthétuxiating SquipeR&eNt , Writes and reads of the authentication -

chip's ry é@%}ﬁgﬁ?ﬁ%ﬁf“e‘&“&k%& cated as well. In this 'section we

assune that the at cation chip's data storage integrity is secure -
certain parts O thifdyeofcopsumaligaythentipation wegrerapesmed v R@Q&F’E\%F‘E’%‘,“?W‘If‘l‘ee ot hers
are Decr esmerticdi diip( 8 @ell Sesshiinghat/thd Mthertieition dhipflsis ouly asdovk as tHevomensgpkds ocol s
are present;ad,, ﬂag&éa,lsg%%ﬂm@m%ﬁs&ﬂp%ws&eaﬁ&md@u&sfaﬁﬂé IuhibAAbh &igk PS. While

Protocol C2 can ment ed usl ngisel t her one or two aut heg)tgi,catl on
chi ps. 5. Zueop;spictyRyst be@ythopfigated ps w5l Jp s Sqodongvedasimt Bt e hepieaon e % wo
aut hent i c atorapélinegrityis seaure- cerdpuparted Jnemérpare Réwd Onlyr aites e IRead Wiite whitewtbbremrt i cat i on
chi p cont a}eSmtd6u} Gl SPUbRIoY Abrk ERimdfory €y foOr cal cul ating FKI [X]. Mist be
secret. K2 Key_for calculating FK2 : t be secret, R Current random
number . Does n&?‘“’ﬁ%f%wfsé"elﬁ’?“’é‘ﬁgf 5’f°f‘£]%%h“%§‘ieq‘b' S R ahSEregl O FHPS Wg‘ﬁ?%r%t?cé t

C2 can be implemented using either one or two authentication chips.

5.2.1  Protocol Cl '

This protocol is a double chip protocol (two authentication chips are required). For this protocol,

each authentication chip contains the following values:

K; Key for calculating Fy,[X]. Must be secret.
K; Key for calculating Fis[X]. Must be secret.
R Current random number. Does not have to be secret, but must be seeded with a different

initial value for each chip instance. Changes with each successful authentication as defined
by the Test function. . 7
M Memory vector of authentication chip. Part of this space should be different for eack chip

{does not have to be a random number).



initial value for each chip instance. Changes with each successf ul

aut hentication as defined by the Test function. M Menory vector of

aut hentication chip. Part of this space should be different for each chip
(does not have to be a random nunber). O -39 Each aut hentication chip
contains the follow ng | ogical functions: I nternal function only.
Returns SK[X], the result of applylng a %gltal signature function Sto X
based upon either secret key Kt or digital signature nmust be |ong

enough to counter t%tﬁﬂﬁ&%&%onoéc mﬁ‘gf&wﬁ%w‘%ﬂ?ﬂ“ 2ogk.andom si gnat ur e.

The | ength depends on_ t I gnature schene see bel ow. RandonfJ
Returns R IS8k [R]. Taemglfunctiop onlys RefrpssSkiK] hecresaléiof aprbang 2 pigital sigptpe fangtion§ to= v,
Ot herwi se returns O. ﬂh@edﬁxbdﬁ&tﬁeﬁéé&&k&ﬂ(;bﬁkﬁ[ﬁéd@:talﬁyﬁﬁretﬂﬁstlbdﬁﬁgteh&gﬂtofOr al |
bad i nputs. The ti me taken re urn 1 must b%ﬂ%{dentlcalmfor ?II 00

i nputs. Read[ X, YJ Returns mﬁeg raiing & Epijom Sjgratir The lgngh Y& ur ns
0. The tine taken tosigeatt@?ﬁqheglcmsqn(seb@lwﬁentl cal for all bad inputs. The
tinme taken gkdpaém urnm{{ujmﬁ H).! M nust be identical for all good inputs.

over - To ATReM caneeeh A %@W&e@@ak&%ﬁ%ﬁ%&%ﬁ” ey

calls 60 Chi pTS Randaemstibeidattivabfor albbad ighitspThe Ze pkapdreras 1 Rudt bﬁﬂ’dﬂh{[&ﬁ})t:ﬁlﬂdbd
returns 61 these to Qygkem 3. System 21 calls 62 Chi pA's Read f| nction,

passing in [R] A 20 returns 63 M and SK2 ; System
D eal s oACHRN < %gew?ﬂe OVIEEA SRl AT R T
21 checks response GEﬁmmwaidmts %mhekmwgmsﬁS@E(ﬁM}mptbehmcmpA 20
i s considered authegfj tgdm buks, O, Chi pA 20 is considered invalid. To

aut henti ca ite A s e stemcalls ChipA's
Wite funct"?dtaI passy%ﬁ’s%? ‘T(/?msep“g°f¥ﬁ1@tﬁﬁ{%ﬁﬂ"t@%@ﬁ"{s}%“ﬁ?‘ocedure for. a Read
is carried out; T8authefitic@hCloph 20cndmad(dipAisemoMvhe, . = M the wite

succeeded. ;O hegmlumg@gﬁqmgmmq@ga flow for read authentication is
shown in Fi,g hjT_F first %ﬁaﬁ%o note abo t Protocol O is that SK[X]
cannot be 3al I eE ) 6?‘1]‘%75 FORRE & st E‘?f"l’ ed indirectly by Random

"Test and R8ad: Rewadifils @a0hipd s BEdd[fgetiok, pasing R, BhBEen by the caller. It is
chosen by #he Ramplo0 Eabcd3iMihd sf quJgtacker must - performa brute force
search usipg nult] al | 0. Random Read, d Jest to ohtain a desired
X, SKI [X] Qpal rg 'f%gffai“%]&’é’iﬂ%“%ﬁfwaﬁ 1T53%§"%§]fbﬁ"¢eturn_result
directly, But c&sismRéghetkhresporss 6 front Ghipl 23Eithe dewppose &titil. then Ghipgy20Gs consiergd

attenpt to deduce K2avbynicafd, chiga 366 tonsiltkiinpdia, tines trying different
val ues of SK2[RrAauémeaQeawmeqofxpntggh:lsp reducegdto a brute for ce search where

A's fnem
1. System calls ChipA'’s Write function, passing in Myew;
2 The authentication procedure for a Read is carried out;

If ChipA is authentic and Mo, = M, the write succeeded. Otherwise it failed.

The data flow for read authentication is shown in Fig. 6. l

The first thing to note about Protocol Cl is that S¢[X] cannot be called directly. Instead S[X] is
called indirectly by Random, Test and Read: ‘

Random[] calls Sg)fX]  Xis not chosen by the caller. It is chosen by the Random function. An attacker
must perform a brute force search using multiple calls to Random, Read,
and Test to obtain a desired X, Sg[X] pair.

Test[X Y] calls SgofR } X] Does not retura result d]rectly, but compares the result to Y and then returns 1 or 0.

‘ Any attempt to deduce K, by calling Test multiple times trymg different
values of Sgz[R | X] for a given X is reduced to a brute force search where
: R cannot even be chosen by the attacker.

Read[X, Y] calls Siy[X] X and S [X] must be supplied by caller, so the caller must already know the X,
Sx1[X] pair. Since the call returns 0 if Y # Sg,[X], an attacker is able to
use the Read function for a brute force attack on K.

Read[X, Y] calls Sg.[X | M], X is supplied by caller. However X can only be those values already given
out by the Random fimction (since X and Y are validated viaK,). Thusa -



R cannot even be chosen by the attacker. Read[X, Y] calls SKI [X] X and
SKI[X] nust be supplied by caller, so the caller nust already know the X

- SKI[X] pair. Since the call returns O if Y* SKI[X], an attacker is able to
use the Read function for a brute force attack on KI. Read[ X, Y] calls
SK2[ X I M, X is supplied by caller. However X can only be those val ues

al ready given out by the Random function (%ince X and Y are validated via
KI). Thus a 0 -40 chosen text attack m]gq' first collect pairs from Random

(effectively a brute force at Ot 2

used in a chosen text attack é@%ﬁ“&%‘%& ggh{\sj onsf%éa%?{d% gfﬁﬁé}{bm) and
the decrement- only part of M é!aﬁfwrag&c@éne@emeﬂnwww@@nwﬁmﬂemr n the
next consumabl e the read- only wpafdck Sthice Mublof M istOnsthtlilsican) and edkk-eGenSK| X]
being called indirectly prevents ¢ attacks on t thentr cation
~chip. Since an attacker can o?ﬂﬁ{/po ai n°§]§%h Bl gReeger aglgln% by

cal ling Random Read, and Testcmknﬁbli)ﬂhemmgﬂmwath@r@esr red R appears,

? b { ut tet f ork ce atﬂaﬁﬁé@ng(‘] by dalfed h@ﬂdﬂfﬁﬂdﬁh&éﬂ&ﬁ atlabks BRhd R Richibd o Is&fle Chosen
ex att acC on

K2. Any atte ttack_on woul d be
| tod o MREpL) el obe i chspense Se B oy catge s oo Ml poplipe g
read-only, ﬂ}ﬁé@SﬂeﬁR4peqaembnfmﬁorceate¢koa&th@ntmed:amdg'nowkfprplaltﬂihdcb@mﬂdathOng to
note is tha, Arnwne&s%sa 19153%11 eeﬁeeck $HRY §0uld BB be rﬁetz,ecmmt\éc(,.zﬁ@apehss%a

di fferent key? Kt and used |n order tp ensure there 1s no

correl ati oR*B& r‘i“%R‘Tl’[ Pﬁ‘d‘gﬁ'ﬂ“ fpufbeqiicationghip; 5 { herefore used to hel p
protect K2 agai fitseaind thieg tendt¢ iathatawd lxgdes: usddt Give trohallsize ofph(26bitdseyo diffsiemg| e
| onger keykg§kRE&d K5 Be e&m&a&%mﬁm&&r& id és%aerah& bb@\ée Sk mrlaa@suu@ W), s key

| ength (for ef< { maxi num of
160 bits. °F?S£‘°‘Hﬁ°rb§ PBPF%!Keegatﬂﬁ&'ﬁ”ﬁ'@v%ef%s i ﬂ&ﬁeru&*?r%ﬁfmglq lpngprsey 167 ef or e
saf er to pinprete, whl&b'mtavedmﬁrﬁtemﬂce)abngammmlmf 6 iy HHAC-SHAlethekeg Ength ish S '

potenti al | rﬁwegaﬁmk@m& RRioAST &ermmmpgra&eﬂ from
technrque c&il er.m ethe ffe imted es In Mto
parti cul ar SHis Kgr?éh"f“ﬁseﬁ‘saf’ﬁﬁmia étfab"tﬁ‘laﬁsagk?[ng(”fyew paeersd on

SKI [ X] . Astedlmqmddﬂeld dm@@aﬂm efert,of bhiimiRd piduaes ia MO Fasgularf bitnontinaticns in R a@hins A
shoul d be gisribSEk 190 vhdPdn sijpgor der  to generate R, SKI[R] pairs, an
attacker must u nst ances qf T,..ea iL.ch i pensi ve than
Chi pA (since a gil'é‘ %%srﬁfg‘t“%@’ B‘%&‘Fﬁ‘g&-‘”ft “8‘5(’5‘?1 ﬁdbggf‘ﬁ{ ?%?r‘ﬁ“y Vlere
shoul d be tasercmte RubriBhgais an dyackeumust vesdistances of Ciip dashpf vhich i mprecxprasive than t hat
an attaCked?hﬁa@mtasﬁ&ln'muﬁtm@aﬁaﬂe&lﬁﬁéabﬂmﬁpm@uﬂ}h&hth&@%ﬂdbc-ErMiﬁmurEaéH? chip can

only give twseQe%hsfu')ﬁquQ% el OdfTesggoed?aé%:[ RlckB 2 rax]‘%l\,@e\ée ridhs 3t Bioh hedd ‘fhl;ﬁ; hg

peri od. For nore or e Tion € onlr'y specl
r equi renerﬂacwpmbwrawcﬂi@u@mf&ﬁdmrammyw@wﬁ@e@eemp%fer%t be t he
sane regarigfoftonDdee Sdo@niznput val ue, and the return vaI ue of O (| ndi cating a

bad input) nust.| e srf’&%%%g“ﬁ{%}af;hgt°fsﬁ° tqﬂo Or%(me aE uS%S of where -

the error |srntﬁe|n ut rScan earn anyt
about whats*eseHegs qi@ewputrfﬂ'e qofh B Feromalyeof Omrheur%ﬂbw'e@t)wt bwmcqém and
Test f unctsunénoudbinitedpaidiais 0wlic it @irg i€l GelinputABhRaOtan Ger&foteaottréaﬁtanﬁlﬁ@dr ng

data from R LT nt.i The System can be
sure that % %6‘2%%% arb&gge 1#§L§Vﬁ}é %s wg@owhogfnkﬁmd%g acih?rs it to be if SKZ[R
| M is retur rfeathe'&lqzéwwbouse?r@we ig it pradingydatp F‘retl EhipA lspaequirss pughegticatignt gj n
val ue (f orof ehipaITheSysttm bR pe fareaiaiclcohtind of mb-h@y (ORSUBEHIRA datnsfitid bo)if SRY 1t
cannot 1 etdyvembied RdeaMh oo cnd My ReBATRLH id A lerhbh valiS (S RamO Hhat HGeddll£CL T VE
a the consumable is full), but it cannot return Sk-{R | M] for any R passed in by System. Thus the effective
signature Sg,[R | M] assures System that not only did an authentic ChipA send M, but also that M was not
altered in between ChipA. and System.
~ Finally, the Write function as defined does not authenticate the Write. To authenticate a write, Fhe

System must perform a Read after each Write.
There are some basic advantages with Protocol C1:
¢ K and K; are not revealed during the authentication process

* Given X, a clone chip cannot generate Sx,[X | M] without the key or access to a real authentication chip,



signature SK2[R 1 M assures Systemthat not only did an authentic ChipA
send M but also that Mwas not altered in between Chi pA and System
Finally, the Wite function as defined does not authenticate the Wite. To
authenticate a wite, the Systemnust performa Read after each Wite.
There are sone basic advantages with Protocol C1I: K1 and K2 are not
reveal ed during the authentication process® Gven X, a clone chip cannot
generate SK2[ X M. without the key or aétess to a real authentication chi p.
0O -41 System.is. easy,to design, .especially in.low cost systens such as
Tk Jet pr oot S8 ot ey BB e e kN B R & ot em
itsel f. A widgeyptiarigrequiotd bxSystepidsadid si gnature exists, including symetric
crypt ographly 5 wia{a}g%mﬁwma sigéﬁﬂ%ﬁ&&ﬁﬁudi@g}%%%ﬁ%gx%%,%ﬁﬁd w@bd:On codes.

Keyed si gnature one-way functions require fewer gates and are easier to
verify than SSRIfRERd messagy QYenteafiopopdes. Secure key size for a keyed signature
functi on deoeXepdtiglattand de-Bey fastidnafegifre fSved gates aadars SiaA TR terifythaf Puhdtic  key)

al gorithm A%Mm key size of 128 bits provides appropriate security if

S is a synmet cryptographic function, while 160 bits provides adequate

security if SedusskeyvixciosHEYed sigeansefonsionidpas nothive bp bepyiargess for @ asymupetsic mblis way t o

aut hent i cat e k&gnhifithinS A bhich@oidly LR £0 BisdviiesQbpropabkl Rfury iNERRERhmedife Security

~of this protocal d nds on. the under|yjng SK[ X]..sc t he domain of R
over the sefﬁ%@gﬁ?%g*\e‘%&c}%ﬁﬁ%ﬂ%ﬁﬁgﬁ%em%ﬂﬁ#gg%-i}@éd si gnat ure

function, ther Conssquanlyawvith&rtase) €1ty onlif pwtareythentiopte GhipA isdnreadibe eqnienteefcr ypt i on.

The keys fadipaasyap®tric algorithns need to be |longer and the encryption

algorithmis nore eﬁgglssiv il? sidlicon. hi Sq éga s [o.a second pbro ocol

for use with asyRersiotBEPYEFT fmRRS oo Usraderyiay Sx schqmeand e domad off MR nt age

of Prot ocoktofill Sysemshat the value for R is known during the protocol.

Consequent |y R a1fkhi IxRa deSnyQ@itd Bigha Rl fhdkch ebreaigh 23 kahé A pledentit 501 m of

differential attack |t ul d_be referable if R.were kno s.iS.the
st i th BTt afepish. P Kt tod fom e b ekt € tEE LR on oS

aut hent i caoronpeativepsilicen. Slritleads to @ skend protoprd foR esy withsgsyrpmedric algPrifhss - Peotpedd CBhat

each System r equé gridfryARadiit-BEI PIoRAY COR tahthdvaROGr R GkhovaQiriny i plo@col.€qui res an

aut hentication chip » 2.2 Protoco I n.sone c Syst.e contain a

o e armm RS SR Rl anf pb i Py R pfFeni e T o 00 21 0 2

that are mweeferablydfiRuresthnknewh, at igte epsratritiPratasdl C3i nt egrati on of Chi pT into System

maybe desi rabl @rotokll €1 madh beARplabeatIRItH twb altheBitaiiol Pips@iordek @ Qe thaRByeatural | ow t he

Chi pT porti Q Q LNns <) I . r HSE

asymmet 1 QB e} e SHlehbonfls W AREME R B UOER cotttatk WELE) Blafucal3R

fol | owi ng*®R&l ues: KT Chi pT only. Public key for encrypting. Does not have

to be secsel. KhudhlicqaA only. Private key for decrypting and encrypting.

Mist e Secr et g, L 1lep byl ay oS Vb o O ol owerDORSY, dhdEnck D
a .

secret, but nust be seeded w . ) o . ) ,
: of systems that are manufactured in large quantities, integration of ChipT into System may be desirable. Use

of an asymmetrical encryption algorithm can allow the ChipT portion of System to be insecure. Protocol C2
therefore, uses asymmetric cryptography.
‘ Fof this protocol, each chip contains the following values:

ChipT only. Public key for encrypting. Does not have to be secret.

ChipA only. Private key for decrypting and encrypting. Must be secret.

" 25

ChipT only. Current random number. Does not have to be secret, but must be seeded with a
different initial value for each chip instance. Changes with each successful authentication as
defined by the Test function.

M Memory vector of authentication chip. Part of this space should be different for each chip

(does not have to be a random number),
There is no point in verifying anything in the Read function, since anyone can encrypt using a public
key. Consequently the following functions are defined: _
E[X] Internal function only. Returns Ex[X] where E is asymmetric encrypt function E.

- D[X] Internal function only. Returns Dg[X] where D is asymmetric decrypt fanction D.



different initial value for each chip instance. Changes with each
successful authentication as defined by the Test function. M Menory vector
of authentication chip. Part of this space should be different for each
chip (does not have to be a random nunber). There is no point in verifying
anything in the Read function, since anyone can encrypt using a public

key. Consequently the follomﬁng functloqg &re defined: E[ XJ I nternal
function only. Returns EK[X] where E is asynmmetric encrypt function E

O X] Intern@ndj. cti nj[y updls DK[ X] where D is asymretric decrypt
function D. MEZ Rgll%pdooﬂ e E hﬂ Returns EKT[R]. Test[X, Y] Returns

1 and advaané‘éx’ﬁllf Wﬂﬂdwm“swfnﬁméxm%@fhﬂw&wm(? T Hme kents retegk@®n t o

return 0 rnust be i dewtbeGahticki® aMbdd ip@E ahd RS taketblreful) dhidst BB tht ke Bor kD
return 1 nust be the same for all good inputs. Read[X} ChipA only. Returns

MI EKAIRI M wher € lI-“’“BKA[)(] (does not test input since ChipTis -
ef fecti vel yRepdIB}i c) . Chitionls [ Requmyii| EgdR NMIvhere Rt K] plagstugt tesf inpvi sidoaChipein -

legitimately be wri te'rﬂgdﬁv@,\/ﬁ,[,hc)The public key KT is in ChipT, while the
secret key n t he advantage that ChipT
can be |rrpl‘*g’r‘?elrﬁed i tgsro%f?v %&%‘hﬁéﬁ%ﬁ?’ﬁﬂ?ﬁ%%ﬂﬁ?‘% so that Ris
seeded with a Hlﬁpl#bbfrlenl(rwwmmmesmmdwyﬁmh@&MgKymCﬁpﬁmml Cc2

requires tdaadnafbdunt EHYT o4 de impletn@REin ¥EHlAEIS Aaiduhre %eﬁgﬁggl?"'ﬁy &QRZ\E%%%@%@%% | gﬁ\
ipT's unct |

and read tem 21 calls

2. ChipT %%"r”b’ﬂ‘ﬁ'&%gmé?\ﬁ/ﬁﬂreé ¥ §71 EKT[R) to System 3. System 21 calls 72
Chi pA' s Read f Uindtcdldid reqpizes it [EnMHKTK Bid Ded[Eca/ORll pX- 20 returns 73 M1 EKA[R
| M, first obtwimidaetaiRchia EXNFET ﬂ,]wmo{}ﬁm System 21 calls 74 Chi pT's Test
function, passi Chi 23 cal culates DKT[EKAIR'I M] and
conpar es |1t tosﬁgﬁm{l/l %%%%%ﬁ‘ﬂ@ﬁ@&ﬁs response 75 from Chi pT 23. If the
response 7 |SCPPT€mwu®ﬂqdﬂcﬂm7ﬂ§mﬂﬁmm.ed aut hentic. If 0, ChipA 20 is
- consi dered. i nvabg@zltglsammkmn@ﬂ, M to ChipA's nemory M |.

System cal | s SS.I 2. The

aut hent i cati on oce’ﬁm‘?’@ 35'04 &F@Q% grr]?lgdﬁ]"ﬁ]%t%&% If ChipAis

aut hent i ¢ Sand Mst&mwpallsF@CWT’SfFestélu@eteedmthahéEmlﬁéﬂl t failed. The data
flow for wead @uwmlna&lmmz@hpmcma&%mw Chl y a valid Chi pA would

. know t he val ue_.0 ssed i to aut hentj cate function
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The authentication procedure for a Read is carried out;

3.' If ChipA is authentic and My, = M, the write succeeded. Otherwise it failed.

The data flow for read authentication is shown in Figure 7:

Only a valtid Ch.lpA would know the value of R, since R is not passed info the authenticate function
(it is passed in as an encrypted value). R must be obtained by decrypting E[R], which can only be done using
the secret key K,. Once obtained, R must be appended to M and then the result re-encoded. ChipT can then
verify that the decoded form of Eg,fR | M] = R | M and hence ChipA is valid. Since K1 # K., Exr{R] %
ExalR]-

. Protocol C2 has the following advantages:

. K 4 {the secret key) is not revealed during the authentication process
. Given Ex:[R], a clone chip cannot generate R without K, or access to a real ChipA.
. Since Kr # Ka, ChipT can be implemented completely in software or in insecure hardware or as part

of System. Only ChipA is required to be a secure authentication chip.

. Since ChipT and ChipA contain different keys, intense testing of ChipT will reveal nothing about
Ka.

. If ChipT is a physical chip, System is easy to design.



Protocol C2 has the follow ng advantages: KA (the secret key) is not
reveal ed during the authentication process Gven EKT[R], a clone chip
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as part of System Only ChipAis required to be a secure authentication
chip. Since Chi pT and Chi pA contain di ffe‘?ent keys, intense testing of _
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must be public Sa‘?%\i@%’&aw“'“ﬁ’sﬁﬂﬂ%l C2 authenti cation-chips coul d not be
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Protocol. C2 is urni ng val ues on goo bad "I hputs. The tine
taken to retur r?e"é*’%I ue if the input is good must be the sane regardl ess

of the valeue OfftwdiR bé gHFerhble 1 Rp R &ilien] Wt dinceET hrd i e alV EICHIPT lisefiaickly piible, R | me
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considered strong encryption devices.

As with Protocol C1, the only specific timing requirement of Protocol C2 is for returning values
based on good or bad inputs. The time taken to return a value if the input is good must be the same regardless
of the value of the input. The same is true if the value is bad. The time taken to process good and bad inputs

does not have to be the same however. Attackers can therefore not learn anything about what was bad (or
‘good) about the input value. This is true for both Read and Test functions.

523 Protocel C3 - '

Protocol C3 attempts to solve one of the problelhs inherent in Protocols C1 and C2 in that pairs of R,

Fir[R] can be gathered by the attacker (where F is S.or E). These pairs can be used to mount a limited chosen

text attack on Kj, and can be used for differential analysis of K,. It is thercfore desirable to pass the chosen
random number R from ChipT to ChipA without the intermediate System knowing the value of R. Protocol
C2 cannot do this since ChipT is public and hence R is not secret. In addition, since R is random, it is not
“enough to simply pass an encrypted version of R to ChipA (as in Protocol C2), since a random sequence of
bits could be substituted for a different random sequence of bits by the attacker.



5.2.3 Protocol C3 Protocol C3 attenpts to solve-one of the probl ens
inherent in Protocols O and C2 in that pairs of R, FKT[R] can be gathered
-by the attacker (where Fis S or E). These pairs can be used to nount a
limted chosen text attack on Ky and can be used for. differential analysis
of KL. It is therefore desirable to pass the chosen random nunber R from
Chi pT to ChipA without the internedi ate System knowi ng the val ue of R
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decrypti ng i n Chi pA e secret or _encr pt| ng i n bot i pA
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with each successf ul( o%atl thag‘%’%"ﬂi S b m{ ction. M Menory vector of
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aut henti cation Chloﬁ S space houI d be different for each chip
(does not have Thefoleviag frngticasirs fifAder ). The fol | owi ng functions are defined:
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satisfactory size i %m Randon{) Chi pT only. Returns EKI[R I

SIR]]. Test[X, VYJ . Retur ns 1 and advances Rif EK2[X R =Y.
O her wi se Ragdamlhs 0 ChiFhenit Rewams Bedk B59RH.0 return O nust be identical for all

bad i nput Spestib)@) ti Mgy, ﬁ&@nR&Qnsrl%ﬁduH’d{ihné@e R, [RER] =i Yl @iteiwis kendri@n. Tk im@o0d
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i dentical for all a’enticaﬁﬁmlégoodméﬂstl me taken to return MI EK2[MI Y] nust

be the samead®r al | ceposhly. Cpeias YTHEoR DRIRERmrisOM | Exbi) aMif s 0a iZ0Dhdrsisas

follows: . " returns 0. The time taken to return 0 must be identical for all bad inputs. The time taken to

_ ~ reten M | Exa{M | Y] must be the same for all good inputs.

The protocol for authentication is as follows:

System 21 calls 80 ChipT's Random function; _

ChipT 23 retﬁms‘SI Exi[R ] StR]} to System 21;

System 21 calls 82 ChipA's Read function, passing in Ex[R | S[R]];

ChipA 20 decrypts Ex){R | S[R]}, and calculates its own S[R] based upon the decrypted R. If the two

match, ChipA 20 returns 83 M, Ex,[M | R]. Otherwise ChipA 20 returns 0;

5. System 21 calls 84 ChipT’s Test function, passing in the returned M and Ex-{M | R]. ChipT 23
generates its own Ex,[M | R} and compares it against the input value. If they are equal, then ChipA
20 is considered valid and a 1 is returned 85 to System 21. If not, ChipA is invalid and 0 is returned
85 to Systern 21. '

Sl

" The data flow can be seen in Figure 8:



1. System 21 calls 80 Chi pTs- Random function; 2. ChipT 23 returns 81 EKi[R
SIR]) to System 21; 3. System 21l calls 82 ChipA' s Read function, passing in
EKr [R 1 S[RI]; 4. ChipA 20 decrypts EKI[R 1 S[R]], and calculates its own
S[R] based upon the decrypted It If the two nmatch, ChipA 20 returns 83 M
EKZ[M1 R]. QG herw se ChipA 20 returns 0; 5. System 21 calls 84 ChipT s
Test function, passing in the returned Mafd EKZ[MI| R]. ChipT 23
generates its own EK:[M1 R| and conparg¥-it against the input value. If
t hey are equal, 20 is considered valid and a | is returned 85
to System2 1. l])‘g'"pnot%f’t\,ﬁJe PRoYiaE § ?‘nv?ﬁ ‘d and 0 is returned 85 to System 21.
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(public key) %Laﬂ@s{irh:&%%al a0l rum of 128 bits can provide appropriate
security for symrefric encryptl on. However, Protocol. C3 has a nunber of

its own prrobl erpEcure kay sizs & rimeria Frstyatice dees net hye torbe petlsee asfor enasmmatst @ulianct i ons
for E and S, 1 Ikey) elbwitee Aafinidunasd 26Dits San pRRlide dpploptiakecurbPRBsyhfehi dactyptibk ensi ng

due L0 patent poghelhbAtic1 RPARARL B bfleRNOSEN encryption al gorithm

key generation can be. conpli cat The nme sel ecting a good key
depends off the A&F?j‘@’rq‘?‘fﬁﬁ %‘é‘ﬁ“rfg‘“’h%'é’&“’a‘@éi* fuagtipns|fas Fands, e Wé‘ﬁk“fﬁdiﬂd Hisgioyen
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f'uncti onal it y.-algorithm,
. If ChipA and ChipT are instances of the same authentication chip, each chip must contain both

symmetric-encrypt and decrypt functionality. Consequently each chip is larger, more complex, and
more expensive than the chip required for Protocol P1 which only has encrypt functionality.

. If the authentication chip is broken intb two chips to save cost and reduce complexity of design/test,
two qhips still need to be manufactured, reducing the economies of scale. Unfortunately, ChipA must
contain both encrypt and decrypt, making the consemable authentication chip the larger of the two
chips. Both chips must also contain signature ﬁmcﬁons, making them more complex than the chip
required for Protocol C1.

. Protocol C3 authentication chips could oot be exported from the USA, since they are considered
strong encryption devices.

52.4  Additenal thes
5.2.4.1 General Comments
Protocol C3 is the most secure of the three Consumable Lifetime authentication protocols, since

nothing is revealed about the challenge from the response, However, Protocol C3 requires implementation of
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It is important to decrement the amount of consumable remaining before use that consumable

portion. If the consumable is used first, a clone consumable could fake a loss of contact during a write to the
special known address and then appear as a fiesh new consumable. It is important to note that this attack still
requires a real authentication chip in each consumable. ‘
'5.2.4.4 Longevity of Key
A general problem of these two protocols is that once the authentication keys are chosen, it cannot
éasily be changed. In some instances the compromise of a key could be disastrous, while in other cases it is
not a problem. See Section 5.1.4 for more information.
5.3 Choosing a Protocol
As described in Section 5.1.4.1 and Section 5.2.4.1, Protocols P1 and CI are the protocols of choice.
Eventually, as silicon costs come down with Moore’s Law, and USA export regulations are relaxed, Protocols
P3 and C3 will be preferable to Protacols P1 and C1.



5.2.4.3 done Consunmabl e using Real Authentication Chip It is inportant to-
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used in all places where Presence aut ication. 1s rgfgw red
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Section 3.6 for

attri but es '1| ces (QF\F\ ction 3. 3
nore info rratlon) The attrlbut bs dre phraded $o that {he @attrjibute is seen
as an advpntage. Table 2. Summpry [of mbgl i c|Nonencl ature@W|1 Oy.' Qv Q
V V_ Free of patents Randpm key generfati prg Can b B Hported from
t he USA Fast Preferred Kgy Sige (lbits)dflon u inE@l68 128 128 128
512 128 1§60 160 this applicatipg g Bl ock dize (g)i ) DE 64564 64 256 512
512 512 (Cryptanal ysis Attack- Frge géi (aparé rgn ggeau'keyé)
SHEIEHEEE

Free of patents . . . e . .

Random key generatioﬁ o . .

Can be exported from the USA d . . .

Fast ' . . [ ) . .

Preferred Key Size (bits) for use in 168 128 | 128 | 128 { 512 | 128 | 160 | 160

|| this application 4
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Cryptanalysis Attack-Free . . . . |
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Low storage requi;'ements - ' . . . i

Low silicon complexity b . d i

NSA designed J .

®  Only gives protection equivalent to 112-bit DES

An examination of Table 2 shows that the choice is effectively between the 3 HMAC constructs and
the Random Sequence. The problem of key size and key generation eliminates the Random Sequence. Given
that a number of attacks have already been carried out on MD5 and since the hash result is only 128 bits,
HMAC-MDS is also eliminated. The choice is therefore between HMAC-SHA1 and HMAC-RIPEMD160.
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| ookup table 1n a clone chip programed especial 'y r that System
constant R¥R not secure. _ _ _
. The base case is not to change R at all. Consequently R and Fg,[R] will be the same for each call to

Random(]. If they are the same, then F,[R] can be a constant rather than calculated. An attacker
could then use a single valid authentication chip to generate a valid lookup table, and then use that
lockup table in a clone chip programmed especially for that System. 4 cqnétant R is not secure.

B The simplest conceptual method of changing R is to increment it by 1. Since R is random to begin
with, the values across differing systems are still likely to bé random. However given an initial R, all
subséquent R values can be determined directly (there is no need to iterate 10,000 times - R will take
on values from R, to R+ 10000). An incrementing R is immune to the earlier attack on a constant R.
Since R is always different, there is no way to construct a lookup table for the particular System
without wasting as many real authentication chips as the clone chip will replace.

. Ratﬁer than increment using an adder, another way of chaaging R is to implement it as an LFSR
{Linear Feedback Shift Register). This has the advantage of an attacker not being able to directly
determine the range of R for a particular System, since an LFSR value-domain is determined by

' sequential access. To determine which values a given initial R will generate, an attacker must iterate



The sinpl est conceptual nethod of changing Ris to increment it by 1. Since
Ris randomto begin wth, the values across differing systens are still
likely to be random However given an initial R all subsequent R wval ues
can be determined directly (there is no need to iterate 10,000 tines - R
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will producé a_never-ending streamof Os. Since the LFSR described is a
maxi mal - pdFPFAcEEERR | 160 bits can be used directly as R After each
successf uls.Scal Holding s Againshigicddtkacksnunber (R) nust be advanced by XORi ng
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Protocol O (ORa htfacKeRdily necaildp bREKK,ACKiN a cléie WehtBiicadiol @hip. &I kmrely present to

strengthen K against other forms of attack. A brute force attack on K, must therefore break a 160-bit key.

An attack against K, requires a maximum of 2'% attempts, with a 50% chance of finding the key

after only 2! a&empts'. Assuming an array of a trillion processors, each running one million tests per second,

2% (7.3 x 10%) tests takes 2.3 x 107 yeass, which is longer than the total lifetime of the universe. There arc

around 100 million personal computers in the world. Even if these were all connected in an attack (e.g. via the

Intemet),.this number is still 10,000 times smaller than the trillion-processor attack described. Further, if the

manufacture of one trillion processors becomes a possibility in the age of nanocomputers, the time taken to

obtain the key is still longer than the total lifetime of the universe.



of the key nmeans that the tine for an attacker to performa brute force
attack is too long to be worth the effort. An attacker only needs to break
K2 to build a clone authentication chip. KI is nmerely present to strengthen
K2 against other fornms of attack. A brute force attack on K2 nust therefore
break a 160-bit key. An attack against KZ requires a maxi num of 2f60
attenpts, with a 50% chance of finding the key after only 2159 attenpts.
Assuming an array of a trillion processofs, each running one million tests
per second, 2159 (7.3 x 1047) tests takes 2.3 x 102"years, which is |onger
than the t 864l Grestrgthekesnttike ynjverse. There are around 100 million
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finding tyah ak@yhaieifotn balkeladixQitesagayvoal bd Gantforinkd o ayeages ford ofattatk - a

Ci phert ext onI‘;{ma}t;qtlaplfc An attacker can launch a ciphertext only attack on
Kr by nonitorin S 'to Random and Read, and on K2 by nonitoring calls
to Read arff-Sredfnowpgipieieatattagk yven that all these calls also reveal the

pl ai ntext as ek basts cdnbit dtogidraslydenm e ednndctien betvedniiteSydiem 4nfh e atiteatisitionoul d be

B f resufts in as! k
o Rt Eip %&Mﬁ@%&@ﬁﬁg ol Ghis Ao Sta resfhs i kcﬁwmname@eamm 2 ok

I's easy to connect kI oa%ﬂ tg%a %ﬁr to the
connect i orPfB‘éP\WEté’ﬁ’W‘H‘f&%@?ﬁ‘?ﬁﬁdfﬂﬁ‘“ﬁﬂlﬂ%vﬂtp}%?‘iﬁﬁc o f)"" HM er eby
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the hashedr.f,gL;p su&issﬁk&dmeéfo&t %mu S RebiPR a%uarcﬁf,pﬁﬁs lb&amelvahp launch a

known pl ai ntext  at al nst and agal nst
K0 mul | PR e T S LS e AR P A PRI ETP 70 Tost
" bei Ng SUCceddh1K, Sx ) dait teenlef, aKe Y SafYl pairigplsa rayepled. mamun@rpoaecvammm p) .
This is stgaightfarward, requiring the attacker to have both a system

hent i ion chi n n i on
authenticatio T(1:1e qugsngn ac1i'1ses otg lgwsnlljag)? galirsemt?st colﬂccteri: Ig;'[ a n?eanmc r}l.llpﬁav;‘:k 0 li)e launched with

thls data. An example of an attack that requires collection of data for statistical analysis is differential
cryptanalysis (see Section 5.5.13). However, there are no known attacks against SHA-1 or HMAC-SHAIL
[71[56][78], so there is no use for the collected data at this time.

Note that Protocol C3 is not susceptible 10 a plaintext attack.
5.5.6 Chosen plaintext attacks _

Given that the cryptanalyst has the ability to modify subsequent chosen plaintexts based upon the
results of previous experiments, K is open to a partial form of the adaptive chosen plaintext attack, which is
certainly a stronger form of attack than a simple chosen plaintext attack.



each Kt: X, SKI [X] pair revealed, a K2: Y, SKZmpair is also reveal ed. The
attacker nust collect these pairs for further analysis. The question

ari ses of how nmany pairs nust be collected for a neaningful attack to be

| aunched with this data. An exanple of an attack that requires collection
of data for statistical analysis is differential cryptanalysis (see
Section 5.5.13). However, there are no known attacks against SHA-1 or
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pur poseful er r 6P B eh eheining attagkcassume taet e ypssaesie &e hashod iy owpr exerpl opks oatbe ack Any
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al gori t-him used Pr ot ocol es a si it block at a
time. Con¥ g‘h ﬁ‘f‘¥ Yatikni ng attacks are not possi bl e agai nst Protocol O .
The strongest attack known against HMAC is the birthday attack, based on the frequency of

collisions for the hash function [71[51]. However this is totally impractical for minimally reasonable hash
functions such as SHA-1. And the birthday attack is only possible when the attacker has control over the
message that is hashed. |
Protocol C1 uses hashing as a form of digital signature, The System sends a number that must be
incorporated into the response from a valid authentication chip. Since the authentication chip must respond
with I-l'MAC{R | M], but has no control over the input value R, the birthday attack is not possible. This is
because the message has effectively already been generated and signed. An attacker must. instead search for a
collision message that hashes to the same valué (analogous to finding one person who shares your birthday).
The clone chip must therefore attempt to find a new value R, such that the hash of R, and a chosen
M, yields the same hash value as H{R | M]. However the System authentication chip does not reveal the’




5.5.10 Birthday attack The strongest attack known against HVAC i s the

bi rt hday attack, based on the frequency of collisions for the hash
function [7][51]. However this is totally inpractical for mnimlly
reasonabl e hash functions such as SHA-1. And the birthday attack is only
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each of the values in R.

Suppose the clone authentication chip reports a full consumable, and then allows a single use before
simulating loss of connection and insertion of a sew full consumable. The clone consumable would therefore
need to contain responses for authentication of a full consumable and authentication of a partially used
consumable. The worst case ROM contains entries for full and partially used consumables for R over the
lifetime of System. However, a valid authentication chip must be used to generate the information, and be
partially used in the process. If a given System only produces # R-values, the sparse lookup-ROM required is
20n bytes (20 = 160 / 8) multiplied by the number of different valucs for M. The time taken fo build the ROM

' depends on the amount of time enforced between calls to Read.



This can be acconplished by |oading a LFSR with the current result froma
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di ff er ent ilagbr, ring sk, vl be heamwstiily dependent on the structure of S boxes, as

used in DES an@iashing algorithms in general are designed to be resistant to differential analysis. SHA-1 in '
particular has been specifically strengthened, especially by the 80 word expansion {see Section 6) so that

minimal differenices in input will still produce outputs that vary in a larger number of bit positions (compared
to 128 bit hash functions). In addition, the information collected is not a dircct SHA-1 input/outﬁut set, due to
the nature of the HMAC algorithm. The HMAC algorithm hashes a known value with an unimown value (the
key), and the result of this hash is then reﬁashed with a separate unknown value. Since the attacker does not
knew the secret value, nor.-the result of the first hash, the inputs and outputs from SHA-1 are not known,
making any differential attack extremely difficult. -
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other simlar algorithnms. Although other algorithnms such as HVAC- SHA1 used
in Protocol O have no S boxes, an attacker can undertake a
differential-1ike attack by undertaking statistical analysis of:
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is a pair MTheniighgeBM is done by making some parts of M Read Ouly, yet different for each authentication :

chip, and other parts of M Decrement Only. The Read Only parts of M should ideally be different for each

authentication chip, so could be information such as serial numbers, batch numbers, or random numbers, The

Decrement Only parts of M mean that for an attacker to try a different M, they can only decrement those parts
of M s0 many times - after the Decrement Only parts of M have been reduced to 0 those parts cannot be
changed again. Obtaining a new anthentication chip provides a new M, but the Read Only portions will be
different from the previous authentication chip’s Read Only portions, thus reducing an attacker’s ability to
choose M even further.

Consequently an attacker can only gaiil a limited number of chances at choosin-g values for Y and M.
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appropriate pair from Randomrequires a brute force search. Knowing K is
only logically possible by perform ng cryptanalysis on pairs obtained from
t he Random function - effectively a known text attack Al though Random can
only be called so many tines per second, K,®is comon across System chi ps.
Theref ore known pairs can be generated |ﬁ5par alleL The second way to limt
an attacker M or at least the attacker's ability to
choose ﬁ‘ﬁ‘ef?ﬁ'ﬂ"t‘fllﬁaﬁ c"l\é‘lrp%ttsdone by making some parts of M Read Only,
yet different f oThisigwierezn tttacket thlesd seiofi X, Y] paluea whkrarbd fefX] palves ge whinflDecr enent
Only. The Reﬁsten@atcvexmﬁet e atustté!at%ttetetc@s dekRaH thex RifieielaficfRlies S, 2830k that

aut hent i catl %%h’? S0 cou e informati on such as serial nunbers, batch
nunbers, adr\ '8 Decr enent Only parts of M nean that for an
at t acker to try a:ruutﬁﬁtencﬂﬂttheuemhdwfcmtmkb:yogbw&t&m@mduuom@vcpaﬁmﬂo@f M so

many times sov@hﬁ%h&hl@fag%{f %@Mcuw@g k('l@ﬂé u&ﬁfﬁentl oty ant 00

-those parts cannot be again al ni ngk a new au on chip
provi des a Heskenp = 'tant“‘ﬁék g‘&’d""*ﬁﬁl‘ﬁ"‘ﬁ@ﬁtﬁ“@?ﬁ“’% PrlFkpairgip # plle- dritartmgth t he
previ ous audindn inadeatirouglith€dbsdpves vakeoftr énbulply miniafally diffigent 3] Saliied ebidengke &N

attacker's can
onl v gai n_ 4 skl de ARG SRl hbidtho SoEASIARb MUATRASREE

-55 55, 13. Z(WFbFlhtsﬁ’EFmﬁIW@%@WP‘&E&“@W@*‘T@"m%ﬂﬁﬁuﬁlﬂsa@l@é‘fﬂt akes a
set of X, 41| Maisgeabstihtioeadaaa SK[ X] values are mnimally different, and

t S f
ColTeo on SR UKtk ELFRAGR, AR Galaldiin b ke ook B
For bot h Kr batfae fagtis offpriyely rFleabhdmwasﬂctcowsalPFrmtsd:E@rck’tltﬁ“&ew@nea@paﬁw val ue
for a givenn&kptthessaded, atiubsGidte WOSHNCH ke @k tils @ttdelided mcdivelsitadss tSthk SttackeONE- WAY
function (HVAC SHAL) um%&%ﬁl%h? e ¥hoos %ot(?ﬂn;!ays ow@wnkgszgﬁﬂg}ﬁar&%%m&& [rount

an attack of this na ure | observe
table. A sé&?&ﬁwmﬁtemtsmwtﬁedmeﬂ‘twwmtheﬁefeetﬁewéﬂ ‘mhaflor enough
m ni mal |y dickde@dde b reflfthe|corviad resBdsd, te kistthamut Akl bedknovi fattheSpacifiaR amiMlA¢si s of

the X val U%Escn mﬁ%b&rﬁ:ﬁ&u&&&u@%ﬂnﬁ&é:ﬁ&ﬁ@d&@&& E%@h@m@k{%ﬂﬁ%hy aadil Mere”t

i nput attac ich 1s extrene e restriction on and
t he choi ce ## Fmp’t“fli‘lc’éth%ﬁ"?‘é‘ﬂ@@§°tffﬁ¥“‘t‘1°tﬁw thpoging 518 RaenphySysigpedoesiset ut i on
at t acks - | n siogeclerSydfiapr authéntisatiéel chifl moft makh he R diring hebseqentTesd out, a cl one

consunbl e MUSt AQUag shhsfulof Blacibthld UelehRte bRRoGiPTHs iYLy vADE sTeldupdaiss

effectivel reusabl e since it never gets decrenented. The clone
. aut hent i cali*8REHI FPraBatiremsineheREfis s sages, and substitute its own.
However t hp&13at Reskse ehgmecringthe feygeresatgrcess to the attacker. A clone

aut hentication ﬁta eﬁmd&mﬂﬁﬁegmﬁtotemgm%mﬁeymeketeq;ampko.taqlowe real
aut henti cat i ogag @ However the subse ue é‘@l? eeé: %Ir?'g nﬂls ret Etrn t he
correct reSEBREET (OBl fheggemGyEETPL i I e TS YA e P RE B#BFY ect
response, thhtﬂcmwslwemﬂhagembrdweerkfﬂﬁomﬂﬁmkepﬁé] speC| fic Rand M As
descri bed 5814 hBydaisink i adtnedlitaaekpd&6t | On, an attacker can only detern ne

t he hash val ue a uall dat in a re at t acker
does not want t%Xt F&I'—_’e‘g" é'h%?ﬁ%'m 9‘1“?{%‘1‘ W‘%@?@f?%‘é’?“w@?

since the @MW@MWW?@&Q@@Q&@GWWG)ﬁhmhphmmfﬂew#gﬂfaquwbeequent
Test. A MegsegRaton Bkl shiddd saﬁer@tm&é@wmbldmtett%et&ﬁ@um RAMGERaSshitde This

is only true if stem u t consumabl e remalnlng bef ore
it is used Eﬁ“"ﬁ '%“ﬁe‘\'f’eh"g ‘3‘°‘h?é?“FﬁgBW%°“t’é’iy gener at or
5.5.17 Reuse of suthenncatmn chips
As described above, Protocol C1 requires the System to update the consumable state data before the
consumable is used, and follow every write by a read (to authenticate the write). Thus each use of the
consumable requires an authentication. |
If a consumable has been used up, then its authentication chip will have had the appropriate state-
data values decremented to 0. The chip can therefore not be used in another consumable. |
- Note that this only holds true for authentication chips that hold Decrement-Only data items.' If there
is no state data decremented with each usage, there is nothing stopping the reuse of the chip. This is the basic



| f a pseudo-random nunber generator is used to generate keys, there is the
potential for a clone manufacture to obtain the generator programor to
deduce the random seed used This was the way in which the security |ayer
of the Netscape browser was initially broken [33]. 5.5.16 Bypassing the
aut henti cati on process Protocol C requires the Systemto update the
consumabl e state data before the consunable is used, and follow every
wite by a road (to authenticate the wi¥e). Thus each use of the

consunmabl e uires a ti.on ste her e hese t wo
simpl e rul é&%& nggt“ﬂt}“%’ nla?d‘# eol‘% n}&?ng“u%t’u ’ﬁtgﬁ lcation
via a net hcad;lo»%st’;mhe (such as sparse ROM | ookup). 5.5.17 Reuse of

aut henti cation %b%of&e%%?&h%&n@@@ﬁé?ﬂwgﬁgﬁtgﬁﬁhmﬁemﬁﬁﬂ%%&éb}tﬂﬁyﬁéﬁt emto

update the consunahl e state data hefore the onsunma sed, and foll ow
every wri t dbeypthentsaon ship pagnobbr rpHsT Y EoR teine ﬁ‘?é“P\'ﬁFft’@’PﬂmTﬁﬁf Y& XER POSEBRE | ho

- consumabl e statepthar xskranledye dfiersedrtdyl on. | f a consunabl e has been used up,

then its alstshsntmae%ehana&ﬂioptamntdauamamftsth%osa.oproprI ate state- data
val ues decrenented he chip can therefore not be used in another

consumabl e. Not e"“t“?‘fﬁft“°tsﬁ1°§y"6ﬁ’l“?"”h6f"ﬁl%a fepisien tp oypit apthertigatipn 8 POrCHSEPH HEIT hat
hol d Decremmteﬁd\ynﬁhaé\ademﬁmgeﬁéctsbﬁmﬁ&emmkd&o state data decrenented with
each usage, ther thé c%se%{%%tv&&né&o g nt.i‘éséﬁ%ﬁ% {Ebet-!ﬂﬁ;&évet}dlﬂﬂah&y is the

basic 0 -56 d| erence tvveen resence- thenticati 6n and Consunmabl e
Lifeti me adrtRsIe jbentiraen aftpismysst hantaﬂedatswﬁwes t?@t“l‘i’g anheaticped qopPIblen¥illingt ¢ hat
i f a consureilvahbies claecaRaRM in Grdubticd Atilkwist, R iEmpridital @IdBcodERelaublyntitdtion 5y St em

the authenilca %4 &ftm%r@y,ge SANOL wttﬁw{m%e S8, bl PRl Htt%%&t]a(;?s e

r epr ogr ammed
secret key 0ld% Sxsteps °‘?9’t§ﬁ'&€}éi’l’é&’t al'&é‘é‘fyﬁp@ﬁ”& e e authsptisesion F}%P&tylaé‘ﬁ‘mt" ghikB¥e costs
Al t hough n%m&m@dmﬂgmwwmm&mmﬂe@smmc@mme Syst-d @ beCat i On

in future ﬁ;é LS c%t@st%fgﬁ[% ﬁcc§c%%€}l‘é§ﬁﬁ& Eo OP haye widely varying effects

on differe & case ume consurmabi es, it is
essential to reN@hyby forpef profectiog, %‘l‘lyl"ﬂ?ﬁ"l‘" igh yojume gonsymablps it plpaqst certain.

aut hent i caHbwsvergwithalic phtBif andespyRiht Pasctic, B¢ pretebilivp f iBegal clpnif tiay Qe isdyi 500,

aut hent i caj;ed vgr%‘é i E{R%'e %1?}/ s lpLss:QlQ tlfa G‘MBE xFanWa&lngJeﬂ% in® S UORRbEFBkd | | TN

circul ation. I.sconti1nue authentication at
any stage, Vhigh evserbqamey&%ﬂw tets ﬁ'?@tedwlkswwﬁ“efﬂ%mﬁe%q“ﬁ&ﬁm FhemEs lessineq,
consunebl emarkdt Aectptbces@d heiEkp@aest warradly thpiirs Syes besignifean be i ndi vi dual |y al tered

“by replacing thg gayab @fms@lﬁ;lﬂ o B aGhHoR-10), d'i‘do%l‘/&mtﬁay(bmo&e%mrsmﬂhas t he
sane programﬂ ng i nterface, but ose Test fu%}&‘# ‘H al ways su %c

course t heSt@p-JiomisgiongEaubptigyipn) PR EEviE! g e Wﬁé%‘? WY Test
function, an@ns:hatissdld\menﬁWSEMSotsteamgdGWldﬁfaummmMmﬂhPPﬂeéglal cl oni ng of
hi gh vol ungsppngmrﬁ,ga&,%kal nmost certain. However, with the patent and
copyright "protegtion, babi |t | .egal cloning may be, say 50%
However, this i ?ﬁ”f “i))' Ib%‘?%?flﬂv“ S| one manuf acturer were
to i nt roduce cl B, aﬂnwrmtljescordwlﬁychcmsadndamge to the System (e.qg.

cl 099ed N0ZZ! €Sy fadforRlofHei2 il ik LrRORE o HBhind Meckidls) | then the | oss in
mar ket acceptance, and the ex nse of vvarrant %&%lrs hggtflcant.
In the case of ﬁ?ﬁ'é’é’f‘"é’ﬁ‘feéd’% E‘ﬂg‘ﬁ%‘x 73"6\‘1””?%%%“ s

door / door -to@ppunpef fg@mwebribérnthat can rmchlatem B pragrrmging oftah@enummmshlmnde@ﬁbed in

aut hent i cadeb@R of halithsy, rvﬁucﬁyo%tcr@m@prbo%sstﬂﬁléﬂ Slait A0 Podfichlilist APREGHESI ONs. This

i s because
possibility.

The level of security against this kind of attack is ultimately a decision for the System/Consumable

owner, to be made according to the desired level of service.

For example, a car company may wish to keeb arecord of all keys manufactured, so that a person
can request a new key to be made for their car. However this allows the potetnial compromise of the entire
key database, allowing an attacker to make keys for any of the manufacturer’s existing cars. It does not allow
an attacker to make keys for any new cars. Of course, the key database itself may also be encrypted witha
further key that requires a certain number of people to combine their key portions together for access. [f no
record is képt of which key ié used in a particular car, there is no way to make additional keys should one



the consuner is sold the entire set of System and Consunabl e authentication
chips at the one tinme. 5.5.19 Garrote/bribe attack This formof attack
is only successful in one of two circunstances: K1, K2, and R are already
recorded by the chip-progranmmer, or the attacker can coerce future val ues
of. KI, K2, and R to be recorded. |If humansgor conputer systens external to
the Programm ng Station do not know the keys, there is no anmount of force
or bribery that can reveal them The pr oeﬂ amm ng of aut henti cati on chi ps,
descri bed i n.9 CYalo e
detail) is %ﬁe?ﬁﬁl{&f éer5| e ﬁ?‘lregé\é\% I?hneﬁu%é’n%ﬁ | I It %%ﬁ’hﬁﬂﬁng{el of
security ag@F%%tﬂYtﬂh“tdsﬂ“Rde of attack isultimtely a deC| sion for the

Syst em Co ns unabl gy coMi,Qﬁ a cohRmbiR IS PRGPREdaRgst, %efoﬁb&(efifaﬁtbxhﬁidn & G¥€dor A1f

servi ce. exa r.C S cord eys
ranut act ur st pispnsi B CERALR, okl o up eyt Rl BB Rod Bk gl v
car. Howev ethelteliand therdfogu attdvk ispessibln tHomtver @ mtrachup siwatindi is ndt desicghleifor@ conkumpble

dat afase as!uthqwnta&rﬁtgd e@-&tﬁc?ﬁlﬁlﬁ:i(eytxﬂo ({r%&ﬁfs%mk aﬁtéaema,@téadatl‘(mt BB RRiurer’ s
eX|S|ngca. 0es noQ ow an attacker to nake ke or any new
cars. The “ﬂ‘é§/°f&5gﬁtﬂﬁf§‘§‘a?‘t"§%ﬁ°¥m?r%€§7‘ - (myol ‘t‘?&“"é‘ﬁ’ﬂﬁ)é%{"éﬂ’ W‘g‘h

furt her keyoaehatcomlmfmene@ucms oevezhihaful keyligformation (i plapbetrauing ifishsa the blillEII’ key
portions tqﬂ%}ag,gﬁnfs,ggmg&gs%&mﬂ,g‘de@o record is kept of which key is used in
a particular car, there is, no e additional keys should one O -57

becone | ost . Thdgmaﬁasﬁwwf%tam%%awtmw Cleitshif. i 4p Mads e dyAF 1L s on
chip and alshthéntigtigarocdse Yistwad]inis s dttgckiaguinst tiepoessaing bygeal hadlips Stelfadtibnhand By
-contrast, irgs & ;ORMHERDI € such as a printer ink cartridge, the one key
conbi nati on |s used for all Systems and all consunmables. Certainly if no
backup of the keys is kept, there is no human wi th know edge of

t he' key, an®@. t he EMAC-8HAD attack i s possi ble. However, a no-backup situation

is not degﬂ@@écﬁanfsﬂ@or@uﬂ%&%%&m&é@mﬁ%hﬂh& albhbdees, since if the key
is lost no nore consunabl es can be nade e naenu acturer should therefore

keep a bacRup ofMARSHANR K} 8F nation in several parts, where a certain
nunmber of peopl emACsSHAItpEIKEr conbine their portions to reveal the full

key information Eﬁx ' %w Py

station needs tgh%%hre adﬁg i%%gﬁggﬁoé{gfémg onehg‘?‘t&ﬁgﬁ% at ?agc acg%s
agai nst Pr &t eptigization of theglgprthm Gatgequires SWRG PAINE reipusces fRpdhe paginal de

aut henti casilon pMxess. Instead, it is an attack agai nst the programn ng

stage of the chi Heorfhfnld &&n&dmﬁmwéh 1f19£umma.@egla§&aroh&mg@ctﬂ}4%$ SHAL

The mechani sm for aut henticatlon is al'gorithm acti ng on one
of . HVACHSHAT TR K, Y& b funpigpfes Ay ofSRAT D v K2) This part examines the
HMVAC- SHAT al gorihm i nngnleantfenwdetltaﬁotnl{(hariﬁ%fw%ﬂelj 18itf orMDANd descri bes

an opti m zpt i on oOf the&lm%igmtﬁgbﬁmimrﬁ@&apﬁmr menory resources than
t he origi ngl definiti o%ﬁc t11(‘3H%lﬁ1'l;l'h HI\/ACeaI gorithmis described in
Section 3 In su T X PP BHSwi ng definitions: H = the hash
function (wad. NDB'or Si3hrcpiated 64 times

opad = 0x5C repeated 64 times
The HMAC algorithm is as follows:
Extend K to 64 bytes by appending 0x00 bytes to the end of K
XOR the 64 byte string created in (1) with ipad
Append data stream M to the 64 byte string created in (2)
Apply H to the stream generated in (3)
XOR the 64 byte string created in (1) with opad
Append the H result from (4) to the 64 byte suing-msulﬁng from (5}
Apply H to the output of (6) and output the result

N v oA woN e

HMAC[M] = H[(K @ opad) | H[(K & ipad) | M]]
HMAC-SHAL algorithm is simply HMAC with H = SHA-1.



n = nunber of bits output fromH (e.g. 160 for SHA-1, 128 bits for MD5) M
= the data to which the MAC function is to be applied K = the secret key

~ shared by the two parties ipad = Ox36 repeated 64 tinmes opad = Ox5C
repeated 64 tines The HVAC algorithmis as follows: 1. Extend Kto 64

byt es by appendi ng OxQO bytes to the end of K 2. XOR the 64 byte string
created in (1) with ipad 3. Append data. stream Mto the 64 byte string
created in (2) 4. Apply Hto the strean?generated in (3) 5. XOR the 64

byt e strin cre d in (1) with opad 6. Append the Hresult from(4) to the
64 byte str tlng from(5) 7. Apply Hto the output of (6) and

out put the resul'ﬁhem&hash&ﬂk/ﬁl@ﬁd\qmisdds{fmi&hogmw)wfoﬂnfml(m)gmitp@dl)&bﬁom)

HVAC- SHAT - & oy a.{dbmaléewemhm[% Whotifhmlil stmmbiBedlhersd - 58 6.2 SEA- 1 The
SHAT hashi ng algorithmis described in the context of &Pt her . ?1

al gori thms in SAEHGR cogsiggisgregefingdip Tehls ety awhith
al gorithm |v8n$lds"ﬁﬂtthemcé4hedi®ecd\dsm 32-bit constants are defined in Table 3.

There are 5 t fnittatize the—charnming vari abl es, and there
are 4 additj ?aggéo(%s ants. H"anl e 3. Constants used in SHA-I |n|t|al Chai ni ng

Val ues Addi ftiniflel Chaiving¥mlues hi  Qx q7AiBOGonstante 54827999 | h2 OxEFCDABS9 y2

OXG6EDOEBAL [ £33 JOXgREARE R, Y3 UX F3BBCDC] m y4 OxCA62C1D6 hb5
OXC3D2EL1FO iNeArepttized—SHA—1—+FegH+es t+otal . 291P bits of data

st or age: V€ BEf%t”:CPK%‘Ehgai ni ng i_abl =so’éérﬁéﬁ Bpr‘l ned:{ H, H2, H3, 114 and
HS 0 Five 323bift maeihn@E/ari abl e,s? are {fePxsm@BClx, B, IC, D, and E’ One
32-bit tem q{4d y ‘dﬁ‘idﬁ.‘%ﬁ S defTEt T okemgiEYoe2- DI tenporary registers
are defi ned: ‘The followling functions are defined for SHA-1: Tabl e
4. Functi ons"5us edoi“ﬁ"D%FWOl Synbgl i ¢ Desfription Nonenklature +- Addition

. nmodul o 2 _
Non-optimized SHA-1 requires a total of 2912 bits of data storage:

o  Five 32-bit chaining variables are defined: H,, Hy, H;, H, and H.
¢  Five 32-bit working va:_'iables are defined: A, B, C, D, and E.
¢ One 32-bit temporary variable is defined: t.
¢  Eighty 32-bit temporary registers are defined: Xg.v.
The following functions are defined for SHA-1:

Table 4. Functions used in SHA-1

Symbolic Description

:Nomenclature -
IC Addition modulo 2

X«Y : Result of rotating X left through Y bit positions
11X, Y,2) . K AY) V(X AZ)

g(X,Y,Z) (XAY}V(XAZ)V(YAZ)
[, ¥, 2 XeY®ez

The hashing algorithm consists of firstly padding the input message to be a multiple of 512 bits and
initializing the chaining variables HLS with h; 5. The padded message is then processed in 512-bit chunks, with
the output hash value being the ﬁnal 160-bit value given by the concatenation of the chaining variables: H1 |
H; | B3 { Hy | Hs.

The steps of the SHA-1 algorithm are now examined in greater detail.

6.2.1  Step 1. Preprocessing
The first step of SHA-1 is to pad the input message to be a multiple of 512 bits as follows and to

initialize the chaining variables,
Table 5. Steps to follow to preprocess the input message
Pad the input message | Append a | bit to the message




X << Y Result of rotating X left through Y bit positions f(XY,2Z) (XAY)v(-
XnZ) g(X Y, Z) (XAY)v(XAZ)v(YAZ) h(X Y,Z) X(r)Y(r)Z The hashing al gorithm

consists of firstly padding the input nessage to be a nultiple of 512 bits
and initializing the chaining variables at-5 with ht-5. The padded nessage
is then processed in 512-bit chunks, with othe output hash-value being the
final 160-bit value given by the concatenation of the chaining variables:

H H2I H I HA 1 H5. The steps of the~ §‘1—1A—1 aI gorithmare now exam ned in

greater detptt—"62-4+-Step—1+—PFr RS S i a3 of S!—'A | is to
pad the input nmessage to be a mul tfi'gFe RF""??&“BPP%%Q’QF@FP e m5596° 1o

initialize fhe chaining variables. lﬂ'@lﬂiﬂeshﬁﬂofsmpwlem&lﬂbitsl ow to preprocess
the input ssage Pad the input ”Eég?&@aﬁﬁm%&namﬁg%iméﬂnB:E%fﬂéfﬁage 0

-59 Append bits such that the |6 of the padded nessage is 64-bits
short of a jultiple of 512 bits. AJFPERYNEEUSHFSQRPEeddniEst ni ng the
length in bits of the ori gi nal |npigmﬁemﬂﬂag®gh6uc@stegmﬁ‘nemmngth as nost

si gni fi cant {3 f ast—i at t Y thre—eh4gi ni ng
vari abl es H Mg{’hz'dlﬂé Hg g—%ﬁiblleg Fg_hl-ﬁz ’2’ h!_k”lfé h" shS‘E’ 6.2.2 Step 2.
Processi ng The padded i nput rressage can now be processed. W process the
message i neak2- lgiepzblr&edgﬁg Each 512-bit block is in the formof 16 x 32-bit
words, referre %fag utW)rdO 5. Table 6. Steps to follow for each 512
bit bl ock (Input esffST)'i?‘"P%w ®P5SFfput bits into X0.15 Forj=O to 15
Xj = I nput Wor di Wem%mwagesnﬁﬁtlmbb@@ﬁﬂ@l%bit?fmtﬁimbemgnomﬁxsz-l(i(wdsB (r)

Xis (r) X};eferl@&t))ax)ihpumdo_ Initialize working variables A F H, B <- H2,
C <- H3, I—iR Round | For 1—0 to 19

tt-((Aab) rFfb@ﬁé‘@meﬁgfeac“%bMIw H«230) , BFA, Aft Round 2 Hor j=20
to 39 t ef CofyAhealDpputbimB X, G, [Bhrjrok 135 X +y2) E<-D, D<-C, C<-(B<i [30), B<-
A AFt  Ropnd 3 For 40 to‘59 tt X=(I§1ﬁ1t\%é) + g(B, C D + E + Xi| +ty3)

C

Exﬁand Xo.1s into Xjgq9 For j=16 to 79

Xj = (653 @ Xys © Xpa @ Xjag) « 1)
Initialize working variables A«H,B <-- H;, CeH;,D e Hy, E « H;
Round 1 _ “Forj=0to 19

te— {(A«S)+1B,C, D)+E+X_]+y1)
E<DD&CCe-(B«30),BeA Act
Round 2 ' For j=20 to 39
t—({(A«5)+hB,C,DY+E+Xj+y,;)
 E«~D,DeCCe(B«30),BeA At
Round3 ' — Forj=40to 59t
te—((A«3)+gB,C,D)+E+Xj+yy
E«DD«CC«—(B«30),Be—A At
Round4 . For =60 t0 79
' t—((A«35)+h(B,C,D)+E+Xj+y)
E«D,DeC,Ce-(Bu«30),Be—A;Aet
Update chaining variables Hl e~y +AH «H+B,
' Hy ¢ Hy+ C Hy - He+ D,
Hs « H;+E

The bold text is to emphasize the differences between each round.
_6.2.3 Step 3. Completion ,
After all the 512-bit blocks of the padded input message have been processed, the output hash value
is the final 160-bit value given by: H, | H; | H; | Hy | Hs.



E<-D, D<-C, CF(B(<30),B<-A,At Round 4 For j=60 to 79

t<-((A<5)+h(B, C, D) +E+Xj +y ) EFD, DFC, CF(B<< 30), B<-A; AFt Updat e chai ni ng
variables H <- HL + A, H2 F HZ + B, H3FH3+C H4<-H4 +D, H5<-HS+E The bol d
text is to enphasize the differences between each round. 6.2.3 Step 3.
Conpl etion After all the 512-bit bl ocks of ,the padded input nessage have
been processed, the output hash value is the final 160-bit val ue given by:
H H I H I H -60 6.2.4 Optlrﬁzatlon for Hardware | npl enmentation

| H5. O
The Sl LA- t,ep ce timzed for hardware. In particular,
t he 80 temggr arfl)%%"f'g rhgardlws g'eﬁgetmdm val uabl e silicon on a hardware

i npl ement ati on. THRSE- lsf‘e@t2|p€m°ddlem1°bmﬂdrf°régﬂ\7ﬂm Ingarficyise, the 8¢ tymporaghiAbe
al gorithm Gﬁ'uﬂvﬂlﬁ@@snlﬂe@a SnG KRN RS dnpleEttBbrT18s seclibfdelcBiodd 64 dpBRlizdtidn ©idei CON

is from 256 s do to 512 bits of .over 00 [t may not
be i nport aﬁIfIAI m%ﬁ‘ﬂm’sﬁsaltﬁl‘?ﬁ?gmﬁﬁfs‘ep H’FF‘(&" AR ‘ﬁg?"i'%#bm%ﬂ?vﬁ %t or age
space nust Stzents,eshmeo:f ovin 2008 bipOis Biyiiothe infipeacoipeniv apditation, tusin hagddntoniog he f act

t hat aIthomt&.jé@spggclnmt@%@mgosmgsage bl ock is expanded into an
80-word nessage bl-ock, the 80 words are not %gategl rin g % orithm
o5 B’ﬁﬂ*’igﬂ 'afre

I'n addition, th&hegBRicationdsyased gnthe fhgt that alhqugh fhe ofiging] ] % t he
expanded Wlods 8&aerd nessagablacle] tet 80 shoimart fire ufidhted dutingitdrgizpritoe dsaidingp, the wadsrgng as
we keep 16 M,ﬁénotm wroh?mhasia\a@nwmé EHGBENGRS can YEcalcRRLY Jn@hc[fﬁtdéﬁn? P,qcceegnt ers

to keeptrack of which register are up.to usin but the ‘Vli IS to
save a | ar §dmgavrieerdf v egfebaciﬁa&dﬁ%‘fchﬁaw T e Setatkigsguntersdq e MHER ) we
use a 5 bi tegm&maraemptomsmgommmeeﬁ’mwgkavéhnrgem:abfsmmc This can be achi eved

by initializingpg, 65"‘&?‘1‘;“"’& me%éisecmc&ﬁw%cc%ﬁc e el RGBS NY 1t

until it reaches dat e nporary variables as if
they were BBbeatie 'é}’d?‘%ﬂsrﬁiféi%%efwlé‘é%‘ﬁ“éﬁﬁ%ﬂddF%ﬁ?%‘f"ér“““‘Al“l’ea‘ii‘“q Rdexes

i NCrement  dritd tolupdatealpa 6 Gupwkry christilaa gs if fhey vee R0 S r@fird 4igdeges,gachia #ibitregiGer. AlG4

Tabl e 7. Cie&w&eﬁé&easﬁ;&& i ol Qb 3Pt bdufll 1 bl ock (Input Ver do. 19)
Initialize working vari a c- HI, B4- HZ, C4- H3, D<-- H4, EF H5
NI F13, N24- 8, N34- 2, dFO Round O Do 16 tines Copy the 512 input blts into Xo-
XN4 = InputWordN4 I's [UN1, N2, RN3loprional IIN4 Round |A Do 16 times t <-
((A((5 +f(B, C D +E+ XN4 +yl) [INL, N2, Uavvo 11N

EFD, D4- C, C4- (Bu30), B4- A, AFt



Round IB Do 4 tinmes XNd F ((XNI (r)XN2 (B XN3 (D XN4) < 1) tt - ((Ac 5))
+ f(<B~, C, D) + E+ XN4 + Xf) -NI, frN2, 1T1~-3, UM
-ED, D<-C, C<-(B"30),B<-A A<-t Round 2 Do 20 tinmes XN4 <- ((XN1 (r)XN2 (B XN3
(r) XN8) " 1) ttd- ((A (( 55)x<+ h(3, C, D + E + XN4 +y2) Ui, N2, N3, 1
4 E<-D, D4-C, C<-(Be30),B4-A A4-t Round 3 Dg 20 times XM4.- ((XN 1B XN2
(r)XN3 (r) XM) <1) t < ((A((5 + g(B C D + E+ XN4 +y3)  11N1, N2,
UN3, m 14 E<DD<CC<(B<30) B<AA<t' Round D020t|rres XN44((XNI 0

- A -y ~ Ng, ]I N4
E tdbles H <= H_+ A H <
H2 + B, H3 Emla{kemﬂanglv%aﬂesl—m A@HI,WHHS*EHWS—HQIEG—HBX'[ is to enphasize
the differences between each fgu ntisng of N1, N2, and} N3
during Roupds Q and 1A is opt £q3wg_%?£waeir?§ {_r(r)nl enent ati on woul d not
increment [Remjlsince it take>D@16rtslesand at the end of the 16 tineg through
the [ 00p, ‘Atbyythe GRURuESSIn X, agmw@utm heir original values. Des|gners of
har dware npy W sh to increnent _.all counters together to save on |control
|l ogic. Roupd O can be conpletp ﬂy'gﬁi tﬂ-f"éﬁ“ﬂ the caller | oads the 512 bits
of Xo-i5. [RandMAC SHAT Tn t hepaustdhent | cat| on chip Tnplenentation,]the

HVAC- SHAI unit only ever perfpr hi i ts:{on R
using K, apd on R M using K2. NE(A(%? gﬂi Hp thw‘iﬁg\@ﬁbgﬁg tant“t*ehgt hs,

rather than have |-1MAC and SA-1 as separate entities on chip, they can
be conbi ned and the hardware O@LII;T‘IDZ(__Q; C]’_h@ﬁbyvgg_ﬂjﬂ_tt est cases (escri bed
by Cheng ill kenmnin vali The” padding of messages|in SHA-1

and Genn [14] wl
- Step 1 (a [1IR®d1B 5 string of PPAt=es and the length of the message) is
necessary [to ensure that difflexgsat(xessages 3sldxxk1) ook the sanmej after

paddi ng. S nce we only deal s, our paddi ng{ can be
it C\gt‘"&‘(siygﬁverglon 6}‘9 i

constant (s. In addition, t optim he SHA-1 algorjthm.is
used, wherle only 16 32-bit worfas, BkdiN, TN,
' E<D,D¢C,C—(B«30),BeA At
Round 2 Do 20 times

Xy ¢ (KNI © XN2 © XN3 © XN4) « 1)

t(—((A((S)+h(B,C,D)+E+XN4+y2)

N, TN, TN, TN,

. Ee—D,Dt—C,Ce(B«30),B<-—A,A<—-t
Round 3 Do 20 times |

' | XN4 « ((XN1 © XN2 & XN3 @ XN4) « 1)

te((A«S5)+gB,C, D)+ E+Xnatys)

TNy, TN, TN, TN

E(——D,D(—C,C(——(B«?;O),B<—A,_A<—t

Round 4 Do 20 times

Xns ¢ ((XN1 @ XN2 & XN3 © XN4) « 1)

1 ((A«5)+B(B,C,D) +E+Xn )

i1, T2, T3, TN

E«D,D&C,Ce (B«30),BeA At

Update chaining variables H«H +A H,«H,+B,
H: e H; +C,Hy e Hy + D,
Hs(—‘H5+E

The bold text is to emphasize the differences between each round.
The incrementing of N, N;, and N, during Rounds 0 and 1A is optional. A sofiware implementation

would not increment them, since it takes time, and at the end of the 16 times through the Icop, all 4 counters



used for tenporary storage. These 16 registers are |oaded directly by the
optimzed HVAC-SHA | hardware. The N ne 32-bit constants hl.5 and y,., are

still required, although the fact that they are constants is an advantage
for hardware inplenentation. Hardware optim zed | MAC SHA- | requires a
total of 1024 bits of data storage: Five 32-bit chaining variables are

defined: Ht, Hz, H3, 1-14 and Hs O Five 32-9%it working variables are
defined: A, B, C, D, and E. Fi ve 32 bi t62vari abl es for t enporary storage
and final result: Buff160i _ bi t rar bI e |.s defined: t.
S xt een 32-Bibe drepgr It Do e e Bt o S R e B o
sections desaol bgic.t he steps for the two types of calls to HVAC SHAT 63. 1

HR Kt] | ) AR oTel¥led 8 2BRsPxof R using Kt, the
ori gi nal inrkou rress%o IEIslﬁlrs a ggjggélg}n%awength %%60 bits. W can

" therefore t HAL of this fact during processing. Rather than | oad

XO- 15 during thﬁemé athbntPaiod chpfimplérenttidd-tHe FNLAHOBILA hngt onlecvegedbrixthathing da twect | y
and thereby onit Rou g @Lm“ m,(lggggpm@e @f, SHA-1

The pseudocBde fnglf(e"m“mighé“fdmﬁ% mdrﬂzﬁ& E%i e 1

S on Cal cul ati ng
HI R K1] Stheys Hb&CGani BiA- as separaiespfitigs °F"F’BE) §§$°8KB%QOPPWWMEWWK?DW The
0x363636. . .HMAC-263A 1 185t Fases B¢ 3BRP Gheng and Gidhf [14] Will remaid vdidocess Bl ock 5 Process

e & Xsﬁv%a&emw‘f{%ﬁsﬁ s PoburhPdes o fh iy pr&iQESRS )

Process Bl dukeessy iopnuedkatdifirenyinesiges Milbaot Iogh e spnepaeppdding. f&m‘b&“’li@ deahywith
Process Bl Qg,KsokﬁesQ@Es Suf Saddi mﬂséfc&&@%gs -H s 6.3.2 HRI M K21 In the
case of produci e sh of

nmessage i s a coﬁ’gﬁdé &g"? V8rf‘°n4°fgleg%yf%%§hggﬁ%d"Jbagong%fr?g%Egévoer ore t ake
advant age @ﬁedtfdntcglpdrmitombarﬁhﬁﬁg 1§yemitassos lpged diveqtlh b the epbmizeddBAAC-3HA iR t he

first part of thge A2 bit adngiis il 403y, Wate stMachniXa 8ol BCfhd: Yhat @ dle tdadnalyanon t
Round 0 of Va‘f"?ﬁf?géﬁ‘ zed Process Bl ock (Step 2) of SHA- 1. The pseudocode
R

t akes on t R

CT_.

Hardware Optumzed HMAC-SHA-1 requires a total of 1024 bits of data storage:

. Five 32-bit chaining variables are defined: H,, Ho, Ha, H,; and Hs.

. Five 32-bit working variables are defined: A, B, C, D, and E.

. Five 32-bit variables for tel;xporaxy storage and final result: Buff160,.5
. One 32 bit temporary variable is defined: t.

. Sixteen 32-bit temporary registers are deﬁned: Xars-

The following two sections describe the steps for the two types of calls to HMAC-SHAL
631 HIR, K] ' _

In the case of producing the keyed hash of R'using K, the origina] input message R is a constant
length of 160 bits. We can therefore take advantage of this fact during processing. Rather than load Xo.;5
during the first part of the SHA-1 algorithm, we load Xo s directly, and thereby omit Round 0 of the
optimizéd Process Block (Step 2) of SHA-1. The pseudocode takes on the following steps:



O 64 Table 9. Calculating HR 1 M KZ] Step Description Action 1 Process
(r) ipad Xo., t- K(r) (r) 0x363636... 2 Xsl1l5 t- 0x363636... 3 H45 t- hl
4 Process Block 5 Process Rj MX04 t- R6 X5-12 t- M 7 X13-1s <- 0 8
Process Block 9 Tenmp t- H1-5 10 Process K (r) opad Xa, - K2 (r)
OX5CSC5C. . 11 X5.15 t- Ox5C5C5C... 12 H1.5 t- h1-5 13 Process Block 14
Process preV| ous H x] Xo, t- Tenp 15 XS.15°- 0 16 Process Block 17 Get
results Result t- HI-5 7 Data Storage t$ftegrity Each authentication chip

cont ai ns seae_hon-volatile nmenory-i-n—order—to held-the—varigbles required
by Aut hent i 3&?‘?%9“’%‘"&?&:}%1{@ 1. The following non-volatile variables are
defined: O SteﬁS Tabl a)es’lcﬁptxdﬁon vol atil e Vaedoabl es reqw red by Protocol C
Vari abl e are—S—ze \I A—br Sttt p‘l.l O Pvtl(_g 1+6—worids (eaCh 16
. 1 K; © 91365636 - LB

bi.ts) cont cuinl ng stcltPrec’ceﬁgl y'%ggh as serxqé’l b%bers nmedi a rfemai ni ng etc.
K, 160 Key{@sed to tfransform R during auXhthé@ﬁen K2 160 Key used to
transform Itﬁ ctr+rg—aut-hentcat-on—R—16 HJ.s lst:m randem numher Access 32
~The 16 set$ _of 2-bitf AccesshMbde val ues E)f n] __Mde[Q 18] Checksum 160
S[K, | K2]|4Used tojverify that K and K@Oqﬁﬁ@é""hot been tarpered with.
M nTi cks 3% The m nifnum nunber of cTock| T1Cks between calTs| to key-based
functions 5 E—— X R

6 - Xsis <0

7 Process Block

8 Buff160,.5 < H;.5

9 Process K ® opad T Xos < K, © 0X5C5C5C.....

10 X5.15<—OxSCSCSC...

it ’ His < hs

12 Process Block

3 Process previous H[x] Xas — Result

14 ' - Xs..gs(—O

15 : ‘ . ProcessBlock

16 Get results Buffl 605 — H -5

632 HR|MK,]

In the case of producing the keyed hash of R | M using K, the original input message is a constant
length of 416 (256+160) bits. We can therefore take advantage of this fact during processing. Rather than load
X.15 during the first part of the SHA-1 algorithm, we load Xg.15 directly, and thereby omit Round 0 of the |
optimized Process Block {Step 2) of SHA-1. The pseudocode takes on the following steps:

=5
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Data Storage Integrity
Each authentication chip contains some non-volatile memory in order to hold the variables required
by Authentication Protocol C1.

- The following non-volatile variables are defined:
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Note that if these variables are in Flash memory, it is ot a simple matter to write & new value to

replace the old. The memory must be erased first, and then the appropriate biis set. This has an effect on the

. algorithms used to change Flash memory based variables. For example, Flash memory caanot easily be used

as shift registers, To update a Flash memory variable by a general operation, it is necessary to follow these

~ steps:

1
2
i
4

Read the entire N bit value into a general purpose register;
Perform the operation on the general purpose register;
_ Erase the Flash memory corresponding to the variable; and

A RESET of the authentication chip has no effect on these non-volatile variables.

7.1

M and Accessmode

Set the bits of the Flash memory location based on the bits set in the general-purpose register.

Variables M{0] through M[15] are used to hold consumable state data, such as serial numbers, batch numbers,
and amount of consumable remaining. Each M[n] register is 16 bits, making the entire M vector 256 bits (32
byteé). Clients cannot read from or written to individual M[n] variables. Instead, the entire vector, referred to

as M, is read or written in a single logical access.

M can be read using the RD {read) command, and written to via the WR (write) command. The
commands only succeed if K and K; are both defined (SIWritten = 1) and the authentication chip is a
consumable non-trusted chip (IsTrusted = 0).



must be kept secret, clients cannot directly read K1. The commands t hat
make use of K, are RND and RD. RND returns a pair R, SK,[R] where Ris a
random nunber, while RD requires an X, SK [XI pair as input. K is used in
t he keyed one-way bash functi on HVAC- SHAT. As such it shoul d be programmed
with a physically generated random nunber , gathered froma physically
random phenonenon. Xi nust NOT be generated with a conputer-run random
nunber generator. The security of the auhentication chips depends on K,
K2 and R being erated in a wa i S.not det nistic. For exanple,
to set K,, a pe%g'g%g@ﬁﬁmﬁfggmé “‘%/bﬁﬁlg%& W’ﬁ%@‘g‘e”?ﬂ%ﬁfhﬂ’f °RERFLtSs 1,
and tails @h@mmmdﬂmm@aéihyhecdmpedhﬂﬁ&tsmgmammmunmfchmenCLR

command. |y ﬁ@&e&weﬁf‘ez@m%ﬁme%awo@m@%eﬁ%msm%%omf&b&soé%% comrand
73 K2 K2 is the 160-hit secret k used to transform M| R during the

aut hent i cafBH ﬁ%fcﬂ [ Seqion p.The diffesent wreegmissiont e flined KTable iecksum and R

w th the ayttaeat. wtelmmsp S - SSI (Set Secret Informatl on) ¢ommand. Since
K2 nust be [kept ety—cttents—cannot LY reat—K2—Fhe—¢ommuands t hat

make use off 5 §' D and _TST. RD retuf“ﬁés!;sgwogal r M__SK2[ M where X was
passed in gsReABuyf t heCersnbaveitenteo the RD function. TST requires an M

SK2[M I R| {Prdabwae | np J@mdm@g&“ﬁm\@@s om al ned from e audt henti cation
chi p' s RND H-4neti-on 1o uucad 1 ohe-wWan~—hash-functi on

FNAC. SHAL | ALPEETEN OFY b ETP POEr 8@#%%83‘%*&'??5 than 5 RICY88 | |y | gener at ed

random nunber, gat her efDécrepmmt@nlylyiass aalybipally afdiom3phientseonan K2 nust NOT be
generated With a corrputgeranfﬂmmﬁ@‘;}Mnunber generator. The security of the
aut hent i cati-or—chips..depends —K2 and R being generatediin a way that

is not determ r _exa K erson ca fair

coin 160 ti rresni‘°a§°°5‘PIb‘| G PREH ”&“é’e&fg"gﬁ‘&& ébftgc" §m °Vﬂ?"??}"5§?"6f‘?ﬁt{| cally
cl eared toM3] Mllm@bkldeﬁmemelaer@blﬂlocofmﬂﬂdtacdessnmdmlmﬁeyn be progranmmed to
a non-zer 0Ty ¥t ‘ : gister is
a 160-bit pupber : AV _ ) . gred by an
attacker. CH&tKHsuMRid pr JYFR B ol opndHiRp iakenduring Write gommang | |y g
aut henti caf Pon |®W p' l@@lwr(teSet Secr et The hew mmmmgmalwmwﬁmdahdzﬂ nge Checksum

must be Kepy SEGISRL Enoﬂi TTITOt um EévHGyb E’lﬁ‘é& 88 The
conmands that ke use r,?ﬂl sum reean lta‘{t rrsatde use mM[AIi it nd K2 -

namely RNDI RD| and |14 E&?‘Gﬁ“e cal dﬂ\eﬁt‘qaﬁ@e‘éﬁw cprEsityp Mipl \T&‘Plﬁe Based on K,
or. K2 a checksyim on I\tﬂemml K2 i s cal|owddftractesmahe Man§iguifieht tghdts ofst] t he
“stored Checksum val u¢. The checksum c;iq:l,cgtgualyg,qy hswpkhe 160-bit vallue S[K, |

K2]. If K }apeH2 B s _multlileve ash nmenory.—the full
mul ti -1 eve] PR 1§§"S§; B@?”é‘ﬂbﬁy@ fe s@&l“e“T‘&rb“f’ﬂ‘éeW”ﬂ“E“é?M‘fpr dcess.
i nstead of} just the $thodobtSiggifichet 0 r|eyiineld eantalsyb writteny TheNMSR a@lrasck sum i-s
automatical ly ¢l earefrbgon upon exeCngdpmopgmﬁu QQMf3iglmCdn only be
programmed to @ non-zero val ue by the Lf F n R and IsTiusted Ris
a 160-bit {randbm nunber seed that i9*} i 1§s Hﬁ"ﬁf?ﬁmﬁ‘ and K2 with
the SSI (Sel [BR@ret | ResiOnlyat i on) ccmmlﬁ-lartMSmmtein]eslbm be}kept
secret, sijnce |t is given freely tojgalhREs Vvia the

]

nlicn

The 16 sets of access mode bits for the 16 M{n] registers are gathered together in a single 32-bit
AccessMode register. The 32 bits of the AccessMode register correspond to M{n] with n as follows:
MSB ' : LSB
15 14 |13 iz 11 |10 9 |8 |7 l6 |5 I4 3 12 |1 |o

Each 2-bit value is stored in hiflo format. Consequently, if M[0-5] were access mode MSR, with
M([6-15] access mode RO, the 32-bit AccessMode register would be:
11-11-11-11-11-11-11-11-11-11-01-01-01-01-01-01
During execution of a WR (write) command, AccessMode[n] is examined for each M[n], and a
decision made as to whether the new M[n] value will replace the old.
The AccessMode register is set using the authentication chip’s SAM (Sef Access Mode) command.
Note that the Decrement Only comparison is unsigned, so any Decrement Only values that require

negative ranges must be shifted into a positive range. For example, a consumable with a Decrement Only data



RND command. However R nust be changed only by the authentication chip, and
not set to any chosen value by a caller. Ris used during the TST conmand
-to ensure that the Rfromthe previous call to RND was used to generate
the Sx2[M I R] value in the non-trusted authentication chip (ChipA). Both
RND and TST are only wused in trusted authentication chips (ChipT).
|sTrusted is a 1-bit flag register that determ nes whether or not the

authentication chip is a trusted chip-6ChipT): |If the IsTrusted bit is
set, the chip is considered to be a_trusted chip, and hepce cl |§nts an
cal | RND icremesat-30imed pustheve thy rpoepidifietiobef o) | e Systerm st thea Fecyt

cl ear, t heiwoGdu 4 bdif -50ab S5CHES ihst@foRGnstaied1® Décieteht@aly rahjs are Nog & sdiB mdanﬁ'ST
functi ons gannot i be called (but RD and WR functions can be called instead).
System never needs to call RND or TST on the consunmable (since a clone

chi p woul d si npfoyDecesment Quly dateitemssagrangt thedatadeerper fom mestyienifigapdito leagt gpifioarht val ue
f ]9 r RNDI) fEtlﬁ qhaiﬂi[eﬂﬁ%n@ﬂ[ﬂ}) bﬂwaﬂla'&eta&_éss aedtast tt&dib&@fgﬁﬁﬁmoé bifs @betd imq::P Keuliurber

of avail a airs. i n intain
Che | nt eqriees Sk e e B o s oty Byt %?ﬂﬁ“svs*}%ﬁ““éﬁﬂ[ R
pairs, an att acﬂﬁmonwmm@sM&RSy@mmoa@Pﬁéﬁ fegion P"G‘F\NMW fseion il beropsiderppr e
expensi ve lgdggmhﬁ BPHulide a AR mnem;mt he consumabl es. Both R and the
| sTnsted bit are clea d toég R cog{}ang. h{exgare both witten to
by the issui ngexb?petsﬁ Fﬁ%é’ﬁ%f“ P SHPURTER BT Ean only set by |
" storing a on-zZ&ro seed value in Rvia the SSI command (R nust be non-zero

Lo.De 2 Va itk iR é&é’ctk%» 330 bl 00 b ORGRRAR SN KB frmangag Via 2
| XI er W a a s
changed o gﬁ? @ g:aglﬁléie %Jazfstrmetngp %@S?%é?cédt }n?o&m‘%b f rlq{

Aut hent i cauusmk@haep\s,qﬂsmcamﬁin‘s@ytﬂedlﬁr usted Chips used in Systems (Chi pT)

shoul d have t hejng comnadds Wadnfile &k bf 1§ @l REDIahd VD, RNDGERTSH pHgR, SKITE] @hsielRand | cat i on
chi ps used i,n Consun; ) ul d ave their IsTrusted bit kept
cl ear (by Wi‘“ﬁ%"’o‘%’gk& El’é{"’sf"ﬁéSﬁiﬁocomni’"d duri ngvgr ogranmming). There is
no comand t o K saskddrthabeyed enctyry hish ngtion BMAGTSHAR Asgeeh jt ghould beprogsgmedyith

s]gemé rity qf sﬂﬂbgé}fw*&@@kh&&tmﬁ&r cgsuhdaedd@@s pﬁ;@feaug Rlndond phbigmeto0 K, kldeNOBRAOMeES S
0 and

t [ an
Oht mekeor ara s g s e e prste s T syl S BllaldiTcadh s LG
aut hent i can KoK etdiRbeins wrd@pend@%wﬂ?ﬁéetmﬁ@@ BFe’WnB‘&é?S°‘tIT'1é‘H°F‘I’"éH‘ﬂSé“of al |
Syst ens. \Mhagom1gdun§sla&afaﬁghesdstahﬁ,.tand&£ns&tot acker nmust not be able to deduce

what val ues of IBwallJl%I;a%ca?lﬁacareﬁt&)a %«‘cquo%%gaéﬂic% Itcaﬁgnlysy t' eﬁ§aSUCh R

shoul d be progra "y generated random nurrber gat hered
froma pﬁ%?emamybﬂ%ﬁb??ﬁﬁﬁ%onenon R nust NOT be generated with a
conput er - rign ragdom nunber  generator. The generation of R must not be

determ nistic. JFar, rcqm&%‘ &%Qmm&&&qﬁcﬁg&u&@o@r&&aq{ﬁd System

Chl p, a person ¢éan alr coln 160 tinmes, recor 3% as 1, and
tails as @rosgmmed AgewPHfnChoghgum %“&I‘Rl"ﬂ‘hfl’t“l?‘t“i‘ea?“?f’ﬁflﬂ%s?Sdfsegse‘f“r't TEHH is 0 (or
t he IsTrusazﬁﬁhnhlstncwzlniustrhekepbsecrsedh)mscRnnthSchteadIén The SIWitten (Secret
I nformat i on W irtd @ithecks s kel 56 fre RELAPTSE) 8488 i, S 0K v

au

: 2 f &[ WHI(IZ ?,%FFEEH?\;E gne of the paralmgte;[s to the RD iti]lgc?:gr!. Jegu?rescan MDSKZIIPﬁ{] %aelrcag ggmt, Wril Ofimat ion
was obtained from the authentication chip's RND function.
K; is used in the keyed one-way hash function HMAC-SHAL As such it should be programmed with
a physically generated random number, gathered from a physically random pbenomenon. K; must NOT be
generated with a computer-run random number generator. The security of the authentication chips depends

- on K, K and R being generated in a way that is not deterministic. For example, to set K, a person can toss a

fair coin 160 times, recording heads as 1, and tails as 0.

K, is automatically cleared to 0 upon exccution of a CLR command. It can only be programmed to a
non-zero value by the SSI command.
74 Checksum

The Checksum register is a 160-bit number used to vcnfy that K; and K; have not been altered by an
attacker. Checksum is programmed along with K;, K and R with the authentication chip’s SSI (Set Sccret

Information) command. Since Checksum must be kept secret, clients capnot directly read Checksum,



A client cannot directly access the SIWitten bit. Instead, it is cleared
via the CLR command (which also clears Kr, K2 and R). Wen the

aut hentication chip is progranmed with secret keys and random nunber seed
usi.ng the SSI conmmand (regardl ess of the value witten), the SIWitten bit
is set automatically. Although R is strict]y not secret, it nust be
written together wwth Kr and K2 to ensure.that an attacker cannot generate
their own random nunber seed in order to S%bt ai n chosen It, SKI[R] pairs.

The SIWitten status bif is sed func s th ess or R
1 f the SIWrtten-&l &SW&& ?hen caIan ’fotﬂ% "Wi'?kﬁﬁ)ﬁ oflfxlpgqﬁ(aa"r)e

i nt er pr et ecknEST; Bifbrs calcgia!@lg By rdvealedvhlacThessil on Hipe Kea checksumgn K nand ﬁalﬁ palrpinted and
preventing @hpAdilaskitte srore@eieaemﬁmklﬁgcmr&rm RlcRatsh dlélsb-gn Vaik s@@ﬁxﬁD
functronsrnashort eriod of tjne. Thefrr‘ggjrldsﬁac Ialrmtrﬂg dwar e
conmponent t hat aaresioped ps Loy Flastopegiony, e B mpliide A sy g"e‘ﬁ nor e
than a par t&mwmﬁcmxpMu(sead@fjué:@eMHze)usedl'thapsem(yaiulvaimhanl smis the

32-bit M nTicks dhemuane&mmm;uﬁaaratumqnwcuaaeo%a‘:ryaéonaararawumswber of
clock ticks that nust el apse "between ‘cal to key-based functions. The

M nTi cks varqgaernédrgnerzear%wbm@éswamﬂﬂﬁe CLR command. Bits can then be set
via the SMIS( SetR anlisTiisets) command. The i nput paraneter to SMI contains '

the DIt Patter nipioobPREEASRR: WOl o ol inbla aold ENG bt 00 hostipspet . The

practical effect 1s t at an att er c ncrease t ue_ 1 n

M nTi cks (§P%‘t§@’f°’???§“)8mm@ﬁ#@9?séﬁh6¥?|‘%ﬁe§€¥% fingy it is pivenferely toicgliss vieffigre i s no
function pROW cdBfland HodkleORnast Beethdn@éd ohi9 by @ahthbhicatiGhhipeml not vehloWsy dhbsed Vaiue

regi ster. 'wg \/\ﬂl ue of M nTicks depends on the operating clock speed and-
the notion © at constitutes a reasonable tinme between key-based
function cal | s RdpstdiduipeihsASEpmaand te prsurqiyat the & from; thgpregipusgalkip RYP avag yseddo
depends  ORenkdae the BRMMLR]) ReJueGl BEKon @ Authehtkiatonichip (ChipAyBath RNMNamf TSThe ohlpput

cl ock speed, ai %u@eﬁﬁ&@dﬂtc&%ﬁ&ﬂﬁ@ chip's clock-limting hardware. For

exanpl e, the aut ent1 cation clock-limti nq har dwar e may, be set at 10
Mz (it is not Chaseidsatiyiae Bﬁlft“t‘ﬁedefeﬁﬁﬂ’ﬁ whethsqg 19t dhe puthopiication ghig i p usfed s - t he
val ue of | cHip €kipT)s based on 1 MHz, not 10 WMHz. If the input clock was 20

MHz inst ead of ffl <) te l‘ﬁifzh%mé&s |b§apt§é<? ﬂd%&cé\é‘l—gms(cﬂﬂﬁ:g]ﬁ%t he

cl ock speed is durat | ol tick 1s
the M nTi cks vaf”d@%%“?’ﬁ@b“°§%’?°"’\@e vaI ue for MnTicks is the nininum
nunber of #i cksifiefliuiieibitiselepamechipas e@nsideat tode tr@stel. Tberifary RNBaRArSRD and TST

functions. The yakibh cinfor bbalied iz ikb BR ARG o2 calbdhsigs §9§{eu§ RSern&BGL N Of

.an operating ti ck Suppose the 1 nput clock speed matches the naxi mum cl ock
speed of 10 MizCURFDge the genspmapladsinge agfong °h§’€@blﬂﬂmbléf"\ﬂi§eh‘°&51“‘f“§n vt Rey
based functi onsTST 4ué avabtanevalue for RNDYi cks i s set to 10, 000, 000. Consider an

attacker att enp’f‘ﬂe'fﬁ'm&t&i&%ltﬁ:%dea(advgﬁge &f&duﬁ%‘tﬁe%u@%r%@lbmmﬁﬂ R and TST
multiple tinmes. If the MnTjcks _value is hearrounéoftrrre

et

Dot webn oot ORGP R TaHer o SWGUER R AER DA APPEL 1o AR EIR: o O
- 70 gener aSxeR] phos, greateskarquiitsia fatem sutieptiatjoncigp) wibich is ot efpensGBagflessemiliage) , an
attacker r&gidbie s dbRubbRD 1 year. An attack reqU| ring 26/ pairs would
require 5.84 x usj.ng.-a. sSi | ion
chips were use%’%jlﬁ@ﬁﬁ’ﬁ&'? gﬁ ﬁﬁdgfg{{gc‘gﬁ&ﬁ ﬁa%yaa%alf"ﬁ’cwaqmﬁtﬁg’f%?rm of
time (not isoingefitriSSivonhadsthe kigyed biteguonly esrbriteing a nopiedrdserdrghie BR iaghadST | t
shoul d Pﬁ daﬂiniﬁﬂ(ﬁﬁ?&b&ﬁ@zé}ét9§é£J§ﬁdM%R's?Q|s€mQ@¢d?§EMbt xgmfaﬁgeamardser and
causes attac nore since, i 0 op an atta si ng
mul tiple §If eﬁd@ﬁlogéﬁﬁmgxatﬁpam bétfs , 3, and 5, ang is cpangedonlyt%asuccesséd cgll( l:l‘S‘i'J

(where 11is retured).

Authenueatlon chips destined to be trusted Chips used in Systems {ChipT) should have their
IsTrusted bit set during programming, and authentication chips used in Consumables (ChipA) should have

their IsTrusted bit kept clear (by storing 0 in R via the SSI command during programming). There is no
command to read or write the [sTrusted bit directly.

The logical security of the authentication chip does not only rely upon the randomness of K 1. and K,
and the strength of the HMAC-SHA1 algorithm. To prevent an attacker from building a sparse lookup table,
the security of the authentication chip also depends on the range of R over the lifetime of all Systems. What
this means is that an attacker must not be able to deduce what values of R there are in produced and future



However M nTicks does make an attack on KZ nore difficult, since each
consumabl e has a different M(part of Mis randomread-only data). In
order to launch a differential attack, mnimally different inputs are
required, and this can only be achieved with a single consumabl e
(containing an effectively constant part of M. Mninmally different inputs
require the attacker to use a single chip,®and M nTicks causes the use of a
single chip to be slowed down. If it ta-t@gs a year just to get the data to

start searc¢hing for_yal to begin_.a . differential ,attack thig.i ncreases

S ha Coot o fmmeng s plen ¥ B e Bl e B o B B S
‘consunabl ephyScaliy tehdmipharatinonk Girs VOThepeneraed Hithe: coppremoonomnieat es W th the
aut hent i cai, 00, Fhdiancbkioh o@R%Ju%BJ:t%e SREERLd A r SR R benBloan K B se icx@G1tlON

details the actual conmmands and paraneters necessary for |nplenentation of

Prot ocol CPYStemsRIP.$EroR G 1eest fibepitclRP fmescreqquing heds am by tails axdo frisths PRBHPIg t o

- Syst em Vi avalid &@ial value ford tREtEdRCE 0 @8 thels il bWl dotiels@rent ation. It is a trivial
matter to gdefi ngnﬁ,g&gqui val ent chip that operates over a wider interface

(such as 8,16 or bits). Each command is defined by 3-bit opcode, The

i nt er pr et afiedhWeten (Seuet dpfermation Vaitterdd it agistsrhoidn the stetypof Btecret iferaatigp sierete

| sTrust ed Witin @ GthbAtCatiGd bhip ETHE sevrdd ikfermationidig, K ai¥R.tten bit. The fol | ow ng

operations are defined. . Table 13 .Authenti | j hich W
A11114 ; Input % ptu?““fﬁed‘s“’c?’fafu Ll _oou_%h%&%#gﬁgyo‘gﬂlﬁoﬁg é%%?“ﬁ”é’b? 160,
160, 160] #herclempk Eyang R o apthenti@tion chip is PRErepmetWVithBerert keypaggrandpgopmiRe ad M
securely Okl ubind thEBDcdmbGOd (rek@8llss HaRdane wiidid), e STwWlknbd Bt autonitall AMoufil 1 1 1

TST (256, 160 1], Test 100 O. Al 3 3 Set es de 01 - 1 dT
- [1] Getl%‘frs't;}% e‘%‘-sec iﬂf m—"‘“’tge‘fméﬂfl’ge%&]“%{m%é& GV |éﬁasm§§ﬁ’l\§/%o eo%enfr%‘ﬁ“r ust ed
val ué | s\ibditavamangest qyember ghedin orderie dhtaifchdsenR, fuffdpaisft bi s requi ed for _
Rirl ;im?te_r 0 -7ﬁheAIWﬁuem&dismaabﬁﬁfﬁina@ds-thaaad‘o&;ﬁl,Kﬁbr!mIf(tﬁe@nvigTeaﬂnka?anﬁode
: is interpret eration). s is is regardless of the
| sTr ust ed o?ng%gwllﬁgpgﬁ%aﬁc‘e&%e THCT UaES falo-rllg}kopcode other than SSI  when
|sWitten & 0. Mafieks hat t he opcodes for RD and RND are the same, as are
t he opcodes f orrnWRard @ mkShnismkli@ pRedntitilan atelENRkehdtting ipiple ceibed THT and R he

opcode w | ependxtm t he. currept, . val .of . 1 o 4, » as
| sWitten @gﬁmwogrpeemfjﬂfe s ?rsﬁ?téda%#ghﬁglgngcwl%%ﬁghﬂ%f’unctl{“%%g Wil |

be. cal | ed _cloqh@?néoqeqq@lg plappagdmerg tha a[particular maximum (e.g. io Miiz), The second mechanism is the
' 32-bit MinTicks register, which is used to specify the minimum number of clock ticks that must elapse

betweer_l calls to key-based functions.

- The MinTicks variable is cleared to 0 via the CLR command. Bits can then be set via the SMT (Set
MinTicks) command. The input parameter to SMT contains the bit pattern that represents which bits of
MinTicks are to be set. The practical effect is that an attacker can only increase the value in MinTicks (since
the SMT function only sets bits), In addition, there is no funcf_.ion provided to allow a caller to read the current
value of this register, E

The value of MinTicks depends on the operating clock speed and the notion of what constitutes a
reasonable time between key-based function calls (application specific). The duration of a single tick depends
on the operating clock speed. This is the maximum of the input clock speed and the autheqfication chip’s
clock-limiting hardware. For example, the authentication chip’s clock-limiting hardware may be set at 10
MHz (it is not changeable), but the input clock is 1 MHz. In this case, the value of I tick is basedron 1 MHz,
not 10 MHz, If the input clock was 20 MHz instead of 1 MHz, the value of 1 tick is based on 10 MHz (since
the clock speed is limited to 10 MHz).

Once the duration of a tick is known, the MinTicks value can to be set. The value for MinTicks is the
minimurm number of ticks required to pass between calls to the key-based RD and TST functions. The value is
a real-time oumber, and divided by the length of an operating tick.

Suppose the input clock speed matches the maximum clock speed of 10 MHz. If we want a minimum
of 1 second between calls to key based functions, the value for MinTicks is set to 10,000,000. Consider an
attacker attempting to collect X, Sg,[X] pairs by calling RND, RD and TST multiple times. If the MinTicks

value is set such that the amount of time between calls to TST is 1 second, then each pair requires 1 second to



. an attacke

is set, RND and TST functions will be called. The two sets of comuands are
mut ual | y excl usive between trusted and non-trusted authentication chips,
and the sane opcodes enforces this relationship. Each of the commands is’
examned in detail in the subsequent sections. Note that sone al gorithns
are specifically designed because Flash nmenory is assuned for the

i mpl ement ati on of non-volatile variables: °8.1 CLR CLEAR input: None

Qut put: None Changes: All The CLR (O ed®y Command is desi gned to

conpletely eras thecgtensof al | hentication.chi’ e Thi s :
i ncl udes algfme’l?g&é’ gﬁ’ﬁﬂt‘" °niyﬁ?q3‘l‘1f‘?a]ﬁ§g;§ of ﬂ%ﬁ&%’ nﬁ’ﬁ‘yls}f at}é11 dat a.
After the embmmnmafl%ﬁmmwm@r@m&&mmﬁmemymgaumuemn,%ﬁﬂméhbqymmﬂms be in

a progr anﬂ%le%seatnﬁiqﬁg suamama@cohplemy M&Q@@:ﬂsmﬁ@ ot 'RRPMh ae bbb RD. 1t can

be reprogrammed with a new key and reused. A CLR conmand consists of sinply
the CLR coﬁ??ﬁ‘ﬁﬂ‘“ﬁs&code Since the authentication chip is serial, this nmust"
be transferred Wi repirds tak;, Mshbaldre: notbibat lhe Midlictlevariabé: duBBowsclowSin aﬁa@kemﬂeh

command ¢ OHROY ﬁ]@ Lt%ack L2 ognﬁrecsglmms rlo oE) %%@Jk@t&ﬁn%ﬂﬂpl@@s& &h‘fps 91 pgralﬁi t he. CL-R

opcode. A tot ts are transferre ommand can be called

directly aflowsrer MinTigks domaka prpdipckop Korposediffienl, dncr paghyropsypeble bas a i (3ist  be

cl eared fi pf¥ s rindonthiesiadaly@at)Lih bideto Al Adiffeeniittaciaenosty diffinat impare( such as

RND, TST, ACLA Sl tten,
B‘ coq'fdﬁ)ﬁ% &N 1n{l)'e&eggn\/\/er a{ﬁ‘?1 %ewm&le%og :aﬁanQ:L h‘gjf/éegﬁsgmelen cﬂl ear ed

and mani pu%t“@ﬂl}w”ytd!f@?eé‘wu‘ﬁm“&‘e aﬁé@f‘é”éﬁ‘&ﬂ%‘é‘%ﬁ‘“@@ﬂ%ﬁvwﬁb@w faecret

i nformati omngwdhiptoa;eﬂaﬂédldabn IFRQEENS Yo Jibt iBdet edura 1d it SEilithing GRS begin a

i npl enente um_gr onmand St ep
Action %ﬁg‘gntélggwm{sﬁl r%étt%g%k %T%p%mel%“ﬁ l%gd&‘:ellz“r a%%ﬁg%essl\/bde

M nTi cks CPP&%““P chip has been cleared it is ready for reprogramm ng and
reuse. A blank chip is of no use to an attacker, since although they can

create anygvalu ead fromand witten to), key-based
functions WI | %‘bt{'e%cra%[‘%ﬂe"?gﬁhpiﬁn or mation as Kt and K2 will be_ incorrect.

It is not neces%ﬁvWO%mtﬁww Ppthgtinetios shipiia asnAly peatiop command set. Thiy | o
for any opeaideddiidmhé actulizémmdnifind ﬁmmtcxfsa@kﬁymnknblemumwoflmmaﬂ Co RESET the

chip. The reas gﬁgll ] A i,nf ormati on
has been destrggle%'ﬂmﬁ@ou% |h§m%§3 ess tg&@tﬁk%g%ﬁﬁ&&fmﬁ% 8.2 SSl -
Set Secr et™ifEIRIFIRAP G m?éfna“f{? defscap RAU{RIpnt pRIRIhET SRSTFIh PR WidED D t s,
160 bits, iedachisics)s s, Buk paHits). None Changes: K1, K2, Checksum R SIWltten

| sTrusted - The (S8 cofudl s dekleSby dmog&@ﬂmléﬁpﬁm%ap&dv&ﬁqe&ﬂom@d the K1,

K2 and associ ated checksum. vari ab vari %bl e, and to set SIWitten
and | sTr ustEt yaug githedglrusied pitand %W‘?ﬂtf’ﬂueﬁﬁﬁ s¥efenbn and WR  conmmands. An
SSI . command corige Bllevigfoperitions38i defimdmand opcode fol |l owed by the secret

_informat i ofFffsR 19 R ntentication Chip Commands
Op" |T° | W | Mn® ~ Input Qutput Description
00 |- |- |CLR |- | - Clear ,
001 |0 |0 |SSI |[160,160,160,160] |- Set Secret Information-
010 [0 [1 |[RD [160, 160} [256,160] | Read M securely
010 |1 |1 |RND |- B (160,160] | Random
011 [0 |1 |WR | 12561 - Write M
o1 |1 |1 |TST | (256, 160] 1 Test
100 {0 1 SAM | [32] {32] Set Access Mode
01 |- 11 Jar |- 3 [f] Get IsTrusted
110 |- |1 |sSMT |32 - Set MinTicks
4 Opcode
b IsTrusted value
¢ IsWritten value
‘ 4 Mnemonic
“[n] = numer of bis requied for parameter




stored in the Kt, K2, Checksumand R registers. Since the authentication
chip is serial, this nust be transferred one bit at a tinme. The bit order
is LSB to MsB for each command conponent. An SSI command is therefore sent
as: bits 0-2 of the SSI opcode, followed by bits 0-159 of the new val ue
for Kt, bits 0-159 of the new value for K2 _.bits 0-159 of the new value for
Checksum and finally bits 0- 159 of the_seed value for K Atotal of 643
bits are transferred. The K1, Kr, Checks7l5r'n It, SIWitten, and IsTrusted

registers are aII I [,e . Wi T be set
usi ng the SSI m%%dfﬁgg@gom%r?%g frexa"é%le Egggmé“mgr%‘. fien o store the
fact that - %?@Oﬁa@lsbvémﬂr%ﬁé the IsFrustedqr IsWiitten vaigh Msmmde ¢ﬂier hipSS] '
SIWitten anhédwakesssed flags are clear (this is the case after a CLR

instruction), then 1, K2, c and R are | pade val ues.
16l ther 11 ag RGP b onstyes r R i o e o hod Tell Bt
bei ng execetmasind mi wporre@ipt of danpaade vl Hependon thacwrrent vdreblisisTrhitabit (wbudad at t enpt
to change 1k iOf). Wik weaditloga ﬁﬁ@&eal’“kb@&'ﬁﬁﬁkdohﬂgu QﬂrJd.' \Krﬁe}e them%m%ﬁu

command al so sets the IsTrusted f dependi ng on the value for R =
0, then thEEHP *%“Témﬁ%q“ﬂ&“@a“&?ﬂ ﬂWFPmmm"? Hepy 6“F’§3‘Y°§WEF§t ed
remai ns at m@ted anfd nﬁ-wustaj, authér@catibrd thips; Rddphe semaprrdésdaived thidwlabiNgr t hy, and

ther efor e | TT USkEH e SorEhussCoxdninddl yoh B SR FLIoRONGY ki GRS 0 DI ¢

only occurs durin an au entication ch 'S
reused, t e LEg @gﬁﬁ‘éﬂﬂ?f brgese Figgh mempry dypssumpddfpr, fhwﬁréewwﬂeéwnt‘ww V%aéleé afely
reprogrammﬁ W CER aCLEAR command, and fresh state information |oaded into M
using the SAM agg .. WR copppnds. The SSI command is i pl enented with the
foll ow ng steps: TabI e 15. Steps in SSI conmmand Step Action | CLR 2 K, c-
Read 160 bits fP¥MAMent 3 K2 c- Read 160 bits fromclient 4 Checksum E-
Read 160 bits f(rt(angeellenmn 5 RF Read 160 bits fromclient 6 |IF (R#0)
| sTrusted F | crasd 16AHn [ 160
bits, 160 bits] %E‘Wdléa})%mmg‘d%‘ L i bl gges pe O A M%Cﬁ%%%es R
The RD (Rélgﬁﬂ)o%BPﬁ%ﬂeS.ﬂg %%F"é@b‘&fﬂ %?éeé%i‘“ldﬁ%“sé'ﬁi‘ ?t"f“"eda?S%ﬁ%Thf gegyfionof ot e
data (M fiieChRonmimd, ah hutshietion chiigreill be afpropaammiblestate Jadt ys ifit had bdel freshly
aut.hentic | the RD request. The out put
%h&&u&éa Peafibd r%prggﬂﬁﬂﬁan Qg}d&&{eas tJRXreGst g p

bits fromthe RD conma e Input bits to the TST conmand on

‘a trusted aut hehtiRqrmed consivt of siapty "i‘Fé?HRf"P’B’&‘E“PBW Sy RoR e prbepticption climig ¢ s
(M st or ederfab thislnabtés transferei bne(bitst arigne!tip i) ordeSE LEB taM3Bsfofleach command component.

A CLR command is therefore sent as bits 0-2 of the CLR opcode. A total of 3 bits are transferred.
7 The CLR command can be called directly at any time. '

The order of erasure is important. SIWritten must be cleared first, to disable further calls to key
access functions (such as RND, TST, RD and WR). If the AccessMode bits are cleared before SIWritten, an
attacker could remove power at some point after they ﬁave been cleared, and manipulate M, thereby have a
better chance of retrieving the secret information with a partial chosen text attack.

The CLR command is implemented with the following steps:

Table 14. Steps in CLR command

Step Action
1 Erase SIWritten, IsTrusted, K;, K3, R, M
2 Erase AccessMode, MinTicks

Once the chip has been cleared it is ready for reprogramming and reuse. A blank chip is of no use to
an attacker, since although they can create any value for M (M can be read from and written to), key-based
functions will not provide any information as K; and K, will be incorrect.

It is not necessary to consume any input parameter bits if CLR is called for any opcode other than
CLR. An attacker will simply have to RESET the chip. The reason for calling CLR is to ensure that all secret
information has heen destroyed, making the chip useless to an attacker.



Since the authentication chip is serial, the command and i nput paraneters
must be transferred one bit -at a tine. The bit order is LSB to MSB for
each command conponent. A RD command is therefore: bits 0-2 of the RD
opcode, followed by bits 0-159 of X, and bits 0-159 of SKI[X]. 323 bits are
transferred in total. X and SKI [X] are obtained by calling the trusted
aut hentication chip's RND command. The 320 9its output by the trusted
chip's RND command can t herefore be fed @i rectly into the non-trusted

chip's RD ¢gnma d for these bits to be stored by System The
RD corrmand%gan %Qq S\“bem' vﬁ%gn the foll ow ng conditions have been net:
SIWitten = | |H’€H“Eat| ng Kh&z,CP@cW Cplhitd flhhitar 60 b, A8Abislbeen set up vi a

t he SSI com’rand;utpaﬂﬂonel sTrusted = 0 indicating the chip is not trusted

since it is not erm tte rat er sequences; In
addition, calls %)" #RD rrug¥ Fegl?i lﬁﬁn’&r%f ?slinrc"%%dggrrai ning register to reach
0. Once it has Ml(ssiéecrqth@mﬁtgm)s@mandg uged kodend dd KniKe hodigéserited Kkecksamensur e

that a m niRde, e K& aribik,landtb SPSVHREL MEB TG fa fsr%mus o RNBETST, RD and WR
M nTi cksRenmi ni n‘%uhs%i?o een re|l oaded with n i e RD commnd t\(/)%l‘l fies

c
that the k&M AR PORSIST PP Gt GPFﬂd§f°ﬁ%“’°ﬁB’6‘B“rF6?‘?‘§’ﬁ°é'Ba“B’§/
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generati Onoﬁﬂﬂa&%ﬁg%&ﬁ%@.’éénJo%i&%f&flﬁ‘ch%élmu@m&lﬂmen@f ti ”E regardl eSS Of
whet her the keys _are correct_or not nmes are no

attacker can gafhSAteuReRd eRoxsHAS W’IP Eﬁf‘l?ﬁ §S§0pg?d§. f"q(’ﬁﬁ"cﬂyrb’éscf’flsg Pffa et”ﬁ%
i nternal vesefdr &abitsai 59 efithesiew vae fCKR bitt RSP bt e vata fbreticck@mcdng Sivalipbits 01 he
key infor npgglop,ge é@&dmlu%h@ﬁttﬁtéi%}éﬁii gliggcrug%fe;rgae chip. If KI and K2 are stored

as nultilevel Flash menory 'l rmulti-level Flash values should be
used for the veﬁcﬁ"é%tqhﬁhs“ﬁr%ég’g%mf"ﬁ%"t%%‘%feglsﬁﬁfmflhﬂ“?ﬁﬁso&’ ast8 to
represent ocomimagl. Vi co snly beaet usimixerBSI @mmafid. 2- bit nulti-| evel Flash is used,

KI and K2 are efﬁegﬁcwﬁéngus%&ﬂ é&g&ﬁv&@m sio@%?mhgmﬁpbe&ﬂsadadmkak of 640,

bits. Owce the I ntern safe, th D comand checks to

see if theChopStR anf By e $l¥riden and IaTrysindfiges “Fﬁl"%‘ (Pig ISébéeﬁ?ﬁfﬁer %WW‘P% Pnal | y
gener at i NgKiIKd, Cfkstrpand Rhae loadgaicrtics Hip n@inckvbh EriteOTvp &isetrvg atempted @8 tl SSIreafjai nst
the i nput ;SKet Rlommbhi b%mgéc@&[e&tsin%nﬂ'@gatﬁamad SRbottlfidnt SRR ndnpeSRAR anount

‘of time r ardless of _whether th nput parameters are correct or not. |f
“the ti rresq‘g F BipEadeRaced Kiifout calf Eker can gain information about which
bits of SKI[X] TaedScmurund dwisets gl rostad Jlagylepenfling onttiveraliefor R- IfiRar & then be chiptio  be
invalid i Soflced in@ReRHSy, &%ﬁﬁ}eﬁm&ﬁa&mﬂmwmqmm@émm@m&e of the
wrong consumable in the wo R"‘Ea bad trusted chip ( ener at i ng. bad

pairs), or™HK °’§'§’1“5‘1:‘Rmf‘8'ﬁlsT'H% é"lff’tl’i‘éh e threttivg 9b the RTngriditanty oryp dfengfe 0 i s
returned WSkwmimawl. | nput paraneters are wong. The tinme taken for 0 to be

1, SR8 B o S e
T Rt 5 M) o, ol sSSP B RENARE BRI, |
transferré’d*wmmm foIIovm ng order. bits 0-15 of |V[0] bits 0-15 of MI],
t hrough to bi ts;hé)sslamgfaud\gg,é]ementél&th[bgfdumbﬂ,gg@s cal cul ated and out put as

Tha PR raaictar 1 c ucad +n cfnrnf ho. Y\l"
\?Ialt ;Sdgt |1§n Taple 13, ens wSSkpomgaand; ™ This is because RFJ:I)uSngurR:I)ngrtehrerut ual Iy
excl usi ve.| Th&eRD ¢ommand is inpl astimted with the fqgll ow ng st eps:

1 : CLR

2 K, < Read 160 bits from client

3 K; ¢« Read 160 bits from client

4 Checksum « Read 160 bits from client

5 R « Read 160 bits from client

6 IF (R # 0)

IsTrusted « 1
7 SIWritten ¢ 1




Table 16. Steps in.RD command Step Action | IF (MnTicksRemaining O 0)
GOTO 1 2 MnTicksRemaining t- MnTicks 3 Hash F Calculate SKI[KI | K21 4
K <-- (Hash = Checksum) Note that this operation nust take constant tine
so an attacker cannot determ ne anything about the validity of particular
bits of Hash. 5 IF (-OK) GOIO CLR 6 R <- Read 160 bits fromclient 7 Hash
<- Calculate SKI[TR] 8 OK <- (Hash = next 160 bits fromclient) Note that
this operation nust take constant time s®-an attacker cannot determ ne how
much of their guess is correct. |F (OK) Qutput 256 bits of Mto client
ELSE out putd3256 B 1Readht 0 to cllent 10 Hash <- Calculate SK2[RI1 M 1 |

I F (OK) Qutput Xgkebits of Hash, saXpt i1e0tits, 18K Out put 160 bits of 0 to
client 8.4 RNDg; ndom R, SKI[R] _ [160 bits, 160
bits] Changes: ne The kﬁ%‘z%@gﬁﬁb&mﬁ& is used by a client to obtain
avalid R SKI[Rpa9#&Fr for useRin a subsequent authentication via the RD
and TST com"randsme:abu&a})wm&diamdﬁ@cmpw&dwnmﬁeﬁtsofsmdﬂ\dﬂ)ﬁrmms&nd is

therefore %as%l aythen 'txcﬁt%on fchx? l(%f\ma wﬂf& allﬂl\fl.‘. tlcaﬁ)on%gg F.;l]lv Sp%lé gon tto%g[ﬂggg\/@wt e C ?‘n

only be use &onditions =
i ndi cati ng Otlfbmbﬂsrﬁlom theRD c@n@eidsm’w Bed eb i ipptAits ol T ST aqmugapd qpjagrugied @utiggication

co mgand ﬁgﬂp fok &Iﬁé&ﬁ&n,edlth-thd firdt DSEibRAM) EIG’BJ ﬂ'dﬁlat@rhlkeﬂf (aSwdIRpTSE @dmi 10 gener at e
238- b1t out put  SPNIRE RS ROTHE R~ Eae BERalogppi Pt bl ot i ER by 0
chip's RD atatime. The blt order is LSB to MSB for each command component. A RD command is therefore; bits 0-2

of the R opcode, followed by bits 0-159 of X, and bits 0-159 of Sy, [X]. 323 bits are transferred in total. X

and Sg,[X] are obtained by calling the trusted authentication' chip’s RND command. The 320 bits output by

the trusted chip’s RND command can therefore be fed directly into the non-trusted chip’s RD command, with

no need for these bits to be stored by System.
The RD command can only be used when the following conditions have been met:
. SIWritten = 1 indicating that K,, Kz, Checksum and R have been set up via the SSI
command; and
. IsTrusted =0 " indicating the chip is not trusted since it is not permitted to generate
| random nu:ﬁber sequences;

In addition, calls to RD must wait for the MinTicksRemaining register to reach 0. Once it bas done
50, the register is reloaded with MinTicks to ensure that a minimum time will elapse between calls to RD.

Once MinTicksRen:;aining has been reloaded with MinTicks, the RD command verifies that the keys
have not been tampered with. This is accomplished by internally generating S[K | K;) and comparing against

* Checksum. This generation and comparison must take the same amount of time regardless of whether the keys
are correct or not. If the times are not the same, an attacker can gain information about which bits are
incorrect. If the internal verification fails, the CLR function is called to clear all the key information and
effectively destroy the chip. If K, and K; are stored as mult_ilevel Flash memory, the full multi-level Flash
values should be used for the verification process instead of just the subset used fo represent valid values. For
exampie, if 2-bit multi-level Flash is used, K; and K, are effectively 320 bits each instead of 160 for a total of
640.bits.

Once the internal keys are known to be safe, the RD command checks to see if the input parameters
are valid. This is accomplished by internally generating Sy [X] for the input X, and then o’omﬁaring the result
against the input Sg,[X]. This generation and comparison must take the same amount of time regardless of
whether the input parameters are correct or not. If the times are not the same, an attacker can gain
mformatlon about which bits of Si,[X] are incerrect.

The only way for the input parameters to be invalid is an erroneous System (passmg the wrong bits),
a case of the wrong consumable in the wrong System, a bad trusted chip (generating bad pairs), or an attack
on the authentication chip. A constant value of 0 is returned when the input parameters are wrong. The time
taken for 0 to be returned must be the same for all bad inputs so that attackers can learn nothing about what

was invalid.



command as the input paraneters. There is no need for the client to store
themat all, since they are not required again. However the TST command
will only succeed if the random nunber passed into the RD conmand was
obtained first fromthe RND command. If a caller only calls RND nultiple
times, the sane R, SKI [R] pair wll be returned each time. Rwll only
advance to the next random nunber in the sequence after a successful call
to TST. See TST for nore infornatlon Blﬂ‘ore returning any information,

t he RND command checks to ensu . s have n W th
by cal cul ating tg %& ts E?’b Wﬂj ilﬁ W‘ﬁ%ﬁ?@ﬂﬁf‘fﬁzﬁw%?ghave
been t anperMére ﬂwfcﬂedtlmféc i‘;ﬂm‘(ﬂs@tﬁm ks 415 HEMID], Bits OF 1 DHINI(1 Isthroeghltatils 0-85 EMEISE any

key i nfor nagimp ilsf;al,,lgfm@mo@,t%rbgs@tsgred as multilevel Flash nenory, the
full multi-Ilevel ul.d be used for the verification process

ash v s sh
instead of justTh‘f#5@@%‘5@%%‘@3&6%@&@\9&@8@?%&@Eﬂpaﬂ‘fo?m sdsbgiipre, i f
2-bit nul t iRNDeand RD e awoallysxaisiedl, Kr and K2 are effectivel y 320 bits each

instead of 160 fTQéRﬁan{ﬂ}aﬁd:sﬁpleﬁé&d%&&e%ﬂ&ﬁ%ﬁ%&omnd is inplemented with

the foll ow st eps feps 1 n caonmmand. St ep Action | Hash
<-- Cal cul alt Ebleit-Bieps i RIRoqmmendy <~ (Hash = Checksum) Note that {his

oper ati on nusstef ake constant t| me SO amcidnf acker cannot determ ne anyt hing
about the vatjei-t Rebu.l.a.l its—of—Hash—3—+F ( ,G() SSFO CLR 4
Qutput 160 |pits of “3“1 RGREEE £, 01 F Cal cul ate SK [R 6 Quf put 160
biits of Hagh to c| iG8AP18. 5 TST - Test - Input: X, SK2[R | X = [256 bits,

160 bits] [OFPUl MioleRdnmnig c Miklacmanges MR armd—MTrtksRenai ni ng (or
all registdesif fattack detecied) The TST (Test) command is _usefd to

aut hent i catle 3 r dadef— falqubats$dKihBA- t rust ed aut henti cation chi pi The TST
(Test) comfand conekst G- @ﬁg@mhgal conmmand opcode folTowed by ihput

paraneters: X and g {hg I é Since the authentication chip is|serial,
this must Be trar|sTef agiymeraisp musfakepopsiapitime 4q.79 afgcker coppptdetering gy t o VBB

for each command |cevhiaerot 4@ validifof pard@lhr Wpfitsid i s t herefore: blrts 0-2 of
the TST opg¢ode, f[olf@PEy by bIts 0-255 of M bits 0159 of—SK2[R | M. 419

‘bits are tnnansferjred in total. Since the last 416 input bits arle obtained
as the output bitjsOPTYHB RD conmmand to a non-trusted authentifcation chip,
the entirejdata coms-m&;mwmh&uﬁtto be stored by the ~client.jInstead,

. the bItS C ¢t bU rnﬁﬁnnl "€C+"’ t+© LIIU tl uut\,d Mutll\rlltl\aut;vli uhl p S TST
command. Ohly the a‘a%%(_%‘lcfﬂmg‘f‘mﬂ/l shoul d be kept froma RD commdnd. The TST

command cah énly |b@K grs@dshwtven 160tbas ffood diewli ng condi ti ons have begn net:

Note that this operation must take constant time so an attacker cannot determine

how much of their guess is correct.
9 IF(OK) '

| Output 256 bits of M to client
ELSE

Output 256 bits of 0 to client

10 Hash « Calculate Sio{R | M]

11 - IF (0K} '

Output 160 bits of Hash to client
ELSE

Qutput 160 bits of O to client

84 RND - Random

Input: None
Output: R, Si[R] = (160 bits, 160 bits]
Changes: None .

‘The RND (Random) command is used by a client to obtain a valid R, Sk, [R] pair forusein a
subsequent authentication via the RD and TST commands. Since there are no input parameters, an RND

command is therefore simply bits 0-2 of the RND opcode.



SIWitten = 1 indicating that K1, K2, Checksum and R have been set up via
the SSI command; and |IsTrusted = 1 indicating the chip is pernitted to
generate random nunber sequences. |In addition, calls to TST nust wait for
the M nTi cksRenai ning register to reach 0. Once it has done so, the
register is reloaded with-MnTicks to ensure that a mninumtinme wll

el apse between calls to TST. The TST comman® then checks to nmake sure that
the keys have not ben tanpered. This |s‘75accorrpl i shed by internally
generating S[ K1l and a Checksum T eneration and
conpari son must ‘b’ Eﬁbcmm mﬁ%%&getd t@"??%"’?‘%ﬁ’&?‘%ﬂ“%‘?g l%ﬁet her the keys
are correcte or rfidWrtdaf-1t he ti nu@cauag&atrKOIKzt(Bhecksdeamaieia&lpetaﬂmam gai n

i nformation about which bits agg.d.ngQtd ect. If the internal verification
fails, the CLR function is called to clear all the key information and

ef fectivel y* destF it Re chip. [odicatng thechindspermified togepsratsdangam RHETDeT/SIaBSpEss. F| ash
menory, the ful IRNDBeﬁmnsHo&N&ndEdl[mihtﬁéaiudes shoul d be used for the
verification Last d se r.e t valid
val ues. For exan'I’I&}%E\g%%It{‘m‘&l %R% ""a"d Eﬁ'%ﬁﬁ:m% ?J';f’é' “ﬁ&” K2 are

ef f ect i vel yoBpgdps thesinpuprapmeters Thexelis Eﬁfﬂ%@“\i@heﬂamtsw&metfaﬂﬁw iy nST causes

the inter na&q.m«ad\agdwao&eeer&ermahﬁ@ﬁm@ym} S eddMUblranl¥bny RInb& pasi&ldVhd ROR 1 S

t hen cal cul e inst the 160 bit input hash value. A
‘single out p%%’g%at 1S ped‘ﬁé@ﬁ%‘%dg?ﬁﬂﬁ ;ml&are the sanme, and O if they are
different. The lﬁfsaéallfﬂﬂ!mélsmmleﬂmﬁ#mwResxt[&]%wélbsmdwh@ﬂfbwﬂland is
the reason oiyavidio: B e nextlratiod h@nbdtih 18 bdqyen@afidr U RicBAT QMBIHESSee T fohtRoroUL pUL
bit is 1, R.s updated to be the next random nunber in the sequence. This
forces the'caller to use a new random nunber each time RD and TST are

cal | ed. The r esBefergrumingtap infotgiation; the RNID camupaps checkre ¢nisure thas the keys kaze dohijsert
string has w&@aeuﬁmmp&nceﬂungsgc, mandw@aﬁﬂgmgmmm m&%eeykmeseeﬁmﬂgek&m in

t he TSTfunct i hus ol t acker QIR executl on
‘ he«?tsugn%ﬁly
times or er-o rocessegﬁge ore l(l’()l 6'}5’“8 oI 18 &%hext

random nu nﬁéﬁ“‘el’% Flash ﬁ’é‘P‘m’:é‘& fifllrpyiri- iRvel Kgsh yrlugs f’:b@@dﬂyluﬁed ﬁpathe Wailﬁcayelmf@d;s kRS (tap
sel ect i onsof j@Nthbiubsst u&,d to¥epredent A6l valies, ForlaQunip] it 3-8 mul®RvepFlhsh wabdd &k, bk, Bel S Set

up via theﬁé&wl\(ﬁg _I BN a[%adocf%fgramqﬂxdgqaggom nunber except 0 (an LFSR

filled wt ce a never-en streamof OGs). R is transforned
by XORing bi tsT'BRN?co:amwaﬁanﬂcntee'g‘bwﬁlékefog?wagswft| ng all 160 bits right |
bit using h&lé(ﬁ%t&pe&lmbcaﬁm;nhe rnput bit To DBtH59.  Thé nelw Rw Il be
returned of—t —frext—eat—te—RNB—The '!‘SR s—t+-he—sare—as— hat shown in
Fig. 9. Note ? Bt fhe tine taken for 8% be returned fron TST nust be the
" same for alll Ibad |n|cﬁﬁﬁis<—§eicttiﬁa$m[1<altfizhckers can | earn nothi hg about what was
inval i d abgus THe TR @ANE Cloisumpand 15 Tpremented Wit h the fol | ow ng
steps: 0 {77 Tabl¢ 18. Steps in TST command Step Action | F

(M nTi cksRemai ni ng| ANof)hagisstepemtion nyist sk coustpas fims Rirhjackentpiet ks 3 Hash <-

Cal cul ate BKI[KI || Képrmie Gigthing léduiasdwhzm@hﬁnmum)utswbﬂsht hat{ t hi s operation
must take COFStaNMt [ tFEIE TGO an attacker——Tanmuot—deternre #nyt hi ng about the
~validity of parti CJIGaOr blts of Hash

:

D

v

4 Output 160 bits of R to client
Hash ¢ Caliculate Sg[R]
6 Ou_lput 160 bits of Hash to client

8.5 TST - Test -
Input: X, Sga{R | X] = [256 bits, 160 bits)

Output: 1 or 0 =11 bit] 7
Changes: M, R and MinTicksRemaining (or all registers if attack detected)

The TST (Test) command is used to authenticate a read of M from a non-trusted authentication chip.
The TST (Test) command consists of the TST command opcode followed by input parameters: X and S¢,[R |
- X]. Since the authentication chip is serial, this must be transferred one bit at 2 time. The bit order is LSB to

MSB for each command component.



S5 1F ((-OK) OR(R=0)) GOIO CLR 6 M<- Read 256 bhits fromclient 7 Hash
<- Calculate S,r,[R1 M 8 Hash - (Hash = next 160 bits fromclient) Note
that this operation nust take constant tine so an attacker cannot

determ ne how nmuch of their guess is correct. 9 IF (OK) Tenp R Erase E- R
Advance TEMP via LFSR R f- Tenp 10 Qutput 1 bit of OKto client Note that
we can't sinply advance R directly in Step ¥ since Ris Flash menory, and
must be erased in order for any set bi t’%0 becone 0. If power is renoved
fromthe authentj ion chi urd.r af t.et [,aSi. . e of
R, but before trf‘efsﬁlec\?v'g?}%"?ﬁé&? g’fe' kgﬁgghggggrO\R/rcﬁd?’{og%‘,?“tﬁiigﬁgﬁw\?ﬁ?w&geﬁgdrgsed
“but not  r SedR®MhMbiss erasansfyed ip foty. Sinprathedast 416 ingit bitgarejobtainedfas theoptpydiitelien 2 Yet
Rte, : a(si tuaildoaﬁaﬁa{awmﬁlg&&&m:t]@n@mn&%%mﬁ&t&ga%eeimev&@pq 16 bk feﬁG e t hi s ’
even as as .check of K an and .t akes. on i e ac
s et sct oo BB AR e ? s e DR Bef i e b
regi'ster f dits R Meshehldbe ept frahi 4 RD ®mmand. t 0ggl ed after the new val ue has been

| oaded. It has ﬁgém%@&n@@%uﬂ%ds&vxhtutﬁefoﬁmlu%mﬁie.ﬁha@be‘e%ar easons of
space, but if chip space allows it, an extra 160-bit Flash reqgister would
be useful Por t ANKHT pose. 8. BUGHEENM Koks fprstum et bevgbogaeup Pedie Syt put
None Changes: M A WR (Wite) conmadgais used to update the witable parts

of M contaijni ng entication ¢hip . state ?ﬂ; o OQEEP Ltsellf

I's not secure. I[t%["é'grrtir]gse{11 be foll o%_g&ﬁ%/ aﬁ_1i AU eagﬁ'iggug'?tg%‘rme%a 0 gﬁ?%\:/lg'a a RD
command) to ensbyaddifdgperllsthESTommlyGE fanghs MinfirksRemaiiparegiter tadeacky). Oncpg hasgdana\R .
gpmmn]g i gs&mb kegitertyrelpatedSH it Q/id Hidks MBnst-@ MR HlniRE Gflewill@lapso BadtkeDdaid BESTIEW 2|56
its o ata t tt t e | .p is serial,
t he new val ue fg?ebl%f%isnfm%%entc_rgeﬁ%é?%%g %%%e%% {?a%géolt%g%afn%f%% bit order
is LSB.to Rmmomlighed by ieipmalipgeneisiiae SEn{Iohiod comparingreainshihedsam; Thisgrreralitrd: bits
0;’] 2 O];] t heompRisoNaERCkRke tie finle aMma: @ymé’-)‘.eé‘aﬁdl&s_' ¥ Whéder NG K3)s,ardviokréct le&feﬁﬁ% 1],
through t o, Dt Se Sk i Uac %%\g/? |nLSout S L0193 8konane VIR
command caﬁr?g&rﬁlﬁlx € ugéea_cfm \/\%g |{?({ e‘_?n t:‘%?"Gr\libsntgl cajfﬁgr?t' ﬁﬁ%{? m%‘; ﬁff‘;
Checksum aftlls. fe Chi fractippig paliedde clegpall theey igformdpn aud effegfively desrovdiewhip Ak & o,
then K1, Kae stéhies aahilvedFigth Redi@y, eheROfmilBRV] Blash tiflues 3heild beaied fdr ke védifiRitio mmand
is called j of 1 S ABLek dsbdio FeBredMiel hifl o 1 G e vier ned by
t he cor res%rg‘%%?‘%?d g’c@@’s%ctd%%l %eg .éaggt é‘lﬁo%lgeé'al: ?%Q%%%k%g%@ﬂg%glg%ghegl ster.
The' AccessWebEr 3 Krargeffsctisely 328 bits aghiggtepd nf 168 Apnadunt pipARbits

TST causes the internal M value to be replaced by the input M value. Sgo[M | R] is then calculated,
and coinpared against the 160 bit input hash value. A single output bit is produced: 1 if they are the same, and

0if they are different, The use of the internal M value is to save space on chip, and is the reason why RD and
TST are mutually exclusive commands. If the outpit bit is 1, R is updated to be the next random number in
- the sequence. This forces the caller to use a new random number each time RD and TST are called.

The resultant output bit is not output until tﬁe entire input string has been compared, so that the time
to gvaluate the comparison in the TST function is aiways the same. Thus no attacker can compare execution
times or mumber of bits processe& before an output is given.

The next random number is generated from R using a 160-bit maximal period LFSR {tap selections
on bits 5, 3, 2, and 0). The initial 160-bit value for R is set up via the SSI command, and can be any random
number except O (an LFSR filled with Osrwill produce a never-ending stream of Gs). R is transformed by

" XOR.ing bits 0, 2, 3, and 5 together, and shifting all 160 bits right 1 bit using the XOR result as the input bit to
byse. The new R will be returned on the next cail to RND. The LFSR is the same as that shown in Fig. 9.

Note that the time taken for 0 to be returned from TST must be the same for all bad inputs so that

attackers can learn nothing about what was invalid about the input. ’

The TST command is implemented with the following steps:



When witing the new value to Mn] the fact that Mn] is Flash nenory nust
be taken into account. All the bits of Mn] nust be erased, and then the
~appropriate bits set. Since these two steps occur on different cycles, it
| eaves the possibility of attack open. An attacker can renove power after
erasure, but before programm ng wth the new val ue. However, there is no
advantage to an attacker in doing this: _A%Read/Wite Mn] changed to 0 by
this neans is of no advantage since thedttacker could have witten any
val ue usi ngr# WR—corpend—anyway—A Read—onty—M-nf—changed—to 0 by this
means al | ows 28 G AP RRBwn text pair (where the Mn]l id 0 instead of
t he origi nalStepal ug). For future use Mdtowal ues, they are alrgady 0, so no
informati o T Ui VH}I(MgTékSQgt&qﬂﬂég@‘g onty—Mmni—Tthanged—to 0 siTpl y speeds up
the tine in which{the consumabl € IS used up. It does not give any new
~information to an|a¥®Heker that using the consumable would gie. 0 79 The
VR command [I'sz T npl| epeitcedeniididy L M@kl Tow ng steps: Table 1I9.| Steps in WR
n 1

command St gp—Acti-9gA——1 mﬁmu-nl—e-p?d—l;@—EqEneeu-%el—ed—é—O%F 15 2 Tenp
<- Read 16 |bits fid¥kti@lktiate kiRl Accessmbde[-,n] Conpareito the

previ ous vdlue 5 [ToK+ @iarThskdn) , n])[ conpari son 1s unsigned]] EQ <- (Tenp-

= M- n]) q VEF( AME AM =MSR), A LT) v AM = NVBR) Y (DgcEncountered

/ LT)) 7 DecEncoun@é/g%"a'b%- PT“(“M“:SQWSI‘%?“%%‘I% 8 ek m%’)oNI\/BR) A

DecEncount dred) v{ deferiipeanytitifgRbousthqlidic of mttioviadityof Hh  EgEncount ered <-

((AM = MSRAEQ \,ﬁ:((tbﬁ}VbEﬁ{\L _ vance to the next

Access Mbdg set and wite the new M-n] if applicable 8 IF (WE) Erase

M-,a] M4,n) - TEMPOYE 10 IF (n* 0) GOTO 2 8.7 SAM - Set {AccessMbde
6

M <— Read 256 bits from client
7 Hash « Calculate S,[R | M] _
8 Hash ~ (Hash = next 160 bits from client)

Note that this operation must take constant time so an attacker cannot
determine how much of their guess is correct.

9 IF (OK)

Temp « R

Erase <« R

Advance TEMP via LESR
R « Temp

10 Output 1 bit of OK to client

Note that we can't simply advance R dlrectly in Step 9 since R is Flash memory, and must be erased
- in order for any set bit to become 0. If power is removed from the authentication chip during Step 9 after

é_ra_sing the old value of R, but before the new value for R has been written, then R will be erased but not
reprogrammed. We therefore have the situation of IsTrusted=1, yet R=0, a situation only possible due to an
attacker. Step 5 detects this event (as well as the check of K, and K3), and takes action if the attack is detected.

‘The problem can be avoided by having a secongd 160-bit Flash register for R and a Validity Bit,
toggled after the new value has been loaded. It has not been included in this implementation for reasons of
space, but if chip space allows it, an extra 160-bit Flash register would be useful for this purpose.
8.6 WR - Write

Input: Meew = [256 bits]
Qutput: None '
Changes: M

A WR (Write) command is used to update the writable parts of M containing authentication chip
state data. The WR command by itself is not secure. Tt must be followed by an authenticated read of M (via a
RD command) to ensure that the change was made as specified.



| nput: AccessMbde., , . [32 bits] Qutput: AccessMbde = [32 bits] Changes:
AccessMbde The SAM (Set Access Mbde) command is used to set the 32 bits of
the AccessMbde register, and is only available for use in consunabl e

aut henti cation chips (where the IsTrusted flag = 0). The SAM command is
call ed by passing the SAM command opcode foll owed by a 32-bit val ue that
is used to set bits in the AccessMbde register. Since the authentication
chip is serial, the data nust be transf€rred one bit at a tine. The bit

order is LSB tngea&l gﬁ[}gggg n >r ef or e:
bits 0-2 of the op coagéﬁaf“ ‘goﬂgg?&%d?f%% ugt?w{ﬁg“ﬁh%b‘ f|r
AccessMode a3 bgpriten 5.’% Singq th pythentipation ql“lﬁ isseriah the ngy vaBe for Manuside transfivrsd ene bit
register i staQideyTnsbicqiced Lmtomgm.rbamaﬁﬂuu% en@A%oﬁﬁmmE&cfo% &&% 2an

access setting
any Accessﬁﬁﬁe%%olfc gﬁ %’%&a‘%‘%@m%“?ﬁgﬁfﬁfﬂ%& We"fﬁggbg rbB‘?n and
witten toareFefesin tetelmmand only sets bits in the Accessl\/bde regi ster.
g%n?equgntly a Eﬂe“ﬂﬂ%otmﬁﬁﬂﬂth usem%hen@tmb msifca@ %"3“% 2,(Meacls.LnIa{n9ﬁ] RWto
read o sefti e riate bi a It ,
cal |1 ng. SAReRr R eSS mg e et € et PadimiB el mpspooenitiue ¢ he
pr ogr anmi nigtafd the{d Ryommand isvelbd insthridt. s at di fferent tines, perhaps at .
different st ageﬁheeﬁ.m{, ta%m@yép@&ﬁmpnng RERAEH Be coﬁesrpoﬁzsgﬁwes% Molid ¥iis £:6@Kla Onl Y
random dat a c |tte durlng%helnltlaéE ﬁ%}/ progranmm ng st age,
while all oWlﬁg“’%fss rTBb‘g SFONG s4t gyngitheSAdT PN, s consumabl e
serial nunbers. W&ﬂmmeugttlra@e@ﬁ&ma@mmmdfamdiaw&m Slathinfesiprytrug betlfee @uto ab@urit.0
al l.ow t he ACELoS omﬂramm ﬂe%msea%@ﬁa%qbﬂ?&nwm%@m& @es@fw%g{e&%&u;anme%Vt 0

ei t her IN% c{.ﬁ | houl d be noted that an access R can
be changeddyfff ey P°Tsﬁi‘§’%%?‘b°f’ﬂ’ot“ vk %Weg?‘tea&%f fter gpspfbut bRfare
aut hent i carréemammie With 8 hew valge.\boiweer, thaeandmn@gedanammemﬂdmama on chip would

detect tha th%ﬁ@amw@@[ﬁ]éﬂ&tgeﬁ&ww i85do RERERe BRO L atallEr QR@LAL 1 ON. The
setting of bits, corrgj‘fon S to that Fllash menory works best. The
only way to cl &4f*He & %egister, for exanple to change

a' Decremernt OnlA/Read/Duly Min)cHatzelRo Ad) Wisinteas alios's mdmﬁcﬁmltkb@vu@xﬁmﬁ-q)mamﬁmﬂjhe CLR-
command not 0“'1&’01&@&&& [ uﬁ?ﬁﬁx): F urNEER %43% e & Gl ears
the keys and al| of 'Ie'hués e )Accessl\/bdefhi ?t scﬁc%)%egégosﬁg(}'ﬁ% 8ml\/T n]

can oniy usef ulBf%™ be changed once between CLR conmands. The SAM command

returns the newikedtiet Ofly M) cAGRe ®IMIPE speediiup the fimé AfWLEE thé SuBsumiptd iOREd Bf €
bits have beeR §&8%Lot3HEadyQ %,A‘]glvmth an
i nput paraneter of %%A%%e?sv;s%%a%aﬁm?n%ﬁ%?ma%éﬁc]%tg%oé%@mé refore the

current value of AccessMWMbde will be returned to the caller. The SAM command
is inplemented with the followi ng steps: Table 20. Steps in SAM conmand _

Step Action 1 Tenp <- Read 32 bits from client 2 SetBits(AccessMWde, -
Tenp) 3 Qutput 32 bits of AccessMbde to client ,



8.8 AT - Get IsTrusted Input: None OQutput: IsTrusted =[i bit] Changes:
None The G T (Get IsTrusted) command is used to read the current val ue of
the IsTrusted bit on the authentication chip. If the bit returned is 1,
the authentication chip is a trusted System authentication chip. If the
bit returned is 0, the authentication chip is a consunabl e authentication
chip. A G T command consists of sinply the S T command opcode. Since the
aut hentication chipis serial, this nust®be transferred one bit at a tine.

The bit order i for h,commnd conponent. A G T command is
therefore sent ;j]slé_ﬁﬁfss&f)@l\%gg?ﬁeﬂ% ql%’t:&(’::‘)’l’ﬂ’é‘.g Rtotal of 3 bits are

t ransf er r ed| Tayle 19. §epsphWR@Fnasd mand i s i npl enented with the foll oM ng step:
Table 21. Je@gp ip G T command SUep ACTTQHen L CUTPUtTSTrUsted by to
client 8.9 SMF i : i . i 1t None
Changes: M n'Ti cks| B¥Earred &% M nTi cks) conmand is used to set bits in the
M nTi cks regi st er| pjkgeolidd@a— def i ne the - m ni num nunber of ticks that nust
pass in betjween clalls_to TST and RD. The SMI command is called by| passing
the SMI' conmand op'?:‘Gag followed by a 32-bit value that is used tojset bits
in the MnTlixks riehnpieRead 16HitOEan tilk@ aut hentication chip is serialf, the
data nust betrad s‘iﬁr(_r"d ane; Bi-+—at—a—t+e——The-bit—erder—+s+tSB-{o0 NMSB
for each cqmmand |COADONERTMRT"SMT command is therefore: bits 0-2|of the
SMI' opcode,| Goopirowde previgus lildes 0- 31 of bits to be set in MnTicks. |35 bits
are transf grged-ytot 1 - ] i b 0 upon
execution -cfs a CLF\!-T::(_(;F]TTB.RE :&n] alie of 0 rndl cates that no ticks|need to
pass betwedn cal ||[F&o (kay=pisel functions. The functions may thergefore be
cal l ed as [Ter eqUENGE Y @R IRW) &1 OCK Sspeed ITm Ui ng hardware alTows}the chip
to run. Since thg SMI command only sets bits, the effect is to al{ow a
client to get a véﬁ%?Mﬁﬁ)d‘Idlﬁl"y increase the tine delay if further calls
are made. $etti ng (@M+ NMER)SR (DeEnadunteadALTEt has no effect, and selting a
bit that ig5cteq ' ) o sEpw e —chip—dowr—finther—Fhe) setting
of bits coj gesporé)g&%ﬁ%d?tﬁgdﬂw hgdt%kltll“iéigﬁbrrermry wor ks best. The| only way
to clear bifts in|{@&MNMIRecknsengredyv f or. ‘exanpl e to change a val ue of 10
ticks to a| val ug@h sk EqELSudiedi3a)t he CLR command. However the CLR
command cl gars the M nTi cks (rﬁe&'

_ ister to 0 as well as clearing al| keys and
M 1t is therefon ERPEErestTEM AR ¢ 5Ker. . Thus the M nTicks register can

only usefully be SR)AEgERein@dAEQLR commands. The SMI' commpand i s
| Ml et eft i o A R M R s AR TR aghGRs T SMFcommand St ep
Acti on
8 IF (WE)
Erase M[—n]
' M{—n] < Temp
g Un
10 IF (n#0)
GOTO 2

87  SAM -Set AccessMode .
Input: AccessMode,e, = [32 bits]

Output: AccessMode = [32 bits]
Changes: AccessMode

The SAM (Set Access Mode) command is Iused to set the 32 bits of the AccessMode register, and is
only available for use in consumable authentication chips (where'the IsTrusted flag = 0). '

The SAM command is called by passing the SAM command opcode followed by a 32-bit value that
is used to set bits in the AccessMode register. Since the authentication chip is serial, the data must be
transferred one bit at a time. The bit oxder is LSB to MSB for each command component. A SAM command
is therefore: bits 0-2 of the SAM opcode, followed by bits 0-31 of bits to be set in AccessMode. 35 bits are

transferred in total.



1 Tenp F Read 32 bits fromclient 2 SetBits(MnTicks, Tenp) 9 Progranm ng
Aut henti cati on Chi ps Aut hentication chips nust be progranmed with logically
secure information in a physically secure environnment. Consequently the
progranm ng procedures cover both |ogical and physical security. Logical
security is the process of ensuring that Kb, K2, It, and the random M n]
val ues are generated by a physically raquom process, and not by a
conputer. It is also the process of ensufing that the order in which parts

of the chip areﬂggm?eg{s &%J&%ﬁmo%ﬁ}%@c&u’&&ﬁ%ﬂﬁ@mﬂﬂnﬂﬁ&aﬁ’m& cal

security is the process of “ensurin rogrammng station IS

physi cal | y made pfi0R indisgies paseess mgde gf) (@d’i“’éﬁhP‘?ﬁS“é‘@éWtAcwﬁ bt AfE LRIy
generation @tawmwbma&mmh@uédt$etl me of the storage of the Kkeys. In
addition, the prTcBg%%nygS;gng%‘gﬁg% c{:ess.gﬁ s%esttghl eR@X%ﬁeﬁt%anMgeﬁpts to

obtai n or destroy 0 has i ts onn S curlty
mechani sms afagys mefshits fonk(ng frere RWto R @ead guiy) bm@kﬁlamapl@telbépﬂansm andpyt t he

Progr anmi nNGaifateaavowithis 32- t@:lvaeeés&emp&ﬁpmm Pﬁlssm@me Wﬁ%cc&ﬁﬁéﬂél ty of

t he progra station.is i oned iefly here has .an en e
docurment o?;m giffff\eiﬁ'l“‘f?éiﬂha@ %‘E%VE TR ‘k °ﬁﬁ'ﬁﬁ?@8fs\j{m“ e 6 dto i cation
chi p nust madqymgmm«inmmmmwhemwmg sthge, wilk allowinpgsecopd| ues for K,

and K2 nusty, ﬁ.&@k@kk&h&gs&chaééa&u&meeeﬁasuﬂsésl ned to be a System
aut henti cati on be determ ned If the

he initial valuye :
chip is desti neg egj’%s CORBAY AR BTSP E "1 if '(?&F‘}Jw E 35S od "ﬁ{?g?sl’%"éln%’t to
0, and i ni M[allto pragrasefeonf RW tdviten MSRODESRS MORI(E Itsheald bbeoted étit ap preesTinale bOYVISRWRNg
stages ar epf hefal 9k8, Hu%ﬁ'%xﬁd fofhelpQn ammﬁ&tﬁuaﬁh&m@%m Qﬂethmo%'a@&Jrédon

bet ween Systens and Consumables 2, Determ ne st ens

Ke
Consunmabl & tEsaticpsion ship jvopld dejeq Fatthegviiayyas &g sicgeul ﬁ‘e"&) peaton ! °$H5‘§r am
Keys, RandofbitSeneresponid$ 1 e giostha Aldshioremerzovofis best, Program State Data and Access

i T e SR e s LB b e
r epr ogr arm&@'? REﬁfvff“%fsé?‘fsf ﬁﬁ&aﬁ °°§P’ﬁ§"eﬁ‘f Ci‘a‘éf”ﬁm L ﬁ'ﬁ’b‘%mf é“??‘&%es is

exam ned | AccedsModeudziser e nlko decihe beysand aBofM.St age 0: Manuf act ure Al t hough the
manuf acture of ﬁ&ﬁ&tﬁ@ﬂ&&&ﬁ&deﬁmﬁ RirR$hoddihg @Hilta] A8 Gty RefSGGE bHakked Sice RewREHTDET  OF
poi nts can l{)e made here e algorithns-and chip process is not special,
and requi r EER e cial security. Standard Fl ash processes are used. At
‘the end of the TmSaMzonmumdpprasitiggew valugof g hdeessitiode egisteriafichihqeppropriate bigsst ed by

bei ng pr ngmetmu;tlathelﬂﬁﬁttphﬁhut@[ B Qg HAM GAREBiaputlfaRin@ierioBo, ABedsiiEs Wik fidt
nmechani sm e%Lta f fautthhentl g,%t|oqgcwssw%ew1?h¥£enedttp&wﬂl p manuf act ur er

and pr ogra ron wou IOVl one nanufacturer with
bl ank chi ps. Th%swméémlwtﬁé@&%° S@#s: qut henti cati on chi ps,

_-"

Table 20. Steps in SAM command .
Step ' ‘ Action
1 Temp - Read 32 bits from client
2 SetBits(AccessMode, Temp)
3 Output 32 bits of AccessMode to client

8.8 GIT - Get IsTrusted

Input: None
Outpui: IsTrusted = [1 bit]
Changes: None

The GIT {Get IsTrusted) command is used to read the current value of the IsTrusted bit on the
authentication chip. If the bit returned is 1, the authentication chip is a trusted System authentication chip. If
the bit returned is 0, the authentication chip is a consumabie authentication chip.

A GIT command consists of simply the GIT command opcode. Since the authentication chip is
serial, this must be transferred one bit at a time. The bit order is LSB to MSB for each command component.
A GIT command is therefore sent as bits 0-2 of the GIT opcode. A total of 3 bits are transferred.



not anything authenticated by authentication chips. Since the progranm ng
station is the only nechanism w th consumabl e and system product keys, a
cl one manufacturer would not be able to programthe chips with the correct .
key. C one manufacturers would be able to programthe blank chips for their
own systens and consumables, but it wouldgbe difficult to place these
items on-the market w thout detection. I@ addition, a single theft would
be difficult to base a business around. 9.3 Stage 1: Determne Interaction

Bet ween Syst ens 411‘ dﬂéuc;mg“gl%lfgﬂogﬂg% what is a System and what
[=)

is a Consymabl e needs to termned hefore any _authentication chips can
be prograrTﬁ?H"'z‘AS‘EléelicsIFS?’l‘mﬁ’é‘éds to be made. about which Consumabl es can be
used in JWhiskp S)stems SI nce all ;;aaamect ed Systens and Consumabl es nust
share the Safe k¢ —or—they—0 83—al-se—need—+Ho share state-data
usage mechani smsw’\'}@ ‘5% O‘B‘F“‘t he interpretations of] that data have not
yet been determ ned. A sinple exanple is that of a car and car-keys. The
car itself gigs tRPTS¥SIMERTic@Nd the car-keys are the consumables. There are
several car-keys for each car, each containi.ng the sare key i nformation as
the ‘specific cP®However eacHind&fs«TP2Ph) woul d contain a different key
(shared by its ©atpukeys),Nekence we don't want car-keys fromone car

wor ki ng in anot pgimeeANOt her exgiplyg IS that of a photocopier that requires
a particular toner SCartri In sinple terms the_photocopier is_the
Syotem Cand t he THSHE: (St AR gEmped e oo Sih e LTV o raoe B on
nmust be maenimasounberftivks tapmpstpasdin botweyn daltsao BST ad RD. The SHE taverend icafli¢dby dges
and phot oCQRifS . sﬂok‘gmﬂ%ﬁ' o&r}'olﬂ@%l:?aﬁ B dafeBhhefs RERSset ﬂ}@ﬂ%e'rvﬂnﬂ&f @l the

physi cal packagin oner car certain cartri ges W or wont
fit in a néfreheg ““ﬁ%ﬁ@&éﬁ?“@#‘%%é‘ﬂ‘“&ﬁ"%“#@fﬂé%qbg‘ﬁ‘ e Bp h‘gder’anLSE Rat
copi er. Wh»SB&ueRE timin26d doponedl AR SMATcamikae ¢ thetefvee: bie 02ROGEIN Bofkdig tfollswat  wor k

toget et Mhdls BBAIGiL D, ARl BhALBLkGR iy addl ti on, each type of

consunabl e Tequires a ferent i vi di ng t he state data)

At hough t he waleREl sl lewet 19 yoon ?7‘5‘?“9°“f°f BitRssEERdad vt of Gt
appl i cat i Othat b Haks med th pdds efwead dalbcakey-Hgedurfions. Thaifudtion ssphbadgprabe calleibs be t he

same: @&W{ﬁ@t@@u@ﬁg@s&% sPegific use Set sone Mn]

regi sters aS|de for future use (1t required). Set these to be 0 and Read

Onl'y. The val ueSipog thp SME cqmuand eplyrses blﬁfhﬂsﬁ% S irellowe plishtAe e Ayl FRY SR BFPAsE v .
Set the r et daigy ffurther raligjirstnak. Sefiagt a bitdasit alemig set basto effectdpé sttingd bittevie t 0 be

M 15]) t OifafonBRasks i Moknthe Mib lidhnlter, i Bde@R bfbitPfon8RGas M bvaF AT PL S R hnYr

random This |s to make it nore difficult for a clone nanufacturer fo
attack t he"&iCfEnt i cation keys (see Section 5). The foll ow ng exanpl es show
ways in which tTheony wiydo dkat bits imghe MiwTicks waistirzfotkxample (g clibngen sakyslobltici8igmpose we
have a carvali by ua:asmiu@mféttmasmﬂsﬁxs{owaerleﬁf@imcolﬁ&ynamummé MinDickERéRet 1 Bs

enough to n| denti e car-key for a given car. The 256 bits of
M coul d be"di*V§ a]dllﬁ as #%Iwot@%m?m“f’%sf%y &&r s 256 Mbits Mn] Access

Description O ]P!@ thedvinTick trgister carponlyjupefiily be changed once between CLR commands.
The SMT command is implemented with the followmg steps:

Table 22. Steps in SMT command
Step Action
1 TFemp « Read 32 bits from client
2 SetBits(MinTicks, Temp)

9 Programming Authentication Chips

Authentication chips must be programmed with logically secure information in a physically secure
environment. Consequently the programming procedures cover both logical and physical security.

Logical security is the process of ensuring that K, K,, R, and the random M{[n] values are gencrated
by a physically random process, and not by a computer. It is also the process of ensuring that the order in
which parts of the chip'are programmed is the most logically secure.



1-4 RO Car engine nunber (64 bits) 5-8 RO.For future expansion = 0 (64

" bits) 9-15 RO Random bit data (112 bits) If the car manufacturer keeps all
| ogi cal keys for all cars, it is atrivial matter to nmanufacture a new
physi cal car-key for a given car should one be | ost. The new car-key woul d
contain a new Key Number in MO], but have,the sane K, and K2 as the car's
aut hentication chip. Car Systens could ow specific key nunbers to be

i nvalidated (for exanple if a key is Iosz) Such a systemm ght require

Key 0 (the mast %ysleaxécu&tp.s &@p&&wﬁ[@mg ke pm%aﬁ,ﬂmg Anoy@i,ﬂygcahfaeam &Rﬁ{‘ Key

0 again. Only _those valid keys woul d now wor car

case, for &Mz@wwwb@hﬁw&%@&%@m@ gtage p1idpring thehl@wn%@fheepmseeg% al keys
coul d be gawenlabditiof G plftRniag staitcmst 1% raRGEmD Gl pifsral af&i&;p&ltdkihlam@ﬂd’eshlé?ﬁSkdﬁ

e e TuE bl Sl 6 OMIRCLe U G RGOt L BBW Y P 11

particul ar ‘car use & SucH as T ent
i nf or mat i oﬁecf%@étﬁeﬁmm%ﬁlﬁmmﬂwnla@ K safe. Sh@hw@alr?mwew of ﬂ&rpﬁ@!}@mﬁ\e

have a photsRERR RhtdnfFRgeyhere buiMai £ Rnbd RElEnReisleRi@red every 100, 000

copi es. 329 itsare required to store the nunber of pages remaini ng The
256 bits of M c&IFEBe divided up as fol lows: Table 24. Photocopier's 256
Mbits Mn] Accdde mPesfhicpinjaathenti@tiqRChiSmpst bel progoamived befarGit dai begiped]In B3HBat ch

EU ”bfer . (16 vhids ﬁﬂ'K?anﬁ@BmBﬂﬂ%sX@Qéﬂai 1£R 0B 1 ld3khed B3 2e b&tst%m althehbicRton cidp, YRR A - |7f Rg)
Moo o o s Al v 559 1 4D e b YR a&@@ﬂ&ﬂ?i}ﬂéﬁﬂ%ﬁw%aﬂooo

copi es, th@%@@@%@éor%wmce@mmmbbseb@ used for conpatibility with
exi sting phot ocmlfﬁroamgmbssdr@thgram@,dm@r al consumabl e types to be used
with the sgne s 1u§am 9. 3.3 Exanple 3 Consider a Pol aroid canera consunabl e
cont ai ni ng-25 photo "A 16-bit countdown is all that is required to store .
t he nunber lof pﬁ@@r@@ebmonwmm@mwecmswb’es M coul d be divided up as

foll ows: Zabl enaémmﬁﬂ%foas}géﬁs%bb&é}nm] Access Description - 0 RO Seri al
nunber (16

bits) 1 Rq[ urrber 6 bi s) 2 MSR Phot os Remmining (16
bits) 3-6 RO Fo?r) ﬁré&’é’%}(gﬂ Ste"ﬁand((é eBI ts) 7-15 RO Random bit data
(144 bi tS) 4, Program Keys, Random Sced, MmkasaudUnusedM

,5._ Program State Data and Access Modes

Once the consumable or system is no longer required, the attached authenticationchip can be rensed. .
This is easily accomplished by reprogrammed the chip starting at Stage 4 again.

Each of the stages is examined in the subsequent sections. |
9.2 Stage 0: Manufacture

Although the manufacture of authentication chips is outlined in Section 10, a number of points can
be made here.

The algonthms and chip process is not special, and requires no spe.mal sccurity, Standard Flash
processes are used,

At the end of the manufacturing stage, the authentication chips are tested by being ﬁmgrammed with
particular test programs. There is no JTAG test mechanism.

A theft of authentication chips between the chip manufacturer and programming station would only
provide the clone manufacturer with blank chips. This merely compromises the sale of authentication chips,
not anything authenticated by authentication chips. Since the programming station is the only mechanism
with consumable and system product keys, a clone manufacturer would not be able to program the chips with
the correct key. Clone manufacturers would be able to program the biank chips for their own systems and
consumables, but it would be difficult to place these items on the market without defection. In addition, a
single theft would be difficult to base a business around. :

9.3 Stage I: Determine Interaction Between Systems and Consumables

The decision of what is a System and what is a Consumable needs to be determined before any
autheﬁtication chips can be programmed. A decision needs to be made about which Consumables can be used
in which Systems, since all connected Systems and Consumables must share the same key information. They



The Photos Remaining value at M 2] allows a nunber of consumable types to
be built for use with the sanme canera System For exanple, a new

consunabl e with 36 photos is trivial to program Suppose 2, years after the
i ntroduction of the canera, a new type of camera was introduced It is able
to use the old consunmabl e, but also can prgcess a new filmtype. M3] can
be used to define FilmType. Ad filmty €s woul d be 0, and the new film
types woul d be sone new val ue. New Syst efs- can take advantage of this.

ncomat i by P THS HETRR op P s SRk s e RGPS PR e

val ue of M Bfnderchiz=d r eact appropriately. To maintain conpatibility with
the ol d ConSU”BbAQm(IJIL &Q{n{]%@p§mlc§-k@)@%§%§&s@@k%§%&mtﬁdh)@yﬁ-kéypﬁc e e

key information as one a cl ean gr eak. W th a nev'\%System
and its own“SyBEey %ﬁ%ﬁmf%geﬁﬁ’fﬁéwwh%iﬂm% P U YIRS % - 85
93. 4 Exanpl @eoﬁc@ﬂﬁmad&reaehqaf(smean wmmdmmbﬂlﬁeramm&lhmdm&car—km& sincageriont

magenta, a . can be decrenented separately The
256 bits of cou?\cl}gm Eﬁﬁg{/‘%{ cF as ‘follows: Table 26. Pr| nter's 256 M

bits Mn] AccesshPEEermpleisdt ofg Phatyoapisr hal reqisgsp earticplagionss qeerjdes. Igpiedrn
nunber (16 dad ﬁh&:):coﬁerhﬁﬁé M) afdanRbuel dafrideSiR thd bdnsuymabié. o@gver t: ORI nvbst bERade

Magent a Remai ni I Dits
hi'/ | 0) I\?ﬁ/&ﬁv %Lp%éﬁq% utuk’%ﬁ%ané@ EM@%%% thg ﬁ%%%ﬁgﬁandom
“bit data (enadbtnttesqls@Mp@x@g@c@smmﬁ@ﬁwww@ymwwﬁ@ R Bt @S abl es
Once the dafddsl Qd@oc&aesbdsﬁemmm@u aiision fntiiaCdapiQyWhea ARtheaitdtich ONipsurealidate are t o

share the sanme k I x]’he val ues for K,, K2 and
their conespolﬁO | ng “SI ogk ehE %)or eﬁ%'ﬂ(’?{gaeutoerm ned. In nost cases,

Kt and K2 will ﬂeadg'e%vaaltwoéwea@mﬁl&?rewrrsatdrff?@ntWAfodSy%ﬂgMea‘ﬂ*a%nsunabl es
that have Almodg@mkw;ngemémm is 020 tvDl VA \from Agblitdtiod th pfiditidal B melee df dleatg Minjt he

sane K, and K2 v S@&ﬁs 1%:” %(2 must therefore be kept secret since the
entire securlt HrS R For = he Syst enf Consumabl e conbi nation i s nmade

void if the key@e&qc@eé@ﬁwblﬁf@é@mfPffSP@Wé“%eys are conproni sed, the damage
depends on,the rsbtrm&rmmmgw&ys%&,mr fadif mﬂm&;l Rbthes@idBe O 511 ReARIy! The VhlkeC

t hey can be repro ew non- m sed keys: In the case of a
phot ocopi er wtﬁa"t%%tﬁ%r %rénvgy?te'asg tt‘”ﬁc‘m\lﬁor %'case is that. a clone

manuf act ur er cogfteberdmainingdin f@a@@lﬁ et lepshasie butgtrlecsapiive i Yo T bedkrrdiQuly. or

worse, buy the”)mthﬁéWf%&&@h@]bmwﬂﬂﬁr&&ﬂ%s&w&hk&y&dlmdﬂlﬂfot'hﬂdshcl nsert
a car with car-keys, each

theminto their tL In the eof
th 1
car has a di ffelmg'h acm@rt °a+1 ii(éif’%’ i °“lfegs(cfe 8™ %o_possj bl e
: The following examples show ways in which thc state data may be organized,
9.3.1 Examplel

Suppose we have a car with associated car—keyé. A 16-bit key number is more than enough to

uhiquely identify each car-key for a given car.
The 256 bits of M could be divided up as follows:

Table 23. Car's 256 M bits -
M([n] Access ' Description
0 RO Key qumber (16 bits)
1-4 RO Car engine number (64 bits)
5-8 RO For future expansion = 0 (64 bits)
"9-15 RO Random bit data (112 bits)

If the car manufacturer keeps all logical keys for all cars, it is a trivial matter to manufacture a new
physical car-key for a given car should one be lost. The new car-key would contain a new Key Number in
M{[0], but have the same K, and K; as the car's authentication chip.

' Car Systems could allow specific key numbers to be invalidated (for example if a key is lost). Such a
system might require Key 0 (the master key) to be inserted first, then all valid keys, then Key 0 again. Only
those valid keys would now work with the car. In the worst case, for example if ail car-keys are lost, then a
new set of logical keys could be generated for the car and its associated physical car-keys if desired.



general scenarios. The first is that after the car and car-keys are
programmed with the keys, K, and KZ are deleted so no record of their

val ues are kept, neaning that there is no way to conpronm se K, and K2.
However no nore car-keys can be nmade for that car w thout reprogranm ng the
car's authentication chip. The second scenario is that the car

manuf acturer keeps K, and K2, and new keys ™ can be nade for the car. A
conprom se of K and K2 neans that sorree$=i’e coul d make a car-key
specifically. for a particular car. The s and random data used in the
aut henti cati on JWFS%BWSPWWB?%%%@ ¥ tlepafplaicdeans that is

non- det er m ni st ifmfeaseGaRbchdldy suBiDfpgaefngaithaionGudasditiardandail. nunber
cannot be ezd aleca sf it O 86 is determnistic - know edge of the
generator' s See gl'f/es all future nunbers). Kt and K2 shoul d be generated
by a physi cal | y Seepasehaye phstoeopiesimaeervait whish shoulddnfsalesed evepid 0P8 popier. Ahbis m bi t
generators gedmgdmgwua{,eﬁ%eegﬁmgﬁg randonness are subject to influence
by external é‘?} an g%{ Lﬁ Ifut?ﬁtl on. is inperative that such
devi ces be test {fgpﬁ o] LSt Qal randormess; A sinpl e yet
usef ul sour Teble. Hhetmdplm'sriﬁﬁmeﬂss |s the Lavarand (r) system{rom SG [55].

This genefatRfpUSEs aatiedl ta] canera to pagygghapn si X rava | anps every
few m nut e$ Im/a Hanps—contaln chaotic—turbulent systems—| The resultant

digital imhg8s are ffed RRto apSaplAumbr d6PEhent ation that prpduces a 7-way
hash, resulting 1 nja 16@86bit Jadumamixnswmsamery 7th bye from1 he digitized
inage. ThepesF+—sets—of—3&0—bt+t te—t40—byte value is fed
into a BBS g%nerat [ (S%Seit’spc ?35 W&?@%B%%FZW;O formati oph on the
Bl um Bl um Bhéib gendr.at ¥fRt 0 position the start of the output bitstream
The out put [ TG DI TS Trom)t ne muwﬂ,ﬁsnghe:a(bebdg,ey or the apt hentication
chip. An ejtrepe e,m..H, e—-of—al-pen—det He—-andem-pr-eeess i s sonmeone
flipping a cﬁ)\I 160 ngg for Rﬁ%d ﬁ‘&“iéfﬁg D‘ﬁi'res for K2 in alclean room
Wth each head or tall alor Ois entered on a panel of a Key_ Progranmer
Devi ce. The prokedoverauality imageynitiomadsit st heterlend@fios puly HaQ9P srgies e Bbit page
verificati wﬁtmﬁbquam&ﬁwmmgbwao&mmmwmwm typkh® poi nt
to be nade |sdtw1%tth securgmdata entry and storage is not-as sinple as it
sounds. The p?1 Srcal s securlty of the Key Programrer Device and acconpanyi ng.
Pr ogr anmi ng;3-3St§Wl?3reqU| res an entire docunent of its own [85]. Once keys
K, and K2 have O@iterapdl@sidtamed conuidbit batamine k@ adlbol battdayn id dighat imust be
kept for" hi ps need to be nmade that use the key.
In the first ulggira glgrﬁmamﬁgdg[eﬂr?g’%g%gand K2 are destroyed after a single
Syst em chi p-and™ %"t‘i’l"rﬁb‘l“ﬂ eéﬁ??f@”ﬁ&?/e been programmed. In the case of
the phot dﬁpﬁees.cémetrmervlbﬁmrtrldge K, and K2 nust be retaiped for as |ong
as the toners lelugiFe% betng—eade fliéécri'pl' —photocoprers. The keys nust
be kept sqcurely |See 8 br . more inforpation. 9. 5 Qt;ma : Determ ne
M nTi cks Hor® Syst dns aR@ Con Semaligmaker ALY 5] ue of M nTi cks Hepends on the
oper ati ng |cTock speed RD the Baddﬂhaﬂﬁetgabitspn chip (System specific) and the
noti on of prhat—ecorsti+t eSS e L eASRNe u.c(fG ucLV_‘VE'E‘I‘I—RB—OT_TST function
calls (application specific). %f"] Lrarion’of a si ngle tick depends on the
operati ng |cldtk speed. RThis EOTM@W‘?ﬁﬂﬁfé‘fbllshe i nput cljock speed and
t he aut henti<atl or—hl aos CI om&ddnimdaﬂamzmay dwar e. For exazlpl t he
aut hent i cat+en—ehHp—s—eleeklHmtinghardware—ray—be—set—at 10 MHz (it is
not changeabl e ue of
g ) epﬁsgf,s RASdfdRbdbe AP Kioh? s ducibior Jn&utmta@ s 658 Buit o e Vi

| tick is base I nst ead
of | MHz. thgsame camera System. For example, a new consumable with 36 photos is lrmal to program

- Suppose 2 years after the introduction of the camera, a new type of camera was introduced. It is able
to use the old consumable, but also can process a new film type. M[3] can be used to define Film Type. Old
film types would be 0, and the new film types would be some new value, New Systems can take advaniage of
this. Original systems would detect a non-zero value at M[3] and realize incompatibility with new film types.
New Systems would understand the value of M[3] and so react eppropﬁately. To maintain compatibility with
the old consumable, the new consumable and System needs to have the same key information as the old one.

To make a clean break with a new System and its own special consumables, a new key set would be required.



value of 1 tick is based on 10 MHz (since the clock speed is limted to 10
MHz). Once the duration of a tick is known, the M nTicks value can be set.
The value for MnTicks is the mnimmnunber of ticks required to pass
between calls to RD or RND key-based functions. Suppose the input clock.
speed matches the maxi mum cl ock speed of 10 MHz. If we want a mnimum of 1
second between calls to TST, the value foreM nTicks is set to 10, 000, 000.
Even a val ue such as 2 seconds might be8% conpletely reasonable value for
a System such as a prlnter (one aut-hentication per page, and one page
produced eVerdy Fx@PPIgd seconds). 9.6 Stage 4: Program Keys, Random Seed,

M nTi‘ cks and Unlm&ﬁeMpﬁHEﬂwﬁﬁxﬂdbﬁtctMB:m c?h,enaigemaa&dymgﬂm iBdatbuit @h t e[) |
manuf act ur [ , they have al ready een used in one consumabl e,
and nust bgwrg%%ghgg%nég use in another. Each authentication chip must
be AUTH2I - AU O'Ih&@‘?bIEWMCMWV%Wm@W(tO ensure it is not a Trojan

hor se aut h(ﬁm“gulm"t'p_fg@gnbﬁs See section 10. Z. 20), cleared, and programed
with new ke VLS and aw st at e data—Validati-on—cl-eari ng :\nrl $ ubsequent

progranm ng o 8Lt Hent AESES on| chi ps nust pﬁﬂ?’é‘“ﬁﬁ‘l‘ace in a segure
Programm ng 8t ation eanOonrrefSenaﬁmmbe[rBE]msﬂor nore information about the

physi cal natgyreof—the rrogrf ment—For—thrs—sgction, the
Programm ng.Station is (‘gnmdn}rgé\%ymﬂ llliﬁ?\z secure 9 6.1 Progranmng a
Trusted Syst ém Aut Hent iN¥ i on @Wﬁeqlaﬁm’!gﬂ%ﬂl*}hlhﬂ")i s to be a tfusted System
chi p, a sepdsval uejfor NMsRuUSt]| be gener at ed. It rrust be a rapdom nunber
derived frpma-—phygtecally ran €€55 rot—be—0{ The foll ow ng
t asks nust b% und rtal% Fr E&fg l@&f’g‘?h‘g@ and in a|secure

pr ogranm ng &nvi r on menNMSE . RESET the chip 2. CLR[I 3. Loafl R (160 bit

regi ster) Wgh phygiCalgisR T anpOiod REaindy (3oomh, kitdy K2, Checkpum R 5.

SMI[T M nTi ckss+—}—Fe—aut ferm-l-catl on chip is now ready for ipsertioninto a
System It has been cotffPRt el progranmed |f -the System auj hentication
chips are stglien ay thiBOpoi nItEorammde@wwsiommwG@tﬁtt)urer could puse themto
generate'l ,12_ ; PargRg ™1 hﬁi&ﬂm ut‘ﬂath@ﬂx‘tsﬁ' aRkrowrtext—attack on K,, or
.to use for i chaosen-text .attack on K2 I This is no

different to the purchase of a nunber of Systens, each containing a touted
aut hent i ca®4 on Stindep: Deldrmine Keyifori Systemy an@ Com3amibke St rength of the

Aut henti cation @JcQEQ&%zﬁu 1@9@@& e asr :S‘Qﬁiafﬁ}ﬁéés 28 colSumBd af% spade tﬁe dame Le

Progranmm ng a Non- Trust ed_Consunabl e Aut hentication Chip IfT the chlp isto

be a non- t PUe ket defingh The valesientke a1d s crrrmpgndine{dedkrgypusi b
slightly ddefriimdent to that of the trusted System authentication chi p.

Firstl y, the nggmé{é’alsédtqﬁ aMAK |gwﬁ'l’l%l(ljet‘h?etlane kot'alnmt AJ}F §9éfems ﬁxqgtlmgdnﬁmélthat ha;re b
D1 ogr anmed® PRI B B 1 TR Ry e S%Epanﬁé?gﬁﬁa% 98 Frhndom
data. The thaxfdrobe ke scombiinse testirelseruninteshanisador, theiSystintiGonsnpble ombingionisdede, and
i N a Secungidi e keysambomréhSise® MWikd IR ERS ¥bmpromised, the damage depends on the number of
systems and consumables, and the ease to which they can be reprbgrammcd with new non-compromised keysi
. In the case of a photocopier with toner cartridges, .the worst case is that a clone manufacturer could
. then manufacture their own authentication chips (or ivorsc, buy them}, program the chips with the
known keys, and then insert thern info their own consumables. _ .
. In the case of a car with car-keys, each car has a different set of keys. This leads to two possible
general scenarios. The first is that after the car and car-keys are programmed with the keys, K; and
K; are deleted so no.record of their values are kept, meaning that there is no way to comproniise K,
and K,. However no more car-keys can be made for that car without reprogramming the car's
- authentication chip. The second scenario is that the car manufacturer keeps K| and K, and new keys
. can be made for the car. A compromise of K| and K, means that someone could make a car-key
specifically for a particular car.
The keys and random data used in the authentication chips must therefore be generated by a means

that is non-deterministic (2 completely computer generated pseudo-random number cannot be used because it '



1. RESET the chip 2. CLR] 3. Load R (160 bit register) with O 4. SSI[K1,
K2, Checksum R] 5. Load X (256 bit register) with 0 6. Set bits in X
correspondi ng to appropriate Mn] with physically randomdata 7. WR X] 8.
Load Y (32 bit register) with 0 9. Set bits in Y corresponding to
appropriate Mn] with Read Only Access Nbdgs 10. SAM Y] 11.

SMIT M nTi cksco,,,,,, bk] The non-trusted consunable chip is now ready to be
programmed with the general state data. -&§ - -88 If t he aut hentication chips
are stol en, thi.s att acker coul osen t ext
i tack 1 e SRotier Sk bt e SRRSO e bR et o)
wth the rbmphm@ﬂymﬁdotwpmmmtdmzéyycmmn by an attacker (via the WR
command) . A NUMBGEeva rafdbh 6bdnStablY b@&l oﬁtﬁt@ﬁ K&fces%?}aadoﬂlﬁesf ok ddbject toltat]ﬂuéfn&r by@

limted M In the worst situation, M can Ietely chosen by an,
at t acker ( Ef\Rablagprs and slep tmplfungtiop, I¢ W@&W‘%&t@%&f tgyted pPrpdisey fpr st

however, t hedoamésacker cannot choose any value for Rsince it is supplied by

caIIsto RND frgq tain a
chosen R is by a ?]e?é{ﬁ?cgé%ggé{}?&%mc sh%ﬁf‘ﬁmﬁyﬁg&%ﬁmﬁ@&ﬁﬁ @pages 4
and 5 are se&ﬁrﬁtpwseé%!wbﬁmﬁlﬁ@ P@&P@vbrlagvaetms atgrySevaminges. kavy Bupssprsginahioliel and
i deal sit uatuum)systeautfﬁaéﬁxmaﬁglﬁnmfgbs @efe@ammweﬁpewdnmpdaahmm@ he

stages. Hefes L0BLS d S ARuDBSS L e Bl b1\ BH RSO heal SlLiabihsae! N0

stol en at entication I ps at
one or f ml@lbwﬁssméﬁ%mgﬂms ieﬁ@wrﬂé‘&ﬁ B?De'f‘f@h(?% SES’t’F’°"’t3I‘ﬁé2 fgymaripPryER GRED| e
manuf act ur Bus-Bli- szmlsl@ﬁeradxpua positn &X A4 dT € ot itstreim 3tha GApub] 60 BitsdromteBBS] . 9. 7

Stage 5: P difccess Mbdes This stage is only required
for consurr%% eb%a@ﬁt%%t' %I ca iﬁlgﬁﬁcﬁl ps since M and AccessMde regl sters

cannot be al t er&wexammesyasplef nuredeminisq Fesiom efopasids sompaue fligeing awoin 169 taegfor andom
val ues of R afd 160aMes faK; @ad)taOaR WithQehh 8adedlail, 01 SloadMterdd onldy@nel &'ﬁKicgni ng

R Y il

val ues nee tage wll be

linmited bmnwene\mv brwe ghidsersgicrophopg} T painttackk Madedsihas pegire datpieptey aad sigmge js got as
separ at ed stmpwas His@eB. The ﬁtﬁsxaﬂ:ﬁ‘eauit},tof (i3 K‘é;hﬁo@hni‘nfeem@&eﬂﬁ abiirpuBying Rogiahynsi C al

| ocation LEJTR t n Stage 4 is performed, and where
/ when Stagsre g perf"lgi?ls 3 @Tt aII tages 4 and 5 are perfornmed at the
sane time in trféweslahséﬁ P?%P&W&“‘SP&F‘?»&‘E““S‘E%@" gploplatsd; thew wust bekery for as

aut hent i cdbédg@sauthedtipgion dhipt nedd@de ok HaAdithe keg T the firkt cirRartkepicemiicck @ndKlatte S

(ot her tm&haﬁemtﬁgws;;ménpc@ ah @Yol RaPBH E 'vggee%m aﬁtm@catpofﬁlgi nci de
wi th production |ine Tuns consunabl es. "ﬁ'%ﬂq;g can be run
I

mul ti pl e tPRjRREpierd igpgs cartrifige, Ig'éf“t qi%?@”‘abeaﬁ‘af"fe%@éﬁp"%fsa'teé”“ﬁ'a SN cess
Mode - val lferthelmotmplmmkleysmt)beketptsb@reﬂmspeasﬂsfongdremfomon setting all the

remai ni ng g%t at %tétas aetéat.u@mds AR} atéagaatbonttnabaes emsu ni ng Access Mode
val ues. For ex cti.on | ne can ere t tch nunber
and seri al %ggt‘“ﬁf)f’&f‘ﬁt‘q‘ég‘fpﬁ@ﬁ?‘t SPPATE &Y 9‘6 °f|3’r° 8'5%?8%" “°£5 ﬁ’g to the
physi cal gm@@rm@h@omoﬁghqwm @reasonable time betwaen RD or TST function calls (apphcatton
specific). The duration of asingle .tick depends on the operating clock speed. This is the maximum of the
input clock speed and the authentication chip's clock-limiting hardware, For example, the authentication chip's
clock;limiting hardware may be set at 10 MHz (it is not changeable), but the input clock is 1 MHz. In this
case, the value of 1 tick is based on | MHz, not 10 MHz. If the input clock was 20 MHz instead of 1 MHz, the
value of 1 tick is based on 10 MHz (since the clock speed is limited to 10 MHz). ,
Once the duration ofa tiék is kmown, the MinTicks value can be set. The value for MinTicks is the
minimum pumber of ticks required to pass between calls to RD or RND .key-based,ﬁmctions.
Suppose the input clock speed matches the maximum clock speed of 10 MHz. If we want 2 minimum
of 1 second between calls to TST, the value for MinTicks is set to 10,000,000. Even a value such as 2 seconds
might be a completely reasonable value for a System sut:h as a printer (one authentication per page, and one
page produced every 2 or 3 seconds). '
9.6 Stage 4: Program Keys, Random Seed, MinTicks and Unused M
Authentication chips are in an unknown state after manufacture. Alternatively, they have already .

been used in one consumable, and must be reprogrammed for use in another. Each authentication chip must be

AUTH21-AU



This is nuch harder to match if the state data is |oaded at a physically
different factory. The Stage 5 process involves first checking to ensure
the chip is a valid consumable chip, which includes a RD to gather the
data fromthe authentication chip, followed by a WR of the initial data
val ues, and then a SAMto permanently set fhe new data val ues. The steps
are outlined here: 1. IsTrusted = A T[] 2. 9t (I'sTrusted), exit with error
(wong kind of chip!) 3. Call RND on a v&-id Systemchip to get a valid

input pair 4. Call RD on chip to he progranmed, Rassi in valid input pair
5P Load X (BB pidpep e i pESs S roa R w5t 1Pk SeeR e i p
6. Call TSTprapranvald with Sy &dyeamd aéw gatddataensure X and consumable chip are valid

7. If (TST retur , t Wi \ 1Sk kPpilR I 3Rk EM
6 set\bits of e afguntbbid Bh bibraaithp DGR SHITRD: btk ol Bl 5

) 32 bit
regi ster) irqefrmgning Statigigavirpnmene ee 5] L rggre ipfoprpati WH?W%“%@E‘&%S Mbdes for
new st at e adgh@Siing bairorn®ie] Fé} thikecdaltheSBogrdatningrBtatioleif dotsidefedplggiGilldsctuge. 7) does
not have t ccC if Sta f ol .o, fromone another on the sane
%.6%,[ aﬁ-cﬁ?m u‘i agfrtufigﬁ%s&flg Au&erlh%x\{mg% p

Pr ogr anm ng occur 1 n all other situations where
Stage 5 is run dbtheshipdsdpbeamyedSyvany diivng seef vproleRgust hegprested dianust be p fandoges e
aut hent i catplu@ber 8dnil4a%rom fa Ghysielly FhdmSocesh, RQYmAT Rt 1 by Mafyoviagksammtd for use in
a particul ar . onsmg{rwq.mogm Al\, at tacker crgul d iEFL"%‘%Ie"“‘;’n%F stolen chips into a
.cl one consUNBDT & “Stich & t et Woar g™ T PRFT Tt numbér of cloned products
to the nunber ofREREHY&chipt ol en. A single theft should not create a supply
constant enouglgikg provi de clone manufacturers with a cost-effective

busi ness. The alter i.ve use for t chi is to save the attacker from
pur chasi ng-gt he g‘gaﬁeﬂzgg%gﬁmors“"éhoprl%sﬁcgrr@brfnegt,gﬁaemach with an authentication
chip, in orfder S8IEK stksw.Bhrtially chosen text attack or brute force
attack These i s snepERpR&saL]security breach of the keys if such an attack

were to occur. nuf act ure Thi s I. t QED&ER! a nts about
t he manuf act ur e}%nalv&fngrf) ementa ‘ivgﬁdygrmau§ %m??’gtg%ilon chi pléq.gl \%ﬁ e the
coment s ppegennsld here are general, see [84] for a detail éd description of
an aut henti cat if@R SetimuhekicaRsrhipCé stdlin.at di Poird,atclo thanefadire bouldisqtheal tgor i t hns
do not constitu trang.encrypti.on device. Th ' t they
can be saf éﬁnffa tﬁ%%t}fel%ﬁﬂaﬁsr%%dﬁr P?q%#héé ac%ofr?t rxgh%%r?gﬁﬁgftﬁ%tﬁﬁgt%%%d%ﬁ? exported
t 0 anywher ebopep-textgadker Kol This iyppaiffrantio e pyebete of Hrumbes PhHTRScath B8R D nust be
resi stant tristep Byifhigalon etif, Teclsechrity LIlESRA Yhe Sfengilnsfite At enki¢arioh praeblesdidteat | on
~gui deli nesmL%ntsg‘ﬁq{qmqqi foll owed by specification of the chip's physical
def enses (ordered by attack). Note that manufacturing comments are in
addi tion t&6-AnyProggamingadoadrysts CopfumphieduhenticaiotChin ™ ot ent's; copyri ght ,
and |icense agr ¥erenis tolbé dtonextaSlosspmpdnathéntiegon chip gl pyigtammingdsy skightly
engi neeri ngﬁ'grgﬁ’\ to ﬂ@pgf%%egg'gs'teglr&u&gh&)ion chip. Firstly, the seed value for R must be 0. It must have
additional programming for M and the AccessMode values. The future use M[n] must be programmed with 0,
and the randorn M[n] must be programmed with random data. The following tasks must be undertaken, in the

following order, and in a secure programming environment:

RESET the chip

CLR]]

Load R (160 bit register) with 0

SSI[K,, K;, Checksum, R]

Load X {256 bit register) with 0

Set bits in X correspending to appropriate M[n] with physically random data
WRIX]

Load Y {32 bit register) with 0

Set bits in Y corresponding to appropriate M[n] with Read Only Access Modes
SAM[Y]

SMT[MmTleSCmmm‘bh}
The non-trusted consumable chip is now ready to be programmed with the general state data.
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10.1 Cuidelines for Manufacturing The foll ow ng are general guidelines for
I npl ementation of an authentication chip in terns of mnanufacture (see [84]
_for a detailed description of an authentication chip based on Protocol ).
No special security is required during the manufacturing process. ‘
Standard process Mninmumsize (if possible) Clock Filter Noise
Generator Tanper Prevention and Detection®ircuitry Prot ected nenory
with tamper detection Boot circuitry f&f-1oadi ng program code Speci al

i npl ement ati on FETs for- key daja paths Data connectiops. i olysilicon

| ayers where podidfajptaenticaggngd ﬁﬁ&é?fﬁ&ﬁ@#%%wgﬁ%ﬁﬁ&“ﬁ@@&%‘%@st

circuitry ataciahstheles stuation @xris ofid ek KeAdiOylyKd aweFandom das), witigearenadderabMe t 0 .

manuf act ur %s.éqxe%cﬁ&ééb?%am& ﬁﬁa%ﬁnlcwﬁm&)%mﬁ,e%ﬁbem%fa%mpg chip
ta the Co mabl e

and the da Ine to NS U aut henti cation chi mést%r]]ot be the
same |ine. l‘S}efé”éé’é‘?q%ﬁn@ﬂ‘.‘%‘ﬁ‘?‘““"&-@{[W?%@Qﬂﬁ‘&?‘ﬂ%%@éﬁm’f geeglle i ¥R at i on
chi p shoul dseb r stiiPpda@)1 B toth Sastbihbdeva; thd Rttt EtmdrBlivbide anyt valoe R gucott Bsgplifestizh as

Fl ash). Thic Is loWo%%??%%a aﬁ.t@lénticaﬁcl)zl ¢ W\I\—@F ?A_i)gtga%u{ ABBS cﬁ;swww&%xjc%ck

| ocation options vant age o ) i ned and wel | -"behaved

technol ogy relshonidbersied tgyifStagss 4 pnd e caighysndhe sl agmmming Siatog (g, g

physi cal ppefcR&itahdibealiReabichl) iafhgticatioh Ghigs cahndiibietionel Ribet@eek khe sioget. Henst theatshon
chip must h .a uf UG 1 0. OF 1. ' . t he
aut hent; cabeani BB AEh ARl ok TPl o B Bl
desirabl e ¢hipsREEportyRiimendepends op e geguiregiisp§ the Pystew(Giqupable ryaudsciyres Thigdgeision

aut hent i cajsieQihiredinfre hSGE 3, @9 id83. bits of non-volatile nmenory: |In addition,

the storagg,required, for .optimz -SHA 1 is 1024 bits. The remmi nder
of the chi%’(st%‘fl%e%qrr%rc f’%gf(’)'pepﬂr“g’]é‘é‘gg“é"% or whatever is chosen to

i mpl ement  Pr ot oBlid stagy iy onfyirequirgddor kepimable avsheptioption pies) siocg! arsrAcperiods syt nber
of  transi &b b altéredbn BysinZ@Benfagbnlclipss t he cost per chip is mninized The
clroult areas tHalk Rl 083 fnddiRal8 S il K&Yaucld b éﬁgﬁﬁﬁmﬁg&%ﬁ?&!'ﬂe SEUGAL
i nf ormati on abou e key shou al's emnimz see Section 10.1.38 for
speci al dattat fgtvaucs need @ b propramjmsd pod the pgseciated hecespdade fueeged to b sethpesr R mindui t ry
I S desi gnedate sRRRT dseaivilnielimaedt @6 vilieGtoft Make MipHadrepianige. Si nce the user
directly suppligs fhe. &l.ock sSh 8RRl on hdounor BO8iFthRlots ofldf in BhYsith oRfikeS: uf ©
attenpt to Introduce.race-conditions In
time between where/when Stage 4 is performed, and where/when Stage 5 is performed. Ideally, Stages 4 and
5 are performed at the same time in the same Programming Station.
Stage 4 produces valid authentication chips, but does not load them with initial state values (other
than 0). This is to allow the programming of the chips to coincide with production line runs of consumables.
. Although Stage 5 can be run multiple times, each time setting a different state data value and Access Mode
~ value, it is more likely to be run a single time, setting all the remaining state data values and setting all the
remaining Access Mode values. For example, a production line can be set up where the baich number and
' serial number of the authentication chip is produced according to the physical consumable being prbduced.
This is much harder to match if the state data is loaded at a physically different factory. .
: The Stage 5 process involves first checking to ensure the chip is a valid consumable chip, which
includes a RD to gather the data from the authentication chip, followed by a WR of the initial data values, and
then 2 SAM to permanently set the new data values. The steps are outlined here:
IsTrusted = GITJ[]
If (Is Trusted), exit with error (wrong kind of chip!)
Call RND on a valid System chip to get a valid input pair
Call RD on chip to be programmed, passing in valid input pair
Load X (256 bit register} with results from a RD of authentication chip
Call TST on valid System chip to ensure X and consumable chip are valid
If (TST returns 0), exit with error (wrong consumable chip for system)
Set bits of X to initial state values
WRIX]
Lead Y (32 bit register) with 0
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the circuitry at specific tinmes during processing. An exanple of this is
where a high clock speed (higher than the circuitry is designed for) may
prevent an XOR from working properly, and of the two inputs, the first may
al ways be returned. These styles of transient fault attacks can be very
efficient at recovering secret key information, and have been docunented
in [5] and [1]. The lesson to be learned fremthis is that the input clock
signal ‘cannot be trusted. Since the inpu89clock signal cannot be trusted,

it nmust be [imted to operate up to a maxi mum frequency. This can be

achi eved a hhnbeg °ﬁ%9§m$@ﬂméﬁﬁf%“ﬂﬁﬁﬁéw“Tbﬁmaﬁhﬁﬁge detect unit 101
passes the &ge saMyp a delay 102, which in turn enables a gate 103 so

108 Figure 10 spaEedkSaor s PBTRLRTE Mok Bbeihds olinoh o it 01 P
maxi num c| otRtbheseBeisans Pragrseming Hatiom Butfiyshaylderryyin eléoﬂyrsuaayeutwhete Sthde(s Js rundot e

that this d@b@eﬂr@a&eﬁngpfo&gg@mwgée - it is fixed. The f||tered cl ock
signal woul d be rth d| Vi mteroea"t%f); as, rﬁey -91 10. 1.4 Noise

Generator Each au it cé?m’%) p&ﬁwﬁ(’ EEATR ’°?ﬁ5‘?‘§8r“§ee‘ﬂé¥’aétlc61?’ t hat
gener at es c@mqnm&%aﬂewreml@lmﬂls@olw chiprgntmoélene camivimiablé. Seob p fheft woud lintit it her

el ect r omagngibé oﬁilﬂn&ﬁ*daﬁb% t§ ﬁ@mnwef&m ol A S B s&ﬁfdh&lckat@assuﬁﬂ%oﬁgﬂc n0| S e

to the 1dd SI cenen i ner at I S not
ot ot 1 o R Brovit AREREboRts ol e AL RRTES B bRt be Rl SR R e
noi se genersaede aﬂ@keu %@dpwasge the sage unebercof tangymialilespa¢hodth amayihtritipdtion chipain erder

changes eaahiaedcRs Sen 1840 Shacka brdte B bifaSk. PherdlS PRI BRMY Breh binefkoys it he
Tanper Pr eventl on.ang [ Det ecti on ci rcwtry (see Section 10.1.5). A sinple

i npl enent at’l’ on B IS e ‘generator is a 64-bit maxi mal period LFSR seeded
wi th a non- zero nunber. The clock used for the noise generator should be
runni ng at phe mmsibsteecl ock rate for the chip in order to generate as
much noi se as p 5|ble 10.1.5 T entl nan tectjon circuitry A
set of ci rcwtsq]Es reanJ?sF0€1§gfn5m{° F° g = BRI % t acks on the

aut hent i catptesgticetinghips. %ﬁ&revmm&m@wcﬁ@te@elgwmu@péﬂélfe@datsrledﬂeseipm(ykmmy
not be an |ameeﬁgaﬁdaramg,fopﬂs}yt§dop@l attack It is therefore |rrportant to

di stingui sh bet r§1 h‘ﬁ of attacks in anathe i catjion chip:
where you can b a@?’?"&?a au g‘ﬁ%?&?"éﬁ‘ﬂw‘&‘f" a&ﬁ?{’gﬁ?ﬁm&f& - 4° e hfe 85 o1
cannot be &y taapesafely sanufacipied injsesgdountry tingbilingthe USDeut axpseed F hrerwhepggin thy perbl. of
det ecti on di ffenhdoncw%meﬁmmeéueuﬂ;duumeesm@sudbﬁysman{aB@Admxﬁs,tdfon In the

| ust . t h ttack
nas. occur 1 EE ““&f?@ ol et A ie £ Bl BB BB RRIGE) 1

action. | ndgiepees sleshy a8, where the circuitry cannot be sure if an attack

has occurred thethema@fﬁmndglcomentsaremiaﬁdnﬁ@nmnhleg@pmaagmdaﬁtemmzhmjst be

t aken, but ., Dgﬁ;.,kﬂgmﬁ[g&gg e D ;le eLARUrS: nfornatl on.
i ct]on take 1 n thetsgtgrco ecase I's 58% |p R I what was

A suitable
det ect ed \Aﬁg'e‘éfﬁ“‘ﬁ?fbﬁ’&k that has permanently damaged the Chl p, the same
condi ti onsio | IGmd@ﬁfﬂmm«:ﬂmgand the chip will RESET again. If, on the

other hand, whain-Y@EwEEkes epef&pe&em&&%ﬁakme@e{%lmmefnw r onment

ci rouit f'y“%eﬁ%avffeﬁa%@“‘%ﬁma@eéé gt P TiHe e CORee ) O R

security is required during the manufacturing process.

* Standard process

. Minimum size (if possible)

e ClockFilter

. Noise Generator

. Tamﬁer Prevention and Detection circaitry

. Protected memory with tamper detection

. " Boot circuitry for loading program code

. Special implementation of FETs for key data patbs

. Data comnections in polysilicon layers where possible

. OverUnderPower Detection Unit



may be an intentional attack, attenpting to reveal infornmation about the
key. It may, however, be the result of a faulty connection, or sinply the
start of a power-down sequence. It is therefore best to only RESET the
chip, and not erase the key. If the chip was powering down, nothing is
lost. If the Systemis faulty, repeated RESETs will cause the consuner to
get the Systemrepaired. In both cases the «consumable is still intact. A
good exanpl e of an event that circuitry-%®an have know edge about, is the
cutting of a data line, within the chip. If this attack is sonmehow
detected, it colPH#'SHEMYbe a result of a faulty chip (manufacturing

def ect) or esan atrtaaphent tpaxyiadkiedy case, the erasure of the secret information

is a sensible s t ake. nsequent | y.each _aut hentication chi.p.should
have 2 Tanper Dgﬁél&/ﬁ?% Apilage® a%‘%aecg‘fe{)sro}‘a"es%?snfhfgmqﬁ‘f%&%’%&tmaaﬁémgg? % or
possi bl e arkipeKge dgplivp bdhedgnppabiepubentcationyhip mBx nat bt thomame fincise Sectich #0.5% a
nunber of 178NPefandaed BedeksON test units, each testing for different forns of
tampering. In addition, we want to ensure that .the Tanper Detection Lines
and Circuits thg%ﬁg'%’??g@t’%éﬂﬁ%‘f’mﬁ plb‘%e“fegﬁﬁtb SM pauiachFmg precess fEFhAY ¢ he
Tanper Det Eleth).dhis shmesatyltd i s a source of pseudo-randombits | 11 (cl ocking

at  high speed mm%ﬁ%%&fhgafa&mwﬁ&ms ting circuitry). The Noise
Generator circuit described above I's an "adequate source. .The generated

bits pass ®hrouyf 2ftieeggiof wellidehned g4 pvlkbehavgyiechaoleey car ri es the original data,
and the oé¢her dddewarries the inverse of the data; it having passed

t hrough an inv The W r arryi .-92 .the se bits are in the

| ayer above thgﬁ%‘g‘ﬁ’]"‘éﬁ%ﬁé’ﬁ? f)m(?fsr‘@%ugﬁph Sfcgl%mgeﬁtgﬁﬁmeh?mﬂ%e menory, the key
mani pul at i a2 MM §ize et c.). The wires nust al so cover the random bit
gener a]E or. The ﬁehﬁheﬂtﬁ:ﬁo}@&ﬁ;&ﬁhilﬂ&ﬁl&&mﬂ:uﬁb&ﬁb@d Etssﬂf:ord@'t(ﬁﬁﬁiilu&gdastﬁ@ XgR gageb
115. If t ifferent  (they .shou €)en ] S output nd use y
the parti Eﬁfhgdru%ﬁtﬁ%%%%Foré)fgﬁ%]gogfum\élg%sﬂ?%u rﬁ%‘fc d%slu?q)lef]l? i(()eﬁll’ tgcghpr%?%/sq(’rwe%d

shoul d be @#blyogsst¥e-t his bit value). The lines finally cone together at
the Fl ash nenDrBicHHudaBcation cBiy rdquirey a2 bis o ndoRtlehandey. Bkdifon] Ge storde@@giad by a

O fromth . ,ﬁgf&c . i ne. .| nunber of .tri ggers ach
-det ect i hgqrg%%ﬁ%qldca é%}}te‘géig(z)}nﬁgﬁllelé %ﬁ#@rﬁggﬁhlﬁ_sﬁaﬁagﬁmﬁgs ssig\rigrgf’rze uMoS
tTansi st or'gaee i fhosea ofimplemegt Rrofecilef) mpst %‘HEP‘ toPHEninEEFordersiat e pyogher of i ne
physi cal | yragssess is thinintreidpiad thixaBecrodt MoShif # aniiixhisdd OTS circhif aréald thatlpdss thevedrét keyt he
trigger Caysasd o @E%Im@%ﬁ%%bdu}(ﬂ& mh&*ﬁéa[sﬁm%mi;@ﬁ%ee@é {50 gl | |

; ; o
therefore fajl, on either this clock cycle or e next one (on average),
t hus RESETPHY BPPEhsing the chip. Figure 11 illustrates the basic
circuitry 1df3aClekBitter Det ection Line with its output connected to either

the Erase or RERELm&iibmb dip¥ircul) % dLARRES omkmg%%%%%ﬁ ¢ gi%gﬂgc the

drain 120 of _an output transistQr 116 for each test, _as | stratel

Fi gure 121 gireptly sypgics g glagkigigrel: it b5 ngpsibigforam aitacferipattempidq intmadude paescoadifiquping i o
woul d st opeteiity htspecifit times darind pGeesdingoin extdlide of thivdorhes o biigh dock Fieai (s k@St s :
woul d t hegRbfufry fs@bdigned ) hl}Grel I REXOFRInEG driikd fApeB i bR ¥ inPRS BE frsdafll, OUID

each test ,it.isS no ossible to elimnate an rticular test wthout
breaki ng PH&*Ph t"‘é"?‘}' BRBAes pf asieny "Jf“l,tiag"’cﬁrfﬁ%tf‘t"éﬁ?‘%f‘ﬁ'éf“"t"ﬁ‘@“%@%“ ¥Xke val ues
from a vaiifemstion fndievedess dephmentpd id{6] afdifith Fhe 18eon exdte Idainerfeom this is gudBrinpho 1 educe
t he chancesckGfenadRnith baasdted 1 Qure. 13 illustrates the taking of nultiple
XORs, indicate ner al .at. 130, fromthe T r Detect Line 110 to be
used in the di ?'f“%_r grﬂp%ﬁgﬁsﬁfmfﬂge%‘ﬁ?%}méﬁ%&ggg{% CREBTEH™ can be
.consi der efleqeey Ehigyan by aghivade mwmBoh@¥s-bi t t hat can be used wi thin each unit
or s gb- unit. AnsREEIEr 106&G8c\WekY: thidie: Isaszsed’t&ell eegheantoQﬁzbia} ioz,ivﬂalicﬁﬁﬁﬁ-nd dbuaislasﬁt hat is
ANDed wi t i i it. .each cycle. T it oaded with 1 on a.
Aoy 530?%5.’\{%&%‘!5?%‘##% vt RSl s mord Foa T utond e 09

Figure 10 shows the Clock Filter: _ _ :

The delay should be set so that the maximum clock speed is a particular frequency (e.g. about 4

MHz).. Note that this delay is not programmable - it is fixed. : )
The filtered clock signal would be further divided internally as required.




t he Tanper Detect Line is functioning correctly, the chip will either RESET
or erase all key information. If the RESET or erase circuitry has been
destroyed, then this unit will not function, thus thwarting an attacker.
The destination of the RESET and Erase |ine and associated circuitry is
~very context sensitive. It needs to be protected in nmuch the sane way as
the individual tanper tests. There is no pdint generating a RESET pulse if
the attacker can sinply cut the wire leaBing to the RESET circuitry. The
actual inmpl \%eﬁ? ation will depend very nuch on what is to be cleared at
RESET, and ‘ﬂg GeReris are cleared. The Tanper Lines cover the noi se
gener at or ci r cuiBachaubéntitatien chip should ddaaingenier gaieitor dimggelNaiEs @auneowmsmMEe o] n e

I I, whilg,
eve ! J’sﬁdﬁ%&%%ﬁ&%l&d&ﬁ 6&9:158&5?:0:{(1%' lip %gg@}é}; ot 2398185

10. 1. 6 Protect menor tanper- det ect i on to S|rrp y
store secrdtty WT‘S%’E"PCG'H“&?f wﬁﬂ@&rﬁﬁtﬁ%eéﬂiﬂwsw SR apfasitineton chipydue g thedepgth nppr v
and RAM rrus;tthbemfsro@mte@dufrom an attacker who woul d atterrpt to nodi fy (or
set) a particul r ti,on ani,sm
useé mjg t conf Ol‘%{rlﬁl?nsg e%eratores{:l ugcg éo r&er%%gec%mc ngi Beu.f;u%e{m éhgng cacn%k){ps gch ¢, and

- (descri bed 2abwwedof Psﬂlﬁe-r#ﬂﬂqnsltlts fon the Tephiper Htefe@@tl @@lD@tqcmecweuae(ﬁﬂg gection RA5)-t he
Tanper Detection shiﬂlbﬁmﬂ&ﬁe’iﬁ@on@fd’ Rk baterdBQY L6498 Gliximbilpaeld LPSR SRAM Withta. nonT hi s

ensures that an at nnot . et ntents of Fl as
breach of ffe" é’?)r veri té& wé?"err']‘leé‘m gﬁ'tme“g’f(%“lg?eh 5 AP HEPRG ‘?‘o’%‘e o necmpThe

breach caug@sdetheenﬁﬁtasmwhgmahsmwbbe set, thus O -93 del eti ng any contents

of the nmenms.ys Th\gpehpgghenhs,eﬂum%og%@ﬁqon the Tanper Detection Line also
obscures passi e servatian. gfo{angﬁ vem{) tcaloI'mt(s e .solution for FI ash is

" to use multi-| eVéfHEAFESE ‘l’mdg’tes BSisa s Of B Ayegeauop
mul tipl e | Bowdver heyis aamltydew waepﬂae&emratheenetwmnmrwaﬂaMﬁ thmfom -l evel

- Flash StOra@enan&omgmshaemeammétmasﬂaa@kmmum{n&somrpe than one bit. For
exanpl e, a_4-vol e- st e tr ent two bits. Assumng a

re
m ni mum and rrax'r" °\}‘6‘1" ety ﬁflla?f’éag’ﬁ?ﬁ"‘g 11 respectively, the two
m ddl e vol t'ageswhqreepue&@nbec&lanahndaﬂlﬁswamtatldhescammhrenti cation chip, we can

use the two m deleuy/lel @tﬁ&&u&ﬁﬁe@ﬁrmm& RSl Ihe der RS, 16 BB ELLAGL,  he

t wo extrerrest belnv id stat tacker atte toforcethe
ot o AV e g s e i B e Se s St O KRB e <

circuit, amfornmat i dsemdﬂlletaage I igbcdné prse whare e vldms:t ap) bewe's iflet attackBre  second

part of t hecﬁeh,utefem:;ﬁ s&mﬂﬁwde&mg erdd§ Qcfonfktiob Mkelawm thJAaﬁmd@manmé ke Of the
regl st er can Oal NS r| t it

tch after
an attack)® ﬂrﬁgfsﬁmttseyé%?ﬂnn il r%’rﬁb}flaﬁm can °ﬁsear°e (E#Seﬁgefw\rl}%l Fdat ed
by a nunbedeteered was an attagkithathay rerreanendy dﬂﬁbzqd)thc@bmeémortdewtsheﬂ ecgimeh At e r
Det ecti on thé oA will RESETARRETY, doete @kt naxl, Whak Gasidbtecyed Wad afl ofldBe dofil dpbrati

circuitry émbueo dé‘nﬁ%ﬁ% p,aiEEl?f gl&hgm%]slﬁstoppl ng an attacker fromcutting

the data Iines) th |-Iev "ash protection is enqugh for
non- secr et |nfo"raemlPﬁeﬁplcef@ewmashatﬂlregww@mwlmc@ﬁ%mwrcﬂktg,-“filtghtcb not
suf fi ci entmdy®e aqifiteditrl duag, afempingho Koleal informdfiorddbind €Hé €dy. MAGS hddle R bé MOLslliof a

t h
82055(3?@&%%2%“ ob & sp b hE A BRED ool M Bl bl o gy a5 of B O P
have been # 'E?‘“PSF'hiekeyd’éﬁlsc%b‘fﬁsmeén&%%?a%@slw%ﬁfstﬁﬁ'ﬁl_fi’%mﬂet nust have
been a 1. HBIETYWiil Geute@iRS0MSumeniolgetdiic ¥ ten@pkired) Intothlces MR t0iisym MR M s intatat € t he

Tanper Detecti ¥ obd A lebol&nmq; afgdmut% q@uete taetledﬁggme@ttgtt&%o%&héum is

used to check tanpperl n expanded form
of K, and "R’ch’tec’ép I@E'E)a%?kt‘@mi‘lﬁg‘t’é%’“’&f“ ped oy tee respt of @ Sty e (ramuiaeiering2) | s
produced, datag) dr Aeattick I bither cEs0 MRaFR e SYdisersd infoRfaticiie € fefdibia stePptakaon- mat ch

causes a clear ngsecﬁlerltly @yaukh@liuggﬂsﬂiﬂ)sﬂould have 2 Tamper Detection Lines - one for definite

attacks, aad one for possible attacks. Connected to these Tamper Detection Lines would be a number of

Tamper Detection test units, each testing for different forms of tampering. In addition, we want to ensure that
the Tamper Detection Lines and Circuits themselves cannot also be tampered with,

At one end of the Tamper Detection Line 110 is a source of pseudo-random bits 111 (clocking at
high speed compared fo the general operating circuitry). The Noise cheretor circuit described above is an
adequate source. The generated bits pass through two different paths - one 112 carries the original data, and
the other 113 carries the inverse of the data; it having passed through an inverter 114. The wires carrying



10.1.7 Boot circuitry for | oading. program code Program code shoul d be kept
in multi-level Flash instead of ROM since ROMis subject to being altered
in a non-testable way. A boot mechanismis therefore required to | oad the
program.code into Flash nenory (Flash nenory is in an indeterm nate state
after manufacture). The boot circuitry nmust not be in ROM- a small

stat e-machi ne woul d suffice. Otherwi se the boot code could be nodified in
an undet ectabl e way. The boot circuitry-fust erase all Fl ash nem)ry, check
to ensure the erasure worked, and then |load the program cqd Fl ash nenory

must be er SSEMiteT i e layes akeve il gepre! R €5 aamPle it AeRPY e BY EApiPEigR
coul d put tirRitglbic ) Théwiees ke albuaoter &é AhddOm bagdemdaemhdwmmmmmmﬂhmmat

sinply extrac | | to
ensure thafﬁﬁ%%gﬂﬂﬁﬁganel?r%kmﬁgss delfee-rlt&?qmegéhe ?gqgr?[s}ﬁuart’e at an attacker
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10.1.6 Protected memory with tamper detection

It is not enough'to simply store secret information or program code in Flash memory. The Flash
memory and RAM must be protected from an attacker who would attempt to modify (or set) a particular bit of
program code or key information. The mechanism used must conform to being used in the Tamper Detection
Circuitry (described above). '

The first part of the solution is to ensure that the Tamper Detection Line passes directly above each

- Flash or RAM bit. This ensures that an attacker cannot probe the contents of Flash or RAM. A breach of the

covering-wire is a break in the Tamper Detection Line. The breach causes the Erase signal to be set, thus
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' The boot circuitry must not be in ROM - a small state-machine would suffice. Otherwise the boot

code could be modified in an undetectable way.
The boot circuitry must erase all Flash memory, check to ensure the erasure worked, and then load

the program code. Flash memory must be erased before loading the program code. Otherwise an attacker
could put the chip into the boot state, and then load program code that simply extracted the existing keys. The
state machine must also check to ensure that all Flash memory has beén cleared (to ensure that an attacker has
not cut the Erase line) before loading the new program code.
The loading of program code must be-undertaken by the secure Programming Station before secret
information (such as keys) can be loaded. This step must be undertaken as the first part of the programming
" process described in Section 9.6. '
10.1.8 Special implementation of FETS for key data paths
The normal sitnation for FET implementation for the case of a CMOS Inverter 140, which involves a
pMOS transistor 141 combined with an tMOS transistor 142 as shown in Figure 14.



such a chip's resistance to physical attack A description of the general
form of each physical attack can be found in Section 3.8.2. 10.2.1 Reading
ROM This attack depends on the key being stored in an addressabl e ROM
Since each authentication chip stores its authentication keys in internal
Fl ash menory and not in an addressable ROW, this attack is irrelevant.
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met hod of redNRidabkwing usfut EBMI epl ace t he Systeml s authentication chip with
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result from t heRegupsdthetlbas increases chip area, especially since muluple versions of ¢1 and ¢2 are
' required to cater for different levels of propagation. The estimation of chip area is double thatof a
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. Design of the non-Flashing arcas of the authentication chip are slightly more comj:lex than to do the

. same with a with a regular CMOS design. In particular, standard ceil components cannot be used,
u making these areas full custom. This is not a problem for something as small as an authentication
chip, particularly when the entire chip does not have to be protected in this manner.
10.1.9 Connections in polysilicon layers where possible

Wherever possible, the connections along which the key or secret data flows, should be made in the

polysilicon layers. Where necessary, they can be in metal 1, but must never be in the top metal layer

(containing the Tamper Detection Lines). ) )
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10.2.3  Usurping the authentication process

There are several forms this attack can take, each with varying degre% of success. In all cases, it is
assurned that a clone manufacturer will have access to both the System and the consumable designs.

An attacker may attempt to build a chip that tricks the System into returning a valid code instead of
generating an authentication code. This attack is not possible for two reasons. The first reason is that System
authentication chips and Consumable authentication chips, although physically identical, are programmed



Tanper Detection Lines and cause an erasure of all keys at power-up. Sinply
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The System/consumable manufacturer must therefore determine how likely an attack of this nature

is. Such a study must include given the pricing structure of Systems and Consumables, frequency of System
service, advantage to the consumer of having a physical modification performed, and where consumers would
go to get the modification performed.

The iikelihcod of physical alteration increases with the perceived arificiality of the consimable
marketing scheme. It is one thing for a consumable to be protected against clone manufacturers. It is quite
another for a consumable’s market to be protected by a form of exclusive licensing arrangement that creates

‘what is viewed by consumers as artificial markets. In the former case, owners are not so likely to go to the
trouble of modifying their system to allow a clone manufacturer’s goods. In the latter case, consumers are far
more likely to modify their System. A case in point is DVD. Each DVD is marked with a region code, and -
will only play in a DVD player from that region. Thus a DVD from the USA wiil not play in an Australian



chip prevents current fromflow ng when state changes occur. This has the
benefit of reducing the anount of signal. 10.2.11 Differential fault
analysis Differential fault bit errors.are introduced in a non-targeted
fashion by ionization, mcrowave radiation, and environnental stress. The
nost |ikely effect of an attack of this natyre is a change in Flash menory
(causing an invalid state) or RAM ( bad parlty) Invalid states and bad
parity are detected by the Tanper Detetti-on CGircuitry, and cause an
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erasin he remal nder of Fla d RESETI ng
the chip. %F%s“reé’f ‘E‘?Sh@e?f@r a““ﬁP‘B?j’PﬁFﬁ“’Eb‘&%" Ve G BN %ﬂ@ﬁﬂé’iﬁ%@%%ﬁ
key data i 8l thieedidbe done, fir:het of-slicagale chip s Iewehwil yost likely dsstayp the changepiftextsdd h}w

checked foaon\oaLm%énwﬁm%%slm laprabaut the key is given away).
val i dati.on machanl smis used to protect the secret

| nstead, a speC|ir
. key i nf or nift%%nP eﬁh“%"t"%&f:ﬁ‘&f”“c‘@lﬂ"d“‘[eﬂg‘ar etically etch off the upper |evels
of the chip, aridthdelpmrs:mnoemmsk@émthamhsﬁqagnggsthmﬁgleFMen@plamme@mhe

nul ti-| eV%&E&t@ﬁ&r@iﬁWd tbgﬂ/thé-éegs coltl p&l&lﬁy BeadRell SiredblydBinSRGH L SX@r gy it m ght
be However, slicing the clnp to this level vnthout discharging the gates is probably impossible. Using
wet etching, plasma etching, ion m:[lmg, or chemical mechanical polishing will almost certainly discharge the
* small charges present on the floating gates. This is true of regular Flash memory, but even more so of multi-
level Flash memory. '
10.2.7 Viewing the light bursts caused by state changes
All sections of Gircuitry that manipulate secret key information are implemented in the non-Flashing
CMOS described above. This prevents the emission of the majority of light bursts. Regular CMOS inverters
placed in close proximity to the non-Flashing CMOS will hide any faint emissions caused by capacitor charge
and discharge. The inverters are connected to the Tamper Detection circuitry, so they change state many times
{(at the high clock rate) for each non-Flashing CMOS state change.
.10.2.8 Viewing the keys using an SEPM
An SEPM attack can be simply thwarted by adding a metal layer to cover the circuitry. However an

‘attacker could etch a hole in the layer, so this is not an appropriate defense.



possible to focus the el ectron beamthrough the Tanper Prevention and
Detection Lines. Asa result, the authentication chip nust performa
val i dation of the keys before replying to the Random Test or Random
commands. The SHA-1 al gorithm nust be run on the keys, and the results
conpared agai nst an internal checksumvalue. This gives an attacker a 1 in
2160 chance of tricking the chip, which is the same chance as guessing
either of the keys. A Mdify EEPROM Fl asfi®attack is therefore fruitless.
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glitch att &tkdsstruction eic.). For information on these targeted fault attacks, see the relevant sections below.

10.2.12 Clock glitch attacks -
The Clock Filter (described above) eliminates the possibility of ¢clock glitch attacks.
10.2,13 Power supply attacks A |
' The OverUnderPower Detection Unit (described above) climinates the possibility of power supply

attacks.
10.2.14 Overwriting ROM _
Authentication chips store program code, keys and secret information in Flash memory, and not in
ROM. This attack is therefore not possible.
10.2.15 Modifying EEPROM/Flash
Authentication chips store program code, keys and secret information in multi-level Flash memory.

However the Flash memory is covered by two Tamper Prevention and Detection Lines. If cither of these lines



When power is renoved, all registers and RAM are cl eared, just as the RESET
condition causes a clearing of nenory. The chances then, are less for this
attack to succeed than for a reading of the Flash nenory. RAM charges (by
nature) are nore easily lost than Flash nenory. The slicing of the chip to
reveal the RAMw Il certainly cause the clarges to be lost (if they havent
been lost sinply due to the nenory not being refreshed and the tinme taken
to performthe slicing). This attack i s -Pherefore fnutless. 10.2.19 Chip
theft attack ere are distinc ses | f aut hentlcatlon
chip. Chi ps‘sgﬁ%“ﬂﬁ&%{’%ﬁﬁ Hm%t £a W“Wﬂ%&é“@fe‘éﬁ‘g?%ﬂ BPVEER S ct ur e,
‘but bef or e tpr chiprilheitherRESET (eenyinually)) pesrasqtholgyscirom Fingh mdmokye Yhis Hoagess i ddsasibet in
programm ngsof.,36 26 € data After programming of state data, but before
insertion into the consupabl e or stem _After _insertion into tfhe system
or consunmabl e A FYAEfia4isg %M@E@W‘P%%Wi“ﬁ%mﬁbétﬁ Leh Y Sy ?5?"8(;"%‘&%’(5"71 ng

st at i on wolHotlling ia particokachit] thlie willlfercecthediitao haneenothasge o folk chvige. hdsd aerbath divaligstatesThi s
mer el y Comxgmb@a%]&ha cﬁ%ls Saftlor AL LOE ttta %athlu&t&ogwn@%he deMe@hr@gahd

aut henti cat entication chips. Si.nce the progranm n statlon S

the only meWheatiatdate walyers tropsied ol ?héﬁ‘&:“g%’t“‘éﬁi wH aadﬁéte Tamger Defgtian
manuf act ur atinewbH thbgerad - m&bﬁhﬁ&gmr@ﬁﬁ@r ot Alakheen®ly apERESETng thiaehip. Thdyis we fork ey .

G one manuf leSan %{&&?&9 faﬁﬁggmmﬁnmmﬂ&m%; Rlsnbine€i r own

Systens an nsurra difficult to place tThese itenms on
t he market wtmec&étf@dthd@h(omwe nopnsficp Py ﬁ?‘&V“ﬁH@tﬁwaﬁalﬁS‘eﬁﬁF?eﬂ%‘ﬁén in a
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T OJ an hor ﬁg cgfgritng (famper Detection line, stop the Erasure.of Flash memory, and somehow rewire the components
- that rely on the ChipOK lines. Rewiring the circuitry cannot be done without slicing the chip, and even if it
could be done, the act of sliciné the chip to this level will most likely destroy the charge patterns in the non-
© volatile memory that holds the keys, making the process fruitless.
10.2.17 Overwrite attack ' ' _
~ Anoverwrite attack relies on being able to set individual bits of the key without knowing the -
previous value. It relies on probing the chip, as in the conventional probing attack and destroying gates as in
the gate destruction attack. Both of these attacks (as explained in their respective sections}, will not succeed
‘due to the vse of the Tamper Prevention and Detection Circuitry and ChipOK lines.
However, cven if the attacker is able to somehow access the bits of Flash and destroy or short out the
gate holding a particular bit, this will force the bit to have no charge or a full charge. These are both invalid
states for the authentication chip’s usage of the multi-level Flash memory {ouly the two middle states are

" valid). When that data value is transferred from Flash detection circuitry will cause the Erasurc Tamper



A Trojan horse attack involves an attacker inserting a fake authentication
chip into the programmng station and retrieving the sane chip after it
has been progranmed with the secret key information. The difficulty of
t hese 'two tasks depends on both |ogical and physical security; but is an
expensive attack - the attacker has to mapufacture a fal se authentication
chip, and it will only be useful where the effort is worth the gain. For
exanpl e, obtaining the secret key for alecific car's authentication chip

is nost likely not worth an  attacker's effor | e
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known by a human) or if the physical security at the manufacturing plant is compromised at the end of the
manufacturing chain.

Even if the solution described were to be undertaken, the possibility of a Trojan horse attack does not

g0 away - it merely is removed to the manufacturer’s physical location. A better solution requires no physical
security at the manufacﬁxring location.
“The preferred solution ther, is to use transparent epoxy on the chip's packaging and to image the
- chip before programming it. Once the chip has been mounted for programming it is in a known fixed
orientation. It can therefore be high resolution photo-imaged and X-rayed from multiple directions, and the
images compared against “signature” images. Any chip not matching the image signature is trcated as a

Trojan horse and rejected.
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CLAIMS:
1, A trusted authentication chip for use in validating an untrusted authentication chip, the trusted

validation chip including a random number generator, a symmetric encryption function and two keys for the
function, a signature function and a test function;
" wherein the random number generates a random number;

wherein the signature function calculates a signature for the random number;

wherein the encryption function encrypts the random number and the signature;

wherein the chip is adapted to pass the encrypted random number and encrypted signature to an
untrusted authentication chip;

wherein the chip is adapted to receive from the untrusted authentication chip a version of the random
number encrypted by the untrusted authentication chip, a data message and a version of the data message

encrypted by the untrusted authentication chip; and
wherein the test function operates to encrypt the random number together with the data message by

the symmetric encryption function using the second secret key, compare the two versions of the random
number encrypted together with the data message using the second key, and in the event that the two versions

match, considers the untrusted authentication chip and the data message to be valid, otherwise, it considers the

untrusted authentication chip and the data message to be invalid.-

2. The authentication chip according to claim 1, further including a random function to produce random
numbers from a seed, and the fumction advances after each successful validation, so that the next random
number will be produced from a new seed.

3 The authentication chip according to claim 1, where the signature function generates digital
* signatures of 160 bits,
4, The authentication chip according to claim 1, wherein the test function is held only in the trusted

chip to advance the random number if the untrusted chip is valid; otherwise it returns an indication the chip is

invalid.

5. The authentication chip according to claim 4, whérein the fime taken to return an indication the chip
is invalid is the same for all bad inputs, and the time taken to return an indication the chip is valid is the same

for all good inputs.

6. The authentication chip according to claim 1, wherein the chip is used to determine the physical

presence of a valid authentication chip.

7. The authentication chip according fo ciaim 1, wherein the trasted authentication chip has the same

intemal structure as the untrusted authentication chip.
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8 The anthentication chip according to claim 1 wherein the first and second keys are kept secret,
9, The authentication chip of claim | wherein the data message is a memory vector of the authentication

chip.



