- 2 SEP2004 - 1 NETWRK SECURITY DEVICE Field of the Invention The
present invention is directed to a network security device that is
connected between a protected conputer (the client) and a netmork_gﬁgﬂgm4
met hod for utilizing the network security device. The network security
devi ce negotiates a session key with any other protected client. Then,
communi cati ons between the two clients_are encrypted. all The inventive
device is self configuring and | ocks~i #sé&lf to the IP (I'nternet Protocol)
address and MAC address of its client. The client cannot change its IP or
MAC address once set. Thus, the inventive network security device does not
allowa client to enulate another client by setting a false IP or MAC

address. Background of the | nyghgdeh sFdhorNeWBEkrAschitecture An internet
comuni cations network 100 is depicted in FIG I 1ncluding five transm't

or backbone networks A'S, C, D, and E and three stub networks R Y, and
Z.. A "backBedt ofietiparlnventgieni nt er medi ary network whi ch conveys
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The 'cliént cannot 'change 1ts IP or MAC address once set.
Thus, the inventive network security device does not allow a
client to emulate another client by setting a false IP or MAC

address.

Background of the Invention

A. Network Architecture
An internet communications network 100 is depicted in
FIG. 1 including five transmit or backbone networks A,S,C,D,
and E and three stub networks R, Y, and Z.. 2 "backbone"
network is an intermediary network which conveys communicated
data from one network to another network. A "stub" network is
2 terminal or endpoint network from which communicated dara
may only initially originate or ultimately be received. Each
network, such as the stub network R, includes one or more
interconnected subnetworks I, J, L and M. BAs used herein, the
texm "subnetwork" refers to a collection of one or more nodes,
e.g., (a)y., (a)(b,x,y), (g, v}Y({r,z), (s,ul},
(e, f,g),(h,i},(3.%,1),(m,n), and (o,p), Iinterconnected by
wires and switches for local internodal communication. Each
subnetwork may be a local area network or LAN. Each
subnetwork has one ,or more interconnected nodes which may be
host computers . {"hosts") u,v,w,X,y,z or routers
a,b,c,d,e, f,9,h,1i,j,k,1,m,n,0,p,q,r,s. A host is an endpoint
node from which communicated data my initially originate or
thtimately be received. A router is a node which serves

solely as an intermediary node between two other nodes:; the




node from whi ch communi cated data ny initially originate or 'ultimately be
received. Arouter is a node which serves solely as an |nterned|apg:ﬂpqm%
bet ween two ot her nodes; the - 2 SEP 2004 - 2 router receives comuni cate
data from one node and retransmts the data to another node. Collectively,
backbone netmorks st ub netmorks, subnet wor ks and nodes are referred to
herein as internet systens". FIG 2 S$hows a bl ock diagram of a host or
router node 10. As shown, the node may include a CPU 11, a menpry 12 and
one or nore |I/O ports (or network interfaces) 13-1, 13-2,. . , 13-N
connected to a bus 14. IIIustrativer, each 1/0 port 13 1, 13- 2,

13-N is connected b

otical fibers, and/or ch 1
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anot her node. |f the host 10 is a host conputer attached to subnetwork
which is an ‘BEtférfigt SYPhBR®the host will have one /O port which is an
Et her net interfaddG.Azhebbwahi chlogl tdiabkrgmgefer abest sopaxketesf grode 10.
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Ethernet interface.

A host which initially generates a packet for transmission
to ancther node is called the socurce node and a host which
ultimately receives the packet is called a destination node .
Communication is achieved by transierring packets via a seguence
of nodes including the source node, zexo or more intermediary
nodes, and the destination node, in & bucket brigade fzashion.
For example a packet may be communicated from the node w to the
node c, to the node ¢, to the node b, and to the node x.

An exemplary packet 40 is shown in FIG. 32 having a payload
41 which contzins communicated data (i.e., user date) and a
hezder 42 which contazins control and/or address information.
Typically, the header information is arranged in layers including
an 1P layer and a pnysical layer.

The IP layer typically includes an 1P source address, an IP
destination addrecs, a checksum, and a hop count which indicates
a mumber of hops in a multihop network. A physical layer header
incliudes a2 MAC address (hardware address) of the source and @ MAC
zddress of the destination.

The user data may include a TCP (Transfer Control Protocel)
packet inclvuding TCP headers or a UDP (User Data Protocoll packet

including UDP headers. These protocols ceontrol among other




i ncl udes a MAC address (hardware address) of the source and a MAC address
of the destination. The user data nmay include a TCP (Transfer Control
Protocol) packet including TCP headers or a UDP (User Data Protocol)SEP 7004
packet including UDP headers. These protocols control anong other -2 SEP
2004 - 3 things, the packetizing of information to be transmtted, the
reassenmbly of received packets into the’ ori ginally transmtted

i nformation, and the scheduling of transm ssion and reception of packets

(see e.g, D. Cormer, "Internetworking Wth TCP/IP", Vol. 1 (1991); D.
Commer and D. Stevens, "Internetworking Wth TCP/ I P" Vol . 2 (1991)) _
an exenpl ary internet prot ocol. call JP,_ each node o he i.nternet 100 |s
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address peortion 32 indicating a particular subnetwork of the

node, and a host portion 33 which identifies a particular host

or router and discriminates between the individual nodes

within a particular subnetwork.

In an internet 100 which uses the IP protoccl, the IP
addresses of the source and destination nodes are placed in
the packet header 42 by the source node. A node which
receives a packet can identify the sourxce ang destination

nodes by examining these addresses.

B. Encryption Technigques

Eavesdropping in a network, such as the network 100 of
FIG. 1, can be thwarted through the use of a message
encryption technigque. A message encryption technique employs
an encipherment function which uvtilizes a numbex referred to
as a session key to encipher data (i.e., message content).
Only the pair of hosts in communication with each other have
knowledge of the session key, so that only the proper hosts,
as paired on a particular conversation, can encrypt and
decrypt digital sigqals. Two examples of enciphexrment
functions are the Natfional Bureau of Standards Data Encryption
Standard (DES) (see e.g., National Bureau of Standards, "Data

Encryption Standargd", FIPS-PUB-45, 1977} and the more recent




know edge of the session key, so that only the proper hosts, as paired on
a particular conversation, can encrypt and decrypt digital signals.

- exanpl es of enciphernment functions are the National Bureau of Standa P 2004
Data Encryption Standard (DES) (see e.g., National Bureau of Standards,
"Data Encryption Standard”, FIPS-PUS-45, 1977) and the nore recent - 2 SEP
2004 - 4 past Enci phernment Al gorithm’(?:EAL) (see e.g. , Shimzu and S.

M yaguchi, "FEAL-Fast Data Enci phernent Al gorithm™" Systens and Conputers
in Japan, vol. 19, No. 7, 1988 and S. Myaguchi, The FEAL C pher Famly",
Proceedi ngs of CRYPTO '90, Santa Barbara, Calif., Aug., 1990). Another
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probl em i sadefineds as hokheWenoldille o cwheses Neprl whers poabdrgi@re, !
| arge prine_ nupbers Qutput: and/ or g) The Discrete-Log problemis
defined as®PoIPo® G%Hu FSE?%?—yT- feé’y=-g' nod P, and Pis a large prine

nunber Qut put: $ession key agreement between two communications hosts
may be achieved using public key cryptography. {(See e.g.,
U.S. Patent Nos. 5,222,140, 5,299,263). :

Before discussing public key cryptographic techniques, it
is useful to provide some background information. Most
practical modern cryptography is based on two notorious
mathematical problems believed {(but not proven}) to be hard
(i.e., not solvable in polynomial time, on the average). The
two problems are known as Factorization and Discrete-Log. The
Factorization problem is defined as follows:

Input: N, where N=pg where p and g are large prime
numbers

Output: p and/or dg.

The Discrete-Log problem is defined as follows:

Input: P,g,y, where y=g* mod P, and F is a large prime
number

Qutput: xX.

(The Discrete-Log problem can be similarly defined with
a composite modulus N=pg).

Based on the Factorization and Discrete-Log problems,
some other problems have been defined which correspond to the
cracking problems cf a cryptographic system.

One system of guth a problem which has previously been

exploited in cryptography (see, €.9g.,. H.C. Williams, "R

Modification of RSA Public-Key Encryption", IEEE Transactions




(The Discrete-Log problemcan be simlarly defined wwth a conposite
nodul us N=pg). Based on the Factorization and Di screte-Log problens, sone
ot her probl ens have been defined which correspond to the cracklng<ngpp§mﬁ
of a cryptographic system One system of such a probl em which ha

previ ously been exploited in cryptogr ghy (see, e.g., HC VVIllanE, "A
Modi fi cation of RSA Public-Key Encrypti , | EEE Transactions - 2 SEP
2004 - 5 on inrormation Theory, Vol. 1T-26, No. Nov. 6, 1980) is the
Modul ar Square Root problem which is defined as follows: input: Ny, where
y=x2 nod N, and N=pg, where p and q are |arge prines Qutput: X

Cal cul ati ngoﬁqH@{&n(aocth% |¢§]egg§y 4,51 p lafngsq eycp kmg,wn dut:sshardsi trp and q
are not known, When N i s conpoSed of Bro the e arellln general four
squar e r 00t ACHHE NSNS G5 BAC N ™ ‘“’C‘i‘(c o° §&t ihed °F5°WRan that x

is the small est Isimtregdr ywheretsy yzk=medntid mdmmewhﬁﬁébpe?ﬁq § knewn as

t he Conposi 1%& fglllené—glel | man (CDH) problem which is defined as follows:
I nput: N, g, g(y nod N, where N=pq and p and q are |arge prines.
Qut put: g"y rmd CN’“H“[ ‘hds been proven mat hematically, that the Mdul ar

Squar e Root and @orposittiegDs@fdee Hebk frave feehl éfsPate® eqaaf | ov PRicult to
sol ve as t hg,aboye- m@haoqegrga%grkg@m on wpeAblems( seeypoeeq. of Mk Rabi n,

"Digitalized Signatyres and Funct S ta
Fact ori zatl%ﬁ‘”—ltg Lf‘efﬁbSFStJo“ ﬁefleraée)fcuurt 3Fuggigen§§té$§rdgflé2 q‘f %?979 Z.
Shruel y, " Cosposit &= pf medHS| 4&@?*‘%9% €0 | Gdivdr &t nlﬁgthascsﬁf@%é§5%\r e Hard

To Break", Q@g@@&ﬂwlﬁpﬁe&@ﬁ&?ﬁepﬁﬁtmnt of Technion, Israel, TR 356, Feb.
1985; and K.S. MQur| ¢ eyipro lemy Qngt,,;, \/Q]L,Ateyo,gﬂ cﬁs@to%mtﬁqawﬁee%lman

Factoring:, Journar

1988, pp. 95-105). In
a typical puBPHE- R@%‘/bjeﬁrfﬁﬁpt“é’glcgph?c‘g%?s”te@maseﬁeﬂ Bé’ér

Input: N, g, g mod N, g¥ mod N, where N=pg and p and g
are large primes.

Output: g% mod N.

It has been proven mathematically, that the Modular
Square Root and Composite Diffie-Hellman problems are equally
difficult to sclve as the above-mentioned factorization
problem (see, e.g., M.O. Rabin, "Digitalized Signatures and
Public Key Functions as Intractable as Factorization", MIT
Laboratory for Computer Science, TR 212, Jan. 1973; 2.
Shmuely, “Composite Diffie-Hellman Public Key Generating
Schemes Are Hard To Break", Computer Science Department of
Technion, Israel, TR 356, Feb. 1985; and K.S. McCurley, "A Key
Distribution System Equivalent to Factoring:, Journal wf
Cryptology, Vol. 1, No. 2, 1988, pp. 95-105).

In a typical public-key cryptographic system, each user
i has a public key P; (e.g., a modulus N) and a secret key 5,
{e.g., the factors p and g). A message LO Wser i is encrypted
using a public operation which makes use of the public key
known to everybody {e.g., sguaring a number mod N)}. However,
this message is. decrypted using a secret operation (e.g.,

square root mod N) which makes use of the secret key {e.g.,

the factors p and a)




i has a public key P; (e.g., a nodulus N) and a secret key S. (e.g., the
factors p and q) . A nessage to user i is encrypted using a public

- operation which makes use of the public key known to everybody (e. g. 25EP2%4
squaring a nunber nod N). However, this nessage is. decrypted using a
secret operation (e.g., square root mod N) which nakes use of the secret
key (e.g. the factors p and q) - 2 SEP 2004 C. Network Security Devices At
present, the existing network security products are categorized into two
classes: (1) firewalls, such as Janus and ANS and (2) software products,
such as encrypted mail, secured http, one tine password, etc. The firewall
is a dedi cat ed copu:es sedsuak yoewinmdsng a  Uni x operating system it acts

as a filter for j cg%gggqmandc Loutgai ngs CH@M@%&&%WT@@O&L&@M&}E s
pl aced as a rout er tween t ocal area_netwo

{l SQN% a%he O éSIde
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and/ or dest Amatdran (bP adtitess; pandutte FOPhpas tensaiyperS maSgne skFreswl | s
al so have tpe. I§1b| Iggytlt"g)e %grs}gg{,ddagr_ae prOV| d| ng t hat both sides of the

comuni cation ‘e he sanme br qug f| e have a
personal  aut hen h"caﬂ’a?i"aflelatlﬁr 8. g%%* er‘:{e Cﬁ?“@blucfs A7 6 b \ggm&nt he
preni se thatntheopeonpitersystenhi cht t3rys d@se aj ASLAFT e%o’érlé’@é’éﬁﬁeélnd and
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t he product Hr@n@on@fom Keewaiit . beco&esetofaté\yalamefffae@tl Ve, ISiRsriEfdes,
carel ess use, by, L€ QREHSEL TR .

Software products are based on the premise that the
computer on which they are installed are secured, and
protection is onlf needed outside on the network. Thus, such
software products can easily be bypassed by breaking into the
computer. A typical scheme is when an intruder implants =&
"Trojan Horse" on a computer which sends him an unencrypted
copy ©f every transaction. Sometimes, it is even done zas a
delayed action during the off-hcurs when the computer is not
likely to be supérvised.

in addition, there are authentication products designed
to maintain the integrity of the computer against intrusion.
These products are based on the premise that they are 100%
secured. Once the product is compromised, it hecomes totally
ineffective. Sometimes, careless use by the one user may
jeopardize all other users of the product.

Firewalls are more effective in maintaining network
security. However they are very expensive. Their price range
is between $10,000 and $50,000, plus the price of the
hardware. They reguire a high level of expertise to install
and maintain. The, mast sophisticated and effective firewalls
require a specialiy trained technician or engineer for their

maintenance. The special training cost iz up to $10,000 per




jeopardi ze all other users of the product. Firewalls are nore effective in
mai nt ai ni ng network security. However they are very expensive. Their QEﬁﬁﬁ
range is between $10, 000 and $50, 000, plus the price of the har dwar 4
They require a high level of expertise to install and maintain. The nust
sophi sticated and effective firewalls _require a specially trained
techni ci an or engineer for their nmaintefance. The special training cost is
up to $10,000 per - 2 S E P 2004 - 7 person, and the salary adds $60,00 to
$120,000 or nore per annumto the cost. Firewalls have to be constantly
mai nt ai ned, nodified, and nonitored in order to yield reasonable security.
They only gevesnt hend GRipaddl=ef, thesl pternes Br ot oro) o @ndhnoiotheUDP

part - Thus,agge gg Bg;(g;gyide security to NFS (Network File Services)
and many cleént server apslrcations. The firewall is a full service

conput er whi ch c%hf%‘ealllsoggéél tonbe oS brditAt ehahter dinf nBRft 6t ¢hg.2nFhus, it
C?P be brork@:mid_%&@d QﬂC@r@eﬁ!tlbgW?!ehdi sea@rmrasm‘asg@lclhfid)o._sesrﬂet}_sdonzy

ef fecti veness._an c S i gbilit ecyri :

Firewal | s oﬁ?§e%r% %C?H?H%gﬁ%ﬁﬁeéﬁfo%?%g%agéngggﬁiﬁ?gﬁ%%gé&%ﬁﬁﬁ%Vfﬁg Ar ea
Net wor k) . PeTdoes dt: pPOY &t nagaprdtidd feFUSEor ThE0 Sa \PaF vPEtIfEr ehost
fromwi thi nsthei A, amd wiew of i the/dearegoizngl iicktisnan obj ect of the
present inventiop,Loproyide a; net %EK SQGUELLY deyiee-whichrovercques the
short com ngs of tﬂe rior art network security devices, In particular, it
is an objec%°6$e?hé”g?e%%ﬁnmﬁlﬁﬁéﬂ?P%% an WHVide " har Bar e* UeVit &t o
provi de net movkesedutbty fodrce iandiiviegadll hicsteomincacised tid aasstanorte. Summa

of the Invepkion: THen 068 WHK rReeHELtY OBV OB Of AhecRr e8entai sventign
conprises a_first_netwark |nherface connected to a protected Eﬁlent, a

second net wBrR-i nt T ¥%4te cEAMEXEFTF &350 PPBR-b1° é’er?&effﬂrﬁ, Ahd g
processi ng ei M t (doAmedred MNethork! - i nt B f dees. MOt IRX GV eryaindie
portion of thexDetwArknt® = Whirehchher prodectath Glic@Ah tRecnmmected is an
Et hernet and theIn view of the foregoing, it is an cbject of the present
invention to provide a2 network security device which overcomes
the shortcomings of the prior art network security devices.
In particular, it is an object of the present invention
to provide a hardware device to provide network security for

individual hosts attached to a network.

Summary of the Invention

The network security device of the present invention
comprises a first network interface connected to a protected
client, a second network interface connected to a portion of
2 network, and a processing circuit connected to both
interfaces. Illustratively, the portion of the network to
which the protected client is connected is an Ethernet and the
first and second network interfaces are Ethexmet interfaces.
The processing circuit connected in between the two interfaces
may be a conventiocnal CPU such as an Intel 486 DX2-6& or a2
Pentium. Alternatively, the processing circuit may be
implemented as one or mwore ASICs (Application specific
Integrated Cixcuits) or a combination of ASICs and a CPU. A
communication from the protected client, goes from the client,
to the first interface, to the processing circuit, to the

second interface and intc the network. Similarly, a




first and second network interfaces are Ethernet interfaces. The
processing circuit connected in between the two interfaces may be a
- conventional CPU such as an Intel 486 DX2-66 or a Pentium AIternaﬂaﬁ§%@m4
the processing circuit may be inplenmented as one or nore ASICs
(Application Specific Integrated Grcuits) or a conbination of ASICs and a
CPU. A conmunication fromthe protedt@d'client, goes fromthe client, to
the first interface, to the processing circuit, to the second interface
and into the network. Simlarly, a -2 SEP 2004 - 8 conmunication received
fromthe network, coes fromthe second interface, to the processing

circuit, to thgnlinhistck bl efd@CQqandoh 0 Hehaephotected sclirent chPrsekenabl y,

the network security device is a sealed device and {L eapnot; he l.ogged
into. It has ﬁrheerég)rérg‘ 1 B” S AudiresS "33 "Ehet priot ect edtc%i ent. A nuﬁbergof

i mportant furfdd ds taeerperforated B¢nthe inventive network security

device. The networdeseedrity tHevide Woedr nscubecACearideorid Pzaddress of
its client and .Qcks dtself to .t k&g}esel@g%des%%_ To;d ogks the MAG.and/or IP
address is stored.in a per manent menor the ,network security device. A
packet arri vidtfFesEmEhele| PErite ke “ABE"tbe passed into the network if the
packet has a MAC andiwibelP of attfessrai ffereatnér enet patrinhined s, tseor ed

in memory. Thys,..dthe pateehed cliant, is.ynabl e tgechangr it ssdA&iagd/ or
P address. _This prevents the protec ed client from err.utl at i n%k t he MAC
and/ or | P addteE< of L &iforthert s Mt =T H Fhe @RS Whert Sa Packét 25fri ves

at the first networiksentterbackedd onidrdessesl i €t ladke pREcHUBS| Frep (i @& t
substitutes a,MAG addsessQfreqgt h&, Ngt Wt kn.seeur idancdevi 62 frble the Jdhte
address of the rotected client. Then the packet i asse o ihe cond
interface and®fHt thé et for ikK* pﬁl%(estar?grtlF h3la (?mo%h%s%ﬁgg# o‘ﬁrie}ld nl%(r%
reverse for pecketsset dipgpnghatnetometifiotke RBTHAL PESdéviite FROMATHE
network si de. aRacked siirgeebMedt fampmnbRewpi et €et edocdd ent remergncrypised

USing an enCingrg?géeééggnéf¥ghtsg%hu%%thEéb Eﬁé*gé”iégfkkc and/or IP
address. This prevents the protected client from emulating
the MARC and/or IP zddress of another client in the network.
When a packet arrives at the first network interface from the
client, the processing circuit substitutes a MAC address of
the network security device for the MAC address of the
protected client. Then the packet is passed to the second
interface and into the network. The same. translation 1is
performed in reverse for packets arriving .at the network
security device from the network side.

Packets received fxom the protected client are encrypted
using an encipherment function such as IDEA, FEAL or DES
before being transmitted wvia the network to a destination.
Similarly encrypted packets received from a destination axe
decrypted. Such encryption and decrypticn requires a common
session key to be possessed jointly by the protected client
and the destination {(the destination being a protected client
of another network security device located someplace else in
the network) .

The common session key is obtained using a public key
cryptography techpidue. Thus, both of the protected clients
{(hereinafrer lzbeled i and j) have public keys P,, P; and

b

secret keys S,, S;. The public keys P, and P; have a static




before being transmtted via the network to a destination. Simlarly
encrypted packets received froma destination are decrypted. Such
"encryption and decryption requires a conmon session key to be possdsEedils
jointly by the protected client and the destination (the destination being
a protected client of another network security device | ocated sonepl ace
else in the network). The conmobn s. €ssi on key is obtained using a public
key cryptography technique. Thus, both of the protected clients
(hereinafter labeled i and j) have public- keys Pi, P5 and secret keys S;

, Sa _ The public keys Pi and P:" have a static - 2 S E P 2004 - 9 part and
a dynam ¢ pgktr Wah€ha i syrispdat ed rperhodhcab| ypcdhe! wecreti kéys S, "By al so

have -a static_ atrt a d a dynanic part . Jpa@iéi At Q%dKQYd%hasn%%mthe

networ k seclrr " mdi nt ai ns tvvo t abases. st ati c. dat abase
contains inf ornﬁl%ﬂnj aﬁ’o&ﬁ‘esééﬁr%éc’}?d“ﬂes GrhenBHE’é‘Of]iﬁ R WO 2 SR
secured hostafataDEe v hastzbasenode that sistproteéct@TeRdy aomeatwer k

security deyige,.fach, enlgy aclbesshatis database iscomaims.ohkor mti on
about a par |cu ar secured E t he Eg tthg agdrgsgé tIC{T% ent ered
in the dataB§SBTeAmMPIhe~ HBQ? J'5,5|ﬁ‘e faheRt BB i'¢key” R dynamit “dafa base

cont ai ns i nhernatk oneabouty seoured &adhuaseryred h@%t%ﬁa%rﬁ@rﬁhﬂﬂyﬂ n the
dynani ¢ dat ahaggink n%%ﬁ%tﬁéﬁo%ﬁaoﬁcl P addressian §é@gréd”ldtd‘sa:tl ng whet her

or not the host IS secur ag indi cating wheth -tlﬂi% i
transition (feehosft Itphé‘dﬁfaﬁfe Bf'gea %Elereefchan% &{t poi nder%hto a
comon secreztossesspemd@eapt Twélprokecol used by the network security device

of host i to agpea,Qinfc COMDNLSAS DM KaY' iwkbimar Net welbdus ecatirtepn
devi ce of host j is as follows: Copside onpmunihcatkon. fromhast. J. to
host j. The *"CortRitfCAE on AT vesgaﬁhtﬁngng V\ggrk secu)(r;)rlqE ; devi ce “of host
i from host inclidesnethmsitk ss&B wddrgsdevd éé%hé@ﬁéc??l%ﬁhﬁt *Fs°f #%he

dynam ¢ dat ahas@oskf ihasicyreids anfidie idinant éng deltetiiese thet hpst diet eémmi ned
if the dynargr%ndsq_kggg‘sqihg@,ain the middle of a key excﬁange), and =a
pointer to a common secret session key.

The protocol used by the network security device of host
i to agree on a common session key with a network security
device of host j is as follows:

Consider a commuﬁication from host i to host 3. The
communiication arfives at the network security device of host
i from host i. The network.security device checks if host j
is in the dynamic datzbase. If host j is 'in the dynamic
database, it is determined if the dynamic -database has a
common session key for communication between host i and host
j. 1If there is such a common session key, the communication
from host i is encrypted using the common session key and
transmitted to host 3. if there is no common session key,
then host i sends the dynamic part of its public key P; to
host i and host j replies by sending the dynamic part of its
public key P, to host i. The exchange of dynamic parts of the
public keys may be encrypted using the static part of the
public keys, which may be obtained from the static databases
at host i and host 3J. The common session key 1is then

caleulated according to a Diffie-Eellman technique for

example:




common session key for conmuni cati on between host i and host . If there
IS such a conmon session key, the conmunication fromhost i is encryﬁged
usi ng the common session key and transmtted to host j. If there is EP 2004
common session key, then host i sends the dynamic part of its public key
P, to host j and host j replies by sending the dynamc part of its public
key Pi to host i. The exchange of dyna%QC parts of the public keys may be
encrypted using the static part of the public keys, which may be obtained

fromthe static databases at host i and host j. The conmon session key is
then cal cul ated accordi ng to a Diffie-Hell man technique for exanple: - 2
SEP 2004 Assune that = product of two. prjnes. tqggghgpg@ of, pyhlic

keys, i cal cul atFeSme th%y 1T = secGuer twaevlihce At Th‘as rboth host s

i and j - 10T9EFINORhere Nli”seseltﬁéﬁu‘ﬁ?lfr@‘orpntﬁ@ /&é%‘hr‘#e chhtep3he gs)
mod N Aft eretdie:ridee ciebubl Ko Sesty| tc)hedﬁ\it@@r}atsdmstlt}’gdsvsten@fd st

Simlarly, the.ne r | cabcul ated slsi= Pist = & SUSr100d:e e 8. dik
possessi on of %%gu\é%ﬁésn rrbe¥D Thi s(agﬁunber;1 then eruggd as; a conmon

sessi on key YU t56VAEFi & aoﬁﬁn?mﬁa%‘é‘éjs&i Key. bp‘Not e% hat i & assunes
that there iThihe rteat hcsdatnaba:@ejoérélast possessapn enft ropef gempostrger | f

there is not, the,exchange @ dwam Ge PUbLd G KQY Sdmtrclr @e€de6n byean,:
exchange of static public kegs and the forming of a database entry for
host j in thesedats caed‘éf’ﬁbés‘é HThoSt S " MoFeover, if there is no entry

for host j in thevdynamec databaseret hbst ihereudhl amneRITRf ¥ O PPsthe
generated befgrenthe dynamsGkeyexeRang®t i. If there is not, the

exchange of dynamic public keys is preceded by an exchange of
static public keys and the forming of a database entry for
host j in the static database at host i. Moreover, if tyere
is no entry for host j in the dynamic database of host i, such
an entry will be generated before the dynamic key exchange.

It should be noted that encryption takes place at the IP
level so that TCP and UDP packets are encoded.v

In short, the inventive network security device has a
number of significant advantages.

Like a firewall, the inventive network secuxity dev;ce is
= hardware/software combination in a preferred implementation.
However, it is =a sealed "box" and cannot bge logged into.
Hence, it cannot be compromised the way a firxewall can. It is
much cheaper than a firewall. Thus, each node in the LAN can
be equipped with it. This way, it provides protection insigde
the LAN as well as outside. The network security device works
directly at the IP level. it thereﬁorex covers all types of
IP protocols and reguires no special configuration toO
different network applications. Thus, the inventive network
security device is maintenance free.

The inventive network security device senses the IP
address of the client host and locks itself to 1it. It
requires no installation. Once locked, it does not allow the
client host to change its IP address. The inventive network
security device al'so wmaintains a permanent database of secured
hosts. I1f a reguest for . key arbitration arrives that

conflicts with the database, that host is denied




It should be noted that encryption takes place at the IP Ilevel so that TCP
and UDP packets are encoded. In short, the inventive network security?Sgp 2004
device has a nunber of significant advantages. Like a firewall, the
inventive network security device is a hardware/software conbination in a
preferred inpl enmentation. However, it is a sealed "box" and cannot be

| ogged into- Hence, it cannot be conprohised the way a firewall can. It is

much cheaper than a firewall. Thus, each node in the LAN can be equi pped
with it. This way, it provides protection inside the LAN as well as
outside. The network security device works directly at the IP level. It

therefore, coweusiaitidypestat RoRhot 060! Sf anHer agidivicest W0 S@ecials
configuration to_ different network appligations, . Thus,  the.dinventiye
network seCdrity dévice is maintenance free. The inventive network
security dewingensansesete PP deyddreSEedies Re POMFERELhGEFTARH POTIEST tsel f
toit. It nreauidilesnao dndstald atdwrrkOncerduweck athevigntdogs amteraltlsowd he

client host (o changesi1s.d Raddressofhie,dcavehive netvork security
devi ce al so infairns a permanent dat abase of secured._hosts- |f a request

for. key arbitraffPenaf§1ves EREPTLCOAEVEEE W TR ThE Idat BBESR T Heft” host
is deni ed - 2cSERe 2004:ckk, ¢oabuddcatherexchiingecofbiyraionroblthekabove two

features crgatgs ja doubl e auihenti sall o, of the I F address. The inventive
security devi S a physic grrl er between _the cl ig{l&, gknd t he
network. Thus, prFéFent FRBEHRY g LOUBYIFHSS BY aPFEEC B Rerpdt™

comuni cati ons. Fhe i2nweitameeisetlyi iyl devizteserdreyprsciaiiectomeurdicat i on

to the netwylks. i;nckudi BYc b &%change of dynami c public keys. Brief
Description of the Drawings FIG 1 schematically illustrates an internet

network. FI'G® %chenati cal | y illustrates the architecture of a host in
the network of FIRZGE. FhGar@A 3aRd BRuskraser &he t AT PBFE et of aPpaleket

transmitted in the network of FiG 1.

FIG 2 illustrates a network security device for use with
a host in the network of FIG 1 in accordance with an
embodiment of the present invention.

FIG 5 illustrates an entry in a static database
maintained by the network security device of FIG 4.

FIG 6 illustrates an entry in &a dynamic database
maintained by the network security device of FIG 4.

FIG 7 is a flow chart which illustrates .a key exchange
algorithm utilized by the network security device of FIG 4.

FIG 8 is a flow chart of an BARP handling =zlgorithm
utilized by the network security device of FIG 4.

FIG ¢ is a flow chart of an IP packet handling algorithm
utilized by the network security device of FIG 4.

Detailed Description of the Invention

FIG 4 schematically illustrates a network security device
in =accordance with an illustrative embodiment of the
invention. The security device 10 comprises a first interface
0 which is connected to the client host 12. Specifically, the
interface 0 is cornnected to a network interface in the client
host 12 {e.g., an interface 13 of Fig. 2) via 2 cable or wire
13. The securit? device 10 comprises a second interface 2

which is connected to a portion of a network 100.




transmtted in the network of FIG1: FIG 4 illustrates a network security
device for use with a host in the network of FIG 1 in accordance w t

enbodi ment of the present invention. FIGS illustrates an entry in a ?tgh H04
dat abase rmaintained by the network security device of FIG 4. FIG 6

illustrates an entry in a dynam c database naintained by the network
security device of FIG4. FIG? is a 19w chart which iliustrates -a key
exchange algorithmutilized by the network security device of FIG4. FIG
8 is a flowchart of an ARP handling algorithmutilized by the network
security device of FIG4. FIG9 is a flow chart of an |P packet handling

al gorithm utildzed hyithecmetineeks seeur iitycdevicecof ocRGE4epreid%ed
Descri ption ojt t&ee I nvention FLG 4, schemplical | ddelrlcustEatesn ax nedwor K
security deVite “ih accor ance W th an ilTustrative enbodi ment of the

i nvention. He sdEria Y 3€YFee"30 conprises a first interface 0 which is
connected to thenatdents hestorizctSgecef ivalingeninessi fter f 36€ OFPPsis

connected (9.2 DELYOIK Jueklaced il e Gl ent shishc Hirey 5o (< oan
interface 1370 I d. via a cable or wre T e it i 1
conpri ses af%@%}bn%egl?ﬁfﬂ”ér F&CBON S W hi i %%o%%%gtqeangoga%rm%i%on%é#ﬁg
network 1003182 (GER 200> 12 cbhhestedt itvelyhe t RBY | Afer f abe PPFE°EDhnect ed

to an Et hergﬁ{:r cibhakoiige | B epbaeesnd, tnakgpEtdrer ast inteef acesesuch as
SMC Elite Utra Interfaces. A

S oo 1o IETE TnletTeces & UL s, Saegi oo sbodatectenes 0.1
fl ash EEPROWp &Sprommestadd et dogie 2EPEY14 Ahee B ahiEnYc %%&Wél‘%fé. 9.
RAM is conpgghed t@aythe GRcids ARdOptisorfalncténor ypyi or modulied26uperfor ns
encryption and [arge numher  arithugtie PDRrAliQns. pyeLRe0yAl] Ofnuni t may
be i npl enent'8d™%a8 ¥ progaimabi € logic array. Alterpatjvely 4.he
encryption imbeaifecra) be ®if tiFed s R rr39 b T A9 %ed Bt
using a sof t;wake rReegb apasMEchll scaxsolitcad ibyst frecCRB el 411i9pe host 12
that is sensed on the cable 13 to the CPU 14. The network
connection is viz the interface 1 which is set to the same 1P
address as the client 12. The network security device 10
responds to the Address Resolution Protocol by sending its own
(rather than the client’'s) MAC address. This adds a level of
security by bleocking attempts UO bypass the device 10 using
the Ethernet protoccol.

The CPU 14 maintains two databases. One database is a
static database stored in the Flash ROM 16. This database
contains permanent information about secured nodes in the
network, i.e., the node IP address, time gntered into the
database, the nodes permanent public key. The structure of an
illustrative reéord for a2 node 1in this‘database is shown in
FIG 5. .

5L second database is a dynamic database. The dynamic
database contains information about secured and unsecured
nodes, i.e., the node IP address, time last updated, a flag
indicating whether the node is secured {e.g.,has its own
network security device), a £lag indicating whether the node
is in transition {i.e., in the middle of & key exchange), a
pointer to a commop $ecret key with that node. The structure

of an illustrative record for a node in this database is shown

in FIG €. The transition flag has three possible wvalues, 0-




interface O is put in a prom scuous node. In this node, the interface O
~passes all communications fromthe client host 12 that is sensed on-¢I$€p 2004
cable 13 to the CPU 14. The network connection is via the interface 1
which is set to the sane IP address as the client 12. The network security
device 10 responds to the Address Resolution Protocol by sending its own
(rather than the client's) MAC addresst® This adds a | evel of security by
bl ocking attenpts to bypass the device 10 using the Ethernet protocol.
. The CPU 14 mai ntains two databases. One database is a static database
stored in the Flash ROM 16. Thi s database contains permanent information
about securgd.nogdes L&, NQLYORKind . epit he-dioderbPeaddeessanti e
entered into the database, the_nodes per manent public key. The structure
of an illuBEPEtPYecTEEGAEPBroh TOWE™ At his database is shown in FIG S.

A second dat abas®h¢ sscf tepnan e cgaedbes heTRBU Ay AAF ct ke &5ABETEDRT ai s

i nformation @@boutpsesuefd andcdnsecused naoEeskidg €.systhe, node; | Pcagddr ess,
time last updated, a fla i_ndi cating et her e_no .S secyred_{(e.qg., has
its own nefﬁBPﬁtéé%?ﬁit%%gﬁéﬁgé% T a P%%b ?%SF%Q ?%gﬁﬁﬁ%%ﬁbrg# e h%%e i's
in transitioscppriingisytee pirddPetbfPar ka3t ek ddifge) <ca“eporht er T8 a
conmon secr @kykeymph t & id1atz190der il he: sStdeuahumemond aml iddeustigakilvedr ecor d
for a node i.n _this database i in ELG 6., The trapsiti fl-ag. has

t hree possiﬁpéov%fhﬁgf%é g?%@%t§g8%@?gf§mmﬁ§% fﬁ?trgnsitid%fﬂg?ﬁgn%fng
reply from PedoPEtRBEESS anth SYEREFNYL Ebnplit atT Bif Soft EEAMEH Tk & e Fhe

sof t war e execut raAMbycidie aGR EdHehes thteefLosponfhesnetydykiogesatt ag

system (2) DCLUOhia,syst e, (3) RhanCOMRALERE A GQiAhag . The,

operating system an e networking systemare both part of a Unix like
kennel . The ®%kKey conputation algorithmreside in nmenory and are signalled
into action by tReengevworkimgpesystlemrithe dperdtfibagrayed ebmi Biga 7-

| obot oni zed dejnli%esy StHeM M deh Aldrdrinesnbaker1oehe exeaps ddies&iM adi sk
and Ether netcgm?nh%ﬂ:gglegﬁ t-ghg fQoe (—:\'M)llhk{:ﬂg ns tsx}o%:rlg whose IP = A. When the
communication arrives a2t the network security device of the
host client (step 60 of Fig. 6), the dynamic data base (DDB)

is checked to determine if there is an entry for node A in the
dynamic data base (step 61). If there is an entry for node A

in the dynamic data base, a check is made to see if a common
session key for node A and the protected client has expired
(step 62).

If the common session key has not expired-the packet is
encrypted using the session key and an encipherment function
such as IDEA (step 6£3}. If the common session key has
expired, the dynamic data base entry for the node IP=A 1s
marked in unsecured transition (step 64) which means a key
exchance is taking place. ‘ )

The exchange of the dynamic parts of the public keys of
the host client and the node with IP=A proceeds as follows.

The host client (i.e., the source) sends its dynamic public
key and IP address to the node with IP=A (the destination)
(step 65) and waits five seconds for a reply (step 66) . The
dynamic public key of the host may be encrypted with the
static public key_of'the node with IP=A. The reply is the

dynamic public key of the destination node with IP=A. This

may be encrypred with the static public key of the host




is for conmmuni cation, key exchange, encryption, configuration, etc. The
key exchange algorithmis illustrated in Fig. 7. Consider the case-\ghiPelnns
the host client wants to send a comrunication to a node in the network
whose IP = A. Wien the conmunication arrives at the network security

device of the host client (step 60 _ofltfimg. 6), the dynam c data base (DDE)
is checked to determine if there is anentry for node Ain the dynamc

data base (step 61) If there is an entry for. node A in the dynam c data
base, a check is made to see if a common session key for node A and the
protected client has expired (step 62). If the commpbn session key has not
expi red t hecpacket iThe enerypitedrdsthpicheepesspontkeye driddesgn ehtipher nent
function such as:d DEAGSLEP (63 |8t heonopaBNasesSsi Ot KBy chasscexni r ed,
the dynam c_data base entry.for the Qod&él E§énis§tio rgﬁg J'Sr} unggﬁ:u.red
transition (SUEP 64FWATER TeamE §2K&y “ExCRaRGe i 8t ki ng pracé’ “The
exchange of thhelR/ rrarvizy part shofdadtdnpubbirc keys of the host client and

the node with | PEA praegaeds as tekéowss ciHhechastichbentflilh. eqr thee source)
sends its dypam c publi.c _key. and )P, address fo.ihe nadewisth LP= %the
destinati oniegt(%sffae%oéb)maﬁﬁewgl sOéfit\}% gggo%ds for aﬂ%;eipley 1(st:ég @é . The

dynam ¢ pubPPec ke S6f ERe2 HESEPNRY be T8RRIy FIETW ERSEAB™ SHattPE Pl i ¢ key
of the nodeswi:tde |RrA deEenbepty is ddlevldyadanbe publietvcey ekecthery

destination Lth | P= i S Lypted w.thotbe.s ke public
key of the ﬁg‘g?&f%éEﬁﬁgogbugﬁlé(sﬁeﬁ?. %'I%%lg)éste S 65 apnd 565_32?59? epeat ed
three timestEeiimaR CoLPE§uLEsas (57l stp %8) TFrofPPHE” f&5haL Fon, the
source netwer khsecenténedevitee umar REBt he thansburon wéfw(dt epc6¥)}cyn the

DDB entry fgr,the desid pali ol khearfanikios recgingd :hhe dransiddonsflag
for the destipation in the DDB of the network security device of the host
is set to 2”‘(“5’{‘%% B9)SEePrH&R -a comon session key for the source. and
destination is caheuwstledhdgy of héypetigoroebdécukpyy and the calculation

of 2 common session assumes that there is an entry for the
destination node with IP=A in the static data base (SDB) of
the source network security device and in the dynamic data
base of the scurce network security device. If these entries
do not exist, they may be created prior to dynamic public key
exchange (steps 65-69).

If there is no DDB entry Ior node IP=A, {(step €1} an
entry is created (step 81) and the transition flag for this
entry is marked in unsecured transition (step £2). A check is
then made to determine if the SDB of the “source network
security device has an entry for node iP=A {(step 83). If
there is such an entry, proceed with dynamic key exchange
{step 65 etc.). The source network security device transmits
the permanent public key of the source to node IP=A (step 62)
and waits five seconds for a reply (step 85) . The steps 84
and 85 may be repeated several, e.g., three times.

if a2 reply is received (step B6), an entry is created in
the SDB (step 87). If no reply is received, the transition
flag in the entry in the DDB is marked transition off (step
67) .

As indicated above in a preferred embodiment, the network
security device is a sealed box which cannot be logged into.

The network security device 10 senses the IP (and/or MAC)




device of the source (step 70) using for exanple a Diffie- Hell man

techni que as descri bed above- The commobn session key is then entereg EF%@
~the DDB of the source network security device (step 71) and the transi A

flag for this DDB entry is narked O (step 72). The exchange of dynam c

public keys and the cal culation of a conmmobn session assunmes that there is
an entry for the destination node wi th? I'P=A in the static data base ( SDB)
of the source network security device and in the dynam c data base of the
source network security device. If these entries do not exist, they nay be
created prior to dynam c public key exchange (steps 65-69). If there is no
DDB entry fofadieds Id2=Ane( slepnbljoan 12ningy 1bsker eased: (st epr 81)orard t he

transition flag for, Ll S.c SPLLY, i Tackad incyaseqy edid ragsiddeon (l ep

82). A check is etermne if the --source network
security de\EJCJéfﬂfaslén PEREEYERBr DodeRd Pﬂﬂt‘(‘%‘E]‘épsgg)ﬂlH’ dReFe iF%uch an
entry, proceethiwirdy dyranpc(key/exehangeddfstep 65 etc.) The source network

security device Hansidss st he RELERASNL HURIIC Ky of 5h@h§%’f&r§:ctcﬁ node
| P=A (step 84) wai ts five seconds for ar%ggélsﬁ(s e steps 84
f

and 85 nay l:fé“r%’beétsed‘sseé]ve?%l regoyve fRree tf m?tscq“rlébgel ved
(step 86), a@Erientrmer imscbieat ethdinadthesSBBi(cHt @p 879 cqtfuanoaﬁ@miys its>
received, thg {hansjd inQRwolk agyddkd:he %@Eﬁ(ynagl the DDB is marked transition
of f (step 671. As indicated above in a ﬁ ef ecge 1ce oI es”ﬁﬂ% ﬁr%% net wor k
security device i9% EEPEYY Do WHIT¢h SEGHAOEY B 10Gged in Tret wor k
security devResolfxisengestbhel] Rq armvfesumc;)tsezlfsemdz@eaie the chigirtess of
the client hgsir 12 and locks itself toit. Once the network security

device is | ocked Igo thae ddr egmw UAF l{q\lféne?n}ve M%W%s:% Sggupyﬁ_%hg%\netv\ork
P d d

security device fr Rging 1t S an ress \ddiess
Resol uti on ProPoediey ARP)AEPS rielgaepE ov bed| 1P khi c s TFSEE St o™ EsBdT e an | P
addr ess i nt ofBomBtNiHIG: ar interface 0 or form the network at interface

i1 (step 100). 1f the reguest arrives viz interface 0, the
network security device determines if it is configured (step
102). 1If the network security device is not configured, it
configures itself (step 103). Ccnfiguration involves storing
in a permeanent memory, the IP address and/or the MAC address
of the host. After configuration, the CPU in the network
security device replaces the MAC address of the source with
the MAC address of interface 1 (step 104) and sends the
reguest to interface 1 ({step 105). The reguest is then
transmitted to its destination via the networx.

If the host’'s network security device 1is already
configured (step 102}, it is detexrmined if the request is a
reply (step 106). This is done by checking the destination
MAC field. In a reply this field is not zero. If the request
is not a reply, MAC address translation takes place according
to step 104 and the request is sent to interface 1 {step 105}
for transmission into the network. If the request is a reply,
it is determined if the source IP address in Fhe request
matches the IP address now permanently stored in memory (step
107). If there is, a2 match, the request is dropped (step 108}

since the network..skcurity device has already answered the

ARP. 1If there is not a match, the system is shut down (step
1098} .




Et her net machi ne (MAC) address which is the actual address to which the
network i nterface responds. The inventive network security device yZﬁip%ﬁ)
" (Address Resolution Protocol) to configure itself and hide the cli

host. Fig. 8 Shows how the inventive network security device processes an
ARP request with IP=B. The request may arrive fromthe host at interface O
or formthe network at interface 1 '(s]t p 100) . If the request arrives via
interface 0, the network security device determnes if it is configured
(step 102). If the network security device is not configured, it
configures itself (step 103) Configuration involves storing in a pernmanent
menory, the | P addres® andiorstt ke rMAEs adds eslse  of tidiex hostintAftiere 1,

configurationpet heqGPLL i Rt &ﬁs@@ewuk M;‘a@waegy cdepiee replaces;they

addr ess of tpe source wth t ( 1%85 of nte face 1 (ste 104) and
sends the req%es? t 05i nt eFf8 % lsfg{je SI"’he r%quest £S t
transmitted tore¥sacResti mitdoiivia t hé hé@v\m%estf tshexdiost 'rgpriet.wo}nk

security devieguést aly eadyere@nfdigur ek (slcepad2s dt ihsedeies mined.jf the
request is a,,feply (step 106). This is done by checking the destination
MAC field. Ih a reply this field is not zero. If the request is not a
reply, MAC addr es5'9r ghsildtissnat aRes FRAEAEE &8RRG L 997 Stap utfdiand t he
request is sentche imteartiace nkt(stepsddh)i vyl aevieansni 5sé Qi yt hﬁe

network. |f %Qz‘?ké?“é’zez&tvéss vﬁt’i’legl"%es?l.}:}t | s determ ped {f.the squrce | P

address in the request matches t ress now pernanentl storéd in
menory (steppaib‘?ﬁ TRY (Y S sE et h‘?ﬁ‘é Féqdé%’;ter@‘:ﬂrc?pp T step 108)
si nce the nehwbwkrk securiderfdeei te has al ready answered the ARP. If there

is not a match, tbﬁrw%b%@laérw cggml{e&teeehelﬁé‘eket a2rS b F%I%Qnoé‘he 16
It the requeﬁt arrives via fé"”ﬁ',_:é interface 1, the re quest

passed to intefface G srt*(fﬁeﬁl) eflest® e %] PRI st@ﬁeii% pass

t he request feonthel Message Protocol) or IGMP (Internet Gatewey Message
Protocol} identification (step 201), the packet is passed to
the interface 1 without encryption. However, the source MAC
address in the packet is translated to the MRC address of
interface 1 ({step 202). ICMP and IGMP Packets are not
addressed to a destination host. Rather these packets are
utilized by intermediate entities in the network, e.g.,
routgrs, for various functions.

If the destination to which the packet is addressed is
insecure, the packet is dropped (step 203, 204). The device
may be in a secured/unsecured mode (special order). In such
case the packet will be sent unchanged. ‘

Next, it 1s determined if the backet contains a part of
a message that has been fragmented (step 205). If the packet
contains a fragment, the fragments are Eollected {step 206)
and the message is encrypted (step 207). The encryption takes
place using the common session key and an encipherment
functicn. 1f the encrypted message 1is too long for the
particular LAN (step 208), it is fragmented (step 20%}. An
encrypted packet is then transmitted to interface 1 for
transmission into the network (step 210) .

An encryptedlpacket carries a signature in the protocol
IS part of the IP header. This indicates that the packet is

encrypted. The IP address of a packet 1is not encrypted,




the interface 0 (step 113). If the request is not a reply, the request is
answered using the MAC address of interface 1 (step 114), Fig. 9
“illustrates a packet handling algorithmutilized by the inventive qgﬁgpg@
security device. Illustratively the packet arrives with the source g
I'P=C (step 200). The packet may arrive fromthe host at interface O from
the network at interface 1. First consider the case where the packet
arrives fromthe host at interface 0. If the packet carries an | CWP
{Internet Control Message Protocol) or |IGW (Internet Gat eway Message
Protocol) identification (step 201), the packet ;is passed to the
interface 1 W PRBULSBNCHYPRCEAT FOWey 8Pt PRer SEUTL & WRCI  atiel ¢8$ *PARxt he
packet is transl alted testhehMAE addr esskef zintetfacezlchstepck02).2tCWP

and | GW PaCKﬁE§r§£§en9t saddressed 4.9..a dast inat Ip%k@festls Rat Heﬁotgese
packets are Igfék internediate entities I n.the network,
i

routers, for 8&5 FﬁnéFFSHsz2Pf Fﬁed&§§FPﬁéFPoﬁst6“ﬁﬁﬁ8ﬁthénﬁaéh%t is
addr essed | spaFhsecis eserttheopacketfase dr opped (otép 203rh@0ZHckeEhesdevi ce

my be in a EQQUF&GJM}@%C%@Qké@dQsQéBeCjﬁ) dEg@r)pal&ceSLUCE's sk Lhggpacket
wll be sent unchgﬂg ed, Next eterm contains a

part of a nBSS3Ge t%afohésebecgﬁ feﬁ‘ﬁgﬁﬁﬁ?earf’g?‘éﬁl zggfgm???h packat
contai ns a fPaghkentis ries enagmers (arepctldlechedr{Step i208yorped (Shep

nessage is eagsypt ethd Siee’p_caorﬁ ‘bel NG §n§édftpltécpﬂlnts@&%§edprlr\@&@ &%‘eﬁgaihe
comon sessi f?; and_an egm er ment _functi, | f_the encr ed nessage
e

is too |ona Bar £1EUI 87C LART (IR 208)" ﬁe i 1T agnented¢§tEp
209). An enéPﬁijEﬂe%acke@fl §h@hewq}ﬁe&nsﬁ$tteé@m@tﬁﬁt drftacehe fr@rtwork
transm ssi onsepteithedeeivorkoést ap: 2 e ARceRrevynikedppacket earrkes a

signature ingthg.prot %o hS;part. of 4 hg.! '(DSJQQ d{i?) E@'dstké‘gr&fé}}e‘%s Lhat
t he packet is encr éllc “The FP adIglress of Ig i's not ted, - 2
S E P 2004 _dI?pped (step 228} If the key ﬁs aval lable in the dynamlc
data base of the network security device, the packet is
decyrpted {(step 22%) and sent to interface 0 (step 230).

For packets received from the network the MAC address of
the network security device is translated into the MAC address
of the client. For packets received from the protected
client, the MAC address of the client is translated inte the
MAC address of the network”secugity device.

In short, a unique network security device has been
disclosed. Finally, the above described embodiments of the
invention are intended to be illustrative  only. Numercus
alternative embodiments may be devised by those skilled ir the

art without departing from the scope of the following claims.




ot herwi se the packet could not be routed through the network. The case
where the packet arrives via the network at interface 1 is nom/consyggpg%‘
If the packet is an ICVMP or | GW packet (step 220) no decryption is
necessary and the packet is sent to interface O (step 221). If the packet
is a key exchange packet (step 222) the packet is processed according to
t he key exchange protocol (step 223). 1% the packet is not encrypted (step
224) the packet is dropped (step 225)_ The device nay be in a
secur ed/ unsecured node (special order). in such cse the packet will be
sent to the client wunchanged. If theapacket is encrypted but the network
security device al oes not have the key (step 226), the key exchange
protocol is carried out (step 227) and the packet is dropped (step 228) If
the keyiis. avahlkabbexi nddieidynanGcedater basetettthe ret woekssecuri ty
device, the packet is decyrpted (step .229) and sent .to_interface O (step
230). For paéﬁéFéCPéﬁéi%Qﬂf'P%&ﬁpt%EFWﬁiﬂﬁﬁFﬁstﬂ%ahﬁxfeﬁgaF%sgo?ﬁrlﬁ}ﬁg'netmork
security device i s tfans] ale@didrit anthes MAC asldieesed cofc tdee dcldteniteastFor
packets received fromthe protected client, the MAC address of the client
is translated intd”Fh@aﬁﬁEB% é¥6sf the network security device. In
short, a uni que nefwardorseGutivbyk devt €ef hims doeercted scbosatd Fnalrky, the
above described enbodi nents of the invention are intended to be
illustrative . onl%:“ Nunerous alternative enbodi ments may be devised by
those skilled in the prackswitdoutirdepar timgeforem the swdpe &firthe 36l | owi ng

claims. - 2 SEP 2004 - 18 CLA M éé%#\é§§€g$%§8§§%ggggytdgx&f;bgfyé

protecting at |easicOhE Particurar node ¢ ini cates via a nétwork
conprising: a firstseetdsuek conteifatdncenpnecked tarssaied at Feddtiligmte

particul ar node, asecqnd netugrk foherface goaneghed dicsaldapetapik, and
a processing circui’t- connected to sard Tirst and second interfaces, said
processi ng circuitbqﬁugmypphh@ packet 1is transmitted by said second

interface into 2aid network, while an IP address in

said packet remains unencrypted.

2. The network security device of c¢laim 1 wherein said user

data is a TCP packet.

3. The network security device of claim 1 wherein said user

data is a UDP packet.

4. The network security device of c¢laim 1 wherein said
processing circuit translates a MAC address of said at least
one particular node contained in said packet into a MAC

address of said network security device.

5. A method for transmitting a packet from a nocde into a
network comprising the steps of:
(1) generating a packet containing a MAC address of

said host, an IP address of a destination, and

user data,




user data contained in a packet received at said first interface fromsaid
at |l east one particular node before said packet is transmtted by_m 2004
~second interface into said network, while an IP address in said p t
remai ns unencrypted. 2. The network security device of claim1 wherein said
user data is a TCP packet. 3. The network security device of claiml
wherein said user data is a UDP packe}? 4. The network security device of
claim1l wherein said processing circuit translates a MAC address of said
at least one particular node contained in said packet into a MAC address
of said network security device. S. A nethod for transmtting a packet from
a node into a netwrk conprising the steps of: (16) (%arpeerc%tei n%e%«@%ﬁket
contai ning a MAC atidr es” of “SaFH ho§E AN PPRddress '8t 4 “destinat i on, and
user data, - 2 SEP 2004sz2id %hodt2kndnsaifetswordrkseenrictyt dayissadconnect ed
between said host and sai d_network Jg:p r Eél ng said user data but not
said | P address, (3) transhitti Rg-sat S[zﬁ%:/ BEFY

THt’o sai d net work.

{3) transmitting said packet into said network.




