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*@00002* Hi ding Data in Images by Digital Wtermarking
Field of the invention The present | nventi on reI at esJ» o7
to met hods and apparatus for data hid

that is for nodifying i mage data to h| de data ||M"IM|"IW“
Background of Invention Wth the expl osi on of

di stribution of imges and audi ovi sual digital

mul ti medi a content, nore and nor e appl i cations n@@m

R AF (PR {3t ]

sopiea oot i tirmar conten taner o ANINAN

storage and internet nultinedia streans. On the ot hHegoo2*
hand, tradjtjonal rrul tinedi a broadcasting is
still wi del SR yata inpag Digita) dVatgemaddnnd r adi o
broadcasting. It woul d be valuable to link sone

apidid bl invéYityqation to this nultinmedia 15 content
data, n particular information of relevance to the

content and which can provide additional services
ol herpresemt inventien relates t@rmthmdysand:appa@tmoe datahdiding in

CIRES R B Ry iSO B % R o ner

exanple, lyrics on actor infornatlon could be linked
t Ba€kroun¥GPimsiemtiohs, for retrieval while playing the
signals. 20 However, conventionally the transm ssion
channels for both digital and anal og nultinedia

gmﬁﬁe: i?;SlSsuBﬂré‘FaiJé%laanX&gtr 'Pien rlg%ne% Qﬁﬁﬂaudmwsual digital

are aval e for or mat'l
Dauéirhediangonterd, traofeni ek morel apalrdaltlngy haoe nradopted digital

| nV'Itlsnl‘lgclj cl:(g]rgtgn&; %tngrlmssmn rV:'xamples are Digital TV broadcasting,

CD/N/CD/DVD storage and internet multimedia streams. On the other hand,
traditional analog multimedia broadcasting is still widely used in analog TV
broadcasting and radio broadcasting.

It would be valuable to link some additional information to this multimedia

content data, in particular information of relevance to the content and which
can provide additional services other than in the traditional ways. For
example, the linked information could be the TV program listing corresponding
to a broadcast program. In another example, lyrics on actor information could
be linked to CD or VCD signals, for retrieval while playing the signals.
However, conventionally the transmission channels for both digital and analog
multimedia contents are normally fixed, and no additional channels are
available for the extra information.

Data hiding is a technique for inserting information invisibly into digital content
data such as digital audio, image and video data. It does not affect the normal
use of the digital content data. Data hiding is an example of digital
watermarking. In fact, there are three main types of application for digital
watermarking techniques, known respectively as copyright protecfion,



25 data such as digital audio, imge and video data.

It does not affect the nornmal use of the digital
content data. Data hiding is an exanple of digital

wat ermarking. In fact, there are three nain types of
application for digital watermarking techniques,
known respectively as copyright protection, 2 contents
aut henti cati on and data hi di n% [1]. Copyright
protection requires the insertion of "strong"
watermark bits, which are able to survive comon i nmage
mani pul ati ons such as conpression, geonetric

di stortion and noise attack, By contrast, digital ]
cerntentssauthenticaticnand data hiding §11 Gopyiigbhpestegtion requires the

< A ' o . ] b . _
SR aHE SRR o e ks Which 2. 58 bifvive sommen image
daianipfiattons suchias eonprréssion,aydueeteid distettiorhantd noise attack. By
requires a watermark that can tolerate distortion in -

t fNtfastn SHgital; santeats aulBentigations regirespdnsestion Pk sensitive
g arTh L NBLIEL B8 ARG HRT L B Yo SiBnctieh (4@ digitl
i cemfenbiatai aftsr dhe waterdwrk his emigpeldedoi Data ihidingt rexjuires a

roups [ t I, es,. of - d g} . T .

SBIEaR B e e SsterBRdN G (RRSRREE Fthy 59 Sfat fs can
gp8yecilerf@i Nnts and decreasing the values of the

- second group of points. In other techniques, such as
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[3], 15 inage data is hidden in a larger carrier inmage

o308 Waltfwelfindl hidiRe ey lasy BE Haflg. Cortain
I RPhARRIISAISUBA a9I2], =reotECHP ANAGStad ipofits id divide ttheé image
carrier imge. Another nethod is explained in [4], in

WRPIBES e Sug @reups UsingHieRatiasofsasidariangonBdimbesst Ehe data

3 . 0 whi ch ; o _
2P FHAD T, HershBntog g M8 AP0 54l ggoroasig
ethemealues off thensssagegtaupef boildenin bitferrteohaigaeky, such as [3],
when tge apove techni gues above are lie

piaRge data isspidden;in s [argenppiEier inage; ?Bcéjfﬂ}‘aitaﬂéﬁ‘;h pixel of
Hh% :@?Pg%@é‘&é B3ve, OpgsOr 4”%Sré§centétib?1,f AnlOeRABedding each
representation into a corresponding pixel value in the carrier image. Another
method is explained in [4], in which message data is hidden by generating
media data as a media array, in which the values of certain elements are

specified by the values of respective elements of a message to be hidden.

Unfortunately, when the above techniques above are applied to practical
situations in which data is to be hidden, the techniques have one or more of
the following limitations:

(1) Sensitivity to possible noise in the transmission channel; thus, if any
noise is added in the multimedia data, the hidden data will be lost partly or
completely;

(2) Lack of applicability to all formats of multimedia data; there are lots
of multimedia data formats in which the data is conventionally stored and
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25 (1) Sensitivity to possible noise in the

transm ssion channel; thus, if any noise is added in
the multinmedi a data, the hidden data will be | ost
partly or conpletely; (2) Lack of applicability to
all formats of nultinedia data; there are lots of
mul ti media data formats in which the data is
conventionally stored and 3 transferred, such as

anal og or digital formats, and conpressed and
unconpressed formats; (3) H gh conputational |oad and
hi gh system conplexity; in some applications, the

S [t r C : t a hdi
SHRSRAE SUth 88, GaRd ° il Bidhs ) SipBRigsea and
oningompressdd formdisy data; to permt high inmage

Thoul o8hHigh cearhBietioha® el AhuoRidhs syaefy aofidexty: in some
?mﬂcéﬂéﬁﬁ; th m It GinifddO WEsGureas eforefe ata hiding and

8 Qgst@ :
nique in which an inmage is divided into blocks,
edetovsrp prodasspamdt r ansf or ned, and the inmage is

nodi fi L aguantizin sum. . ) y -
i thi n@haipB: AR b e “OHRiRe PuirhBfe ey 3o imit high
Privageiqualieit therransimitte@ niildredsa daw thefe gRekild be no distortion
techni ques "and apparatus for enbedding data into

c ovhiemcaa Heaecoaniged HyUrpan A¥eS.t he present i nvention
proposes that, for an image in the DCT domain, a

plurality of DCT coefficients are selected, and data

| USBHE3BI4€3 showsna avdtemarkidgltechaiduecinemhishtan amage is divided

jant | [ . ffici . .
L 0r0c bEaksy Safh Risctgis, BT Ragebisd, 30k, Tdag is modified by
S%ﬁiin?ﬁﬁe%ﬁ% f aftive IGESWHARGhEDIAEY | Mage
cohpresston techniques) and assocl ating bl ocks into

groups by a random process. Then, 25 for each group of

bl Crlr(lfc’ﬁar\t/%ﬁhseaﬁen |0ncoeffi cients are selected within
t .

The present invention aims to provide new and useful techniques and
apparatus for embedding data into content data.

In general terms, the present invention proposes that, for an image in the DCT
domain, a plurality of DCT coefficients are selected, and data is embedded
into those DCT coefficients by a quantization process.

The DCT coefficients are selected by dividing the images into blocks (e.g.
such as the 8x8 blocks which are used in many image compression
techniques) and associating blocks into groups by a random process. Then,
for each group of blocks, the same DCT coefficients are selected within the
blocks of that group.

Since there is a selection of DCT coefficients within the groups, not all the
DCT coefficients of the groups are modified. For this reason, embodiments of
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bl ocks of that group. Since there is a selection of
DCT coefficients within the groups, not all the DCT
coefficients of the groups are nodified. For this
reason, enbodi nents of 4 the present invention may
give rise to a lower level of distortion than, for
exanple, in techniques such as US 6, 738, 493. The
associ ation of the bl ocks intagroups nay be done by
defining 5 subsections of the imge, each sub-section
bei ng conposed of the sane nunber of conplete bl ocks.
For each of the sub-sections, a random order of the
b ' ' 0
ot plegeht; e iy BiveEfige do0olidr ot W gfsition then. for
t @xample,dn lv@crhrlimweysudhasbllsj@,rmm@% key may be used
to generate values which are used for selecting the
order of blocks wi thin the subsections of the image.
e CH 0 NGy

mch aqERtphol e, BAGTISh, GO Tk he ThpnBy efining

ksybse:ctmaslseohthm imbge, @¢ath suebasexﬁmm heinge apmposed «of the same

oSt o SRR Blogher S adtn. Bl b-2gBcHe S hartiom order of

t ed Bictke iefdefined. Th8n4shth diduphie defimetl that bledks in the different
process, for each bit of the data to be stored, one or

msub-sestiopswhich eefrespandrtoceachretbeerpderthis oréers i ed to

a quanti zation value indicative of the bit data to be
stored. O else, for each bit of the data to be 20

stAokey maselsd uséd ao@@heféte malluesmvhlch@irealmi faffﬁelectlng the order
coefficients are such that the sum

oF blaskewithia dhe subseations.af the rmagm: Thib Key, AN Be kAR @ secret
}’ﬁ]‘nj\fd atigy! ﬁ‘%hin{\(gelt ‘?ﬁduémﬁgmetr 1o attﬂggdpgér{@leg@ggigi r;f]ﬁtgé\ﬁgre of the

case t is to
sikeyl to OefErmired What etata has beer? Sidasn, ber dmema tbgt data has been

according t e val ue of that data bit

DA o 2 o hie, Bitvidesh 2. B3Fes, & et s Yo Brpaple, the

sqécmlq@@gfglg:gqgg quadi fication values, or a second

set of coefficient nodification val ues.
In the quantization process, for each bit of the data to be stored, one or more
of the selected DCT coefficients are modified to a quantization value
indicative of the bit data to be stored. Or else, for each bit of the data to be
stored, each of a set of multiple selected DCT coefficients are modified, such
that the sum of the DCT coefficients of the set is equal to a quantization value

indicative of the bit of the data to be stored.

In the case that a data bit is to be embedded in a single DCT coefficient, this
may be done by, according to the value of that data bit, modifying the DCT
coefficient to its nearest value in either a first set of coefficient modification

values, or a second set of coefficient modification values.

In the case that a data bit is to be embedded in a set of multiple DCT
coefficients, this may be done by, according to the value of that data bit,



10

15

20

25

30

In the case that a data bit is to be enbedded in a set
of multiple DCT 30 coefficients, this may be done by,
according to the value of that data bit, 5 nodifying
the DCT coefficients of the set so that a sum of the
DCT coefficients is nodified to its nearest value in
either a first set of sum nodification values, or a
second set of sun1nnd|f|cat|og val ues. 5 The enbedded
data can be recovered froma I mage which has been

wat ermarked in this way by extracting the DCT
coefficients corresponding in |ocation to the

sel ected DCT coefficients, and observin

TEPaNIBaSIG ST PROSODET dothe [A6f e (heb & reum of the DCT
QUuHfidigRs| RN niddik& ﬁ tolfls rédrabh VaItRP dh ”ﬁmesr gf H?eseét of sum

present I nventi on have one or nore of foI
adedificaties yalcespar 2 deonnd set dfesund madificatiomgvateedods.
Firstly, they cause relatively low distortion to the
original multinedia contents. Secondly, they are

resIsembeddéd Seatat €8k Kbe Thidodkded i dat ﬁnﬁg”@e\ﬂﬁicﬂg has been
and detecting processes are conputati onal

i mpl e
Ryatermitked i thie waynbie exiracting the DR merfflwnts corresponding in

BEatOT LSS ool T cllicifith. Jof "SHeriR, " Rlafonsnip of

ethibss MIT dabficients &) tiel GiRdntizaBen valuagai nst attack by a
third party who does not know the keys. Enbodi nents of

the invention can be used for both anal og and digital

iﬁeﬂ%ht b%@dﬂngﬂﬁt Ptthgaél%sg;w Hh\gait'o% hEUBOQhé'E&I Thore of the

operate on analo ncl tde
i follbwinig admirﬁgg& tcmmbmtjaMtrc othe:rcmtamlmhgnnbﬂfodse Flrstly, they

?%%@anqb gad) %S@éét i tggl-g)getogtaht@apggqggggﬁﬂtﬁ'ﬂéé\e@ecéntents Secondly,
ggtﬁg.eér%s%uts? to %é&‘éﬁaﬁgt ?m?a ?Eﬁ%mlﬁ tand detectlng

rt hernore odi me ts 0 e i nventton ca
berocesses ane ¢mhputadmpal&asmdb Faowtthiy dbtiner masrdr in which the DCT

| t ] medi nbodi whi gh
SRETIEN s coBR S sk e FEHeN iF SRPRId s fipe dpased on
% dat&&zl %n%@%mﬁ@cfi@éc?dhfhels%ieﬁlv@@@éﬂré%g%r@& attack by a

beddi ng step Is typically
third party who does not know the keys.

Embodiments of the invention can be used for both analog and digital
multimedia content data. Typically, embodiments which operate on analog
content data include an initial analogue-to-digital conversion step before the
data embedding step. The data embedding step is typically followed by a
digital-to-analogue conversion to retrieve watermarked analog content data.

Furthermore, embodiments of the invention can be used for both compressed
and uncompressed multimedia contents. Typically, embodiments which
operate on compressed content data include an initial decompression step
before the data embedding step. The data embedding step is typically
followed by a compression step to retrieve watermarked compressed data.
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foll owed by a conpression step to retrieve water mar ked
conpressed data. 30 6 Furthernore, enbodi nents of the
i nvention can be used for inmages which are franes of
a video sequence, such as in analog, MPEG 1, 2 and 4,
and H 264 signals, etc. 5 As nmentioned above,
optionally nmultiple DCT coefficients nay be used to
enbed the sane data bit. The sgts of nultiple
coefficients used for enbedding a given data bit my
be coefficients fromdifferent associated blocks. 10
Furthernore, the selection of which DCT coefficients

Sl B rEpf le BGR o HP B3 35 57 o i e
wula?ﬁb§ 8t & vi s@c;_lgéh%%', 866h 539 Bhaldde MPEED 24RR04] hid H.264

pe of | mge r exanpl e, experinentally, it has
besfgndlgetd t hat, for anal og and raw i nmages,
perform ng enbeddi ng using only DCT coefficients in
the range 15 40-48 (where the DCT value is an integer

i fAdst Reertened Sodve, 2§5tonallg 'Mmatiple DTT doeffittersty aalybe used to
and robustness to noise aittack. Conversely, for

hi gh
cambedsthe isampesdatat bitasThe esets oghdmuliple s@@‘@@iﬁﬂg used for

ORI o W, U8 i, P pGodToM” gy St e
t lhleckgase, the changes nmade to the DCT coefficients of

the set are not all the sane. Rather, different ones
of the DCT coefficients in the set nay be changed by

di ﬂrﬂfe@ﬁ{gﬁé et?\@%‘éﬁ%’tﬁ)n?%@kﬁD@‘? i ﬂéﬂﬁﬁ&tk%@rusfeﬂrfopgﬁbedding

coe sTof relat ower val ues.

Qﬁ‘hhp Id@lpbndluﬂm theefdlue iof thosecoéfficiantso ©OnipIRETE cpefficients may
alternative

orsiupshebichel drR RTPAEIEd 130ps {RsP Tt hoB he fype, of image).
D, BB o Phob. 8 S 085 100yt ey and row
caafdgesi grerforoung mbedding edsing conly neCiTregeffigiants in the range
40~48 (where the DCT value is an integer in the range 0 to 255) increases the
image quality and robustness to noise attack. Conversely, for high
compressed images, it has been found that selecting DCT coeﬁicier{ts which

take the value 5, 6, 9 and 10 tends to maintain the image quality.

Optionally, in this case, the changes made to the DCT coefficients of the set
are not all the same. Rather, different ones of the DCT coefficients in the set
may be changed by different respective amounts, which are lower for DCT
coefficients of relatively lower values.

Optionally, the coefficient modification values (or alternatively sum
modification values) may be predefined. Alternatively, they may be derived in
a preliminary step of the method based on a statistical analysis of the image.
For example, a set of DCT coefficients can be selected from the image and
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7 used to define a scaling factor for setting the
coefficient/sumnodification sets. In this way, the
nodi fication sets nay be chosen to reduce the
distortion to the inmage caused by the enbedding. In
particular, by this technique of using adaptive

nodi fication sets, the data hiding schene can be nore
robust to 5 image contrast angd brightness change and
keep the image quality better. Brief Description of
The Figures Preferred features of the invention wll
now be described, for the sake of illustration only,

1480 05 S e USSR A boaton s

anatifg waypare modifidatierireets me tb@ﬁ:hbb@n lt@\téﬂud:@lﬁhe igtortion to
2, whichis co osed of Fig ), shows

t wo
ehﬂﬂﬂnage paused;bythe @mﬂfdﬂmg Iéamﬁtil@feblé this é@@hmﬁ@e of using

S G Rots” e data iling s ArTbAGHSR Hbust to

ofméagey codtrastCarid gnghtne*s$ okamge and lkeep dhé imagaiquplityttzetter.
of a DC block with 8 x 8 DCT coefficients are used

for AC Summi ng and Data H ding in a third enbodi nent

of the invention; Fig. 5 is conposed of Fig. 5(a) and

SBhbf D\g@égﬂ,@h@ﬁﬁ@;@&{;gvel y the 25 data enbeddi ng

etected processes of the third enbodinent of t he
|nvent|on Fig. 6 illustrates schematically t
Easgfﬁaﬁﬂofeaéwreéoefr thes iimvantion wills npw ber@e&qﬁnbea for the sake of

e flow
aaSaESont), yififeldEAEe i the BIGwRd fibred i MrictE
enpl oyi ng a conpressed i mage file.

Fig. 1 is the basic scheme for embedding data in analog images in an

embodiment of the invention;

Fig. 2, which is composed of Fig. 2(a) and 2(b), shows two examples of
dividing an image into 3 subsections in the embodiment of Fig. 1;

Fig. 3 shows a process to select and modify DCT coefficients in the
embodiment of Fig. 1;

Fig. 4 illustrates how different parts of a DC block with 8x8DCT
coefficients are used for AC Summing and Data Hiding in a third embodiment
of the invention;

Fig. 5 is composed of Fig. 5(a) and 5(b), which show respectively the
data embedding and detected processes of the third embodiment of the
invention;

Fig. 6 illustrates schematically the adaptation of coefficient values in
the third embodiment of the invention; and
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5 Detailed Description of the enbodi nents An

enbodi nent of the invention enploying anal og i nages
will now be described in detail. Subsequently,

ext ensi ons of the enbodinment to other formats are
descri bed. 10 The basic schenme of the enbodinent is
shown schematically in Fig. 1. The starting point of
the nethod is an anal og host igmage 1. The host image 1
can be either a greyscale or a col our inage.
Greyscale images will be used here to describe the
enbodi nents. Note that this is without |oss of
generality, since 15 colour inages in digital fornmats
such as RGB, YCbCr, etc. can be converted for exanple

into tihig, ¥ {8 tieg lﬂ@w dideeam 6N fodhn aRERDIRAERO BE Mhe Ynvention,
of YIQ represents image brightness and therefore can

beMPlayiided cagMessed isragesfile; mge. 20 The anal og host
image 1 is firstly converted into digital format 2 by
an AD conversion circuit. For exanple, an anal og
pDetdileddastriptice of theaémbodiménte range of 0 to 255
after it is operated on by an 8-bit AD converter. The
converted digital imge 2 should be of the sane size

aAnt BMbBHIreeAEbf ahal ﬁﬁ/enhﬂﬁgémgld;%d eér@oé’flnﬁé%sn‘d\mpeﬁow be

of pixels. Let us denote this e as
pleagribedAnt detailn Suisecoratly,sextensione ob tiverenebodiment 2 other

ed, i nt mal | Dbl ocks. Each bl ock contains the
s@ﬁ%aﬁﬂ%ﬁ qes&!r'%ﬁﬁxel s H in the height direction, and
each bl ock contains the sane nunber of pixels L, in
the length direction. 30 Thus each block is H x LI

plhebasic: seharae of the engbarinent js shwd eschematioallydn ifig.o1. The

K
SRR ALt b o M B o e e
Abéedheeagjreysﬁalé)@T a caloof | mn:mge sthyenaleppha@i witl lm/ens;sd here
Su%:eschgﬁéhe r;ggmps I\Poté ?hat tﬁlsulgs\'mt?'\ou??oss o# generaﬁty, since

colour images in digital formats such as RGB, YCbCr, etc. can be converted
for example into the YIQ format, where the luminance component Y of YIQ

represents image brightness and therefore can be treated as a greyscale
image.

The analog host image 1 is firstly converted into digital format 2 by an AD
conversion circuit. For example, an analog pixel would take a value in the
range of O to 255 after it is operated on by an 8-bit AD converter. The
converted digital image 2 should be of the same size as the original analog
image 1 in terms of the number of pixels. Let us denote this size as
Ax B pixels.

After the AD conversion, the converted image 2 is divided into small blocks.
Each block contains the same number of pixels H,in the height direction, and

each block contains the same number of pixels L, in the length direction.

Thus each block is H; x L; pixels (typically 8x8 pixels). Hence, the imagé is
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DCT coefficients 3. 5 The next step is to enbed data
in the DCT coefficients, to give nodified data 4.
This is done as follows. Firstly, using the K bl ocks,
the image frame is divided into n non-overlapping 10
subsections. Each of the subsections contains the sane
nunber of conplete blocks k = K/ n . These n
subsections can be obtained ingany conveni ent manner
Two exanples are given in Figs. 2(a) and 2(b),
respectively in the case that n = 3, the three
subsections being three vertical slices in the case of

et Bo £5TaLANTar 2on BBk S5 inSplkaLY st 1605t 8ot 100, anc
p ikl i [ :

254 e CAhGNET W2 HimehiBnal DET, Brh iEinas 28 Apblig to every
cauctbblasly sortbet the pixehndines pfozachsblock @re dramgfbrenedito H, x I
in the foll ow ng manner: 1) Choose a subsection of k
bP&ckeoefHipigota §- from al | the K bl ocks, 2) Choose

anot her set of k blocks randomy fromall the

remai ning (K - k) 20 blocks, and 3) Repeat process 2)

uiiheInext step sulbsernbed miatairetieeDOT eskffitientndd give modified data
sgﬁiﬁct.i on, the hlocks are put in a random sequence by
S

iS,13 d9hmasORWSt i on function using a secret key.

Specifically, in subsection i , 25 the k bl ocks are
random y ranked using random val ues {bl,..., bk }
gEiethatusing thel Kgblodhs etivefimage fadmeris dividedh thtd he nepaverlapping

*hnq o O yd 3uBE0ES iR Wik umpgr g somplete
bbleeks ko K Ng. dheses ROBUbSELtIRAS EarP bR BB%atiﬁ@dB@n any convenient
sequences are then associated, thereby tormng -

gmamper. Ewohexarplesiarengivenrinddgsl 2fa)randRink sespetively in the

jsggseg&\%ff B, -_—Q 5 ; ’m%&krcsasif% btsgc ?on%obrre[}rqs (ta‘l'gre%fve%ga(i ifc;ﬁcgé in-&le’ case of

Fig. 2(a), and three harizontal slices in the case of Fig. 2(b). For each of these
two ways of partitioning the image, the three slices contain the same number
of pixels. Alternatively, the subsections can be obtained by a random process,
for example, as in the following manner:

1) Choose a subsection of k¢ blocks randomly from all the X blocks,

2) Choose another set of k¢ blocks randomly from all the remaining (X — %)
blocks, and

3) Repeat process 2) until all » subsections are selected.

In each subsection, the blocks are put in a random sequence by some
random permutation function using a secret key. Specifically, in subsectioni,

the & blocks are randomly ranked using random values {b,,...,b,} generated

using a predefined algorithm and the secret key. This sequence is denoted (in
an obvious notation) by S, _5,,S8,_b,,...,S; _b,.
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5 For each group of blocks, and for each block wthin
the group, a set of t coefficients is selected. W
will denote the coefficients selected fromthe jth
group of as Cf, where i is a dumy index running from
1 ton and representing the different sub-sections,
and p is a dummy index running from10. 1 to t. This
is illustrated in Fig. 3, mheqf for each of blocks 8,
t =9 coefficients (labelled by reference nuneral 9)
are marked. This process can be denoted as: S, . bJ :
CCL,C1J2,C3...,Q1, (1) s2 _bb :CJ1,G2,A3...,At S

TG 1 2,0 3. .. | CI~t. bl : C. n3 S1,CJ
276 biSghs Te3tneL Soraspondpo caetein i BPsh: sEdicTdase are then
Dedscunatbll] théreby fotfiMd T2 §duby, BARh Gloup HRinD Todipsed of »

of nt DCT coefficients. In tﬁe next stage, one or nore
bbloskef THat #" agreupndfepldelts isntrust bempekedtafchlbtks 2 _b,,S, _b,,
coefficients. A given data bit nmay be enbedded into _

j usts one. of the sel ected DCT coefficients.

AIterrTat'iver, a given data bit may be enbedded in

nor e

For each group of blocks, and for each block within the group, a set of ¢

coefficients is selected. We will denote the coefficients selected from the ;%
group of as Cj.pwhere i is a dummy index running from 1 to n and

representing the different sub-sections, and p is a dummy index running from
1 to t. This is illustrated in Fig. 3, where for each of blocks 8, ¢ =9 coefficients
(labelled by reference numeral 9) are marked. This process can be denoted
as:

bt CuChClhnC

L by C3Ch, Gl
i i i i (1)

S,_b:  C,C,Ch...C,

. n n n n
S,_b:  Ch,CH,Ch...,.Cl

Thus, for each group of blocks, the DCT coefficients identified by Eqn. (1)

form a group of nt DCT coefficients.

In the next stage, one or more bits of data are embedded into the selected DC
coefficients. A given data bit may be embedded into just one of the selected
DCT coefficients. Alternatively, a given data bit may be embedded in more
than one (or even all) of the group of nt DCT coefficients, to enhance

robustness.
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than one (or even all) of the group of nt DCT
coefficients, to enhance robustness. 11 A possible
nmet hod for enbedding data into all the DCT
coefficients in the group can be stated as foll ows:
dependi ng upon whether a given data bit to be
enbedded is | or 0, each DCT coefficient is nodified
by either Strategy 1 5 or 2 (49 be described bel ow).
That is, if the given data bit is 1, each associ ated
DCT coefficient in the group will be nodified

according to Strategy 1. Oherwise, it wll be
nodi fied according to Strategy 2. For Strat egy 1, a
set of real nunbers is defined as{. , P+l L)

Foy p&élbleemethd@ f8r embwaﬁfg data Mtoraath@mrc%eﬁfcuents in the
defi1 ned as Val ues in these two sets

agEoun ﬁ@@%ﬁtatedaﬁﬁcfﬁﬁomo%wdqng dpop whethey af givendata bit to
PRk i) f t, n

rReleeta @) Lo Sac e coRbaf8 rogtifd by R ratey |
emaﬁ}:(tcebbelleew)lbecf beloev)t Vhatsief. |$thﬁ givealdamal bltds 9, 8ach associated

h the' f|C|et dification
LG Gt i BRcsroum @l beegipatied TAscatding o Strategy 1.
| dRRbMISE Ot Wbéﬁﬁfd‘.ﬁéd S&Eo?di tHfthé@dzby changi ng

each coefficient value to near est” respective
value within the coeffici ent m)dlflcatlon set {...,P

 Fonstiaday B sebbt eal nimters iseg%fmﬁdf 285 Bbarg iy Stteoy
m??%n‘éﬂ} res Bt ol TiDars e e reséeee{s ot (Yaigs T these
: ?1\/&0 ggésr? (? ?éqgg@%n%egﬁngﬁ%?g : hab ffo(lgrs:\n?tprairt gfgy and j ) and
8“? fof %ﬁ% ﬁgtshgp f‘%ﬁ @g{n%q{s é%pgpéPa?E/ |rf1t%rrI§cS:(te% vgﬁg'}féotﬁw%arefer to

. tHd efannple Beow)pThase ewbaiets \bhlredl mimbersnard f&f&rréd to here as

- the data bit to be enbedded is 1, then it
-Wtbl‘lq %&%P?

15

20

25

n&plfﬂc@t@nbyet fQft gfveniences loostiategy| iy the set of
' fdérﬁﬁe&?%@T%&efﬂ efts i o&‘fﬁ%he t\/\ﬁag%% ee‘ééhocc?efﬁé(lent value to

Strategy eman ficien
mitgli fneamestonrespestivan vbkueanwlthiaal the coefficient modification set

{..P,P,,,.}. Similarly, in strategy 2, the set of identified DCT coefficients is

modified by changing each coefficient value to its nearest respective value

within the coefficient modification set {...,0,,0..,,...} .

For example, suppose that for Strategy 1 the coefficient modification set
is{...,—12,-6,0,6,12,...} , and that for Strategy 2 the coefficient modification set is

{...,—9,-3,3,9,15,.} . If C;, =82 for a certain value of p in block S, _b,,and if
the data bit to be embedded is 1, then it will be modified to 6 by Strategy 1.
Conversely, if the data bit is 0, C}, will be modified to 9 by Strategy 2.

The elements in the two coefficient modification sets can be any real
numbers, subject to only one basic requirement that the values in one set
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nunbers, subject to only one basic requirenent that
the values in one set 12 should be different from
those in the other set. The |arger the distance

bet ween the nearest pair of real nunbers in each set,
the nore robust the nmethod tends to get agai nst

noi se. Conversely, however, the larger the distance
between the nearest pair of rgal nunbers in each set,
the nore 5 visible distortion tends to appear in the
host data. A well-selected set of real nunbers should
provide a good bal ance bet ween these tmo conflicting

 SBRRC bEngitrote, 1Of e, Mdfendier 48 (e iyBee TP distance

l BBffedH el neatei Spdls oﬂ'ﬁéaltﬂilﬁﬁbél%nmeéé&ﬁj s*é@thet fhore robust the
anal og format data 6 by a DA converter. The i na

cmﬁth%ntenésu%ﬂ@h agaistt aoeeu@nvqrwluetf@mm g’h% larger the
hH%@&%%%ggNeéﬁ%éaﬁ@argﬁpﬁﬁﬁ%fereaa? Hﬁﬁgéllsbﬁ\d nﬁ?’?eeyt', e more

Ng process W be arpl'oyed tot §
t bisiddECHistortidn @inelstte appean lriﬁhevehbst dat:h fA wﬂall%&léctgdtm of real

pnem(i)d' ng%l%&ﬁé:g%l}{ |nce thep%q%ogffléégp%ese two conflicting

disidfIncigyns duri ng data transm ssion and the DA/ AD
process, é%r(l, is used to denote the DCT coefficient
altered as such: S1 bi . : C1,CQz,CC3...10p S2 _bj

Cf‘ﬁéb%? s3embg@e§ &%%@cﬁhﬁ@m ceﬁ‘lcﬁ%s ﬁ@&eftra@af%@]ed back
Cﬂﬁbfddkb%ﬂlma@%pplﬁélevéiaw 5; pakpdn Worlartedt ack to analog format
Strate a given DCT coefficient is

cdgtaf %W@ 9&1@%@5 Tfme iage B«anitbea e transmitted to a user.

In detecting the hidden data, the same procedure as described above in the
embedding process will be employed to identify the DCT coefficients which
were modified during the embedding process. Since the DCT coefficients are
prone to change due to some possible signal distortions during data
transmission and the DA/AD process, Cis used to denote the DCT coefficient
altered as such:

b CLCLCLLLCE
S,_b: C3,C.04..C

. N (2)
S,_b;: ¢.c.c,....C,
S,_b:  Cn.CLCL..C

The modified DCT coefficients (:’j.p are each checked using both Strategies 1

and 2. If a given DCT coefficient is closer to some value in the coefficient
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13 nodification set {...,P,.,P, .+ ,...}for Strategy 1,

data bit 1 wll be detected; otherw se, data bit 0 is
detected. For instance, using the two coefficient
nodi fication sets illustrated above, if G'p = 8.8,

the data bit is judged to be bit 0, whereas, if Cep =
5.8, the data bit is judged to be bit 1. 5 One way to
make the method nore robust agginst noise attack is to
enbed the sane data bit into nore than one of the DCT
coefficients in Egqn. (1), or even all the
coefficients In this way, the data bit can be

Lﬁﬁia"*ﬁﬁa i8R - Bo Pt hET GBI P P @'m'vilﬁ%e detected;
A e, Bl ST, ind 8 ot
TRRASA e SR Y D s o
b 1 he f bit 1.
gbﬁ‘é’?‘%%aaes'thq/ﬂ 79§ Sgﬁé@t"{' it _ge oRtﬁg?'ﬁi'r :/v;y to

make the nethod nore robust agai nst noise attacks is
to increase the distance between two adjacent real

NOHewayitd rAakeé tiee ehéthed endre Foblist bgainse mofsRt attécﬂws to embed
decrea3|n the probability of erroneous decision.

othepame datarkib gdo trerer tb‘l&@s%ﬁa@é the DGE caefigiasts é@tﬁ% (1), or

t I I f f

ngyﬁff a‘ﬂ%gl X a‘fﬁ#l%rﬁ@e nnoﬁﬁ 3 g}g% dat lt&%% 6% 9%§§§%eg checked
gbmdrthafﬁmébdé@mn Wil shadertsy ¢duntipigasdththe eunmibét of dbefficient
the ran oefficients can be se|lected fr

t Keweg e eHEDEst Tt tie,emBeved du | AR dhedmasr of Cosicients
tmi&ﬁlshggeétdﬁ{a?q Eogm @96&? tﬁﬁﬁ%@ 89 IP#e%rBehi@ér?‘lté% more
zi gzag an in t 0

e or ow to hi
f coeffictents tydid¢ating that ther embeddgd \bitnwas 1b|tbe Idata bit. W||| be finally

f 64.) . | hj dth it
ei‘%ﬁ@%’itbg)q t?')[ﬂhg%efﬁ‘f"{f‘%a ?@E’dﬁgf’&féﬁﬁ é ggnne;r ggt | |toa: ?

of real nunbers in each coefficient nodification set
is 6 or 7. These DCT coefficients and distance values
aP@othasuway tte makguiheemethed imare rabuss againg neige attacks is to

gﬂ%‘?e?@é mbcais?aeﬁc‘geﬁ&v&e'&gﬁvo adjacent real numbers in each coefficient

modification set, thus decreasing the probability of erroneous decision.

In order to increase the robustness, it is also effective to select an optimal
range of DCT coefficients within a block for embedding. One embodiment can
be given as follows: considering the block size ofgx8, the range of DCT
coefficients can be selected from 40 through 48 (note that the DCT
coefficients are typically ordered for coding/decoding by the so-called zigzag
scan in the order of low to high frequency from the top-left corner of a given
block, i.e. from 1 to 64). In this case we have found that it is effective if the
distances between the nearest pair of real numbers in each coefficient
modification set is 6 or 7. These DCT coefficients and distance values are
found to be quite effective in establishing a good balance between image
quality and robustness against noise.
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qual ity and robustness agai nst noise. 14 W now turn
to a second enbodi nent of the invention. Instead of
nodi fying individual selected DCT coefficients in the
same group, the second enbodinent is a variant in

whi ch the summed val ue of the selected DCT 5
coefficients in the group is nodified. As in the above
case, the whole image containg k = K/ n groups of
DCT coefficients. The sunmed value for. the selected
group of DCT coefficients in Eq.(1) is: n CSUMW E CIP
j=1,2......., k P=1 i=1 10 If the jth data bit is 1,
CSUMw Il be nodified by using Strategy A. On the
other hand, if it is 0, CSUM wll be nodified by

UWE Gowt fuh 26Ya Becitd effiiclirmgmt Gf trﬁ FRbnaon. rIfﬁ%tead of modifying
nunbers i s defined as { PPi For 15

stnda\tl@@@l selegted h&IC E ecoefficionts lﬁurtb@r§an'@ deTueathes second

a e
Lamp R, bt R, 3L P10 R 8 5ghbe0 oo
apyeffisientofn theagebyp Bnchodifieds #s i the atsoney edde, the whole image
interlaced with the other set. W call these tw set

ofoRigins rﬁm‘é’e/r"s grREPS oh REdi creficiests.sEhe supmed value for the

t Il b dified t
PR aE e A DET S GREA ERS LY ac S def i ned

as th dlffer et ween the near est val ue
to it l-ﬁgq e m‘zogypfl catﬁ#yg »¢orresponding to the
data bit to be erdtoded. OC SUWM> is distributed anong
the DCT coefficients in the group (optionally it 25
can be distributed equally, but as described bel ow

preferably it is not). Conparing this process with

the nodjfication rocess descri bed abov
If the ;” data bit is _SUM ;will be modified by usmg Strategy A. On the

other hand, if it is O, C_SUM ; will be modified by using Strategy B.

For Strategy A, a set of real numbers is defined as{..,PR,PP,,.}. For
Strategy B, another set of real numbers is defined as {...,00,,00;,1,...} . Values
in these two sets need to be different from one another, namely PP, = QQ ; for
any pair of i andj and one set will generally be interlaced with the other set.

We call these two sets of real numbers the sum modification sets for
convenience. In either case,C_SUM j will be modified to its nearest value

within the set.

AC_SUM ;, defined as the difference betweenC_SUM ;and the nearest value

to it in the sum modification set corresponding to the data bit to be encoded.
AC_SUM ; is distributed among the DCT coefficients in the group (optionally it

can be distributed equally, but as described below preferably it is not).
Comparing this process with the modification process described above, we
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15 find the nodification done to C SUM to be nuch

| arger owing to the summation operation. This
certainly makes the nmethod nore robust. In one form of
t he enbodi nent, the nodification to each single DCT 5
coefficient AC, is given by the ratio of its absolute
original value to the sumof the absol ute val ues of
all the DCT coefficients in thg group, nanely AG'p
=AC-SUM - xICp /C_ABS _SUM, 10 in which C_ABS SUM
represents the sumof all the absolute values of the
DCT coefficients in the j‘h group as given by nt

C ﬁ‘gs SUFM ﬁlq]%%ﬂc%g : q?ly Jé ’\tlaoqt ﬁgﬁ%@%a?goequ\rmn% to the
f hi hod
¢ R T e Bliah o Thid F%m? keSSt AvetBed Maprobgh:

in the group should work better in ternms of imge

qual ity after enbeddi ng because the weighting factor
f 81 errfoperof clher emhasiment thee redifigatien det @ashnsingle DCT

DL, 3o B 75 B GRAL o o

eﬁﬁ%%ﬁﬁf@ﬁ{éf@veep* A BT crtidiel ibind b rimeler

coefficients are transforned back to the bl ocks of
i mage pixel values 5, and 25 further back to the
anal@@?femwhtSBWI CU IC adBS\ somerter. 16 During
detectlon the sa bl ocks oF coefficients wll be
grouped in the sanme way as for the enbeddi ng process
The d value of the DCT coefficients C sUM W

Y Wi e A5 oSy Tepresats HeapeLohah e Bbsphite vaises of the
|s cl oser to some vaLue in the sum nodi fication set
f BICTsceeffisigntsain the ; group, as given by

C_4Bs_suM, =¥ ¥ |C,

=l p=l

Note that compared to distributing AC_sSUM; equally over the DCT

coefficients of the group, this method of weighting the distribution of
AC_SUM ;over each DCT coefficient in the groub should work better in terms

of image quality after embedding because the weighting factor for each DCT
coefficient in the group is determined by the ratio of its absolute original
magnitude to the sum of the absolute magnitudes of all the DCT coefficients
in the group.

Just as in the first embodiment, after data is embedded, the modified DCT
coefficients are transformed back to the blocks of image pixel values 5, and
further back to the analog format 6 through a DA converter.
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5 data bit I will be detected; otherw se, data bit O
is detected. By using the sumed val ue C_SUM~ of the
DCT coefficients, the enbedded data can be made nore
robust against distortion in the transm ssion channel,
the reason being that part of the noise effect is nore
likely to be cancelled in 10 the statistical sense by
sunmi ng the DCT coefficients ggnce distortions are
expected to result in a conbination of plus and m nus
changes to the DCT coefficients. Another nerit of
this nmethod lies in the fact that a single detection

t.one bit to be det the first ,
eRiinBHetebidtinp terit i &1 S T oS libet pictiped in the
ceafkl wagnds f@dird @mbéaauﬁgég»r@é@sr oGid 56fmed Vifud ¥F ihe DCT
now to a third enbodi ment the present i1nvention,
\Aboefflcqenta/lcdeSUM witlabs dl'(ecké@dgeuklhg N@thUSEratB‘glédWQ and B. If
two nodification’ sets (i.e.. the coefficient

medi §rag atis @Tbseftto Adfiné K}'ﬁlu%uiﬁ‘ fﬁ%dédm GAGHIABaSH Set for Strategy A,

adaptlvjeytoaglvenlrmge In the third enbodi nent

adatabiel il befddtbeteBCIthepRiskl 8a0BiS0 IPdateRtae! ected | n
20 addition to the DCT coefficients 9 selected for

data hiding, as shown in Figure 4. AbIock8vv|th8x

BaIH His SCmGrehyelincC oot soet NP e couelpatss famambedded

 olipfR garbg Thadh Blore OBt agRRSLAISri Meibedraigmisighannel,

t
tfife ?’é@s@ﬁsbé?ﬁgt; ttl'r'ﬂ@t 2;55?:(\'3 gt;\"&ﬂét ﬁgﬁg dffiet %Fn%ré gkgﬁgo%@%celled in

bef ore and af m SsSi on,
cther statistiealssanser by rasummmingd thes DG tcbefficuerr_ts sima= kisdortions are

h he .adapt ed nodj f t ts.
FBFoRRbE sl Y bR B BN, puef 5BangSh 3, e DOT
| Boeftitients. Atrhﬁhé?@néﬂﬁbf thid @ethdd ligs |ntth6 féd:tf thht algingle detection
coeff|C|ent in the top-left corner of bl ock) is

n¥ill Rerajt eee Ritde her detastedp pplike the first eﬁ@ogment in which multiple
CS@ran)bﬁ% Yv‘tﬂ%e cb?ﬁﬁfgnﬁ‘r%ﬁlﬁcét@% éae\f%l éfachat he

ues In the correspon nges
mnth i mage brightness, thus making it not SU|tabIe

E%/e ulnt'll?%/v aQﬁlgd eFLgt r%rem) (r)fe thebalresent |n\r}gr|1tkljc§]|nI vgniyﬁ%rovides a
means to choose the values of the two modification sets (i.e.. the coefficient
modification set and the sum modification set), adaptively to a given image. In
the third embodiment, a plurality of the DCT coefficients 10 are selected in
addition to the DCT coefficients 9 selected for data hiding, as shown in Figure
4. A block 8 with 8x8DCT coefficients is shown in Figure 4 where the DCT
coefficients 10 and the DCT coefficients 9 are shown by different grey levels.
The DCT coefficients 10 are selected in order to obtain a scaling factor to
adapt the values of the two modification sets to the image before and after |
data transmission, and the DCT coefficients 9 are modified as in the first
method for data hiding using the adapted modification sets. For this adaptive
process, which is described below in detail, the DC coefficient (i.e. the first
DCT coefficient in the top-left corner of the block) is not used because of the
property of the DC coefficient that it represents the average of all the pixel
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coefficient, the data hiding scheme of the present
enbodi nents is made robust to changes in the overal

i mge brightness. 5 The steps of the nmethod of the
third enbodi mrent are shown in Fig. 5(a) for the
enbeddi ng process, and Fig. 5(b) for the recovery
process. The first two steps of the enbeddi ng process
are the same as for the first and 10 second

enbodi nent: AD conversion (step 11) and DCT transform
(step 12). Then, in step 13, for all the blocks in
this imge, we add up the absolute values of the

2SS b ok o BB B v Bgniless, s
( EiRdR ok BuRSbIETEF eftesr meeicY. Fusiheeové |Hy ﬁ@ltln@ﬁadlng the DC
added 1n. The DCT coefficients 10 can be sé€l ected in

1soeffigiensnthe datadidisgdsehameoft the presentoempeineerist is made
b . G . ly |
¢ 5 e anats in BTl e BlotBh8e. C0LY nees

agai nst inmage contrast changes Step 13 can al so be
S, sunmmi n sel ect dDCTcofflc:le

expr essed
23'%%5"?93&1 Ith%m%hﬂg)gﬁp "BPL jrdgrebR '"?GH‘ttEHG $ t'Sh 5(a) for

I
?:g,&% éC@JEe %ggﬁ ﬁf%g%%@gfl;ﬁg fét]e AVt ?férjyoerobéss
coefficients 10 per bl ock) are the sel ected DCT
f f ts 10 f th ol.ut e
v APaLlSLR Fieb8 ot toe Butiasiiepiadess 403 Bip 880 75 B8 the frst and
Jis¥etnd entbdiimeht: MY RSe AidW ¢step (}Céﬂd AT krahsicind (step 12).
step 14, SUM ABS ACenbed is conpare

pr Taegein wtep Va, der allihenblocks ﬂreft@lsnetaqeo Wi@rasidaslp the absolute
M 'X?aZb’fr Théa%(\!@hueDbs- p&&fﬁ&éhﬁedmba ed gﬁvé‘ the, value
selected ba

ance ween —achieving high'ro us ness and

hiofifUMmages qual,ity. Note graidhehepefficients Dethicbresitodse used for
by trial and error, based on typical inmges
data hiding) will not be added in. The DCT coefficients 10 can be selected in

any manner, and need not be the same for different blocks, but DCT
coefficients of relatively low frequency are recommended for better
robustness against image contrast changes.

Step 13 can also be expressed as su.mming up the selected DCT coefficients
10 in all K =(4/H,)=(B/L,) blocks in the image with a pixel size of 4xB and

block size H,; xL,. If C,,C,,,C,,...C,, (where m is the number of coefficients
10 per block) are the selected DCT coefficients 10 for block s, , the sum of the

absolute values of all the selected AC coefficients will be given by

SUM_ABS_4Cppi=Y 3 C,

k=l b=l
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5in the context. Preferably, the value is normalised
based on the nunber of DCT coefficients 10. Step 14
results in two adapted coefficient nodification sets:
P=Px SUM _ ABS - ACenbed / SUM _ Measure Q = Q@ x
SUM _ ABS_ ACenbed /SUM _Measure 10 or else two
adapted sum nodi fication sets PP = PP X SUM - ABS _
ACenbed / SUM _ Measure QQ %gQQ x SUM _ ABS
ACembed / SUM Measure 15 Data will be hidden in step
15 by using either of the methods expl ai ned above in
relation to the first and second embodi nents of the

VSR 98 SEATRCE VY U8 gyt gb?dggt@te'dgya.ue which
PP PP +1

Si5 iR b e a8, SURRT Meqsisers TS YRRy s e-ddined, based on
"l bblani (AR BEA SRR oSS SRS i e cualty

prrogead cheicshzambe miet‘ergmnéd iby.tridhand erst, bhasedsordgpiealcimages

the sane n the fi nd .second .e nts

Al 639 GBS P Tl Bb heayAlUa 1S HRmalSes PsR (a1 S Mumber of

2250T T:Béfﬁmérﬂs 51t09l%t3, 14 ‘Pés@is' int i Bligpter béleﬂ’lBl'eﬁt modification
gss we 25 add up he absol ute val ues of

s@B ted DCT coeff|C| ents 10 in the sane 19 vvay as for

t he enbeddi ng process, to re-obtain the value of SUM

_ABS ACdetect . K mSUM ABS ACt,ct =l | Csb, where
Csb r vaI k= 1 b=1 5 coefficients
|?tﬁ‘e rrAé[g*e mm gﬁ hﬂeM\ekh'@srézrnark is to be

ext r @G el x UM _ ABS _AC,ppoq /SUM _Measure
or else two adapted sum modification sets

PP, = PP, x SUM _ABS _ AC ppeq ! SUM _Measure
00, =00, x SUM _ABS _ AC ppeq | SUM _ Measure

Data will be hidden in step 15 by using either of the methods explained above
in relation to the first and second embodiments of the invention, respectively

using adapted modification sets {..,P,P.,..} and {..,0;,0;.1...} for Strategies

182, or {..,PP,,PP.,.} and {..,00;,00;,...} for Strategies A&B. The DCT

coefficients 9 for data hiding will be selected excluding the DC coefficient and
the AC DCT coefficients 10.

The detection process is shown in Fig. 5(b). The first two steps are the same
as in the first and second embodiments: an AD conversion (step 21) and a
DCT transform (step 22). Then, in step 23, for all the blocks in this image, we
add up the absolute values of the selected DCT coefficients 10 in the same
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In step 24, SUM _ABS _ ACdetect will be conpared wth
the pre-defined neasurenent SUM - Measure to re-obtain
the adapted nodification sets: P =P x SUM _ ABS _
ACdet ect | SUM -Measure Q = QL x SUM _ ABS _ ACdet
ect / SUM _ Measure or PP'" = PP x SUM _ ABS _ ACdet
ect | SUM-Measure QQJ = QQ x SUM _ ABS _ ACdet ect
/ SUM _ Measure In step 25, thg data is detected by
using either nethod treated above with its 15
correspondi ng adaptive nodification sets {....

PP +1.... }and {....Q,Q+1,...} for Strategies 1

and 2 aor (.and,{... +1,...1 for Strategies

al@VB) .aSTh@rfi“h%t Emcj RIRERRR: nent 1 hiGEPiqiB,y the value
diopgt/ass 4Bgr gocodi ng and 20 detecting which are
respectivel y 11 K& Fig. 5(a) and Fig. 5(b), except that
steps 13, 14 and 23, 24 are onitted. Figure 6

schematical ly depicts the adaptive process. The

"ori girpal  axi S 31% Nasapr ine i fj.cation. seks
for %I(]Pgt’q e%ﬁ@"i“é%lg Or Q@?érﬁgt e%lﬁbngéjA{Haeng\HJ@g%) B the DCT
i ndicated by circles and crosses. The di stance between

any cadfficients 1fainrth@ dmage frinu edhichnthieheatenmarials to be extracted.
nodi fication sets i SAD. SUM Measure is al so defined

as a reference value. In the enbeddi ng

simOstepU4/ BR LA TR ofc t NGilnogs baﬁgﬁréd? WRRCHA | ¥re-defined
5 different fromSUM NVeadiff'e and its fatio relative to

Sridddurement SETMII Mehsk¥ td rEbMafBhe s@apted modification sets:

/ SUM Measure. The values on the original axis 31 are
changed to those on the "enbeddi ng axis" 32 on the
left of the figure by a factor of kl. The distance
bet wBen Fax SUMc| 4BandCit 5, /atpMacMatsuca oss is  nowkl . AD.

Dat aguil ] D&l RN JALO, B WhelBRO° DY USTNG the

S
or

PP, = PP, x SUM _ABS_ ACyet o/ SUM _Measure
00, =00, x SUM _ABS_ ACqeto0r | SUM _Measure

In step 25, the data is detected by using either method treated above with its
corresponding adaptive modification sets {...,2 ,P.;,..} and {..,0;,0/.;,..} for
Strategies 1 and 2 (or {..,PP, ,PP.,..} and {..,00;,00;.1,..} for Strategies A
and B).

The first and second embodiments have flow diagrams for encoding and
detecting which are respectively like Fig. 5(a) and Fig. 5(b), except that steps
13, 14 and 23, 24 are omitted.

Figure 6 schematically depicts the adaptive process. The "original axis" 31
has predefined modification sets for Strategies 1 and 2 (or Strategies A and
B) indicated by circles and crosses. The distance between any adjacent pair
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10 enbedding axis. In the detection stage, SUM ABS
ACdete~~ is generally different from SUM ABS ACenbed
due to contrast changes that could occur during data
transm ssion and its ratio relative to the SUM
_Measure is given by 15 k2 = SUM ABS_ACdet ect
/' SUM Measure . The values on the origi naI axis are
changed to those on the "deteepi ng axis" 33 on the
right of the figure by a factor of k2. The distance
between a circle and its adjacent cross is nowk2 AD
The data can still be detect ed by using the val ues

BT Res 5150 A a5 5580 B T crneo

b¥s 3 2feehhd v or of SUM ABS_ ACdet ect
/SUM_ABS_ACen‘%ﬁ%t =k2/kl . The ratio of change in

di stance between the detecting and enbeddi ng axes is

ain 28 EropPind Haot M o e i riBosiase s generaly
CEIERAE ﬁ@‘f’ﬁ?‘{"e?%?retv mﬁ§§ YRS Felalet st G e is aiven

SBf/_ﬁi_ bagpd 9 ﬁl g AlcDCT F e8Pk STRE Saftfed 8h|tﬂ§’50rlg?ﬂal axis 31

e data hidi nEj"bEdcherre i's robust to 1nma
bate b hhogeon thecanssaddigy Bdistagfdn thb%ft df?thé“ﬁbure by a
involved in the nodification process at all

diRGohidi kb Jéweristanee erfweene a Fifgle @Rdl iitsy aﬁltaqe@it cross s
%‘,o@vqc‘i’ﬁ’ NHatg vJﬂhSe $aéri ﬁ?&ﬂ{é It?c‘?{{ lh%‘égrﬁaﬁﬁ'lﬁggzﬂil% values on the

aptively scall t he val ues
sembeddirmpaas i t h srral | DCT coefficients will get only
a small nodification and hence visual distortion wll
be reduced. For an image vvith bi g DCT coefficients,

ajg hﬂl‘ég;kgétécﬁ% | sttﬁb[ef SgeA modi 55‘) C%ﬁéﬁ%il}/é'&ﬁﬁ?rent from

nmodi 1on 1s re1a°|°‘\‘fe e orfgina
DSEs _ABS _AC,,,, due to contrast changes that could occur during data

transmission and its ratio relative to the SUM _Measureis given by
k2 =SUM _ABS _AC 4ot ec | SUM _Measure . The values on the original axis are
changed to those on the "detecting axis" 33 on the right of the figure by a
factor of k2. The distance between a circle and its adjacent cross is
nowk2eAD. The data can still be detected by using the values on the
detecting axis. Contrast change to the image will result in the changes of the
DCT coefficients by a scaling factor
Of SUM _ABS _ ACgetees | SUM _ABS _AC,,p.4 =k2/k1. The ratio of change in
distance  between the detecting and embedding axes is
alsok2eAD/(k1e AD)=k2/k1. In this way, distortion effects due to confrast

change can be removed.

Advantages to be gained from the adaptive scaling of the initial values in the
modification sets based on AC DCT coefficients are as follows:
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10 coefficients and hence the inage will. still keep
good quality with better robustness. On the other
hand, for an image with very small DCT coefficients,
the nodification to these coefficients wll also be
very small. Although the image quality is still kept
wel |, the enbedded data may | ose its robustness
against a particular attack. 3% 3. The data hiding
schene can be nade robust agal nst image contrast
changes by making the nodification adaptive to the
image itself. The reason is that inmage contrast

change i cause all the AC cpefficients to change
ccearalng) JeeE EBer REnemE BuaRBistls offads JToHness ‘changes
adapt i becduwe théeDectosfficiehhisSnoEinlerle8an the!tho8fEMiIOHE process
the distortion due to contrast 20 change. The three

enbodi &eMlt-s descri bed above can be nodified

tr & f t] ' .
oL % DR Htnd SenddSar LAY g bbAR ke By coping
dat a i thef above-teserifenl tantinlefuekof adaptivelyascalimgtheandiues in the
t hen di vi ﬁl,ed 25 into bl ocks. General é}%dct his data w ||

be di giMedificalignsais.piraagas With pRaal Jwédcesilicients wilbert only a
exact | oL LN ; O .

Cxact ndlh SRS SR e BRI uhBp foccas. Fora
converigiage awigh obigt tRCET 28effioieniEGItheugt ei will tsuffedi a large

data |jke. JPEG i e EG 1, -2.and -4 nd 264, .

tﬁe pr'l&g’gg@a 8%%@3“#95’%!?@%%%!‘ sl fﬂ@ﬁ\éﬁ ﬁ%:ihg giginal DCT
rel at egbefficlents amﬁan&éwirﬁé%@wmétnpkeép gob@rh@éw lffth better
can be regarded as a single JPEG file. 5 Figure 7

shows ®bustness. &mdbenelher diandagor areimage, witini sy i small DCT

roces : ataa hiding i.n JPEG fi | | P

Conpr 22 KienSh dfie"hiialn oo ese, EPeririvian; Ay be very
nmany bérmaksAkinsudH the inrfad&-Guaktyde rsti ket walll khen efisdtided data
bl ock, followed by the standard quanti zation of the

DCT cd®eVileseiie @b%ﬁ@e%ﬁmﬁm@pa%w%@éﬁapkci ents are

|53, e e 1RFSIRAE 058 B st M convs

ent r opshangdisnigy rakKingrehe modification adaptive to the image itself. The
reason is that image contrast changes will cause all the AC coefficients
to change accordingly. By making the quantization values adaptive for
detection, this method can well survive the distortion due to contrast
change.

The three embodiments described above can be modified straighforwardly to
other formats of multimedia data. For those formats that are not related to
JPEG, the data is first transformed back to the raw image and then divided
into blocks. Generally, this data will be digital, so the process is performed on
the blocks exactly as described above in relation to the embodiments except
that the steps of AD and DA conversion are omitted.
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coding) to obtain the JPEG image file. To hide data
into a JPEG i mage, the nodification should be
performed on the quantized DCT coefficients.

O herw se, the quantization process will erase the
nodi fication effects, thereby |osing the hidden data.
15 The data hiding schene for JPEG i nages shown in
Figure 7 it is assumed that the quantized DCT
coefficients should be nodified to enbed data. The
JPEG image file are first converted into the quantized
DCT coefficients by i nverse Huf fman coding (step 41).

t hof VPERE MoafhelEfEmea e 16F AR maght MSEGa, -2 and -4, and

a@%&dhe%r@@éﬁ@lﬂéccﬁﬁ@@ RU éihp‘[érOFbﬁtHé)bih@:Y‘@FbEU rélated video,
sel ectlion of the coefficients to be used

eRa6Qfiagng of eﬁoneredmmblpgks gembpsagardediarea smgle JPEG file.
correspondi ng steps of the first three enbodi nents),

and then an encoding step 43. In step 43 a data bit is
hiFiglere bghows ecfourth emtbodimiertyofnihesinventiAl which is a process for

S8Rl MR i Gl Thang ﬁgﬁ%ifﬁf@%\%@%ﬁ%”ggﬂn&%ﬁﬁ image is first
qeided fto %%Qﬂéékscéﬁgntﬁe @-Eﬁ b@rfSﬁﬁe& iV/ﬁthm each block,
wever, e

wat er mar ked I mage
qfclioweraby dne standard queRtzatiorobis Bﬁ:T somflblentm@&s quantized

e 20eITRE FrecehATE s i imeriicna Yasie By dne so-caled
JE@@agrmm wldwézﬁbylltﬁé quhwmgftwdo‘a.reg kAl é?ﬂﬁfw @édlMg (Huffman
for 23 those gga-?/ﬁ conpressed JPEG |

ké@émghéom%@@t B, lmage| fﬂe ﬂipéﬂ@e gigg@ lntﬁ %ﬂ&EGmage the
Sp St Aot PEHGt LB W58 RobnRld, OFT cosfcients

qﬂ)ihéwmeel,h K8 quaftization nbﬁofctUsel wilhtergees tmé heodIfightion eeffects,
n the nearest pair of values in eac

n@%ﬁrﬁ Eéﬁﬁ'%r}'@ é'é’fjeﬁt?@lﬁ’d be 1 and therefore the

nodi fication to the quantized DCT coefficients can

only be either 1 or -1. This +1 or -1 nodification
i Mpardatashiding aa;l'iemey‘osdEElG irhages showtnhm Bigure 7 it is assumed

C8% tft'l'lgléaunatn ‘zedrﬂaT coefP <%en{1 c P\A@t}lg be modlfled to embed data. The
JPEG image file are first converted into the quantized DCT coefficients by
inverse Huffman coding (step 41). After that, a procedure similar to the one
used in the first three embodiments of the invention is adopted: a random

grouping of blocks followed by a selection of the DCT coefficients to be used
for encoding (step 42, which is identical to the corresponding steps of the first
three embodiments), and then an encoding step 43. In step 43 a data bit is
hidden by selecting and modifying some DCT coefficients by the two
coefficient modification sets. Huffnian coding is then executed on the modified
quantized DCT coefficients (step 44) to get the watermarked JPEG image file.

However, due to the quantization step in JPEG compression, small changes
in quantized DCT coefficients will lead to large changes to the real DCT
coefficients. Hence the JPEG image will be distorted quite a lot especially for
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| ess visible. 10 Wien the JPEG conpression ratio
becones | arger, making the distance 1 between the
nearest pair of values in each nodification set is not
enough to keep the image quality to. By selecting the
proper quantized DCT coefficients, the image quality
can be even better for those nodified JPEG files. One
exanple is to select the quanitgzed DCT coefficients to
be one of 5, 6, 9 and 15 10 to keep the image quality
better. It is also found that limting the quantized
DCT coefficients to 6 and 9 can further enhance the

oS Rl boppieReP o ECRI R e, B0 HEE ot auaity. it i

spl’&:fésatﬂ@ﬁﬁ stw 4360 aidkedtietistancg detweery thtenea@at pairof values
(bl ock 20 coeffi ci ents) More generally

alt 1&g hrfmufgpaamewteﬁﬁ@a' Singe the Quantizade RGoroRfisients are
bﬁﬁ@ Ié f tﬁ ﬁgé‘tgle'eﬂ tﬂ@tr%%est'?d?yoW 1,85 |f?8§cﬁ” dification

poss cope of nven on as wl
apetirshould da 1skamdi eﬁﬂlerea‘anberthezmddlfmammto Atfwetdmadtméd DCT
enbe d| ng data in.a s e .data t

=
wEBEients. 63 Al b er He Os L nBNS! FLLal ABOHieation fruparts 2
OfelafiIRi SHAND chﬁﬁ?é 843Re 1AET édéfﬁéléntfso"tﬁﬁﬁ'nmg the watermark

coefficients in ocks, each 5 block of

classivigiblent s representing a DCT transforn1of a
corresponding block of the inage; associating the
bl ocks into groups by a random process; and for each

gN¥hign dhe RIREB scoraglegsionnetione€dme® argek;Tmaking the dlstance 1
coeffl cients from 10 W|th| n each bl ock of the g

Retwesn: fepearest Pait 9f \alees i each aneditcatian sef @d@ QﬂOUQh to

0] t
o g A5 5 AR O Wtcns,
qtrentinagegqeziity can be ewen dsftendondhesd nuddified JRE@Tfiles. One
Ofexgrr;\%les ?sl oCtsgIgc e 88§£t|ze%' Bgtl'séoefficients to be one of 5, 6, 9 and
10 to keep the image quality better. It is also found that limiting the quantized

DCT coefficients to 6 and 9 can further enhance the image quality.

The above procedure can be readily extended to JPEG related digital video
files by simply setting the embedding target to video contents (blocks of DCT
coefficients).

More generally, although only a few embodiments of the invention have been
described above in detail, many variations are possible within the scope of the
invention as will be apparent to a skilled reader.
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15 2. A nmethod according to claim1 in which the

guani zation is perfornmed by, if the data bit has a
first binary value, changing the one or nore of the
sel ected DCT coefficients to the closest of a first
set of nodification values; or if the data bit has the
ot her binary val ue, changing the one or nore of 20
the selected DCT coefficientsaiyo the cl osest of a
second set of nodification values. 3. A nethod of
enbeddi ng data in a set of imge data to form

wat er mar ked i mage data, the nethod including the steps
O~ ai obtaining the imge data in the formof DCT
cg%¥ﬁ$%ients in bl ocks, each block of DCT
coefficients representing a DCT transform of a

cdr r espormietigd loif oenbelddinge datagm; assaiciofit imagd hdata to form

B Tashied uPete Gaid ind e GBER MPTiBsdhe alohs ofr

coef fi gbRiMmipgithe "Pna@b H'été‘lrﬁ*h@rfoﬁh‘lﬁb@f chﬁlc&!rﬁéJﬁw bltoEE‘s each

sel ected DCT coefficCients for different
gblegk ¢fePhd eeefisients pmresa@ﬁmg)aam&ntramsfpnmoﬁ ae:orrespondmg

bb% F%ftﬁé)[mﬁggh bit of the data to be enbedded

quanti zi 'sumof a 5 corresponding plurality of
the selected DCT coefficients. 4 A nethod accordi ng to
claim3 in which the quantisation is perforned by: if

t he daﬁﬁSQﬁl@t%ﬁ\eablppk%tnt@ OFRHBS RuAtaNdemNrgrass: tam
I I
pl ural gdpye h, @%gség?lﬁgkf,gﬁ%@@rseé’%gfrﬁ&eelglbfgfl t8 fﬂ@lgﬁts from

their sumt
veiitbizs paoh block fof thet grauip, thasseléetedt DET bbefacbemﬁlfuﬁdlfferent

changi n the ity of the  .select ,

c BBRRS 7 i Grip g o rBmeSBehaive iocatigas thup the blocks

set of forméébﬁ' Bt bPh¥alilRS to be embedded quantizing each of a
corresponding set of one or more of the selected DCT coefficients.

2. A method according to claim 1 in which the quanization is performed
by,
if the data bit has a first binary value, changing the one or more of the
selected DCT coefficients to the closest of a first set of modification values; or
if the data bit has the other binary value, changing the one or more of
the selected DCT coefficients to the closest of a second set of modification
values.

3. A method of embedding data in a set of image data to form
watermarked image data, the method including the steps of:

obtaining the image data in the form of DCT coefficients in blocks, each
block of DCT coefficients representing a DCT transform of a corresponding
block of the image;

associating the blocks into groups by a random process; and
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15 5. A nmethod according to claim4 in which, in each
said step of changing a plurality of the selected DCT
coefficients, different ones of the DCT coefficients
are changed by different respective anounts, said
amount being [lower for DCT coefficients of relatively
| ower values. 20 6. A nethod according to claiml or
claim3 in which said step of 250btai ning i nage data in
the formof DCT coefficients conprises transformng

i mage data in the spatial domain into DCT coefficients
by a DCT transform 25 7. A nethod according to claim

6 incl i

is ana guehdgt é]tph(gf élgglggeps%ﬁ%ﬁm%bi&a%% [?bans or rh@nts from
oWitdirg_eaclsltrlgck (] then@g)_epdah? se%ctﬁdlwgﬂfecdmfﬂments for different
agcor di to any preceding cla ncl.udi ng. a step,

£ Blockniohihe Srauipvkeing AE seraspanding lasations wdini: fhe-Blosks

DCT CORSrf bEER I of r’ch@ ddts ﬁ)oﬁb' thieaegﬁ' ?uaﬁt Zhg Ane sum of a

met hod according to claim@8 inc ng a urt er- step,
f cotresponging pturality o the seleatesk RET cugflicientSBCT
coefficients into the spatial domain, of transformng
the nodified spatial domain data into anal ogue dat a.
18. A peinetkbdiacesrdingdid laiiid i aeRH the QU@htiBatlanVi’élp"éiformed
said step of 10 obtaining inmage data in the form of
- coefficients includes a step of deconpressing

compr egsfd LRI dr?ésaa firs U%JFS Y410, 2ERERGhE HnkOpfr ANt of the

10 further 1 ncl u foI sal d

sselpctadsD(gT tduefﬁlmelmtfsl od ni2Ke theedf sum ¢ scldsestoofma first set of

co i mage data. 12. A nmethod according to
%0@3'98. Qﬁ & min which the DCT coefficients are

assom AtRE ddth BiRAY'Bfe BthdrinddySRFu€! changing the plurality of the

selected DCT coefficients to make their sum the closest of a second set of
modification values.

5. A method according to claim 4 in which, in each said step of changing
a plurality of the selected DCT coefficients, different ones of the DCT
coefficients are changed by different respective amounts, said amount being
lower for DCT coefficients of relatively lower values.

6. A method according to claim 1 or claim 3 in which said step of
obtaining image data in the form of DCT coefficients comprises transforming

image data in the spatial domain into DCT coefficients by a DCT transform.

7. A method according to claim 6 including, if the image data in the spatial
domain is analogue data, a step prior to said DCT transform of digitising the
image data.
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20 defining subsections of the imge, each conposed of
the sane nunber of conplete blocks; for each of the
sub-sections, defining an order of the bl ocks; and
defini ng groups of bl ocks, each group of bl ocks being
bl ocks in different sub-sections which are in the
sane respective position according to 25 the defined
order. 13. A method accordinga2go claim12 in which the
order of the blocks is defined by using a key to
generate a random sequence. 27 14. A nethod according
to any preceding claimin which only DCT coefficients

i ch Lot 1N : { .
Aot netidl Qe BRI & Ehy BRedeHiy BiaBh o HEHERLE Sted Tollowing
ctref madificationastep, rof tsandfermiagotheODIOT 206ffickds tih the spatial
sel ected DCT coefficients are in the range 40 to 48.
1§9m,§'rhet hod according to any preceding claim
including a step of deriving the nodification val ues
using the set of inmage data. 10 17. A nethod according
t 8. cl aAnmethachastordingsto dlagmed indluding ia/ furthertstep, following said

TR, BB gt D40 RS o 5B Ry, o, o
atrahsfoirig/thef mpdifidafdpatel dehdmsdaty iﬁﬁ%@%&é‘lgat%

factor to derive the nodification val ues.
nmet hod according to claim 17, when dependent upon

oot CoBy etfag y4EespaipBcte? Rl PbepBRC A i inih,said Step of
sebtairing iNalgec datd iini vt form? @f IDCTAcoeffleitht®fincludes a step of

recoveri ng. enbedded dat_a from wat er mar ked i mage dat a
d @qu;'garqﬁ%még GRINBereRseR ﬁé{aﬁ%d according to claim 2,

imgg
t he nmet hod i ncl udi ng:

11. A method according to claim 10 further including, following said
modification step, using the modified DCT coefficients to form compressed
image data.

12. A method according to any preceding claim in which the DCT
coefficients are associated into groups by the steps of:

defining subsections of the image, each composed of the same
number of complete blocks;

for each of the sub-sections, defining an order of the blocks; and

defining groups of blocks, each group of blocks being blocks in
different sub-sections which are in the same respective position according to
the defined order.

13. A method according to claim 12 in which the order of the blocks is

defined by using a key to generate a random sequence.
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obt ai ni ng the watermarked i mage data in the form of
DCT coefficients; for each bit of the enbedded dat a:
(i) obtaining the one or nore DCT coefficients

nodi fied during the 25 watermarking nethod in
accordance with the bit of enbedded data; and (ii) if
nore than half of the one or nore DCT coefficients are
closer to one or the first sefy of nodifications

val ues than to any of the second set of nodification
val ues, determning that the bit of the enbedded data
is the first binary value; or 28 (iii) if nore than

na4! O WHBEEe ke g Ep AT ] So° AR 4y oor
acyefiitientewhictsfalldeto predeterdhirieéCainges arelsemted.

determning that the bit of the enbedded data is the
second binary value. 5 20. A nmethod of recovering

eqBeddadnfiahéd farce & 'Ei’aﬁﬁ?‘iwim‘ﬁ Fiatf\@ fi“récYé‘Fﬂ? ENBS are in

a wat er mar ki ng rre according to c ai m he

| the tatigeg0 tol255 andghemlaﬂe@D&T kodfficiede adaim then range 40 to
%ém of DCT coefficients; for each bit of the

enmbedded data: 10 (i) obt ai ni ng the set of DCT

coefficients nodified during the watermarking nethod

in accordance with the bit of enbedded data; and (ii)

| 6t he Asthariid hbeorafig t@fawréeeefrfg &hi@i’i"ir?cluﬁn@eﬁ%bt%f%eriving

one or the first set of nodifications values™t

aihie arodifiation valessusing thevsel dfiicagedtataval ues,
determning that the bit of the enbedded data is the
first binary value; 15 or (iii) if the sumof t he set

of _DCT ,coe ients .is closer .one, or the seco ..

247 ot ArBithoE ATGRANG 45, 88 TDAG, 16 Wi 410, $8Pr pF Seeriving the

s [ [ t t

oo VA0 (e Uefiing O SEAMY T Ush 5 ot o
data, and multiplying each of a plurality of predefined values by the scaling

factor to derive the modification values.

18. A method according to claim 17, when dependent upon claim 12, in
which the scaling factor is derived from DCT coefficients of the image data
other than the selected DCT coefficients.

19. A method of recovering embedded data from watermarked image data
derived by a watermarking method according to claim 2, the method including:

obtaining the watermarked image data in the form of DCT coefficients;

for each bit of the embedded data:

(i) obtaining the one or more DCT coefficients modified during the
watermarking method in accordance with the bit of embedded data; and

(ii) if more than half of the one or more DCT coefficients are closer to
one or the first set of modifications values than to any of the second set of
modification values, determining that the bit of the embedded data is the first
binary value; or



10

15

20

25

30

val ue. 20 21. An apparatus for enbedding data in a set
of image data to form waternmarked i mage data, the
apparatus including a processor arranged to perform
the steps of: obtaining the i mage data in the form of
DCT coefficients in blocks, each 25 block of DCT
coefficients representing a DCT transformof a
corresponding block of the irmgge; associating the

bl ocks into groups by a random process; and for each
group of bl ocks, selecting one or nore DCT
coefficients from wthin each block of the group, the

sel ect gﬁ%@qofé)ﬁ'fafn' GAIEBE fhd Bhe Ur r{]oca bT g’&efﬁ% %ﬁﬁ.s?%gcloser to

the gr berng at correspondi ng ons W
blooekay; the29edand seicbf biadifudatiphs vaam thanbm anpedded first set of

oeRicaslR. fRlis ceetermtinocihdte g B7 AhS.pkedied am s the
egbesid Bhafplaluen a set of image data to form 5
wat er mar ked i mage data, the apparatus including a

processor arranged to performthe steps of: obtaining

bPRcke P metiod s Fado Vg hitadd oaidam uiBRalhe fnage ata

Dﬁérlt/é@byfaowmeiﬁ‘\a@km?fm&h@d@ﬂﬂcﬁﬁjm@l@éllélrﬁm e MetREE including:
10 assocl at ngl the bl ocks into groups by a random
f

pr oces &P1RINAGNBE waiermaikedimagekiate intheslormcafliigT ewefficients;
or nor ¢,k ngf Bé%‘%id) \Nlthl n each bl ock of

t he group, t e se ec COE‘affICI ents for different
bl OCkS(I())f obtainiggouhebesehgoht DO r esefficientsy modifiedonduring the

AR B i et Eitaeiis Moyt e Srbotig e anc

pl ur al iihwf ﬂTe 5lve Srthe et &f BIT eosfifcierits ™ Sloser to one or the first
set of modifications values than to any of the second set of modification
values, determining that the bit of the embedded data is the first binary value;
or

(iii) if the sum of the set of DCT coefficients is closer to one or the

second set of modifications values than to any of the first set of modification
values, determining that the bit of the embedded data is the second binary
value.

21.  An apparatus for embedding data in a set of image data to form
watermarked image data, the apparatus including a processor arranged to
perform the steps of:

obtaining the image data in the form of DCT coefficients in blocks, each
block of DCT coefficients representing a DCT transform of a corresponding
block of the image;

associating the blocks into groups by a random process; and

for each group of blocks, selecting one or more DCT coefficients from
within each block of the group, the selected DCT coefficients for different
blocks of the group being at corresponding locations within the blocks;;
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23. An apparatus for recovering enbedded data from

wat er mar ked i mage data derived by a water marki ng

met hod according to claim?2, the apparatus including
a processor arranged to performthe steps of:
obt ai ni ng the watermarked i mage data in the form of
DCT coefficients; 20 for each bit of the enbedded
data: (i) obtaining the one omgnore DCT coefficients
nodi fied during the watermarking nmethod in accordance
with the bit of enbedded data; and (ii) if nore than
hal f of the one or nore DCT coefficients are closer to
one or di.fi gations wvalues tha

any of [ each Bl BEap8,patEw0 B8 pRBRAARH" GliphdNa ' Sach of a
debeespandigg sBabf die obhior@lof theselsbrAdDd Tdsetidientshe
first Dbinary value; or (iii) if nore than half of the
one or nore DCT coefficients are closer to one or the

S?Q"“Aﬁ%g?é&%ﬁ’é’ féf Cé’fﬁb nd\a/tlﬁ‘(ues 'éag?f Q)fqpé’al_g o‘ﬁ?f to form

frrst set |f|c I on erm ni
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23. An apparatus for recovering embedded data from watermarked image
data derived by a watermarking method according to claim 2, the apparatus
including a processor arranged to perform the steps of:

obtaining the watermarked image data in the form of DCT coefficients;

for each bit of the embedded data:

(i) obtaining the one or more DCT coefficients modified during the
watermarking method in accordance with the bit of embedded data; and

(ii) if more than half of the one or more DCT coefficients are closer to
one or the first set of modifications values than to any of the second set of
modification values, determining that the bit of the embedded data is the first
binary value; or

(iii) if more than half of the one or more DCT coefficients are closer to
one or the second set of modifications values than to any of the first set of
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(iii) if the sumof the set of DCT coefficients is
closer to one or the 15 second set of nodifications

val ues than to any of the first set of nodification
val ues, determ ning that the bit of the enbedded data

is the second binary val ue.
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modification values, determining that the bit of the embedded data is the
second binary value.

24.  An apparatus for recovering embedded data from watermarked image
data derived by a watermarking method according to claim 4, the apparatus
including a processor arranged to perform the steps of:

obtaining the watermarked image data in the form of DCT coefficients;

for each bit of the embedded data:

(i) obtaining the set of DCT coefficients modified during the
watermarking method in accordance with the bit of embedded data; and

(ii) if the sum of the set of DCT coefficients is closer to one or the first
set of modifications values than to any of the second set of modification
values, determining that the bit of the embedded data is the first binary value;
or

(iii) if the sum of the set of DCT coefficients is closer to one or the
second set of modifications values than to any of the first set of modification
values, determining that the bit of the embedded data is the second binary
value.



