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METHOD, APPARATUS AND STORAGE MEDIUM FOR PROCESSING ETHEREUM-
BASED FALSIFIED TRANSACTION

TECHNICAL FIELD

[0001] Embodiments of the present disclosure relate to the field
of Dblockchain technology, and in particular to, a method,
apparatus, and storage medium for processing an ethereum-based

falsified transaction.
BACKGROUND

[0002] The blockchain technology is a technology with which a
consensus 1is reached among a plurality of mutually distrusting
participants, and the ethereum is an implementation applying the
blockchain technology. With the ethereum, the plurality of
participants can jointly maintain a given blockchain, such that
the participants reach a consensus on transactions on the given
chain, and none of the participants can change the transactions

on the chain without authorization.

[0003] In order to achieve the consensus on a blockchain,
blockchain researchers have designed a plurality of consensus
algorithms, such as earliest POW, later POS, and POA. Different
consensus algorithms have different properties, but have
identical basic goal, i.e., reaching a consensus. Integrity and
non-repudiation of the transactions are key performances to be
considered by each consensus algorithm. For the integrity of the
transactions, the consensus algorithm must guarantee that the
transaction entering the blockchain is always intact, and cannot
be changed by any participant without authorization. For the non-
repudiation, the consensus algorithm must guarantee that the
transactions entering the blockchain cannot be repudiated or

withdrawn by any participant without authorization.

[0004] The falsification resistance in the existing
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technologies is wvalidated from the perspective of arithmetical

operation with less implementation in practical engineering.

SUMMARY

[0005] An object of the present disclosure includes to solve
the problem of the existing technologies failing to wvalidate
falsification resistance of an ethereum consensus algorithm in
engineering, providing a method, apparatus, and storage medium
for processing an ethereum-based falsified transaction, which
sends a falsified transaction to a set node in an ethereum network
to form a “bad node,” broadcasts a block including the falsified
transaction to all nodes in the ethereum network via the bad node,
views whether a normal node in the ethereum network accepts the
block including the falsified transaction, and then validates the
falsification resistance of the consensus algorithm of the

ethereum network.

[0006] In order to achieve the above object, in a first aspect,
an embodiment the present disclosure provides a method for
processing an ethereum-based falsified transaction, including:
sending a falsified transaction to a preset node in an ethereum
network, such that the preset node broadcasts a block including
the falsified transaction to all nodes in the ethereum network;
and determining whether the falsified transaction successfully
attacks the ethereum network based on information on a chain

maintained by the node in the ethereum network.

[0007] Further, the determining whether the falsified
transaction successfully attacks the ethereum network based on
information on a chain maintained by the node in the ethereum
network includes: sending requests for acquiring block
information to the preset node and a non-set node in the ethereum
network respectively, the requests for acquiring block

information being configured for acquiring a last piece of block
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information on the chain maintained by the node; receiving a
first piece of block information returned by the preset node and
a second piece of block information returned by the non-set node,
and comparing header information of the first piece of block
information with header information of the second piece of block
information to determine whether the header information of the
first piece of block information is identical to the header
information of the second piece of block information; determining
the falsified transaction successfully attacking the ethereum
network, when the header information of the first piece of block
information is identical to the header information of the second
piece of Dblock information; and determining the falsified
transaction failing to attack the ethereum network, when the
header information of the first piece of block information is
different from the header information of the second piece of

block information.

[0008] Further, the determining whether the falsified
transaction successfully attacks the ethereum network based on
information on a chain maintained by the node in the ethereum
network includes: sending a transaction information request to
the non-set node 1in the ethereum network, the transaction
information request including an identifier of the falsified
transaction; receiving a response message returned by the non-
set node, and viewing whether the response message 1includes
information of the falsified transaction; determining the
falsified transaction successfully attacking the ethereum network,
when the response message includes the information of the
falsified transaction; and determining the falsified transaction
failing to attack the ethereum network, when the response message

does not include the information of the falsified transaction.

[0009] In a second aspect, an embodiment of the present
disclosure provides a method for processing an ethereum-based
falsified transaction, including: receiving a falsified
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transaction, and packing the falsified transaction into a block
to obtain a Dblock including the falsified transaction; and
broadcasting the obtained block to all nodes in an ethereum
network where a present node broadcasting the obtained block is
located,, to determine whether the falsified transaction
successfully attacks the ethereum network based on information

on a chain maintained by the node in the ethereum network.

[0010] Further, after the receiving a falsified transaction,
the method further includes: broadcasting the falsified

transaction to a preset node in the ethereum network.

[0011] Further, after the broadcasting the obtained block to
all nodes in an ethereum network where a present node broadcasting
the obtained Dblock is located, the method further includes:
receiving a block broadcasted to the present node, and acquiring
transaction information in the received Dblock; determining
whether the transaction information in the received Dblock 1is
included in the transaction information on the chain maintained
by the present node; discarding the received block when the
transaction information in the Dblock 1is included in the
transaction information on the chain maintained by the present
node; acquiring header signature in the received block when the
transaction information in the received block is not included in
the transaction information on the chain maintained by the present
node; determining whether a node identifier 1in the header
signature 1is included in a ©preset node identifier; and
incorporating the received block onto the chain maintained by the
present node, when the node identifier in the header signature

is included in the preset node identifier.

[0012] In a third aspect, an embodiment the present disclosure
provides an apparatus for processing an ethereum-based falsified
transaction, including: a sending unit configured to send a
falsified transaction to a preset node in an ethereum network,

such that the preset node broadcasts a block including the
4
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falsified transaction to all nodes in the ethereum network; and
a processing unit configured to determine whether the falsified
transaction successfully attacks the ethereum network based on
information on a chain maintained by the node in the ethereum

network.

[0013] Further, the sending unit is further configured to send
requests for acquiring block information to the preset node and
a non-set node in the ethereum network respectively, the requests
for acquiring block information being configured for acquiring a
last piece of block information on the chain maintained by the
node; the apparatus further includes: a receiving unit configured
to receive a first piece of block information returned by the
preset node and a second piece of block information returned by
the non-set node; and the processing unit is further configured
to compare header information of the first piece of Dblock
information with header information of the second piece of block
information to determine whether the header information of the
first piece of Dblock information is identical to the header
information of the second piece of block information; determine
the falsified transaction successfully attacking the ethereum
network, when the header information of the first piece of block
information is identical to the header information of the second
piece of Dblock information; and determine the falsified
transaction failing to attack the ethereum network, when the
header information of the first piece of block information 1is
different from the header information of the second piece of

block information.

[0014] Further, the sending unit is further configured to send
a transaction information request to the non-set node in the
ethereum network, the transaction information request including
an identifier of the falsified transaction; the apparatus further
includes: a receiving unit configured to receive a response
message returned by the non-set node; and the processing unit is
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further configured to view whether the response message includes
information of the falsified transaction; determine the falsified
transaction successfully attacking the ethereum network, when the
response message includes the information of the falsified
transaction; and determine the falsified transaction failing to
attack the ethereum network, when the response message does not

include the information of the falsified transaction.

[0015] In a fourth aspect, an embodiment of the present
disclosure provides an apparatus for processing an ethereum-based
falsified transaction, including: a receiving unit configured to
receive a falsified transaction; a processing unit configured to
pack the falsified transaction into a block to obtain a block
including the falsified transaction; and a sending unit
configured to broadcast the obtained block to all nodes in an
ethereum network where a present node broadcasting the obtained
block is located, to determine whether the falsified transaction
successfully attacks the ethereum network based on information

on a chain maintained by the node in the ethereum network.

[0016] Further, the sending unit 1is further configured to
broadcast the falsified transaction to a preset node 1in the

ethereum network.

[0017] Further, the receiving unit is further configured to
receive a block broadcasted to the present node, and acquire
transaction information in the received block; and the processing
unit is further configured to determine whether the transaction
information 1in the block is included 1in the transaction
information on the chain maintained by the present node; discard
the received block when the transaction information in the
received block is included in the transaction information on the
chain maintained by the present node; acquire header signature
in the received block when the transaction information in the
received block is not included in the transaction information on

the chain maintained by the present node; determine whether a
6
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node identifier in the header signature is included in a preset
node identifier; and incorporate the received block onto the
chain maintained by the present node, when the node identifier

in the header signature is present in the preset node identifier.

[0018] In a fifth aspect, an embodiment of the present
disclosure provides a storage medium, storing an instruction, the
instruction, when executed on a computer, causing the computer
to execute at least one of the method for processing an ethereum-
based falsified transaction according to the embodiments in the
first aspect, or the method for processing an ethereum-based
falsified transaction according to the embodiments in the second

aspect.

[0019] The above technical solutions send a falsified
transaction wusing a preset node, i.e., a “bad node,” thus
simulating the effect of falsifying and attacking chain data
using the falsified transaction by the “bad node,” and then
viewing whether the falsified transaction can be accepted by a
“normal node,” i.e., a non-set node, thereby achieving validating

falsification resistance of consensus algorithm in engineering.

[0020] Other features and advantages of the present disclosure

will be described in detail in subsequent embodiments.
BRIEF DESCRIPTION OF THE DRAWINGS

[0021] The accompanying drawings are used for providing further
understanding of the present disclosure, constitute an integral
part of the specification, and are used for interpreting the
present disclosure together with the embodiments below, but do
not impose any limitation on the present disclosure. In the

accompanying drawings:

[0022] Fig. 1 1is a schematic flowchart of a method for
processing an ethereum-based falsified transaction according to

an embodiment of the present disclosure;
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[0023] Fig. 2 is a schematic diagram of transaction propagation
of an ethereum network according to an embodiment of the present

disclosure;

[0024] Fig. 3 is a schematic flowchart of another method for
processing an ethereum-based falsified transaction according to

an embodiment of the present disclosure;

[0025] Fig. 4 is a schematic diagram of block propagation of an
ethereum network according to an embodiment of the present

disclosure;

[0026] Fig. 5 is a schematic structural diagram of an apparatus
for processing an ethereum-based falsified transaction according

to an embodiment of the present disclosure;

[0027] Fig. 6 1s a schematic structural diagram of another
apparatus for processing an ethereum-based falsified transaction

according to an embodiment of the present disclosure; and

[0028] Fig. 7 is a schematic structural diagram of still another
apparatus for processing an ethereum-based falsified transaction

according to an embodiment of the present disclosure.

DETAILED DESCRIPTION OF EMBODIMENTS

[0029] The embodiments of the present disclosure will Dbe
described in detail below in combination with the accompanying
drawings. It should be understood that the embodiments described
herein are only used to illustrate and explain the present

disclosure, and are not intended to limit the present disclosure.

[0030] Fig. 1 1is a schematic flowchart of a method for
processing an ethereum-based falsified transaction according to
an embodiment of the present disclosure. As shown in Fig. 1, the

method includes steps 101 and 102.

[0031] Step 101: sending a falsified transaction to a preset

node in an ethereum network, such that the preset node broadcasts
8
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a block including the falsified transaction to all nodes in the

ethereum network.

[0032] Step 102: determining whether the falsified transaction
successfully attacks the ethereum network based on information

on a chain maintained by the node in the ethereum network.

[0033] A  Dblockchain does not independently store Dblock
information on the chain, and obtains all block information
through transaction processing. Therefore, for falsification of
the block information on the chain, a to-be-falsified object is
a transaction on the chain. A legitimate transaction itself must
pass signature validation. Therefore, in the wvalidation method,
the transactions are divided into two types: a common transaction
and a falsified transaction, where the common transaction may be
included in a block of any node, while the falsified transaction
can only be included in a block generated by a so-called "bad
node." Therefore, in order to simulate the falsified transaction
meeting the above requirements, a "bad node," i.e., the preset
node, 1s pre-established in the ethereum network. Then, the
falsified transaction is sent to the preset node, i.e., the “bad
node” of the ethereum network, and cannot be sent to a normal
node, 1i.e., a non-set node, thus stimulating the falsified
transaction merely visible to the “bad node,” such that the preset
node packs the falsified transaction into a block to obtain a
block including the falsified transaction, and broadcasts the
block generated by the preset node with the falsified transaction

to all nodes in the ethereum network.

[0034] In an embodiment of the present disclosure, in an
ethereum network shown in Fig. 2, a black node denotes a preset
node, i.e., a "bad node," controlled by an "attacker," while a
white node denotes a normal node. When sending a falsified
transaction to a preset node of the ethereum network, the
falsified transaction may be sent to the preset node, and then

broadcasted by the preset node to other preset nodes, or the
9
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falsified transaction may be sent directly to all preset nodes
in the ethereum network. The ultimate effect obtained from
whichever implementation is to simulate that only the preset node
can broadcast a block including the falsified transaction. 1In
addition, as shown in Fig. 2, a normal transaction initiated by
a normal user is equally broadcasted to the preset node and an
undefined node. Thus, the normal transaction and the falsified
transaction can be queried in a txpool of the preset node, while
merely the normal transaction can be queried in a txpool of the
non-set node, and the falsified transaction cannot be gqueried in
the txpool of the non-set node, thus simulating the effect of the
falsified transaction generated by the preset node, i.e., the bad

node.

[0035] Then, whether the falsified transaction successfully
attacks the ethereum network may be determined based on
information on a chain maintained by a node in the ethereum

network.

[0036] Whether the falsified transaction successfully attacks
the ethereum network may be determined by two approaches. The
first approach is to compare a last piece of block information
on a chain maintained by the preset node with a last piece of
block information on a chain maintained by the non-set node.
Header information of block information on a chain maintained by
each node includes a hash value of an immediate prior piece of
header information on the chain. In other words, the header
information of the last piece of block information on the chain
includes hash values of header information of all prior pieces
of block information on the chain. Therefore, to determine whether
the falsified transaction successfully attacks the ethereum
network, i.e., determine whether falsification attack resistance
of consensus algorithm of the ethereum network is reliable, it
is necessary to view the header information of the last piece of
block information on the chain maintained by the preset node,

10
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i.e., the “bad node,” 1in the ethereum network, and the header
information of the last piece of block information on the chain
maintained by the non-set node, i.e., the “normal node,” in the
ethereum network. In addition, according to consensus algorithm
between the preset nodes, i.e., consensus algorithm between the

”

“bad nodes,” all preset nodes reach a consensus on a given chain.
Therefore, for viewing the last piece of block information on the
chain maintained by a preset node, any one of all preset nodes
may be selected for viewing. Similarly, for viewing the last
piece of block information on the chain maintained by the non-
set node, any one of all non-set nodes may be selected for viewing.
Therefore, a request for acquiring block information may be sent
to any one of all preset nodes in the ethereum network, and any
one of all non-set nodes in the ethereum network, to acquire the
last piece of block information on the chain maintained by the
node. When receiving the last pieces of block information from
the preset node and the non-set node respectively, the last piece
of block information received from the preset node and the last
piece of block information received from the non-set node are
correspondingly defined as a first piece of block information and
a second piece of block information respectively. Then, whether
header information of the first piece of block information 1is
identical to header information of the second piece of block
information 1is determined by comparison. When the header
information of the first piece of block information is identical
to the header information of the second piece of block information,
the chain maintained by the non-set node, i.e., the “normal node,”
includes a Dblock generated by the falsified transaction.
Therefore, the falsified transaction successfully attacking the
ethereum network is determined, i.e., the falsification attack
resistance of the consensus algorithm of the ethereum network is
not reliable. When the header information of the first piece of

block information is different from the header information of the

11
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second piece of block information, no block is generated by the
falsified transaction on the chain maintained by the “normal
node.” Therefore, the falsified transaction failing to attack the
ethereum network is determined, 1i.e., the falsification attack
resistance of the consensus algorithm of the ethereum network is

reliable.

[0037] In the embodiment of the present disclosure, another
approach of determining whether the falsified transaction
successfully attacks the ethereum network is sending a
transaction information request to any one of all non-set nodes
in the ethereum network. The transaction information request
includes an identifier of the falsified transaction. When
receiving the transaction information request, the non-set node
searches for the falsified transaction in a txpool of a present
node directly using the identifier of the falsified transaction,
directly returns information of the falsified transaction if the
falsified transaction is found, and directly returns a response
of failure to find the falsified transaction if failing to find
the falsified transaction. That is, after receiving a response
message returned by the non-set node, the response message 1is
viewed to determine whether the response message includes the
information of the falsified transaction. When the response
message 1includes the information of the falsified transaction,
the falsified transaction successfully attacking the ethereum
network is determined, i.e., the falsification attack resistance
of the consensus algorithm of the ethereum network is not reliable.
When the response message does not include the information of the
falsified transaction, the falsified transaction failing to
attack the ethereum network is determined, i.e., the
falsification attack resistance of the consensus algorithm of the

ethereum network is reliable.

[0038] The embodiment of the present disclosure sends a
falsified transaction using a preset node, i.e., a “bad node,”

12
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thus simulating the effect of falsifying and attacking chain data
using the falsified transaction by the “bad node,” and then
viewing whether the falsified transaction can be accepted by a
“normal node,” i.e., a non-set node, thereby achieving validating

falsification resistance of consensus algorithm in engineering.

[0039] Accordingly, Fig. 3 is a schematic flowchart of a method
for processing an ethereum-based falsified transaction according
to an embodiment of the present disclosure. As shown in Fig. 3,
the method is applied to a preset node, i.e., a “bad node,” in

an ethereum network. The method includes steps 301 to 302.

[0040] Step 301: receiving a falsified transaction, and packing
the falsified transaction into a block to obtain a block including

the falsified transaction; and

[0041] Step 302: broadcasting the obtained block to all nodes
in an ethereum network where a present node 1is located, to
determine whether the falsified transaction successfully attacks
the ethereum network based on information on a chain maintained

by a node in the ethereum network.

[0042] In order to establish the “bad node” to simulate
falsification attack to chain data in the ethereum network, the
falsified transaction 1is received by the preset node in the
ethereum network. The preset node in the ethereum network receives
the falsified transaction by two approaches: one is all preset
nodes in the ethereum network receiving the falsified transaction
simultaneously, and the other is one node of all preset nodes in
the ethereum network receiving the falsified network, and then
the node sending the falsified transaction to other preset nodes
in the ethereum network, instead of broadcasting the falsified
transaction to a non-set node, i.e., a “normal node,” in the
ethereum network. The ultimate goal of whichever implementation
is to simulate that the falsified transaction is only visible to

the preset node, i.e., the "bad node," and is packed into the

13



10

15

20

25

30

block to obtain the block including the falsified transaction,
and then the Dblock including the falsified transaction 1is
broadcasted to all nodes in the ethereum network of the present

node.

[0043] In addition, since a chain maintained by the "bad node"
itself includes the falsified transaction, a block wvalidation
strategy used by "normal node" cannot be used. Otherwise, the
falsified transaction in the "bad node" will be revoked by the
"normal node," because the falsified transaction is invisible to
other "normal nodes," and only exists in a block generated by the
"bad node." Once the chain of the "bad node" is recombined, the
block including the falsified transaction may be discarded,
making falsification invalid. Thus, the "bad node," when
receiving a block broadcasted to the bad node , further needs to
validate a source of the Dblock, to avoid recombination.
Specifically, when receiving a block broadcasted to the preset
node, the preset node acquires transaction information in the
block, and determines whether the transaction information in the
block is included in transaction information on a chain maintained
by the preset node. The block is discarded, if the transaction
information 1in the block is included 1in the transaction
information on the chain maintained by the preset node. Header
signature in the block is acquired, if the transaction information
in the block is not included in the transaction information on
the chain maintained by the present node. After wvalidating
authenticity of the header signature, since the “bad nodes” know
each other, whether a node identifier in the header signature is
included in a preset node identifier is determined after the
header signature is validated to be true. When the node identifier
in the header signature is included in the preset node identifier,
the block is sourced from another “bad node." Therefore, based
on the consensus algorithm between the “bad nodes,” the “bad

nodes” are guaranteed to reach a consensus on a chain maintained
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by the “bad nodes," and the block is incorporated onto the chain
maintained by the preset node. In an ethereum network shown in
Fig. 4, a black node denotes a preset node, i.e., a "bad node,"
while a white node denotes a non-set node, i.e., a “normal node.”
As can be seen from Fig. 4, a block including a falsified
transaction and generated by the "bad node" is broadcasted to two
types of nodes: the "bad node" and the "normal node." When other
"bad nodes" receive the block, the block is detected, to ensure

that the block is not discarded because of including the falsified

transaction.
[0044] In the embodiment of the present disclosure, for a preset
node, it is necessary to simulate the "bad node,” with

characteristics including: a received falsified transaction being
not broadcasted to the normal node, and the falsified transaction
being only generated on the "bad node"; for a received broadcasted
block, it being necessary to validate a source of the block, and
When the block is validated to be sourced from other preset nodes,
the block is incorporated into a chain, to ensure that the block

including the falsified transaction i1s not be discarded.

[0045] Functions of such "bad nodes" are implemented based on
open source Geth, and two 1implementation logics are mainly
modified: one 1is a logic o0of broadcasting transaction in
BroadcastTxs, which 1is modified to Dbroadcasting the falsified
transaction only to the preset node, i.e., the "bad node," and
not to the “normal node"; and the other is logic for processing
NewBlockMsg 1in handleMsg of ProtocolManager: the "bad node”
screens the received broadcasted block, to prevent the block
including the falsified transaction from being discarded due to

chain recombination.

[0046] The above embodiment sends the falsified transaction to
a preset node to simulate the effect of broadcasting a block
including a falsified transaction by a so-called "bad node," and

views whether a "normal node” in an ethereum network includes the
15
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falsified transaction generated by the "bad node" to validate the
integrity and non-repudiation effect of consensus algorithm of
the ethereum network of the "bad node" for chain data. If the
falsified transaction can be queried from the "normal node," then
the "bad node" and the "normal node" reach a consensus on the
falsified transaction, and the falsified transaction generated
by the "bad node" is accepted by the "normal node," such that the
"bad node” successfully attacks the chain data, i.e., the
falsification attack resistance of the consensus algorithm of the
ethereum network is not reliable; otherwise, the "normal node”
does not accept the falsified transaction generated by the "bad
node", and the attack fails, i.e., the falsification attack
resistance of the consensus algorithm of the ethereum network is

reliable.

[0047] Fig. 5 is a schematic structural diagram of an apparatus
for processing an ethereum-based falsified transaction according
to an embodiment of the present disclosure. As shown in Fig. 5,
the apparatus 50 includes: a sending unit 51 configured to send
a falsified transaction to a preset node in an ethereum network,
such that the preset node broadcasts a block including the
falsified transaction to all nodes in the ethereum network; and
a processing unit 52 configured to determine whether the falsified
transaction successfully attacks the ethereum network based on
information on a chain maintained by the node in the ethereum

network.

[0048] Further, the sending unit is further configured to send
requests for acquiring block information to the preset node and
a non-set node in the ethereum network respectively, the requests
for acquiring block information being configured for acquiring a
last piece of block information on the chain maintained by the
node; as shown in Fig. 6, the apparatus further includes: a
receiving unit 61 configured to receive a first piece of block
information returned by the preset node and a second piece of

16



10

15

20

25

30

block information returned by the non-set node; and the processing
unit is further configured to compare header information of the
first piece of block information and header information of the
second piece of block information to determine whether header
information of the first piece of block information is identical
to header information of the second piece of block information;
determine the falsified transaction successfully attacking the
ethereum network, when the header information of the first piece
of block information is identical to the header information of
the second piece of block information; and determine the falsified
transaction failing to attack the ethereum network, when the
header information of the first piece of block information is
different from the header information of the second piece of

block information.

[0049] In another embodiment of the present disclosure, the
sending unit 1is further configured to send a transaction
information request to the non-set node in the ethereum network,
the transaction information request including an identifier of
the falsified transaction; the receiving unit is configured to
receive a response message returned by the non-set node; and the
processing unit is further configured to view whether the response
message includes information of the falsified transaction;
determine the falsified transaction successfully attacking the
ethereum network, when the response message 1includes the
information of the falsified transaction; and determine the
falsified transaction failing to attack the ethereum network,
when the response message does not include the information of the

falsified transaction.

[0050] The embodiment of the present disclosure sends a
falsified transaction using a preset node, i.e., a “bad node,”
thus simulating the effect of falsifying and attacking chain data
using the falsified transaction by the “bad node,” and then
viewing whether the falsified transaction can be accepted by a
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“normal node,” i.e., a non-set node, thereby achieving validating

falsification resistance of consensus algorithm in engineering.

[0051] Fig. 7 is a schematic structural diagram of an apparatus
for processing an ethereum-based falsified transaction according
to an embodiment of the present disclosure. As shown in Fig. 7,
the apparatus 70 includes: a receiving unit 71 configured to
receive a falsified transaction; a processing unit 72 configured
to pack the falsified transaction into a block to obtain a block
including the falsified transaction; and a sending unit 73
configured to broadcast the obtained block to all nodes in an
ethereum network where a present node receiving the falsified
transaction is located, to determine whether the falsified
transaction successfully attacks the ethereum network based on
information on a chain maintained by the node in the ethereum

network.

[0052] Further, the sending wunit is further configured to
broadcast the falsified transaction to a preset node in the

ethereum network.

[0053] Further, the receiving unit 1is further configured to
receive a block broadcasted to the present node, and acquire
transaction information in the block; and the processing unit is
further configured to determine whether the transaction
information 1in the block is included 1in the transaction
information on the chain maintained by the present node; discard
the Dblock when the transaction information in the Dblock 1is
included in the transaction information on the chain maintained
by the present node; acquire header signature in the block when
the transaction information in the block is not included in the
transaction information on the chain maintained by the present
node; determine whether a node identifier in the header signature
is included in a preset node identifier; and incorporate the
block onto the chain maintained by the present node, when the

node identifier in the header signature is included in the preset
18
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node identifier.

[0054] The above embodiment sends the falsified transaction to
a preset node to simulate the effect of broadcasting a block
including a falsified transaction by a so-called "bad node," and
views whether a "normal node” in an ethereum network includes the
falsified transaction generated by the "bad node" to validate the
integrity and non-repudiation effect of consensus algorithm of
the ethereum network where the "bad node" is located on chain
data. If the falsified transaction can be gueried from the "normal
node, " then the "bad node" and the "normal node" reach a consensus
on the falsified transaction, and the falsified transaction
generated by the "bad node" is accepted by the "normal node,"
such that the "bad node” successfully attacks the chain data,
i.e., the falsification attack resistance of the consensus
algorithm of the ethereum network is not reliable; or otherwise,
the "normal node” does not accept the falsified transaction
generated by the "bad node", and the attack fails, i.e., the
falsification attack resistance of the consensus algorithm of the

ethereum network is reliable.

[0055] An embodiment of the present disclosure further provides
a storage medium, storing an instruction. The instruction, when
executed by a computer, causes the computer to execute at least
one of the method for processing an ethereum-based falsified
transaction according to the embodiment of Fig. 1, or the method
for processing an ethereum-based falsified transaction according

to the embodiment of Fig. 3.

[0056] As will be appreciated by those skilled in the art, the
embodiments of the present disclosure may be provided as a method,
system, or computer program product. Accordingly, the embodiments
of the present disclosure may take the form of an entirely
hardware embodiment, an entirely software embodiment, or an
embodiment combining software and hardware. Furthermore, the

embodiments of the present disclosure may take the form of a
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computer program product embodied in one or more computer readable
storage mediums having computer readable program codes embodied
thereon. The computer readable storage medium includes, but is

not limited to, a disk memory, a CD-ROM, an optical memory, etc.

[0057] The embodiments of the present disclosure are described
with reference to the flowcharts and/or block diagrams of the
method, device (system), and computer program product according
to the embodiments of the present disclosure. It should be
understood that each process and/or block in the flow charts
and/or block diagrams as well as combinations of processes and/or
blocks in the flow charts and/or block diagrams may be implemented
by computer program instructions. The computer program
instructions may be provided to a processor of a general purpose
computer, a special purpose computer, an embedded processor, or
other programmable data processing devices to produce a machine,
such that the instructions executed wvia the processor of the
computer or other programmable data processing devices achieves
an apparatus for implementing the functions specified in one or
more processes in the flow charts and/or one or more blocks in

the block diagrams.

[0058] These computer program instructions may also be stored
in a computer readable memory that can direct a computer or other
programmable data processing devices to function in a particular
manner, such that the instructions stored in the computer readable
memory achieves an article of manufacture including an
instruction apparatus which implements the functions specified
in one or more processes in the flow charts and/or one or more

blocks in the block diagrams.

[0059] The computer program instructions may also be loaded
onto a computer or other programmable data processing devices,
to cause a series of operational steps to be performed on the
computer or other programmable devices, to produce a computer

implemented process, such that the instructions executed on the
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computer or other programmable devices provide steps for
implementing the functions specified in one or more processes in

the flow charts and/or one or more blocks in the block diagrams.

[0060] In a typical configuration, the computing device
includes one or more processors (CPU), an input/output interface,

a network interface, and an internal memory.

[0061] The memory may include forms, such as a volatile memory,
a random access memory (RAM), and/or a nonvolatile memory, e.g.,
a read only memory (ROM) or a flash RAM, in a computer readable

medium. The memory is an example of the computer readable medium.

[0062] The computer readable medium includes volatile /non-
volatile media and removable/non-removable media that can achieve
information storage by any method or technology. The information
may be a computer readable instruction, a data structure, a
program module, or other data. Examples of the computer storage
medium include, but are not limited to, a phase-change random
access memory (PRAM), a static random access memory (SRAM), a
dynamic random access memory (DRAM), a random access memory (RAM)
of other type, a read only memory (ROM), an electrically erasable
programmable read only memory (EEPROM), a flash RAM or other
internal memory technology, a compact disc read only memory (CD-
ROM), a digital versatile disc (DVD) or other optical storage, a
magnetic cassette tape, and a magnetic tape or magnetic disk
storage or other magnetic storage device, or any other non-
transmission medium, which can be configured to store information
that can be accessed by the computing device. As defined herein,
the computer readable medium excludes transitory media, e.g., a

modulated data signal or carrier wave.

[0063] It should be further noted that the terms such as
"comprising", "including" or any other variations thereof are
meant to cover the non-exclusive inclusions, such that the process,

method, commodity, or apparatus that includes a series of elements
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not only includes those elements, but also includes other elements
that are not explicitly listed, or further includes elements that
already existed in such process, method, commodity, or apparatus.
In the circumstance without more constraints, an element defined
by the phrase “comprising a ...” does not preclude any other
similar elements from existing in the process, method, commodity,

or device that includes the element.

[0064] As will be appreciated by those skilled in the art, the
embodiments of the present disclosure may be provided as a method,
system, or computer program product. Accordingly, the embodiments
of the present disclosure may take the form of an entirely
hardware embodiment, an entirely software embodiment, or an
embodiment combining software and hardware. Furthermore, the
embodiments of the present disclosure may take the form of a
computer program product embodied in one or more computer readable
storage mediums having computer readable program codes embodied
thereon. The computer readable storage medium includes, but is

not limited to, a disk memory, a CD-ROM, an optical memory, etc.

[0065] The above is only embodiments of the present disclosure,
and is not intended to limit the present disclosure. For those
skilled in the art, the present disclosure may have wvarious
modifications and alterations. Any modification, eqgquivalent
replacement, improvement, and the like made within the spirit and
principles of the present disclosure should be included within

the scope of appended claims of the present disclosure.
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WHAT IS CLAIMED IS:

1. A method for processing an ethereum-based falsified
transaction, wherein the method is performed by a computer
comprising a processor and a memory storing a program to be

executed by the processor, and the method comprises:

sending, by the processor, a falsified transaction to a
preset node in an ethereum network, such that the preset node
broadcasts a block including the falsified transaction to all

nodes in the ethereum network; and

determining, by the processor, whether the falsified
transaction successfully attacks the ethereum network based
on information on a chain maintained by the node in the

ethereum network.

2. The method according to claim 1, wherein the determining
whether the falsified transaction successfully attacks the
ethereum network based on information on a chain maintained

by the node in the ethereum network comprises:

sending, by the processor, requests for acquiring block
information to the preset node and a non-set node in the
ethereum network respectively, the requests for acquiring
block information being configured for acquiring a last piece

of block information on the chain maintained by the node;

receiving, Dby the processor, a first piece of Dblock
information returned by the preset node and a second piece of
block information returned by the non-set node, and comparing
header information of the first piece of block information
with header information of the second piece of Dblock
information to determine whether the header information of
the first piece of Dblock information is identical to the

header information of the second piece of block information;

determining, by the processor, the falsified transaction

23



10

15

20

25

30

successfully attacking the ethereum network, when the header
information of the first piece of block information 1is
identical to the header information of the second piece of

block information; and

determining, by the processor, the falsified transaction
failing to attack the ethereum network, when the header
information of the first piece of block information is
different from the header information of the second piece of

block information.

The method according to claim 1, wherein the determining
whether the falsified transaction successfully attacks the
ethereum network based on information on a chain maintained

by the node in the ethereum network comprises:

sending, by the processor, a transaction information
request to the non-set node 1in the ethereum network, the
transaction information request comprising an identifier of

the falsified transaction;

receiving, by the processor, a response message returned
by the non-set node, and viewing whether the response message

includes information of the falsified transaction;

determining, by the processor, the falsified transaction
successfully attacking the ethereum network, when the response
message includes the information of the falsified transaction;

and

determining, by the processor, the falsified transaction
failing to attack the ethereum network, when the response
message does not include the information of the falsified

transaction.

A method for ©processing an ethereum-based falsified
transaction, wherein the method is performed by a computer

comprising a processor and a memory storing a program to be

24



10

15

20

25

30

executed by the processor, and the method comprises:

receiving, by the processor, a falsified transaction, and
packing the falsified transaction into a block to obtain a

block including the falsified transaction; and

broadcasting, by the processor, the obtained block to all
nodes in an ethereum network where a present node broadcasting
the obtained block is located, to determine whether the
falsified transaction successfully attacks the ethereum
network based on information on a chain maintained by the node

in the ethereum network.

The method according to claim 4, wherein after the receiving

a falsified transaction, the method further comprises:

broadcasting, by the processor, the falsified transaction

to a preset node in the ethereum network.

The method according to claim 4, wherein after the broadcasting
the obtained block to all nodes in an ethereum network where
a present node broadcasting the obtained block is located,

the method further comprises:

receiving, by the processor, a block broadcasted to the
present node, and acquiring transaction information in the

received block;

determining, by the processor, whether the transaction
information in the received block is included 1in the
transaction information on the chain maintained by the present

node;

discarding, by the processor, the received block when the
transaction information in the received block is included in
the transaction information on the chain maintained by the

present node;

acquiring, by the processor, header signature 1in the

received Dblock when the transaction i1information in the
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received block is not included in the transaction information

on the chain maintained by the present node;

determining, by the processor, whether a node identifier
in the header signature 1is 1included in a preset node

identifier; and

incorporating, by the processor, the received block onto
the chain maintained by the present node, when the node
identifier in the header signature is included in the preset

node identifier.

An apparatus for processing an ethereum-based falsified

transaction, the apparatus comprising:

a sending unit configured to send a falsified transaction
to a preset node in an ethereum network, such that the preset
node broadcasts a block including the falsified transaction

to all nodes in the ethereum network; and

a processing unit configured to determine whether the
falsified transaction successfully attacks the ethereum
network based on information on a chain maintained by the node

in the ethereum network.
The apparatus according to claim 7, wherein

the sending unit is further configured to send requests
for acquiring block information to the preset node and a non-
set node in the ethereum network respectively, the requests
for acquiring block information being configured for acquiring
a last piece of block information on the chain maintained by

the node;

the apparatus further comprises: a receiving unit
configured to receive a first piece of block information
returned by the preset node and a second piece of Dblock

information returned by the non-set node; and

the processing unit is further configured to compare
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header information of the first piece of block information
with header information of the second piece of block
information to determine whether the header information of
the first piece o0of Dblock information 1is identical to the

header information of the second piece of block information;

determine the falsified transaction successfully
attacking the ethereum network, when the header information
of the first piece of block information is identical to the
header information of the second piece of block information;

and

determine the falsified transaction failing to attack the
ethereum network, when the header information of the first
piece of Dblock information is different from the header

information of the second piece of block information.
The apparatus according to claim 7, wherein

the sending wunit 1is further configured to send a
transaction information request to the non-set node in the
ethereum network, the transaction information request

comprising an identifier of the falsified transaction;

the apparatus further comprises: a receiving unit
configured to receive a response message returned by the non-

set node; and

the processing unit is further configured to view whether
the response message includes information of the falsified

transaction;

determine the falsified transaction successfully
attacking the ethereum network, when the response message

includes the information of the falsified transaction; and

determine the falsified transaction failing to attack the
ethereum network, when the response message does not include

the information of the falsified transaction.
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10.

An apparatus for processing an ethereum-based falsified

transaction, comprising:

11.

a receiving unit configured to receive a falsified

transaction;

a processing unit configured to pack the falsified
transaction into a block to obtain a block including the

falsified transaction; and

a sending unit configured to broadcast the obtained block
to all nodes in an ethereum network where a present node
broadcasting the obtained block is 1located, to determine
whether the falsified transaction successfully attacks the
ethereum network based on information on a chain maintained

by the node in the ethereum network.

The apparatus according to claim 10, wherein the sending unit

is further configured to broadcast the falsified transaction to

a preset node in the ethereum network.

12.

The apparatus according to claim 10, wherein

the receiving unit 1s further configured to receive a
block broadcasted to the present node, and acquire transaction

information in the received block; and

the processing unit is further configured to determine
whether the transaction information in the block is included
in the transaction information on the chain maintained by the
present node; discard the received block when the transaction
information in the received Dblock 1is included in the
transaction information on the chain maintained by the present
node; acquire header signature in the received block when the
transaction information in the received block is not included
in the transaction information on the chain maintained by the
present node; determine whether a node identifier in the

header signature is included in a preset node identifier; and
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incorporate the received block onto the chain maintained by
the present node, when the node identifier in the header

signature is present in the preset node identifier.

A storage medium, storing an instruction, the instruction,
when executed by a computer, causing the computer to execute
at least one of the method for processing an ethereum-based
falsified transaction according to claim 1, or the method for

processing an ethereum-based falsified transaction according

to claim 6.
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