;vwe3elLb@ | 6T@/ Description SYSTEM FOR PROTECTI NG OBJECTS DI STRI BUTED
OVER A NETWORK 5 TECHNI CAL FIELD This invention is related to protecting

obj ect s swor2a287980de, docunents, and inages that are di st rRQUUSA/HRUAEr a
network, particularly those exchanges that take 10 place according to the

Hypertext Transfer GROUND @ THE | NVENTI ON The Internet is
now commonly used | "ﬂml m l of business to search for mmmmnmmmmmmmr
exchange code, 15 docung I mages, etc. anpng col | aborato

busi ness partners, and cuS oners Tm?ﬁQﬁﬁREkﬁ?ln busi ness condugd;8d on the
I nternet has been acconpani ed by an increasing concern about protecting

“informati on stored or conmunic d _on_t he t t from "hackers" who can
rgain 20 unauthorized access to§%§ ﬁé%tﬁég?gﬁgg
own financial benefit orOBORPTSNMISTROIBUTEDOOVERI ANNBETWORE system on which

TEN, NG either use it for their
it is s%ored. G ven the enornous vol une of business conducted on the
Internel and the corresponding value of that business, it is inpera 25 tive
that the obj@ECENLILAE| BAERG code, docunents and inages - anything
represented in d'g'ta'TL?%”Enb%ﬁE;éEel§t9E§Qtéadt%xg&%&%%%r%5dO&B%cts

intellectual property contalne hose o ]ECtS are secure - 1.e
they cannot BBCHcREs§eEehy IPRUMEREGal 316r 1HBEEENIES WS ShaVStHE LGS ght t o

them they ceﬂegtabﬁeQWb@kedpamheeﬁlbh@yeth&seee&b&%m@estQhQQ $@ke hey
cannot ge ed| excegt mherg t?gt rkght haﬁageen onf 28 ﬁ t he owner.
Prot ectPon 0? GSFeEFg §ﬁ&n§b180 ExEHRAGEE mny TREP eﬁa ffonents. One of
these, authentication, is 35 the process of verifying the identity of a
party request.,i epdi i This is generally accom WO

02/ 23798 -2 %%##@EQQF§2§?4§EE|?gﬁgg%?ﬁrough the use of passwords. A
drawback to thi sapproafhei gnthanepassworus coanobdyl vsted rhevdlleedourse
orstolen. A SbEl helnalbhen! LEakEANLBLOGRES RS ofl GhiPlecalbighl el

authorlze g a CertI%I cate aut%orlty Adi |ta?ocert| ficate Contains the
owner ' 55 nanes °§EWP§Fﬁunﬁ@PgeéxpPF§tlGWOHSt§§11§P@rﬁﬁ@r@ugEF&ﬁP§F§ﬁ3FUre

(dataappendeﬂuéQnésBEﬁééﬁﬁekd¢nbhﬁybﬁgtaﬁérQUth@hélQ@h&@@%@ndﬁrb@@Q -message
data using public

encr.ypti seelObeIoEp t he issui Eporlty
The cort 11 CHBES arSBUBREaB FBe SRERPREk: BEbwierts Spsorbeies iy an
publ i ckey cryptogaaphy, cohcelni absuitepyotuseding anfbenbmd@mlQMpm@de@ures,

| ndividual s Daxs.NRLLEAKBXo AT RLEYALE keXanaeh,ate ol

si nul t aneous € Cér |f|cate au- hor | usi ng an a gorl a&&bh as
RSA. The pubtnaukhyrszpdbbcshed to ohesonnﬁormadubecEmMEe&t@ewtaem g
th?cert'f'ca£8§ ﬁBErp6h§ ?ngﬁxléﬁ”ﬁéﬁéfgﬁcaﬁtcokgéégﬁé%@tﬁ e@%.%EIEd

using the rec Elent S esender res in a |rectory,
and decrypt e®@ SPﬁgOFhébgréESEE@nPnstFFVaﬂé kéyStvéeéuthﬁﬁWE@aﬁéea

message, asesdermedn ¢BLLMB! o BBS$AESsUsSbRAubRRASERdRheS Rticyakekayy t he
recipi ent can ver|f¥ﬁthe ender's ide tlkéFg¥decrypt|n the signature with

the sender' stPEbFPETREPORALREr V2AHPoRTE HELTRRST het &SudBPSRaES
any25pz5 vi | egese( vhew Ble abgeéysnglnetﬁdingnbbdeegabdumen&eeaﬁutce For
i nstance, a $ stentadnlnbgtrator e whi_ch .user.s ?e%e access to

a system and™WASTPr M v %ngagﬁpﬁgg?nﬁSS mPtﬁﬁﬁltﬁ EpEfdmt Caccesst o

certain fil estoagguahdokxehanggd anaceheeﬁntkl1Autha13@mb@@&tgncbm—usualIy

per f or med af%ging taegﬁhﬁa%hog veO%ng g@rdgﬁ % a_usger, re(t]_(t;lggft 2 4ccess to

an obj ect, esys emw PPEF y-or-au Fcat & the i of t he
user and t hemoteber atneswkdt hgr itBatvrideelshas thepaghest ohacbess hbe obj ect

and ho?bthatryéﬁﬁ gBytﬂgﬁ,tEﬁé§oggﬁﬁEt be printed unless there is
permission to do so, they cannot be edited except where
that right has been conferred by the owner.
Protection of objects and object exchanges may
have many components. One of these, authentication, is
35 the process of verifying the identity of a party request-

ing or sending information. This is generally accom-



Encryption may al so be used to protect objects. Encryption converts a
nessage' s plaintext into ciphertext. In order to render an encrypted

obj ect, tWO 0228¥802/ 23798 reci pient (see, for infrastru~ tRIuUgN1H147

PCT/ US01/ 42147 -3 nust al so obtain the correct decryption key instance, the
di scussion of the public key ~ture and ptibtic key cryptography above). Al
i's sonetinmes possible to "break” the cipher 5 used to encrypt an object, in
general, the nore cogglex the encryption, the harder it is to break the

ci pher wi t hoplishedd r?thoﬁhI@eylseAOfsmaéﬁg’OIéﬁypt s yeerhatds t@ |Hrige

_range of posgpﬁksatsﬁygsmhal& PRkSHords2laRS bel MBa%S Rlkrdel i e@c the ci pher
by trying all possible 10 keys. A strong cryptosystenlls al so i mune from

«previously kAERASRet hods of code breaking and will appear randomto al
~standard statistical taskgsricither atybesitabaseon ﬁr}bde@sspﬁﬁ@tdltd‘iﬁ:aﬂntl re

conputer system ¢t al so be l.oyed,at the co r 15 | ocations. For
-inst anc mﬁ?%gggﬁgggés ag&ﬁ%%r}z@r EXal) &5 % ?F)r %t e tlht G Preverdt
unauthorizeddmgétalfcewtaédea$bngommalhwstMQSQWn@at@ aramer,ogeariml However
firewalls c o] no u n t yter tem
wll be saf2HFB§ﬁ?a?B§@E&§§no?hgaqgfébgfg'?§%|?§%FE%? fﬁﬁﬁgﬂﬁﬁs Jb
protect the apperfAedr tehe Besseges 1r5@§<§a|fyé@gf PO m%n@@mﬁt@med by a

hostil e usergbpgatednbehicrdatie dhicheWaling PudIsl sSyoRrRRi-RSIRIeSSAN al so
7 t agacuﬁiﬁ T g and Secure Sqckeéts Lai%i 25

be secured. Transgort hgéer_

(SSL) pPot ocbedowr & eé ﬁl}sﬁ§é&gtéu P@%FGK -en&hgped tddmantie &LSohs

bet ween servepstandsc hh@nbért&ftlbaltae@&n@wtsoggbalar & ey 1COIPORAIAd d Nt o
nost Web browsers ang serv he, abhove- 5% tione securl eV| es _my be

30 used separ&¥efyYP Pgﬁﬁp yCo qhy 15 §i by ﬁ&t@&ﬁ it on to
t hese gener abrdeedoess, thadevadaadshhaveappbdachkey&oa&@bmuumwtaﬂdes prior

A S PRAREaNg o0 0L AT SIEN NG 0PLLNLAG QU oa g e

Access Rights uter ormat i ses a metho
aut hentbcat i 'ﬁboﬁhGYauﬁhégl @nnglg@é”é§blw iStiishs asoREPect e @allyia kaysmi tt ed

i nformation. 1@'Eﬁﬁiléﬁgaeihsohgf%&”ﬁbk@ndWBb%Eo&H%sp%gwﬂ@%hiﬂba%iéMtf1
digital informatign, or instructions, whi must success WD™02/ 23798 -4
certificates; the private key remalns secret. Messages

are encrypted using the recipient’s public key, which the
sender captures in a directory, and decrypted using the
20 recipient’s private key. To authenticate a message, a
sender can encrypt a message using the sender’s private
key; the recipient can verify the sender’'s identity by
decrypting the signature with the sender’s public key.
Authorization determines whether a user has any
25 privileges (viewing, modifying, etc.) with regard to a
resource. For instance, a system administrator can de-
termine which users have access to a system and what
privileges each user has within the system (i.e., access
to certain files, amount of storage space, etc.). Autho-
30 rization is usually performed after authentication. In
other words, if a user requests access to an object, the
system will first verify or authenticate the identity
of the user and then determine whether that user has the
right to access the object and how that user may use the
35 object.
Encryption may also be used to protect objects.
Encryption converts a message’s plaintext into

ciphertext. In order to render an encrypted object, the



PCT/ US01/ . 421~7 fully be answered before the rest of the information can be
accessed. The "answer" to these instructions takes the formof a digital

t oken whiWR 0R@3798soci ated with validly requested data and RGTAIO247 whet her
access to ( 5 the information is guthorized. The information may be
accessed upon "unw apping"” only if the t&ken is present and indicates the
user nmay access the information. This patent is primarily concerned with
ensuring the authorized use of software prograns purchased on-line and 10
el ectroni cal rgcipPafABhi PuEd RédsSa Q@éﬁlnlﬁ8€r¢9ﬁ§?cgeéﬁﬁ§yﬁéﬁé§ E6¥por at i on

has received(ggyer abrpah8Bhacee! 8heddt 8ctiBgibndbei tak bugmaa K&gagenent
t echnol ogy. lnterTrust S EXngox cont aj ner technologﬁ¥ bIe

encryption ahatEeBFEYEEYTe] bigc K8Y, CF¥RFREFA RPENE andA}uIes
" regardi ng actkssghoithag GOméemmeslpoasEb@ebﬁN tbataknetheessphtiral |y a
software containper. Once the |nf %lon is stor i box cont ai ner,

d
that infornmatt8A hRySBETYPEWRR 8 P?c % Fﬂtg?PFﬁgi s%ngﬂPg REPBISFe passed
with the enctueteﬂcfﬁpdﬂbﬁ, ther Bardez theedsf oo bnebkvehei caphkat wl |

protect  obj ect s.fhesigal e v Bhng bhi i vmy e benrosented Ll flgi 2!

form, i ncl udt i e é€s, a Fware rogra at are
avai |l abl e onatber@é rahgenet pbbhmhnerqusrwhgchumhbeszed aémasstors to run

speci al soft e i et S r
P or mat  on. L7 SRl Eoke EPERE Eh8 LIpRECThy COREEPALE BESELESe ona
even i 10t heykénve thefkrong GEMPDPEY§te@ahﬁoﬁlﬁeasmmﬂbﬁyfﬁéme?pévied to buy

extra 30 softyeie whbeh M@thd§n6?|éoEQeﬂkEngﬁﬂﬂéﬁédwhmﬁoéﬁﬁéhQn l'i ke
course notes, schedules,_etc. that school s, are T ncreasingly making

avai | abl e t ot &0EPBr ko el iseEandesr FhatTREEFALt L$SBAdi ti onal desirabl e

features for a d|g|taIothéght§pg§nageg§aﬁrsy§tea1pﬂ@tude passkAgipest of
the 35 protection "duties' 0 relieve the object

rder
server of th%O%P%E%ES?ﬁﬁtﬁﬂrﬂﬁﬁ ﬁisﬁrggl8Fﬁb°¥88u?Ft§£§n8°ﬂp85ﬁﬁlng
one- tlnE enclypat bonkeysFohainatensecumehy bas$ﬂdsbesmsen ttheftequest or and

the "security,; 3[%925%3Z?Eem tPE§7§§%%8é§1ué%?Eﬁ5¥f ed’ EQ?E EPSH passing

t he encryptlon eys W ncr I's a eS|ra e for a
di gi tal rightscesstgenthe QVSLEﬁﬁﬁb datar oprpregrama - toHQWeUEFecfléeen

after the Obwéfishéénb68”c§ EOEQSEBeaﬁaqassﬁse graSYMARY P THE | NVENTI ON
This invention provides a ne gn1 or Erotectlon of objects

(anyt hi ng re%?%@%ﬁ?%dSYﬁtﬁWgW%éF Pﬁrﬁ? rom.gHeaChoc ufflBRERST| REGRS,

sof twaz@ propednss &@aetﬁlieda$1slhutﬁd;opE6tacﬁetmgrkyseémtegttﬁa denot es
restricting certal eratlons

on the objec?%s%@mc%r %fﬂu¥%%Fp%ﬁﬂ%ébe%égoﬁfﬁefggégééPg¥o%?§%%F%éeggFgLPg?
bot h pr ot ectesenntocapedtleehidd theefjiirppetilwi th software that 15
designates whether an gplech; s0ouhd.PenBLOLEELE0aRANT1 sb be secured.
Transport Layer Security (TLS) and Secure Sockets Layer
25 {(SSL) protocols are commonly used to provide encrypted
communications between servers and clients. Both these
protocols are incorporated into most Web browsers and
servers.
The above-mentioned security devices may be
30 used separately, or more commonly, in some combination.
In addition to these general devices, there are other
approaches to security in the prior art.
U.S. Patent No. 6,041,411 “Method for Defining
and Verifying User Access Rights to Computer Information”
35 discloses a method for authenticating and authorizing
access rights to electronically transmitted information.
A user requests information which the provider wraps with
digital information, or instructions, which must success-



so, what the security policy (type and degree of protection the object
should receive) is, The security policy may include restrictions on who may
view t he WBjV&@4798the |ifetime of the object, the nunber ofPGIYY83/42H2 obj ect
20 may be viewed, as well as actions policies relating to actions such as
whet her the object may be printed, edited- etc. Qbject controls are
mechani snms whi ch i npl enment the security policy. Wien the object server
receives a request for 25 an _object, the software checks whether the
request ed obfettYiReprpbvered. beforfethsj 68ti eLufPROLBEPETALLRE SEMver

wi Il send theeobteststa. th@héeqéﬁﬁ‘&z@f" t6 thesebjiastristpopiseehgds t he
software creates_a new object which jncludes authentication and tinme of the

-original 30 F%ﬁu@%¥ma%fmél@1gét§ErF8¥?Eathﬁ hBnegsoséatietk YipH i cy, and
description @ilia@yr@gq@ééeddoaaegtan@lin@icabésewaéehemcawteg@ tbhe new
object is se t bacﬁ to the regues%%ng.brgmse in,a reﬁ éi along ith a
‘redirec %dl? QAR AR s P hRUFBRHEEE g SM%QFOF - Gt TVl i?%’server."
35 After theaseeﬂ$edyupenveunwmhpphngs eqly ppédthet hokeht war exrkesentr ovi di ng
protection ser% recei ves and_aut henticates, the redlr%cted rﬁ uest it

obt ai ns t he #8{ued %ﬁaB%feE?ee?fﬁﬁrm?¥oﬂ???§s e ARABTBRALAPBm t
021 23798 P@atiS0/1i42drilMaselyeconocataedi wgthhenshyriény vha ausboure

transim ssi on. JOg $E8UE YoBELNEL LDEO-EROTHPLSRLDEAT EUTSLETLAN oot (using

strong and non- nal e encr rnes It wmth nobrl'e code
(sof twe@ e semtettrpmieable §y@m%mttted5t@ran§$@rFed across a network, and

downl oaded and exeCUteﬁn@@r@thEaTeéﬂﬁéfﬁbﬂééh@HEpS%HEhShtthS%%L|at'on or
execution by the recipient), the securlt%gl polic object controls. This
e

resul ting pa@&agRi %e%%ﬁ?lbﬁike?Bstﬁ%l? §i h eéﬁnﬁﬁgé 2&sTAIPESIy to the
redirected rmwgémerl@ Eréehﬁemu@ﬁtl NgnE€eAPLhL et ’ IshBﬁ]gILbbﬁS coateieeut e the
nobi |l e code jn or r to eB e reeues%ed Obhﬁ £ The anl|e code wil |
execut e test% ?%P% %%Yee%? g §tﬁﬂ FEYFBR™ of P hE SBFgSt OHPFSF?a when

t hese b@ntrcﬁrpnuenmnlmﬂamg costemt | ap@drulée regaediog amgessqiest a 15
decryption NaadiaheLs: SO ¥1 B 3260 CobhaneaLe S| B0cLR: 109, pedugslar upon

satisfactory authentlc 1 on r equest decryption
one-ti ne key#a%hi et painge. us@@c©nt¥efb@f@éﬁapp@nngstﬁ§0§§écﬂﬂ|é object in

question. | fpidesdPbkbet&0H8y EXERAE 8n BUEREESEH| M)y apd alac}eéeehx? bgn key
i s obtained,_t request ed object is rendered subject he constraints of

t he securltyIQﬁﬁ?Qﬁu%ﬁds%%Y%QFGcon??%?sar?h%a§%€§rW%§hséh§ePnF§Yﬁ§§§ to
execut®) nostdgxat he activities associated with protectlng and delivering 25
the requested object. ,Fherefore tge géect server, is nop %pemg'n
processi ng resources on %ecu}lty s% S i HAY 84S grc¥t

handl i ng reqym3¢@c¢o¢b3©¢b$nﬁba@ncalhyad@mytbnngaWhlshtmay beneepme-

Tei nt enance Jot:dAe; 8ol LY1 SEONRS | Snbpldleg DYabhabiosghUREsS skStem 30

adm nistrators, resulti ng er savings e’ owners of the object
servers. . TESS mAMSESAREIYS (RAOIF FHRr ‘FIP@% ¥t RervablabileppBt £BLi on

et hodss and Byisd enst | i tHaht CRERRIr 50 t X@EBoHDLsaNPEge8dota be st al | ed
on all conmputers, i volﬁed 35 in the, request and grOV|g|on of a requested

object. In atRfftt PhEWRES sOBsESth SAEPYREF dellyPrathe tBLRECESSr €
one-tinme keysraskctwe® hwfopasseohw t iFdheiescaypeedsobfients are often

on a limited budget and, even if they have their own
computers, cannot reasonably be expected to buy extra

30 software which would enable them to download information
like course notes, schedules, etc. that schools are in-
creasingly making available to authorized users over the
Internet.) Additional desirable features for a digital
rights management system include passing most of the

35 protection “duties” to a third party in order to relieve
the object server of the processing burden of providing
security and providing one-time encryption keys that are
securely passed between the requestor and the “security



WO 02/ 23798 PCT/ US01/421-17 BRI EF DESCRI PTION OF THE DRAWNGS Fig. 1 is a
bl ock di agram of the conponents of , an object protection stemin

accor dan®O@#2¥% he invention. 5 Fig. 2a is a flow chart s!’ﬁ%(/ﬁﬁquid% an
object is protected in accordance with the invention. Fig. 2b is a flow
chart showi ng how an object is protectedbn accordance with the invention.
10 BEST MODE FOR CARRYI NG QUT THE | NVENTION Wth reference to Fig. 1, a
requestor device 10 (in this enbodi nent, the device is a conputer;_ however,
the device iJRIYRIES BRYRGT nEheRaPasaingcEN8sCRCEYPEAPT keysc &Rt L8&r ver

rel ationshi @ncﬂﬁp@@ae&atéerm 12. 2298 éésaehﬂnegfem eceag%aend
protection software 14 which e5|%nates whet her objects are to be

protected, dntFRESSPIIF SR VBYS @chﬂt%ﬁﬁ?ﬁgp§8F?ﬁéF8n930fBP pPa¢CEi ng

" protection s&Fen Cebt&r etidd lobpaseched been Behwork, the trkigaesfbedi ment, the

Interne; 20. An object 16 includes any 20 thing which may be represented in
+digital” form such as code, a docunent, an inage, a software program etc.
An adver sar YSTBBJARY @i STHE OINUENTZ@Nsuch as a conputer or recorder which

may be used to gain UnahiDorhg gﬂtfsﬁegéowdaspaoge%ga AR ey s cRy Bl50 b

present. Although a 25 'sing request device 1 ect server
security serneotagtipe @fs@hES@ﬂShé@@ythlngerEVE§EGh§d inadightslnet hod

and system wdy accoampdalge a @J;emaéﬁw OiméﬁggesgﬁrftQﬁWecﬁéo%Qamel ect
servers 12, and security servers 18. i s_enbodi nent ect

serverlO2 aRES hle ket ipyteds Q¥er 18 %?EWPEEertEiPt?F5ﬁ§PeﬁepP6ﬁécol (http)

servers. The:é@@&lﬁﬁﬁﬂﬁgd@ar@@uioopémtﬂoﬁe runai, ngvae&@hg\;vapemt@ggam
acting as a Wrld Wde Wb bgomser REQE ég objects.16 fromthe
B eFeﬁﬁ

requestor 35 %&Qﬁe]fp%X%PQ I%?eﬁh%yo?% 248 TREIBBEREE “server
12 via http requests. Bhnobaety, seepéresonbairijugsbbieonter both plre-http

protocol . Q.02 23798, ROTLLECIL421: 4T s 450k 0, 00Kl B LoD CC!

server 12 is_running pro ron sof twar enbodiment is an
ext ensi®n ofdggignates erhebheriare. oThest p$b@‘éé@l bA popPtaatediands éfed by

an authori zegh syaiom gea é‘ééﬁff‘h‘?rpépléyd@gilr_?éalaﬁd""ﬁlegbe@bbﬁcb§o%@car e

unprotected and which are to frotect an object 16 .is designated as
protected, tHePHriReRPHRCEFENA+E 19C8}HES) aFFomsTPﬁesﬁﬁﬁFﬁthPS@&FYto
speci fy the riapeiedthdegr €€t 0 cpi Ghecotnomhdi mey, vibe sheubbtgcpol tay) for

the ObjeCt'%%fg¥¥ﬁgqu the object, the number of times the object

20 may be viewed, as well as actions policies relating to
actions such as whether the object may be printed, ed-
ited, etc. Object controls are mechanisms which imple-
ment the security policy.

When the object server receives a request for

25 an object, the software checks whether the requested
object is protected. If the object is unprotected, the
server will send the object to the requester. If the
object is protected, the software creates a new object
which includes authentication and time of the original

30 request as well as serialization, nonce, security policy,
and description of the requested object; all of these are
encrypted. The new object is sent back to the requesting
browser in a reply, along with a redirect command that
points the requesting browser to a “security server.”

35 After the security server, which is equipped
with software for providing protection services, receives
and authenticates the redirected request, it obtains the

requested object either from its own cache or from the



10 rity policy may include restrictions on who may view the object, the
lifetinme of the object (i.e., tenporal restrictions), the nunber of tines

t he obj edVORRP3ME viewed (i.e., cardinal restrictions), aPCldi014a43actions
policies relating to whether the object nay be printed, ed 15 ited, etc.
The actions that the requestor may perfottm on an object nmay vary dependi ng
on the identity of the requestor. bject controls are nmechani sns which

i npl ement the security policy. The security server 18 is al so running

sof tware 20 S4rwhrchontaaningt thei 6RI6FLhVip SepeenreotramSEiSTRIOR sof t war e

94 provides the 9@8&§§E&09e§@é¥'Eﬁénfghc99b€%t%helQeﬁh@st%d Bpfedyest or
requests an object (step ﬁect server storing the requested

- obj ect recel9%§1FﬁeSFEaB§an@sF€E pg) lepplengngEyeEd ogdr ¢BA FRELIBESN

i ndependent aythephi aebioa @@HéCXsoEBﬁaijQéhtsﬁkb&rrwmbteeégﬁﬁbﬁsthat
policy and authen |cat§ t he request ugo%hrecg gP I rote tlon sgftmare
- exam ned t he“htPpr PEGEEsEF 8SHet PRI HR fnePREr CPHBLPEGTES AT seﬁﬁF

prot ected obpecéd [step §9$temfwnbhouéqBesﬂed10bpastaﬂ§ahmbn36rpEmbeuked
e oneauest gl B01 che SEMLoLGaLl CRUUESLAL: (3! BRITRY, HACUBect! (e

object is pro ecte ste rotection s war e~ éreates n enhanced
request (stepeByolfat T lﬁnéﬁaééﬁlnﬁ rackpp¢ £6 skatr bggkstoamdtei s 35

subsequentlyrégeééegﬁsdcaﬁpﬁE@rssgual&ép§9r¥@rthétﬁad§§bct£her%aﬂ@3%ed
request is an Object Conprising encrypted data |ncluding authentication and

time ofOthe original r&hBesPIHESHERE ﬁngEFﬁglF?§P|6ﬁ16§n§8rﬁﬁ&cﬁﬁﬁy one ap
WO 02/ 23798 +He RedbiB81£484~Inpeoded terﬁéﬁ?e?Ltﬁé @bna?bgeababgfb@ble)
nonce, secur o) a SCri on, o uest e 0 ec
ety ot e ele SR aBh kA R ek Eon EReER e BEPEEE sor ver has
an !ndependenﬂsaanbﬁatnoatDﬁnthelobyecﬁ tbntheils; |whan suebentooitrods
policy, the §P$a§9§$ “?ﬁ&t?ﬂﬁk&géﬁazEﬁergé Lsebrthe E%BEQEEC tion. I|f

there is no au Information’i s I'ncluded in the
enhanck® req@@@ryptgm@r 9y|wh19howsd§§n5 Vapi seguse §§ﬁﬂﬁ@é§SlpP X0 can

protect the tHéeﬁéﬁu&sQérauﬁbhesét1§fac96§yeahtHBﬁHEBQEhéﬁd o#l t@gations) as
well as assisting with the_authentication and authorization of ,a request.

The use of efREYPEFon F%?edeaﬁyargenkaYECFr?henﬁrF&&eyk8VSthlFBqW@§tor
Qt her uses fipe e868yPhlpnfoAcHgdeyPoingeprdi 8pébilfienopreciet actueg-

| t t t ti bot h_st d b| ti
re loed. (FrbPcol BF ERE HPRLLPREoRDpEbF OGRS GHEFORSReadvaRB et et any
exchamdfes bedeeeypthenrkquestoobhainsdcutheyregneetedr ebjecessar yehef ore
encryption t&éfédpé@ﬁfe&éOgﬁeﬁgHDESnsEQa%nEEyo@aEKﬁ”ESQuEQt? ¥8#%Q9nged SO

the recipient can | ect encrypted at the server e~ enhanced
request is i#edudlederh ?ﬁ@tF@be to the requestor along with a command to

redirect the request t@héhgeéﬁﬁytytyeseéyeis 1Bk8 eedekeehitenmsbeubg 25 be
transparent to the requestor. The se ur|t¥ server  software dﬁ ts the
enhanced reqt28t2¢E+EHEE8F. aﬁ?gﬁé?ﬁﬁ K& SRoRTBREFTPPENGRAIEE }B% ng%t he

enhancl r eqtlest régups es@ndbaecthe @hﬁﬁéfoSEEVEheabﬁjébe seetteit ysserver.

The key is ggner aleds 30 vaen Lhe; 3" Lugps. Lol ataLled; e Lhe,abl ook

server. The secu y Sé r SO en ¢ e enhanced
request neetsn$h%adeqaldedEQ@seﬂothhaBﬂllﬂgrneGUEque§Dr(sneﬁonmy- If the

requirementsc{or. a el Lahot e, regveskratf B9he"Bhd hBSntehdhLEY £881 Ver
the security server is handled by that server’s system
30 administrators, resulting in further savings to the own-
ers of the object servers.

This method and system differ from other object
protection methods and systems in that common software
does not need to be installed on all computers involved

35 in the request and provision of a requested object. In
addition, the keys used to encrypt/decrypt the object are
one-time keys and are not passed with the encrypted ob-

ject.



35 sends a nessage back to the object server indicating an invalid request
(step 42). (The object server may then send a nessage to the requestor
about thewOWA¥/a3198 re WD 02/23798 -10 PCTJUSOL/ 42147 qud§iT/USPRE214Y st em
adm nistrator for the object server determ nes whether these nessages wll
be sent.) If the request is valid, the sfcurity server software next

aut henticates the request (step 44). The 5 security server software w ||l

conpare the tine and au thentication in the redirected request heading with
t hose cont ai BREEF nDERERERRAANQF r EHBeBRAWEINGEhe security server software

cannot authenticate thpigequest &fBllobRsti2Rgeamt BE tWR kefpesknliismeg differ
such that a replay 10 attack is indicated or the |dent|tEBof t he requestor

-in the redir&gt 2RI pehuBEPEaFFERsSYRERT B PEEREFRYCEF WEkE FBGUEBYEF i n the

" enhanced requesh), a nessage is sent back to the object server indicating

unsatisfactory authenticatign (step.46). Jf _the, request is_authenticated,
15 the %ecurity server %gftgﬁrésd%cFég%sc#ﬁgkrgaag%FgahawogFaP d%Fhe
request ed objscpretebeedf innatherdenaei wythether inveathenor t he object

server (step 48). (TheFP%OtEBti??afﬁi&%aéﬁa¥E|Eh8@§ﬁ?tﬂ8woghe§%j88tto t he

security server upon request.) e security server has to obtain the

obj ect from ifBepspfectedetRerccordanpperi thsthasiadentaon-secure

transm ssion. Once the security server has the requested object, the

securify server software encrypts it _usin rotocols for strong encryption
d AR Pne

and noh? nal | BEBT MeRE r JPR 25 MNGNQUE BN AYVENELBYj ect with nobile code

(software sent fromrewbte syféeercet tanBlgrréd acregseatbet devkceand

downl oaded and ted on.a | m Wi t t licit installati
execut on by Thet robi pranesPerCeacaf) BEPRLE 19 W eRRBubREG PRRETsRT "
cont ai ned i nthhed€0ieahancéddesqarythingdtbbieceancentr absa( siépnsOin
Encryption of éffgﬁ?ﬂ&&?&&g.Pé?éggéﬁgh9§?2§én385§8§tt8e9€8&e§§,tBSnQbJect,

its requestor, an e provider ensu Integrity, privacy,
aut hent$ cat i eaipihegrebappEdpt fadBy PrABCaLiABr FoAEVBReas4éwehichsdBEing a

tool for nontgeprds WReBhiPNobielts ArBaLbYbEOpRotEaREast hAR gasaeh-fal sely
deny involvenent in that_transaction ang detecg%nggalteratlons. The
S

resul ting patkayeSFeVehehs sePREeoiRE FRHEWRE S, p B3OViging; BEOB, Fig.
2b) . WO 02£23796n - 44rP{dés)Saté4a1l 1dohnebtgd 26, at hetwegkestiar thegei ves

the reply and.pliefpls topexequle,Lhe obi ke codec(sien; ad)  suon gxecution
of the nobil e code, & Sécurity policy and object controls Tor
reques2@d obfkingawkichsnhantbat répresented in digital form, such as
code, a document, an image, a software program, etc. An
adversary 22, a person or device such as a computer or
recorder which may be used to gain unauthorized access to
a protected object, may also be present. Although a
25 single requestor device 10, object server 12, and secu-
rity server 18 are discussed here, it is envisioned that
this method and system will accommodate a plurality of
requestor devices 10, object servers 12, and security
servers 18.
30 In this embodiment, the object server 12 and
the security server 18 are Hypertext Transfer Protocol
(http) servers. The requestor device 10 should be run-
ning a software program acting as a World wWide Web
browser 24. Requests for objects 16 from the requestor
35 device 10 are relayed by the browser 24 to the object
server 12 via http requests. Similarly, replies to re-
quests conform to the http protocol.



5 on the requestor's conputer (step 54). The nobile code executes tests to
determ ne whet her the object controls were correctly instantiated. If so,

if the reW03281¥8needs a decryption key (step 56), the redfasus/+ah
request it fromthe security server (step 58). The secu 10 rity server
software aut henticates the request (step®0). If it cannot authenticate the
request, a nessage to that effect is sent to the object server (step 52).
However, if the nessage is authenticated, the security server software
sends the requested kepsbaekedoabruer efhesobiers CEEFETEAR \isa TANBEAG e

transm ssi onprgpdcthenr 8g¢eghed alj eghikch QQC%xH%e@mﬁﬁaﬂ&éﬂQ 1sTh& key used
by t he securltgsserver to encrypt/decrypt t he ob& is a one-tine key The

"seed" for r8XHERAEYOReREr BELRG SERTSENEOL WS Rey T8 1FePEATSTEd OB
“installati onwei»esea‘,uist Msedr v¢r adOasehbwakzed @yéeetnhadmihlﬂsezr&(t@@: it

executeg uest or v'eM/&he bject subj ct t n raints
‘i nposedTon tﬁg gP E? H&lFﬁeOEéSS ﬁt p8F|cVn8F5§ 5%&?’ 1$ §F§b 68) .
WO 02/ 23798 t&2b€l pratePCEAUSALE. éﬂléEJECtlﬁ6alsodﬁﬁng@atﬁmhasnenwerk a
system for ppateghi nehebgestcactiahd 63‘:‘%&%%‘39'2(%'1%”%)11%‘”@ B kg

I j ects anDng a

server running a SO twar gram esl gnat es
set of objec%§t§ﬂt9ﬁet@bFE§Fl ¥r fBe 5V@eténgedﬁ@§?@c9§dpﬁ9ﬁ$ﬁh¥Pna security

policy for protecteghdOsebie¢t§. psaidyPbireet tHEr ¥BH ee@NABGL! EFHED sa Rt Wor K;
b) a reauestor devi ce requestin prot ected, object fromthe qbject server,

sai d debice Ebﬁﬁe@?eHCYOmFHe1ﬁ€?%@?kre§ﬁ61€f18n§e88rWP? Bayy ¥ & iieng
anot her softgpfecds ﬁhegneﬂbenméldEngherebgebtomlservl@@&pb&thMeaﬂfs

desi gnat ed b the sof t war m as otect curi server
connect ed to Fh&C Ee?ﬂﬁra ggg g@%FFMBF 5W8§|ggﬁg PSF cffdhn ewEs
i ncluding: i Yinmeanscéodineteireshyiatieds)ectedye2ld ashance@nseqmése for the

requested pr t tofr r e e e Sal an request
corres§ond|n8£§% ?ﬁé&?éﬁ es%o?ﬂgggggegggo§%g%ﬁg %hg ﬁgs?&?gﬁgt egﬁgquested

pr ot ect2d ob}é@@ aﬁHCCreEbedasylpﬁé Bbﬁécﬁh§eF€§PeSZerWFYWP&W§0mm’On

obt ai ni ng saad 6Bﬂee§tﬁeypvak9cae§eﬁahﬁgtohreﬁbalaeﬁhetg ofer @Mt he-obj ect
server on which the regquested géote ted object is stor iii) _nmeans for

encrypting sar8SFefues EaeﬁFoF FealBppeet Meshapy FMFeY %cPoFmB&ﬁﬂﬁﬁtng t he
request ed prohecsedusbigchonith.mobile code, a security policy, and object
control s; and The security server 18 is also running software
20 94 which is an extension of http server software. This
software 94 provides the protection services for objects.
In Fig. 2, a requestor requests an object (step
26). The object server storing the requested object
receives the request (step 28). If the object server has
25 an independent authentication policy, the object server
will execute that policy and authenticate the request
upon receipt. The protection software examines the http

request to determine whether the regquest is for a pro-

tected object (step 30). If the requested object is not
30 protected, the requested object is sent to the requestor
(step 32).

However, if the object is protected (step 30),
the protection software creates an enhanced request (step
34) that is included in a reply to the request and is
35 subsequently redirected to the security server (step 36).
The enhanced request 1s an object comprising encrypted
data including authentication and time of the original

request as well as serialization (ensuring only one ap-



v) neans for sending the resulting file to the requestor device, said
request or device having to 35 execute the nobile code to render the

request edVOWR@E98t 0 t he requestor conputer, a user of the BEHUIHHRHG

conput er WO 021 23798 -13 PCT/ US01/ 4217 to use and view the object subject
to the security policy and object controt®that are put in place on the
requesting conputer upon execution of the nobile code; and 5 vi} neans for
verifying proper instantiation of the object controls; and vii) neans for
provi di ng a BEeVSPt Verskeyp S ehe obdgedstier ayGipaiedie upaPnas i fS&ati on of

proper instapiiatpeniel,t Baaok aefscﬂg)tt&%s AN RASAREUY M ect .
aut henti cation gf are uest for sa The systemof claiml ‘Wher ei n

‘the encrypt ed1d PEmBFlPﬁeaPHH&néé‘& €§ttli%ldl%°§§1%t%m}}%té}€ilbﬁh€il me of
~ 15 ori gi nal bBﬂuestseseérahaaabnoand@@@@aenteaumm@mamﬂaunoneyuiﬂhyxnlptlon

f th t ect d bj Th t, f.cl th
obj ect Servel ahBPH8  ReoCe BT EYTASATar T RRTd R T IR oy Tor
encrypting agdesdeciypliudgseshenceduléquéstie suthentsysttdomf dfaim 1
wher ein the %QE?%% £8q98§he 1%§t§'25n BE%&EFHEO%%MH@& %:’Frfa[tyll%e S ein

aut hentication o e orlglna request syst em of
t he enhancedal%auééﬁlpéegoléntbﬁjé@ha@§ﬁﬁaﬁﬁﬂﬁgséndrypted tinme of the

original request . 6. Eher%%&@m 9%%@@@& waenheity ite ihanead regquest is
35 an gbject cont ai ni n cryg seri al |zat|9n of, the original request.
VO 02/ @798 cgn protec tegrlty of (i.e., prevent unau-

thorized alterations) as well as as51st1ng with the au-
thentication and authorization of a request. The use of
encryption here can also protect the privacy of the re-
questor. Other uses for encryption include non-repudia-

15 tion and detecting alterations. Protocols supporting
both strong and non-malleable encryption are used. (Pro-
tocols determine the type of encryption used and whether
any exchanges between the requestor and security server
are necessary before encryption takes place (for example,

20 a key many need to be exchanged so the recipient can
decrypt an object encrypted at the server).)

The enhanced request is included in the reply
to the requestor along with a command to redirect the
request to the security server. This redirection should

25 be transparent to the requestor.

The security server software decrypts the en-
hanced request (step 38). A shared key for encrypting/
decrypting the enhanced request is present at the object
server and the security server. The key is generated

30 when the software is installed on the object server.

The security server software then checks
whether the enhanced request meets the requirements for a
well-formed request (step 40). If the requirements for a
well-formed request are not met, the security server

35 sends a message back to the object server indicating an
invalid request (step 42). (The object server may then
send a message to the requestor about the invalid re-



PCT/ USO01/ 4121~7 7. The systemof claim1 wherein the enhanced request is an
obj ect containing encrypted nonce of the original request. 5 8. The system
of cl ai MWOWRRIEBN t he enhanced request is an object cont AGHVHWIENE? ypt ed
security policy of the original request. 10 9. The systemof claiml
further including means fox strong encryb@ron 15 10. The systemof claim1
further including neans for non- nalleable encryption
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the redirected request differs from the identity of the
requestor in the enhanced request), a message i1s sent
back to the object server indicating unsatisfactory au-
thentication (step 46). If the request is authenticated,
15 the security server software decrypts the request and
obtains the requested object either from the security
server’s cache or the object server (step 48). (The
protection software will pass the object on to the secu-
rity server upon request.) If the security server has to
20 obtain the object from the object server, the object is
passed via a secure transmission.

Once the security server has the requested
object, the security server software encrypts it using
protocols for strong encryption and non-malleable encryp-

25 tion and combines the object with mobile code (software
sent from remote systems, transferred across a network,
and downloaded and executed on a local system without
explicit installation or execution by the recipient), a
security policy with authentication contained in the

30 enhaﬁced request, and object controls (step 50). Encryp-
tion of the requested protected object serves to protect
the object, its requestor, and the provider by ensuring
integrity, privacy, authentication (where appropriate),
and authorization as well as being a tool for non-repudi-

35 ation (i.e., a party to a transaction cannot falsely deny
involvement in that transaction) and detecting alter-
ations. The resulting package is then sent to the re-
questor (step 52; see step B, Fig. 2b).
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In Fig. 2b, the requestor receives the reply
and attempts to execute the mobile code (step 54). Upon
execution of the mobile code, the security policy and
object controls for the requested object are instantiated

5 on the requestor’s computer (step 54). The mobile code
executes tests to determine whether the object controls
were correctly instantiated. If so, if the requestor
needs a decryption key (step 56), the requestor may re-
quest it from the security server (step 58). The secu-

10 rity server software authenticates the request (step 60).
If it cannot authenticate the request, a message to that
effect is sent to the object server (step 62). However,
if the message is authenticated, the security server
software sends the requested key back to the requestor

15 (step 64) via a secure transmission, and the requested
object is decrypted (step 66). The key used by the secu-
rity server to encrypt/decrypt the object is a one-time
key. The “seed” for randomly generating the one-time key
is determined at the installation of security server

20 software.

Once the mobile code is executed, the requestor
may view the object subject to any constraints imposed on
the object by the security policy or object controls
(step 68).
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In a communications netwo m for protecting
objects, said system comprising:

a) an object server running a software program
which designates:

i) what objects among a set of objects on
the object server are to be protected; and

ii) a security policy for protected
objects, said object server connected to a network;

b) a requestor device requesting a protected
object from the object server, said device connected to
the network; and

c) a security server running another software
program providing protection services for objects
designated by the software program as protected, said
security server connected to the network, said software
providing protection services including:

i) means for receiving a redirected,
enhanced request for the requested protected object from
the requestor device, said enhanced request corresponding
to the requestor device’s original request for the
requested protected object and created by the object
server;

ii) means for obtaining said requested
protected object from a cache or from the object server
on which the requested protected object is stored;

iii) means for encrypting said requested
protected object;

iv) means for combining the requested
protected object with mobile code, a security policy, and
object controls; and

v) means for sending the resulting file to
the requestor device, said requestor device having to
execute the mobile code to render the requested object to

the requestor computer, a user of the requesting computer
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encrypting and decrypting enhanced requests.

4. The system of claim 1 wherein the enhanced request is
25 an object containing encrypted authentication of the

original request.

5. The system of claim 1 wherein the enhanced request is
30 an object containing encrypted time of the original
request.

6. The system of claim 1 wherein the enhanced request is
35 an object containing encrypted serialization of the

original request.
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9. The system of claim 1 further including means for
strong encryption.

15 10. The system of claim 1 further including means for

non-malleable encryption.



