1 Access control systems and methods The invention relates to access control and/or administering
access to events, facilities and the like. More particularly, the invention relates to systems and 5 methods
for administering access using a token, such as a card, carried by user and bearing data by which the
bearer's entitlement to access an event, facility or the like is determined. As indicated above, the system
is adapted to administer access to events, facilities 10 and the like. Elsewhere in this specification, the
events, facilities and the like are collactasslyorgiolgettonaanamieiads This term is to be taken to include,
but not to be limited to, events such as concerts, screenings of movies, seminars, and so on, facilities
such as buildings (including secure and/or restricted access buildings and/or areas there within),
museums, librarigs, ithemp peaskseotOtiessieisutafandjiie adbbnistnrapostationor@sow,ces such as printers,
photocopiers, ar}d q.ther m(?g%rﬁ %u?vg as serviief, sych as mass ges, free exit from a car park or garage,
e r

and retail offerings' HGOMY FESGChONS BRHEEN %{gvgp,ﬂgmg B?Sr%&%%ﬁﬁﬁgfgﬁt on the purchase of

another iteny), freetteatstoandnsiaisiarizg) Ackestuaisgacioké theuthvantiond avidedapertatle access token

comprising: memory configurale fo,tore simulianeously information relating fo a plurglty of access
rights; a processor 10 causwyg (SHNStOR 0 DE' Storad in the memory,ef?)r re rle\(/lng information from the

memory and foripreeessingdinformation; and a transponder for receiving incoming signals and
transmitting response signals; the processor being 25 adapted, in response to an incoming signal relating
to a particular matter for which access rights are required, for retrieving information from the memory and
for causing the kamsjranstesdovtrahsnyiitamasponge dsignahimidependanoe diamufpotitiebhus, the token is

able to storg.information, indjcating that the bearer js to be 30 grant ccess,to more than one matter.
190 arga%e ﬂlke. I%(I:s wrl-%qe |an ’Elms speicaiﬂeca{?on, ttﬁe evergcs, ?agﬁtlﬁels ang%he Ime are
The matters may be packaged at the

collectively referred to as “matters”. This term is to be taken to include, but not to

be limited to, events such as concerts, screenings of movies, seminars, and so on,

facilities such as buildings (including secure and/or restricted access buildings and/or

areas there within), museumes, libraries, theme parks or other leisure facilities,

15 transportation, resources such as printers, photocopiers, and other matters such as
services such as massages, free exit from a car park or garage, and retail offerings

including reductions on certain items (whether or not contingent on the purchase of

another item), free items, and so on.

20  Afirst aspect of the invention provides a portable access token comprising: memory
configurable to store simultaneously information relating to a plurality of access
rights; a processor for causing information to be stored in the memory, for retrieving
information from the memory and for processing information; and a transponder for
receiving incoming signals and transmitting response signals; the processor being

25 adapted, in response to an incoming signal relating to a particular matter for which
access rights are required, for retrieving information from the memory and for

causing the transponder to transmit a response signal in dependence thereupon.

Thus, the token is able to store information indicating that the bearer is to be

30 granted access to more than one matter. The matters may be packaged at the



2 preference of the consumer or, for example, they may be complementary to one another: a particular
theme park and to transportation to the theme park. In one embodiment, the token is an RFID device:
perhaps a passive RFID device such 5 as a smart card. Preferably, wherein the processor is responsive
to an incoming signal (e.g. an RF signal) for storing fnformation in the memory or updating information
stored in the memory. 10 In one embodiment, the memory also stores conditional rules relating to the

access rights. FerieRxanaples, taddaditiial Bratbe exaigplebth acersiibleaipldnimitediawmber of times for a
predetermined period followin%t}he first access. In another example, matters r&i}ght be packaged to allow

a user to select AMMHIEEPRTOUEY rEAUPSLIET 35! S RERRAP S MStaF LS BBvssible six, for example. In

one example in which the token stores conditional rules, the processor is adapted to cause the
transponder to transmit a response signal in dependence upon the conditigpal rules. That is to say, the
token is respona BRI BRRGHRING SHENFALSED 36 BHFHE SRS R AP AT UL SHES8KEh transmits the
rules to an isterragasingrtdendce, together with information relating to access to a particular matter, and
the interrogating device determines the impact of the rules. In either case, in some embodiments, the
processor is adapted to update the 25 information stored in the memory in dependence upon the
conditional rulespetrabkamipesifollavyirg expity @b potishe liohhforonuitgpligrat ¢egsatork matter, the

information relatir%%tﬂ ﬁgat matter@ifg%grgi rl]J;aqdated sim?lllylfto indica tha{.access to mg matter is no
u 0

r storing infor e mor ating informatiop stored in
longer allowed. T t equesﬁon of GCCesS can thence rﬁdbe getermine by simple reference to that

information, witheat@guiring determining 30 whether the limit period had yet expired.
10
In one embodiment, the memory also stores conditional rules relating to the access
rights. For example, a particular matter might be accessible an unlimited number of
times for a predetermined period following the first access. In another example,
matters might be packaged to allow a user to select a limited subset of a broader

15 selection: two matters from a possible six, for example.

In one example in which the token stores conditional rules, the processor is adapted
to cause the transponder to transmit a response signal in dependence upon the
conditional rules. That is to say, the token is responsible for determining the impact
20 of therules. Inan alternative, the token transmits the rules to an interrogating
device, together with information relating to access to a particular matter, and the

interrogating device determines the impact of the rules.

In either case, in some embodiments, the processor is adapted to update the

25 information stored in the memory in dependence upon the conditional rules. For
example, following expiry of a time limit for multiple access to a matter, the
information relating to that matter might be updated simply to indicate that access
to the matter is no longer allowed. Thus the question of access can thenceforth be
determined by simple reference to that information, without requiring determining

30 whether the limit period had yet expired.



3 A second aspect of the invention provides an apparatus for administering access to a plurality of
matters, the apparatus comprising: a user interface for allowing a user to indicate that access to a
plurality of matters is to be granted; and a transmitter for transmitting to a portable access token a signal
for causing the token to store 5 information indicatin&that access to the plurality of matters is to be
granted. In one embodiment, the apparatus is located in an agency where an operator initializes a token

to allow access wsaderrORiRiMbTenksaleation ponadtess appasatoiier ambasimapt dhesapparatus might be
self-service in naﬁure, all Winﬁ?the 10 user of the token to select m tterg%in%i)viduall or in packages) and,

if appropriate, t& PR PP AL HFAxAPS BOPEFAHHE EAMP Y Mthd H ¥Rl A T aFRd oK |§gpargf§tr§Bly as discussed

(0)
above. 15 As disatissectishaves dhe mpitienayndynbapackadedibnuayand svircheatwitonal rules apply. In

such cases, the apparatus ma furt% r include a processar responsive to the user interface for causing
the transmitter t&" H%HEFH.’E%"%@%% ] I?SF,; Sircl%

I ASRIRATTEP 2RRIING R EEIE § USSR S tional rules relating to
the access nghts2thAtiuntinelaspe chafdive dnemidqnuypsini de s aneappasdiagrortediministering access to a
plurality of matters, the apparatus comprising: a transmitter for transmitting a signal, including information
relating to a particular matter for which access rights are required, to a token having memory storing
information indidating thsli@tcess, the agaratityioionaiteirsas dgeheygraatedn igreeatosing the token to

respond in 25 dergtgnldenc upon wnether informatiog ipdicatila% tpat. access to tha]t particular matter is to
. 1nitializes a token to allow gccess to redetermi election of matters. In .
be granted IS among tzhe S Orea Infaorma 1on; an recelvernf%r receiving aresponse Slgnal from the

token. Thus, at anabeess padithéor, ahwaierr ftioe reigtiabe setb e paaky rth alexiirtg the30 garage, or the

check-out 32 fagd & heyeRge Qulet: QL RAATRINGIA 1Ol N MRYebS INETogaISg i etermine whether
the bearer has access.
to pay for the matters by credit card or other means.

The token is preferably as discussed above.

15 Asdiscussed above, the matters may be packaged in ways in which conditional rules
apply. In such cases, the apparatus may further include a processor responsive to
the user interface for causing the transmitter to transmit to the token a signal for

causing the token to store conditional rules relating to the access rights.

20  Afurther aspect of the invention provides an apparatus for administering access to a
plurality of matters, the apparatus comprising: a transmitter for transmitting a
signal, including information relating to a particular matter for which access rights
are required, to a token having memory storing information indicating that access to
a plurality of matters is to be granted, for causing the token to respond in

25 dependence upon whether information indicating that access to that particular
matter is to be granted is among the stored information; and a receiver for receiving

a response signal from the token.

Thus, at an access point for a matter (the entrance to theme park, the exit to a
30 garage, or the check-out at a food & beverage outlet, for example), the token may

be interrogated to determine whether the bearer has access.



4 Preferably, the transmitter is adapted to transmit to the token a signal for causing the token to modify
the stored information. For example, where the token includes information indicating that access to a
particular matter is to be granted, and subject 5 to any conditional rule for example allowing repeat access
for a predetermined period, the apparatus may modity the information stored on the token to prevent
future access to that matter. In further embodiments, the apparatus may be adapted to receive from the
token 10 conditional rules relating to access rights to a plurality of matters, and the transmitter may then
be adapted to tran%?it to the token a siqnal for causing the token to modi e stored information in a

manner determinsd S B¥pERAEREE pon IHRPEShRAERAIL N RIS RS B AP ata4 gy update the

information on thiee tokemnidon@XBITHstoneE Epresteisrminedapaigdvbé katessenantiadier has expired. 15
In other embodim?nts, the processor on the token ma erforrp this{ ugdatin? f in ormatiton. A further
aspect of the inVBIRIBH PeBVIEEE W e O G4 FsP SumRATS R AL s 00°8 BHlIFafitd 5t tHAfEYs, the method
comprising Storimng iy eotalesniialatatexa2(d i dicatingripab ascessfto the qleralityhefl matters is to be
granted. The method preferab%%‘urther comrf')rit es sftoring on the 1I_]oke coq(ditional rules relating to

t

erjod, the appa may modi iInformgation stpred on the token tg prevent
access to the pllﬁ’ralﬁy O? mgtrfersﬂ%or gxamp e, the Conal Iohal rules may 1Inc u88, In respect of at least

one of the pluralitytwt matiers; théormaton indicating 25 that access is to be granted for a predetermined

period following a first access to the matter. Additionally or alternatively, the conditional rules may include

information indicating that access is to be granted to a predetermined maximum number of the plurality

of matters. 30 Alfufthieaspeotiohd¢hs,irvemianapue wide baaduptiedddoc @t indstetingoiesess to a plurality

of matters, fhe Methad COMRLISING,AL 8N ACCESRRIM 1003 RANCHIAL e rs, and the
transmitter may then be adapted to transmit to the token a signal for causing the
token to modify the stored information in a manner determined in dependence
upon the conditional rules. Thus, the apparatus may update the information on the
token, for example once a predetermined period of access to a matter has expired.

15 Inother embodiments, the processor on the token may perform this updating of

information.

A further aspect of the invention provides a method for administering access to a
plurality of matters, the method comprising storing on a token information

20 indicating that access to the plurality of matters is to be granted.

The method preferably further comprises storing on the token conditional rules
relating to access to the plurality of matters. For example, the conditional rules may
include, in respect of at least one of the plurality of matters, information indicating
25 that access is to be granted for a predetermined period following a first access to the
matter. Additionally or alternatively, the conditional rules may include information
indicating that access is to be granted to a predetermined maximum number of the

plurality of matters.

30  Afurther aspect of the invention provides a method for administering access to a

plurality of matters, the method comprising, at an access point for a particular



5 matter, interrogating a token having stored upon information indicating that access to a plurality of
matters is to be granted to determine whether that particular matter is among the plurality of matters. 5 In
some embodiments, the method may further comprise causing the token to modify information stored
upon it. For example, the method may comprise obtéining from the token conditional rules relating to
access to the plurality of matters, and the step of causing the token to modify information stored upon it
may be performedtierfiapansieniog spkeaihaeandisieaalpaiestold Alse idisciasgthbesetass an RFID access

card comprising a plyrality of memory partitions, each of the plurality of memory partitions configured to
tore dath, relatI P TR PE G e RS BN e EHE DY E SR TG IRUAIR B Events. 15

Various advantagamomgytteeptealizedfwitttstsch a token, apparatus and methods. For instance, at least in
one preferred form, they may make it simpler and faster to enter attractions and may reduce the paper
required to be carried by a tourist attending attractions. 20 The invention will now be described, by way of
example only, andsaitl sefesemcents, tienaatomipanyiing éigiaasrite vdokihg Hgtskeh ts6 a schematic view of

an RFID smart card; Figure 2 is a sch(?matic vigw of a fi[st par%tudc,; Fi%ure 3 is a schematic view of a
mo(ﬂg/ ormation st [e ugon F' or.example, the metho %nay. q[mrl)rlse
second apparatus; igure 41s a tlow chartillustrating ah algorithm for’initializing an RFID smart card to

be able to store utfaimagibomelatitigdo @ plitiality ofenaitarsg Edgacess tis thdlpwraitafillustrating a method
for initializing & card with ifarmation, relting o 2, pIua i, GHMALSIREIRHISS 3 lpw ghart lustrating a
method of determining whether access to
be performed in dependence upon the conditional rules.
10
Also disclosed herein is an RFID access card comprising a plurality of memory

partitions, each of the plurality of memory partitions configured to store data

relating to a user’s right to access one or more of a corresponding plurality of events.

15 Various advantages may be realized with such a token, apparatus and methods. For
instance, at least in one preferred form, they may make it simpler and faster to enter
attractions and may reduce the paper required to be carried by a tourist attending

attractions.

20  The invention will now be described, by way of example only, and with reference to
the accompanying figures, in which:
Figure 1 is a schematic view of an RFID smart card;
Figure 2 is a schematic view of a first apparatus;
Figure 3 is a schematic view of a second apparatus;

25  Figure 4 is a flow chart illustrating an algorithm for initializing an RFID smart card to
be able to store information relating to a plurality of matters;
Figure 5 is a flow chart illustrating a method for initializing a card with information
relating to a plurality of matters;
Figure 6 is a flow chart illustrating a method of determining whether access to a

30 matteris to be allowed, with reference to whether the bearer is an adult or a child;



30 matter is to be allowed, with reference to whether the bearer is an adult or a child; 6 Figure 7 is a flow
chart illustrating a method of using a token to obtain multiple access to a matter for a time-limited period;
Figure 8 is a flow chart illustrating a method of using a token to administer access to matters where a
user has access to a number of matters chosen frorPa broader 5 selection; and Figure 9 is a flow chart
illustrating a method of uploading information from the apparatus shown in Figure 2 or Figure 3 to a
central databaseriglemingariow todrigiisrhtiagoriatedasasss wt@rindke tormotiaI&FID smart card 10
100 (e.g. a passive RFID card) comprises memory 102 configurable to store simultaneously information
104a ... 104n reXfHE 1S 3'8&H57i§3r UREIRiTgE % processor 106 is operable to cause information to
be stored in the mgim@ys h0RWeharetnietHagngtompeaitarnfranghaedsnaemond andster pragessing information.
Memory 102 isgﬁ?arttition d into a§IHrali2y of memor part#'tion%, forgtorin inforgnati n 104a 15 ... 104n. A
transponder 108 18e8 VLSRG SRS I PARNHIY rRaIsR L SGhIR™ AL i issed in more detail
below, the psocessatibOfaisdadapted, upon receipt of an incoming signal by the transponder 108 relating

to a particular m%terf r.wf}ich ccess rights are req irq,(alj, Tor etrie in%gnforpationefrom the memory and

for 20 causing the f’rrélens'ﬁc?nc?e\'\f AN easnr;ce)tnse éJlg AP 'a%bnecr)lrdentc':oentﬁ%?‘etupon. The memory 102

also stores condippaatosldmdhinreating to Hpecess dghts. marbaxample, one or more particular
matters might be accessible an unlimited number of times for a predetermined period following the first
access. In another example, 25 matters might be packaged to allow a user to select a limited subset of a
broader selectichirting noattersigroa papessible give forokxamphe. fBothoExamplesantildse discussed in
further detai) belgyy In.one examplR N ich e token 0T Fs, canAionaL e the processor is adapted

simultaneously information 104a ... 104n relating to a plurality of access rights. A

processor 106 is operable to cause information to be stored in the memory 102, for

retrieving information from the memory and for processing information. Memory

102 is partitioned into a plurality of memory partitions for storing information 104a

15 ... 104n. A transponder 108 receives incoming signals and transmits response signals.

As discussed in more detail below, the processor 106 is adapted, upon receipt of an
incoming signal by the transponder 108 relating to a particular matter for which
access rights are required, for retrieving information from the memory and for

20  causing the transponder to transmit a response signal in dependence thereupon.

The memory 102 also stores conditional rules 110 relating to the access rights. For
example, one or more particular matters might be accessible an unlimited number of
times for a predetermined period following the first access. In another example,

25  matters might be packaged to allow a user to select a limited subset of a broader
selection: two matters from a possible six, for example. Both examples will be

discussed in further detail below.

In one example in which the token stores conditional rules, the processor is adapted
30 to cause the transponder to transmit a response signal in dependence upon the

conditional rules. That is to say, the RFID smart card is responsible for determining



30 to cause the transponder to transmit a response signal in dependence upon the conditional rules.
That is to say, the RFID smart card is responsible for determining 7 the impact of the rules. In an
alternative, the smart card transmits the rules to an interrogating device (as discussed below), together
with information relating to access to a particular mazter, and the interrogating device determines the
impact of the rules. 5 In a preferred embodiment, the memory is configured to be able to store
information relating itagadt Bratiensidn anetherepiefsedambadisre b informadionesetading to 256 matters
may be stored. In some embod_im?nts, this is (Ecrnie ed usri]n dis%ifte section tSor artitions) of memory
which store infoPEHSRUIAARY 16 A rEES S AN R8T "Shy CB HURIBIACR 16 € Y88 g to that matter and

whether the beaigeguiganilythak avaess, thihtaadaoditiogeivkasksesrpatate MeawwBf sections may

include information at?out a matter and any conditional rules relating to it, while whether or not the bearer
currently has act&s&if%y be stored in a single bitin a sequence of bits relating to the various matters. In

another altegnative 15 arrangement, the token contains data relating to the user's access rights for
interrogation by r(ilpﬁlargyggréjdeé%cgo\é\{hlch is conﬂg\ured - e.g. havin co%%monal rules stored therein - to

) na ment, th ory.is configured to be able to store )
determine whether the user has'access rlgﬁ@%o abar [CUlAY Thater. 207117 8ri€ embodiment, the

segmenting of nmefnonyten thktokeo 68 achiermednusioter platkardpplebadithenthieftokenidhat determines the
content of the carrql. tln a (pé%erqaetq emboogrgls g;,e(tp memorynglsiﬁemcLu es lnforhmatlgn relating to the

. . elatin ers ma . n me e ments SIS acnigv, u
identity of the bearer, such'as name and aoaress: 1 this Way,q[ earer's 0866t fhie Y% card may be

tracked and demivgraphieciidosrfuatianidensjed mamahggvtackiguare idfaartakien wiiting @pparatus 200 for
admlnlSterIP(g aC%%SgctcR/gmatter, and conditional rules relating to that matter and whether the

bearer currently has access to the matter. In other cases, separate memory sections

may include information about a matter and any conditional rules relating to it,

while whether or not the bearer currently has access may be stored in a single bit in

a sequence of bits relating to the various matters. In another alternative

15 arrangement, the token contains data relating to the user’s access rights for
interrogation by a reading device which is configured — e.g. having conditional rules

stored therein — to determine whether the user has access rights to a particular

matter.

20 In one embodiment, the segmenting of memory on the token is achieved using a

Java Applet within the token that determines the content of the card.

In a preferred embodiment, the memory also includes information relating to the
identity of the bearer, such as name and address. In this way, the bearer’s use of the

25  card may be tracked and demographic information derived.

Turning to Figure 2, a token writing apparatus 200 for administering access to a
plurality of matters comprises a user interface 202 for allowing a user to indicate
that access to a plurality of matters is to be granted. A transmitter 204 transmits to

30 aportable access token (in the preferred embodiment, a token in the form of an



plurality of matters comprises a user interface 202 for allowing a user to indicate that access to a plurality
of matters is to be granted. A transmitter 204 transmits to 30 a portable access token (in the preferred
embodiment, a token in the form of an 8 RFID smart card as discussed above) a signal for causing the
token to store information indicating that access to the plurality of matters is to be granted. The
apparatus further includes a receiver 205 for receiving a response from the 5 token, and a processor

206. In some enrwmismentsardss idkarsaditibeyappssatiiso? 0dLenat hetakdadicated standalone device with
a dedicated user interface. In other embodiments, howevyer, thetg‘g%)arat S comprises a computer

peripheral devicd 508 WRILH G Mt b6 Lo doRMERIRPLITA Gens - BasyYELomputer 210, the

device including the transmitter 204 and the computer providing the user interface 202 and the processor

206. In one emb Pgiment, thefto en yvnltigg aprparatus 2,‘?@0 is located in an a%etncx1 / here an operator
initializes a smart CAe R AHd W HLE 6% PrRTRYEHMIRLY SeIEU B F 8 At ff another
embodiment thedkpparaduspioightdreself-service in nature, allowing the user of the smart card to select
matters (individually or in packages) and, if appropriate, to pay for the matters by credit card or other
means. Turning to Figure 3, a token reading apparatus 300 for administering access to a 20 plurality of
matters comprisessaraasibitiensi tHdhekensmitigs ppoparabie fosy banstditisgd signal to a token, for

example an RFID smart cayd as diﬁ]cu%sgd abgve h vipa% store in memary in[or ation indicating that
sﬁnda one {{EVICG.WI % edicate US.FFlln er . nlo ere oal {an S, ?V\{ever h
access to a plurality of matters 'is to be granted. The signal includes information’relating to a particular

matter for whichtecogssaightsrapeisequiedpand (s dplapts ddocatsenthiersmgrbeard tabhespond 25 in

dependencg,upon Whethder informatjon indicating t atz%cef]ss to that Harticu r . matter is to be granted is
%onr}ecte %0 a gﬁ.rhera uré)ose co}m % er tde device in ud|n§ Ee transmitter

among the stored information.” The aBp ratus further ‘includes a receiver for receiving a response

signal from the stBdendate. computer providing the user interface 202 and the processor 206.

In one embodiment, the token writing apparatus 200 is located in an agency where

an operator initializes a smart card to allow access to a predetermined selection of
15 matters. In another embodiment, the apparatus might be self-service in nature,

allowing the user of the smart card to select matters (individually or in packages)

and, if appropriate, to pay for the matters by credit card or other means.

Turning to Figure 3, a token reading apparatus 300 for administering access to a

20  plurality of matters comprises a transmitter 302. The transmitter is operable for
transmitting a signal to a token, for example an RFID smart card as discussed above,
having stored in memory information indicating that access to a plurality of matters
is to be granted. The signal includes information relating to a particular matter for
which access rights are required and is adapted to cause the smart card to respond

25 in dependence upon whether information indicating that access to that particular
matter is to be granted is among the stored information. The apparatus further

includes a receiver 304 for receiving a response signal from the smart card.

As with the token writing apparatus discussed above, the token reading apparatus

30 300 may be a dedicated standalone device or it may be a device 306 which may be



As with the token writing apparatus discussed above, the token reading apparatus 30 300 may be a
dedicated standalone device or it may be a device 306 which may be 9 operably connected to a general
purpose computer 308 including a processor 310 and user interface 312. The token reading apparatus
300 may be located at an access point for a matter (ﬁﬁe 5 entrance to theme park, the exit to a garage, or
the check-out at a food & beverage outlet, for example), at which the smart card may be interrogated to
determine whetbpérdiykeanetlaasasgessall hapeaasonipetanagyshecrdaie griscéansmi to the smart card
a signal for causing 10 the smart card to modify the stored information. For example, where the smart
card includes inf8 é?fdﬂtﬁfgﬁ%lﬁ% that access to a particular matter is to be granted, and subject to any
conditional rule for example allowing repeat access for a predetermined period (as discussed below), the
apparatus may modify the information stored on the smarf card to prevent ;uture access to that matter.
15Ina preferre;Tnlé‘?ﬁ IR e TPBIR Re3 IS PSSR astrﬁréﬁcﬁ%rsopgﬁﬁ QSHUAHCKESis placed in the
token readiry appatattstoiiwenctpppingetbatsmagaeare agaiashéole oreade fdmntls Wil éitgiecheck for a match
with keys. If thisguﬁ(techfe%t Wni1|| Fé)nt,in e Lot validatte thg sm%rt catlrd. 20tln f[uréher embodiments, the
apparatus may be aéap ed 10 fedelve Toh e Bmalt catd conditionar riies rgfgﬁan?o access rights to a
plurality of mattexseéil thebéanshaiitarcmay then be adapted to transmit to the smart card a signal for
causing the token to modify the stored information in a manner determined in dependence 25 upon the
conditional rules. Thus, the apparatus may update the information on the token, for example once a
predetermined pEréeothofratoessdyp & aktierdtasexpiiado the smart card a signal for causing

10  the smart card to modify the stored information. For example, where the smart card
includes information indicating that access to a particular matter is to be granted,
and subject to any conditional rule for example allowing repeat access for a
predetermined period (as discussed below), the apparatus may modify the

information stored on the smart card to prevent future access to that matter.

15
In a preferred embodiment, a public key is placed in the smart card and a private key
is placed in the token reading apparatus. When tapping the smart card against the
reader both will first check for a match with keys. If this matches it will continue to
validate the smart card.

20

In further embodiments, the apparatus may be adapted to receive from the smart
card conditional rules relating to access rights to a plurality of matters, and the
transmitter may then be adapted to transmit to the smart card a signal for causing
the token to modify the stored information in a manner determined in dependence
25  upon the conditional rules. Thus, the apparatus may update the information on the
token, for example once a predetermined period of access to a matter has expired.
In other embodiments, the processor on the smart card may perform this updating

of information.

30 Asindicated above, the matters may be packaged in a number of ways. For

example, a particular matter may be packaged to allow entry as often as desired



In other embodiments, the processor on the smart card may perform this updating of information. 30 As
indicated above, the matters may be packaged in a number of ways. For example, a particular matter
may be packaged to allow entry as often as desired 10 within a period of seven days commencing with
the first entry. In another example, the user of the sthiart card may be allowed to access a number of
matters at their choice selected from a broader set of matters. For example, the user may be allowed to

access any two attractiqnsiboon @ @oupy ot sxmBaiihOhiese axaelgs b atetisexasgdein greater detail
below. In these and other examples, condition rum@#ﬁ%% for determinin Whethg}r access to a matter

should be grantéd® T RIANELRYT (A BIBERS 0P %Y & FOSBRIRIOETSHRE a5Elihterface for causing

the transmitter tehtiamsenit tedthentaker adsigeabfoiaaiisirmy theastprittaaiddormsignee conditional rules

relating to the ac ss rights. 10 Further examglea of ways in V\%hiCh m tter{jgmay be Eﬁckaged, discussed

with reference t9 §W\egda%oar%c 5y W0y OF BREIRE IR ?n%/'rlﬁ%foe?’ §ﬁ'n5ﬂﬁb° Q& SETR Seasonal basis. For

example, buhdlingafitactiens, gtosts dathintgihivepbishiede s Sogapoeenplasisionasibivalgiaen card. Tourists

will 15 be encoq%lpggg to hop on and hqu off a hopper bus at] athrjaé:tions og 3 Chriﬁtmas light up route, as
0

. or determining wh I acgess to'a matter shou e grante nsu as h
well as drinks at anaebevera OURIAES ponsors can also step%n and cOntutE their value adds to

this program, in tihpebcthieoeand esy benéspbradempiierusds imdifiagerfuattevsiaontbe experience basis. For

example, bundh@g stop 0 events ta(l)ntgl meals into a |n%§gore Makan Jalan Prg) ram card (during the

Singapore Gourmeqsgbt?ﬁfnl TRTUNSES Wi Be D ?3'@185 0 ﬂg‘f’)tgﬁ Sér?\%{thcgﬁdtc:) a hopper bus at stops to

partake of local speditd@dite@sules relating to the access rights.
10
Further examples of ways in which matters may be packaged, discussed with
reference to Singapore by way of example only, include:
= Bundling matters on a seasonal basis. For example, bundling attractions,
tours and night spots into a Singapore Christmas Program card. Tourists will

15 be encouraged to hop on and hop off a hopper bus at attractions on a
Christmas light up route, as well as drinks at food and beverage outlets.
Sponsors can also step in and contribute their value adds to this program, in
which the card can control redemption.

= Bundling matters on an experience basis. For example, bundling stops,

20 events and meals into a Singapore Makan Jalan Program card (during the
Singapore Gourmet Summit). Tourists will be encouraged to hop on and hop
off a hopper bus at stops to partake of local specialities.

= Bundling matters on a business to business basis. For example, Singapore
inbound operators might bundle the services of other operators with their

25 services. As another example, a cinema might bundle free exit from a
shopping mall garage with access to a movie.

= Bundling matters on an events basis. For example, bundling night spots and
pre- and post-events into a Singapore Grand Prix Program card. These can be
a mix of events just off the GP circuit (like concerts), with attractions that

30 tourists can part take off during the day, as well as drinks at food and



Bundling matters on a business to business basis. For example, Singapore inbound operators might
bundle the services of other operators with their 25 services. As another example, a cinema might bundle
free exit from a shopping mall garage with access to a movie. Bundling matters on an events basis. For
example, bundling night spots and pre- and post-evH'}ts into a Singapore Grand Prix Program card.
These can be a mix of events just off the GP circuit (like concerts), with attractions that 30 tourists can

part take off during thewdayrags welbas siorksratcinatian@ddih heveinge nuteis. Gpenrsides can also step in
and contribute their value adds to this g/rqggraﬁ‘u, in %:hich the card can control redemption. In other
PUTRARG

embodiments, cards m&y HaPERaMI8 ARSPAIHPEGERIPLCS as 5 ITB Asia. Such cards may

include branding for the event and/or for sponsors In a preferred embodiment, the token reading
apparatus includles ommténi ations mgduleshsuch as ??GnSI\/It_module t312 and a SIM card 314 for
allowing the appar3iY 5" RRMHATI CEtS WAV 2Pl S mrkadE 8 RN i detail below. 10
Turning to HgureTd Ae presessdfonyitializdada singriccand svehides fetingptieceard on a reader (i.e. the
token writing apparatus 200). The reader interrogates the card and identifies it as a card suitable for use
with the system. In one embodiment, the card is authenticated at this stage using the public and private
keys. In anotherii5 prefeodireerniio the qujlie keke rsrestaly ishyedaat <visl siageoamiusicsedon the card. The

token wriing apparats is then opereble fo.cae the Jova analet.on e carg 9, seament the memory on
the card. Turnlng O FIgure o, once tne car as been initialized generally Tor use'in the 20 system, in one
embodiment, it isoindiatzed-avitlvivspestttol tvenpatiagedot msdteirsfuiahavhigtailtisldabe used. To perform
this step, tq% token writing apparatus may

Turning to Figure 4, the process for initializing a smart card includes placing the card

on a reader (i.e. the token writing apparatus 200). The reader interrogates the card

and identifies it as a card suitable for use with the system. In one embodiment, the

card is authenticated at this stage using the public and private keys. In another

15 embodiment, the public key is established at this stage and stored on the card. The

token writing apparatus is then operable to cause the Java applet on the card to

segment the memory on the card.

Turning to Figure 5, once the card has been initialized generally for use in the

20 system, in one embodiment, it is initialized with respect to the package of matters
for which it is to be used. To perform this step, the token writing apparatus may
require a password to be entered. In some situations, for example agencies
responsible for the sale of packages, multiple cards may be initialized at the same
time. In such cases, for increased security, the token writing apparatus may require

25  that serial numbers of the first and last cards to be initialized be entered. The
operator may then name the package (e.g. Singapore at Christmas) and enter
information relating to the validity of the package (e.g time limited), whether the
cards are to be for use by adults or children, and the matters to form part of the
package. Then the cards are written to, in serial number order, by placing them on a

30 cardreader.



require a password to be entered. In some situations, for example agencies responsible for the sale of
packages, multiple cards may be initialized at the same time. In such cases, for increased security, the
token writing apparatus may require 25 that serial numbers of the first and last cards to be initialized be
entered. The operator may then name the package](%.g. Singapore at Christmas) and enter information
relating to the validity of the package (e.g time limited), whether the cards are to be for use by adults or
children, and thenagitefis fedforbdaatieat e thaskageessfeadinegarpsawerd ritgméo, in serial number
order, by placing them nl% 30 caro}ére der. 12 In a preferred embodijment, for the purposes of security,
|

a password may B TGI8 TN RISAE FRATIAE CQFdL SrESH B rEURIREE 75" 48l number order. In a

further preferred embodiment, the segmentation process and/or the 5 initialization process may require
that the operatorlrgr(?set t a master carﬁ for reatldtipg in adc{ition to or inste o&groviding a password.
There now folloWs HiddIES SR 8F RS AR AR i si® By BB RAR P IS SR LE e ss to matters in
dependence uponithibzagenanoctie mackagerértstaltad aiethe catee hOal master vl fatramdagcess point for a

matter, a smart (I:éag(% é%%ge[cr) vﬂi%%ga v h(?tb%gnthe %ardoirs allowed to access the terminal. It then proceeds
to validate whethef the °Cards 1or°ah Adurt'or' Uhil i‘f’%’er?his process it will validate what kind of package

is installed. For example, the tourist has purchased a 2 out of 6 attractions package (as 15 discussed

below) and wants to,visi e 200, lLwil be yalidated and allow the [ourit, o enter, e were to try to
enter the zoo agaln,ethe algorl%m will SRk Ena " Varidate tha Pﬁéahas a reaay entere&stﬁe zoo and will not

grant entry agaimaktemimgdtpérigemeetpiokBin sgadinig eppaiakesifprdiat ablthREdid.smart card readers) 20
are Iocatedlgt the point of access to all matters which might be accessible using the

In overview, at an access point for a matter, a smart card reader validates whether
the card is allowed to access the terminal. It then proceeds to validate whether the
card is for an adult or child. After this process it will validate what kind of package is
installed. For example, the tourist has purchased a 2 out of 6 attractions package (as

15  discussed below) and wants to visit the zoo. It will be validated and allow the tourist
to enter. If he were to try to enter the zoo again, the algorithm will check and

validate that he has already entered the zoo and will not grant entry again.

Turning to Figure 6, token reading apparatus (preferably RFID smart card readers)
20 arelocated at the point of access to all matters which might be accessible using the
card. For example, they may be located at the entrance to attractions such as zoos,

theatres, aquaria and the like, and at retail and food and beverage outlets.

Upon being presented with a smart card by a person seeking access to a matter, an
25  operator places the card on the card reader. A user interface allows the operator to
indicate whether the bearer of the card is an adult or a child. The token reading
apparatus then interrogates the card to determine whether it may be used by a
person of that age. For example (and as shown in Figure 6), the card may have been
initialized to be used only by an adult or only by a child. In alternative embodiments,

30 when the package was installed, a matter may have been specified as being



card. For example, they may be located at the entrance to attractions such as zoos, theatres, aquaria
and the like, and at retail and food and beverage outlets. Upon being presented with a smart card by a
person seeking access to a matter, an 25 operator places the card on the card reader. A user interface
allows the operator to indicate whether the bearer 3he card is an adult or a child. The token reading
apparatus then interrogates the card to determine whether it may be used by a person of that age. For
example (and as&heywsdnyEg WG hrihendadrsh gy avarieann imtial zedai e useehonly by an adult or
only by a child. In It(—itrnative embodiments, 30 when the package was installed, a matter may have been
specified as beiﬁﬁ% "accessible by an adult or a child or a predetermined number of each (i.e. a family
ticket). Returning to the embodiment shown, once the system has determined that the 5 bearer of the

card is of the apgroprlatet%q , the théen reahdln %ggargﬁegu roc to con r the package installed

S ed ioLe

on the card to ATEHHTAS (oHBHEP e e Sh VT O B BIRCH iRt dhg between bearers
of cards on the hesiecdfage cind kb priedeispd emtodin) et sokhacaaingtippamays heopesidrmed, and thus
access determined, on.an therc?asis. Fo|r example, where the s%set\(,avrrpe{ﬁetgsed qur¥ot8e certain events

o consider the package insta on the card to deter. aCCess .
and conferences anc?/sor cer al?] sections Of a parucular evenE. §§/ using user |r‘1?fsormat|on stored in the

card, the systengcanedetermine what conference and section the user can access. The system will also
be able to track 15 where the user visited within that particular event. A user can be a buyer, seller,
agent, exhibitor, and so on. By tracking where they visit, the system is able to derive data about their
profiles, purchadesdditiedeonpitiomsi@nohgdttack whetlees dheausern abtiebakédotrageewent. 20 Turning to

Figure 7, apd as Indicated abore..a:0aRka0G ogtalled on . cord MaY. 4 thus access
determined, on another basis. For example, where the system is used entry to
certain events and conferences and/or certain sections of a particular event. By
using user information stored in the card, the system can determine what
conference and section the user can access. The system will also be able to track

15  where the user visited within that particular event. A user can be a buyer, seller,
agent, exhibitor, and so on. By tracking where they visit, the system is able to derive
data about their profiles, purchases or redemptions and to track whether the user

attended the event.

20  Turning to Figure 7, and as indicated above, a package installed on a card may
provide access to a matter for a predetermined period commencing on a fixed date
(e.g. the date of purchase), ending on a fixed date or, as shown, commencing upon

the first use of the card to access the matter in question.

25 Insuch a case, whether access is to be granted may not simply be a matter of
checking a bit of information. Conditional rules are preferably stored in connection
with the matter in question. Upon interrogation, the card notifies the reader that
such rules apply (in another embodiment in which all matters are time limited, the
card does not notify the reader of such rules). The reader then checks the validity of

30 the card for access to the matter by:



provide access to a matter for a predetermined period commencing on a fixed date (e.g. the date of
purchase), ending on a fixed date or, as shown, commencing upon the first use of the card to access the
matter in question. 25 In such a case, whether access is to be granted may not simply be a matter of
checking a bit of information. Conditional rules are p}élferably stored in connection with the matter in
guestion. Upon interrogation, the card notifies the reader that such rules apply (in another embodiment in
which all matters are tigre dkmngechdiher aatslidodsdindannitiicdhegread eicafasuebsplespulige reader then
checks the validity of 30 the cgrd for access to the matter by: 14 Checking whether data has been set
indicating that the cardi&2 lbsreea/f&%ﬁ?sf) 40 to access the matter. If not, setting the data. If so,
checking whether the ctiftededatg/ttaeadgawithin the validity period and 5 granting or denying access
accordingly. In one sucf]h e iment, the Cﬁrd reader meZY cause_tgj1 card rio u dat,eéhe tored

mEo het te/ti t h d .
t HHE LG VRSSO B S ISR H5ISELRS I HE ISV AY AV 88HSH 2P flereafter, the

information to indicate tH&
question of access to thahmatterdeanifeadetarateedidpyy10 simple reference to that information, without
requiring determining whether the limit period had yet expired. Here and elsewhere in the specification,
where reference is made to updating information on the card, the updating may be achieved by means of
the card reader IhDeatigingmbediohtotbe catrdttenddirecijycausi thaydoe tachievedhdatiredlava applet

stored on the carq,. Turpin ta Figure as indicated abqbve, a é:){ackacge may allow.a user to access a
|]n ormatiorgto Indicate tdét e car mayl__not e used to access the mal%terﬂb .
chosen subset of matters from a broader seléction.’For example, a'user may be entitled to access any
two attractions oguesfisix avarksdfterophitanesadmist etw@itao that matter can be determined by
10 simple reference to that information, without requiring determining whether the

limit period had yet expired.

Here and elsewhere in the specification, where reference is made to updating
information on the card, the updating may be achieved by means of the card reader
15 causing memory to be written directly or it may be achieved via the Java applet

stored on the card.

Turning to Figure 8, as indicated above, a package may allow a user to access a
chosen subset of matters from a broader selection. For example, a user may be

20 entitled to access any two attractions out of six available options, at his choice.

As shown, the card is first read by the card reader and the system determines
whether the bearer is of the appropriate age to use the card, as discussed
elsewhere. The card reader then checks whether the matter to which the bearer

25  desires access forms part of the package installed on the card; that is to say, whether
it is among the six available options. If not, access is denied. If so, the card reader
checks whether the number of remaining accesses is greater than zero. If not,
access is again denied. Otherwise, information on the card relating to the number of
available accesses is decremented, and access is granted.

30



As shown, the card is first read by the card reader and the system determines whether the bearer is of
the appropriate age to use the card, as discussed elsewhere. The card reader then checks whether the
matter to which the bearer 25 desires access formsffart of the package installed on the card; that is to
say, whether it is among the six available options. | ﬁot, access is denied. If so, the card reader checks
whether the number of remaining accesses is greater than zero. If not, access is again denied.
Otherwise, informatigaferrdherspsdiredating éodibenmimberriatcavadahig thecessasig decremented, and
access is granted. 30 15 In a preferred embodiment, a receipt may be printed showing the remaining
availability of theabaéléﬁﬁ'éﬁf’qltﬂﬁﬁﬁg(fgﬁfigure 9, the system allows operators of token reading apparatus
and 5 token writing apparatus to cause the apparatus to upload information relating to activity at that
apparatus to a central computer, This may be achieved, forfex mple,  using the communications modules
in the card readintér%{B%BOrgfﬁ'ér%BOt.hﬁgYﬁbe% ﬁ@%\?’slr?l%er?ﬁ%’é? gt %@réﬁ%‘?'%f’eg&?%\tﬁsuaﬁ] ad or "Settlement"
option. The 510 apparattisndharp sheoksowihaetheiean piphaadtbattball e fxiataiohhig daaictofile is created on
an ongoing basis z%s.trar%s cttions occur. If suq[h F(file d(t)es ﬁ(ist, th% a arat(Lj;s checks lthat a
communicationsfiik (58ch %sagpérﬁﬁg,oif(f%nr GthérMhiréiess Conned |o%'e(\:'§n’ be etaili€ned and, if so, it
uses the link to uploaththehatchiddeodomrndalpsédetiechetmbatiimeppathtasaBiion is taken at shift changes
for operator personnel. In other embodiments, it is performed on some other basis, such as periodically.
In further embodiments, the data is uploaded on a transaction-by- transaction basis. 20 It will be
appreciated thatUkiegnavaationenasd)ee ndesoribelddny/avayl odexatfpldeordyt andivariths modifications may
be made tolbhe techni ue%de crik?(ed e;trein WithPut

apparatus then checks whether an upload batch file exists. This batch file is created
on an ongoing basis as transactions occur. If such a file does exist, the apparatus
checks that a communications link (such as a GPRS, 3G or other wireless connection)

can be established and, if so, it uses the link to upload the batch file.

15 Ina preferred embodiment, this action is taken at shift changes for operator
personnel. In other embodiments, it is performed on some other basis, such as
periodically. In further embodiments, the data is uploaded on a transaction-by-

transaction basis.

20 It will be appreciated that the invention has been described by way of example only
and various modifications may be made to the techniques described herein without
departing from the spirit and scope of the appended claims. Features presented in
relation to one aspect may also be combined with features relating to another
aspect.

25



departing from the spirit and scope of the appended claims. Features presented in relation to one aspect
may also be combined with features relating to another aspect. 25 16 Claims 1. A portable access token
comprising: 5 memory configurable to store simultaneously information relating to a plurality of access
rights; a processor for causing information to be stored in the memory, for retrieving information from the
memory and for processing information; and 10 a transponder for receiving incoming signals and
transmitting response signals; the processor being adapted, in response to an incoming signal relating to
a particular mattggifey which access rights are required, for retrieving information from the memory and
for causing the transponder to transmit a 15 response signal in dependence thereupon. 2. An access
token according to claim 1, wherein the processor is responsive to an incoming signal for storing
information in the. memoxy etapelatiegs tokernaabprisigred in the memory. 20 3. An access token
according to_claim 2, wherein the memory isE} rther configurable to store caonditional rules relating to the
access right?';s. 4. An access tBl?é‘hoéyc%%”rd%H@a Eec,tl%lﬁtr? X SWﬁéF%ri'ﬁ(}Hs yﬂ?%%@éastb?%eéﬁgﬁt'éod to 25 cause the
transponder to transmit aplesgpansesigratighdependence upon the conditional rules.

a processor for causing information to be stored in the memory, for
retrieving information from the memory and for processing information;
and

10 a transponder for receiving incoming signals and transmitting
response signals;
the processor being adapted, in response to an incoming signal relating to a
particular matter for which access rights are required, for retrieving
information from the memory and for causing the transponder to transmit a

15 response signal in dependence thereupon.

2. An access token according to claim 1, wherein the processor is responsive to
an incoming signal for storing information in the memory or updating

information stored in the memory.

20
3. An access token according to claim 2, wherein the memory is further
configurable to store conditional rules relating to the access rights.
4, An access token according to claim 4, wherein the processor is adapted to
25 cause the transponder to transmit a response signal in dependence upon

the conditional rules.

5. An access token according to claim 3 or claim 4, wherein the processor is
adapted to update the information stored in the memory in dependence

30 upon the conditional rules.



5. An access token according to claim 3 or claim 4, wherein the processor is adapted to update the
information stored in the memory in dependence 30 upon the conditional rules. 17 6. Apparatus for
administering access to a plurality of matters, the apparatus comprising: a user interface for allowing a
user to indicate that access to a plurality of matters t$ to be granted; and 5 a transmitter for transmitting
to a portable access token a signal for causing the token to store information indicating that access to the
plurality of matters is toAp@ s Est alnAfipRFaig S RESOISIING e ek ihnga tveis rpinaihie tsanrsmitter is adapted
to 10 transmit the signal to a token as claimed in any of claims 1 to 5. 8. Apparatus according to claim 6
or claim 7, further includiig®'pRScessor responsive to the user interface for causing the transmitter to
transmit to the token a signad {ee causiagehe tlksamioasianetcontlitienaatule setating to 15 the access
rights. 9. Apparatus for apmilnist(?rin access go a FP|UIF"'[X FPf matters, the apparatus comprising: a
transmitter for transmittiﬂ&rg '%Yg?]énai Efﬁbﬁﬁ% RS ANSOR elating 20 to a particular matter for which
access rights are required, taartokeiitieaton granseinong séeringtiutierscedindkelcadinig that access to a
plurality of matters is to be %ratrp]ted, for cal%sin%]}he totken.t respor dtin deEe}[nqcI Nce upon whether
information indicating that"3CEeds E8kﬁ1na Op)sacr)ﬁ%u ar matter 16 e gr%ln CIRR 8m8rPgu{hé $tored
information; and 25 a reckivatdorisecegrgnaetesponse signal from the token. 10. Apparatus according to
claim 9, wherein the transmitter is adapted to

7. Apparatus according to claim 6, wherein the transmitter is adapted to
10 transmit the signal to a token as claimed in any of claims 1 to 5.
8. Apparatus according to claim 6 or claim 7, further including a processor

responsive to the user interface for causing the transmitter to transmit to
the token a signal for causing the token to store conditional rules relating to

15 the access rights.

9. Apparatus for administering access to a plurality of matters, the apparatus
comprising:
a transmitter for transmitting a signal, including information relating
20 to a particular matter for which access rights are required, to a token having
memory storing information indicating that access to a plurality of matters
is to be granted, for causing the token to respond in dependence upon
whether information indicating that access to that particular matter is to be
granted is among the stored information; and

25 a receiver for receiving a response signal from the token.

10. Apparatus according to claim 9, wherein the transmitter is adapted to

transmit the signal to a token as claimed in any of claims 1 to 5.



transmit the signal to a token as claimed in any of claims 1 to 5. 18 11. Apparatus according to claim 9 or
claim 10, wherein the transmitter is adapted to transmit to the token a signal for causing the token to
modify the stored information. 5 12. Apparatus according to claim 10, adapted to receive from the token
conditional rules relating to access rights to a pIuraliilf‘of matters, and wherein the transmitter is adapted
to transmit to the token a signal for causing the token to modify the stored information in a manner
determined in dependengpatpondiecaipdisienahiesiaid 18, hREIMD Reaaasneiatel gomprising a plurality

of memory partitions, each of the plurality of memory partitions configured to store data relating to a
ser's Tiohta o accass BRI BT A G AR N G ETEN 8P BE LA 1 oo for

administering access totaqytoalitynedrmatiers, the method comprising storing on a token information
indicating that access to the plurality of matters is to be granted. 15. A method according to claim 14, the
method further comprising storing on 20 the token conditional rules relating to access to the plurality of
matters. 165A method apeerslingateciding tbxlavhe e dpecdanditenalfrateshineblde, in respect of at least
one of the plurality of matteés. ianr atio indicatin% th.ahaccess iS to be ﬁ]raanted for a predetermined

period following a first SETSCLRLY RN 175 NS SR %B%’é?ﬁdmé)fto A i%‘? wherein the

conditional rules includewirtermatiar indicaiirigdigited ce s isro be tgraoied tosigratdoietermined maximum
nhumber of the plurality cham?r%etﬂsé t%?en to modify the stored information in a manner determined
in dependence upon the conditional rules.

10
13. A RFID access card comprising a plurality of memory partitions, each of the

plurality of memory partitions configured to store data relating to a user’s

rights to access one or more of a corresponding plurality of events.

15 14. A method for administering access to a plurality of matters, the method
comprising storing on a token information indicating that access to the

plurality of matters is to be granted.

15. A method according to claim 14, the method further comprising storing on

20 the token conditional rules relating to access to the plurality of matters.

16. A method according to claim 15, wherein the conditional rules include, in
respect of at least one of the plurality of matters, information indicating
that access is to be granted for a predetermined period following a first

25 access to the matter.

17. A method according to claim 16, wherein the conditional rules include
information indicating that access is to be granted to a predetermined
maximum number of the plurality of matters.

30



19 18. A method for administering access to a plurality of matters, the method comprising, at an access
point for a particular matter, interrogating a token having stored upon information indicating that access
to a plurality of matters is to be granted to determine whether that particular matter is 5 among the
plurality of matters. 19. A method according to claim1f8, further comprising causing the token to modify
information stored upon it. 10 20. A method according to claim 19, further comprising obtaining from the
token conditional gules relabng X aceesmikdhe phialits afpnaiirysfandter) eieindbistep of causing the
token to modify information stored upon it is e,rfoigmed in delpendence ugon the conditional rules. 15

comprising, at'an access point for a particular matter, interrogating a token

having stored upon information indicating that access to a plurality of

matters is to be granted to determine whether that particular matter is

5 among the plurality of matters.

19. A method according to claim 18, further comprising causing the token to

modify information stored upon it.

10 20. A method according to claim 19, further comprising obtaining from the
token conditional rules relating to access to the plurality of matters, and
wherein the step of causing the token to modify information stored upon it

is performed in dependence upon the conditional rules.

15



