2 3 MAR 2007 1 A METHOD AND SYSTEM FOR VERI FYI NG THE | DENTITY OF A
USER Field of the Invention The present invention relates generally
to face recognition systens 5 which identify a user by C?ﬁﬁﬁ%i@ﬁ an
i mpage of the user's face taken when the wuser requests au J [
with facial data stored in the systemduring a process of
registering the user with the system More particularly, the present
I nvention rel ates It |
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bi ometric systens have their own limtations they offer the distinct
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face i mages store e system 30 and produces a score that
i ndi cates a nea@lﬁL@‘Qﬁ‘ﬁe§Pﬁ'§P%9rq’ttt§"”ﬁ§taﬁié%ﬁﬁ the immges. A particul ar

probl em wi th exi sti NGefatdgérmead bidnadic SytdrRshad Sitdritted to address some of
the problems inherent in conventional identity verification methods. Biometric
systems use physiological characteristics which are unique to an individual to

20 verify a person' s identity. Suitable physiological characteristics include
fingerprints, hand geometry, iris or retinal patterns, facial features, signatures
and speech patterns. Although biometric systems have their own limitations
they offer the distinct advantage over conventional security methods, that they

v

are not readily appropriated by unauthorised users.

25 Facial recognition systems generally employ software that takes a facial
image and measures certain facial charactenstlcs such as the distance between’
the eyes, the Iength of the nose, and the angle of the jaw, or the depth of the' '
eye sockets to create a unique "template”. Using the template, the software
compares the image with a plurality of human face images stored in the system

30 and produces a score that indicates a measure of similarity between the
images.

A particular problem with existing face recognition systems is the
'diﬁiculty in compensating for changes in conditions such as lighting, face
orientation and camera angle. One means of overcoming this difficulty has



difficulty in conpensating for changes in conditions such as
lighting, face orientation and camera angle. One neans of overconing
this difficulty has 2 3 MAR 2007 2 been to store a series of imges
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- admission that any of the materials referred to were published, known or part of
20 the common general knowledge as at the priority date of the claims.

Summary of the Invention
According o an aspect of the present invention, there is provided a
method of verifying the identity of a user as being a user who is registered with

25 aface recognition system, the method including the following steps:

- {a) capturmg an image including the face of the user;
' {b) extracttng one or more values, each value bemg representative of
a region in the image;
{¢) presenting the extracted values to the user;

30 (d) comparing the extracted values with values corresponding to the
same region or regions of the image previously sfored by the system and
provided to the user during a process of registering the user with the system;

wherein the user initiates the comparison when the exiracted values
presented to the user correspond to the stored values provided fo the user



sanme region or regions of the image previously stored by the system
and provided to the user during a process of registering the user
with the system wherein the user initiates the conparison when the
extracted values presented to the user correspond to the sidMarIZi07
val ues provided to the user 2 3 MAR 2007 3 during the registration
process and wherein matching of the extracided values wth the stored

val ues verifies the identity of the user as being registered with
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or nore regions of the users face’in the inage. It is to be o
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long as they arephglgydiyad in the same 25 nmanner: during the

regi stration and recognition phases to enabl e an accurate conparison

to take place. The bt RB8 FLAGHEENS A LB inYeRiht S Yales Jores o mean

include the stepoRfurvalues of one or more regions of the users face in the image. In another
20 form of the invention, the values correspond fo mean brightness values of one
or more regions of the users face in the image. In yet another embodiment of
the invention, the values correspond to meanlgrey level values of one or more
) regions of the users face in the image. 1t is to be understood that how the
values are derived it is not important so long as they are derived in the same
256 manner during the registration and recognition phases to enable an accurate
comparison to take place. ' : '

The method of the presert invention may further include the step of
transmitting the image of a user whose identity has been verified as being
registered with the system to an auxiliary biometric system. The method of the

30 presen-t invention may be used to provide pre processing of facial image data
for an auxiliary biometric system such as a conventional face recognition
system to minimise processing time for the auxiliary biometric system.



transmtting the i mage of a user whose identity has been verified as
being registered with the systemto an auxiliary bionetric system
The nmet hod of the 30 present invention may be used to provide pre
processing of facial image data for an auxiliary bionetrid Bifsijem
such as a conventional face recognition systemto mnimse
processing tine for the auxiliary biometrgc system 2 3 MAR 2007 4.
According to anot her aspect of the present invention, there is
provided a method B¢COKERg foanaiar REPSA SheRyesent verdien, tgrepiaipryyided a
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extracting one or nore \i uesoriRptie dadadedbelueg in kﬁ:rﬁ@)ﬁ@&agtaamome@f
aregioninthe i ma‘%m@%l ii) presenting the extracted values to the

user to assist the $¥°fecreating the stored val ues; (ivV)
conmparing tiige extracted (vpl Up@s@mﬁnb tidextatededueatdms user r espondi ng

to the sanme region regi ons i mage.. 20 rein
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with the stored val ues e user as.’” being
regi stered with the sygi)em eclimg ooree pa!rtmom avalifesy neadh t vedue being

| nvent i on, fBOre ¢ NaRANEIS d RoBKA Rl oM TOr e than one

regi on of the inmage re wre%leto mat ch each
(i)  presenting the extracted values to the user to assist the

user in recreating the stored values;

(iv) comparing the extracted values with the stored values
corresponding to the same region or regions of the image;

20 wherein the user initiates the comparison when the extracted values
presented to the user correspond the stored values provided to the user during
the registration process ar;d wherein matching of the extracted values with the
stored values verifies the identity of the user as being registered with the
system.

25 In one particular form of the invention, more than one value is extracted
from more than one region of the image and the user is required to maich each
‘extracted valie with the corfeshonding stored value-one at a time. -in an
alternative embodiment, more than one value is extracted from more than one
region of the image and the user is required to concurrently maich each

30 exiracted value with the corresponding stored value.

The method may further include the step of issuing the registered user
with an encrypted smart card upon completing the registration process, wherein
the encrypted smart card stores the one or more values extracted during the
registration process which need to be recreated by the user on subsequent



extracted value with the corresponding stored value one at a tine. In
an alternative enbodi ment, nore than one value is extracted from
nore than one region of the inage and the user is required. to
concurrently match each 30 extracted value with the corregBoihi 28y
stored value. The nethod may further include the step of issuing the
registered user wth an encrypted smart gard upon conpleting the
regi stration process, wherein the encrly}pt ed smart card stores the
one or nore val BESCERIANEAP &P FTH PHer TOF Eigi identty phive st as & rRpirterpd
need to be recrgahedbdverdriag. user on subsequent 2 3 MAR 2002 5
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the image, each value being representative of a region in the image;
(c) storage means for storing the one or more extracted values when

20 theuser -registers with the system;

(d)  a feedback component for providing the extracted values to the

user to assist the registered user in recreating the stored values;
) _ ‘ (e)  a comparator for comparing the stored values with the extracted
values, the comparator being invoked by the user when the exiracted values

25 presented to the user correspond the stored values provided to the user during
the registration process; and : ' _

' {f) a verification component for verifying the: identity of the user as . '
being registered with the system if the exiracted values match the stored
values. , '

30 In one embodiment of the invention, the feedback component includes &
display component for providing feedback to the user in visual form. In another
embodiment, the feedback component includes an audio component for
providing feedback to the user in audio form. . '



val ues, the conparator being i nvoked by the user when the extracted
values 25 presented to the user correspond the stored val ues
provided to the user during the registration process; and (f) a
verification conponent for verifying the identity of the UuskEMARHD
being registered with the systemif the extracted values match the
stored values. 30 In one enbodi nent of %pe i nvention, the feedback
conponent includes a display conponent for providing feedback to the
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and is accessible to the home market.

Brief description of the Drawings

éO " The invention will now be described in further detail by reference to the
attached drawings illustrating example forms of the invention. it is to be _
understood that the particularity of the drawings does not supersede the
generality of the preceding description of the invention. In the drawings:

Figure 1 is a schematic drawing of an image of a users face.

25 Figure 2 is a flow chart of the process of registering a user with the face
recognltlon system according 1o an embodament of the present invention.

‘ Figure 3 is a schematic drawmg of an image of users face show:ng three
regions which are used to exiract facial data values according to an
embodiment of the present invention. .

30 Figure 4 is a flow chart of the process of verifying the identity of auseras
being a user who is registered with the face recognition system according to an
embodiment of the present invention.

Figure 5 is a schematic drawing showing the image capturing device and
feedback component according tc an embodiment of the present invention.



generality of the preceding description of the invention. In the
drawings: } Figure 1 is a schematic drawing of an inmge of a users
face. 25 Figure 2 is a flow chart of the process of registering a
user with the face recognition systemaccording to an emb@diymemrp;of
the present invention. Figure 3 is a schematic drawing of an inage of
users face show ng three regi ons which are used to extract facial

data val ues accordi to.an f . the present |
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system according to an enbodi ment of the present invention. Figure 5
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such as an encr yipteellbg raastitabée dioragebmeans 24 such as an mtegral registered user

20 database or a peripheral storage means such as an encrypied smart card to be

carried by the registered user.

Referring now to Flgure 3 each value extracted from the image -

) corresponds to & particular region of the human face 10. As shown in Figure 3,

in one embodiment of the invention, values are extracted from within three

25 regions indicated as a bounding rectangle for the eye region 28, a bounding
- rectangle for the nose region 30 and a bounding rectangle for the mouth region
The extracted values correspond to a mean value representative of the
accumulated charge recorded by the digital camera for the particular region.

30 The mean values may, for example, be derived from the mean colour values of
the different regions of the human face, mean brightness values or mean grey

level values of one or more regions of the users face in the image.‘ The type of
values that the extracted values correspond to is not in itself important so long



carried by the registered user. Referring nowto Figure 3, each val ue
extracted fromthe image corresponds to a particular region of the
human face 10. As shown in Figure 3, in one enbodi nent of the

i nvention, values are extracted fromw thin three 25 regi ah3MAR 2007
indi cated as a bounding rectangle for the eye region 28, a bounding

rectangl e for the nose reglon 30 and a bognding rectangle for the
nmout h region
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- 20 If the user recognises the one or more values as corresponding o those
which he or she was prompted fo remember on regisfering with the system, the
user |n|tiates a comparison by the system of the extracted values with values
stored by the system 42 during the registration phase The user may for
example invoke the systems comparator by pressing an ACCEPT bution on the

25 control panel. If the extracted values match those stored by the system, then

the identity of the user will be veriﬁed as a registered user 48 and access Of

authorisation is granted 50.- o
If the user does not recognise the one or more values as correspondmg
to the values which the user has retained in his or her memory from the
30 registration phase, then the user must adjust his or her pose 46, for example to

allow more or less light to fall on the users face in an atiempt to recreate the

values which were stored in the system during the registration phase. The user
may have a number of attempts at recreating the stored values so long as the
user does not invoke the comparator before the user is confident that the values

J

-



user with audi o feedback. 20 If the user recogni ses. the one or nore
val ues as corresponding to those which he or she was pronpted to
remenber on registering with the system the wuser initiates a.
conpari son by the systemof the extracted val ues with val uesj Mak 2ppd
by the system 42 during the registrati on phase. The user may for
exanpl e i nvoke the system s conparator by goressing an ACCEPT button
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some sort of vi desibashwilindt bessetblated passenby.he 10 display to ensure
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val ues provi ded by t k co onent
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ear pi ece or the not audib 3
passer by. 15 R&Beid bRynAioe redianglefardhe noseragion 3l G’é%ﬂ& O@émgg’gctange

correspondi Ng  for the mouth region 32 (as shown in Figure 3) are presented to the user on a
20 visual display 60. The digital camera 62 is positioned directly above the display
60. The exiracted values 54, 56, 58 provide the user with an indicator as to
. how near or far the user is from recreating the values that have were stored in
) ' the system during the registration phase.
For the sake of simplicity consider an example where only a single value
o5 is extracted from the digital image and a value of 123 is stored during the
reglstratlon phase or a. part:cular registered user. During a subsequent.
recognition process, the user is presented with the value 101 which indicates to
the user that his or her pose needs to be adjusted to allow more or less light to
fall onto his or her face until the value of 123 is recreated. Once the value 123
30 is presented to the user, the user initiates a comparison by pressing an
ACCEPT key on the control panel to signal to the system that the user believes
that the displayed value is the value which corresponds to that stored during the
registration process.



respectively to a nean charge accunmul ated by the digital camera
within a region of the users face indicated by the bounding
rectangle for the eye region. 28, the bounding rectangle for the
nose region 30 and the bounding rectangle for the nouth rddgiiR 280
(as shown in Figure 3) are presented to the user on a 20 vi sual

di splay 60. The digital camera 62 is posigioned directly above the
display 60. The extracted values 54, 56, 58 provide the user with an
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users. It is to be understood also that a registered user may require some
préétice and/or training in order to be proficient at recreating the values during
the recognition phase. ‘
Another option for increasing the level of security of the system which is
25  preset, for example, to extract three values, is by requiring that a registered
user concurrently match the three values with the stored values by at the same
" time. It'is more difficuit for the reg!stered user to recreate two or three values
simultaneously, than it is for the registered user to match the same number of
. values one at a time. ‘
30 | Referring now to Figure 6, it has been envisaged that due to the difficulty
- that some individuals may have in remembering a combination of number
values to be recreated to gain access io the system, the values or
predetermined ranges of values could be represented by appropriate symbols
or icons if these are more likely to be remembered by the registered user.



for an inpostor to guess the correct value conbination to be
recreated to gain 15 access to the system The higher the nunber of
val ues extracted fromeach image to be recreated when requesting
access, the higher the level of security. However, by incre€a8Anyg)t he
nunber of values, it also beconmes nore difficult for the registered
user to recreate the values during the regegnition phase. Therefore,
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20 A significant advantage of the system of the present invention is that the

_memory storage capacity required to operate the system is minimal in

. comparison to existing biometric face recognition systems. This is owing fo the

N ‘ fact that it is not necessary to store the images of the faces of registéred users,

but rather just the one or more extracted values or vectors for each user

25 registered with a system. In one embodiment of the invention, the values are

stored in an encrypted smart card to be carried by the reglstered user. In -

another embodzment ‘the values are stored in the localised flash memory of the -
device for which the face recognition system is moderating access.

It is considered that public acceptance of facial biometric systems could

30 be enhanced if the public were assured that the systems are effective and

reliable. The system of the present invention can be guaranteed to be effective

if it is used correctly. Responsibility for correct operation of the system fies with

the user rather than an unintelligent machine. If is a particular advantage of the

system of the present invention that the system does not store any images of



reveal his or her key to a non authorised person, it is unlikely that
the wunauthorised person would be able to recreate the val ues which
woul d grant himor her access to the systembeing protected. In one
enbodi nent, the systemincludes three levels of security. TEMAf By
15 the face, the key remenbered by the user and the encrypted
security pass provided to the user whi chostores the users key .
Again even if the key and security pass were provided to an

unaut hori sed. g ¢8er, This jayoids nm«emgaot phprivagk issupaguede seatibpeeseies.
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of a regi stere% g@ﬁ{s face to gain access to the system but the

reglstered user oes not have the option of  changing his or her

face. It is to be understood that various additions, alterations and/or
modifications may be made to the parts previously described without departing

from the ambit of the invention.



The system of the present invention has nunerous applications and is
particularly suitable for devices such as nobile tel ephones i'ﬁ@ 1007
have 10 integrated caneras, door securiqfgy access panel s and“other
devi ces reqbiléihpﬁg | ocal i sed bionetric authentication. In particular,

it is envisag hat due to the |ow cost potential of the system of

t he present Theuidisadefininpthe ineestist am asfollowdve particul ar potenti al
in the honme security market. Finally, it is to be understood that
where a higher |evel of security is 15 required, the system of the
present 1nventi o GRANGE ARG feMBF 9% Mer B6°bEIHf 7 ubdiORRb is
| evel bionetric security devices™to cut proocessing tine by

transm t3i nedisteradmagih affaae useognitions esystient they medisod éeruding i theddllawing
being one of a plurality of users registered with the systemto an
auxi liary f8&Srecognition system 20 It is to be understood that
various addition al i M | fhi ' be made to
the parts previ ogas)l y 3@2@‘?’%3@ IV\,it egiﬁflugg?atﬂw][e?%&é%]\:‘?wﬁeﬁé anbit of
the invention. [b)13 2xi3a¢iig 209 Dr nGirei vaduekh @achaialwe Beingnepesangative of
invention are as f.ollows; 1. A nethod of verifying the identity of a
user as bei AJCHPAJBANGHBAIS 5 registered with a face recognition
system 1§ he net hpg 'nﬁl’éﬂ@nlﬁﬁ?ttﬁ@eﬁc@hbt@wvw.:esﬁfo&ﬁé}uséﬁ) capturing an

i mge including the face of the user; (b) extracting one or nore )
val ues, each val (® beragpespgdbermxiactas walueg wikyslored valugs Garirgeonding

xt r hctod v st SnBTo0RY GiretRied 8 aBeiEvioush s BRIER Bl Syetem
or regions ehdthevidegt pievisensdyringe el ptereed by rddistesipigtibm userdwith the

provided to the user during a process of registering the user with
the systenfY38Miherein the user is able to align his pose so as the

extract gd val ues mg?éfh%eoaé’e#g Lhe &t 9 Habees Ndsithkt datfited NBlues

conpari son when
correspond to the stored values and initiates the comparison when the
extracted values presented to the user correspond to the stored values
provided to the user during the registration process and wherein matching of
the extracted values with the stored values verifies the identity of the user as

20  being registered with the system.

2. A method according to claim 1, wherein more than one value is extracted
from more than one region of the image and the user is required to match each

extracted value with the corresponding store value one at a time.

25
3. A method according to claim 1, wherein more than one value is extracted
from more than one region of the image and the user is required to concurrently
match each extracted value with the corresponding stored value.

30 4. A method according to claim 1, further including the step of issuing the

registered user with an encrypted smart card upon completing the registration
process, wherein the encrypted smart card stores the one or more values
extracted during the registration process which need to be recreated by the
user on subsequent presentations fo the system in order for the identity of the

35 user as a registered user to be verified.



extracted val ues presented to the user correspond to the storzg A
values provided to the user during the registration process CM R 2007
wherein matching of the extracted valugg with the stored val ues

verifies th |de t r,.as,..,204bei e e

System 2. olepd AntRettR o a1 e n A ST o ot el
is extract eebprésaﬁt\aﬂw @ftth@nm@eg eggion iofa hian valge cdcduneulateelr cina;rge
required to match each extracted vaI ue with the corresponding store
val ue one afe@rdegby apgmagecaptyningidawedr ding to claim 1, wherein

nore than one value is extracted fromnore than one region of the
image and the user is required to concurrently match each extracted
val ue wiih Bhe cmmeﬂmmrmﬁamdlsg@aﬂm W,aWberen?o@aéh vAlueetdroeks ppondsrtdiangiean

to claim1l, Iudlnt%iﬁ% ste stéum the registered
user wth aH ‘f"ﬁ%’t”'e\ﬁa peteciaayion 3 Fr"gl%h‘ﬁl €"H§SFhe registration
process, wherein the encrypted smart card stores the one or nore

val ues extracted during the registration process which need to be
recreated by.theA nméhod)mcsultﬁ&tmqm@rtﬂaim ds aviteseinosach yatuse cefrsspondsnto a

verificd oMeAne bbsRoRnrs Vo dREteRtelpabloh 6 AA0%. et ei n

at | easfgone of the values representative of the image's region is a

mean val ue of accunul ated charge recorded by an inmage capturing
device. 5 68. A rrétmeéhtai:@@r:@wdug; &0 ailaimy 1, whareinneaelt fyalug gerresponds to a
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corresponds to a nmean of the brightness val ues detected for a regi on
of the |nage 10 8. A method according to claim1, wherein e%ch val ue

corres ponds to a A methodrceaeling & cladiel, fvﬁh@e@cﬂ’éﬂ'&mﬁﬁtﬁ&o dransgiiging
the | h
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step of he T nmage of” a user ent | een
verified astﬁmsyajemetgles‘t@nml«hmhrdmetrimesys;es'nem to an auxiliary

bi onetric system 10. A nmethod of verifying the identity of a user as
being a user who is

10. A method of verifying the identity of a user as being a user who is
registered with a face recognition system, the method including the foliowing
20 steps:
(a)  on a first presentation of the user to the face recognition system:
(i) capturing an image including the face of the user;
(i) extracting one or more values, each value being
representative of a region in the image;
25 (i)  storing the extracted values in storage means associated
with the system;
(iv)  presenting the extracted values to the user;
(b)  on any subsequent presentation of the user to the face recognition
system:
30 (i) capturing an image including the face of the user;
(ii) extracting one or more values, each value being
representative of a region in the image;
(i)  presenting the exiracted values to the user to assist the

user in recreating the stored values;



registered with a face recognition system the nethod including the
following 20 steps: (a) on a first presentation of the user &DbMAhHE07
face recognition system (i) capturing4&n inmage including the face

of the user; (ii) ext ngt | Bﬁtﬁé)r?ﬁléroéh pégé ?ﬁssg)loe%%& gl eﬁ{e)feejagg one of

representative of ar oring

extracted values in storageaudeam;rm@@cw@ﬂm widithdsheasy et dniev) said
presenting the extracted values to_the user; (b) on any subsequent
presentation of the user t BOHrPEPaNEhiRg ?J@é%ﬁﬁﬁeén system 30 (i)

capturing an inage i ng)ghd' 8 m@gﬁnéaﬂ% htrbBRdUSEIues( W;%w e rASidd" Yalues

one or nore val ues, representative of a region in
the image; (iii) presentl ngo:trhmcm@m@mm SGIhGI(EBgIDD cIrhlegloselofthe image
assi st the %ser H recreatin e stored v ue
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(iv) option¥P{PRt Msﬁb‘%%f@gé?egam%@ew fHesfxTacied ValieSrosented
sai d extractLdny JhdigScomesiny Me |Ral 9§®e§aP#$V|cfé2f &@Stﬁenasé]gdahﬁgeme

val ues; (v) conparing the ‘extracted val ues w the stored val ues
correspondl registeaticne peeoessr agd oshenein ewdtohingodf the axtraged valesewith the

Lot he. user 10564 G VEEos bR oAU Rk oy et g CauredFthghe

the regjsteadibgn process and wherein matching of the extracted
values wth the stored values verifies the identity of the user as
being registered with the 10 system 11. A nmethod according to claim

9, wherein re e v [ r : e
regi on of tﬁz' i négﬁggﬁgi ?%@H‘@ggrﬁ F@#e%&%&%&lr{ '@%%E%P %@%ﬁglugqgr PACE ctg.d
val ue with b @eiré esPoné nggish @ elke ahye apdehatusar id reuird td2natdh each
met hod according to claim9, wherein nore than one value is extracted
extracted value with the corresponding stored value one at a time.
15
12. A method according to claim 9, wherein more than one value is extracted
from more than one region of the image and the user is required to concurrently

match each extracted value with the corresponding stored value.

20 13. A method according to claim 9, further inciuding the step of issuing the
registered user with an encrypted smart card upon completing the registration
process, wherein the encrypted smart card stores the one or more values
extracted during the registration process which need to be recreated by the
user on subsequent presentations to the system in order for the identity of the

25  user as a registered user to be verified.

14. A method according to claim 9, wherein each value corresponds to a

mean of the colour values detected for a region in the image.

30 15. A method according to claim 9, wherein each value corresponds to a

mean of the brightness values detected for a region of the image.

16. A method according to claim 9, wherein each value corresponds to a
mean of the grey level values detected for a region in the image.
35



fromnore than one region of the inmage and the user is required to
concurrently match each extracted value with the correspondpggiaR 7007
stored value. 20 13. A nethod accordingqgo claim9, further including

the step of J?ssuAr]ﬂetﬁ_lla% a{c%g@ﬁé%%?al%sgrﬂiw“v\ﬁ”?cq‘"ﬁﬂ Qﬂggﬁ%réﬁédsrﬁﬁ]ﬁﬁ

upon conple I'ng the tegis process erein Yhe en

smart card $eointsyd bEaakeravhose idewtilyliess besh nesified adubeing redistered with
regi stration process which _need to be recreated by the wuser on
subsequent %‘lee%@mfﬁtt‘?@H@%"(ﬂ’%@'%@ﬁ”@rﬁyﬁ?%rder for the identity of
the 25 user as a registered user to be verified. 14. A method
according to claim9, wherein each value corresponds to a nean of

t he col dur &l ueA fdee eetaghifian spsteayfawnverifyingéhe idaydity 80 aliser/Aasneeingd

according to cl erein. each v Iue C esponds to a nmean of
e bri it nees WY iealileaa i St g GRS b mmge. 16 A

met hod accordi ngi)o chiijRage Dﬁhg RS ¥ CHDIGARG BIP RS firﬂzl@dm% the

mean of the grey l'evel val Ues detected for a region in the imge
2 3 MAR 2007 16 17. faceerfleodseitcording to claim9, further including

the step of trangmittin t e of r ose identity h
verified as bei n@’ reg?g%éq@&{ew tq‘?% r@;g ﬁr%'\-ghn&no%)grlmgf%vgﬁegef?&n
bi ometri system 5 lfhe fnhG&ecechsls ORI IMFMG Y¥ehRFchRItivEes] hyréworﬁ he the
identity of a user as being a user who is registered with the

system including: (a)mage;i nage capturing device for capturing an

ext Pact 1 g one. ol mor SO BEETRT sttt B8 G AR RGATRE Bles, fhen

representative of a rgg @eriragistegs witheihe;systemst orage neans for
storing the one or nore extracted val uefﬁwhen t he user regjsters

with the system(qd) & feededecrovBRPEALIT POVdRGIneisxackd wiiepsdpdye

sel f-adiTisting his poset s Sgit hPrenRIEHILEE HE REILRiystfng, s pose to
conpar at or for conparieugeatedhststored vatlases with the extract ed

(8) a comparator for comparing the stored values with the extracted

values, the comparator being invoked by the user when the

extracted values presented to the user correspond the stored

20 values provided fo the user during the registration process; and
(f) a verification component for verifying the identity of the user as
being registered with the system if the extracted values match the

stored values.

19. A system according to claim 17, wherein the feedback component
25 includes a display component for providing feedback to the user in visual form.

20. A system according to claim 17, wherein the feedback component

includes an audio component for providing feedback to the user in audio form.

30 21. A system according to claim 17, further including a transmission
component for transmitting the image of a user whose identity has been

verified as being registered with the system to an auxiliary biometric system.



val ues, the conparator being invoked by the user when the ex%?%@ﬁg®
val ues presented to the user correspond the stored 20 val ues é
to the user during the registration procgss; and (f) a verification

conmponent f veni fyi Iy i 0f -+t i i
component 196, Vet (AR AABHETS el s iEeif g Stordd kedhshagEdr
A syst em aceacdptegl tstnart ajami storimnethei ond he freed badkes apracssd dufibg the
i ncl udes a di spl ay .conponent for roKidin f eedback to the user in

vi sual for nProcggs 0/&"%9@1%‘!'?9&86&38?}4’& itbe Syslem-17, wherein the

f eedback component includes an audi o conponent for providing

feedback to the user in audio form 30 21. A systemaccording to
claim17, further including a transm ssion conponent for

transmtting the i mage of a user whose identity has been verified as
being registered with the systemto an auxiliary bionetric system 2

3 MAR 2007 17 22. A system according to claim17, wherein the

storage neans includes an encrypted smart card storing the one or
nore val ues extracted during the process of registering the user

with the system



