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System and Method for Delivery of Packets

Field Of The Invention

[0001] The present application relates generally to éomputer networking and more
particularly to a system and method for delivery of packets.

Background Of Thel Invention

[0002] Wireless communication technology now offers high quality voice and data
services, with further enhancements on the horizon. As is well understood by those of skill in

the art, wireless communications face several quality of service (“QOS”) challenges that are not

| found in wired communications. More specifically, the quality of the wired link can change

according to environmental factors, movements of the wireless subscriber station, or movement
of objects within the path between the subscriber station and the base station. Despite advances
to wireless communications, however, certafn QOS limitations are still common. For example,
transport control protocol (“TCP”) packefs employ a time-based fail check strategy, wherein
packets that are not acknowledged as received are continually resent éccbrding to a predefined
time period, the spacing between each delivery attempt increasing gradually. After a certain
number of retries, the connection is deemed to have failed While this strategy.can be effective in
a wired link, it is not as suitable for packet delivery over wireless links that are experiencing

connectivity problems.

Summary of the Invention

[0003] It is an object to provide a novel connection system and method that obviates or

mitigates at least one of the above-identified disadvantages of the prior art.
[0004] An aspect of the invention provides a method comprising the step of: '

détermining a quality of a link between an electronic device and a node by
~examining a first layer of a protocol stack used to implement the link that is
different from a second layer of the protocol stack that is used to deliver the

packets.
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[0005] The method can further comprise the step of adjusting the delivery of the packets

according to the determined quality.

[0006] The first layer can be layer four of the OSI model and the second layer can be
layer two of the OSI model.
[0007] The method can further comprise the step of:

determining a quality of a second link between the electronic device and a second
node by examining a third layer of a second protocol stack used to implement the
second link that is different from fourth layer of the second protocol stack that is

used to deliver the packets.

[0008] The method can further comprise the step of delivering the packets over the one

of the two links based on a determination of which link has a more desirable quality.

[0009] Another aspect of the invention provides an electronic device that is operable to .
communicate with at least one node via a link. The device is operable to determine a quality of
the link by examining a first layer of a protocol stack used to implement the link that is different

from a second layer of the protocol stack that is used to deliver the packets.

BRIEF DESCRIPTION OF THE DRAWINGS
[0010] The invention will now be described by way of example dnly, and with reference

to certain embodiments and the accompanying drawings, in which:

Figure 1 is a schematic representation of a system for delivery of packets in

accordance with an embodiment of the invention;

Figure 2 is a schematic representation that shows the packet delivery manager

and the wireless link of Figure 1 in greater detail;

Figure 3 is a flowchart depicting a method of delivering packets in accordance

with another embodiment of the invention;
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Figure 4 shows the manager and link of Figure 2 interacting with each other as
part of the performance of the method of Figure 3; '

Figure 5 shows an example of the results returned from the determination of link

quality performed during the method of Figure 2;

Figure 6 shows the manager and link of Figure 2 interacting with each other as
part of the performance of the method of Figure 3;

Figure 7 shows the manager and link of Figure 2 interacting with each other as
part of the performance of the method of Figure 3; '

Figure 8 shows a system for delivery of packets in accordance with _ahother

embodiment of the invention;

Figure 9 is a schematic representation that shows the packet delivery manager

and the two wireless links of Figure 8in greater detail;

Figure 10 is a flowchart depicting a method of delivering packets in accordance

with another embodiment of the invention;

Figure 11 shows an example of a communication pathway within the system of

Figure 9 prior to performing the method of Figure 10;

Figure 12 shows fhe manager and link of Figure 9 interacting with each other as

part of the performance of the method of Figure 10;

Figure 13 shows the manager and link of Figure 9 interacting with each other as

part of the performance of the method of Figure 10;

Figure 14 shows an examplc of the results returned from the determination of the

quality of the first link performed during the method of Figure 10;

Figure 15 shows the manager and link of Figure 9 interacting with each other as
part of the performance of the method of Figure 10;
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Figure 16 shows an examplé of the results returned from the determination of the

quality of the second link performed during the method of Figure 10;' :

Figure 17 shows the manager and link of Figure 9 interacting with each other as
part of the performance of the method of Figure 10; and,

Figure 18 shows an example of a communication pathway within the system of

Figure 9 after perfoﬁning the method of Figure 10.

DETAILED DESCRIPTION OF THE INVENTION

[0011] Referring now to Figure 1, a systein for delivery of packets is indicated generally
at 30. In a present embodiment, system 30 includes at least one client 34 that connects to a

service provider node 38 via a wireless link 42. Node 38 includes a wireless base station 46 that

- interacts with client 34 via link 42 and a NAT gateway 50. In turn, gateway 50 connects to the

Internet 54 via a backhaul 58. Backhaul 58 can be a T1, T3 or any other suitable link for

connecting node 38 to Internet 54. Internet 54, itself, connects to a web-server 62 via a second

backhaul 66.

[0012] In a present embodiment, client 34 is a battery operéted device that is based on the
compﬁting environment and functionality of a wireless personal digital assistant. It is, however,
to be understood that client 34 need not be battery operated and/or can include the construction
and functionality of other electronic devices, such as cell phones, smart telephoneé, desktop
coxﬁputcrs or laptops with wireless 802.11 or bluetooth capabilities or the like. In general, the
use of the term “client” is not be construed in a limiting sense, but is used in the context of the

example embodiment.

[0013] It is also to be understood that, in a present embodiment, at least a portion of the
connection between client 34 and web-server 62 is bandwidth-constrained. In system 30, since
link 42 is a wireless connection that méy need to serve a plurality of clients 34, then link 42 is
bandwidth constrained in relation to Backhaul 58, backhaul 66 and the other elements that
compose the connection between client 34 and web-server 62. Such baﬁdwidth constraints can

thus interfere with the speed and effectiveness with which a user operating clients 34 can access -
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Internet 54 and web-server 62. Such constraints can furthermore cause client 34 to need to

resend packets that are droj)ped over link 42 due to limitatidns of link 42.

[0014] NAT gateway 50 is based on standard NAT technology and thus allows a multiple
number of clients 34 connected to node 38 to connect to Internet 54 though a public Internet
Protocol (“IP”) address assigned to NAT gateway 50. Accordingly, client 34 (and other clients
connected to node 38) will typically have a private IP éddress,'while NAT gateway 50 will have

a public IP address accessible to any party on Internet 54. Thus, as client 34 accesses Internet

" 54, web-server 62 will communicate with client 34 via gateway 50, with gateway 50

“translating” IP addresses during such communication. In an example unique to the present
embodiment, client 34 has the private IP address “10.0.0.2”, gateway has the private IP address
10.0.0.1 and the public IP address of “50.0.0.1” and web-server has the public IP -address
“62.0.0.1"..

[0015] Client 34 is configured determine the quality of link 42 in order to de§elop aretry -
strategy for transport control protocol (“TCP”) packets and the like when delivery of such -
packets to server 62 fail, particularly when delivery fails due to problems with link 42. The
means by which client 34 determines the quality of link 42 is not particﬁlarly limited, but in a
present embodiment client 34 utilizes a known signal strength metric as is currently implemented
on known wireless devices, and which is often represented graphically on the display of such a
device as -indicating a number-of-bars of coverage. Using this known signal strength
measurement, client 34 is able to track what level of signal strength provides a good li_kélihood
that transmission can occur. Client 34 is also able to track changes in that signal level, in that if a
failure occurs at a particular signal level, and then the sigﬁal strength_increaées by a predefined
amount, then client 34 may determine that the quality of link 42 has now improved to a level that
transmission will be successful. Regardless of how the quality of link 42 is determined, client 34
also includes a packet delivery manager 70 executing thereon that is operable to perform this -
determination and to develop the retry strategy therefrom. Further understanding about client 34

and this retry strategy will provided below.

[0016] Referring now to Figure 2, link 42 is shown in greater detail, and in particular a
network protocol'stack 100 employed by link 42. In a present embodiment, network protocol



10

15

20

25

stack 100 is based on the Open Systems Intérconnect (“OSI”) reference model, and thus includes
a physical layer 101, a data link layer 102, a network layer 103, a transport layer 104, a session

layer 105, a presentation layer 106 and an application layer 107.

[0017] Figuré 2 also shows manager 70 in more detail, including two software objects
110 and 112. Obj_ect' 110 is operable to determine the quality of link 42 and report that
ihfdrmation to object 112. Object 112 is operable to employ a retry strategy for the delivery of
packets (i.e. TCP packets and the like) over link 42 based on the quality of link 42 as determined
by object 110.

[0018] In order to help various aspects of system 30, reference will now be made to
Figure 3 which shows a method of packet delivery and which is indicated generally at 400. In
order to assist in the explanation of the method, it will bé assumed that method 400 is operated
by client 34 using system 30. However, it is to be understood that client 34, system 30 and/or
method 400 can be varied, and need not work exactly as discussed herein in conjunction with

each other, and that such variations are within the scope of the teachings herein.

[0019] Before discussing method 400, it will be assumed that client 34 is engaged in
communications with web-server 62, and that such communications involve the delivery of TCP
packets from client 34 to web-server 62 via link 42. Beginning first at step 410, at least one
packet is transmitted in a normal manner. Thus, where TCP.packets are being sent, such packets
are sent over link 42 by any known means and/or according to known wireless packet data
transmission standards that are being employed by system 30, such as via the General Packet
Radio Service (“GPRS”) or the like. As is understood by those of skill in the art, such packets are

sent over transport layer 104 pursuant to known standards.

[0020] Next, at step 415, it is determined whether the delivery of the packets at step 410
failed. If “no”, then method 415 cycles back to step 410 and transmission continues as
previously described. This: determination is made using known means, such as via client 34
failing to receiving a “not acknowledge” signal from server 62, or server 62 failing to respond to
an information request sent within that TCP packet. Thus, if delivery did féil, then method 400

advances to step 420.
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[0021] At step 420, the quality of the link is de’éermined. In the present example, the
quality of link 42 is determined. This step is rep'resent__ed graphically in Figure 4, as object 110
queries (indicated at reference character 114) information that is inherently available about the

quality of link 42 from data link layer 102 of protocol stack 100 that is employed to implement

. link 42. In particular, layer 402 is queried by object 110 for known information about the quality

of link 42, including such information as signal strength and reachability of base station 46.

[0022] Figure 5 shows an example of the results that can be determined, (or at least
estimatéd) as a result of performing step 420. Figmé 5 thus shows a graph that represents the
ability of client 42 to successfully send data to base station 46 over the previous ten second
period. In this example, it is shown that over the previous ten second period, client 42 was
successfully able to send data between the first and third seconds of the ten second period, and
between the sixth and ninth second of the ten second period. During the remaining times, client
42 was unable to send data to base station 46. Those of skill in the art should af)preéiate that the
results shown in Figure 5 are a simplified example for the purposes of assisting in explaining the

present embodiment. In practice the results from performing step 420 would not likely include |
such sharp transitions and would instead show a greater variability in signal strength over time.
By the same token, the results generated by step 420 can, in certain implementations, be

considered an estimation of link quality, rather than an precise determination.

[0023] Method 400 then advances from step 420 to step 425, at which point transmission
of the failed packets is retried in accordance with the information developed at step 420. This is
represented in Figure 6 and Figure 7. In Figure 6, object 110 is shown reporting the results of its
determination from step 420 to object 112, via the pathwéy represented by the double-headed
arrow indicated at 118. In Figure 7, object 112 is shown as retrying to transmit the failed packets
via layer 104 according to now known quality of link 42. ‘The retrying of the transmission- is
represented by the double-headed arrow indicated at 122. The retrying employed at step 425 can -
be based on any criteria that makes use of the information gathered at stép 420 in order to
develop a retry strategy. In the simplest case, the retrying would be based on the assumption that
each ten second period has the same “can send” and “cannot senc » characteristics. Thus, based
on this criteria, at step 425 tﬁe retrying of transmission would be performed only between the

first and third seconds of the subsequent and/or between the sixth and ninth second of the
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subsequent ten second period. It is to again be reemphasized that any criteria that employs, at

Jeast in part, information gathered during method 400 can be employed.

[0024] Method 400 then advances to step 430, at which point a further determination is
made as to whether delivery of the packets failed. Stép 430 is performed in much the same way
as step 415. If the delivery completely fails, then the method advances to step 435 and the
delivery is deemed to be a permanent failure. However, if the delivery was successful, then
method 400 would advance from step 430 back to step 410 where method 400 would begin

anew.

[0025] It should be understood that a number of variations to step 400 are possible. For
example, step 410 and 415 can be eliminated an all packets that are sent by client 34 can be sent

based on a determination of the quality of link 42. By the same token, the determination of the

. failure at Step 430 can be performed after a number of retries of steps 420 and 425, before

deeming the entire delivery a permanent failure.

[0026] Referring how to Figure 8, a system for delivering packets in accordance with
another embodiment of the invention is indicated generally at 230. System 230 contains many
similar components to those found in system 30. In particular, components in system 230 that
bear the same reference character as a similar component in system 30, but followed by the
suffix “a”, are substantially the same as their equivalent component in system 30, allowing for
necessary modifications for the overall functionality of s'ysterh 230 and subject to additional
comments about those components. However, components in system 230 that bear the Samel
reference character as a similar component in system 30, but prece.déd with the prefix “2”, are

somewhat different and thus greater discussion of those components is provided as needed.

[0027] More speciﬁcally, system 230 includes a client 234 that is substantially the same
as client 30, except that client 234 includes voice functionality and is therefore able to carry
voice calls. System 230 also includes a voice ove.r intemet protocol (“VOIP”) telephony handset
262 that is operable to conduct voice calls. System 230 also includes a VOIP network 254,
which is essentially a combination of the Internet with a voice switch. Thé Internet portion of

VOIP network 254 carries the VOIP calls, while the voice switch portion of converts those VOIP



10

15.

20

25

calls into a voice signal that can be utilized by handset 262. Thus, handset 262 is operable-to

conduct voice calls over network 254 via backhaul 66a.

[0028] Accordingly, node 38a and its components'(base station 46a and gateway. 50a) are
operable to carry voice calls in a packetized format between client 234 and handset 262. In the
present embodiment, node 38a is based on a cellular telephone system such as the Global System
for Mobile Communications (“GSM™), or Code Divis.ion Multiple Access (“CDMA”) or Time
Division Multiple Access (“TDMA™), or Frequency Division Multiple Access (‘FDMA?) or the
like. More specifically, the portion of any voice call between client 234 and handset 262 that is
carried over link 42a is carried over a conventional voice channel as commonly employed in
existing GSM, CDMA, TDMA, FDMA, etc. networks. '

[0029] By the same token, system 230 alsb includes a second node 238, that includes its
own base station 246 and gateway 250. Gateway 250, in turn, is operable to connect with
network 254 via a backhaul 258. However, in contrast to node 38a, second node 238 is based on -
a short range wireless protocol, such as 802.11 or bluetooth. More specifically, the portion of
any voice call between client 234 and handset 262 that is carried over link 242 is carried as a
VOIP packets over an IP data channel that is commonly employed m 'existing short range

networks such as 802.11 or bluetooth.

[0030] Thus, in addition to being able to conduct voice telephone calls, client 234 is also
includes appropriate hardware, sofiware and network interfaces to allow client 234 to
communicate over links 42a and 242. Further, client 234 is operable determine the quality of
link 42a and link 242 in order to determine which link 42a or 242 is most suitable (or otherwise
desirable) for carrying a voice call from client 234 to handset 262. Client 234 includes a link
manager 270 executing thereon that is operable to perform the above-mentioned determination
and to utilize the most suitable link 42a or 242 based on that .determination. Further dis.cussio'n _

about client 234 and this link utilization will provided below.

[0031] | Referring now to Figure 9, links 42a and 242 are shown in greater detail, and in
particular the network protocol stack 100a employed by link 422 and the network protocol stack
100aa employed by link 242. In a present embodiment, network protocol stacks 100a and 100a

are also based on the Open Systems Interconnect (“OST™) reference model, and thus each include

-9:
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the same layers as stack 100. Accordingly, stack 100a and stack 100a and thus each include a
physical layer 101a and 100aa, a data link layer 102a and 102aa, a network layer 103a and
103aa, a transport layer 104a and 104aa, a session layer 105a and 105aa, a presentation layer

106a and 106aa and an application layer 107a and 107aa respectively.

[0032] Figure 9 also shows manager 270 in more detail, including two software objects
110a and 112a. Object 110a is operable to determine the quality of links 42a and 242a and

report that information to object 112a. Object 112a is operable to utilize an appropriate (or

otherwise desired) one of links 42a and 242a for the delivery of packets (i.e. TCP packets and the
like) based on the quality of those link 42a and 242a as determined by object 110a.

[0033] In order to help explain various aspects of system 30a, reference will now be

made to Figure 10 which shows a method of packet delivery and which is indicated generally at

- 500. In order to assist in the explanation of the. method, it will be assumed that method 500 is

operated by client 234 using'systcm 30a. However, it is to be understood that client 234, system
30a and/or method 500 can be varied, and need not work exactly as discussed herein in

conjunction with each other, and that such variations are within the _é.cope of the teachings herein.

[0034] - Before discussing method 500, it will be assumed that link 42 has been selected

in order to carry a VOIP phone call between client 234 and handset 262, and thus such

communications at this initial state involve carrying voice pﬁckets between client 234 to handset

262 via link 42. This initial state is represented in Figure 11, and this initial pathway of carrying
voice packets is indicated at 280. This initial state is also represented. in Figure 12, as object

1125 is shbwn carrying voice packets over layer 104a of link 42a, along voice packet pathway

280. '

[0035] Beginning first at step 510, packets are carried along pathway 280 as shown in
Figures 11 and 12. Next at step 520, the quality of a first link is determined. This is represented

in Figure 13, as object 110a is shown querying layer 102a of link 42a, much in the same manner

as previously described in relation to step 420 of method 400. This query is represented along
pathway 114a in Figure 13, Figure 14 represents an example of the results of the query -
performed at step 520. In the example in Figure 15, it is shown that over the previous ten second

period, client 234 link 42a was available for sending data between the first and third seconds of

-10-
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the ten second penod and between the sixth and ninth second of the ten second period. During

the remaining times, client 234 was unable to send data to base station 46a over link 42a.

[0036] Next at step 530, the quality of a second link is determined. This is represented in
Figure 15, as object 110a is shown querying layer 102aa of link 242a, much in the same manner
as previously described in relation to step 420 of ‘method 400. This query is represented along
pathwéy 114aa in Figure 15. Figure 16 represents. an example of the results of the query

performed at step 520. In the example in Figure 16, it is shown that over the previous ten second

© period, client 234 link 42a was available for sending data between zero and six seconds of the ten

second period, and between the seven and ten seconds of the ten second period. During the

remaining times, client 234 was unable to send data to base station 246 over link 242.

[0037] Next, at step 540, a determination is made as to which of the links is of better
quality. If the first link is of higher quality than the second link then the method advances to step
550, and the first link is selected for ongoing carrying of packets over that first link: If, however,
the second link is of higher quality than the first link then the method advances to step 560 and
the second link is selected for the ongoing carrying of packets over that second link. Method 500
returns to step 510 from both steps 550 and 560, at which point the mefhod begins anew with

traffic being carried over the selected link.

[0038] In the present example, a comparison of the quality of link 42a in relation to the
quality of link 242 can be made by comparing Figures 14 and 16. It can be seen that link 242, in
this example, is of higher quality than link 42a (i.e. because link 242 was available for a greater
period of time over the previous ten second period than link 42a), and therefore at step 540 it
would be determined that the second link was healthier than the first link and so method 500 |
would advance from step 540 to step 560. '

[0039] At step 560, the second link is selected. Steps 540 and 560 for this example are
represented in Figure 17, wherein object 110a is shown communicating the results of the
determinations made at steps 520 and 530, so that object 112a at step 540 can determine that the
second link (i.e. link 242) .is of greater quality than the first link (i.e. link 42a). Figure 17

additionally shows that voice packet pathway 280 is now being carried over layer 104aa of link

-11-
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242 by object 112a, instead of over layer 104a. Figure 18 also reflects this change, as pathway

280 now travels via node 238.

[0040] It is to be understood that the actual mechanics of causing pathway 280 to switch
from node 38a to node 238 will involve a number of substeps, and such substeps can be effected
by any desired means. For example, assume that node 38a and node 238 are both Dynamic Host
Cohﬁguration Protocol (“DHCP”) devices, in that they each assign an IP address to device 234,
then as part of the transition from the first link to the second link, then device 234 will initially
inform handset 262 that the IP address béing used to communicate with device 234 is about to
change from the IP address for client 234 that is assigned by node 38a to the IP address for client
234 that is assigned by node 238. | |

[0041] It is to be reemphasized that the specific determination/estimation of quality
described above in relation to steps 520-540 and Figures 14 and 16 is merely a simplified

example for the purposes of assisting in the explanation. Of particular note, prior ten second

. quality sample is too short to proi/ide a meaningful comparison, but serves to provide a

simplified concept. In practice, those of skill in the art may implement any variety of desired or
suitable criteria can be used to compare the two links and ultimately select 6ne of those links in
order to carry packets, Other criteria éould also include bit rates, or even the relative cost to the
subscriber owning client 234 to accessing a given link. Another specific criteria could include -
reachability, where additional equipment (not shown in system 30), such as firewalls, or call
gateways, thaf may or may not permit the operation of the service over one of the links. Thus the
pathway that has the best, or otherwise desired reachability would be given priority. . Thus,
where the quaiity of both links 42a and 242 is substantially equal, then the ultimate decision of
which link to choose may be based, at least in part, on the financial cost with using each link 42a
or 242. In particular, in the short term it. is at least considered that the cost of carrying a voice
call over an 802.11 wireless LAN would be cheaper (or even free) in relation to the cost of

carrying a voice call over a conventional cellular telephone network.

[0042] While only specific c_ombinations of the various features and components have
been discussed herein, it-will be apparent to those of skill in the art that desired subsets of the

disclosed features and components and/or alternative combinations of these features and

-12-
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components can be utilized, as desired. For example, it should also be understood that while
system 30a relates to a VOIP telephone call at hahdset_ 262, it should be understood that system
30a can be modified to work with a traditional public switched telephone network (“PSTN™) type
of telephpné call, through the use of appropriate PSTN gateways. System 30 can also be

likewise so modified.

[0043]' Furthermore, it should be understood that methods 400 and 500 can be combined,

in that the performance of step 510 can include the performance of method 400, so that packets

- are transmitted by client 234 in accordance with a determined quality of the link being used to

carry packets at step 510.

[0044] Furthermore, system 30a can also be modified to work with other types of
services other than voice, and can relate to any type of service that can be carried over link 42a '
and link 242 on behalf of client 234. Other types of services can include, for example, web-

browsing, email, paging, voice-messaging, etc.

[0045] Furthermore, system 30 can include additional nodes, in addition to nodes 38a and
238, provided that client 234 includes appropriate interfaces to communicate with those
additional nodes. In this manner, method 500 can be modified to help select the link of the best

or otherwise most desirable quality for client 234 from a plurality of available links.

[0046] Furthermore, while the embodiments discussed herein relate to wireless links 42,
42a and 242, the teachings herein can be applied to wired links as well. For example, link 42a
may be a wired link, while a wired version link 242, i.e. an Ethernet cable, may become active
while link 42a is in use. In this example, method 500 may select to transition the carrying of

packets from the wireless link 42a to the now available Ethernet cable.

[0047] As an additional example, link 242 and 42a lcan be both based on the same
technology (e.g. both links based on 802.11 or, both links based on GPRS), but _where those links
242 and 42a each lie in different administrative domains. Since the teachings herein include an
evaluétion of layers outside of the layer 102, determinations can be made as to the configurations
of those layers, and therefore allow for assessments of reachability of different services. For

example, in the 802.11 environment, a cafe in an airport having an 802.11 hotspot may only

-13 -
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allow browsing (via TCP Port 80, while a different 802.11 hotspot offered by the actual airport
may allow all traffic including voice. Thus both links can be evaluated using the teachings

herein to determine the best or otherwise most desirable link for carrying a VOIP call.

[0048] Embodiments h_erein_ provide various advantages over the prior art. For example,
prior art link selection is typically performed within one particular technology (e.g. a handoff
Within a GPRS or CDMA network), but certain embodiments herein include selection of links
between the same or different technologies (e.g. between GPRS and 802.11). An other example
of an advantage is that the selection process of that link can be done serially, evaluating one link
and then the next, to determine which link is most appropriate (or otherwise desirable or even
possible) for a particular service (e.g. is it even possible to VOIP over that link.) However, when
such determination is performed simultaneously, it is possible to use thé teachings herein to
maintain services that require low latency (like voice) which would not otherwise be possible .
without this coordinated evaluation. This is specifically advantageous over a known limitation in
the indepeﬁdent nature of 802.11 nodes, which normally do not define a hand off of sufficiently
low latency t6 maintain a voice call if you did not evaluate the two links simultaneously. Other

advantages will be apparent those of skill in the art.

- [0049] The above-described embodiments of the invention are intended to be examples

and alterations and modifications may be effected thereto, by those of skill in the art, without

departing from the scope of the invention which is defined solely by the claims appended hereto.

-14 -
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CLAIMS
1. - A method comprising the step of:

d:tcfmining a first quality of a link between an electronic device and a node by
examining a first layer of a protocol stack used to implement said link that is different

_from a second layer of said protocol stack that is used to deliver said packets.

2. The method of claim 1 further comprising the step of adjusting the delivery of said

* packets according to said determined quality.

3. The method of claim 1 wherein said first layer is layer four of the OSI model and said

. second layer is layer two of the OSI model.

4, The method of claim 1 further comprising the step of:

determining a second quality of a second link between said" electronic device and a
second node by examining a third layer of a second protocol stack used to implement said
second link that is different from a fourth layer of said second protocol stack that is used

to deliver said packets.

5. The method of claim 4 wherein at least one of said first quality and second quality is
based on at least one of the measurements of reachability and availability of a given service used

for delivery of said packets.
6. The method of claim .6 wherein said service includes Voice over IP.

7. The method of claim 4 further comprising the step of delivering said packets over the one

of said two links based on a determination of which link has a more desirable quality.

8. The method of claim 7 wherein said determination is based, at least in part, on which link

has the least financial cost for carrying said packets.

9, The method of claim 7 wherein said determination is based, at least in part, on whether a
change from one of said links to the other of said links will be transparent to the performance of

a given service being used for delivery of said packets.

-15-
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10.  An electronic device operable to communicate with at least one node via a link, said
device operable to determine a quality of said link by examim'hg- a first layer of a protocol stack
used to implement said link that is different from a second layer of said protocol stack that is

used to deliver said packets.

11.  The device of claim 10 wherein said device is further operable to adjust the delivery of

said packets accordmg to said determined quality.

12.  The device of claim 10 wherein said first layer is layer four of the OSI model and said

second layer is layer two of the OSI model.

13.  The device of claim 10 wherein said device is further operable to determining a quality of
a second link between said electronic device and a second node by examining a third layer of a
second protocol stack used to implement said second link that is different from a fourth layer of

said second protocol stack that is used to deliver said packets.

14.  The device of claim 13 wherein said device is further operable to deliver said packets

over the one of said two links based on a determination of which link has a more desirable

quality.

15.  The device of claim 14 wherein said determination is based, at least in part, on which link

has the least financial cost for carrying said packets.

16. A computer-readable storage medium containing a set of instructions for an electronic

device comprising the step of:

determining a first quality of a link between an electronic device and a node by
_examining a first layer of a protocol stack used to implement said link that is different

from a second layer of said protocol stack that is used to deliver said packets.

-16 -



