2 5 FEB 2005 WO 02/19072 PCT/ SG0/00126 Distribution of D al %fntent in
Mobi'l e Conputi ng Environnents Field of the Invention The pr hiE S 08t i on
reIates generally to the distribution of digital content, in which a nobile

rconputing environment is provided within which it is ' 0 operate
the dWQﬂSﬂ?”%ontent Definitions throughout this spe@%ﬁﬁ%@?bzﬁk The term
"docunent” is to be taken as referring to any digital content, including
but not limted to text, pictures, audio and vi deo. Ref erence to rel ated
applications The present invention s related to, earlier Singapore patent
appl i caDlombﬂhmwfsblgmﬂb@DaiﬁllhﬂuMmQHBPS“%EHPUI?MSOOSY t he-
contents of which are hereby incorporated by reference' (the "earlier
applications"j: Background to the invention Aberdeen's research '(Securing
t he- GappR&t Y&& Mok @and E Conmerce, Aberdeen G oup July 9 1999 shows -
t hat busrnesses speng $.3,00 billion manually on octet. delivery services,

has; i fied il ess d lo

t ransm @ﬁsengtnr‘f&h% gﬁ?ﬁ?ﬁ%@ﬁﬁ%éﬁ?ﬁﬁﬁ?&‘%‘?l 3&33?“?16 H‘n%h@@t roni c

form OhIOHEE COENE Y RERMGRIF BT R TRbaP Yt H i RESPET 4 AR Sendi ng
docunertbedigitalfeatany. -For exanpl e, UPS charges $2.50 for .an el ectronic=
docunent. up to 1.4 Mytes in size, "but $10 to deliver 20 .pages over ni ght
As' factors that contribute to success of physical deli very track ability,

securi tﬂeﬁﬂ‘nﬁ&ﬂﬂhibﬁgﬂiﬁuatlﬁs'ﬁpﬂcﬂ‘idaﬁonener ging ass in electronic delivery,
Aber deen pr.0j ect s:::t-hat 35% ofit he: overnl ght “del i very market, or 21 mllion

docurmttfhataﬁr «deRinBR® Ss Rtk 4s 16 'ﬁ':ﬂ?tﬁgta!lhﬁatéﬁi,tﬁ&mﬁingmhtzoml A
docune% Qﬁl’%ﬁgﬁg\gaﬁi‘ggﬁ&oﬂb@al? y in :one of two“tormats -- a
publi shed for. rrat r the .origknal format-~an-'which the-docunent is

creat ed; lf a ~ published ' the recipient woul d not be able to edit the

docune efeﬁn&d‘o"%&; é}lﬁaﬁanfgs':) as used ,. the sender woul'd have -no
control over usage ot R ocunent | f the docunent is sent out inits
£ Seng _?a, ft ﬁzo rol sage Anot her

originagl i"].] ..hag: no. wa
probl'e%‘ D1 f"

ocy gﬂs r% is that the
eI plenth -L'"é"“ Bf t war e to
e raettnenty Thrs e L Fatﬁ’aE proved to be probl emati c,
as recr prents often do ot ha the'correct software ..r.el.ease versi on
i N ag L RE: T The technr que ‘of i ncl udi ng.. sorre software in
docurresbng sﬁgﬂt%s&%e'r;r% I'ng Java‘scri pts |n Hi M ‘
Aberdeen s resqamh (Sccm‘mg .the;. Gap Between E—Mall and E—Commerce

,,..},\

' docmnantdehvery servwesepc as cerhﬁéd ma:ll cotmer overmght express, and

facsimile “transpission. Since 90% of business docurnents originate in electronic
form, :online . distribution ‘would be speedier and cheaper than sending documents
manually For example, UPS charges $2.50 for an- elegtronic:document. wp- t0l.4
Mbytes in size, bnt 310 to dehver 20 pages overmght. As factors that conmbute to

- fom; e g PDF) JS nsed the ICClplent wouid not bc able o E:dlt the document, and
_the sender would ‘have 1o contxol over usage of the document. If the document is
sent out in its original format, the sender still has no way of controllmg usage

Another problem with the prcsent model of electromc document dehvery 1s that the
sender. has to assume that the recipient has the necessary software to work on the
document This delivery model has proved 1o be problematic, as recipients often do
" not havé the correct soﬁwaxe relcase version, or installation settings. The techmque
of mcludmg some software in documents, such as embeddmg Java scnpts in HI'ML
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M crosoft O fice docunents; provide only a partial solution. The pr esent

i nvention will address the shortcom ngs of the existing nodel
di stri but| n docunent within a computing environne configured
to CcHAL 9%1nd operate the docunment. The recipient %F}S?%@oéi%gurrent need

not have the .correct software or fonts on .their machine, as they are
bundl ed in the acconpanyi ng conputZng environnment Mreover, the sender's
right can be : uar ded t% nputi ng envi ronrrent whi ch can
enfor ce P ﬁ‘g%ndcﬁcﬁl{“?%f’?c@ﬁo“’ %ﬁ%g'n@hhcﬂ‘ﬁ)@%‘!?@scﬁw en‘@;‘ﬂﬁnﬁwﬁ@al@rrent ly,
t he stan -mechanismto protect a digital document. is to encrypt it, so

that only authorized users: with the correct key. eau{decrypt' the
docurrenffhfp fExsenh hyventiar eviPosddPess e shorttobdiigs oA 'the ex;sﬁﬂg! medelige:: " his

: mechadisaibutiag D aocu@stip el t £ domphtiny BHAYRnfeRD &ﬁhléﬁﬁ;ﬁ fis done, by
-(I)-:‘m?hg SRRP @aﬂd O}g@ﬁéf}tﬁd a;f“g;t %%CJ &ﬁ%f\zlg %éﬂ c;ntg%ld ur a | on ste'?'?l ﬁ[ygbl '?(T
fOl] ____, & 7 £ AECHTIN
SﬁﬁLﬁé%é*%m %ﬁ P "0 ﬁ’g S‘r”és b AT BN o (1 € he
owner s F)%:ﬁ) w OF‘ffrPF?éc 6@ Spflpingdement h user s’
i nf or mat9 ing 1 ish.- a usage . trail- However, marki ng allows - only

enforcenment. after the fact; it .dees:not ;contfol: the usageilof the
docurrerﬁmenﬂrj%éﬁn%d sraehmkiim do privect s sligitab doemmeiit 1o érerypttifeor eci pi ent to
have .t Heatpnbpanboized pemsreith the correBhkeypeansieniypt theafcimenta Batieskesbot h

probl € nKe lfy)sﬂt,snoc&ute,ngmﬂhbdadmmemsme “FHOMadEHaREne ML @aMent whi ch

| S contomplessinted optly alsagd heontlol UkRities; HI€ dolY €BY | TamblcwBelewBat S, T at her
than r ephtiidMailidog. mm&mﬂmnw&w&m&%bmﬂa @pﬁiéereca fgﬁrh% der ati on of
the prhdVing battet Scibbart BEcontfgRRAER 1dEn sl 16 ohGak: method for the

"rendering and di pI ayi ng cif a do eX|t of a c |ent systemvvlthout
requi I‘Aﬁ&hglh‘_ 0l ~a i f1Cy- 9 le t e client
systerg,ateén“' . Q?et? COI‘L @%ﬂ docunent

Tlge ?‘h’“ 'Fg% T ext;
AgHRaRaT ﬁ(ﬂsaﬁ‘? ng text,

Structgy.6 .
dopp oot (1 ocunent '

G R it

wnl n er
do %éel mi Sﬂvethepmperenmonmcnt

 defined’ asa se]f-contamed document sh'uctme Whlch has,, 3 ca;:iaclty 0 1 glude in

~ combination; text, graphlcs and 1mages” The” documen ation is descnbed as
* including: text,»v-gl'aphics “anid” pbssﬂaly lmages Pageli , ct seq, descnbes
- docviment” dmamloadmg from server 1o client as mclndmg‘ any applcts (ava)
assoctated - with' the' docnments including down]oadmg applets 1o ciecompress
received dociments; scaledocuments, control GUI features and present ‘features
such as toolbars, history bars etc., (P.17 line 22 et seq.). Interleaf does not go mto
detail regarding usage control except to say that some security is provided by not
“storing” the document pérmanently on the client. Like the present invention,
Interfeaf provides: a mechanism for bundling accompanymg “software  for
“manipulating a’ “document; e.g. decompression, GUI appearance. However the
~ ‘present mvention goesa step Rurther by prowdmg an environmént within which the
¢ software and docurnént are to be operated. Some resulting advantages include the
ability to mask off any conflicting configurations and software on the native



associated - wth' the docunents including" downl oading applets to
"decohpress recei ved docunents, scale' docunents, control. and
.present "features such as toolbars, history bars etc., (P. % TGFGE;BJ?@&%
'seq.). Interleaf does not go into detail regard| ng usa e control except to
say t B 02418072 security is provided by not "storing" YHESGUAIMENt

permanently on the client. Like the present invention, Interleaf provides
a mechani sm for bundling acconpanyiﬁb softmare for nanipulating - a -
docunent ear ance, ever, the present

dec ession,
i nventi of® %j&'% n%‘mpﬂ?? At BVOB‘E i ﬁ‘ﬂéhlee | iR doTPsagien whi ch t he
sof t war eSonHAls- docunent are to be operated. Sone resultl ng advant ages
include the ability to nmask off any conflicting configurations and
sof t war eBwlyetehal. 6,014,689 diseloBes209Stem\iWhichh98602mB¥sd s 3@RtadHZ udomachi ne,
and to dedendéoCotipiients CndUiRC RacBEéEpRYa thak) &ccﬁ@melﬂéta@@%@mf &leryUsage

control %om?éiﬂ%al%nﬁhumé:&]ﬁ n@ﬁ?orﬂé §§ laa§¥i§.; dhtthgdeo nessages
cont ai n| a0, %56}9 ied. pLAYer 4 A an
executa re.se er AtTOfS “Hethbr ks as an
emai |, A% 8e,scr |ﬁa nhggv‘ﬁﬁsu%he bcﬁdz‘; ¥en %‘t?é’?? her e pi ent

vi ews’ t _ P30 %Eegm&mﬂ BB fo8 H@ssage

ei t her. e‘?%é” ‘ Bk efr%'ﬁhd’é‘?ﬂo 1essegrein a0 ewer ' s

nmachi netXe ljeﬁléo‘@inefﬁmaé# /ORi48i 1 s regarding usage controls.

Thi s patent “provi des a+iechani’smif of ‘bundl i ng. “a pl'ayer with video nessage
in an Vsacimuishet &li-5614.688ressigsditn tePosXa€oiibtionDOREMRE4R evenkat r aman. et
al -. 6 OCerbdn@fnhspstgndn which befiWastiX ctibediedalni ANembie 96 okde FoR e mai |
eﬂhancampiensycstvﬁm wm&ﬁueﬁdqﬁﬁbmg ﬁﬁat;?ﬁﬁl@%ﬁ!e@t&‘hﬁﬂ@ ’ﬂi?eordgf for
the raghdil fidksab® TNk PoresiP Prdvides ARcHBIHO TP B i tributes
That ele@nil. Stie iiGinctfdtPds Wil RAOEP0214B1 S pat ent prn(;\&“ des a n eﬁlz:bl ariism

for bundli ng software' with an.  emnil. Same distinction- as- W|th

W000/-0; ;,aée aiwmﬁga aiscﬁsé99on%%ﬁ' dm&ga&a ]959 ! i ipag access and

usage Qfs %% Eﬁ% nd al | owabl e

access esc 22 45 et seq.

as inc u IJ;I (..)nce":iol vi&’jsj Qtrs]s_eﬂ % ol . hﬂd l?&tﬁ it prow des
igital’

anechani m or Us % | prebt
‘cont en g}%tﬁgé’omﬁ fg%e BFR 38 it 1 ¥doRdes an
operatRo C = 2 ‘- TR Eyl ng softvf

SSt ef i 403 d1 SCI ose: a Syste em for’ cont roI . ng t.he di st riibution and
use of di; |taI “work 1 Lai > ng - age i ght's’ in WhICh rlght speci fication
conporSiefik 3. k54 disglose a system foz|contrellng;
feeli nwefkbamsﬁmém}%g&vh@ Traght spestiirationlicomy
9, li reont®loopy Taricsssp andsfoe/ingentivasriwith asiotoighe amm)duecameddu ng.
usage:digisakt-morks - ﬁatln@nlweﬁmeq)dﬂgst}atentqnbwes ‘aThechadisrerfonce i s t hat
o trmanyhlmmusagnwemolquxmuomw&:mwd:gndrmm Thediffepeneens fas descri bed
aboviethepreseht invasioaprovigeaati W@Mmm%ﬂth@kuswéu 25; g3" is:
di recta%(kcéﬁbp&d@gﬁsof&;ﬂéem that accounts or usage “of = di gltal
appllcatlons niF so rare’ application video file; text .fi le linage file,
by . Archibald-ét:al. 5,825,883 is-directed towards a systern that abconnts for usage of
digital- appl1cah0ns «.g:’ software ‘application; videofile; text’ filé, image file, by
embedding a “meter module” as shown in Figure 6, and described in-Col. 10; line 57
- et séq; as'a'means 1o control and monitoraceess and uisage and biil accordingly. This
patent provides a system to account for usage of dlgltal appllcatlons by embeddmg a
. meter module. Same dlstmchonasmth5499,298 -

- Wyman 5,745,879 discloses a system for managing execution of hcensed programs
in which the product use authotization may allow a variety of license alternatives
such as “duration”, “context” (location and environment), conisumption, etc. (Col.
10, line 42 et seq.). This patent provides a system for managing execution of

- licensed software. Same distinction as with 5,499,298. - '



. enbedding a "neter nodule" as shown in Figure 6,. and described in Col. 10,
line 57 et: seq, as ,a nmeans to control and nonitor ° acces$ {ﬁqd‘gj ﬁ
"and bill accordingly- This patent provides a systemto account fof age
of digital' 7gﬁpl i cations: by enbedding a neter noduIeCT,mﬂqliétr nction as
wth 5, Wman 5, 745, 879 di scl oses a system for nanagi ng execution
of licensed prograns in which the Q{]oduct use aut hor| zation may all ow a
variety of license alternatives sucC duration", "context" (location
and envi ggmrl;e )of-mgﬁbrﬂrptron etc. (Col. 10, line 42 et seq.). This
pat ent provi system for managi ng execution of |icensed software. Same
di stinctjon as wi.th 5,4 9 98. 25 ,FEB 2005 &ng2/1 72 PCI/ S&)Q/ 00126 4
Summary  6Pe PR ERVSRtiothiBersire g ViR AHsichio 8'6‘5&?!‘%?@ tWathsystem to
di st ri blAeacépgpRBingenerating opvronment, fruie ¢ sprdey tng lepdome resipientytheonment |
from a swenderand theatt ldastasic renipienteaach hanig a maching ghel systamthchivbng #te | east one
reci pi erﬁte;sm’h havi ng a -machi ne, the systemincluding the .steps of (a)
the sender ;creating :then sang .as:inage data a:mobil.e corrputr ng

envi r Onﬁengaq&@t%n&etﬂﬁg Ghéti tsahngoaé Sftfage (data t A Bl oniphdidg t i ng:

t he i mage é(f?o RO H@Qte the recipient to open t he
digital. ¢ n n%#g ' 0 % E‘ﬁ \

recreated @EEPE?H%A gr\?lcqlﬁ?e‘@ _?f)a‘ia? t@'l’ clalpt% én%ﬁe%éd}ecﬁ? Pe | oadi ng
of 4 04,; c ) i re erably the
digital cont &freated of apddakepyer f‘ﬁ‘é" BrlP%plhé‘t?nﬂﬂt] w gt on “the
machi ne -of ..t:He digiirl sentent, withm:thegokil %&nmmngeewow ender specifying a
category for. the:di gi talwcontent ;- :¢d)~ the  recreati on’~on the sender’s-
machi nePrferablyike dmtdrvgstenbn@md mlirhél hoiobile cpmpyting enviregarent ononnent  t hat
are pi nﬂxeonmtur@wfehhsehdarthrbaghﬁatsmopiz of-.digital content, and (e) the
sender creating or inporting the;sdigital. content W thin: the recreated
nobi | e corguihe senden ypecilyilip Atcategdiyt for hadigital yomentaddi tional |y, the digital
content igd qedem&%%éwhrmxembrm@wm@maﬁ mobilée nmachi ne
of the sendegonts ;'g,avmﬁnéﬂeﬂﬁtatepréfc&:nﬁ@ee&ﬁmﬁmw k¥ 0¥ dRgtal he di gi t al
cont ent _whi C&n%iﬁhready been, crea,t ed £9).the--recreation on the
sender”s | BGRE! & disbe Pﬁht%wlr&%:ﬁéﬁ“ ronnments
t hat ar'e B@ o |grtal .content; and (h) the
| oadi ng “of “the. '|nto the recreated nobrle conputing

Sr\élcreg%hﬁ% j;.g a%ﬁ t&iﬁ‘g%%m gmchl nello]oortt]gnt 'S
p .

BD |
S‘D

T(D

sender S, o

f) ‘the sender specifyin g the digital conent which bias already boen ma{ea' o
(g) the mcrea n.on the sendex’s’ ‘machine of one. amongst one or more ‘mobile
R mpmmg mmonmcnts that are; pre—con‘ﬁgured for that category of dlg:ta]

‘(h) tbc oading. wof - the digital . content mto the mcreaied mobﬂe computmg

envnonmcnt , : . TSRO

. Fmthc'r a]tmmvsly orﬁaddmonally, _the d;gltal conterit is placed wnhm the mobﬂe
. .L compuhng ermrpnme on thc mac,hme of thc sender th:rough the steps of ‘

(1) the sendet se.l'_.'_f'. 1.3 the mobﬁc computmg cnvuo:nment, wlnch is- recrcated
- Oy the.sendex smachme* and .o ,

(j) the sender creating or: m:tportmg t.hc dlgttal content wfd:nn the Iecreated
mobile computing enwronment.

The sender may conﬁgure the mobﬂc comput]ng environment afier it is created on

the sender’s machine. -

The imagc data may bc transferred from the sender to the recipient on a physical
. storage medium, or over a communication medivm.



(1) the sender selectlng t he nobile conputing enV|ronnent which is

"Tecreated on the sealer'S nachine and the sender creating or J ort| n

t he. di gl tal content Wthin the recreated nobile conputing énvifridh The
sender configure the nobile conputing environnent_after it is cr eat ed
on 88 s nmachine: The inmmge data may be tranRfEPEUMIom t he

sender to the recipient on a physical storage nedium or over a

comruni cati on medium 25 FEB 2005 WO 02/19072 PCT/ SGOO' 00126 5 It is
preferregd .that the recreated pobile conmputing._ environment nmasks off one or
more confidh@rtemhthat the recreated mable kgmBwing rireRmeshmapks effanpiamt ' s

machi ne, MOKCCWRRINARSS D atTaEve comipnting sxpemnmm‘amn the. retipent’scmedting] nobi | e
conput i rig:caﬂmgtomhaeamhddnhspmfc&tmnp| ent's machine -may contain a counter,
set, by, the - sender, for limting the usage of the content. Furthernore

the reCrBa! AfreaBaDidoBiIS hﬁﬁ@eﬁvﬂbﬁﬁ’enmtﬁl 8 HRHIERY Blathine emﬁﬁchi ne may

obtai n "3HLAOT ZaGN < B&,omea lerfayq Elﬁs\é e PP-Fe t g the

di gi taI 9:9%&9" el J%ted mg é%” b | e n‘%?’r%? fLongent t oln
the recipjen NRCHI. T YCRT e digita
cont ent % ng'ﬁ? HY ?’gﬁbg’;’f@ @Be’i“B%Jb‘P ng

envi ronf‘?tﬁﬁ‘f’J “ fi"@ﬁorf #hg §°E"F  CORpUERE EpvIKonmgat Himdhe t he

conf i gut@@@tmmgnﬁnqﬂ&aemsheg F‘S@h\*ﬁ@blﬁm@ﬁdﬁ@mﬂﬁ@i i$wsed. consi sting
of (a) nodifying the.digital -content’; (b) customzing the corrputl ng

_envi ronﬁmen@y(myﬁmdmlmybﬂugcmgmgmmmaﬂm it ilegeatedhid e conput i ng
envi r onike sendeals mahinegdthe aionfigadig mmdix;gatmaﬁalmﬁeéle&earﬂc(m thed Wal | paper;
(ii) a Ipdteondisiing off desktop icons; (ii1) -a:-plirality of -programs and
docunents together with any, shortcuts rel evant (iv): a set of fonts;: (v)

a clipboay; lg{,dﬁﬁﬁé‘lﬁ.ed] w}oﬁeﬂtegl stry; .and (vii):a plurality. of directory

“Mappi ngs {,m&g‘gﬁ enf. zgd 04- I'n order that the invention.
may befucbWV gﬁ% gﬂ% y put into practical effect; a preferred
enmbodi ment 1 DE descrl W th-refer ence. to. the accorrpanyl ng

draW| ngs |n Whl ch

thefhst com;msmg

0 2 wallp@er e
@) a plhoradity of desktop icons;
(m) a phu'ahty of p}rogmms md documents togethbr "mth any shortcuts relevant

(‘ v) a set of fonts
(v) aclipboard or cache

. (v1) aregistry;.and -~ S e
- (yid)a plurahty of d:rcctory mappmgs

) Descnptmh of drawmgs L
In order that ihr. mvmhon may be ﬁﬂly undEIstood and reachly put into’ practlcal
R effect, a prefexrcd embodiment- w111 now be descnbed W1th referencc to the
- accompanymg drawmg,s m wlnch : . .

Fl gure 1 15 an mush‘ahon of thc systt,m a:rchltccmre, and
Fignre 2 isa preferred flow-chart. B

Description of preferred ei:'lbodiment“

In the earlier applications there is detailed a mechanism for loading a mobile
computing envionment onto a machine for configuration; such as setting
" environment variables, Ioadmg data and mstallmg software, then umloading the
'computmg environment with al] the configuration for subsequent recreation, either



Figure 1 is an illustration of the system architecture; and Fi gure 2 is a
preferred. flow chart. Description of preferred enbodi nent h,g gn{ﬁg;ﬁ
applications there is detailed a nechanismfor |oading a m)bi 1B % i ng
envi rmﬁﬁmﬁnto a .,machine for. configuration, ~ such as sett i ng

envi r On ariables, | oadi ng data. and installing sBETREPUII2G e

unl oading the conputing "environnment with all the configuration for
subsequent recreation, either 25 FEE® 2005 WO 02/19072 PCT/ SG00/ 00126 6 on

t he sanmeypr ng%[;}:e esent | nvent i on kes use of this
mechani s&f the preirerrcliz}‘lc'fp T’c’ﬂ ¢ &Fc SF%%VFBE%tm et of, this

pre-confi guraglcim%orrputl ng .environnents -are -regi stered on the sender’

machi ne for operating various types of fil'es. Each.. conputing envi ronment
cont ai nsIntﬁé’féféﬂ’F iment sof &nvpmmmtrenvennsﬂ,tpnengaﬂgu@adc m¥utingf Orth .
that ar enMiseninehts armgmem]eon tha ssnder at@sthine! Br 6pdr AU Vanmﬁtyﬁ& ting

envi r onfdest Fach abmpuiime leutieonimedt "@ntdiseibd HAOL Goots. BhbBonmle €7 ence

mat er| ak&hn@a%hﬂpsdlféﬂﬂ M%@%&éﬁew% tﬂé | {a§gdatm._= o ess onal
Yheorddist < C ne\ ﬁcuma_nt"’@;ﬁ ‘ating system

{ ‘Fﬁﬁt is
] prmipnég ?119[9} owed; by the

docunent usi’ ng'the apg] opriate sof t war e.
SR‘“H?PE ?I‘a’ ist potlné n t he

addi ti WWW@“WMRWf certain |ocal .resources, such as the

floppy. drive and |ocal printers, so! that they will not be avail abl e when

t he- C(ﬁﬁplsiss rgeatingi thendentens mmgrmatmvﬁpe taﬂ@ ﬁ,ﬁglﬂl &@t ﬁmﬁﬁﬂl ne.

Mor eov envirdrimer cthe senden eas pls6 ichitomERABe 66X0p ‘ - These

r equi r eowldtisclede bat hﬂﬁiuﬂﬂ&ntbﬂ&oﬁis&lﬂ?éadd;ﬁ@ﬁaﬁ eje; ed Lsage

count etertain lotal idsbfibs, QiR ]he RPPY dkife and [RGK ‘.grﬁﬁ? the
erdAlol j , %t rity before

docunesit be a04IRIBA] wheh tﬂ\mﬁﬂﬁtﬂ@ : fs @g )
v ) . anismto
*di*Pve it as
"&"? Znk, either an

Rt anThe sender
g PM‘]d usage control,
N G,/ fhe gpefating environment can
& QP g pertpmsim tg yploag; W@Omvmht s end, a
EASHage doage.date. ©ap siophbe settiotthe.
onaph S1C2 -mnsuchasCDROM,ormonhnetransmxsmon.

a physm -' nQQBGi.

can distribute -a docA., it,

The sender can distiibute a docmnent, with accom p:mymg soﬂw 'and usage
~ control, in a dlsposab]e operating environmient. A]so, the opefating enwronment can
be clean and free of defects andfor wruses- o . |

At the rec:p;ent’s end, a standard ]oader is needed on: g maclnne to reconstruct the
~ computing' enviromment fron jts image data. When the comp@ng envn-o' ient is -
recreated,. - it ‘takes..over. the . Jecipient’s:: machi o i ' ;"'thé"
pu en ent-ave.available to the rempwnb The cnmpu' fig cnvnonment |

al§o carties-out the’ usage control and resource: aizsking measires- WIﬁed by the

sender. Finally, the target docuument is opened with the appropriate software. The
recipient can operate the digital: content . using the accompanymg soﬂware and use
all the resources in the provided accompanying. cnvnonment '

In anm‘hcr preferred embodiment, the sender selects a pre-existing docmment, which .
causes the associated computing environment to be- loaded, foltowed by the opening
of the selectcd docmnent usmg the appropnate software _

In a thn'd preferred embodlment, the sender sta:ts by se}ectmg a, computmg
environment. direcily. Once the selected computmg énvironment is. loaded, he then
proceeds to invoke the appropriate software to create or import the docuinent.



conputing environnent- from-its. image data. Wien the conputi ng,
“‘environnent is recreated, takes it over the reci pient's rracrz g%l%t
resources within the conputing envinronment 'are: available tLﬁ 200
'reci’pient. The conputing environment also carries sage contr ol
and r ¥OH18Y2maski ng neasures: specified by the seﬁ’é’lerfSéqgﬁﬂlg?Iy, t he
target docunent is opened. with, the appropriate software. The recipient
can operate- the digital-: content Using the acconpanyi ng software, and use
all the resources in the provided acconpanyi ng environnent. In another
preferr enbodi_.nment, the sender selects a pre-existing docunent,. which
causes t Hetg¥sELrdpdhe deines: @g‘ﬁﬁ Vi thomsethe sysienp archiigefieed A fsetdeswed by t he
openi ng ligpt waehine | @ eanctend ecligial dogneny withdtsompoting evdr@aidnier @, | n a
third predipenkdlientboaihimn i), viacsendad sarvest madhineb0 anélecipiohd sarve@nput i ng
~envi ronneathineditr ectly. Once the. sel ect ed conputing environnent is. |oaded,
he then proceeds to invoke the appropri ate software to create or inport
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. usage tra&&hﬁﬁeaﬁ&ﬂﬁkﬂﬁ@%ﬁ%!{&ﬁil ons, .ang:so :f-ort h: ol  omng. : whi ch
t he . .sender.- 10 saves he corrputl ng: l-.envi. ronnent__‘ ‘;_,;(l ncl udi ng document
"0 X thgomgzghEh i o duéom sender
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(Fvy 4rasXs® appl #'®&tions in recipient machine 40 so that--
enPA0%aBBhas

conputing environnent is fused by recipient: The recj

t he docunent in the conputing environnent. Whilst t @ﬂﬁ&@fﬁééﬁtaﬁg%rlbed
in the foregoing description a eferred enbodi nent of the present
invention, it will be understood by those skilled in the teglin @qgg qfai
many variations or nodifications nay be nade w t hout departing ; %
present invention. 8 Cains PCT/SQ0/00216 Received 02 August 2002 25 FEB
2005ciimsA systemto distribute digital content with an acconpanying
operating environment, froma sender to at_|east one reci |ent each

havi hg a AEsiemna, d'SEfﬁBfe leson nying g env d
R it -l bk B st i P
cont ai ni Ee%"%&%anﬁ%ﬁwg %aggmdbﬁe&mmgbmoﬁnwomnt bei ng

created t heon one or nore nobile conputing

envi ronnggt s m@%mﬁr@mﬂﬁﬁgmn@mﬁ@ﬂg&@ﬁetﬁon thatengatsynafinelirghh t al cont ent

- (c) the createaf §0hirk ancbidTpatbpulr envirsnmenisaingt arenplewednfiggred frl aral ity of
prograns, anciegengbigilrontedts specified by the sender, and (d) the sender
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open t egﬁjl g| Wﬂm‘:’%‘gﬁ& 2 peenﬁgg%%etpeq?ﬁzgi% nment to be

recreate I ng the !bating

of the digit ﬁp u', e b b EkvonRbith Be @QBREE drNg  environnment 2. The
system as i n fubdivkr thehipRits iddming]i gi tal content is placed within the
recreated cdasguding nibe deading cofntbertdiotal ¢onlentmadliin e obbiteheongpadeter t hr ough t he

steps at (e) envienmender ~speci fying the cat egory of the digital content; (f)
the_sender creating POt i i 1a %hgithe creat ed
mbfle T8 ) 1o Rl d T fhi A ﬁﬁm wﬁh&ﬁ,e"}"eér wherein the

&P SRR it britéht; m)bl | e conputing environnent
on the ngchi maﬁa&rf&&aﬁgmi%

h g GiveQdigihenebiophinahe cegpd nadilessender
specifying t kempliing ¢enskongentt ent whi ch has already been created: and (h) the

bodi ng of the di taI cont ent e .create bi |l e conputing
envi-r onERFYsiem asjin.cla. % gﬁ&@”ﬁ %‘gﬁwﬁe sender

confi gurfggp'l% f _;,_,, ﬁe@ﬁcrbﬁge& Snéreated on the
sender ' §pNMAC fHen

Radird Qxfsmstagnaawéml ﬁﬁdﬂbn:n&éﬁ&l nmdbile Waeipetrig t he creat ed
nobi | e conpueavitgnneemt/i ronnent  includes at |east one feature selected from

the li st Cs]gBml Slmng 3 Wal | Pabeein the sender configures the mobile computing
envarorm)erutaﬁer:tascreatedonmesender'smachme

5. The system as claimed in claim 1, wherein the created moblle computing environment
includes at least one feature selected from the list compnsmg
()] a wallpaper,
()] a plurali:y of deskiop icons;
[{0)] a set of fonts;
{iv) a clipboard or cache;
(v)  aregistry; and _
{vi) 3 phuralily of directory mappings.

6. The system as claimed in claim 1, wherein the image data is transferred from the
sender to the recipient on a physical storage medium.

7. The system as claimed in claim 1, wherein the image data is transferred from the
sender to the recipient over a communication medium.

B. The system as in claimed in clam 1, wherein the created mobile computing
environment masks off one or more compoenents in 2 pative computing environment on
the recipient’s machine, according to the sender’s specification.

9. The syster as claimed in claim 1, wherein created mobile computing environment on
the recipient’s machine contains a counter, set by the sender, for limiting the usage of
the digital content.
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, a pl intalBty of dé¥ktop icons; a set of fonts; a clipboard or cache,-
registry; and a plurality of directory nmappings. 6. The SyBCE[S(Eﬁ)/Q

in clam 1, wherein the inage data is transferred fromdcbﬁedeﬁﬂﬁg[, ?3

reci pient on a physical storage medium 7. The systemas clainmed n cl“aim
1, wherein the image data is transferred fromthe sender z]g the recr pi ent
over a communi cation medium B_ The systemas in clained

wherein the created nobile conmputing environment nasks off one or m)re
conpottent Fhe sysematclaied GO t1| wberei thercpak® RobiRitombliting eaarbighednt ' s machi ne,
accor di ngot ¢het teeipisa’n dwichise siptains Buthaization . frof. anT bppravgistubmriisbefreai ned in claim
1, wher ei Apeding hedigiaiommrant: corrputi ng environment on the recipient's machine

cont |ns g counter set.b he sender f or mting the, usa%e of the
c PCT/ S0/ 00126

di gi t'& &E% R(geated "6 pap 999"" N}

Recei ved 5’2‘ 'Amﬁ'gn s e g"?cll—fﬁg%e(%e%? QAL o Y i med i n cl ai m
1, whgrei ﬂretspﬁer%@a&.ﬁsbmmfwﬁaemmes@gde%aﬁhgmmu@&nn recipient's
machi ne  ofiirdnfint2dbMiD s cfealed WA the Sehdars MRRMOMAL calibUNRg incMdiREEOr € openi ng

t he di gi tiedst granite stlectedrom BReagrapsbesiatigsofcl aimed in claim 1, wherein the
creat ed rigbi | encgd¥ngdicidipialerniéntandrent on the recipient's machi ne notifies
a. tracki(Pyg aWWW"&H@"W’%aI content is used 12 The system as
cl ai d |ﬁn cI al m t nde confl urne"s tmuta 8 conputi ng
envi ron E& 5‘; ':ﬁ'ﬁﬂ"e' i:tedatl Fhe confi guring

i ncl udi ngy one 1tem se ect from t he group consr sting of (a)

nodi fyi ng)t headhgmyaﬂdemtn@ni,, and (b) custom zing the conputing

envi ronmgit . &8etoffosystem as clained in claim12, wherein the nobile
computin env?mml udes at |east one feature selected from the
group cofrs i stf d wallp er (ii) a plurality of desktop icons;
(ii1) a 8t of PFom S, Cri'pboard or cache; (v) a registry. and (vi)
a plural rﬁeysyettm%rceﬁs@wcﬁww%m et sendbleofngile edfeiddahemé i n claim 3,
~Wherei n tdvputingnaberonmbiti diguR &Scrtdial o ert edddr® idcine, Anpaifigurigg envi r onnent
after i tmwgfm@manwmgmmnmmgme configuring including at

| east on kerwm%@ﬂ;mg graup consisting of (a) nmodifying the

di gi tal hnt SHEPPEAY

15. The system as claimed in claim 14, wherein the created mobile computing environment
includes at least one feature selected from the group consisting of:
) a wallpaper,
(9 a plurality of desktop icons;
(i) a set of fonts;
(iv) a clipboard or cache;
{v) 2 registry ; and
(wi) a phurality of directory mappings.

16. The system as claimed in claim 4, wherein the configuring includes at least one item
selected from the group consisting of:
{a) modilying the digital content; and
{b) customizing the computing environment,

17. The sysiem as claimed in claim 16, wherein the created mobile computing environment
includes at least one feature selected from the list comprising:
(] a wallpaper, _
() a plurality of deskiop icons;
(i) a set of fonts:
(iv) 2 clipboard or cache;
(v)  aregistry; and
(vi) a plurality of directory mappings.

18.  The systemn as claimed in claim 12, wherein the created mobile computing environment
masks off one or more components in a native computing environment on the
recipient’s machine, according to the sender's specification.

19, The system as claimed in claim 14, wherein the created mobile computing environment -
masks off one or more compenenis in 2 native computing environment on the
recipient's machine, according to the sender’s specification.
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(Y %St bt zi ng*tie i nputing environment 15. The systemas clained-in claim
14, wherein the created nobile conputing environnent i nclPi¥sGad/opgagt one
feature selected fromthe group consisting of (i) a Mbdimmgmuﬁlngoz
plurally of desktop ices; (n7 apgset of fuels; (iv) a clipboard or cache:
(v) aregistry ; and (vi) a plurality of directory mappi Ngp @.BTgﬁgésystem
as claimed in claim4, wherein the configuring includes at”[‘east item
sel ected fromthe group consisting of. (a) nodifying the digital content;
and (b)custom zing the conputing environment. 17.The systemas clained in
cl ai A 16.Thamvsieai a5 cleimed i Wain d6, whelsirn the gentginabigeoempuiing @nvi@mhent Ncl udes at

| east ond"FapllioBe SbIMOER EAMPIBHS tihe@ hitive coromting shvirgnment onaheval | paper; (i) a
pl ur al i t yEHENFIQENBn, 26<oping to the pendersgpaclicaten. fonts; (w) a cli pboard or

cache; (v) aregistry ; and (vi) a plurality of directory mappings. 18.
The systemas clainmed in claim12. wherein the created nobile conputing
envi ronnent nasks off one or nore conponents in a native conputing
environnment on the recipient's machine, according to the sender's
specification. 19. The systemas clainmed in claim14, wherein the created
nobi | e conputing environnent masks off one or nore conmponents in a native
conputing environnent on the recipient's machine, according to the
sender's specification. AVENDED SHEET |PEN AU 2- 8-02; 13:59 ; ATMD

PCT/ SG00/ 00126 Received 02 August 2002 10 2 5 F LE B 2005 20. The system
as claimed in claim16, wherein the created nobile conputing environnment
masks of f one or nore conponents in a native conputing environnent on the
reci pient's machi ne, according to the senders specification. AVMENDED SHEET
| PEA/ AU
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