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(57) Abstract: In an embodiment of the present invention a
biometric reference information storage device receives chal-
lenge information from a biometric reference information cer-
tificate generation device. The biometric reference informa-
tion storage device generates biometric reference information
on the basis of biometric information obtained from a verific-
ation subject. The biometric reference information storage
device transmits to the biometric reference information certi-
ficate generation device a biometric verification context con-
taining the challenge information, a hash value for the bio-
metric reference information, and a first digital signature. The
biometric reference information certificate generation device
verifies the challenge information. The biometric reference in-
formation certificate generation device verities the first digital
signature on the basis of a first public key. The biometric ref-
erence information certificate generation device transmits a
biometric reference information certificate to the biometric
reference information storage device. The biometric reference
information storage device writes the biometric reference in-
formation and the biometric reference information certificate
in a storage means.
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10 Biometric reference information storage device

20 Biometric reference information certificate generation device

S8T1 Request to start registration

S§T2 Challenge information generated

8T3 Challenge information

8T4 Biometric information

ST5 Biometric reference information generated

ST6 Temporarily saved

8T7 Hash value for Biometric reference information generated

ST8 Biometric verification context generated

ST9 Temporarily saved

Biometric reference information hash value, Biometric verification context
Verification

ST12 Biometric reference information certificate created

S8T13 Biometric reference information certificate registered in account
S§T14 Biometric reference information certificate

AA  Verification subject

§T10
ST11
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