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Encrypting Device 5 Technical Field This invention rel at crypting
apparatus, a decrypting apparatus, a nessage authentic §?%%%g3§gﬁ%
generating unit, a nessage authentication code appending unit, and
integrity verification unit, and a ragio communication apparatus used for
devi ces such as a cellular phone. 10 In particular, the invention rel ates
to data confidentiality and integrity processing. Background Art Fig. 24

shows a conventi onaj Nt IS AR ARG AN Fi{g%ﬁoé@ JTd“l%d‘Zééf) (interface) unit

510, a radi o conmmuni cation control Unl a radi o comuni cati on unit

530 are provided to the conventtsﬁqf@i IFj 1’ phone 500. The termnal IF
unit 510 perfornms interface w user the cel lul ar phone 500. The
radi o communi cation control t e f or 6 conmuni cati on control of the
whol e cel l ul ar phone, 20 data cgﬁl Igi:psfg% ant dat a processi ng based on
protocol. The radio comrunication unit 530 nodul ates and denodul at es data
to enable radio commni cation. The radio comunication unit 530 supports

t he physi C& ? r.(layer 1), which is the | owernost |ayer of seven |ayers
def i néd @ fcaldfagldy systens. Interconnection). A confidentiality

processing unit 540 is .25 provided to the radi o conmunication unit 530.
The confi dent i 6{[‘1}1§9nvent10n relates to an encrypting apparatus, a decrypting

apparatus, a message authentication code generating unit, a message

authentication code appending unit, and integrity verification unit, and a

radio communication apparatus used for devices such as a cellular phone.
10  In particular, the invention relates to data confidentiality and integrity

processing.

Background Art
Fig. 24 shows a conventional cellular phone 500.

15 ‘A terminal IF (interface) unit 510, a radio communication control
unit 520 and a radio communication unit 530 are provided to the
conventional cellular phone 500. The terminal IF unit 510 performs
interface with a user of the cellular phone 500. The radio communication
control unit 520 performs communication control of the whole cellular phone,

20 data conversion and data processing based on protocol. The radio

-communication unit 530 modulates and demodulates data to enable radio
communication. The radio communication unit 530 supports the physical
layer (layer 1), which is the lowermost layer of seven layers defined by OSI

(Open Systems Interconnection). A confidentiality processing unit 540 is

'_.25 provided to the radio communication unit 530. - The confidentiality



2 3 Cctober 2005 processing unit 540 encrypts or decrypts data of the

physi cal layer to be processed by the radio connunicatigg*g I t f As the
data sent/received by an antenna 541 és encrypted by pr "&ﬁ&
confidentiality processing unit 540, Wiretappers are prevented from
obtaining any significant 5. information unless the ecryption codes are
broken. The conventional cellular phone 500 has the confidentiality
processing unit 540 within the radi o comunication unit 530. Accordingly,

the data to be.proce by the canfident; ali processjng unit 540 is
stored i FHE! Vé’ﬂ'@i&g P&%@rpr%f Pﬁ@@?ry s da apﬁghepﬁﬁgﬁleai ﬂﬂyﬁyéi’f’,&j@it is

I npossi bl e to 1Q.di scrinj.nate data between user data and control data. Data
sent / r ecdi"PEEfFSe }’Ytﬁ@ EarealPGP’é‘Fn%’GﬁEOPﬁBP&é@Q- vasitbeslatpsentisecadeech such as
user dataqor signaling data, and_ it is required to performdata

conf i dent@¥afR GRtoRRR éégilﬁ gnpugsed by nheidingdhricanbdentiatity prenessingat a
integrity depending on the significance of the data. As shown in the
convent i oRat 54Pcwittedappers, arsi prezented frencataiviont amy signifcatessi ng unit 540
is provided to the layer 1, the data cannot be performed the

conf i dentinfirimation andessi the evoyptite coddseayre byokepr ocessi ng based on the data
kind because it is inpossible to discrimnate the data. kinds at the |ayer
1. Further, th&hsocommentibnall celiafarddninesd00 kap the esis dentigstypeen 20
performed by generating a random nunber sequence synchronously wth

i nput ti ngrdedsaimgn dnkxys P@ wficHif the raficédtn Analication udfic 586. dat@rand:yhe
random nunber sequence synchronously with inputting the data. Yet turther,

the convehtidemalto batfetedsedHoRRS®nTllchemIRe §oRasl A (R 540 is stored

in the physical layer (layer 1). At the physical layer, it is impossible to
10  discriminate data between user data and control data. Data sent/received
by the cellular phone includes various kinds of data such as user data or
signaling data, and it is required to perform data confidentiality procéssing
based on the data kinds, or to ensure data infegrity depending on the
significance of the data. As shown in the conventional architecture, since
15  the confidentiality processing unit 540 is provided to the layer 1, the data
cannot be performed the confidentiality processing nor the integrity
processing based on the data kind because it is impossible to discriminate
the data kinds at the layer 1.
Further, the conventional confidentiality processing has been
20 performed by generating a random number sequence synchronously with
inputting data and by performing an XOR operation of the data and the
. random number sequeﬁc_e synchronously with inputting the data.
Yet furthe;j, the conventional integrity processing has been performgd '
by generating a message authenticatioﬁ code for each data or checking

25 integrity of the data for each data.



by generating a nessage authentication code for each data or checking 25
integrity of the data for each data. 3 Cctober 2005 3 A;h,)r f rreﬁ(11q

enbodi ment of the present invention ains to perform hig (fcﬁ oY
confidentiality and integrity processing. Further, another objective of the

preferred enbodi ment of the present igvention is to performthe data

. confidentiality and integrity processing at a 5 higher layer equal to or
greater than layer 2 (data link |layer) of the seven I|ayers of the OSI. Yet
further, another objective of the preferred enbodi nent of the present

i nvention is t&efasedemhodynent @gﬂiq prRasenhinveptimdaing typenfgrmpr ocessi ng
wi t hout | oading on the central processing unit and the bus. 10 D sclosure
of the | nkightsperdAtdercdnfigentiality andtintegriétyt protedsieg.pr esent i nventi on,
there is provided an encrypting apparatus conprising: a central processing

uni t. for i nput Fifthe?Nsh@hepehidcige 3f ¢RE brdlerfd DAdbodikRet o RiBeYi@dedOr
generating a random nunber sequence and pl ai ntext data; an encryptor for

i nput ti .ngintvgﬁti%ﬁ% Eg #}e#gg%aéhef 400 ctog%td%ﬁﬁtagﬁ% anﬁriggg%gﬂrﬂ}?rgﬁgésfirég ré,l? a5

generating the ran er sequence based on the
 goner & od BPeT R BHAbCBPT ELrISkHBH UL T e hpthe Shgetha
pl ai ntext data fromthe central

layers of the OSI.

Yet further, another objective of the preferred embodiment of the
present invention is to perform the data confidentiality and integrity
processing without loading on the central processing unit and the bus.

10
Disclosure of the Invention

According to a first aspect of the present invention, there is provided
an encrypting apparatus comprising:

a central processing unit for inputting and outputting a control signal

- 15 | to be used for generating a random number sequence and plaintext data;
an encryptor for inputting the control signal from the central
_processing unit and generating the random number sequence based on the
control signal;
a random number sequence memory for storing the random number
20 sequence generated by the encryptor; and

an operating unit for inputting the plaintext data from the central

processing unit, performing an operation of the plaintext data input and the



processing unit, performng an operation of the plaintext data input and
the 3 Cctober 2005 4 random nunber sequence stored in thgé@nlgo[%&%nber
sequence nmenory and outputting ciphertext data, wherein O

processing unit outputs the control signal before outputting the plaintext
data, and the encryptor starts generathon of the 5 random nunber sequence
before the plaintext data is input into the operating unit, and wherein
the central processing unit first starts the generation of the random
‘nunber sequence by the encryptor and nenori zati on of the random nunber
sequence Bndie Manbehseanebee stargdéndbe mrandoy, numbar sequaretthembdy oper at i on
of the plaintext data and the random nunber sequence by the operating

~unit, befand opephing aghehexgdaes,ati on of the random nunber sequence by
the encryptor, the nenorization of the random nunber sequence by the

random nunber GAQuSRGHeTRIR M praddsiliPuRe b LAl cc&'@?ol s?%ﬁlgfeﬁéflehgat a and

t he random nunber sequence by the operating unit In par

| encrypt or S 1 nerathon of .the randomn er sequence, .before the
" operati ngoﬁﬁ)ﬁ:{thi%ﬁpé&%éﬁ%@egﬁ ‘g{iltf?t’g P gteé%cr}ﬁt@r@ﬁ%&?ﬁfeﬂ?ﬂ} HPLOEtBE | east an
encryption key and a | ength OL he pl aintext data, generates the random
nunber? seﬁ"lféﬁ%% MUGRHFUREnre Q{OHQ she phgnierd dataipdexet de dhesi ng the

encryption key, and makes the random nunber sequence nenory store the
r andom nueireRtigquetcandener at ed, and 3 Oct ober 2005
wherein the central processing unit {irst starts the generation of the
random number sequence by the encryptor and memorization of the random
number sequence by the random number sequence memory, then starts the
10  operation of the plaintext data and the random number sequence by the
operating unit, before performing the generation of the random number
sequence by the encryptor, the memorization of the random number
sequence by the random number sequence memory, and the operation of the
| plaintext data and the random number sequence by the operating unit in
15 parallel.
The encryptor starts the generation of the random number sequence
.'before the operating unit inputs the plaintext data.
The encryptor inputs at least an encryption key and a length of the
plaintext data, generates the random number sequence haviﬁg the length of

20  the plaintext data using the encryption key, and makes the random number

sequence memory store the random number sequence generated, and




5 the random nunber sequence nenory includes a buffer for outputting the
random nunber sequence stored in case that the operati ng%gmit i g)ts t he
pl ai ntext data. The operating unit inputs the plaintext tcg()}%eg pondi ng
to plural 5 channels; the encryptor inputs channel identifying information
~for identifying a channel and gener at es t he random nunber sequence for
each of the plural channels; the random nunber sequence nenory stores the
random nunber 10 sequence generated by the encryptor for each of the
plural channels; and the operating unit inputs the random nunber sequence
correspondi ng theoraguiom otmbeer sshuente oleamenyl inchrdemanmfdér fome pl ai nt ext data
is input and encrypts the plaintext data. According to a second aspect of

t he presemitputtiagttherantlber fuinber 16q el diebdaind@ee \thht Ble apdaaids
conprising: a central processing unit for inputting and outputting a

control sﬁﬂﬂqhgugsgﬂ%:%}ég[g%}:}%t@_ener ating a random nunber sequence and

ci phertext data, ( or inputting the control signal fromthe
RTINS S TR R NS T e S
r andorg nuCrE)a%rnel;equence generated by the decoder; and 3 October 2005 6
the encryptor inputs channel identifying information for identifying a
channel and generates the random number sequence for each of the plural
channels;
the random number sequence memory stores the random number
. 10 sequence generated by the encryptor for each of the plural channels; and
the operating unit inputs the random number sequence corresponding
to each of the plural channels from which the plaintext data is input and
encrypts the plaintext data.
According to a second aspect of the present invention, there is
15 provided a decrypting apparatus comprising:
a central processing unit for inputting and outputting a control signal
‘to be used for generating a random number sequence and ciphertext data,
a decoder for inputting the control signal from the central processing
unit and generating the random number sequence based on the control
20 signal;
a random number sequence memory for storing the random number

sequence generated by the decoder; and




an operating unit for inputting ciphertext data, performng an operation
of the ciphertext data input and the random nunber seqqugf stg&&ﬁ in the
random nunber sequence nenory, and out putting plaintext éT%Per erein
the central processing unit outputs the control signal before outputting
the ci phertext data, and the decryptor,starts generation of the random
nunber sequence before inputting the ﬁ?aintext data into the operating
unit, and wherein the central processing unit first starts generation of
the 10 random nunber sequence by the decryptor and nenorization of the

random nunberarsepprafve wyittfhe inmrdory aphbetexs dgte peeforenogyn t hen starts
the operation of the ciphertext data and the random nunber sequence by the

oper at i ngpémhtion PEERS eiptRi-fait g ihpet 88Aha kAR niABef s8R BUTDer
.sequence by the decryptor, the nenorization of the random nunber 15

Sequence'éﬂﬁrédhﬁl ﬂ%’%}%o%‘ ﬂ’gl%be%es%ng@rﬂﬁ‘é‘e RS ,@Bﬁ}@ﬁﬁtﬁﬂgpﬂﬂ’&tpf the

pl ai ntext data an e random nu sequenc operating unit in
paral l el . '{he decryptor starts the generation of the random nunber sequence
bef ore ttpélﬁper ating unit inputs the ciphertext data. 20 The decryptor
inputs at |east a decryption key and a length of the ciphertext data,
gener 8t es t he Whergsnthe pewiral prersseastanit sytp s thermgnirol signaidefirgher t ext
data using the decryption key, and makes the random nunber sequence nenory
- store theutpatihng bherbphestegtelade, gedehatiedypSorCstiapteget3abionR of the

random number sequence before inputting the plaintext data into the
operating unit, and |
wherein the central processing unit first starts generation of the
10  random number sequence by the decryptor and memorization of the random
number sequence by the random number sequence memory, then starts the
operation of the ciphertext data and the random number sequence by the
operating unit, before performing the generation of the random number
sequence by the decryptor, the memorization of the random number
15 sequence by the random number sequence memory, and the operation of the
plaintext data and the randonﬁ number sequence by the operating unit in
parallel.
The decryptor starts the generation of the random number sequence
before the ope_rating unit inputs the ciphertext data.
20 The decryptor inputs at least a decryption key and a length of the
ciphertext data, generates the random number sequence having the length
| of the ciphertext data using the decryption key, and makes the random

number sequence memory store the random number sequence generated,




and the random nunber sequence nmenory includes a buffer for outputting the
random nunber sequence stored in case that the operatin Ni,t | ts the
ci phertext data. 5 The operating unit inputs the cipher?%&#m§§ggﬁﬁg
corresponding to plural channels; the decryptor inputs channel identifying

information for identifying a channel7 and generates the random nunber
sequence for each of the plural channels; 10 the random nunber sequence

menory stores the random nunber sequence generated by the decryptor for
each of the plural channels; and the operating unit inputs the random
nunber sexpuknce corresponding to each of the channels from which the
ciphertext data is input and decrypts the ciphertext data. 15 According to

a third aspectthefrahbdenPh8ERRY sbfietd BRmdriahslddes i Byirdedr a radio _
comuni cati on apparatus conprising: a termnal interface unit for inputting

the i or mAapatHIEPHEERIOAGABLE Qnlihce ileg PREBR: LREBRAHTEY 7

_ ace unit, processing ase a pro%

20 outputti.ng a result of the processing; a confidentiality processing unit

for i nput‘lrflﬁg“ “@&E‘Frﬂbﬁ’h%‘?t%ta‘ilg%d the data fromthe radi o comunication
control unit, r;lperform'_ng confidentiality processing by encrypting the data

i nput Sbased onl'h¢heperafimeotnid itpuishidre dphertgxt data corresponding to plural

channels;
the decryptor inputs channel identifying information for identifying a
channel and generates the random number sequence for each of the plural
channels;
10 the random number sequence memory stores the random number
sequence generated by the decryptor for each :)f the plural channels; and
the operating unit inputs the random number sequence corresponding
to each of the channels from which the ciphertext data is input and decrypts
the ciphertext data.
15 According to a third aspect of the present invention, there is provided
a radio communication apparatus comprising:
a terminal interface unit for inputting data;
a radio communication control unit for inputting the data input by
the terminal interface unit, processing the data based on a protocol, and
20  outputting a result of the processing;
a confidentiality processing unit for inputting a control signal and
the data from the radio communication control unit, performing’

confidentiality processing by encrypting the data input based on the control




signal input, and outputting the data processed to the radi o comrunication
control unit; and a radio comunication unit for inp“tti§@¥¢§£&%i i ng, and
sending the data output by the radi o communi cation conttol "Unit5 wherein
the radi o comuni cation unit outputs the control signal before outputting
t he data, wherein the confidentiality grocessing unit includes: an
encryptor for starting generation of a random nunber sequence to be used
for encrypting the data before the data is input, and outputting 1.0 the
random nunber sequence generated; a random nunber sequence nenory for

i nput t i ngsigefilomputhendatbpitging tipudat@nerocesqedrtarthleyragiocommuheatiamdom
nunber sequence output by the encryptor; and an operating unit for

i nput ti ngegnfigoldaties afl encrypting the data by 15 perform ng an operation
of the data input and the random nunber sequence stored in the random

o - ' - i: ' i r.al it
firer starte trotedgdbmfhlicfishintte MiEhAMA AT GRE A SOMEE, N o

and the ri zation, of .t he .random nunmber sequence, by the random nunber 20
sequence %:}E’r 0 tﬂﬂﬂbgttg?trgd{%@n&‘ﬁéﬁné?a}tw SMUYRURLt 3 and the random
nunber_ sequence by the operating unit, before perform ng the generation of
t he r &ndom nuniiehersan the radipyconts ugigation wait quiputeskhsr cordrilongedl t he 3

Cct ober 2005 9 random nunber sequence by the random nunber sequence nenory,
and t he before outputting the data,

‘wherein the confidentiality processing unit includes:

an encryptor for starting generation of a random number sequence

to be used for encrypting the data before the data is input, and outputting
10  the random number sequence generated;

a random number sequence memory for inputting before the data is
input and temporarily storing the random number sequence output by the
encryptor; and

an operating unit for inputting the data and encrypting the data by

15 performing an operation of the data input and the random number sequence
stored in the random number sequence memory, and

wherein the radio communication control unit first starts the
generation of the random number sequence by the enéryptor and the
memorization of the random number sequence by the random number

20 sequence memory, then starts the operation of the data and the random
number sequence by the operating unit, before performing the generation of

the random number sequence by the encryptor, the memorization of the




operation of the data and the random nunber sequence in parallel. According
to a fourth aspect of the present invention, there is Q§@%hﬂﬁﬁiﬁyﬁadio
comuni cati on apparatus conprising: 5 a radio comuni cation unit for

recei ving and denodul ating data; a radio communication control unit for
inputting the data denodul ated by the,radi o conmunication unit, and
processing and outputting the data ba%ed on a protocol; a confidentiality
processing unit for inputting a control signal and the 10 data, perform ng
~a data random zi ng processing by decrypting data for the data input, and
‘out put t i neandven canebayy sequsseeiby dhe rendeon mumbarseqwatdeonemooptamwd thei t ;. and
a termnal interface unit for inputting and outputting the data processed

by the . r agfieracionrofithe dait® Andcher@hdofi hunded sdGudh@s @i padafile]lr adi o
- communi cation unit outputs the control signal before outputting the data,

uherein the coatidlantd & 4 ftufhaspes AUhltbediiiifBipndntiagtypPtor for for
starting generation a random hunmber sequence t0 be’used for decrypting
ut .and 20 outputting the random nunber

-the data jnpu efore the data is in
sequence @@&éﬁ%&@ﬁ?d? ORI GRAR PR CRORERS for i nputting before
the data is input and tenporarily storing the random nunber sequence
out putd by t he 2 gedioyenHRULAEOR TRt SerreceDOBS Podadempdlatingdatiar t f or
inputting the data, perform ng an operation of
a radio communication control unit for inputting the data
demodulated by the radio communication unit, and processing and
outputting the data based on a protocol;
a confidentiality p.rocessing unit for inputting a control signal and the
10  data, performing a data randomizing processing by decrypting data for the
data input, and outputting the data processed to the radio communicétion
control unit; and
a terminal interface unit for inputting and outputting the data
processed by the radio communication control unit, and
15 wherein the radio communication unit outputs the control signal
before outputting the data,
wherein the confidentiality processing unit includes:
a decryptor for for starting generation of a random number sequence
to be used for decrypting the data input before the data is input and
20  outputting the random number sequence generated;
a random number sequence memory for inputting before the data is

input and temporarily storing the random number sequence output by the

decryptor; and




the data i nput and the random nunber sequence stored in the random nunber
sequence nenory, and outputting plaintext data, and Wner§m &{lﬁi(ﬁ‘ﬁi 0
comuni cation control unit first starts the 5 generation oF € random
nunber sequence by the encryptor and the nenorization of the random nunber
sequence by the random nunber sequengge menory, then.starts the operation
of the plaintext data and the randomnunber sequence by the operating
unit, before performng the generation of the random nunber sequence by
the encryptor, the 10 nenorization of the random nunber sequence by the
random nunber asepesite: peitoby inpwnditgtheopatraapetdrming he qpeaativexf data and
the random nunber sequence in parallel. In one exanple enbodi nent, an

encr ypt i nghd @4 a0khpud einddds randbal hufbhedeBGHShd Tofed AR AHIEIET Sequence
before inputting 15 plaintext data, and previously storing the random

nurber seqenes sS8ASIRl Sty 2 FDHAT TR SEQUARGE JIRFTOTY: and | nputting

the pl ai ntext dat ter arti I ng e ‘random nunber
sequence, perfOém' eration of the (?I ai nt ex a i nput and the

t. dat
random nunber ¥ &’ﬁfgﬁé gﬁg@%ﬂ SRR AT I}Fr?%‘émrtéirﬁgﬁaﬁ 20 sequence

menory, and outputting ciphertext data. |In _another exanple enbodinent, a
decr yft i ngenasehion of kbe gardom number agaupnce hat theenerypistemdntheber sequence
before inputting ciphertext data, and previously storing the random nunber
:1 ﬁguence ReGuiroizeio?he hndenenatmdarisoqaeticnicko tharaidm saaoleaice menory;
sequence memory, then starts the operation of the plaintext data and the
random number sequence by the operating unit, before performing the
- generation of the random number sequence by the encryptor, the
10 memorization of the random number sequence by the random number
sequence memory, and the operation of the plaintext data and the random
numbef sequence in parallel.
In one example embodiment, an encrypting method includes:
starting generating a random number sequence before inputting
15 plaintext data, and previously storing the random number sequence
generated in a random number sequence memory; and
Inputting the plaintext data after the starting generating the random
number sequence, performing an operation of the plaintext data input and
the random number sequence previously stored in the random number
20 sequence memory, and outputting ciphertext data.
In another example embodiment, a decrypting method includes:

starting generating a random number sequence before inputting

ciphertext data, and previously storing the random number sequence




inputting the ciphertext data after the starting generating the random
nunber sequence, perform ng an operation of the plaint egst O@ﬁ%ﬁerﬁﬂ@@“t and
t he random nunber sequence previously stored in the random nunber
sequence menory, and outputting plaintext data. In yet another exanple
enbodi nent, a nessage aut hentication de generating nethod includes:
inputting and storing X (X>_2) pieces of data and data of X control
signals in a data nenory; and 10 inputting the X pieces of data and the
data of X control signals stored in the data nmenory, generating X nessage
aut hent i czeriesatadoges randemaspohel srpvesice meeon>@dws of data, and out putting
the X nessage authentication codes together as a group. 15 Bri ef

Expl anat i on ofinphetibg ale bipthdrtaxt dataladng theGoafting pabéranimf tle nobi |l e
comuni cation system Fig. 2 shows a configuration of a radio network

control | §4ndBhChuddfr seghgnce?‘ p%%‘fﬁlﬁg%%rﬁﬂegﬂflaﬁ'o@'ﬂh@;?lﬁnﬂ@&i dsRaSt ation
(M5) 100 accordlngto 0 thé first enbodi nent

confi gur o I|t te i uni.t 40 accordi ng
Co"the 1 AbRP af dhe HRbRCR ek ol @ e BV SRR b BohdB.r ot T on o
a confi dentlgl ity/integrity processi n uni,t 40Mcord| ng to the first
enbodP e UMbl SEqiedss R HOBY MG RHIRY Bﬁgé’ﬂalél eHrdidentiality/integrity

processi ng :
In yet another example embodiment, a message authentication code

generating method includes:
inputting and storing X (X>2) pieces of data and data of X control
signals in a data memory; and
10 inputting the X pieces of data and the data of X control signals stored
in the data memory, generating X message authentication codes
corresponding to the X pieces of data, and outputting the X message

authentication codes together as a group.

15
Brief Explanation of the Drawings
Fig. 1 shows a configuration of a mobile communication system.
Fig. 2 shows a configuration of a radio network controller (RNC) 120.
Fig. 3 shows a configuration of a mobile station (MS) 100 according to
20  the first embodiment.
Fig. 4 shows a configuration of a confidentiality/integrity processing

unit 40 according to the first embodiment.




unif 40 according to the first enmbodinent. 5 Fig. 7 shows a configuration

of a confidentiality/integrity processing unit 40 accord} t first
enbodi ment. Fig. 8 shows a configuration of a confi denti%ﬁaﬁ%}j’/e?r%oggri ty
processing wunit 40 according to the first enbodinent. Fig. 9 shows a
configuration of a nobile station (NB)12100 according to 10 the second
enbodi nent. Fig. 10 shows a configuration of a confidentiality/integrity
processing wunit 40 according to the second enbodi nent. Fig. 11 shows a
configuration of a confidentiality/integrity processing unit 40 according
to the. second Bgbdshnwata coxﬁigﬁirgtlonmfsammicgmtalamnwmty processing
encrypting/decrypting systens 3 Cctober 2005 13 Fig. 13 shows a -
confi gur ainioA0ciccardingto deafirad émpbdithegr.ity . processing unit 40 according
to the second enbodinent. Fig. 14 is an illustration shown in ARI B STD T63
33.102,3G  Secyfity; rd ' 190/ : | 15,1s an
illustration slr%\%ng F%&&%ﬁgﬁﬁégbgﬁ%&ﬁ?g% ggfggilﬁ?eﬁte%ggg&ﬁo%ssﬁfg
Architecture, ~Figure 16b., Fi.q., 16.i §..an jillustration shown in AR B STD T63
33, 102,3@111@39&#??@??11%2%99?P?Sw%h@w%?e, Figure 16. Fig. 17 shows a
configuration Qf an encrypti nodul e 51 (ar. a . 10 decrypting nodule 71)
enpl oged wi t hi A'1& ERBeYBE Gopbearatisniolg copfidentiality AgtegkdydrasessH al | i ng
formof the confidentiality/integrity

unit 40 according to the first embodiment.

Fig. 8 shows a configuration of a confidentiality/integrity processing
unit 40 according to the first embodiment.
Fig. 9 shows a configuration of a mobile station (MS) 100 according to
10 the second embodiment.
Fig. 10 shows a configuration of a confidentiality/integrity processing
unit 40 according to the second embodiment.
Fig. 11 shows é configuration of a confidentiality/integrity processing
unit 40 according to the second embodiment.

15 Fig. 12 shows an example of encrypting/decrypting systems




processing unit 40. Fig. 19 shows a case in which the
~confidentiality/integrity processing unit 40 is inple b tware.
15 Fig. 20 shows a nmechanismfor calling cipher progragﬁggﬁg§x%%ﬁﬁ%
appl i cation program executed in a radil® conmunication control unit 20.

Fig. 21 shows a concrete exanple of data 92, 93 in case of RLC non-
transparent node. Fig. 22 shows a concrete exanple of voice data as one
exanpl e of 20 transparent data 95, 96. Fig. 23 shows a concrete exanple of
unrestricted digital data as one exanple of transparent data 95, 96. Fig.
24 shows a convegtldshoweehlwnfiguphoe ofeonfdgntiakitghotegrdycr ypti ng and
decrypting nmethods for data 25 confidentiality processing according to the
third enipodeesentig uBit@i aberdd0m the ddcgnd 2@mishibmenéncr ypti on and decrypti on
nmet hods for data integrity processing according to the third enbodi nent.

Fig. 27 shows Figalh & geiliustretibhGhodanin ARIBBTDZRAE. 18205¢ a
confidentiality/integrity processing unit 40 according to the third 5

enbodi Nefecufity: SairsiyoNfe it eonid Sdeabh @3.0f a confidentiality processing
unit 420 of the third enbodinent. Fig. 29 shows a configuration, of the
configential it yiprpsassh Musithtion4h0wef id ARIBETY- BP9 1BMUG Secuity;
| Security Architecture, Figure 16b.
- Fig. 16 is an illustration shown in ARIB STD-T63 33.102,3G
Security; Security Architecture, Figure 16.
¥Fig. 17 shows a configuration of an encrypting module 51 {or a
10  decrypting module 71) e_mﬁloyed within a encrypting/decrypting A421.
AFig. 18 shows an installing form of the confidentiality/integrity
processing unit 40.
Fig. 19 shows a case in which the confidentiality/integrity processing
unit 40 1s implemented by software.
15 Fig. 20 shows a mechanism for calling cipher program 47 by an
application program executed in é radio communication control unit 20.
Fig. 21 shows a concrete éxample of data 92, 93 in case of RLC nﬁn—
traﬁsparent mode.
Fig. 22 shows a concrete _example of voice data as one example of
20 transparent data 95, 96. |
Fig. 23 shows a concrete example of unrestricted digital data as one
example of transparent data 95, 96.
Fig. 24 shows a convéntional cellular phone 500.

Fig. 25 shows encrypting and decrypting methods for data

25  confidentiality processing according to the third embodiment.




10 Fig. 30 shows a configuration of a confidentiality processing unit 460
of the third enbodinment. Fig. 31 shows a configuration i ity
processing unit 430 of the third enbggi ment. Fig. 32 sﬁ%v?g:tééﬁ%%q%urati on
of the integrity processing unit 430 15 the'third enbodi nent. Fig. 33
shows a configuration of an encrypting unit 422 of the third enbodi nent
‘having nmultiple buffers. Fig. 34 shows a configuration of the encrypting
‘unit 422 of the third enbodinent having multiple buffers. 20 Fig. 35 shows

a configuration,of the encrypting unit, 422 of the_third _enbodi ment having
nul tiple buff e&ég' %’éég@W?é*&‘c%mfb%f Aufdesryriion mathods for data nfegriton
Enbodi ment 1. 26 Fig. .1 sho& %,general .configuration of a nobile
comuni c ATPERFSIERE@EAIND bptne thikd emhodimestdi ng to this enbodi nent. A
nobil e station (M5) is one exanple of the radio comrunication apparatus -
according to tHdgi AV ehewem rafhe cominiricgtignicontolByit 20 ainsl a flata exanpl e, a
cel lular phone. The nobile station (M5) 100 is connected to a 5 base
t r anscei ¢enfideatinbity/{BES)its pFotessimgrinit Ahacdoadmet toatiwcidiiver station (BTS)
110 is connected to a radio network controller (RNC) 120. The radio
net wobk eortadohdeswt. (RNC) 120 is connected to another radi o network
controller (RNC) 120. The radio network controller (RNC) 120 is. also
Fig. 28 shows a configuration of a confidentiality processing unit 420
of the third embodiment.
Fig. 29 shows a configuration of the confidentiality processing unit
420 of the third embodiment.
10 ~ Fig. 30 shows a configuration of a confidentiality processing unit 460
of the third embodiment,
Fig. 31 shows a configuration of a integrity processing unit 430 of the
third embodiment.
Fig. 32 shows a configuration of the integrity processing unit 430 of
15 - the third embodiment.
Fig. 33 shows a configuration of an encrypting unit 422 of the third
embodiment having multiple buffers.
Fig. 34 shows a configuration of the encrypting' unit 422 of the third
embodiment having multiple buffers.

20 Fig. 35 shows a configuration of the encrypting unit 422 of the third

embodiment having multiple buffers.

Preferred Embodiment of Carrying Qut the Invention
Embodiment 1.

25 Fig. 1 shows a general conﬁguxaﬁon of a mobile communication




connected to a core network (CN) 130, and further connected to anot her
radio 10 . network controller (RNC) 120 via the core net %00%30 One
or both of the base transceiver .statign (STS) 110 and t 0 network
controller (RNC) 120 can be referred 10 as a radio statlon Flg. 2 shows a
configuration of the sanme nobile comunication systemas shown in Fig. -1.
In particular, the figure shows the internal 15 configuration of the radio
network controller (RNC) 120. A BTS I F unit 121 connects the base

transcei ver station (BTS).  110. A handover control unit 122 controls
handover SVitERAeconkingdpithis embedisrent MS) 100 noves between the base
transcei ver stations (BTS) 110. A signal control unit 123 for M5 perforns
radi o conmuni cad mabilepgaticorMI) isame ekarapleafithdentdiatdmyhinitcetgon t y
processing while communicating wth the nobile station (M5) 100. The

- fol | owi naprarhtaeatcdoadingyo thteagrieniionpr Gtesabbide efatidre (MShilloe ist faki on ( MS)
100 is perfornmed corresponding to the confidentiality/integrity processing

of the siegmatplepaiceltlatmplionk23 ey mbile MatiBhYMSIal0D BrehvBERd foya t he
nobile station (M5) 100 is decrypted by the 25 signal control unit 123 for

MB. |8 r&)\aees:eanédé@veciaétemeﬁgl% %) €d 0y t4Ho S| %@'ba%e@ﬁéx%&v&%étl&ﬁ control
unit 123 for M5 is decrypted in the nobile station

aut hent i qBIIY) r11@qdeoﬁﬁeeed€ta N dib e tRBEL eoﬁttraﬂbprnnw)mboo 1% ﬁaﬂﬁb” e t he

integrity of data is checked by the signal contro unlt 123 for

reverse, ne%%rﬁ%ﬁ%llbf@i%\mg“ i O@B@g@%ﬁdto Jtﬁ r?éu%l t%@i(m' “”'t 123

for MSto 5 ensure the in talsc nobi |l e station

(MB) 100, co;m%uegg;z@@ggo.d%é ?Adl%e‘%{}v%ﬁ%ﬁhﬂ%u%& (Rﬁ%)demg ALIrity

processing I's pe
connected to a core network (CN) 130, and further connected to another radio

10 . network controller (RNC) 120 via the core network (CN) 130. One or both of
the base transceiver station (BTS) 110 and the radio network controller
(RNC) 120 can be referred to as a radio station.

Fig. 2 shows a configuration of the same mobile communication
system as shown in Fig. 1. In particular, the figure shows the internal
15  configuration of the radio network controller (RNC) 120.
A BTS IF unit 121 connects the base transceiver station (BTS) 110. |
A handover control unit 122 controls handover in case the mobile station
| (MS) 100 moves between the base transceiver stations (BTS) 110.
A signal control unit 123 for MS performs radio communication

20 control and data conﬁdentiality/integrity processing while communicating
with the mobile station (MS) 100. The following conﬁdentiality/integrity
proceesing of the mobile station (MS) 100 is performed corresponding to the
confidentiality/integrity processing of the signal control unit 123 for MS.
Namely, data encrypted by the mobile station (MS) 100 is decrypted by the

25 signal control unit 123 for MS. 1In reverse, the data encrypted in the signal




at the second | ayer of the seven layers, that is, layer 2 (data link

layer). A CN IF unit 124 interfaces with the core netvm%pcg(gﬂ}pfgb?% A RNC
|F unit 125 interfaces with another radi o network control l'er NC) 120.
A signal control unit 126 for CN perfdfms control with a core network (CN)
130. A signal control unit 127 for RNC perforns control with another radio
network controller (RNC) 120. A control unit 128 controls the whole radio

network controller (RNC) 120. A switch 129 switches control signals and
packet data based on the control perfornmance of the control unit 15 128
anong t heconsrl angt 228 dov ViSTS) dertoptedhia thednobilestasidn G48) 160! eAn( RNC) - 120
and thé core network (CN) 130. Nanely, the switch 129 switches not only
t-he packetutbantication cadlé agpeaddd hgshe medbibsstapeacfisal @) tandsdre theer t he
switch 129 also switches the control signals. Fig. 3 shows a configuration

of the nuhtdgritstaftdaan i bigckbdby 212 sibaahahittel wiial s fo MS). 1R0rdvaeddides a
termnal IF unit 10, a radio conmmunication control unit 20, a radio

comuni cahieQiutiBhtic8QorRIdea g@ﬁﬁécﬂﬁﬁfth@b?ﬂicﬂﬁﬁﬂl uhit PZPERSHIG unit 40.
A canera 1, a video 2, BIT ? | ue Tooth) 3, an LCD 4, a KEY 5, an LED 6, a

USI M §UnigyRiy ] | [ng,ud ; a 9, and
an -HSJ (I?b\f%d§%El€§\%&gt%%itg%ggag§rig§%}%ér%&gct dh'?\)omtZ hlééts te%r%gn;ﬁ]gﬁgl)lgmghi :11 h%o. These

devices ol BAFRIRL Beddeh Ao MOHL MBI OolEEERE

interface processing wth a user erson _ (
oer  (portanf Seediiflor e Bubost MR My p AR AR IESGT A%0 ™ 1T
i ncl udes @RARLE 197 MR ieades &5 $R0IAAM Sk (o) 130.
A RNC IF unit 125 interfaces with another radio network controller
10 (RNC) 120. A signal control unit 126 for CN performs control with a core
network (CN) 130. A signal control unit 127 for RNC performs control with
another radio network controller (RNC) 120. A control unit 128 controls the
| whole radio network controller (RNC) 120. A switch 129 switches confrol
signals and packet data based on the control performance of the control unit
15 128 among the radio station (BTS) 110, the radio network controﬂer (RNC)
120 and the core network (CN) 130. Namely, the switch 129 switches not
E oﬁly the packet data, but all data kinds such as speech data, and further the
switch 129 also switches the control signals.
Fig. 3 shows a configuration of the mobile station (MS) 100.

20 The mobile station (MS) 100 includes a terminal IF unit 10, a radio
communication control unit 20, a radio communicatioﬁ unit 30 and a
confidentiality/integrity processing unit 40. A camera 1, a video 2, B/T
-(Blue Tooth) 3, an LCD 4, a KEY 5, an LED 6, a USIM (Universal Subscriber
Identity Module) 7, a RECEIVER 8, a MIC 9, and an HSJ (Head Set Jack) 0

25 are connected to the terminal IF unit 10. These devices of the camera 1




. 5 a data format converter 12, a termnal IF control unit 13, and a speech
encodi ng/ decodi ng unit 14. The modul e IT'F unit 11 for eachp, (ﬁﬁj %9
interfaces with each of the devices of the canera 1 through g? 0. The
~data format converter 12 converts thel@ata formats processed by the devices
of the camera 1 through the HSJ O to/fromthe data formats processed inside

10 the nobile station (MS) 100. The terminal IF control unit 13 controls

- the operation of the terminal IF unit 10. The speech encodi ng/ decodi ng
unit 14 encodes speech electric signals input by the MC 9 into speech

code. Furthiengh the ke ghrhraottitotfade posicrgingvithld vdee Cgérgomo@acoded
signals to output the speech electric signals to the | VER S. 15 The

radi o _corduwidecat bosorfiRtédaddite a’&néémﬁ{p%%rfoﬁ%pﬁbﬁhﬁn@i%io'newhﬂ?t ion (M)
100. The radi o communication control unit 20 is provi ded wth har dwar e

circuit idggl E@i‘éﬁg%ﬁlzgﬁ - Ry (ﬁe%‘ﬁp oft thé HEVRER. b%”&?gfé Sidd. ke or

-sof tware nodul e he ra i 0 communi catfon contr ol processes dat a

bet ween the terigia mlﬁ?ygh &%@ng@&sm&&é&m@m% Nobadfy, 20 The

radi o comruni catl on contr conver sed i ned

RN T R S C“'rwﬁagsaewzcgfa“°“
o T S e e s e
upper . 3 1OETRHER 9obgeh SALRDATIRGR o Ceemam & temigh b ELoh Ocomheol uni ¢
(2)? f ﬁg J Hi?igg q!n{n}gt? (rx;[n%/lerzl'terdﬁ;[ gorfvre?'gsl Eheucrl]e(ljt%r o?‘mtaQS pggcrgslsgg %gzlt%lelcie%ugersocesm ng
of the camera 1 through the HSJ 0 to/from the data formats processed inside
10  the mobile station (MS) 100. The terminal IF control unit 13 controls the
) operation of the terminal IF unit 10. The speech encoding/decoding unit 14
encodes speech electric signals input by the MIC 9 into speech code.
‘Further, the speech encoding/decoding unit 14 decodes the encoded signals to
output the speech electric signals to the RECEIVER 8. |
15 The radio communication control unit 20 controls the whole mobile
station (MS) 100. The radic communication control unit 20 is provided with
a hardware circuit including a CPU, a ROM, a RAM, a firmware, and the like,
or softwlare module. The radio communication control unit 20 processes
data between the terﬁlinal IF unit 10 and the radio communication unit 30.
20  The radi() communication control unit 20 converts d-ata based on rules
defined by the standard or the protocol. In particular, the radio
communication control unit 20 processes data of layer 2 or upper levels of
layer, by such functions as packeting or concatenating the data. The radio

communication control unit 20 can discriminate the data kind, because the

25  radio communication control unit 20 processes the data of layer 2 or upper.




processi ng based on the data kind. It is inpossible to discrimnate the
data kind at the layer 1, and therefore it is inpossibled.gHdidgpsnwhet her
the data 5 should be perfornmed the confidentiality processing or the
integrity processing. The radi o commification unit 30 is provided with a
channel encoding unit 310, a baseband nodul ati ng/ denodul ating unit 320, a
radio wunit 330, and an antenna 34. The channel encoding unit 310 incl udes
10 encoding units and decoding units for respective channels. The encodi ng
~unit includes_an error detection encoding unit 311, an error correction
encodi ng Afsprdingly, the gadionoyemewicatanmeanteohvaitt 2 caa1 Bidgeuf chdajn t he
decodi ng unit includes a physical format converter 314, an error correction
decodi ng dahi tshgubl undergenther comfiddatedity procassingaBthérheepeisgband 15

nodul at i ng/ denodul ati ng (MODEM wunit 320 nodul ates and denodul ates the

band. Therbesshanbasmidoh dhé dgta&imdiul KHtis g posiiblaa0disoeimigase she Bageband
nodul at or 321 and a baseband denodul ator 322. The radio unit 330 converts

t he baselkind asithpdhger Ntand tlRSH:85t MNiBPEKHHINo jQlgs MMaIther thddata
conversion. The radio unit 330 includes an up-converter 331 and a 20

down- songhBLRT b@§8rfo?ﬁ%d%@fdoﬁﬁﬂbhﬁﬂaﬂﬂ'yHr@ée%gfﬂél%r HOGRSSHEY unit 40 is
. e

connected to the radio communication unit 2
confi dentyrgddalsit{d Ntegrity processing unit 40 receives data fromthe radio
comuni cation control unit 20 and perfornms the data confidentiality

process! 0. s Wi GARIRIERA LY BHABUbl YR g no uni 40
encoding unit 310, a baseband modulating/demodulating unit 320, a radio
unit 330, and an antenna 34. The channel encoding unit 310 includes

10  encoding units and decoding units for respectiﬁe channels. The encoding
unit includes an error detection encoding unit 311, an error correction
encoding unit 312, and a physical format converter 313. Further, the
decoding unit includes a physical format converter 314, an error correction
decoding unit 315, and an error detection unit 316. The baseband

15 - modulating/demodulating (MODEM) unit 320 modulates and demodulates
the band. The baseband modulatingjdemodulating unit 320 includes a

 baseband modulator 321 and a baseband demodulator 322. The radio unit
330 converts the baseband signals into transmission specti'um, or reverse
‘the conversion. The radio unit 330 includes an up-converter 331 and a

20 down-converter 332,

The confidentiality/integrity processing unit 40 is connected to the
radio communication unit 20. The conﬁdentialij:y/integrity processing unii;
40 receives data from the radio communication control unit 20 and performs
the data confidentiality processing. Further, the conﬁdenltialitylintegrity

25  processing unit 40 ensures the integrity of the data. The




~confidentiality/integrity processing unit 40 inputs a control signal 91
from the radio comunication control unit 20 for the daﬁ@kmober2005
confidentiality/integrity processing.,Further, the
confidentiality/integrity processing ufit 40 inputs data 92 of an arbitrary
| ayer of 2 or upper levels of |layer as the processing 5 data of the
confidentiality processing and/or data 92 of an arbitrary layer of 2 or
upper levels of |ayer as the processing data of the integrity processing
fromthe radi.o communi cation control unit_ 20. The confidentjality/integrity
processi ﬁ&ﬁ%ﬁ?g%w.é?%r% RRECSSYHE PB&{‘Q R Yie %?%E%‘sﬁlﬁﬁafaﬁijﬁ@mt he

I ntegrity,progessing of, the data fz based on the input control signal 91 to
10 out putthedadiecommunicaiion foeief Baitcefhfardhedate cophdepwalibintertiéy gnal 91
i ncl udes paraneters_such as a key, an_initial value, selection between the
conf i dentiraFessingr ofusidiongtherey ntidéghntegrpyqueseisigg uBigd0 inphisws a
configuration of the confidentiality/integrity processing unit 40. 15 The
conf i dentdadhi%20f an egpitrarypayeest R oy wpper lawels of lajdesasatel frovedsing 410 and a
nodul e 411. The nodul e 411 perforns the confidentiality processing and the
i nt eghbi t Wateof éhs cogliderntialityt preocessing cindéar datar 92isf mg atrbtrasdaweabfdri t hm
The sel ection between the confidentiality processing and the integrity

processi ng uppeddteslsiofidéaydrvad tie paRbidhgiagaalf tBd int2@rite R ocdsRing
confidentiality processing neans encrypting or decrypting the data.

Further, fidif thetradid tomBIOGEESELAGoNBRNSNHELECt TRE coatidehBHRE//IMBgriBY
appendi ng aut hentication codes to the data or reproduci ng and conpari ng

the aut hgRbb&RINEUnGMFPperféRfsGaABICoARRELALILY pP6QREESS Ai/BPEhd he integrity
processi ng can be 25 performed by the sanme circuit or algorithm or by a
simlar Ghfdity Hocdssing of the data 92 based on the input control signal 91 to
10 output to the radio communication control unit 20. The control signal 91
-includes parémeters such as a key, an initial value, selection between the
confidentiality processing and the integrity prbcessing.
Fig. 4 shows a configuration of the confidentiality/integrity
processing unit 40,
15 The confidentiality/integrity processing unit 40 includes an IF unit
. 410 and a module 411. The module 411 performs the confidentiality
processing and the integrity processing within the same circuit or using the
same algorithm. The selection between the confidentiality processing and
the integrity processing is determined by the control signal 91.
20 . Here, the confidentiality processing means encrypting or decrypting
thé data. Further, the integrity processing means detecting data tampering
by appending authentication codes to the dé.ta or reproducing and comparing
~ the authentication codes.

The confidentiality processing and the integrity processing can be

25  performed by the same circuit or algorithm, or by a similar circuit or a




- 3 Cctober 2005 20 simlar nodule. Accordingly, as shown in Fig. 4, the
~confidentiality processing and the integrity processi ng:];, RIS =f or med
by a single nmodule 411. In case of Fig. 4, it is possible to reduce the

hardware resource and the software reéSource. Hereinafter, a "nodul e"
refers to the ones inplenented 5 either by hardware or software only, or by
conbining the both tools. Here, concrete exanples of the confidentiality
processing and the integrity processing used for the cellular phone will
be expl ai ned, Fig. 1{1@3 is a fi glure shown in ARI B STD-T63 33. 102, 3G Security,
Securi ty SAdlrimpdulee | Assexdipalycas shownrngFigr 4, the eonfidantialtiyonn in AR B
STD-T63 33.102, 3G Security; Security Architecture, Figure 16b. Fig. 16 is
a fi gur e ¥RERGFING ARIEhSTDieERy3B 0temiBGcsa berparjyrmabbymi gsipghr moiduet ur e,
Figure 16. Fig. 14 shows an encrypting nethod on the radio Iine. Signs
shown 15tliln g'ng:.as&abf Fegnd, tihes padsilei toged G tlod hhstwhkeyrdseness/ phd @he key)

F8: function for data confidentiality processing |IK integrity key

(message safitwemntiesatiien Késrpindfer, Auneddule” feferdat fhd MG B M RE6gSSi ng 20
Cel | ul ar phone carriers inplenent authentication using functions fl

through febthektey haftbhte GNSHIWHIOSKEYS b 3bh®niEE MathdiK tgsnper ated through
this authentication process are transferred to the function for data

conf i dent i al i tyHareeesceRIcxd b1V F tha%ohhRehtiality Brodaling M@UhE'Y
P L -igtegrity processing used for the céllular phone will be explained.
| ~ Fig. 14 is a figure shown in ARIB STD-T63 33.102,3G Security;
Secufrity Architecture, Section 6.3. |
10 i_ Fig. 15 is a figure shown in ARIB STD-T63 33.102,3G Secutity;
| Secuirity Architecture, Figure 16b. | | _
| Fig. 16 is a figure shown in ARIB STD-T63 33.102,3G Security;
Secuérity Architecture, Figure 16. .
Fig. 14 shows an encrypting method on the radio line. _Signs shown
15 in Flg 14 mean the following:
CK: cipher key (encryption key)
F8: function for data confidentiality processing
IK: integrity key (message authentication key)
F9: function for data integrity processing
2_0 Cellular phone carriers implement authentication using functions f1
‘through 5. The 128-bit encryption keys called CK and IK generated
through this authentication process are transferred to the function for data
~ confidentiality processing (f8) and the function for data integrity processing
(f9).

25 ~ Fig. 15 shows an encrypting method on the radio line. The signs




(fe) 25 Fig. 15 shows an encrypting nmethod on the radio |line. The signs 3

Cct ober 2005 21 shown in Fig. 15 nmean the follow ng: f8: ' r data
confidentiality processing CK: cipher _key (encryption k?é%{:@%?&j%?

pl ai nt ext data which a sender wants tdlsend to a receiver 5 such as user
data and signal information before encryption COUNT-C. nuneral value data
showi ng the accunul ated nunber of transm ssion/reception, increnented by 1
at each session. BEARER bit for identifying |ogical channel DI RECTION: bit
for discrimnati the direction of transm ssion of 10 ciphertext LENGTH:
bi t Iengt?h%’YnI‘JE Sad® Brea thedptlewingtat a As shown in Fig. 15,
encryption/ decra'épt ion of the data is performed based on a random nunber
sequence gener dSefpfigmipridatatconfidestinbity Hencessivgnfi dential ity processing.
15 Fig. 16 shows_a nethod for generating message authentication code. ,
Si gns shown i n.CE; gipheg kegdencetyptiood kepdi ng: f9: function for data integrity
processing IK: integrity key (nmessage authenticating key) COUNT-I: nuneral
val ue dat a shoviMiEpSAGEaptiintdetddaninicha @hde2@vdntans weaditonl reec®pti on,
incremented by 1 at each session MESSAGE: plaintext data which a sender
want s 5t 0 sethdad 0sér dB@&intbsignal information before encryption
COUNT-C: numeral value data showing the accumulated number of
transmission/reception, incremented by 1 at each session.
BEARER: bit for identifying logical channel
DIRECTION: bit for discriminating the direction of transmission of
10 = ciphertext
LENGTH: bit length of MESSAGE or ciphertext data
As shown in Fig. 15, encryption/decryption of the data is performed
based on a random number sequence generated by the function f8 for data
confidentiality processing. -
- 15 ~ Fig. 16 shows a method for generating message authentication code.
Signs shown in Fig. 16 mean the following:
f9: function for data integrity processing
IK: integrity key (inessage authenticating key)
COUNT-I: numeral value data showing the accumulated number of
20 transmission/reception, incremented by 1 at each session
MESSAGE: plaintext data which a sender wants to send to a receiver
s_i:tch as user data and signal information before encryption
DIRECTION: bit for discriminating the direction of transmission

FRESH: random number generated for each user

25, - MAC-I: message authentication code for integrity (message




such as user data and si gnal information before encryption DI RECTION: bit
for discrimnating the direction of transm ssion FRESH:S@S&%?‘W“
efo

-.generated for each user 25 MAC-|: nessage authentication co rintegrity
- (message 3 Qctober 2005 22 aut henticatdon code conputed by the sender)
XMAC- 1 : expected nessage authentication code for integrity (nessage

aut henti cation code conputed by the receiver) As shown in Fig. 16, the
integrity of the data can be checked by 5 conparing two nmessage

aut henti cation codes at the receiver side. In the follow ng, the operation
wi |l be exghgnbicdtioneogecompmted pycthedendarjuni cati on bet ween the terni nal
and the network within the radi o network, authentication process is

required, in \EMAC-Onexpatédaressagd htuthertiatohhwdei for tntRpeRer partner, or
both partners 10 nutually confirmthe other is proper before

sendi ng/ retsisip@ gudadtikrioedte ddigphtdd BAtHRIBivetp shown in Fig. 14,
during a series of authentication processes, both the termnal and the

networ k use f i ey {MGh iR TSN MR ofiHRGHI QN th ddbh ugMbe MeckBaRr al | el with

t he aut hentication process, the function generates a 15 cipher “"key (CK) of

128 bt S @il BORYS AULHSRHCAL Aol B D BTN K Ysa, 1K) 2L both the

term nal and the networ eys can be shared exclusively by the

term nal and tﬁﬁﬁ%t%ﬁ{)ﬁ}%itﬁg OE)\%EQQE%HH%'[ llu”ﬁe ut henti cated, and the

two keys are used, unctirons and'f9 described bel ow. The

two. keys vary f'lct))rperfor-m ciphered communication between the terminal and the

network within the radio network, authentication process is required, in
which one partner confirms the other is a proper partner, or both partners
10 ‘mutually confirm the other is prdper before sending/receiving data between
- the two partners.

As shown in Fig. 14, duringr a series of authentication processes, both
the termiﬁal and the network use five functions named functions fl through
f5. In parallel with the authentication process, the function generates a

15 cipher key (CK) of 128 bits and a message authentication key (integrity key,
IK) at both the terminal and the networlk.

The two keys can be shared exclusively by the terminal and the
network which have been mutually authenticated, and the two keys are used
within the two functions f8 and f9 described bevlow. The two keys vary for

20 N each communication session, and further, there are no patterns among keys
generated. Then,. the keys are discarded when the éommunication 1s over.

The mechanism (profocol) required for this authentication process is
standardized. However, as the functions of f1 to f5 are not standardized,
operators decide these functions independently.

25 The data security after authentication processing is maintained by
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to as f8) is enployed. In the case of comunicating data which has
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confidentiality processing as shown in Fig. 15, the sender uses the

mai nt ai ned by 3 Cct ober

F&8U° or

encryption key (CK) generated at authentication process. Further, a
random number sequence is generated by inputting a bit length (LENGTH)
of the target data for encryptio-n/decryption, an up/down link (DIRECTION),
a counter (COUNT-C), a logic channel identifier (BEARER) to 8.

Here, the upldowﬁ link meahs those distinguishing bits which
indicates the transmission direction of ciphertext data between a terminal
and a base station. Further, th; counter is data showing the number of
accumulated times of sending/receiving data. At each sending/receiving the
data, a fixed value is added to the counter. The counter is used for

preventing an attack which tries to send the ciphertext data that has been

sent previously. Yet further, the logic channel identifier means a bit for

identifying a logical channel performing encryption.

_ Ciphertext data is generated by XORing the random number
sequence generated above and the data/signal information to be encrypted

and sent to the receiver.
The parameters except CK are sent from the sender to the receiver

without encryption. It is unnecessary to send CK because the same




preventing an attack which tries to send the ciphertext data that has been
- sent previously. Yet further, the logic channel identifi c@ﬁ@épz it for
20 .identifying a | ogical channel perform ng encrypti on.gg' p erte@tﬂjdata i's
generated by XORi ng the random nunber 2 sequence generated above and the
data/signal information to be encrypted and sent to the receiver. The
paraneters except CK are sent fromthe sender to the receiver 25 wthout
encryption. It is unnecessary to send CK because the sane 3 October 2005 24
paraneter is generated at the receiver side at authentication process. Even
i f the paraapBiedesiogenraraterhat the egeeiwitsadn atlapyhenfécatinn prosags.y, the
security of the original nmessage can be kept, as the random nunber
sequence requi een B the prypmetdre othghBraek awmt ebtoarmtbby bee tlomd paresd as
long 5 as CK remains secret. At the receiver side, the random nunber
sequence thse sgemstpbfthastipthaltthessageenndd lpgrtanetks saademGikiambech has been
al ready obtained, the random nunber sequence is XORed with the ciphertext
dat a receleyadntdredlatsd/ s déd"rsrgt tiheciphegicRaldab® e5a06t bd Qerddiiatedrathog i s a
~variation of OFB (output feedback) node, which is:- one of the nodes
utili gi ngstOR RheshsGepitgr defined by 1SO 1 ECL10116. In OFB node, even if
noi'se generated on the transm ssion paths is nmxed in the ciphertext data,

the decode proggsHid@csaRy RIGY SRS rhiGoR I BEbPAL g idiRiDis igBREAASH REindOr Lhis

. reason, this node is often addpted for radi o voice 15 conmuni cati on.

the received parameters and CK which has been already obtained, the
random number sequence is XORed with the ciphertext data received to
~ decrypt into the original message.

10 'This method is a variation of OFB (output feedback) mode, which is
one of the modes utilizing the block cipher defined by ISO/IEC10116. In
OFB mode, even if noise geﬁerated on the transmission paths is mixed in the
ciphertext data, the decode processing can prevent the noise part from
increasing. For this reason, this mode is often adopted for radio voice

15 communication.

The second technique for kegping the security of data is data
integrity technique, which detects tamperi_ng in the signal information by
appending a message authentication code (message authentication code) to
the signal information on the radio communication line. This is also called

20 message authentication technique. To implement this data integrity
. technique, afunction for data integrity (hereinafter, referred to as f9) is used.
The same encryption algorithm as ¥8 is employed in the core part of £9.

First, on authentication, the message authentication key (IK) is

derived from the function f4 for generating the message authentication key,

25 - and the message authentication key is transferred to 9. As shown in Fig. |




The second techni que for keeping the security of data is data integrity
techni que, which detects tanpering in the signal infornngtngoggfzq?ynanding-
a- message aut hentication code (nessage aut henti cati on code) to si gnal
information on the radio comuni catioR®line. This is also called 20 nmessage
aut hentication technique. To inplenment this data integrity technique, a
function for data integrity (hereinafter, referred to as f9) is used. The
same encryption algorithmas F8 is enployed in the core part of f9. First,
on aut hentication, the nmessage authentication key (111) is derived from
the functlion massage auhenbicatignichde fetd a’iMﬁé%{ ) Bganenated\by 25 and the
- message aut hentication key is transferred to D. As shown in Fig. 3 Cctober
2005 25 iSputtimptbadeta(MESRAGE), e wwdewaNing: (DOREKIAON) the generat ed by
i nputting the data (MESSACE), the up/down |ink (DI RECTION), the counter

( COUNT- C)couhber (COUNT -G ey rdriddmSurgesre(fR led H tgenemxhdlfeﬂeadsusmjl as the
message authentication key. 5 These paranmeters are also sent to the

recei ver yweliaRGhainddRge tfuthetisafion Kay. which is not encrypted by the
sender. Even if the paraneters are obtained by the third party, the

configentialit W@se%ﬂ'ﬁaﬁ@t@rscﬁ% 8o kBRE tfhe i‘él:@ﬁve@ﬂ)yt WEnPRES AR of
aut hentication key (1K) is kept secret, which is the sane as the case of

data coniqdehiahi WhicH & KE‘@&?«%&%@&% Bf s s&ﬁ'&etd at@ve‘ﬂ i Qh@%@ﬂﬂia@&s’f hi's

message authentication cod appended to the receiver.

recei ver ’are%'b%m%ﬁ' {1 {Hﬁ’@% %%@Eé&ﬁ‘@&t‘?&i 6'{‘1511% &%a‘ﬁ%’@kéﬁ@\% ) by

using f9. can con ere 1's no tanpering conparing MAC-I and
XMAC- | long as the message authentication key (IK) is kept secret, which is the same

as the case of data confidentiality.

10 = The sender sends the data with appending this message
authentication code (MAC-I) appended to the receiver. The receiver,
similarly, computes the message authentication code (XMAC-I) by using f9.
It can be confirmed there is notamperingr by comparing MAC-I and XMAC-T
to find them identical.

15 Here, the following shows some examples of subsequent process in
case .of tamper detection:

(1) Request the retransmission of 1;he data and check if the received message
authentication code is proper or not. |
(2) Disconnect the connection in case of consecutive tamper detection.

20 | According to 3GPP specification (for more information, access
http:/fwww.3gpp.org/About_3GPP/3gpp.htm), the encryption/decryption
ﬁmdule has the function to encrypt the input plaintext data (data tq be
encrypted) into the ciphertext data (encrypted data) and output the

- ciphertext data, and the function to decrypt the ciphertext data into the

25 plaintext data and output the plaintext data. Assuming the embodiment is




to find themidentical. 15 Here, the foll owi ng shows sone exanpl es .of
subsequent process in case of tanper detection: (1) ReaslestoBdr®005
retransm ssion of the data and check if the received nmessage -

aut henti cation code is proper or not. 2@2) Di sconnect the connection in case
- of consecutive tanper detection. 20. According to 3GPP specification (for
nore i nformation, access http://ww. 3gpp. org/ About 3GPP/ 3gpp. ht m, the
encryptionl decryption nodul e has the function to encrypt the input
plaintext data (data to be encrypted) into the ciphertext data (encrypted
data) andosulpnt toHde ¥rPRepeetficatianatheamepvehe function to decrypt the

ci phertext data into the 25 pl ai ntext data .and out put the plaintext . data.
Assuni ng COUNMRER ABMR/DIRI. CEIONCKABB G comeispand to she ken3ebp

specification, the above COUNT/BERARER/ DI RECTI OV CK/ LENGTH correspond to -
t he cont rsdgnalsd gsizdwA in FHigvd asrobhii@te dxamplancr et e exanpl es. Further, as
for concrete exanples of the data 92 and 93 shown in Fig. 5 3, for

exanpl e, " MACSIirtRér, aBE6PEShdrdes @ﬂﬂﬁ?)e"s FQhé dappDdHiBbo3 bhwkniin Fiki 9. 21
‘Here, "RLCSDU (datapart)" is a part of RLCPDU, fromwhich the upper 1 Cct

or 2 ects [y RPN, “RIAVEDY)” diS FIRCBDRM(dotASaRFT doréspdabAsiEBwiEPHER NG’
shown in Fig. 21). "MACSDU" or "RLCPDU (datapart)™ is an exanple of

oS g ER TS g R e Brmeress
Unit. Eaqh iessageolhidied ( b5t86r 9a8Red) i9Welcted (the part of “DATA FOR
CIPHERING” shown in Fig. 21). “MACSDU” or “RLCPDU (datapart)” isan .
example of MESSAGE shown in Fig. 15. Yet furfher, MACSDU denotfes
| 100 Media Access Control Service Data Unit. RLCPDU denoctes Radio Link
~ Control Protocol Data Unit. Each message within the ﬁlessage flow is
structured from RLCPDU at the layer 3 after deleting RLC header.
| Although RLCPDU Has 1-Oct or 2—Oct‘part. which is not subjected to
confidentiality processing, all of the RLLCPDU is input to the
_ .15 confidentiality/integrity processing unit 40 and the unit opt not to perform
| confidentiality/integrity proceésing on the 1-Oct or 2-Oct part. Thisisin
~ order to reduce the load of the radio communication control unit 20 wherein
the load is generated by shifting 1 Oct or 2 Oct for removing the excluded
part of 1 Oct or 2 Oct from the all data unit (RLCPDUj.
20 Fig. 5 shows another example of the confidentiality/integrity
processing unit 40,
As featured in Fig. 5, a confidentiality processing unit 420 and an
integrity processing unit 430 are provided separately. Inside the
confidentiality processing unit 420, an encrypting/decrypting unit 421 is

25 provided. Inside the integrity processing unit 430, a message




structured fromRLCPDU at the |ayer 3 after deleting RLC header. Although
RLCPDU has. 1-Cct or 2-Cct part which is not subjected toSCﬁﬁ?ﬁé dality
processing, all of the RLCPDU is input _to the 15 confidentiality/integrity
processing unit 40 and the unit opt nét to perform ,
confidentiality/integrity processing on the 1-Cct or 2-Cct part. This is
in. order to reduce the |load of the radi o communication control unit 20
wherein the load is generated by shifting 1 Cct or 2 Cct for renoving the
excluded part of I Cbé or 2 gpt fromthe all data unit (RLCPDU). 20 Fig. 5
shows anctHéenBgahppeode aprendyiindestitaveniisater gont ¢31 gy pravddedhg unit 40,
As featured in Fig. 5 a confidentiality processing unit 420 and an

‘i ntegri t y'is eesgding/deaiyptingouait <t 2dr dyivtiedl casspar whatly the eminyptioneand
confidentiality processing unit 420, an encrypting/decrypting unit 421 is
25 provi dée.decrgitden ahe perfoegieidtysing anadshtigalmiotiul30, Tlee message 3 COct ober
2005 27 authentication code appending/integrity verification unit 431 is

pr ovi ded.authhatieatiypicbdg agpenypig/ngegiriiyt véizficahanwanit £301 chovis whiagdin he
‘encryption and the decryption are perfornmed using an identical nodule. The

nessage wehichejjeedin® ohe aekessapp anthaditatioeddeyayEvbfifGagithe unit 431
shows- a case in 5 which appending the nessage authentication code and

verifyi nantdi@ity AHeqrfddmed Qs 401 dEHid3 niAp. | AeAkk SRbwTHUlG. 54 case
shown in Fig. is  a configuration in which the encryption andthe

it ot i o B B e B e e
f unct | on.¢,CRURA ﬁﬂlC\MOtnhOI' appending the message authentication code and
verifying the integrity are performed by the same flinction. Compared with
10 Fig. 6, it is possible to reduce the hardware resource and the software
resource within the case of Fig. 5.
Fig. 6 shows another example of the confidentiality/integrity
processing unit 40,
As featured in Fig. 6, inside the confidentiality processing unit 420,
15 an encrypting unit 422 and a decrypting unit 423 are provided separately.
Further, inside the integrity processing unit 430, a message authentication
code appending unit 432 and an integrity verification unit 433 are pfovided
separately. A ecase shown in Fig. 6 is a configuration in which the encryption
and the decryptibn are performed by different functions or appending the
20 message authentication code and verifying the integrity are-per-formed by
different functions. Itis poséible to respectively perform encrypting,
decrypting, appending the message authentication code, verifying the -
integrity, and further the data confidentiality processing or the integrity

| processing can be simultaneously performed in parallel on sent/received data.

25 Accordingly, the high' speed processing can be done.




10 Fig. 6, it is possible to reduce the hardware resource and the software
resource within the case of Fig. 5. Fig. 6 shows anot her3§jcqu%:le2éﬁ5the
confidentiality/integrity processing unit 40. As featured I1n Fig. 6
i nside the confidentiality processingnit 420, 15 an encrypting unit 422
and a decrypting unit 423 are provi ded separately. Further, inside the
I ntegrity processing unit 430, a nessage authentication code appendi ng
unit 432 and an integrity verification unit 433 are provided separately. A
case shown in Fig. 6 is a configuration in which the encryption and the
decryption ar e §38r ¥ shews boass infwhiolt maléiple engyptingpputeldig ande 20 nessage
aut hent.ication code and verifying the integrity are perforned by different
f unct i onsmultipleglasogptibi anit 4235 perpioredyd pethe ronfdertyplitynprocestdns ypt i ng,
appendi ng the nessage aut hentication code, verifying the integrity, and
further tiatddta Furthaeatishbiviyinprhedissionawitipld ends’bggbintNemi@aRSSI Ng can
be sinmultaneously perfornmed in parallel on sent/received data. 25 , '
Accor-di ngloye apbenbighuaiteeBopiat aadtiple boeghity denficaBoRalaben3fa0s 28 Fig.
7 shows a case in which multiple encrypting units 422 and nmultiple
decrypt i RrovideldSin? MtEeREPYFessihE 16 480NT ieid ERd LiohiRy QaEpal N unit
420. Further, as shown in the figure, nultiple nessage authentication code
appendi n [ L8 I VIRVZ=T i - 433 are 5
B o ded B B By MR P bl el PRy % 2t o
(MS) 100 i r at 4. 18 hter y, ] ' [ i ple
csh%ggﬁlz? dudldbe 4y 8%35%? att%easa%?@ ﬁlﬁng Vﬁ%ﬁ&ﬂﬂh&, éﬂl%{v%

channel s e proc he "saire rexa en two

kinds of data such as speech data and facsimile data are simultaneously
transferred, data of at least two channels should be simultaneously
10 processed. In such a case, the speech data can be encrypted by the
encrypting unit 1, and the facsimile data can be encrypted by the encrypting
unit 2. Further, in case of decryption, data on multiple channels can be
decrypted simultaneously. It is not necessary to have the same number (n
in case of Fig. 7) of the enqrypting units 422, the decrypting units 423, the
15 _ -message authentication code appending units 432, and the integrity
verification units 433. The number of each units can be determined
‘according to the number of channels to be processed simultaneously by the
mobile station (MS) 100. In anothel_' way, the above units do not correspond
to each channel, but when a certain channel needs to process a large amount
- 20 ~ of data at a high speed, it is possible to make two encryptirig units process
the large amount of data assigned to the channel. Namely, the number of
each unit such as the encrypting unit 422, the decrypting unit 423, the
message authentication code appending unit 432, and the integrity
 verification unit 433 can be determined according to the number of channels

25  to be processed simultaneously and/or amount of data.




ki nds- of data such as speech data and facsimle data are simultaneously
transferred, data of at |east two channels should be S|n$kj @E L??dé 10.
processed. In such a case, the speech data can be encrypte d t
encrypting unit 1, and the facsinile d8ta can be encrypted by the
encrypting wunit 2. Further, in case of decryption, data on nmultiple
channel s can be decrypted sinultaneously. It is not necessary to have the
sanme nunber (n in case of Fig. 7) of the encrypting units 422, the
decrypting units 423, the 15 nessage aut henti cati on code aB endlng units
432,  and the i dtughen yhe veaximwarmwnbenpf theigwryphagrinibed g units
can be determ ned according to the nunber of channels to be processed

si nmul t anevasinyuinynumber obbid destyatingnuiivsy23@an Hendiffeveier way, the above
units do not correspond to each channel, but when a certain channel needs

to process a | #gehanvhemadnoimdaiabai ofithd ghsspeesuthenticatipasidbl e to
make two encrypting units process the |arge anmbunt of data assigned to the

channel . aNpeBHihg thitsM8eid the nBaGHh U iduBbéhofthetinCe @it yatifiogiowi t 422,
the decrypting unit 423, the nessage authentication code appending unit

432, gnd dies 498 egh beYiffdpddd 1 cation unit 433 can be determ ned according
to the nunber of channels 25 to be processed sinultaneously and/or anount

of data. 3 Cct (FtigrS 200w s 48e UL n%h?%hl&lb@h@%ﬁ‘&ﬂﬁt ro@éss&x‘i‘% u%E'l?«m’(pt i ng

units 422 and th maxl num nunber of the decrypting units can
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units 433 hG@h 1?1et1{jel tfié&\x[e The integrity processing unit 430 is provided with
multiple message authentication code appending/integrity verification units
10 431 |
In Fig. 8, the encrypting/decrypting unit 421 and the message
- authentication code appending/integrity verification unit 431 shown in Fig. 5
are respectively made multiple. In case of Fig. 8, when the encryption and
the decryption are performed using the same function, muli:iple
15 encrypting/decrypﬁng units 421 are provided corresponding to multiple
channels. Similarly, when the. message authentication code appending and
the integrity verification are performed using the same function, multipie
message authentication code appendingfintegrity verification units 431 are
provided corresponding to multiple channels. Compared with the case
20 shown in Fig. 7, the configuration of Fig. 8 can reduce the hardware resource
and the software resource.
In cases shown in Figs. 4 through 8, the confidentiality/integrity
processing unit 40 includes both the confidentiality processing unit 420 and -

the integrity processing unit 430. However, the confidentiality/integrity

25  processing unit 40 can include either of the confidentiality processing unit




Fig. 8 shows thée case in which the confidentiality processing unit 420 J .
Ls provided with nultiple encrypting/decrypting units 4%#0@&%%}?@95 as
shown in the figure, the integrity processing unit 430 is provided with
mul ti pl e nessage aut henti cati on code appending/integrity verification units
10 431. In Fig. 8, the encrypting/decrypting unit 421 and the nessage

aut henti cati on code appending/integrity verification unit 431 shown in Fig.
5 are respectively made nultiple. In case of Fig. 8, when the encryption
and the decryption are perforned using the sane function, nmultiple 15

encrypt i Aaghdaal st integHty bBocading @niprdR0i d&Whepthesponding to multiple
“channels. Simlarly, when the nmessage authentication code appendi ng and

t he int e@bhfiNe8Alify/EREEADy PESeaRETOnRR LR dsEtIsaeT thenction, nul tiple
nmessage aut hentication code appending/integrity verification units 431 are
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shown in con- uration 8 can reduce t he hardware

resource t - al . in: Eigs. rough 8,
the. con PAOATT S FbS PHANELH, PEDRHbEed iy AR5 ERS bR R kTl 2
configentiaéhéy processing unit 420 and the integrity processing unit 430.
Howevar, tH onfidentiality/integrity 25 processing unit 40 can include
either,o&}tFe.conHkgentiality processing unit 3 Cctober 2005 30 420 and the
i nt egrit yPPETEL unit 430. Wien the confidentiality/integrity
processi ng uni cl udes either, of the

420 and the i nsﬁé%t?? IF Oy aa&géerrr@qﬁﬁwrame,ofﬁsﬁgfrﬁgﬁ ¢ o aBEPI6G°' "9 U ¢

" Different from the configuration of Fig. 3, in IFig. 9, data is
input/output between the terminal IF unit 10 and the

10 confidentiality/integrity processing unit 40. And further, data 1s also
input/oﬁtput between the radio communication unit 30 and the
confidentiality/integrity processing unit 40. In Fig. 9, noh-transparent data
97 is non-transparent data such as packet data. Further, transparent data
95, 96 are transparent data such as speech data, unrestricted digital data.

15 | Transparent data means the data is not changed throughout input to output
in any 1ayers or sub-layers of the OSI reference layers. Whereas, the non-
transparent data means the data requires some data processing such as data
format conversion through input to output in some layers or sub-layers of the
OSI reference layers. For example, at an RLC (Radio Link Control) sub-

20. layer of the layer 2, when SDU (Service Data Unit) and PDU (Protocol Data

| Unit) of data are different, the data is non-trahsparent data. When SDU

and PDU of data at MAC (Media Access Confrol) sub-layer of the layer 2 are
same, the data is transparent data. In case shown in Fig. 9, the |

transparent data is, for example, speech data which can be transferred to the

25 terminal IF unit 10 without any processing on the data of the layer 1




process of the other can be perfornmed by the radi o conmuni cation control 5
unit 20. Enbodinent 2. Fig. 9 shows anot her confi gurat ;f@@) ‘B(gbetr b| I e
station (M5) 100. - Different fromthe configuration of Fi ,

data is_ input/output between the terditnal IF unit 10 and the 10
confidentiality/integrity processing unit 40. And further, data is al so

| nput/ out put between the radi o conmunication unit 30 and the
~confidentiality/integrity processing unit 40. In Fig. 9, non-transparent
data - 97 is non-transparent data such as packet data. Further, transparent
data 95, inpatlentpdt lan slparadio atmuauchionsuspSéc h Qlatlae othurdsind, ¢hed di gi t al
data. 15. Transparent data neans the data is not changed throughout input

t 0 out putnon-fradidpateted saok, fuexaaysie spafket @atNhickireqeiree shayer s.
Whereas, the non- transparent data neans the data requires sone. data

Pr oCcessi Ngro3skdin@en 48k QiatBQ)'f %r@&‘(ﬁi’t&' fPom!theG4dib b&ﬁﬁiuﬂ1@aﬁb&§ Ruit i n some

| ayers or sub-layers of th reference | ayers. For exanple, at an RLC
(Radi o Li Control) sub 20 | ayer of the l|ayer 2, when SDU (Service Data
Unit) an DU (Protocol Data Unit) of data are different the datais

~non-t lsanspar entAQ ﬁlt 10%9@1%}%&% agedaﬁl%yeﬁf eﬁ%@h Qtog lé%béa slﬁ)s'%{? &5 S

Control) sub-layer o are” sane ransparent dat a.

uhi oh car B 06 dar o pEusPe (A BETRERRR Rl el B R Bipe e @
processing. BRahe LA, 2Ll Sl %véqq%e%%g S PROEY iR outpu by the
| transparent data divided by transports block unit equal to MACPDU (and
'. MACSDU), and therefore each data of the transport block unit corresponds
10  to the confidentiality processing unit.
As data kinds such as speech data are user data which remains
transparent in the RLC sub-layers, by implementing ARIB defined MT -
(Mobile Terminal) — TA (Tarminel Adaptor) I/F (Figs. 22, 23) as the serial
interface for this transport model, it becomes possible to perform
15 confidentiality processing on the MA-TA I/F serial formats without any
conversion.
Further, a concrete example of the non-transparent data 97 is, as
described above, packet data or deta for signaling, however, each data 1s
divided into units (Transport Block) defined between the layers 1 and 2.
: | 20 The conﬁdentia]ifylintegrity processing unit 40 shown in Fig. 9
| performs the confidentiality processing and the integrity processing
selectively on the non-transparent data input/output from/to the radio
communication control unit 20, and at the same time, the |
, conﬁdentialityliﬁtegrity processing unit 40 always performs, for exemple,

25 the confidentiality processing on the transparent data input/output between




non-transparent data is, for exanple, packet data which requires sone
processing on the data of layer | output fromthe radio £eyy, json uni t
30. 5 As nmentioned above, the concrete exanpl es of transparent data 95 and
96 in Fig. 9 are speech data and unre#iricted digital data, each divided
by transport block unit defined between |ayer 1 and |ayer 2. These
transparent data .divided by transports bl ock unit equal to MACPDU (and
MACSDU), and therefore each data of the transport block unit corresponds
10 to the confidentiality processing unit. As data kinds such as speech
dat a ar e the éerngizned IWhinh 10eamd e radiacspanentcationtyret ROC Jie- | ayers, by
I npl enenti ngARI B defined M (Mobile Termnal) - TA (Tarm nal Adaptor) I/F
(Fi gs. 22on@&ntaslitythmtegriiyprodensiagiaoeé 40aloet hict perfonspiid integidty it
becomes possible to perform 15 confidentiality processing on the MA-TA 1/F

serial f prombsing drhthe tramspasaved:siaon If fhy thekpafertahahdhehekadate of the
non-transparent data 97 is, as described above, packet data or data for

si gnal i ngyhifleWBYehot Papliré 8he chSfid&liyAld8dioob &ilp) fhe dalli@nsport Bl ock)
defined between the layers 1 and 2. 20 The confidentiality/integrity

proc eﬁs | 08mi dicAfos ROWdl it g% aké%eﬂhreafrgﬁséﬁ%n? ABk4 $ANER Abbd Yo OCESSI ng

and the integrity processing, ective he non-transparent data

i nput/ ou&gﬁiﬁ%@ﬁg{xg@%%ﬁiégﬂ% ?190,08'%{1@5@10@%%8&(99{5 rol unit 20, and at the

sanme tine, con | rity processing unit 40 al ways

et OB AR Gyl o 50 ) bV ASE AR P ansparent
communication control unit 20. Or it is possible to make the transparent
data which does not require the confidentiality processing input to the

10  confidentiality/integrity processing unit 40, but not perform the
confidentiality processing on the transparent data using the control signal
from the radio communication control unit 20.
Fig. 10 shows a configuration of the conﬁdentia]ity/integrity

processing unit 40.

15 Different from the configuration shown in Fig. 5, Fig. 10 newly
includes a confidentiality processing unit 460. The confidentiality
processing unit 460 includes an encrypting unit 462 and a decrypting unit
463. The encrypting unit 462 inputs the transparent data 95 from the
terminal IF unit 10, encrypts the input data to output to the radio

20 communication unit 30 as the transparent data 96. On the other hand, the
decrypting unit 463 inputs the transparent data 96 from the radio
communication unit 30, decrypts the input data to output to the terminal IF

_unit 10 as the transparent data 95. These processes of the confidentiality |

processing unit 460 are performed based on the control signal 99 from the IF

95 unit 410. The control signal 99 is derived from the control signal 91.




32 the terminal IF unit 10 and the radi o comuni cation unit 30. The

confidentiality/integrity processing unit 40 does not peg ERE(FEetrhﬁ)éiE)nt egrity
processing on the transparent data. |f the transparent data 1 ncludes data

whi ch does not require the confidenti ity processing, the radio 5

comuni cation control unit 20 nmakes the transparent data which does not
require the confidentiality processing not input to the
confidentiality/integrity processing unit 40, but input to the radio
conmmuni cation control unit 20. O it is possible to make the transparent
dat a whi cheododmghptthe equfidentihbtycpricesngivalit 4§0 peofoessi thg i nput to the 10
confidentialitylintegrity processing unit 40, but not performthe

conf i dentdoafidextiptior pssiasgingbdded do Ers@artesltsi gadlasuséd frolnh €he eadiool  si gnal
fromthe radi o comuni cation control unit 20. Fig. 10 shows a configuration

of the cophbidafidadidd drtRslaafit Y. D Pe€SH), MHe datd 94Qs idputPdtpet @Ring f rom
the configuration shown in Fig. 5, Fig. 10 new y includes a

confi.dentinald.t ' ' . ' 1 ahkt ' uni t
P A e e
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processing unit 40, |
10 Fig. 11 shows a configuration in which the confidentiality processing
unit 460 is added to the conﬁdentiality/integrify procgssing unit 40 shown in
Fig. 7. It is effective to have the configuration shown in Fig. 11 when the
encrypting unit or the decrypting unit generates key streams to be XORed
Wiﬁh the serial data as shown in Fig. 12. |
15 As shown in Fig. 11, the transparent data 95 and 96 are input/output
from/to the confidentiality processing unit 460 through the serial interface,
and further, thé serial data which is input/output through the serial'
interface includes multiplexed data of multiple channels. For example,
when data of channel 2 is input as serial data after data of channel 1 is input,
20 the encrypting unit 1 corresponding to the channel 1 generates a key stream
to output to é multiplexer 481, the encrypting unit 2 corresponding to the
channel 2 generates another key streém to output to the multipleker 481,
and the multiplexer 481 multiplexes these key streams into format the same

as the data system of the data 95. The multiplexed key stream and the data

25 sequence of the input data 95 are XORed by the XOR circuit 483. The




25 unit 410. The control signal 99 is derived fromthe control signal 91. 3
Cct ober 2005 33 Accordingly, the confidentiality processipgiljartoohg0
performs the confidentiality processing based on the control signal issued
fromthe radio communication control Stinit 20. In Fig. 10, the data 92 is

i nput/output using the parallel interface through bus. On the other hand,
the transparent data 5 95 and 96 are input/output to/fromthe
confidentiality processing unit 460 -through the serial interface. As :
expl ai ned agﬁye_ Fig. 10 shows a case in which two systens_of i nput/output
i nt er f aceonfiantinkity precesaing waif 46Rmerforees thenebaveeopesatians based pAce are

- provided in the confidentiality/integrity processing unit 40. 10 Fig. 11
shows a dbsafiogtiodsianalia?, wanuy,tthe coobifol degnal A1 supphreddeewi thy ragie t 460 i s
added to the confidentiality/integrity processing unit 40 shown in Fig. 7.
It is effootmusidadionaemttdermodi gliyatding thheonfipardfian oflFigiidnthdre
encrypting unit or the decrypting unit generates key streans to be XORed

W th t he deday af tidoderizdslathawaudedordy b¥dhe bpefstish ofthd XOMR eircudit A88he
transparent data 95 and 96 are input/output fromto the confidentiality

procesgsi Rghithidnabbl tHy RighhseBA pyeédsing Nt erface, and further, the serial
data which is input/output through the serial interface includes

nulpiplexed datigg of 3 BHbWE Rh8ticdiatn@ohiraliBh iB%ARh he WHBAeABRRLP!T channel 2
is input as serial data after data of channel 1 is input, 20 the encrypting

uni t I C‘ij’r&%ﬁ%hﬂgh&b Lhe tﬁé‘é&ﬁ‘&&e&ti&%@%&%@&iﬁ%glﬁﬂt 366 %Pﬁ‘&g.tl‘l} Qi put to

a nul tiplexer e encrypting unit correspo ng to the channel 2

gener at egoafighog En%%eséorn?ﬁf@n%{?ﬂﬁ%:%&es%&é Pgicayg. | pl exer 481,

The confidentiality processing unit 470 processes both of the data 92
10 | input/output throﬁgh the parallel interface and the data 95, 96 input/output
| through the serial interface. The confidentiality processing unit 420 and
the confidentiality pi'ocessing unit 460 are united into the confidentiality
processing unit 470, so that the hardwalie resource can be reduced. The
conﬁdentiality processing unit 470 switches the process for the transparent
15 - data and the process for the non-transparent data based on the control signal
99, namely, the control signal 91 output from the radio communication
control unit 20.
Embodiment 3
Fig. 25 shows encrypting and decrypting methods for a
20 confidentiality processing unit according ‘to the third embodiment. The left
i)art of Fig. 25 shows an encrypting apparatus of the sender’s side. The
right part of Fig. 25 shows a decrjpting apparatus of the receivgr’s side,
Different from Fig. 15, Fig. 25 contains a random number sequence
memory (buffef) for temporarily storing a random number sequence

25 generated by a fanction f8 for data confidentiality processing. The random




and the nmultiplexer 481 nultiplexes these key streans into format the sane
as the data systemof the data 95. The multiplexed key sigpafpavhoshe data
25 sequence of the input data 95 are XORed by the XOR circuit 483. The 3
Cct ober 2005 34 confidentiality proced88ing unit 460 perforns the above
operations based on the control signal 99, nanely, the control signal 91
supplied fromthe radio comunication control unit 20. By using the
configuration of Fig. 11, the delay of the serial data is caused only by
the operation of the XOR circuit 483, 5 which enables the high speed

pr ocessi mumbeysedi®shonsmanp pherioadyfdtgresdhieonndnnnhiiotber kequence
confidentiality processing unit 420 and the confidentiality processing

“unit 460 @helhigd BsOtler functimbisnfed diapd eowide cpdiitydantceadingy Madgdgsisng unit
470. The confidentiality processing unit 470.processes both of the data 92

10 i nput /SuhRtinfdrhonedh Fhiesdipiratinglthb HhalbRACLuARr Ebgudalds 9btaiB6d,

I nput/output through the serial interface. The confidentiality processing

uni t 420 43%unkiién 090 AA! Lt dons PARG P8I thr B0 RhG1AIdIM! NTO L he

confidentiality processing unit 470, t hat the hardware resource can be

reducgd. rmﬁbﬁ]t ﬁﬁgﬂ&?%@&gﬁg&% %%%?S@%%Ltﬂ? UREb Qb SEGEEn tHeo® €D for

the transpare ata or the non-transparent ta based
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is received, and outputs the random number sequence being stored
synéhronously with inputting the message (plaintext).

10 On the other hand, in case of decryption, as soon as information for
generating the random number sequence is obtained, the function 8 for dgta
confidentiality processing starts generation of the random number sequence
and outputs the random number sequence to the random number sequence
memory. The random number sequence memory temporarily stores the

15 random number éequence until a message (plaintext) is received, and
outputs the random number sequence which has been stored in the random
number sequence memory synchronously with inputting the ciphe_rtext data.

As described above, the featu_res of the encrypting apparatus shown
in the left part of Fig. 25 are generation of the random number sequence'

20 using the function f8 for data confidentiality processing and asynchronous
operafion of the message and the random number sequence. Namely, the
function 8 for data confidentiality processing generates the random number

~ sequence before the operation of the plaintext data and the random number
sequence and previously stores the generated random number sequence in

- 25 the random number sequence memory.




part of Fig. 25 shows an encrypting apparatus of the sender's side. The
right part of Fig. 25 shows a decrypting apparatus of t I =S Si de.
. Different fromFig. 15, Fig. 25 contains a randon1nunbe??g§§%§%§§M5nenory
(buffer) for tenporarily storing a raBglom nunber sequence 25 generated by a
function f8 for data confidentiality processing. The random 3 Cctober 2005
35 nunber sequence nenory previously stores the random nunber sequence
generated by the function f8 for data confidentiality processing. Nanely,
as soon as information for generating the random nunber sequence is
obt ai-ned, theTherfetiwrsfiof deorypdi@appafatdeahb®hiinytherigleissanapiRigrt s
generation of -the 5 random nunber sequence and out puts the random nunber

sequence 25 e nel 2168 Bf AUERAOnS BAHANRG Qe fREREYusihBehe FadebR¥gaar sequence
menory tenporarily stores the random nunber sequence until a nessage

(pl ai nt exiala cbifidaashNarprRtsiay b ésﬁdéﬁréﬁ&féodﬁé}ﬁf‘igﬁrof%ﬁ? UEAOR) N

stored synchronously w'th 1nputting the nessage (plal ntext

- orher handes bdARGaBHofP ALK Wanded *NafiBld BAOFIRIGANR] B dgaNer ati ng

t he random nunber sequence 1S obtal néed, ction

: fi i | - by i tart ti f 1 d

and ot per e PERGERRaE ki BRI T ruier ARG TR ™o
: . Th . t il he 15 d
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random nunber se uence_qulc_h h&s been stored in the random nunber sequence
menory s?ﬁé’ﬁl?‘ﬁ" JePCein fhe AndomIYupher SeHINCEdRIGLY.a. As descri bed

above, the feajures of the encryptin ar at us, shown .
_ Tle encrypting appargt%s an?d tﬁ?epdecryptmg apparatus shown in

Fig. 25 perform, for example, encryption/decryption of OFB (output
10 feedback) mode, one of available modes for block cipher defined by
ISOMTEC10116. Or, a variation of the.OFB mode can be used. Or, any
mode can be used as long as a random number sequence can be generated
without plaintext data or ciphertext data. However, since the encrypting
apparatus and the decryﬁting apparatus shown in Fig. 25 generate a random
15 number sequence in advance without plaintext data or ciphertext data, a
mode in which a random number sequence is generated by inputting
: 'plaintext data or ciphertext data cannot be employed for the encrypting
apparatus and the decrypting apparatus shown in Fig. 25.
Here, the plaintext data means data to be encrypted and is not
20 limited to data which can be read or written by a human. For example, text
data and data consisting of charaéters are plaintext data. Voice data, image
data, encoding data,‘ compressed data, etc. are plaintext data if they are to be
encrypted.
rI-‘he chipertext data means encrypted data. The encrypted data is

25 ciphertext data regardless of data format of the data before encryption such




inthe left part of Fig. 25 are generation of the random nunber sequence 20
using the function f8 for data confidentiality processin ronous
operation of the nessage and the random nunber sequence.glggc[e&f%,s%ttﬁ’h ,
function f8 for data confidentiality pfocessing generates the random nunber
sequence before the operation of the plaintext data and the random nunber
sequence and previously stores the generated random nunber sequence in 25

t he random nunber sequence nmenory. 3 Cctober 2005 36 The features of
decrypting apparatus shown in the right part of Fig. 25 are generation of
a randomasurbkedateghanseendinby e daiacimagef®thosncodaigdsonfi dentiality
processi ng and asynchronous operation of the ciphertext data and the

r andom neohgresedudatacetdNanel y, the function f8 for data 5 confidentiality
processing generates the random nunber sequence before the input of the

ci phertext dat ®ianzh Bhew AuShYedSis HiockHEngeRSIRUSHE ARy ANber sequence

in the' random number sequence nenory. The encrypting appar at us and the

decrypti ngy R?«r;ﬁ-bb'és Waid decoFdi%h %@g@%ﬁ@%@%&{mﬁé@m' e,

encrypti on/ eciyption OFB (outp one of avail abl e

_modeg for b ogjaﬁfg;éegm&ge%qa g S dp@%hl@m%daea;ﬁ% on of the

OB m)de can b used as as a random nunber

ovever . GBS ol O'M%afﬁ% 028 B b B Bl EmP 5t s shown
Plai niexthaE %ﬁ%ﬁqoﬁxéﬁﬁﬂ%m Aeren X (L Bt A4 RGP Mrber
sequence c{)rsltrgie Qlegrn% S d ’Pge If@t?c%otnl R)gfor data integrity processing inputs the X
pieces of data and the data of X control signals stored in the data memory,
10 generates X message authentication codes, and outputs the X méssage
authentication codes' together. |
In case a message éuthentication key (integrity key, IK} is shared
‘with the X pieces of data, the message authentication key (IK) can be input
directly to the function {9 for data integrity processing as shown in Fig. 26
15 without storing the message authentication key (IK) in the data memory.
When the message authentication k_ey (IK) differs for each data, the message
authentication key should be stored in the data memory together ﬁvith other
data of control signal.
Hereinafter, concrete examples of a confidentiality processing unit
20 . and an integrity processing unit shown in.Fig.-25 will be explained referring
to the figures.
| Fig. 27 shows a radio cominunication control unit 20 and a
_ conﬁdentiality/integrity processing unit 40 according to the third
embodiment.

25 The configuration except the following is the same with the mobile




pl ai ntext data or ciphertext data cannot be enpl oyed for the encrypting
apparatus and the decrypting apparatus shown in Fig. 25.
pl ai ntext data nmeans data to be encrypted and is not 20 % teé to data
whi ch can be read or witten by a hum@B. For exanple, text data and data
consisting of characters are plaintext data. Voice data, inage data,
encodi ng data, conpressed data, etc. are plaintext data if they are to be
encrypted. The chipertext data nmeans encrypted data. The encrypted data is
25 ci phertext data regardl ess of data format of the data before encryption

such 3 Castatien 120CHho¥ih a6 Figed oftdieasccohdeaticlimdat;adiffeedaepsiatafronimage
data, encoding data., conpressed data, etc. Fig. 26 shows an integrity

processi ngengthod e pdoHOhHBREwWIN barnx fmﬁﬁﬁﬂlﬁd’er@{@ﬁﬁﬁignmum t according to
the third enbodinment. 5 Different fromFig. 16, Fig. 26 is provided with a

data memory (hutiqr bogs R?oxﬁﬂ@&’ ide %ﬁé‘gﬁdﬁfco&ﬁ&ﬁuﬁiﬁ&‘%fo‘n%nfttgolftﬁht dat a

integrity proceSS| ng. data nmenory inputs and stores X (X z 2) pieces
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function Jnglt ]:18»6 d?‘h‘é‘ clopﬁi?igrrnl:ltaﬁtjp {)?gc%is?{n% unit 4%% 1vmludes an encryptmg
unit 422 and a decrypting unit 423. The eonfidentiality processing unit 460
_inchtdes an encrypting unit 462 and a decrypting unit 463. The integrity
10  processing untt 430 1ncludes a message authentication code appending unit
432 and an integrity verification unit 433. The radio communication
control unit 20 and the cortﬁdentiaﬁtylintegrity processing unit 40 are
connected with a bus 90. The bus 90 connects the CPU 29 inside the radio
cemmunication control unit 20, the confidentialify processing unit 420, the
156  confidentiality processing unit 460, and the integrity processing unit 430
inside the confidentiality/integrity processing unit 40, and the bus 90
transfers a control signal 91, data 92 and other kinds of data. | The CPU 29
controls an entire processing of the radio communication control unit 20 by
reading and executing programs stored in the recording medium such as
20 Read Only Memory. The bus 90 is a bus for general use which connects
| other processing units (not illustrated) located inside or outside the radio
communication cotltrol unit 20 and the confidentiality/integrity processing
unit 40.
Fig. 28 shows in detail the encrypting unit 422 and the decrypting

25  unit 423 of the confidentiality processing unit 420.




15 without storing the nessage authentication key (1K) in the data nenory.

- When the nmessage authentication key (TK) differs for eac@oca lf?e'réd?)% nmessage
aut henti cati on key should be stored in the data nenory together W th other
data of control signal. Hereinafter, 8%ncrete exanples of a confidentiality
processing unit 20 and an integrity processing unit shown in Fig. 25 wl|
- be explained referring to the figures. Fig. 27 shows a radi o communi cati on

control unit 20 and a confidentiality/integrity processing unit 40

- accordi ng.to the third enbodinment. 25 The configuration except the

following is tHhesameypiing utie 488bntledas Gntatreyp@0@H 038 tatfftr €20, 56d shown
in Fig. 9 of the second enbodinent; different points from the second
enmbodi nern XOR uhit 880! &Fleededreh eingi wigit Y@3RhgludR¥ a deccibto2FB1its apr ovi ded

i nside the radio communication control unit 20. |Inside the '

conf i dentbdferted1, Ahagi X@mﬁﬁm.ngrh@bﬁc@,to@ewaéﬂr@@mﬂ@é fHy 5
processing unit 420 having a parallel interface, another confidentiality

processi Fantibh 484 davi RArRAGRIRY PrBtREHRCSs RN nABrS ghfegéﬂ&wn Rhocessing
unit 430. The confidentiality processing unit 420 1 ncludes an encrypting

unit 422 @g.dz@. degs ;smf'e%zw%ﬁe"séﬁgdg @ge 99&&%@2{3}@%{ ;%%ggn%g%ﬁémg% uni t 460

i ncl udes encrypting unit ecrypti he I'ntegrity 10
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parallel data of 64 bits simultaneously. The decryptor 611 corresponds the

function f8 for data confidentiality processing of the receiver’s side shown in
10  Fig. 25. The buffer 621 corresponds the random number sequence memory
of the receiver’s side shown in Fig. 25. The XOR unit 631 performs, for
._example, XOR operations of parallel data of 64 bits at the same time.
o The confidentiality processing unit 420 inputs the control signal 91
from the CPU 29 through the bus 90. At this time, plaintext data 950 has
15 not been input yet. The CPU 29 knows the control signal 91 in advance and
is able to transfer the control signal 91 to the confidentiality processing unit
420 from tile CPU 29 before transferring the plaintext data 950. The
control signal 91 includes at least an encryption key (cipher key, CK), and
further, in this example, other than CK, a bit lené'th of data to be
20 encrypted/decrypted (LENGTH, the'bit length = 256 bits in case of Fig. 28),
an up/down link (DIRECTION), a counter (COUNT-C), and a logical channel
_ identifier (BEARER). The encryption key (CK), the bit length of data to be
~ encrypted/decrypted (LENGTH), the up/down link (DIRECTION), the
counter (COUNT-C), and the logic channel identifier (BEARER) are input to

25 the encrypting unit 422 or the decrypting unit 423 as a control signal 600 or




connected with a bus 90. The bus 90 connects the CPU 29 inside the radio
communi cation control unit 20, the confidentiality proc ' =420, the
15 confidentiality processing unit 460, and the integri?@é%ﬁgggggpﬁg uni t
430 inside the confidentiality/integfPty processing unit 40, and the bus
90 transfers a control signal 91, data 92 and other kinds of data. The CPU
29 controls an entire processing of the radi o communi cation control unit 20
by reading and executing prograns stored in the recordi ng nmedi um such as
20 Read Only Menory. The bus 90 is a bus for general use which connects

ot her pr ce¥bengoniipk sigpabf0ly | Qutinpustng|the sbntrol signdd 660, thet si de t he
radi o conmunication control unit 20 and the confidentiality/integrity
processi reperypiior 640, stpirig. @@ ratiogs: randbet auimbdresegmenyptndguipiits #i22 and
the decrypting 25 unit 423 of the confidentiality processing unit 420. 3
Cct ober 26@&8o80nilihbeenequpheaty the bu#@262 hel Hdpsitan sepamedtvhiat 666, a buffer
620, and an XOR unit 630. The decrypting unit 423 includes a decryptor

611, a buﬁiﬁﬁﬁﬁZﬁDgﬁﬁ@raﬂmXﬁBJ%&Hbnﬁﬁ&nﬂﬁh%@@ﬁéﬁ&ﬁbﬁ64Qﬁ9uﬁﬂirQ§P0nd5 the
function f8 for data confidentiality processing of the sender's side shown

in 5 i g.th2beasbehd vhh®SmEABnBEF é&f‘%gﬁ@%ﬂeﬁ%i& WO AHPRE FrotfqHENCE MENDrY

of the sender's side shown in Fig. 25. Here, a FIFO nenory is enpl oyed for

the buf f emcBAor 16 méiﬂ#)(%rua??g RELS glr@l%httetﬁfdewlﬁs %%%Biﬁ%ﬂeﬂﬂ)%ons of

paral |l el data of 64 bits s neous ecryptor correspohds the

[unct on b e g ngAObE (R ALt BBSEES NOs RS AGSIELUD 5100,
menory encryptor 610 generates four random number sequences of 64 bits and
composes a random number sequence having enough length (64 bits x 4)
10  suitable for the bit length of the data to be encrypted (256 bits).
Fig. 28 shows a case in which the buffer 620 stores four random
number sequences having 64 bits.
Subsequently, the CPU 29 transfers the plaintext data 950 having a
~ bit length of 256 bits by 64-bit unit to the encrypting unit 422 through the
15 bus 90. When the XOR unit 630 inputs the plaintext data 950 by 64-bit unit,
the buffer 620 sequentially outﬁuts the random number sequence 650 of 64
bits. The XOR unit 630 performs XOR operations of the plaintext data 950
and the random number sequence 650 by 64-bit unit at the same time and
generates the ciphertext data 960 of 64 bits. The ciphertext data 960 is
20 returned to the CPU 29.
An operation of the decrypting unit 423 is the same as the one of the
encrypting unit 422, except that the input of the XOR unit 631 is the
ciphertext data 960 and the output is the plaintext data 950, and its

explanation will be omitted here.

25 - The XOR. unit 630 is not always required to input the plaintext data -




of the receiver's side shown in Fig. 25. The XOR unit 631 performs, for

exanpl e, XOR operations of parallel data of 64 bits at t ?C{ES in¥e. The
confidentiality processing unit 420 inputs the control ﬁ?ﬁg ?dd\‘g‘raom t he

CPU 29 through the bus 90. At this tidé, plaintext data 950 has 15 not
been input yet.- The CPU 29 knows the control signal 91 in advance and is
able to transfer the control signal 91 to the confidentiality processing
unit 420 fromthe CPU 29 before transferring the plaintext data 950. The
control signal 91 includes at |east an encryption key (cipher key, CK), and
further, 950 affesgenamaping four rendomamuBker aedpuéndear{hhhingf 25mbastm the 20
encryptedl decrypted (LENGTH, the bit length = 256 bits in case of Fig. 28),

an up/ doviuildrrée(, buRERF XONR  urdt 680 rharstdEXINR §)eradivth whénak t¢alstohannel
identifier (BEARER). The encryption key (CK), the bit length of data to be

- encr ypt edfagidory Rhethel lsE)NGE e oft EbitBis St d if thé P B2ON) Intthes G@unt er
(COUNT-C), -and the | ogic channel identifier (BEARER) are input to 25 the

encrypt i GeYanbr43sn Of thd 8afEsih ¥Rirh P& &%%dftﬁgo??y%eaeﬁ%tfo‘flﬁl@ieﬂ{@{heﬁoo or 3

Cct ober 2005 40 anot her control signal i nputting the control signal
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s 256 bite,, the yenctyptor, 010, generates, tour) rapdam hunher sequenpes of
| Be input next, and stores the random number sequence in advance for the
10 next plaintext data in the buffer 620.
In this way, prior to the input of the plaintext data 950 from the CPU
29, the encrypting unit 422 previously stores the random number sequence
in the buffer 620. Accordingly, there is no waiting time for the operation in
the XOR unit, which enables a high-speed encryption. Similarly, a high-
15 | speed decryption can be performed in the decrypting unit 423.
As for the capacity of the buffer 620 or the buffer 621, it is enough to
be equal to or greater than the unit size of the random number sequence
output from the encryptor 610 or the decryptor 611; however, it is desirable
to be eqﬁal to or greater than the maximum value of the bit length
.20 (LENGTH) of the data to be encrypted/decrypted specified within this
system. For example, if the unit size of the random number sequence
output from the encryptor 610 or the decryptor 611 is 64 bits and the
maximum value of the bit length (LENGTH) of the data to be A |
encrypted/decrypted is 5114 bité, it is desirable that the capacity of the buffer

25 620 or the buffer 621 is equal to or greai:er than 5120 bits (64 x 80).




conposes a random nunber sequence having enough length (64 bits x 4) 10
suitable for the bit length of the data to be encryptedé §b%irt2?}b5 Fig. 28
shows a case in which the buffer 620 stores four random® nunber sequences
havi ng 64 bits. Subsequently, the CPUi29 transfers the plaintext data 950
having a bit length of 256 bits by 64-bit unit to the encrypting unit 422
“through the 15 bus 90. When the XOR unit 630 inputs the plaintext data 950
by 64-bit unit, the buffer 620 sequentially outputs the random nunber
sequence 650 of 64 bits. The XOR unit 630 perforns XOR operations of the

pl ai nt ext dat aF@Ctheratite KR nancedl puifhemns SEORpeeafibis bf] fodeRifaply)i t at
the sane tine and generates the ciphertext data 960 of 64 bits. The

ci pher t t gxthiglattawR6Rr, ardlel 8atH HEsthes bithgzEB R 3s I LiOPSF 38 OiksQfant he

decrypting unit 423 is the sanme as the one of the encrypting unit 422,
except tpatyhhgsbgput of the XCR unit 631 is the ciphertext data 960 and
the output 'is the plaintext data 950, and its explanation will be omtted

here. 25 . Thelgﬁgﬁﬂgjiﬁgg%%g% Aol e il%ﬁgz%]%fiﬂh%drah ohﬁﬂﬂ&&)ﬁe@e pl ai nt ext

data 3 Cctober er ‘genera ouf random NUMDEr sequences

havi it ' h buf f 6 but t XOR - uiin t. . tart XOR
(()pg\r/:a igoﬁg&)he cez(%ut'pglgipg e%lﬁee%cFﬁat(%%qRﬁﬁgﬂﬁ ‘gegcﬂéﬁéé&:}fm g;i‘qﬂf%g ?sa;t ored in
t he buffﬁr 620. ,ln this.ca h th eneration of the random nunb seqguence .
by the cREFEPhhE ik Aie i dhe sandem mumber SRavsnae RnRY i 8582 ar o

f ] |l d sinult ly. While the XOR unit 630 f
?ﬁ; %gegﬁgfﬁ%ﬁt%éc?ﬂe si mul t aneous y_ ile e uni per forns

- It is not always required that the unit size of the random number
sequence output from the encryptor 610 or the decryptor 611, the read/write .
10 size of the buffer 620 or 621, and the bit size of the parallel data of the XOR
unit 631 are the same.
Fig. 29 shows anothe.r example of the radio communication control
unit 20 and the confidentiality processing unit 420.
Different from Fig. 28, the XOR unit 630 and the XOR unit 631 are
| 15 not placed in the confidentiality pfocessing unit 420 but in the radio
commuhication control unit 20 in case of Fig. 29.
The CPU 29 reads the random number sequence (as many as plural
sequences togefher) for the plaintext data 950 from the buffer 620 through
the bus 90 and supplies the random number sequences to the XOR unit 630.
20 In the XOR unit 630, the XOR between the plaintext data 950 and the
random number sequence 650 is performed to generate the ciphertext data
 960. |
Similarly, in the XOR unit 631, the random number setjuence 651 is
read from the buffer 621 by the CPU 29 through the bus 90, the XOR

25 operation is performed with the ciphertext data 960, and the plaintext data




pl ai ntext data 950, the encryptor 610 i nputs a next control signal 600,

- generates the random nunber sequence for the plaintext d?bgtoq&gé@"é(:h w | |
be input next, and stores the random nunber sequence. in advance tor the 10

next plaintext data in the buffer 620.43n this way, prior to the input of

t he plaintext data 950 fromthe CPU 29, the encrypting unit 422 previously
stores the random nunber sequence in the buffer 620. Accordingly, there is
no waiting tine for the operation in the XOR unit, which enables a

hi gh-speed encryption. Simlarly, a high 15 speed decryption can be

perfor med95did betpdacrypting unit 423. As for the capacity of the buffer 620
or the buffer 621, it is enough to be equal to or greater than the unit

size of the randpmRWIREE. 584MRNGRra8hRY Eudl Qfﬂlﬁl@%P%@%X@P’(ﬁ Q195 the

decryptor 611; however, It is desirable to be equal to or greater than the

maxi mum Vedinfiont Rentdr de§HLL ABnd Hﬁ{:ﬁ{ﬂ&rs @és?,gﬂﬁqﬁi Oﬁﬁ‘latir?teg’(? data 950, 0 it

-encrypt ed/ decrypted specifired wmthin thrs exanpl e, i

20 o B RSSO SRS QU LOMIS, SOFEALRE B, (e
The cabacyty SO ERBFEL SEBLYE EisuRiea g 2b URARSIBY ST or eat er
e S120) i S Pl . L0 A005 £, Eefory e Sy €51
been di s chUtEAn BV RRE e @ use G RHE00 SHabRRdHEE}. Yot further, itis
possible to eliminate the competition to ﬁse the bus 90.
In both cases of Figs. 28 and 29, the XOR unit 630 and the XOR unit
10 631 can be implemented by hardware, software, or a combination of the
hardware and software.
Fig. 30 is a detailed diagram showing the encrypting unit 462 and
the decrypting unit 463 of the confidentiality processing unit 460 having a
serial interface. |
15 Different from Fig. 28, aﬁ XOR unit 632 which performs the XOR
operation of serial data of 1 bit is provided inétead of the XOR unit 630 which
performs the XOR operation of parallel data. And further, an XOR unit 633
~ which performs the XOR operation of serial data of 1 bit is provided instead
of the XORunit 631 which operates the XOR of parallel data. In the XOR'
20 unit 632, the_ transparent data 95 is j.nput, the XOR operation with the
‘rand(‘)m number sequence 650 is performed serially by 1 bit, and the
encryptéd transparent data 96 is output. On the other hand, in the XOR
unit 633, the transparent data 96 is input, the XOR operation with the

random number sequence 651 is performed serially by 1 bit, and the

25 - decrypted transparent data 95 is output.




5 sequence output by the encryptor 610 or the decryptor 611 is 64 bits;

. however, the unit size of the random nunber sequence ca as 32
bits, 128 bits, etc. It is not always required that theqagﬁpﬁgﬁggﬂ%% t he
random nunber sequence output fromtHé encryptor 610 or the decryptor 611,

~the read/wite 10 size of the buffer 620 or 621, and the bit size of the
‘parallel data of the XOR wunit 631 are the sane. Fig. 29 shows anot her
exanpl e of the radi o conmunication control wunit 20 and the confidentiality
processing unit 420. Different fromFig. 28, the XOR unit 630 and the XOR

~unit 631 are 1 cast opFag.ed,ithe rhademnhhsidot bedudnceds @aesipugly uni t 420 but
in the radio comrunication control unit 20 in case of Fig. 29. The CPU 29

reads t hgehanated daHiThiRire$ 86 VRO BACAS20BN A PhfEA621 SRAIARGRS t oget her)
for the plaintext data 950 fromthe buffer 620 through the bus 90 and

suppl i es vmﬁﬂg;a%% RTHRIatSE W ERE KO Qmws%%%g%g@ﬁgm‘@%%%ﬁl% XOR

unit 630, the XOR between the plaintext data random nunber

sequence ' rate the ciphertext data 960. Simlarly,
g giaBidsa g%l?%%%{j}r(?%gﬁ]&%t fis p Y.

in the XOR unit nunber sequence 651 is read fromthe

DUt 1o 921, 2, W SEY R K, PHAR O o RS ETR SR R e
,[2 gg? f'ﬁ e?%%&%@%k%ﬁﬁé halralwggg,eso?gwaﬁie,g or %%or&bqga&ggro%tthg %Jrﬁwsalflg rf]m | mple
 software.
Further, the XOR unit 632 and the XOR unit 633 can be located
outside the conﬁdentiality processing unit 460,
10 Fig. 31 is a detailed diagram showing the message authentication
code appending unit 432 and the integrity verification unit 433 of the
mtegrity processing unit 430.
The message authentication code appending unit 432 is pfovided
with a buffer 660, a message authentication code generator 670, and a
15 message authentication code appender 680. The integrity verification unit
433 is provided with a buffer 661, a message authentication code generator
671, and an integrity verifier 681. The buffer 660 and the buffer 661 are
FIFO meniories. The buffer 660 and the buffer 661 correspond to the data
| memory in Fig. 26. The meséage authentication code generator 670 and the
20 message authentication code generator 671 correspond to the functioﬁ 9 for
data integrity processing in Fig. 26. Thé message authentication code
- appender 680 appends the message authentication code to the data. The
integrity verifier 681 compares the message authentication code received
from the sender’s side and the message authentication code generated at the

25  receiver’s side, and if they match, the integrity verifier 681 verifies the




t he random nunber sequence fromthe buffer 620, and the plaintext data 950
- and the ciphertext data 960 do not have to be sent/returﬁﬁt&%%@) t he bus
5 90. Therefore, conpared with the configuration of Fig. , € anount of
data that passes the bus 90 can be redéiced to equal to or less than a half.
~Further, the waiting tinme to use the bus 90 can be reduced. Yet further, it
IS possible to elimnate the conpetition to use the bus 90. In both cases

of -Figs. 28 and 29, the XOR unit 630 and the XOR unit 10 631 can be

i mpl ement ed by hardware, software, or a conbination of the hardware and
sof t war e.Infpgyity3ef the datdet ai | ed di agram showi ng the encrypting unit 462 and
the decrypting unit 463 of the confidentiality processing unit 460 having a
serial interfada Fiks 3D et 20 somififonr pBceanf kIR 9miwheBZewhireh perforns
- the XOR operation of serial data of 1 bit is provided instead of the XOR

uni t 630 inhégrity veatifieaien, thge tKOR toORRE aldsRAgo hublRdidRloaid apshding t her,
~an XOR unit 633 which perforns the XOR operation of serial data of 1 bit

i s provi det st eqthe OPT 9% alER Wil to @B do RbER AREY 81 ESdihge XOR of parallel
data. In the XOR 20 unit 632, the transparent gata 95 1's 1 nput, the XOR

operabl oitdsPohlifng (AAUOMUI IR RGNS WL Andh (3q RRE RfdIRE,ser 1 al Iy by |

bit, and the "encrypted transparen S output. e ot her hand,

in the XQRyifikio 633 ; ' he XOR ti
Wt h e Yoo AR AL A im0 RPMhe By by 1 Bit . and

the 25 degiyphAdatibAISHART arflPhReRor A3 YARYE 1isk SHTERREIORA%A 44
counter (COUNT-C), and a random number (FRESH) generated for each

user. The CPU 29 transfers at least the up/down link (DIRECTION), the
10 counter (COUNT-C), and the random number (FRESH) generated for each
user to the buffer 660 as the control signal f91 corresponding to the four
pieces of data. As for the message authentication key (IK), four respective
-message authentication keys (IK) corresponding to fhé four pieces of data
can be transferred to the buffer 660, and when the message authentication
15 key (IK) is a fixed value common to the four pieces of data, the message
authentication key (IK) does not need to be stored in the buffer 660 but can
be directly input to the message authentication code generator 670. |
The control signal 91 can be transferred through the control sig;nal
line of the bus 90 és the control signal and also can be transferred through
20 the data signal line of the bus 90 as the data. The four control signals 91
can be sent together with the four pieces of data and also can.be sent
separately. The buffer 660 inputs and stores the four pieces of data and the
four control signals together. Here, that the CPU 29 transfers the four
pieces of data or the four control signals together means that four pieces of

25 data or four control signals are transferred by one transfer instruction.




In case of Fig. 30, the random nunber sequence is previously generated and
stored in the buffer 620 and the buffer 621, so that th i3t i ime is
elimnated in thé XOR unit 632 and the XOR unit 633, mh?%%ﬁa%@ﬁa

hi gh- speed XOR operation. 5 In case of46Fig. 30, the XOR unit 632 and the -
XOR unit 633 also can be inplenmented by hardware, software, or a

conbi nati on of the hardware and software. Further, the XOR unit 632 and

- the XOR unit 633 can be located outside the confidentiality processing
unit 460. 10 Fig. 31 is a detailed diagram showi ng the nessage

aut hent i dderaanafteodéogggbendinegns fiby a43fglendstivetiont egftrentiverplisralat i on unit
433 of the integrity processing unit 430. The nessage authentication code
appendi nghings tet@2hes apagrodpdnotédparatdlifl f eFhdRRAd & theBRU2Pghdient i cati on
code generator 670, and a 15 nessage aut hentication code appender 680. The

i ntegrityeachrproceatihgmniticdn bé2edicedrady irdeelt WF bl ckebufibRfERd sifslgessage
aut henti cation code generator 671, and an integrity verifier 681. The

buf fer 6G@saR@tiope Wi REr, €84 ndhfherd M ARERS WdSch %_Qé‘s H&Fofug[é tp@Gh@nd the
buffer 661 correspond to the data nenory in Fig. 26. The ssage .

aut hegt i oz aspaaape&edxgmggﬁm{rheg@tqnesﬁraf’?@%faﬂaéé%g@gagh@%ém Ly code

generator 671 correspond to t unction or egrity processing

mossage AUCRANT LA B e bl -k Bhe e ARRER LR ED P AR Do,

conpar es I{Ol%%eng%g@ -aut hentication code received fromthe sender's side
and the messaBe autfientication code generated at the 25 receiver's side,

and 1T they Matmh hiRe: bBb SISt ondonee Bhtvach tha data and the
~ control signal and stores it as correspondence data. The message
1_0 authentication code generator 670 inputs the correspondence data and
generates the message authentication code of the data based on the control
- signal. The message authentication code generator 670 generates four
message authentication codes from the four pieces of correspondence data
using a predetermined algorithm, respectively, and outputs the four message
15 authentication codes to the message authentication code appender 680
together. The niessage authentication code éenerator 670 generates four
message authentication codes having 32-bit length each. The message
authentication code appender 680 appends the four message auﬁhentication
codes to the four pieces of data, respéctivelj, and transfers them by one
20 instruction of the CPU 29.

In éase of inputting four pieces of data having 256-bit length, the,
message authentication code appending unit 432 returns i;he data haﬁng
(256+32)x4 bits to the CPU 29.

On the other hand, the integrity verification unit 433 inputs the four

25  pieces of data with the message authentication codes appended together.




3 Cctober 2005 45 integrity of the data. In Fig. 31, the CPU 29 sends four
pi eces of data 92, which require integrity verificatior&gﬁ eét 0 to the
message aut hentication code appending unit 432. The CP d sgnds four
control signals 91 together 5 correspaniding to the four pieces of data 92,
which require integrity verification. The control signal 91 includes at

| east a nmessage authentication key (1K), and further an up/down |ink
(DIRECTION), a counter (COUNT-C), and a random nunber (FRESH) generated
for each wuser. The CPU 29 transfers at |east the up/down |ink (D RECTIQON),

the 10 cdihy aitefGGMEriGatiandutiba3pangam AMaltehr (SRESHigasRegRt ed for each
user to the buffer 660 as the control signal 91 corresponding to the four

pi eces ofofldhar. ARsidscusbBed UBSFAABAHELSY ﬁ?shbﬁﬂcfkﬁée{n ]fkle@(IKB Ekh peespecti ve

nmessage aut hentication keys (IK) corresponding to olur pieces of data
can be translien @k berih6e PYF £85 ; t e aut hentication
15 key (1K) is a fixed vg?ue comlr)gﬁﬂf%&mle Olr}lgtg'lgeﬂgg%% data, the nessage

aut h'entigﬂ&h@ﬁi@eﬁﬁl‘:@%ggﬁ%&% 69?ed to be stored in the buffer 660 but
ITec

can be y I npu e nmessage authentication code generator 670.
of the bus 90 A0 RlEELRET st CRreTandghEa Al e BrERar SR dd iy ough 20
. be. SRRl NP s RenBeRot i oc e SR Saed SrbSHRed e © "
tho " T ouESBBIRPBI i Grdpahe GG REces phreTeeRaRone dekuskTediatbeer s the

f our buffer 661 and generates four message authentication codes using the same
algorithm as the message authentication code generator 670 at the sender’s
10 side. The integrity verifier 681 compares the four message authentication
codes appended to the input four pieces of data and the four message
authentication codes generated by the message authentication code
generator 671, respectively. If they match, the integrity verifier 681 sendsa
response showing a normal status, since the integrity has been verified.
15 When the integrity verification unit 433 inputs data consiéting of
- four pieces of data having 256-bit length and four message authentication
codes having 32-bit length ((256+3)bits X 4), the integrity verifier 681 sends a
.response of “1 bit X 4” to the CPU 29.
While conveﬁtionally plural pieces of data are respectively
20 transferred to the integrity processing unif 430 from the CPU 29, in case of
Fig. 31, four pieces of data can be transferred together, which improves
utilization efficiency of the bus 90. Namely, a waiting time of the Bus 90 can
be reduced, and a competition to use the bus 90 can be also reduced. .
Fig. 31 shows a case in which four pieces of data are transferred

25 together; however, the number of pieces of data is not limited to four.




pi eces of data or the four control signals together means that four pieces

of 25 data or four control signals are transferred by o %}sf
i nstruction. 3 October 2005 46 Hereinafter, "together” ggﬁ% I'yfd(;(lyssi ngl e

instruction” or "treating plural thing8 together as a group, not

. separately." The |oad of the CPU 29 and each processing unit can be
reduced as a result of an execution of the single instruction. Further,
t he nunber of transfers which pass through the bus 5 90 or each
transmission line (not illustrated) can be reduced as a result of a

transf er mirtAér, tAR WA PO pib¥es 4 Gkl that Rhe! bakfet RhAH1d @9abhEimiesd a group,
not separately." The buffer 660-nmakes the correspondence between the data

and the 5qpLs Q4 weijgnal and stores it as correspondence data. The nessage
10 authentication code generator 670 inputs the correspondence data and

generates the %S@igqe@#ggﬁkgﬂecﬁth% n%%‘?nﬁéd't@g?ﬂ%g%, ‘P@xségaxgglset, Re CONtrol

signal . The nessage au ation code genera genera our
uaing s AHLREEh SERIE S FERRS on mITaE 1 PR AR octage
L o0 B b RO 08, R S B BRRE e
it nont 1 &4t Gt GRdoE0 pBAGDE BBl bR aentuoL Sredu: (Hddag et e at | on
20| nt 1 608 POHIAER i RROCHTASR V¢ leeBe G FIABRAE IR UG DRPELES of data
having Zigir%is{:norllgggéeh&agaﬁe? or example, when the maximum value of the bit
length of data which can be specified within this system is 5114 bits, 1t is
10  preferable that the capacity of the buffers 660 and 661 is at least (5114 bits +
the bit length of the control signal) X 2, respectively.
Fig. 32 shows another example of the radio communication control
' unit. 20 and the integrity processing unit 430. The integrity processing unit
430 shown in Fig.‘ 32 includes message authentication code generating units
| 15 434 and 435.

Different from Fig. 31, in Fig. 32 the message authentication code
appender 680 and the integrity verifier 681 are not included in the integrity
processing unit 430 but placed in the radio communication control unit 20.

| In case of Fig. 32, the message authentication code generator 670 transfers
- 20 four message authentication codes to the message authentication code
| appender 680 b& one transfer instruction issued from the CPU 29. On the
" other hand, the message authentication code generator 671 transfers four
authentication codes to the integrity verifier 681 by one transfer instruction

issued from the CPU 29.

25 In case of Fig. 32, the amount of data transfer of the bus 90 from the




nmessage aut henticati on code appending unit 432 returns the data having
(256+32) x4 bits to the CPU 29. On the other hand, the i '

verification unit 433 inputs the four 25 pieces of datgsgﬁﬁégﬁﬁ%goéessage
aut henti cati on codes appended togetherdd 47 The integrity verification unit
433 i'nputs also four control signals 91 together. As discussed above, the
nmessage aut hentication key (1K) can be stored in the buffer 661 or can be
directly input to the nmessage authentication code generator 671. 5 The
buffer 661 nmakes the correspondence of the four pieces of data and stores

it as cormespgrdantentizhéionJode Faspger 8T0MSthe GAGiREeGAGRentdeRgsRL OF 671
reads the four pieces of correspondence data stored in the buffer 661 and

gener at escodeWppdRdsAGE0aY 32aiitd Laf | FuGREL ThE Sniehit & ERTRraAb@PLFt M as
t he nessage aut hentication code generator 670 at the sender’'s 10 side. The

I ntegrit heahid 96 FrofS %%18 RRLES ah@ﬁ?ﬁtgéﬂtidﬁé(ﬁﬁgg%ﬁ#%M'?f?é h1RR ggcodes

appended to the I nput four piéces o ata an ur nessage
aut henti ggtd Qry codes generated by the nessage authentication code

generator 671, respectively. If they match, the integrity verifier 681

oo s <R ML B BB P B B b g
i St i f .. f f data havi 256-.bi t. | th df :
conet ot gl iR ST R ) ISR S Toos20e,
i fi 681 d f "1 hit 4" to the CRPU 29. Wil e
ot 3 et S3OCERS Sl bl oot e s (o he

integrity procesill ng unit 430 fromthe CPU 29, in case of
31, since the message authentication code generator 670 does not need to

return data to the message authentication code appender 680.
10 A' In the integrity processing unit 430 shown in Fig. 32, the message
. authentication code generating unit 434 and the message authentication
code generating unit 435 have the same configuration, so that they can be -
- incorporated into one.
In cases of Figs. 31 and 32, the data transferring process of the bus

15 90, the inputting/outputting process of the buffers 660, 661, the

authentication code generating process of the meséage authentication code
generators 670, 671, the authentication code appending process of the
‘meséage authentication code appender 680, and the verifying process of the
integrity verifier 681 are performed on plural pieces of data “together.’;

.20 Froma viewpoint of utilization efficiency of the CPU 29 and the bus 90, it is.
desirable to perform at least one of the data sending process an.d‘the data
receiving process of the bus 90 “by a single instrucﬁion” or by “treating plural
pieces of data as a group, not separately.”

In both cases of Figs. 31 and 32, the message authentication code

25  generator 670, the message authentication code generator 671, the message




- Fig. 31, four pieces of data can be transferred together, which inproves

utilization efficiency of the bus 90. Nanely, a waiting é ?g dU% bus 90

~can be reduced, and a conpetition to use the bus 90 can be also reduced.
Fig. 31 shows a case in which four pidfes of data are transferred 25

‘toget her; however, the nunber of pieces of data is not limted to four. . 3
Cct ober 2005 48 Further,- t he nunber of pieces of data that the buffer can
hold is not limted to four as well. The bit length of the data is not

limted to 256 bits, for exanple, the bit length can be 512 bits or 5114
bits. Thea@fémamcayloufcoﬁheaﬁmhﬂer 88668ndubke 19%egbity iverditef1 darbst ori ng data
if it is at least twice as a total bit length of the bit Iength of data and

the bit |emgemeriteddytvhel haidgnak; thid@dftware, d?e 6aRBGIdtiobf tHehe buffers is
enough when the buffer can store at | east two pieces of correspondence

dat a: Forhgdaradetandied séfp@ap@Xxi mum val ue of the bit |ength of data which
~can be specified within this systemis 5114 bits, it is 10 preferabl e that

the capacity OfFifghBSt?ﬂhfofw%rél&ﬁQrg&Q’ Spﬂcﬁl @fﬁﬂee@rgﬁggé%%ﬁthéz the bit

| ength of the control signal) x ective OWs anot her

e o L TR 88 MR LERLLORRNPL L) LRkl A% A0SiAdEahAYREE:

processing unit e integrit €SS ng uni ig. 32
e BT, SR S s,
i X TSNt e e e R
control ur}]fatnne?s a random number sequence can be prepared in advance for each
logical channel by providing n buffers.
10 Fig. 34 shows a case in which n buffers and n XOR circuits are
provided.

In case of Fig. 35, n buffers are provided and plural encx"yi)tors are
provided. |

In this way, by providinglplural buffers for respective 1og"ical |

15 channels, the confidentiality prodessing fof each channel can be performed at
a high speed.

The decrypting unit can be configured to have plural buffers for
i‘espective channels like the cases of Figs. 33, 34, and 35, which is not
illustrated. Further, the message authentication code appending unit 432

20 and the integrity verification unit 433 can.be provided with plural buffers for
_resﬁective channels like the cases of Figs. 33, 34, and 35.

The configuration of the thi:rd embodiment is not limited to the one

shown in Fig. 27, and the configuration can be like such as ones as shown -in

Figs. 4, 5, 6, 7, 8, 10, 11, etc. For example, the confidentiality processing

25 and the integrity processing can be performed by one module as shown in Fig.




In case of Fig. 32, the nessage authentication code generator. 670

- transfers .20 four nessage authentication codes to the

aut henti cati on code appender 680 by one transfer instrggt%lfc%ﬁg?rszs%oe% from
the CPU 29. On the other hand, the medsage authentication code generat or
671 transfers four authentication codes to the integrity verifier 681 by
one transfer instruction issued fromthe CPU 29. 25 In case of Fig. 32,
the anount of data transfer of the bus 90 fromthe 3 Cctober 2005 49
nmessage aut hentication code Iglener ator 670 to the nessage authentication
code appehdeFhegociyptam and shg decrymuiarhenn be performedtbyoénelataltle ansf er of
the bus 90 fromthe nessage authentication code generator. 671 is also 32
bits x 4.Fé&rthhy theoppendfingaf the nansfge atitlomtidagionndodgradd/ thp hoegsitng unit
430 to the radio conmunication control unit 20 shown in Fig. 32 can be

greatly weeifiwgibrcaupbe edrivirided heoasmbtulel e furtiedleaéndd@BSh/r 1N
case of Fig. 31, since the nessage authentication code generator 670 does
not need Beoplurgal.urn data to the nessage authentication code appender 680.
10 I'n the integrity processing.unit 430 showmn in Fig. 32, the nessage

aut hegt i cat i on TdBufERCE2Y, 611, We0! afAdbeANthelAtR ITRASALS (RHIIG | cation

code generating unit 435 have the Sanme configuration, so that they can be

i ncor por %@Hlomfss)baﬂ%e;lg Bat %é%ﬁiﬂfmgﬁlgﬁef?%?%ﬁ;g? ?Enaéaﬁe%ngﬁicﬁ-i,%s{ t@ﬁgﬁegr ring

process of the bus , the iInputting/o process o uffers

660, 66.1’m51tﬂ%rie§“{)jp?@éi'b€e§~§,.i on code generating process of the nessage
aut henti cation code

When the CPU 29 accesses the buffers 620, 621, 660, and 661, such
access can be performed using memory addresses or input/output addresses.
10 | The encrypting apparatus, the decrypting apparatus, the message
authentication code adding unit (apparatus), the integrity verification unit
(apparatus), and the message authentication code generating unit
(apparatus), which have been explained in the third ‘embodiment, are not
_limited to ones used for the radio communication apparatus, but they can be
15 employed within a wired communication apparatus, a‘computer, or other
electronic devices. |
The above confidentiality/integrity processing unit 40 can be
configured by the hardware. For example, the -conﬁguration can.be
implemented by FPGA or custom LSI. Further, fhe confidentiality/integrity
20 processing unit 40 can be implemented by the software program. In case
- the confidentiality/integrity processing unit 40 is implemented by the
software program, CPU of the radio cémmunication control unit 20 executes
~ the software program.
Further, the confidentiality/integrity processing unit 40 can he

25 implemented by a combination of the hardware and the software. For




—a case In

generators 670, 671, the authentication code appendi ng process of the
nmessage aut hentication code appender 680, and the verifyégﬁ‘tt [ of the
integrity verifier 681 are perforned on plural pieces of da t‘'oget her. "
20 From a vi ewpoint of utilization efficiency of the CPU 29 and the bus 90,
it is desirable to performat |east one of the data sending process and
the data receiving process of the bus 90 "by a single instruction" or by
"treating plural pieces of data as a group, not separately.” In both cases
- of 'Figs. 31 and 32, the nessage authentication code 25 generator 670, the

nmessage ahigyie) il ¢oadi eodRIB§NRIGH Ny frodesdiNE uRBS 30980 HeGRiNBRIentOPS S0
aut henti cati on code appender 680, and the integrity verifier 681 can be

i npl enentgdpBP @&tﬁﬁsw@rok%o?)ﬁﬁd"%ﬁ%ro Bf%g%aﬁpap'p?&fvb% ;%g&gﬁt he

har dware and the software. Fig. 33 shows another configuration-o

encrypti Rgebiicl H2éhe BSiH 9- 33 shows a case in which plural buffers are
provided and they are switched by a switch SW The switch SWcan be

i tched by, f , ' h | id i fier, |y, wh h
are n togi cal sRARR S oofel B8 RnBE e bABENSL S PBReat

advange fQr, | ogigal channel by providing n buffers. 10 Fig. 34 shows
5%, ﬂ&?}'?@ﬁn}{ob‘gﬁf%ﬁs and n XOR circuits are provided. In case of Fig.

B nouters g o ded SO RLULEL SORCYPLOLS are, RioYdeS 0 S
' decryption module 71) used for the encryption/decrypting unit 421,
Therencryption module 51 includes a key scheduler 511 and a data
randomizing unit 512. The key scheduler 511 inputs one key K and
10 generéteé n extended keys ExtK1 through ExtKn. The data randomizing
| unit 512 generates a random number using a function F and an XOR circuit.
The function F inputs the extended key and performs non-linear data
transformation.
In the encryption module 51, various block cipher algorithm can be
15 employed such as:
(1) DES (Data Encryption étandard);
(2) MISTY, which is the block cipher algorithm disclosed in the International
Publication No. WO97/9705 (US Serial No. 08/83640);
(3) KASUMI, which is the 64-bit block cipher technique based on the above
20 block cipher algorithm MISTY and is determined to be employed as
International standard cipher for next generation cellular phone-(IMTZOOVO);
. and |
(4) Camellia, which is the block cipher algorithm disclosed in the Japanese
~ patent app]ication No. 2000-64614 (filed on March 9, 2000).
25 Further, these block cipher algorithms such as DES, MISTY, KASUMI, and




15 channel s, the confidentiality processing for each channel can be
performed at a high speed. The decrypting unit can be c i have
plural buffers for respective channels_|ike the cases o?reli—‘%tggé.leg%{?sga and
35, which is not illustrated. Further,3the message aut hentication code
appending unit 432 .. 20 and the integrity verification unit 433 can be
provided with plural buffers for respective channels |ike the cases of
Figs. 33; 34, and 35. The configuration of the third enbodi nent is not
limted tﬁ t he,.one .shown in Fig, 27, and the configuration can be |ike
such as onéteiiacaphe $TPlgyedsin the dpergption ngydule 7111, etc. For exanpl e,
t he confidentiﬁtit processing 25 and the integrity processing can be
performed by o lg%iﬁﬂh?%ﬁﬁhﬂﬂﬂnﬂeﬂﬁﬂﬁagﬂndbmihéthacryption and t he
decryption can be perfornmed by one nodule. Further, the appending of the
message athtHudentiadity Gntegrify’ pragesdingiuntied®i ty verification can be
performed by one nodule. Yet further, each nodule can be plural. 5 The
buf fers 620, 62Hig. 88Ghosmda 68de ar whidh thd cordfatbritinlithink PRI¥REdIRS, but
they can be shift nmenories, address mapped nenories, cache nenories, or
regi stber suniffénistineplEldn2éd ansids FRGANEC buTISIr s MAdelS8le 660, and 661,
"such access can be perfornmed using nenory addresses or 1 nput/output

addr essesconfitl®ntiaditefintegity roapRan aluss 40 0&n $RGLUNLIG 1A B?ft%us, the
nmessage aut hentication code adding unit (apparatus), the integrity

veri fi cathanivite! Fuaphe, @h@%ﬁﬁé&%&ﬁ&ﬁ@%@ﬂ%@%@% | GRG0

generating unit (apparatus), which have I'ne nt

embodi Menlse abpldiRknted 1 hftidOoifAGE LU  ich!i ot AbR-CRTEER. O

apparatus, but they can ,
Fig. 19 shows a case in which the confidentiality/integrity processing

10  unit 40 is implemented by the software.

The confidentiality/integrity processing unit 40 can be implemented
by a cipher program 47. The cipher program 47 is stored in a ROM (Read
Only Memory) 42 (an example of storage). The cipher program 47 can be

‘stored in a RAM (Random Access Memory) or another storage such as a
15  flexible disk or a fixed disk. Further, the cipher program 47 can be

downloaded from a server computer. The cipher program 47 is functioned

~ as a subroutine. The cipher program 47 is called for subroutine execution
from an application program 46 stored in the RAM 45 as a subroutine call.
In another way, the cipher program 47 can be activated by generation of an

-20  interrupt received at an interrupt control unit 43. A memory 55-can be a

pai't of the RAM 45. The application program 46 and the cipher program 47

- are programs executed by the CPU 41.

Fig. 20 shows mechanism for calling the cipher program 47 by the
application program 46 which is operated on the radio communicétion

25  control unit 20.



15 enpl oyed within a wired comruni cati on apparatus, a conputer, or other
el ectroni c devices. The above confidentiality/integrity processing unit 40
can be configured by the hardware. For exanple, the condiQuiekar HHcan be
I npl ement ed by FPGA or custom LSI. Further, the confidentiali ty/integrity
20 processing unit 40 can be inplenented by the software program |n case
the confidentiality/integrity processing unit 40 is inplenented by the
software program CPU of the radi o comruni cation control unit 20 executes
t he software pr,i} ram _Further, the confidentiality/integrity processing
unit 40 can be gﬁsapﬁb%ﬁ%méa@tﬁm&ﬁm}biﬂv@tQInhemprqgrenhai'mm@ and the
software. For 3 Qctober 2005 52 exanple, the confide ntiality/inte grity
processi ngptgmetenpotakeydli anlinwsltvadue BY, misieRt dataM, SigheiphRresessor)
and mcro_programor firmvare program executed by the DSP. Hereinafter, a
concr et e dtarfpl eThieldiplhe erqgramnéd inputs theflaryeRcthd Mitial Fhliss TV Addhr ough
20. Fig. 17 shows a configuration of the encryption nodule 51 (or

decrypt i otheqldintex? dixtadbdntiaretide Brosiphéitert dacd VPt iIPghaiBiphe#2l. The
encryption nodul e 51 includes akey schedul er 511 and a data random zing

unit 512.progeatey7 salietulderdition pRtEnORfe ﬂ%fsﬁlapﬁ;el&pﬁ@%w%%ﬁ A7
ext ended keys Ext Kl through ExtKn. e data random zing unit 512 generates

a randomisuatied ussﬂlglga@azﬂéf&fsidmhg 1RPK Aheeitigl baitv, ThE cigietdgn F

i
. e
‘inputs the extended key and perforns non-linear data
' data C, and the plaintext data M.

Further, the cipher program 47 can be implemented by a digital
signal processor and a program read and executed by the digital signal
10 processor, though which is not shown inlthe figure. Namely, the cipher
program 47 can be implemented by combination of the hardware and the
software.
The above explanation referring to Figs. 18, 19, and 20 épplies to the
encryption, however, the decryption can be implemented‘ in the same way.
15 The encryption system or the decryption system can be installed to
| an electronic devices. The system can be installed in all kinds of electronic
" devices, for example, a personal computer, facsimile machine, a cellular
phone, a video camera, a digital camera, or a TV camera. In particular, the
féature of the embodiment can be accomplished effectively when the data
20 from multiple channels is encrypted/decrypted. Or the implementatioh of
the embodiment can be effective in case where data is received at random
from multiple users and (iecryptéd, or data for multiple users is generated at
random and respectively encrypted in real time. Namely, the
encryption/decryption of the above embodiment can be exti'emely effective

25 - when the number of apparatuses for encryption/decryption is small



transformation. In the encryption nodule 51, various bl ock cipher _
al gorithmcan be 15 enployed such'as: (1) DES (Data Encryption Standard); -
(2) M STY, which is the block cipher al gorithm discl osed Detelss 2005

I nternational Publication No. W97/9 (US Serial No. 08/83640); (3)
KASUM , which is the 64-bit block ci pher techni que based on the above 20
bl ock ci pher algorithm M STY and is determ ned to be enployed as

I nternational standard ci pher for next generation cellular phone (I1Mr2000);
and (4) Canellia, which is the block cipher algorithmdisclosed in the
Japanese cpaparad Wil theanwmberof datmkirafmnbe( entryptatiddayphed, POP0). 25
Further, these block cipher algorithns such as DES, M STY, KASUM, and 3
Cct ober - 2@GBnBR:, Cherentivptiaridbayetiphafdteiabovbendahimehi ¢o higldyl e 71.  Fig.
18 shows the inplenentation formof the confidentiality/integrity

processi neffentive when Bippliefl&oshentset conpatéinwhidichat b6 support many
confidentiality/integrity processing 5 unit 40 is inplenented 1nside FPGA,

I C or LS|clidtmehyputeheof arfdsdeniiioh ok ¥ liné 8GirbY uRItAFRRH Kk HEdNAP can be
i npl emented by the hardware. Further, the confidentiality/integrity

processi ngnd didtribi6 ABtH Erondhs G MPLANRAL §hol¥sd Print circuit board, which
Is not shown in the figure. Fig. 19 shows a case in which the

confidentialityp mee%d‘@’eﬂrﬂﬁﬁ,s th89adib Lot infQtich dIRLETELSH Lyq t he

sof t war e. _
the confidentiality/integrity processing unit 40 are connected with the

parallel interface through the bus, however, the serrial interface can be used
for connecting the radio communication control unit 20 and the
10  confidentiality/integrity processing unit 40. Further, in the above
explanation, the terminal IF unit 10 and the confidentiality/integrity
processing unit 40, the 30 and the confidentiality/integrity processing unit 40
aré connected with the serial interface, however, the parallel interface can be
- used for processing at a higher speed instead of j;he serial interface.

15 In case of Figs. 9 and 10, the conﬁdentialii_;y processing unit 460 is
provided inside the confidentiality/integrity processing unit 40, however, thé
confidentiality processing unit 460 can be provided-independentiy from the
confidentiality/integrity processing urﬁt 40, énd the confidentiality
processing unit 460 can be placed between i:.he terminal IF unit 10 and the

- 20 radioc communication unit 30.

Industrial Applicability
As has been described, according to the foregoing embodiments,
plural pieces of data are previously stored in the buffer, which enables to

- 25  perform the confidentiality proéessing and the integrity processing at a high




The confidentiality/integrity processing unit 40 can be inplenented by a
ci pher program 47. The ci pher program47 is stored in a ROM (Read Only
Menory) 42 (an exanpl e of storage). The ci pher program 43 Qséebdre2008t ored in
a RAM (Random Access Menory) or anothet® storage such as a 15 flexible disk
or a fixed disk. Further, the cipher program 47 can be downl oaded from a
server conputer. The cipher program47 is functioned as a subroutine. The
ci pher program 47 is called for subroutine execution froman application
program 46 stored in the RAM.45 as a subroutine call. |In another way, the
. ci pher pr%@r@ﬁm 47 can be activated by generation of an 20 interrupt
received at an interrupt control unit 43. A nenory 55 can be a part of the
RAM 45. The applugher,dheprugbenvfidatntankfersicphde pdoagsdsdihe are prograns
executed by the CPU 41. Fig. 20 shows nmechanismfor calling the cipher
pr ogr am &pnffidenhialitgppbicsatiomdthe sty Wrosdssise, aPigichtA8o pedddeg radi o
~comuni cation 25 control unit 20. 54 3 Cctober 2005 The applicati on program
46 cal | s thedoad phieke PRIgaad the Med.ng paraneters of a key K. an initial
value 1V, plaintext data M and ci phertext data C The cipher program 47
i nputs the key BarthBe dcBoidi ; [45 and

p y > Bd)ltdlﬁ%té! Fhe@bbve eﬁi%dlﬁgﬁt,%ﬁltﬁ%&g@%?ﬁ%@@?

returns the ciphertext data If the cipher 5 progra

decrypt i gropéRai@thataddfiapk iﬁt@gri\%pggéelsgfn%?%ﬂi% %Z% B!rr(?vei)%?hliﬁ%tdgg ng

paraneters of the key K, the initra e clp a C and

the pl ai ph@xbniabblinf iRttty phbosshPEhiPLAGFAMLAE (Ha T BRpLIBE ement ed by

adigita
channels or the amount of the data, enabling high speed data processing by

the simultaneous parallel processing.




signal processor and a programread and executed by the digital signal 10
processor, though which is not shown in the figure. Nanely, the cipher
program 47 can be inplenented by conbi nation of the hard soher200Re

- software. The above explanation referrd:ng to Figs. 18, 19, and 20 applies
to the encryption, however, the decryption can be inplenented in the sane
way. 15 The encryption system or the decryption systemcan be installed to
an el ectronic devices. The systemcan be installed in all kinds of
electroniekﬂgﬁvices, for exanple, a. personal computer, facsimle nachine,
a cellul ar™phone,.a video canmera, a digital canera, or a TV canera. In
particular, the feature of the enbodi nent can be acconplished effectively
when the data 20 fromnultiple channels is encrypted/ decrypted. O the

i mpl ement &ti on of Ahenersipotigrapparatencdapadihget i ve in case where data is
received at randomfrommul tiple users .and decrypted, or data for multiple
users is generafEHTRPIOGESHBEHHNPT IBRERE and optiaHting gteemitoh sigaal to bare.

Namel y, t i: i f e,enbodi,nent can be extrenely
effecti ve‘@’gl ﬁ\ﬂgéﬂn&%ﬁ@@éS%@%%H%@ﬁ@gﬁggﬁ%g%?ﬁ%B}algt%éf%% onl decryption is
~smal | 55 3 Cct ohes PR REn YR coitfol NERE Frdth tHARnHAINSIRDCER;

encrypt ed/ decrypt erclj. orr exanpl eg,m% h% encryption/ decryp?i o;ﬁg)fc tﬁ%above
enbodi nermii gndgeprrgting feaandom mineberapgiéeme Hasedion ¢heyeontolsigriaby  whi ch has
to support rrag% cl.ient conmputers or a base _station or a line control unit
whi ch has to cbI'FREMENERMACHiSEHPSNSGt ECHarY foloMOrBeniiy raedqm| aympeones. | n

t he aboveseglﬁgﬂgg fene}eﬂgd B?%@eﬁ&%@j %i on control unit 20 and

an operating unit for inputting the plaintext data from the central
processing unit, performing an operation of the plaintext data input and the
random number sequence stored in the random number sequence memory and
outputting ciphertext data,
wherein the central processing unit outputs the control signal before
outputting the plaintext data, and the encryptor starts generation of the random
number sequence before the plaintext data is input into the operating unit, and
wherein the central processing unit first starts the generation of the
random number sequence by the encryptor and memorization of the random
number sequence by the random number sequence memory, then starts the
| 6peration of the plaintext data and the random number sequence by the operating
unit, before performing the generation of the random number sequence by the
-encryptor, the memorization of the random number sequence by the random
number sequence memory, and the operation of the plaintéxt data and the random

number sequence by the operating unit in parallel.




the confidentiality/integrity processing unit 40 are connected with the
paral l el -interface through the bus, however, the serial interface can be
used for connecting the radio communication control uni3$ Oztoherd00e 10
confidentiality/integrity processing ;Hit 40. Further, in the above

expl anation, the termnal IF unit 10 d the confidentiality/integrity
processing unit 40, the 30 and the confidentiality/integrity processing
unit 40 are connected with the serial interface, however, the parall el

interface, can pe used.for processing at a higher speed instead of the
serial i n"{-erfaﬁé". GWW%QB@TBWSqudj%@HnQLand 10, the confidentiality

processi ng unit - i I Nsi C i tial Liyli rigy
processing uni tw%%r%@&%c?ﬁ@ﬁénﬁ@%ﬁ??%at@.esganaeﬁll% \ gdr?loié&élﬁ%é lgihlg@ JA%O can
be provi dad émﬂﬁm rdded) tdenefdt@Mmtd aindeanhnsieeE sédicnké IHAVREY tHeYlcREMBCESSI N
unit 40, and the confidentiality processing unit 460 can be placed between
t he t er mthal plamterti dataousing thheenczgpticndikeyc andumiakes itbey randem3oumberdust ri al

Applicability As has been described, according to the foregoing
enbod: moriegudndsnHory §Re B R e U oS 48 n e buf f er

which bl f h i [ all !
i n!t ggr |e'? 36/1 p?gc‘glg%rlg%gl?g% rgﬁﬁ?%hﬁg@%gégsggﬁé@&é%%@&oﬁ@%g?'?ﬁ'gfrféﬁ? e number
of data touapmstiagsthe aantemr aembed séqientb&toreanhi eaetthal tﬁaoﬁ@ﬁﬁcgsjrﬂg and

e

the integrity processing, which also reduces the |oad of U and the
bus. Fur tinputs thepleinfexigdata. t he above enmbodi ment, nultiple confidentiality

3. The encrypting apparatus of claim 1, wherein:

the operating unit inputs the plaintext data corresponding to plural
channels;

the encryptor inputs channel identifying information for identifying a
channel and generates the random number sequence for each of the plural
channels;

the random number sequence memory stores the random number sequence
generated by the encryptor for each of the plural channels; and

the operating unit inputs the random number sequence corresponding to
each of the plural channels from which the plaintext data is input and encrypts

the plaintext data.




processing units and nmultiple integrity processing units are provided
inside the confidentiality/integrity processing unit according to the
nunber of channels or the anpu nt of the data, enabling hlgoheyedd¥5dat a
processing by the simultaneous parall.el processing. 3 Cctober 2005 57
Claims | . An encrypting apparatus coégrising: a central processing unit
for inputting and outputting a control signal to be wused for generating a
random nunber sequence and pl ai ntext data: an encryptor for inputting the
control sjgnal fromthe central processin unit and generating the random
number sefjuence bas@d€ RE P8 “§Pﬁﬂgpg:a random nunber sequence

f tayi : t t ;
and s oper at Fnectar pod S Tk 80 oy ERE AN RO ARNAEE hrlst sl BL5E VR
pr ocessi ngedrfbi%em&thﬁg araglond nopdeRbéqiEnoé ahd@ipHepieRt @xth, data input and

the random nunber sequence stored in the random nunber sequence nmenory and
out putting ci ptiedaceder futiaputhingrthe nontiel signalrfasdmphe cestsilmyocessingoutiput s t he

trol si | bef tti th | ai nt ext ta, d.th t
crarts aEraeTg e RO bHDY rpcE Caehe AL SIRBA o nt okt dat a
starts géffe K fEhee ™ text dat
it starts hatyaag Bl SPlboncB ot I SRFUECRE T ERALE Vot o

- and menorsegadrncergenbrdtédby dncdldeoodennumider sequence by the random nunber
sequence nenory, then starts the  operation of the plaintext data and the

random nunber 3WeprEpiies BYit fheinpydting ciphertext data, performing an operation of
the ciphertext data input and the random number sequence stored in the random

‘number sequence memory, and outputting plaintext data,

wherein the central processing unit outputs the control signal before
outputting the ciphertext data, and the decryptor starts generation of the random

number sequence before inputting the plaintext data into the operating unit, and
wherein the central processing unit first starts generation of the random
number sequence by the decryptor and memorization of the random number
sequence by the random number sequence memory, then starts the operation of
the ciphertext data and the random number sequence by the operating unit, before
performing the generation of the random number sequence by the decryptor, the
memorization of the random number sequence by the random number sequence
| memory, and the operation of the plaintext data and the random number sequence

by the operating unit in parallel.




unit, before perform ng the generation of the random nunber sequence by the
encryptor, the nenorization of the random nunber sequence by the random
nunber sequence nenory, and the operation of the plaint exQOclicher 2005 t he
random . nunber sequence by the oper at6i ng unit in parallel. 3 Cctober 2005
- 58 2. The encrypting apparatus of clai h 1, wherein the encryptor inputs at
| east an encryption key and a |l ength of the plaintext data, generates the
random nunber sequence having the length of the plaintext data using the

encryption key, aad makes t he random.nupber sequence nenory store the
random nutrber 'E}é%] EAYRLLS ARRARY O rein the random number sequence

nenory i nclude r i t stored

" case that ¢ nutell GEAcApOPHIR o 1B ec GREHTLE ERFR 185 B TRe

encrypt i ndph@gadtalaug geheek the randb@r@imbert equenes Riving thd ldngthPftBe t he

pl ai ntext data corresponding to plural channels; the encryptor inputs

channel iciphentexsti defai psiogniehe slecryptianddeyi fapidngnakes cthenmandamdngmber at es

- the random nunber sequence_.for each of, the plural channels; the random
number seUBHE HEWS, S@F%Flbesraf’ﬁ‘émr%ﬁﬂla‘?ﬁsﬁﬂ %Eé'&{?éﬁgémdgener ated by the

encryptor for \epghiptnd Hgn@bir ﬁh@@ﬁg@l&ﬁg@@g&%ﬁ%g&gﬂe nggpgfﬂa{ fhpPUt S

t he random nunber sequence correspon eac channel s
f r om whi adutpinting| thentagdémdat@bers sédqiupitice ancredniar y43ksthat e phatafingxinidat a.

inputs the ciphertext data.




3 Cctober 2005 59 4. A decrypting apparatus conprising: a central

processing unit for inputting and outputting a control signal to be used
for generating a random nunber sequence and ci phertext dafstokerdd¥dder for
inputting the control signal fromthe central processing unit and
generating the random nunber sequence ased on the control signal; a random
nunber sequence nenory for storing the random nunber sequence generated by
t he decoder; and an operating unit for inputting ciphertext data,

perform ng an operation of the ciphertext data i nput and the random nunber
-sequence stored in the random nunber sequence nenory, and outputting

. pl ai nt ext . dat it central -progessing unit outputs the control
signal be 'orear%%\?%{fﬁﬁl%gfwg%l%ﬁgﬁg&f’ ?rg,gl'anq the decryptor starts

generation of hBeohaREREN urlit! TRBktsS ARYRMRrREE Uas | DR 6ﬁkﬂn%ht% gﬂ]ﬁhﬂt ext

data into the operating unit, and wherein the central processing unit first

starts gestmmaelspn of the random nunber sequence by the decryptor and
nenori zation o gtge randam nunber feguence by the random nunher, sequence
r 1

ms’gr y, then SCTYINET JpBYiat Plesnng] @mmaomfor@fvoaafoa eatifiesg raandom f
Che r andQHARHEE B SOE-ARE" S | a8 buofhet NefpeR% H T G BIFRER, ©" ©

random nuwHaghelsequence by the random nunber sequence nenory, and the
operation of the plaintext data and the random nunber sequence by the
oper ati ng uni tthe magshomaimber Seqirnob arer2@§stai@s the random number sequence

generated by the decryptor for each of the plural channels; and

the operating unit inputs the random number sequence corresponding to
each of the channels from which the ciphertext data is input and decrypts the
ciphertext data.




5. The decrypting apparatus of claim1, wherein the decryptor inputs at

| east a decryption key and a length of the «ciphertext data, generates the
random nunber sequence having the I ength of the ciphert@fictekara2Qdfi ng t he
decryption key, and nmakes the random nynber sequence nenory store the
random nunber sequence generated, and erein the random nunber sequence
menory includes a buffer for outputting the random nunber sequence stored
in case that the operating unit inputs the ciphertext data. 3 COctober 2005
61 6. The_decrypting apparatus of claimb5, wherein: the operating unit

i nputs thé ci phert«-:-gtra1 C&%ﬂwﬁfé%épﬁgaﬁﬁ OMMNE ,channel s; the decryptor

i nputs channela'& e{lfiﬁigglggéﬂkﬁrﬁgﬁ%{gﬁﬂg}{gﬁa&%demi fying a channel and e

generates the random nu sequ h of the plural channels;

random number $egligNeéiniRiRaYiofit el Wit FaNHpMHmEIRE RewgiRy dener ated
by the decryptor for each of the plural channéls; and the operat’ing unit

i nput s t hermaned dmterfaod snitsppeessing ur dats hasat] o atproteeat, andf outpettimgannel s
from whi ch %@e gi?phertext data is input and decrypts the ciphertext data.
3 Oct ober sBBST 63 BIOCESSINGIi o communi cation apparatus conprising: a

term nal i nterf aggsdihiilPhroc0Rid LA £8P Putting a control signal and the data

from the radio communication control unit, performing confidentiality processing
by encrypting the data input based on the control signal input, and outputting the
data processed to the radio communication control unit; and

a radio communication unit for inputting, modulating, and sending the
data output by the radio communication control unit,

wherein the radio communication unit outputs the comtrol signal before
outputting the data,
| wherem the confidentiality processing unit includes:

an encryptor for starting generation of a random number sequence to be
used for encrypting the data before the data is input, and outputting the random

number sequence generated,;




a radi o comuni cation control unit for inputting the data input by the
termnal interface unit, processing the data based on a protocol, and
outputting a result of the processing; a confidentiali tg%ﬁ@éﬁé‘s%{?% uni t
for inputting a control signal and the_data fromthe radi o conmunication
control unit, perform ng confidenti al iGtgy processing by encrypting the data
i nput based on the control signal input, and outputting the data processed
to the radi o conmunication control unit; and a radio conmunication unit for
i nputting, nodul atjng, and sending the data output l%y t he radi o,

“communi cation & 81 NUAIbET Seienes @Qm@rﬁgﬁi@%’f@mﬁ ergt the atist nput put s

or ocessi nip LR RRTaRE e, RHbbRT B Bs SQnet REGct) 1Fs SRESPHE™ 2hom
nunber seggence to be used for encrypting the data before the data is

input, and outputting the random nunber sequence generated; 3 October 2005
63 a random nurdieropssgngnorit nforompuftong ithe udatd rgdbedaypting ehdadaailsy i nput

-and tenporarily storing the random nupber seguence output by the encryptor;
and an ppmrgqmﬁagm _tOPFWIOinnBﬁ § Kigta Pt At S renviars iR sesligBee: by
perform nsq?ﬁég iﬁ‘?ﬁé?&ﬂd&?ﬁngﬁm%gxes LAl H{%morg’ng%%he random nunber sequence

stored int random nunber "Sequence menory; d wherein the radio
communi cati on cohéref theniddid cofimsdiedticn tharaengt ﬁr&t%arft@fhﬁ Héneraisipm
e

nunber sequence by the encryptor and the nenorization of the
of the random number sequence by the encryptor and the memorization of the

random number sequence by the random number sequence memory, then starts
the operation of the data and the random number sequence by the operating unit,
before performing the generation of the random number sequence by the
encryptor, the memorization of the random number sequence by the random
number sequence memory, and the operation of the data and the random number

sequence in parallel.




random nunber sequence by the random nunber sequence nmenory, then starts
the operation of the data and the random nunber sequence bg the operating
unit, before performng the generation of the random nu OE@q?:fﬁ}fte by
the encryptor, the nenorization of tgjg random nunber sequence by the
random nunber sequence nmenory, and t operation of the data and the
random nunber sequence in parallel. 3 October 2005 64 8. A radio

comuni cati on apparatus conprising: a radio communication unit for

recei vi ng, and dem)dfgl ating data; a radi o conmuni cati_on control unit for
i nputtingthe data @A Lﬂ%‘é‘?@lﬂnﬁ?tm]@ﬁﬁpfi‘r&ﬂ}sdmé@ﬁﬁi%-cati on unit, and

processi ng an : I : : . confidentiality
processi ng unﬁ%@%‘hﬁ}?ﬁ#@nﬁgﬁ?ﬁgﬁagﬁgﬁd %%rﬁ&@ﬁgﬁ%ﬁzgﬁ, performng a
data random zingadid eeemmimeativh e@eFolRinin Sordapattingtht Rtdddmoduatéd by and
out putti ch the data processed to the radi o comunication control unit; and
a t er m ndheiradierdommunication anit; apdprocegsiagandunypettingghe detadeeased pnocessed
by the radjo conmunication control unit, and wherein the radio

comuni caWPt?r‘fofmit outputs the control signal before outputting the data,

wherein the c i k:al:i 3 j it i or
starting 'gene%%?%%ﬁlag&%rﬁg%%ﬁ%%gr%lls@ghgln%gi ?gﬁg%l ﬁ%}%gghggfrl@g%%’rypti ng
t he dat a penfarinibghatata thalodalzmg n%rdcemlﬁg bR deeritlitot datg fohehe danggtnunber

sequence generated; a random nunber sequence menory for inputting before
t he dat a and quipufting the data processed to the radio communication control unit; and

a terminal interface unit for inputting and outputting the data processed by
the radio communication control unit, and

wherein the radio communication unit outputs the control signal before
outputting the data,

wherein the confidentiality processing unit includes:

a decryptor for starting generation of a random number sequence to be
used for decrypting the data input before the data is input and outputting the

- random number sequence generated;

a random number sequence memory for inputting before the data is input

and temporarily storing the random number sequence output by the decryptor;

and




and tenporarily storing the random nunber sequence output by the decryptor;
and 3 Cctober 2005 65 an operating unit for inputting the data, performng
an operation of the data input and the random nunmber sed{steRersé¥bed in

t he random nunber sequence nenory, ang outputting plaintext data, and
wherein the radi o conmunication contr8P unit first starts the generation
of the random nunber sequence by the encryptor and the nenorization of the
random nunber sequence by the random nunber sequence nenory, then starts

t he operation of theagll_lai nt ext data and the random nunber sequence by the

operating uni t,aeRp@aEn ptoloRiiAPUTRE hettatpesforating va onaralion ebiker
sequence . ryptor., rization of the random,nunber.sequence
byt he. 3P, ABET 8 fndobl RSP, SRR oo R TR BRI e
data and deffendeARERIGH WAHSutRRAHS telt Badhhe! - Abst r act A random
nunber sequence i s preéviously geR rated by fthe function f8 for data

~ confidential i t ywineremetiei mdio ehmoiurgeatemat@stral wrdnh fiosh standdre gaegatiorce, and
stored in randqQm nunber sequenc% nory (buffer). When .,data (nessage) is
Cinput, t R thedaBRemumBbes iavsRce byt Beicrypton and the drsmorization ef s c e

o gener ape R A0S 67 i tORRAR Hhln ) B i, B SRS T O

the operation of the plaintext data and the random number sequence by the

Di

operating unit, before performing the generation of the random number sequence
by the encryptor, the memorization of the random number sequence by the
random number sequence memory, and the operation of the plaintext data and the

random number sequence in parallel.




random nunber sequence is al so previously generated by the function f8 for
data confidentiality processing and stored in the random nunber sequence
menory (buffer). Wen the ciphertext data i's input, by tR&ckareriQ®uit, the
random nunber sequence stored in the random nunber sequence nenory is read
and the ciphertext data is decrypted into the data (nessage).

Abstract
Arandom number sequence is previously generated by the function
18 for data confidentiality processing, which generates a random number
sequence, and stored in a random number sequence memory (buffer). When
5 data (message) is input, the random number sequence stored in the random
number sequence memory is obtained, and the data (message) is encrypted
by an XOR circuit to generate ciphertext data. In case of decrypting data, a
random number sequence is also previously generated by the function f8 for
data confidentiality processing and stored in the random number sequence
10 memory (buffer). When the ciphertext data is input, by the XOR circuit, the
random number sequence stored in the random number sequence memory is

- read and the ciphertext data is decrypted into the data (message).




