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public key cryptography, nore particularly to
verification of a public key. Public-key cryptography
has been widely used in various lsecurity applications
since its invention by Diffie and Hellman in 1976. In
cont r JHUBLLC IDY CRVPTAGRAPHYOANIPAVFRAMEWQRKI THEREFOR
keys are used: a private key that is kept confidentia
by a certain party, and a public key that is avail able
to the publlc EEpendlng on the public-key
o can be used
£ n\ASA RN : ture while

t he correspondlng prlvate key could be used to decrypt
the ci pher text or to generate the signature. It is
conputationally hard to derive the private key from
t ha@hpubldigiok edated o Bitlictkey csip@aeiphyembfe pantoubirlyttbeerification of a
nnst i mportant applications of public-key

¥ﬁ$ ﬁwhy, and is the fundanental nechani sm for

ent1 cati on and non-repudi ati on services. The

S|gner can generate a digital signature of a nessage
using his private key. The receiver can check the
origin and integrity of the message by verifying the
di §iblig-keyi eysiptoaraphyhashesy widrdy visdria ypaous ey BPplications since its
key. Moreover, if the private key is only known to the
Si givehtion b:hBiﬁ'liegln& iHetlmandt 1920 ¥n cortgisinatcongentibeal cryptography, a
signature since other parties are unable to forge the

t
Si g‘iégfé%rzsyé%% %g:%g o bl bieatkdyVRhiSs ket codGRHAFHPB edefn party, and a

public key that is available to the public. Depending on the public-key cryptographic

algorithm, the public key can be used to encrypt a message or to verify a signature while
the corresponding private key could be used to decrypt the cipher text or to generate the

signature. It is computationally hard to derive the private key from the public key.

Digital signature is one of the most important applications of public-key cryptography,
and is the fundamental mechanism for authentication and non-repudiation services. The
signer can generate a digital signature of a message using his private key. The receiver
can check the origin and integrity of the message by verifying the digital signature with
the corresponding public key. Moreover, if the private key is only known to the signer, |
the signer.cannot deny originating the signature since other parties are unable to forge

the signature without the private key.
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To determne the origin of a signed nessage, the
verifier first needs to make sure what is the clai med

WG 2@nm82436 publ i ¢ key. Public-key certificates PCHYGZNN2/000198

inmportant role in binding the public key with the

identity of the owner of the rrespondi ng private

key. X. 509 is an industry standard which defines the

format of a public-key certificate. The 5 el enents of
osigranadiy opsinqife signed meseaggdibe vrriipr fiysy needelp mrkeggyre what

entity, the entity's distinguished identifier, an

dxthierciaimiad sigadr’d ndblicdey | Hubtiatkey catificans pldg ah ihpettandtole in

the cryptographic algorithmw th which the public key

e T . ! .

g)?n&éﬁ%gf? lpiﬁ?ﬁgkey Rith El%e%&%tﬁﬁ Bf ﬂa@%ﬁé&%%f ﬁ@%@ﬂgﬂg@?@hg gifwate key.

I cat’e owner, e certificate nee

[ d by trusted thir ar TTP) called the .

LU e e sHGr vyl dohes b thdrag s b gerificate. The
m ght be conprom sed before the corresponding )
slements ife@ypublierkey tertificate snodudedbiepeldicdseyiof yn ¢atify, thaeptity’s
party hol ding a conprom sed key can forge the

sligingtishel idditEieef Hf pirg detetof Gderts@ity, bhd aRAAAESITEhe

are needed to prevent this. A straightforward

FRBARENL Shiiithn WS e Bl BFId be LR Ty galeTe
certific tig?revo ati o,répi nformation wll be accessib

I
Pythenifated iden{i of pgertifical gRner, thercertifiqate It?éd%lWaﬁee‘Sﬁl“ﬁéSY a

-an apparently valid certificate is no |longer valid.

Tivstetl EiiFd pricty (T kalkagl tie oerpficaiodemtiooity (GARN | nt er net
standard to support an X 509 20 based public-key
infrastructure (PKI) (R Housley, W Ford, W PolKk,
and D. Solo. "Internet X 509public key infrastructure

certifi e a L profile.". REC 2459 Januar.
Pyl Ry (R BBl pefus bR Crvong AL oy
relating to WD 2004/ 032416 PCT/ SG2002/ 000198

certificate’s scheduled expiry date, any party holding a compromised key can forge the
signature. Therefore, additional security mechanisms are needed to prevent this. A
straightforward approach is that the owner of the certificate requests the issuing CA to
revoke the certificate. The certificate revocation information will be accessible to public

thus the relevant users will be aware that an apparently valid certificate is no longer

valid.

The IETF PKIX Working Group is developing an Internet standard to support an X.509
based public-key infrastructure (PKI) (R. Housley, W. Ford, W. Polk, and D. Solo.
“Internet X.509 public key infrastructure certificate and CRL profile”. RFC 2459,

January 1999). The PKI provides a framework for services relating to
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3 issuing public-key certificates and distributing
revocation information. Certificate revocation and

WO a0@3x4ion i s a significant burden to the PKIPCT/BG2©2/000198

an object of the invention to provide a public key

cryptographic framework which ;5 alleviates at |east

one of the disadvantages of the prior art and/or

provides the public with a useful-choice, SUMWARY OF

TrmingNwbRe-kercarti fingtepang @azrlb@tllign@*fpmlentmfsﬁnatwna Certifippte

aspect, there is provided a nethod of performng a

peiad catidrpandradlidaiqyisaptgraficaanbadeptd the K1t he steps of.

generating a private and public key pair, the public

key having a lifetinme; selecting a plurality of

intervals within the Iifetine and a plurality of

res ec lve entifiers, each inferval bein oci at e
’csr’fmé’ %‘QP qvsptien @rpro 6! alﬁ’é}{’r'l‘%lgey ‘. P@@%@Eﬁt qyvork which

party generate a public key certificate which 15

iatleviatte st ket opeibf ihe disagvantages of thagior deand/bi proyvidekthe public

identifiers being selected so that it is relatively

A/t & GedRt] dheicgeri ve an identifier associated with a

said interval fromthe final identifier but

relatively easy to derive the final identifier froman

identifier associated with a said interval, a said

0 orOV|ded by a user with any matter

AEJN Nt ed upon using the private

key in the aSSOCIated interval to confirmthe 20

validity of the certificate in that interval

Preferably, a user of the private key holds the

CRecbidinE Rl tBe Hvehiiéh meY firlst és?@ét 6thbi® iHodided aBmetRO®LF ﬁerformmg a

l'ocation. One or nore ideniifiers of neans from which

Lpu%hc/(;j)renrz]e{te Ieye (r)psera foh %le%%lql%/tge gtg'p}sGofP eﬁe%@zooazérpv%g % public key

‘s. - -'-.' -

pair, the public key having a lifetime; selecting a plurality of intervals within the
lifetime and a plurality of respective identifiers, each interval being associated with a
said identifier; and having a trusted third party generate a public key certificate which
includes the public key and a final identifier, the identifiers being selected so that it is
relatively difficult to derive an identifier associated with a said interval from the final
identifier but relatively easy to derive the final identifier from an identifier associated
with a said interval, a said identifier being provided by a user with any matter signed or
otherwise operated upon using the private key in the associated interval to confirm the

validity of the certificate in that interval.

Preferably, a user of the private key holds the certificate or the certificate is held in a

public location. One or more identifiers or means from which the identifiers are
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generated may be stored on a renpte server with a user
Wi shing to encrypt matter using the private key

w0 pio3d4ily either obtaining the identifier forP€heG2002/000198

current period fromthe server or obtaining said

means fromthe server and geneyating the identifier

using the neans, with the user and server preferably
communi.cating via a secure chanpel. 5 The identifiers )
Acacrpied maayAls jorgd AB paeBete S VPRV &iU5e WISPINg (@ FREKPtaRatier Using
one-way hash function to a root. The user may obtain

ah¢ prieats kaynypitally eiher pbtainingthe edantiyiet fot theadurent peyiddefrom the
acconpanied 10 by the identifier and/or the private

KXo BYothaN g\ d Hbdn¥ A fheBerded éxﬂi%eﬁ@fa’tiﬁg thel ilEntHRB Lising the
senglng a tlﬁé of encryption with the encrypted matter
and/ or each inteﬁval n%% hqﬁf assocCi ted.theremﬁﬁh an
RS ﬁ’Fi‘\?%ﬁaé’ REAYer PHEFTTANY SOUIUnSANE Y3 4S80 SOTTG
each usable together with the public key in a
public/private key encryption/decryption operation,

the interval keys being such that it is relatively

ERRMddRifidEY dr¥ Breferhbly @endriee by adcukye dpplichtesh df @@Fwayehiash
interval key but relatively difficult to derive an

j er, | rval key froma later one. In the clained
qnﬁ{‘%’gt?ﬁg%’%any a third party operates on the current

interval identifier to derive the final identifier to
confirmthe validity of the certificate in the current
interval, 20 together with any additiona

alheheert meapnobtein/ a/ame tlanped versionof dubanerypis] mettrito he dedoynpanied
way of exanple in the precedi ng paragraph. WO

33014 RRRAAE METr HZRPAUDY IS, hdve Aalillicy GhithRr 4 tim@ipeidd) Gthe user

to confirmthe validity of the certificate may request

fsregcmxé Q%Iﬁéso%r encryption with the encrypted matter and/or each interval may have
associated therewith an interval private key, the interval private keys being each usable
together with the public key in a public/private key encryption/decryption operation, the
interval keys being such that it is relatively easy to derive a later interval key from an

earlier interval key but relatively difficult to derive an earlier interval key from a later

one.

In the claimed method typically a third party operates on the current interval identifier to
derive the final identifier to confirm the validity of the certificate in the current interval,
together with any additional authentication/verification procedures as mentioned by way

of example in the preceding paragraph.
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the identifier of the current tinme period and
determnes if the final identifier of the certificate

w@ aw4lose4der i ved fromthe current identifier. TPeT/8G2002/000198

party may then use the public key verified by the
certificate to encrypt matter d{o0 send to the user. 5
According to the invention in a second aspect, there

i s provided a nethod of conducting a. public key

t Hriesnarty skisan cantivg thevalidity nf tiag ce BeY fRgiugst from the user
public and private key pair, the private key being

hike fchiyfidrivd thesaitreatime perigalidnld detdeayndsaf theg fmaridsstifidref the

to a party to the transaction and havi ng associ at ed

tRAIHRMe N Be gm&cﬁ&ﬁ Xh&(gﬁlteh{ fd@ﬁﬁiﬁer.i he %ﬂrdﬁ%atr@rerglﬁ?y then use the

trusted third party; sending to the party

si gned or rwj se qperated upon usi he. private
BB fer Tes e the G REHE o B Pt B Send AT B s e
certificate including a certificate identifier , the
identifiers being such that it is relatively easy to
derive the certificate identifier fromthe matter

| ARbtdind ©rth®itvehdrdinl avebohdtispédt.atére ié profRiet wanéthed of conducting
matter identifier fromthe certificate identifier;

. . £ § or. DI Ovicd _

FHRHEEES kot Cdfy{IRlg 6 mbRE: Eba i A fnd Bk 1oy

confirmthe validity of the certificate ccording to

thAE: 1R PENRte &AY Pring bek bYotL%lgffééflé therulic key BiiggpeRespTale o a party

public key certificate 1issued by a trusted third

pa tieytransanpion s hadng afsbeieted dyerewitl a pablid kkynteirtificate iasvedd by a

means defining validity periods between a start date

aAfdied thivdpsty; datiding @ tBE ?i@ inbiterQfigricd O bilklwiss op&ate@ipon using

form ng part of the certificate each being associ at ed
ith.a.said validit riod an [ d,.t o .

it PSRt b8 e s DB HRREE i R A Mg o

using a. private key associated with the public ﬁﬁY'

wertiicater dentifies, pibe dddptifigey bemgrspclythat Hds welpiivelyrepwioderive the

plurality of identifiers are selected so that it is

reettdicateadentds fromothel eratterei detefisABu@MivOIF2U A ult to derive the matter

PCT/ S&002/ 000198

identifier from the certificate identifier; and operating on the matter identifier provided

by the user to derive the certificate identifier to confirm the validity of the certificate.

According to the invention in a third aspect, there is provided a public key certificate
issued by a trusted third party comprising a public key, a final identifier and means
defining validity periods between a start date and a finish date, a plurality of identifiers
not forming part of the certificate each being associated with a said validity period and
arranged to accompany maﬁer signed or otherwise operated upon by the user using a
private key associated with the public key within the respective validity period and

wherein the plurality of identifiers are selected so that it is relatively easy to derive the
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6 final identifier fromone of the plurality of
identifiers but relatively difficult to derive any of

wo b@4psdi@l ity of identifiers fromthe final PCT/SG2002/000198

identifier, whereby the validity of the public key
certificate within the validigy period may be
confirmed by operating upon the identifier provided

the.user with e tter..o5 Preferably. the,. .
b e ok e o € Bl pf il BaEfafivpl it to drive
application of a one-way hash function to a root.
aBgtiod thegwslityeof identifierserem sheafinal ddeméifian avheredy thmvedidits od the
duration of renewal intervals, and the identifier and
publid kBPaafiane withef e allidity phiiod madyest doRfiemedsy @}Iﬁeratlﬁgr@on the
extensions of the certificate, typically in at 1east
.Qne. of . a.pri.vaie ex elak 10 subject key id; a
1@?&}%&?%@% rb|¥ 2[{1? iR ?@%e%é)%ﬁg&cert ificate is
preferably constituted using X 509. According to the
invention in a fourth aspect, there is provided a
public/private key cryptography franmework in which
Prefetdly theddaiti€drsipothe psodugt af the racatsivekappliodtioa qfalvineevay hash
15 and private key pair is associated with a separate
BHEND 126861 MAidVREER nRGGRIMAO L Sartldae eﬁﬁtth@ﬁmmtﬁé}%nd duration of

authentication being rélated to a verifier, the

S o A BR: SG  pB B Bigt o on o

authentication in the formof a_public key .
roereteitensigneof the gertifipgte. 4y pienibt icht dagst enedy 2 Drivatgcxtesion; a
arrangenent being such that the verifier nmay be

siBjet ifiy ®sajdve alathitbetnamet Thecdificatois préfemblecamatituted using
20 confirmthe validity of the public key certificate.
¥¥,8004/ 032416 PCT/ SG2002/ 000198 7

According to the invention in a fourth aspect, there is provided a public/private key
cryptography framework in which matter operated upon using a private key of a public
and private key pair is associated with a separate authentication which accompanies the
matter, the authentication being related to a verifier, the verifier and public key being
available to a recipient of the encrypted matter and accompanying authentication in the
form of a public key certificate issued by a trusted third party and the arrangement being
such that the verifier may be derived from the authentication but not vice versa to

confirm the validity of the public key certificate.
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The public key and verifier are preferably bound
together in a public key certificate, and the

W@ esoiiogl4ec@t e once generated may reside with a BEESGHN2/000198
the private key and acconpany any nessage signed with
the private key and sent by the user. 5 The descri bed
enbodi nent di scl oses a public-key franmework that

VO he rtl i cat e cati.on in authenticati
Thepuhi 6T 8k variich i Teiiool- R s i b Avas 5 cedoate, and
Either the certificate owner or his nanager can
the néntificate loacevgenemtedymayf rekids withra usei ofthe ptivate khpsndiaccompany
ext ensi bl e expiry date. The undeni abl e informtion

esSXJONERA it tREPiildte k&Y SnBseBKBY the usghat € i's

released by the cerPlflcate owner to the certificate
verifiers directly. The 10 certificate verifiers can
determ ne whether the certificate is valid w thout
contacting the CA or other trusted third parties

Tascdssenibed enodizeent diselosscrpybhicakey ﬁw“@%ﬂ@t avaigrethe cergificate

provi ded a nmethod of performng a public/private key

1ePp&datibh Gnawgidtichtionngoi-repudiadps, 2l public-fenearcagption sarvices. Either
public key and a root private key, the public key

tﬁ@\éérﬁﬁc?te ot & Hs matt‘i’i&s{ @4.11 é&u‘af‘th'é L%thf 1413 b?i’ﬁﬁ@atg ¥t has an

O generate a respec ur al Ity O I'nterval private

SRR B Bﬁf[ﬁﬂ?%'iw?o Htian R0 ERRR s Etifioatey expiny

operatl on; selecting a plurality of intervals within
datreis|released i thepridfioatsspunrity theplettifigater yerigiersxbrectly. The
identifiers, each interval being associated with an

deseMiokd Ve@ific Ghnaleahthoiwheicy dhe qertificatesis viBY without contacting the
associating the public key with a final identifier; WO

CRUFHRP e FinltaFarR2/ 000198 8

According to the invention in a fifth aspect, there is provided a method of performing a
public/private key operation comprising the steps of:

generating a public key and a root private key, the public key having a lifetime;
operating on the root private key to generate a respective plurality of interval private
keys, the interval private keys being each usable together with the public key in a
public/private key operation;

selecting a plurality of intervals within the lifetime and a respective plurality of
identifiers, each interval being associated with an identifier and a said interval private
key;

associating the public key with a final identifier;
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the identifiers being such that it is relatively
difficult to derive an identifier associated wth a

wagadod/osnterval fromthe final identifier but reCEHSGUS2H00198

easy to derive the final identifier froman
identifier associated wth a gaid interval ; and the
interval keys being such that it is relatively easy
to derjve a later interval key froman earlier .
thetidenifiersdsjngssush that gintelapiwely diffiqulido deriyean faniifiergssociated
earlier interval key froma later one. The public key
atittl of saftkinteirahd ffont the finplridémifab byt fetativelyaaty tof degive thal fireal
key certificate issued by a trusted third party. to
i ﬁ}iﬁéi%rh bh ?c;eﬁﬁﬁélyasp&i&é‘@%ﬁta%gid%e%? UL %8 interval keys being
application of a one-way hash function fo a root.
Wthin.a current said,interval, a er send, to a
Fehy et £51at Vel eas9 W@ AN et IS Ko DT o g oty vel key
associated with the current interval, the identifier
butgoletively difficulhta desive Bn carliceimtervaltkey Viim b bdtergpnpr ovi ded
wWth the encrypted matter with the third party
operating on the current interval identifier to
derive the final identifier to confirmthe validity of

i i t . .
e e g s
digital sigpature schenme is disclosed in 20 which
PY&H@@E@ﬂBH£W¥B? validity periods both before. and
after the current period remain secure even if the
private key for the current period is conprom sed. WO
2004/ 032416 PCT/ SG2002/ 000198 9 BRI EF DESCRI PTI ON OF
ThiE deiirNay AR RIGaEH BB Récudivd ApLCAYEHGA 20heWvhy hddRWinction to
be descri bed, by way of "exanple, with reference to

g(r:é:og_rrpanyi ng draw ngs i n which:

Within a current said interval, a user may send, to a third party, matter encryptéd using
the private key associated with the current interval, the identifier associated with the
current interval being provided with the encrypted matter with the third party operating
on the current interval identifier to derive the final ,identiﬁer to confirm the validity of

the private key and hash value in the current interval.

In the described embodiment a forward-secure digital signature scheme is disclosed in
which transactions for validity periods both before.and after the current period remain

secure even if the private key for the current period is compromised.
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5 Figure 1 illustrates certificate expiry date
ext ensi on using the enbodi nent of the invention;

WO-2@u082426 i | | ustrates public key framework; 1BCHSGQL02/000198

3 illustrates a procedure for validating signatures
using a forward secured di git@l signature schene; and
Figure 4 illustrates how the énbodi nent of present

i nvention may be inteqrated with the 15 X 509

BRIEF DESCRIRFION QF 118 AMENGd e format of a public

key certificate. DETAILED DESCRI PTI ON OF THE
PREFERRED EMBODI MENT Bef ore describing the preferred
enbodi nent of the invention, two standardi zed 20

[ drhfdaBAta of BARAtBA Wik GBA HeSdMBerivrd! BewhiFFeindple, Rith
%glsetlcﬁdbgg narregTéy: CRE - Cartificate R’e@g‘gafi on Liﬂst,
whi ch provides peripdic revocation information. WO
Sl esh Ao mReRy BESBOYPEOBIYAC 0 acSP - On- | ne
Certificate Status Protocol, which provides tinely
revocation information. Certificate Revocation List
(CRL) 5 ACRLis atine-stanped |ist of serial

RS | SihRtraRh batifieRe bxdihCait€ etteheidd gy thefe@iboliingme of the
certificates that have been revoked by a particul ar

Rentddl CRL is signed by the

Figure 2 illustrates public key framework;

Figure 3 illustrates a procedure for validating signatures using a forward secured digital

signature scheme; and

Figure 4 illustrates how the embodiment of present invention may be integrated with the

X.509 industry standard which defines the format of a public key certificate.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENT

Before describing the preferred embodiment of the invention, two standardized
certificate revocation mechanisms in the IETF will be described namely:
e CRL — Certificate Revocation List, which provides periodic revocation

information.
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rel evant CA and nade freely available in a public
repository. Updates should be issued at regular

WO paoeosalles, even if the Iist has not changed (PEIISG2002/000198

enabl i ng users possessing a 10 CRL to check that it is
the current one). The revoked,certificates should
remain on the ||ist until their schedul ed expiry date.
X.509 v2 CRL format profiled for Internet use jn .
RFC2489 Q@EBP medn-fine Certiigatccdiatyn Brotenol viel provides §imel o
required fields identify the CRL issuer, the algorithm
used t o sveatiod mfoimmeatioRL, t he date and tine the CRL
was i ssued, and the date and tine by which the CA will
i ssue the next CRL. Optional fields include |ists of
revoked certificates and CRL extensions. The revoked

rtificate list .is ional to support the case where
;%&(11 eVr?ﬁ?thnetv}étl{g%ny unexpired certificates that
it has issued. 20 Certificates revoked by the CA are

uniquely identified by the certificate serial nunber.
The date on which the revocation occurred is

PPERI ik 8 GimeAsthpddanabs sepfabhiirBbérd br Hyr detificipidehtefers for those
CRL entry extensions which include Reason Code -

iﬁ%j%%‘%% ﬁ%&ﬁ% Bl L8R8 %i-k’fﬁé)?ﬁiﬁﬁ SERL e
W' 26047 65 _
G (A G i3t PRHERIE &1 R o fEEo 0B gt abeyld be ismued

hold. Invalidity Date - provides the date on which it
iatregnlanimtarvals, eype tithellisthas notwhangad ((hats en&dingwisers possessing a
conprom sed or that the certificate otherw se becane 5

IO heck G8f #t i the SduBertt DR The rdvdReY édriiBatdsiBould remain on the
certificate issuer associated with an entry in

list until their scheduled expiry date.

X.509 v2 CRL format profiled for Internet use in RFC2459 defines the required and
optional fields. The required fields identify the CRL issuer, the algorithm used to sign
the CRL, the date and time the CRL was issued, and the date and time by which the CA
will issue the next CRL. Optional fields include lists of revoked certificates and CRL
extensions. The revoked certificate list is optional to support the case where a CA has

not revoked any unexpired certificates that it has issued.

Certificates revoked by the CA are uniquely identified by the certificate serial number.
The date on which the revocation occurred is specified. Additional information may be
supplied in CRL entry extensions which include

e Reason Code — identifies the reason for the certificate revocation.
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an indirect CRL. CRL extensions provide nethods for
associating additional attributes with CRLs. The 10

woK2899032426 CRL format al so all ows communi ti es tPCTHRG2002/000198

private extensions to carry information unique to

those comunities. Each extengion in a CRL may be
designated as criti caI or non- critical. A CRL

val i dati orl nust fai it encounters a. cr

ext ens! PMARSENCH G Hols— ARG MO Lobp 5ER §Ber encountering a
However, an unrecogni zed non- critical extension nmay

be i gnorcerdificateahattiae hadngplscedomchold.t hi n | nt ernet CRLs
include 15 Authority Key ldentifier - identifies the

publig HﬁValﬁﬁ?'ﬁ%@Qﬁfﬂv@&stﬁb 4416 on Whichat B l&%%n%%gsﬂe@ted that the
sign a CRL ssuer “Al'ternative Nane -

addi ti onal entities to be ass ate vvlth

i ssuer &¥Y Pﬁiﬁ&&@s co@ﬂtorﬂﬁ?fb%rr at ?F%’&gcﬂi 8?’5“1”83 became
easily determ ne when a particular CRL 20 supersedes

anot her icRlid. Delta CRL Indicator - contains the

changes between the base CRL and the current CRL

i ssued at@fificand Isbudr hadelified tHoRlertifilRted0df B538€iARd with an entry in
PCT/ S&2002/ 000198 12 Issuing Distribution Point -
identifigg &he, di stribution point for a

parti cul ar . erational protocols that deliver

CRLs to client systens could be built based on a 5
variety of different nmeans such as LDAP, HITP, FTP,

and X.500. An advantage of this revocation nethod is

CRAt exGRIsBnapsoviste raéthods fouassdeibtingadidtional ativgbutes with CRLs. The

X.509 v2 CRL format also allows communities to define private extensions to carry
information unique to those communities. Each extension in a CRL may be designated
as critical or non- critical. A CRL validation must fail if it encounters a critical
extension which it does not know how to process. However, an unrecognized non-
critical extension may be ignored. The extensions used within Internet CRLs include
o Authority Key Identifier — identifies the public key corresponding to the
private key used to sign a CRL.
e Issuer Alternative Name — allows additional identities to be associated with
the issuer of the CRL.
e CRL Number — allows users to easily determine when a particular CRL
supersedes another CRL.
e Delta CRL Indicator — contains the changes between the base CRL and the

current CRL issued along with the delta-CRL.
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same neans as certificates thenselves, nanely, via
untrusted communi cati ons and server systens. One

wo powmmpadion of the CRL revocati on nethod is theE€T/86G02/000198

time granularity 10 of revocation is limted to the
CRL issue period. For exanpley,if a revocation is
reported now, that revocati on wll not be reli ably

notified to certificate t he

peri odi gfsmg Pistritution oint lﬁg@ﬁ%ﬁ@m 1%blgw@ H?(‘J‘H ora
one day, or one week depending on the frequency that

t he CA imstimdar@RJs. 15 On-line Certificate Stating
Protocol (OCSP) The OCSP is described in M MWers, R
Ankney, A. Ml pani, S. Glperin, and C. Adans. "X

509 Internet public key infrastructure on-Iline

iﬁwlg& i SaF I CRT e R harne 50 56 Bt thien o

it may be necessary to obtaln tlmsl , |nfornat|on
rverg@ty@ifdﬁferm@meemhuaé DAR, TP, TP, é“&a%tﬁopicate. The
OCSP enabl es applications to determ ne the state of an
identified certificate. An OCSP client issues a status
request to an OCSP responder and suspends acceptance

S SR D ISP s gty oy

res onse. The, P.re nder st.be one.of th
P GRS EES teTph e Raginy e e SomE pigeion and
|n questl on, A trusted re onder whose publ ic key is
{senysit sydtems. @h@hmetqu@lso%the Cé&rem@él@n Sﬂ@ﬁ@ﬂi@‘é@ granularity
who hol ds a specially marked certifi cate i ssued 5

Qif FebAtiony liknited € ¢he IQRIL B8ld PgiodnBér dxamiples HenRdedatioR s reported
i ssue OCSP responses for that CA.
now, that revocation will not be reliably notified to certificate-using systems until the

next periodic CRL is issued -- this may be up to one hour, one day, or one week

depending on the frequency that the CA issues CRLs.
On-line Certificate Stating Protocol (OCSP)

The OCSP is described in M. Myers, R. Ankney, A. Malpani, S. Galperin, and C.
Ade;ms. “X.509 Internet public key infrastructure on-line certificate status protocol
(OCSP)”. RFC 2560, June 1999 as a supplement to checking against a

periodic CRL, it may be necessary to obtain timely information regarding the revocation
status of a certificate. The OCSP enables applications to determine the state of an
identified certificate. An OCSP client issues a status rgquest to an OCSP responder and

suspends acceptance of the certificate in question until the responder provides a
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Upon recei pt of a request, the OCSP responder either
returns a definitive response, or produces an error

wore@gasie All definitive response nmessages shopdTS6202/000198

digitally signed. 10 The response for each of the
certificates in a request congjsts of target
certificate identifier certificate status val ue

1 REDEE; [y PSP aePonfeianhprench 4 FLpOne BHES dof  med
as follows. "Good" indicates a positive response to

t he swatlle CAqiorigsuet Revakieiiatd indjuestioms t hat t he
certificate has been revoked. "Unknown" indicates

that {hea ;@3R8 REBbndte S DR XY 3Ptkted BPtHESEJuebter BF ©
bei ng request egé.éEZ% Thepg@%ﬁe ?é\%ly/o resp%nlg}g val(lic?i ty

L S A R o

"Next Update" indicates the tine at which newer

i nf or matditsatlyiby thefeAaipdicating hatithe uesponder araytipste QS responses
status. If "NextUpdate" is not WO 2004/ 032416

PCT/ SB2HaP0A98 14 set, the responder is indicating

that newer revocation information is available all the
time. Prior to accepting a signed response as valid,

OCSP clients should confirmthat 5 The certificate

e ceip? O & Fecfledt ShE O SR AE SR Ter 2R 3 Afnii%e fesponse, or
produces an error message. All definitive response messages should be digitally signed.
The response for each of the certificates in a request consists of

e target certificate identifier

o certificate status value

e response validity interval

e optional extensions

The certificate status value of a response is defined as follows. “Good” indicates a
positive response to the status inquiry. “Revoked” indicates that the certificate has been
revoked. “Unknown” indicates that the responder does not know about the certificate

being requested.

There are two response validity intervals. “ThisUpdate” indicates the time at which the
status being indicated is known to be correct. “NextUpdate” indicates the time at which

newer information will be available about the certificate status. If “NextUpdate” is not
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identified in the request. The signature on the
response is valid. The identity of the signer matches

wo b@4iosa4erded reci pi ent of the request. The BCTRE2002/800198

currently authorized to sign the response. 10 The

time "ThisUpdate" is sufficieptly recent. The tine
"Next Upate" is greater than the current tinme if it is
set, Both of the CRL and OCSP nechani sns require %he
ek fesBefider indpdicaiene el TGBREISHORHIN TR{DpHetAn iavailable all the
information froma trusted third party to check the
8mat us of a public-key 15 certificate. That coul d be

a significant burden to applications relying on
public-key cryptography for security. A public-key
framewor k bei ng an enbodi nent of the invention, that

voids th certificate revoecatd 0 authentication
PR P 2ptriing F rencd FEPhTSIeS (D b o il o Sl
services will now be described, In this framework, a
publ i ¢- Ky certificateiidentidied i a saseivrd s9sppBIecorRONGS Waihe one
under the control of the certificate owner or his

manager .idéhtified wathedédquestof a certificate could be
refreshed by the owner or his nmanager at a regul ar

i nteryal ' :ky requirenents of a
gi ven agﬁﬁ@ﬁ{aﬁ%ﬁ% é“’%’??%???%’é‘%e WO 2004/ 032416

PCT/ SG2002/.000198 . . 15. verifiers, can check.t.he validit
wi t hotit THSHFSTREY At the Rignsryeiches b misndg Fesinignt of Rafeapt

CA. This is based on the security building block of a
" one- wayl Heaigner isaiurrentlyausherized yo kigs itheciespomsé.s
constructed by recursively applying an input string to

a ones ﬁ“ﬁé@ﬁn&‘aﬂﬁs@p@@é”ii%\ﬁﬁ%ﬁ@%ﬂr&éﬂ. be denoted as
H(r) = HH-1(r)) (i = 1,2, ...) where H(r)

e The time “NextUpate” is greater than the current time if it is set.

Both of the CRL and OCSP mechanisms require the certificate verifier to obtain the
revocation information from a trusted third party to check the status of a public-key
certificate. That could be a significant burden to applications relying on public-key

cryptography for security.

A public-key framework being an embodiment of the invention, that avoids the
certificate revocation in authentication, non-repudiation, and public-key encryption
services will now be described. In this framework,-a public-key certificate has an
extensible expiry date under the control of the certificate owner or his manager. The
validity of a certificate could be refreshed by the owner or his manager at a regular

interval according to the security requirements of a given application. The certificate
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r is the root of the hash chain. According to the
feature of one-way hash function, if r is chosen

w0 a0vdosd4y6 and t he hash chain is kept secret, gPOERG2002/000198

H(r), it is conmputationally infeasible for anyone

except the originator of the sh chain to find the

input H"1(r). 10 As a basic Security building bl ock,

a one-way hash chain has been used in sone | .
apisficre s} ehesk thecyaliditn gridpat refripyingAhe igypeation information from the
aut henti cati on and m cro-paynent. The one- way hash
craiThigie besedtondhé pecutiey lilee blagk oftwitfahealgohdsk chaibhd
to a public-key certificate as disclosed in J. Zhou
and K Y. Lam "Securing digital signatures for non-
repudi ati on". Conputer Comrunications, 22(8):710--716,

| sevi er Sgh 1999., where 15 the hash chain is .
Anheaiehash chaindERscior B Rty oy g AR paut seine tp ¢ one-
generated by an ordinary user (and tine-stanped by a
twaydtaghifunbiiony whiett gan tealenotad as H¥r)ceH(HT (i & 16X pi.) ywhere H'(r) =
date is extensi ble under the control of that user.

AROthB edot PRI HRSR biRdin.NAScHERB tP TRFeABR ofioﬁe—%va%/Ma@l@fdnction, ifris
"Certificate revocation systentf. US Patent 6292893,

SRRGERPEuAP R K095 58 AR SEL s

value for a validity period to CRL, wth the final__
viipasble forapponexeertithe erigiastagof tﬁﬁ b 10 tg findehe, tppt B ().
key certificate. However, in both these proposals a
CRLis required to allow confirmation of validity. In
Zhou and Lam the tenporary public key certificate

I BER SR @ﬁﬂeﬁhg BRAL DY ore-RhY HAh&hkiBYhad 588 ChsRE $lsome
wth a further public key WO 2004/ 032416

PCTL S OOZHO 0198 416 Wﬂich Qgﬁwa.gﬁphic ke&b_ ment. The one-
EBPHGEHPRPEUTog pRg e sy ord Al eptiaHyn g57 frjcropppgment.
validity of which  requires confjrmation using a CRL
ivRythagh ehsimggneygigd injthe dimve xooaosld alspebe bauadde apgblic-key

hash chain value is provided in the CRL

certificate as disclosed in J. Zhou and K.Y. Lam. “Securing digital signatures for non-
repudiation”. Computer Communications, 22(8):710--716, Elsevier, May 1999., where
the hash chain is included in a temporary public-key certificate that is generated by an
ordinary user (and time-stamped by a trusted third party) so that the certificate expiry
date is extensible under the control of that user. Another application has been proposed
in S. Micali. “Certificate revocation system”. US Patent 6292893, September 2001,
where the CA updates the certificate status regularly by providing an intermediate hash
value for a validity period to a CRL, with the final value of the hash chain being
included in the public key certificate. However, in both these proposals a CRL is
required to allow confirmation of validity. In Zhou and Lam, the temporary public key

certificate includes matter signed by a private key associated with a further public key
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5 The public-key framework of the described enbodi nent
avoids any trusted third parties' involvenent in

w@oemkiosriihg the current validity of the publi cP&E§G2002/000198

certificate once the certificate has been issued by

the CA. The certificate will be initially not valid

for wuse when issued by the . Only V\,hen the

cert i ficate owner | eases hal n | ue,

iVhigichas R“Shﬁ ey aertltelﬁ%tt isguad; @t% PN@h%YI qdelnch

date. The certificate 10 owner extends the expiry date
ofquiies caefirtiafion asiag b \CRIeinsthe nognal veryc fa Uite6R 92883 the intermediate
vaI ues at a regular interval. If the certificate

fhai’i@ml&fs o4& inded €rpi s certificate, he can
S|np

abandon the rest of unrel eased hash values in
the one-way hash chain. The interval for refreshing
the certificate validity can be defined as short as
desired by the certificate owner, so that there is no

e public-kast frinngwerkeofiths dasaribasrenehadimentianeids any nsted third

15 Generation of public-key certificate will now be

gatiesi iaeslvetontin denfirdng theurrtievalidity ubthePablib ity @ditlﬁcate once
the certificate owner can control the validity of his

I e)'l;l{l%c%zeit %s bebh BS&d By e @Ab lThg cgﬁi}ﬁcgtg %Llﬁ%ﬁﬁh@%%&&ahd for

e expi ry ate |s generat

foII W N |r of keys rivate
sShed Wb Fa- ) e v patei Tt £dleAshd PAd hash

I|fe tinme of the key pair (SKU PKU) as T, and the
akbiet Wikt bewwvalit Maémagdmmetﬁamibe staitisgtvelid detet Thecertificate
period for refreshing the WO 2004/ 032416

Bﬁ;ﬁéﬁ&%&ﬁ% dafelof\tad éeiifidatOby fdl@istethPetainedshabh values at a

Suppose |j T/L is an integer. The refreshing points

?%ﬁ%a‘il%’t&tv%g 1Phe Rertifichtt owiBPwantP i inbalidate his Pam s te, "t can simply

abandon the rest of unreleased hash values in the one-way hash chain. The interval for
refreshing the certificate validity can be defined as short as desired by the certificate

owner, so that there is no need of certificate revocation during that interval.

Generation of public-key certificate will now be described, considering first the

situation that only the certificate owner can control the validity of his certificate.

A user U’s public-key certificate with an extensible expiry date is generated in the
following way.

1. U generates a pair of keys: private key SK;; and public key PKj,.

2. U defines the maximum life time of the key pair (SKy, PKy) as T, and the

starting valid date as D. U also selects the time period for refreshing the
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certificate's life tinme and refreshing points are
illustrated in Figure 1.) 3. U selects a random nunber

w0 2@8/0833e6 r oot of a one-way hash chain, and 5PCT/SG2002/000198

generates the one-way hash chain H (r) = HH-"(r)) (i

=12, ..., J). 4 Usends hig,public key PKU, the

starting valid date D, the |last hash value H (r), the

hash chain length j, and the refreshing tine period L, .

to the Y&ty of theicypaugs irog?m&?s@h.: 8L Tsrgpingeger. The refreshing

authenticates Us request for a certificate in an

out - of - bjzmuats et dendted a8 @, & D-ilhdhy, = DHE*CA. g@nerlatj&ks. @he

public-key certificate CERTU = SI GN\cA(U, PKu, D,

H (1), |certiflcatd"@lifetitPhicieti¥shifd Béifits!aBS flukeh igure 1.
cate*®Lif boddtelits LP‘ﬁ?.Sfri ub@ated S1gurel)

information is omtted in CE e CA sen

CERTU,t g ;U., 15 Conpared w th an ordinhar ubl i c- ke
cor ¢ 71 ChedeBa R ¢ Ao B RO CRIAP by hach it apa
which will be used to control the validity of CERTU.
Once CERSRueiates fameneavasdhashishaindba) o B i) (itsel.2, ..., ).
delivered by the certificate owner U during a

t r ansactleendshis faublic ey PEY eitte kiaetifgovabiddlatecD dhé &6t Bisk value
mai ntained by a third party. 20 At the starting valid

date D, i | ea - E ik Al .

val i di tyIFlIJg?\!I t&ﬁ%,"ﬁ%?@h%’%% teefiintd iing ?ﬂé@f% g the.

D+L. WD 2004/ 324]£ Pcya?ezooz/ 000198 18 The use of

t he publqeélfk“éﬁolo%‘ﬂ PEvddte in digital signatures will

now be described. Suppose the next refreshing point

of CERTUleCdentheiticatds (e mespastder acattifjcatain i guiatfiard method.
with SKU, he will attach (H (r), i), where i =j - (De

D) / L, 61 orHeReths (0 péri¢ies ald1ida&H certificate CERT, = SIGN, (U, PKy,

D, H(1), j, L). For simplicity, other less related information is omitted in
CERT,,

7. The CA sends CERT to U.

Compared with an ordinary public-key certificate, CER Ty, contains extra data (Hi(r), j,

L) which will be used to control the validity of CERT,.

Once CERTYy is generated, this could either be delivered by the certificate owner U
during a transaction, or be retrieved from a public directory maintained by a third party.
At the starting valid date D, U will release H'(r) to initialize the validity of CERTY,

which then has an expiry date D, = D+L.
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val ue rel ease at each refreshing point is illustrated
in Figure 1. 5 Wien a transacting party V wants to

WO 004032416 s signatures, he first needs to checkRCT/6&2002/000198

validity of CERTU. Suppose V holds the CA's public
verification key, and the cur[ nt time that V
verifies CERTU is D. V needs otakethefollovving
steps to check the validity . of CERTU 10 1.

VBe pyq afdhe peblicakey certiffeateyn digial signatyues)withnopt b(ercsescr}bed
L). If true, Vwll be sure that Us public key is

Bfdhosd e mekerefiiesidny pdintofEERT), & 1), Wiea Urgericnates a digftal signature
time is T = j*L, the refreshing tinme.period is L, and

&Ft? %K%?% Q@? é.éc‘;l:iL( Wﬁé}@ i ere'(lﬁa-bg}}a%&ﬂﬁ@%n?ﬁ : The hash

L RlsbE R rﬁafqusnng}pom? wuﬁu%ga% etV bl | eves

that r(r) is a valid hash val ue |n t he one-way hash
chain ended with H(r). 3. V checks that Dv < D +
(j-1)*L. If true, V concludes that CERTU is valid

MaWn s fhsActing ipafty Wedviutls tNdrify DBs sighhturet) hel fir§tneedOtol dheck the
such a way, can control the validity of CERTU by

PRI SRR B L e D BRI oo
V\/lthout Eéelrlewngthe revocation Pforrrauonfr

s (it s iDyaY drepdnig dake tBn il loningsteps fgic g%“d( the
V\D 2004/ 032416 PCT/ S&002/000198 19 The random nunber
valgbywf(ERIE;. t he root of the one-way hash chain is
critical to the
1. V verifies the CA’s signature on (U, PKy, D, H(®), j, L). If true, V will be
sure that U’s public key is PKy. The starting valid date is D, the maximum
life time is T = j*L, the refreshing time.period is L, and the last hash value in
the one-way hash chain is FF(r).
2. V checks that 0 < i <j, and HF(Hi(r)) = Hi(x). (where H" is the hash
function H applied recursively to Hi(r) (-i) times. If true, V believes that
Hi(r) is a valid hash value in the one-waiy hash chain ended with Hi(r).

3. V checks that D, <D + (j-i)*L. If true, V concludes that CERTy is valid

now, and remains valid until D, =D + (§-i)*L.

In such a way, U can control the validity of CERT}, by releasing the corresponding H(r)
when generating digital signatures. V can check the validity of CERT; without
retrieving the revocation information from the CA. Thus, certificate revocation can be

avoided.
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security of the above public-key framework. The
certificate owner Urelies on it to control the

weping24d@at e of his public-key certificate CERIQ/SGIN02/000198

case that the private key 5 SKU i s conprom sed, U only
needs to destroy the hash cha'igp root r. Then CERTU

Wil expire shortly thereafter at the next refreshing
poi nt. There m ght be a risk, however, if the hash

chain root r and the private key SKU are stored in

the sane conputer system If the systemis broken,

at Randoandindieyr wérkinghae thdroonafithe ohsedy hadherhainais betiéad o the
hol ding r and SKU can al ways generate valid signatures

Rl b AL il TSEREL ML k0 5 e
protect the hash chain.roqot r,. thes hani sns _bein
Gartepl e QP ot Rt HRPLcTkay cRALERPIERTRchre 1 Gy AR Bte key
as shown in 15 Fig. 2. ML: Manually Input "r" 20 The
BEstis sempriogtitedotwatynezgdp toodestioy thethash elrpemtymit 1.t FenKIghly will
chain root r and manually input r at the tinme of

eRfiFSokROthefRte at el Rkt ieﬁ%sﬁﬁ??oﬂiﬂ' ue needed for
W

refreshing is generated, r be erased fromthe
conmputer system That will mnimze the possibility

of conprom se caused by system break-in. If SHA is

used in_the generation _of one-way hash, chain, the
Taergrpiht be 2 Hekyhaweeeraid therhissh chaif septpppd g piyate hgy iy are
be random it m ght WO 2004/ 032416 PCT/ S&2002/000198
ROrdicinahdsameantputer sy siemolf dhasystemuis droken, bethwand 8Kg will be
20-byte random string. Such a technique would be

2ORPRIMNIAE Théa HAskEer WoidindF B Y cahSWaysdenblateOfalillistnatures by
2. "M2: Protect "r" wth Password

refreshing the validity of CERTy, until its maximum life time T.

The following mechanisms may be used to protect the hash chain root r, these
mechanisms being used by different users having different requirements, as shown in

Fig. 2.

M1: Manually Input “r”

The most straightforward approach is to remember the hash chain root r and manually
input r at the time of refreshing CERTY,. After the hash value needed for refreshing is
generated, r will be erased from the computer system. That will minimize the possibility
of compromise caused by system break-in. If SHA is used in the generation of one-way

hash chain, the length of r could be as short as 20 bytes. As r must be random, it might
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5 Alternatively, the hash chain root r could be
protected with a password. A password, or its hash

wQ adwe3dien serving as a symmetric key for encP@psGminz/o00198

The encrypted r is stored in the |ocal computer
system Wen CERTU needs to bg,refreshed, the password
is input to get the decrypted r. r will be erased

ft use. .If DES is used faor encryption,
e gt Forga Spdaamaptt te uaoe - Eiorian ing Suh a
As a password is usually not truly random and an
oécﬂmiqunevmurlctber anpropyriake fonuke with ardivarp esers bl4/, afffig 2.
mechani sm for safeguarding r is not highly secure.
Such a techni qgue woul d be appropriate for use with
ordinary users Ul-U,, of Fig. 2. 15 M3: Protect "r"

Lt | erver, In this approach, the hash chain
h%%ﬂgP§'9 %ﬁé??mng and stored locally while the
secret key K for encryption is stored with a security
server SS K. Suppose U has registered his password at
the security server. Then U and the security server
ddteresivalyl thethash deiiroet 2Eodd de protduesdd witlhat @dsselvadi e bassword, or
wi t h password- based protocols (S. Bellovin and M

Ml {falue thef S&ry A gedg aks9 Kk @é(}glg) &?@mf #he BRTGled r is stored

prot ocol s secure gal nSt tacks™

edlnsof 19 E osi u Sec
G g e 93t ien U, aeeffé”ar Bo B i owont s mpu
1992 over whi ch U coul d upl oad and downl oad K
dagel tbe deagypteda r 961 be sraveisoaderneo i8S isusedesrenaryption, the
refreshing date is approaching, U retrieves K fromthe

Septh of the password cadd by i short!d3 @ i3 Ak atpasdwodd igusualiynot truly
calculates t he corresponding chai ned hash val ue, after

cou g“ fnd AN %icho ﬁ&&g’ afsb gt s&‘gg t&@‘iﬁéchﬁ%%%@ U

optional Ty upda e secr

safeguarding r is not highly secure. Such a technique would be appropriate for use with

ordinary users U;-U, of Fig. 2.

M3: Protect “r” Using Security Server

In this approach, the hash chain root r is be encrypted and stored locally while the secret
key K for encryption is stored with a security server SS_K. Suppose U has registered
his password at the security server. Then U and the security server can establish a secure
and authenticated channel with password-based protocols (S. Bellovin and M. Merritt.
“Encrypted key exchange: Password-based protocols secure against dictionary
attacks”. Proceedings of 1992 IEEE Symposium on Security and Privacy, pages 72--84,

Oakland, California, May 1992), over which U could upload and download K safely.
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5 and upload the new key to the security server. As
the security server does not have the ci pher text of

wo 2004t03d0es not have the know edge of r. TherrdD862002/000198

only the certificate ower has the control on the

validity of his certificate.zgo This architecture is
shown for users UL K- U -Kith Fig. 2 and is

especially good for corporate clients in which a

security server will centrally manage the secret key

for each client. As the security server only needs to
Yelienea fefisshiny @iteRlapptdaeliihg, U irdtdevesknfrom tha sécnritheerver, decrypts
Internet could be tightly controlled to mnimze the

tleSpiRh (P OPE, AR Sfculfs H{%%oﬁngsﬁbﬂﬁﬂl lBhiBed hhdNafud, E%%itvéhich r

on the securi’'ty server int ext efisi on of expiry

of thejir certificates, it is.i rtant to ensure tha
enk gt o gped Gopefhe fasal syrent o PRt paRoTY PR hireret key K
properly. As just described, the hash chain root r is
gadoplasdthelmpwilien te thetsefurgnservetaner U. 20 Therefore, U

has the full control of the validity of CERTU until

CERTU reaches its maxinmumlife tinme T. This can only
address the need of certificate revocati on caused by

S50 BSOS Gl NS, e bl Bl

PCT/ SG2002/ 000198 revoked by the nager of the.
eér-tﬁﬁreé%rﬁeo CertHicats qyEer gé%%ls fen mtg%,vahﬂflty olfis
term nation of job or change of nanme. To address this
pertificam t he hash chain root nmay be generated by a
security server SSr, 5 which will be adm ni stered by

t he manager of corporate users. This is shown for
users

This architecture is shown for users U, K - U, K in Fig. 2 and is especially good for
corporate clients in which a security server will centrally manage the secret key for each
client. As the security server only needs to serve its internal clients, its connection to the
Internet could be tightly controlled to minimize the risk of compromise. As the
corporate clients rely on the security server in the extension of expiry date of their
certificates, it is important to ensure that the security server is well configured to

function properly.

As just described, the hash chain root r is generated by the certificate owner U.
Therefore, U has the full control of the validity of CERTy, until CERT, reaches its
maximum Jife time T. This can only address the need of certificate revocation caused by

the compromise of private keys. However, a public-key certificate may have to be
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U r - U r in Fig. 2. The process of certificate
generation will be changed as follows. 1. U generates

w@2aios240d keys: private key SKU and public keRCPEGR002000198

Suppose U has registered his password at the security
server. Then U could sends t£p request of a
certificate for corporate use,” together with his
public 10 key PKU, to the security server over a ..
raekecebaihg mavesrsof iheneicairemesr fow athergaasenpiuehisa igpination of
protocols (as disclosed. in [Bellovin and Merrit],

€hangedf nd@eor di ng to the corporate security
policy, the security server defines the maximmlife
time of Us certificate as T, and the starting valid
date as D. It also selects the tine period for

EEENCIEIENT X HE AR R

sel ects a random nunber r as the root of a one-way
which wilidierndmemisterpdrigrthe swnages obewrporale usarshThisas shown for users

H(r) = HH-1(r)) (i =1,2, ..., D 5 The security
servay SIANES. 2 TheRp®dekEotkytifitatd genbeitioh afill bbghatei ds follows.
date D; the |ast hash value H (r), the hash chain

length j, . J | ré']fgﬂ% : t he
certi ? i c%fg?%%at%?‘%%ﬁ){l%%%@véé g%eﬁ%ﬂ a L‘wbégtlﬁl?%gggs

the security server's request for geperati,ng a liG-

oy o tSumpbIR d s egaatA Dio PO RaPheuripr Ry Ten U could
prevent U from requesting a public-key certificate

for cor pendd the nsmestiof hoertifizate Hor ¢orparatenise,\Wigether with his public
2004/ 032416 PCT/ S&2002/ 000198 23 7. The CA may

further 1ehalg enofe sbdufitPsridtiovel 2 fR0M HRl08RnfteTHARRe] with
U hol ds he Correspondi ng private key. This w ||
prevent ﬁars]sewosrg- %gédtﬁ{'ot%gcr)l\s{ ?a{s Jigc%ged-in [Bellovin and Merrit], above).
3. According to the corporate security policy, the security server defines the
maximum life time of U’s certificate as T, and the starting valid date as D. It
also selects the time period for refreshing the validity of the certificate as L.
4. Suppose j = T/L is an integer. The secu.ﬁty server selects a random number r
as the root of a one-way hash chain, and generates the one-way hash chain
H@)=HE'®) (=12, ...,]).
5. The security server sends U’s public key PKy, the starting valid date D, the
last hash value Hi(r), the hash chain length j, and the refreshing time period
L, to the certification authority CA.
6. The CA authenticates the security server’s request for generating a public-

key certificate in an out-of-band method. This will prevent U from

requesting a public-key certificate for corporate use without authorization.
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requesting a public-key certificate in the nane of U
who is unaware of it. 8. Then, the CA generates a

w@okios2dkey certificate CERTU = SI GNCA(U, PKu, PCBESG2002/000198

D, H3(r),j,L). 9. The CA sends CERTU to the security
server. 10. The security seryer forwards CERTU to U.
Wien a refreshing date is approaching, the security

server distributes the correspondin 0 has l ue t

U Suppdde Gh may dwither challeoge igmﬁtoé‘%f'%@ﬁ%‘?ﬁﬁoé Tgnsurc U bolds
The security server calculates H(r) fromr where i =

i - (De th) édryespording i vaitdkeye Thiskwillrprevent the seturitp server from

protection is needed in distribution. U can easily

verify kbdilektidgSa pitichag teMBlcHR ih thiBmd & 108308 s ARawhe of it.
date D. checkl ng whéther j-i = (De D)/L and

b
) i B A el oSl S RS Lo

by the corporate managenent, the security server can
do so byD.dtahpildg rel ease of Us hash values, thus
CERTU w || expire soon at the next refreshing point.

| f U suspreats sénds CBRRT Owitheseeirityiserver.i vat e key, U
could send a request to the security server for

t [ [ ' ] h lue. 20 Th
Secur Ly e Rl SRy CERTEA et i & ’

fundanmentally different fromthe CA's role in

certificate revocation. WO 2004/ 032416

PCT/ S&002/ 000198 24 The security server only needs _
Péhenamafreshig datanisahpronehingrthe sdcurityesenirn disibujgsi the.cerprsponding
CA needs to make the revocation information avail abl e
hashaAYae to U. Suppose the next refreshing date of CERTy, is D,. The security server
calculates Hi(r) from r where i =j - (D,-D)/L, and distributes (H(z),i) to U. No
protection is needed in distribution. U can easily verify Hi() is the hash value to be

released on the date D, by checking whether j-i = (DG-D)/L and H(Hi(r)) = H(r).

If the security server wants to revoke U’s certificate for some reason instructed by the
corporate management, the security server can do so by stopping release of U’s hash
values, thus CERTy; will expire soon at the next refreshing point. If U suspects a
compromise of his private key, U could send a request to the security server for stopping

distribution of the next hash value.

The security server’s role in this embodiment is fundamentally different from the CA’s

role in certificate revocation.
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potential certificate verifier. The chained hash
val ues rel eased by the security server need no

wW@e@esHiOon 5 while the authenticity and i nt egPCT/gGui2/000198

the revocation information released by the CA need to
be protected. In the describeg enbodi ment, a user or

hi s manager can control the validity of his

public-key certificate and others can check the .

val i dtt 5%@6%%8%%&4% AR IRCARPRYERLC W19 theperiilicatn gwners
the revocation information fromthe CA. This inproves

t he ef f wdiletizeyCAmeads foendkiedh¢ revncationnnfoepatibredviadable enahy
publ i c-key encryption services. Sonme applications

wi | noywoRatislRegificRRGerifidf. henti cation 15
Aut hentication is a basic security service that

provi de rpt.ectio ai nst gyerade..  This consists .

of Cert | 1YL SRt ReHR B afREh ot GO Ry sy el e protSetion
identity, and data origin authentication that

veri f i e3vhilpghesanthendicidyand integgity ofthe revgcatiorsiafgmation released by
Digital signature is an inportant security mechani sm

t o suppdid CAnkbbribecmbicoed. | N aut hentication services,

the 20 signature verifier will use the signer's public

key to verify the signature. More inportantly, the

verifier should check whether the signer's public key
time of verification. WD 2004/

is valid t he,. 032416,
bociy Sess o) emiprmento i oY Bisgpsee aiSPREOLLRs VALt of his
usual 'y bound to the signer's identity in a public-key
pblictkey ceitificats sn@ dthieys aahehg@k the validiey gfisbeh & cirtificate without
certificate is constructed with an

retrieving the revocation information from the CA. This improves the efficiency in
authentication, non-repudiation, and public-key encryption services. Some applications

will now be described:
Authentication

Authentication is a basic security service that provides protection against masquerade.
This consists of entity authentication that verifies a claimed identity, and data origin
authentication that verifies the source and integrity of a message. Digital signature is an
important security mechanism to support authentication. In authentication services, the
signature verifier will use the signer’s public key to verify the signature. More
importantly, the verifier should check whether the signer’s public key is valid at the

time of verification.
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extensi ble expiry date as described above, it becones
very efficient to check the validity of the

wa@eooiosldde@t e. 5 Suppose the signer U gener at esP@r/SG2002/000198

digital signature 6 using his private key SKU, and the
next refreshing date of CERTU,4s De. U sends a and
(H(r), i), wherei =) - (De D/L, to a transacting

arty V_ for aythenticatjon. 10 As the .aljdit f.

RRAEFISS PHAICKGH Fpysuaie beBGHO i N oy Uiy g piblic-key
(before CERTU reaches the maximumlife tinme T defined
icertiiERT igsuedvbyothe \CAdEte publichiey kertifiedtt g conkirdatdd with e
hash val ue that extends the expiry date of CERTU to

Petendible %ﬁ%my d&eds H&%ﬂb&fﬁf)ve Seb&lohel §bQ e‘fﬁb&ﬁt 6 ChéRthe validity
explry e De to verify Us si gnat ur es.

Ngﬂ’& atl on Non-repudi ation i s anot her baS| c
8 € vi ce t hat provi des protection agai nst

fal se denlal of having been involved in an el ectronic
transaction. It creates, collects, validates, and
mai nt ai ns cryptographi c evidence in order to support

iShppase thid sigrn U génef0s3i difieal 2(ndivspoitueihig hiid grivtasd key SKy, and the
signature i s one of the nobst convincing types of

n i I OnaaH -
SRR e o R PRI RIS apd URLR et LPIODIL, o
used for no Jon purpose. WD 2004/ 032416
P Re ) e 85 ’gggxﬁé-%ﬁﬂkhere exists the possibility
of private key conprom se and thus the forgery of

digital signatures, there is a need for the
revocati on of the correspondi ng public-key

AQfthé YAldaly f CERTE/1s dedighbtyhe hadenidiiciekds@f ByeU (before CERTy
certificate revocation will be regarded as invalid. On
reaches the maximum life time T defined in CERTy), V only needs to check whether
Hi(r) is the hash value that extends the expiry date of CERT to D,. If so, V can use

CERTy, safely before its current expiry date D, to verify U’s signatures.
Non-Repudiation

Non-repudiation is another basic security service that provides protection against false
denial of having been involved in an electronic transaction. It creates, collects, validates,
and maintains cryptographic evidence in order to support the settlement of possible
disputes. Digital signature is one of the most convincing types of cryptographic
evidence. However, there are stronger security requirements when digital signatures are

used for non-repudiation purpose.
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the other hand, all signatures generated before
certificate revocation should remain 5 valid, thus can

wheoussdié n the settl ement of disputes that nmaRCEHEGHH2/000198

at a time well after the end of a transaction. Wth
the described enbodi ment, twocapproaches to support a
non-repudi ation service, a trusted time-stanping

ervice . and a fqrward-secure di taI r chene
 BeIgeXisty R s A gﬁﬁﬂﬂﬁi %%%év of digital
the signer U generates a digital signature a using his
penarats thary isSKited Borf the revotationcrfithdeoremspdreimg patlicdrey certificate.
service, U should get a trusted tine- stanp Dg on a,

TRAOLiBHatdfes B ceﬁ)ﬁcaferr@%éatlbﬂ ¥EH B AFRIRM as invalid. On
aut Florlty ( SA) 15 Suppose the next refreshing date

ends S
(it e, e RSl BRIPY CBtedt 13 afefhipig gbrbein
non-repudi ati on evi dence As di scussed above, wth
Yakidg thps cqn) be psediin thesstflemsnt of digputesdbat mvearise ot cHRFyqlkater
valid wuntil the date De. Suppose V holds the TSA' s

pukhd 6f ¥yaahdatit@t.i on key. Then, V could use 20

SI GNTSA(Dg, a) to further check whether ais Us

si gnature generated before De i.e., DD < D If so,
V coul d accept SI GNTSA( Dg, (H(r) |), CERTU

@’a&f}i,% as .g%ii dlén n repudi atl on evi den The Oﬁ—lf)d ]
dSErbet aodineny, %HPF%“BS%W wrpugilipRsevice, 2
WO 2004/ 032416 PCT/ SG2002/ 000198 27 cr was generated
istecetimprstampingsepdaelingte Beveidtseeure digiakyigngiate ssheme are
valid, and thus undeniable. U could further extend
lslbeldeapl ry date of CERTU to De+L by rel easing

(H"21(r), i-1) when 5 De < D,, or let CERTU to expire
at De by destroying the unrel eased one-way hash chai n.

For trusted time-stamping, suppose the signer U generates a digital signature ¢ using his
private key SKy;. Different from the authentication service, U should get a trusted time-
stamp D, on &, denoted as SIGN g, (D,, ©), from a time-stamping authority (TSA).
Suppose the next refreshing date of CERTy; is D,. U sends SIGNy5,(D,, o) and H(@), i),b

where i =j - (D,-D)/L, to a transacting party V as non-repudiation evidence.

As discussed above, with (H(r), i), it is easy for V to check whether CERT} is valid

until the date D,. Suppose V holds the TSA’s public verification key. Then, V could use

. SIGNy5(D,, ©) to further check whether o is U’s signature generated before D,, i.e., D,

<D,. If s0, V could accept SIGN,(D,, ), (), i), CERTy, safely as valid non-

repudiation evidence. They could be used to prove to any third party that U’s signature
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In either case, it will not affect the validity status
of 6. This approach avoids the CA' s invol venent for

w@eootiosldst@t e revocati on. However, it still r ePCBSGI102/000198

the trusted third party TSA to provide the
ti me-stanping service. 10 A f%rward-secure di gital
signature approach is nore efficient as it avoids the

i nvol venent of_ both the and _f he For wa d cure
givstggnerateg Ailgile %‘B’F?éﬂ@%(&\ﬁe Weaﬁ-lrgﬁgnavag sti , and faus
forward-secure 15 digital signature schene ". Lecture
Modemiblen Conput er Sci ence 1666, Advances in

Cryptol ogy: Proceedings of Crypto' 99, pages 431--438,
Santa Barbara, California, August 1999; H Krawczyk.

" Sinpl e forvvard secure signatures fromany si.gnature

B rher o A o ¢ CEtuf Py Britesig g (1d-) when

At hens, Greece, Novenber 2000), which update t he
P Kt lezncCl’éR”gmtomgcpne vt Bt by destrosingithe wirelensedigmetviayt sh chain.
public key is fixed throughout the lifetinme of the

Gedithef tazafiewill aoeitReet theealidity dithyobs. past signatures
wi t hout using a trusted tine- stanping service even if

the current private key has been conprom sed. However,
such schemes cannot address the issue on signature

gery sequent sj gnin keys WO

5B Spoisothontshe A b PNO OSB! 1D 8BNRY Serorrtinn, Hoever, it still
current conprom sed one. Wth reference to Figure 3, a
fedienan thesnsteddbigd gartyal'S Aitg peevideeths tilvenwanaging genvive.

enbodi nent of the invention will be described. The

scheme uses four functional 5 conponents: FWKG for key
generation, FWJPD for private key update, FWSI GN for

A forward-secure digital signature approach is more efficient as it avoids the

involvement of both the CA and the TSA.

Forward-secure digital signature schemes (M. Bellare and S. Miner. “4 forward-secure
digital signature scheme”. Lecture Notes in Computer Science 1666, Advances in
Cryptology: Proceedings of Crypto'99, pages 431-;43 8, Santa Barbara, California,
August 1999; H. Krawczyk. “Simple forward-secure signatures from any signature
scheme”. Proceedings of 7th ACM Conference on Computer and Communications
Security, pages 108--115, Athens, Greece, November 2000), which update the private
signing key at regular intervals while the public key is fixed throughout the lifetime of
the certificate preserve the validity of past signatures without using a trusted time-
stamping service even if the current private key has been compromised. However, such

schemes cannot address the issue on signature forgéry with the subsequent signing keys
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si gning, and FWER for signature verification, and
details of these conponents nmay be found in the prior

W@eao4/082316 oned above. FWKG generates the publ i PCREG200K000198

and the root private key SKo. The lifetine Tis
divided into j intervals as bgfore, each interval k

of length L being associated wth a value of the hash
haln (r), PK will be certificated 10 by the CA,
@g‘@ér@mmwmmpmﬁmse PNC.Each interval | has al so
associ ated therewith an interval private key SKk .
FWUPD updates the private key at each refreshing point
as follows: SKl= FWJPD(SKO at point D, SK2 =

WEEREC: 18 FiRed Bta f@fward-seeur@ﬁlgﬂal Bbhendd usidg théS

p0| nt DD, as shown in Fi gure 3. IS a one- vvay
the sen derl ve SKJ

LS 4 B BRI Ry LelesP 3&1 S W a%cgonal

the private key is wupdated, the old private keé}
bempenestsiF WiKG dorkspasyeretion, FVUPP fanpriyaie kespunda EWSIGN for

keys fromthe current one. 20 According to the tine of
SigAinal AHdeF WSTBR fikr isiphatutdweerificgiiom land derais off thesegonpoatesimay be
under this nechanismcan be classified into three

hma%n % fr do'z Wtk iBHed dbobk gFWﬁKé eﬁér%éﬁié 63%119 Lefg%gand the

|ms perirods, Si gnatures O current tine

B PRt Sho BT FRS BB S B RS E  rorvrs

is SK,. The signer U nust attachthe current tinme D.
phlengthd. eing asecinted ivith 4 wleaofithe bashrebain HiénoPEawilkbe certificated
FWSIl GN(M Dg, SKO). Suppose the next refreshing point

B&m Uob&thé? with gﬂ’trg jaLy. adeh (ifetvial T hds)alsodlSdciatéd thefewith an

D/L, to the ove signature.
interval private key SK, .

FWUPD updates the private key at each refreshing point as follows: SK, =
FWUPD(SK,) at point D, SK, = FWUPD(SK,) at point D,, ..., SK; =FWUPD(SK,,,) at
point D, ; as shown in Figure 3. FWUPD is a one-way function in the sense that no one
can derive SK;; from SK; but computing SK; from SK|, is easy. Once the private key is
updated, the old private key must be erased, thus nobody can derive any past private

keys from the current one.

According to the time of signature generation, the digital signatures generated under this
mechanism can be classified into three types as illustrated in Figure 3: signatures of past
time periods, signatures of current time period, and signatures of subsequent time-~

periods.
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Wth FWBIGN(M Dg, SKI), (H (r), i), and CERTU, the
verifier Vis able to check, as before, whether CERTU

WO goo@Biddeo until D. and DDeg . If so, V believeBCT/hG2002/000198

FWBI GN(M  Dg, SK) was generated at the tine that

CERTU was still valid. V further checks Us 10

signature FWBI GN(M Dg, SK,) which requires Dg as an

i nput of FWWER. The wverification will fail if Dg _<

DQ1 or D. > De. That neans the private key of the

current tinme period can only be used to generate

Sappode shegmatent mivatef keyliaSKL.i The spgner Udnuseattachibe herrenidime D, to
the interval private keys SK are arranged such that an

ﬁ‘%rrhés%é%é MURL N Slo be]s"'{’gr{éa}’déii@féﬂ% HRSIRN(V.E,, BKOMS@ppose the next

ter one and the hash val ues are arrangedg°so°tha a

| ater. interyal sh.val ue. can iRe..derived.fr

e Fioe PBE of BB oo kR SERE PPy I B LBEo Ry to the
and interval hash value can relate to one interva

abdve signdtse.nce it is not possible to derive both a

| ater hash value and a |l ater private key or both an
earlier hash value and an earlier private key from

the current hash value and current interval private 20

A0 EIDRES, P TP CLEA TS ot it o

CT/ S&20Q2/ 8 30 If. EWSl GN(M L), (9(r

byTores PetER B s A KOS B D PR P o, Ty e EESIONGA,
serve as valid non-repudiation evidence. |f U suspects
TheSK ) ves grisaied it the methatd R by wenstdl vedigd. ¥durtherechecks U's
could let CERTUto 5 expire at D. by destroying the

Wi SLRASWEIGNENMVBY, Skap Whithatduires e ad i agieeof EWVER. The

derive past private keys fromthe conprom sed current

one. and t. f orge, pald I g

SRR 5 T I Bl s R P e
bsequent . .

%iumespe%%d can only be used to generate valid signatures of that time period.

Put another way, the interval private keys SK are arranged such that an earlier interval
key cannot be derived from a later one and the hash values are arranged so that a later
interval hash value cannot be derived from an earlier one. Used together, the interval
private key and interval hash value can relate to one interval only and since it is not
possible to derive both a later hash value and a later private key or both an earlier hash
value and an earlier private key from the current hash value and current interval private
key if these are éompromised, transactions in all past and future intervals remain

secure.
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private keys fromthe conprom sed current one, he
cannot use themto forge valid signatures of

waivgespsent tine periods since CERTU has expi r rAI/SGH®2/000198

risk of signature 10 forgery in the current tine

period could be well controll if the refreshing tine
period L is carefully defined according to the
individual's security requirenent, ichis re

HIEN PPN R N6 () Do s i Hemhceppbgcould
update interval nust be acceptable to all certificate
ssyee as vdlhl fenkriepwlidton deideny@t i on | n t he descri bed

enbodi ment, the procedure for public-key encryption is

slightly different. Wien a user signs a nessage, he
can attach (H (r), i) to his signature for 2

0
i fying CERTU. When_.a. user encrypts ssa
SpSpep A8 coppra e Of B Rt ut IS Ronts Faty iet CRRTy to
reci pi ent. WO 2004/ 032416 PCT/ SG2002/000198 31 In the
axpireadt IRIGY destheyingsthe udrslengebons-way kash chaigr Yhe atéasker qagpot
needs to obtain the revocation information fromthe

S5 Pt frivatd k¥ @@ the coRpedmisEcutadnt ohd, ind thuks kénnot forge valid
intended recipient's certificate. In the described

‘ . . 1 . .
SRS b IR Sl A0l BN o0 SRIOB01.uen
| nst eig, he certificate 5 will have an extensib

e .

BHpE R 4 P RN e GEBROLPS HiB o Torge valid
certificate owner or his manager. The user doing
eigoatyyesiof sutseguenttinb paiiodst siecei CERF pleesieapired. Theriskof signature
expiry date fromthe certificate owner. The process
?cfrﬁ&*ytih kit KB EMES PRIdDEuEPBE Weld ot i@ réffeshing time period

ol | ows.
L is carefully defined according to the individual’s security requirement, which is more
flexible than the CRL-based revocation mechanism whose update interval must be

acceptable to all certificate users.

Public Key Encryption

In the described embodiment, the procedure for public-key encryption is slightly
different. When a user signs a message, he can attach (Hi(z), i) to his signature for
verifying CERT,. When a user encrypts a message, he has to first obtain such

information from the intended recipient.
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10 1. The user doing encryption sends an enquiry to
the intended recipient about the status of his

w@okios2dkey certificate CERTU. 2. |f CERTU hasPErRpG002ip00198

the intended recipient replies with an expiry status.
O herwi se, the intended reC|p5Fnt provides (H (r), 1),
whi ch i ndi cates CERTU WI|| be vaI|d until the

refresh|n oint D _; pr ot ctl i
hecwarmal B, thesises Giive ﬁwblwrke(ymwﬁo R?lrsteee fe ol the

can check whether If(r) is the matching hash val ue
rbvalcatiodt afudmatibrefromdthe isguidgiCA of ordeiRd dhedk the validityf oftthe
current tirre is earlier than D, _;, the user wll be

?ﬁ't%x’li‘d Eé Sl ﬁca%é 'ﬂélt r?oedtemb%dinﬁeﬁ GRE t:@éwﬂmétrgﬁowde

e used saf e y for encryptlon

The user se e encrypted S e to t i nt

PR FeypeHion Thospation, Sk GRS RAGRA RebefT ﬁe Rgificate
the format of a public-key certificate and th|S|s

iilldeve at @densrbler:c}g)lryﬂat ichppiidea Biel doptrolorf the eertiBgate owner or
public-key framework is closely WO 2004/ 032416

RisThatadef) The Qs WingFAckyptioh Gigk fobtdie thesafvematiombedur@ht expiry
the extra data for an extensi ble expiry date can be

{ﬁiﬂ{rﬁﬁf‘edcehﬁfc%t fRE,Exi sting X 509 certificate format
W

e mni rrumlrrpact on interoperability. 5 The
X.509 v3 certificate basic syntax includes version
nunber, serial nunber, issuer's signature algorithm
i dentifier, issuer name, validity period, subject
rTén@xocesmgufqmbhpkb}' eucrytn dopfddrendeserthred s Sellasws. uni que
id, subject unique id, and.extensions. The nost

f'l exi bl eThdgdet déth Gnéfyﬁﬁ% J6RAE R érlgirgad thel ifitehli&d recipient about
"extensions" fiel Each extension contains an
the status of his public-key certificate CERTY,.

2. If CERTy has expired, the intended recipient replies with an expiry status.
Otherwise, the intended recipient provides (H'(r), i), which indicates CERTy
will be valid until the refreshing point D;; = D + (j-i)*L. No protection is
needed in distribution of (H(r), i).

3. The user can check whether Hi(r) is the matching hash value that extends the
expiry date of CERTy, to D;;. If the current time is earlier than D;;, the user
will be sure that CERT}, is still valid, thus the corresponding public key can

be used safely for encryption.

4. The user sends the encrypted message to the intended recipient.

X.509 is an industry standard which defines the format of a public-key certificate and

this is illustrated in Fig. 4. The applicability of our new public-key framework is closely
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extension id and the extension value, and may be
designated as critical or non-critical. 10 The

wezdiognzd4ons defined for X 509 v3 certificates peDsGL®2/000198

nmet hods for associating additional attributes with
users or public keys and for g;naging t he
certification hierarchy. The 509 v3 certificate
format also allows communities to definge private
eslatechis the ssugonr whethes the sxirndate forgnicgtrasidly fmagéiate can be
comunities. Current standard 15 extensions are
atédraed into Keyexisting SUP)Eedrtifieye fotmakeith teagmimum impact on
certificate policies, subject alternative nane,

rnati ve name, basic constraints, nane
é%%gﬁ%g?nﬁg, policy constraints, and extended key
usage. To support the extensible expiry date, the data
Qr), j, L) should be included in the 20 certificate.
Fromthe structure of a X 509 v3 certificate, there
TheXt 7098 qedifiatd lmsiceyntanshadudes ivatstonwvinatier t Setialonumaber, issuer’s
(H(r), j, L) could be integrated. WO 2004/ 032416
E@IA@@@Q&&&QQ&&&&B Jsshibendihd, ShlidHI pepidd] SubjdRt hatad %ubject public

ext ensi on". This extension coul d be defined |ocall Y,

SR AEER. R0 LI RGP SudBELIG 5o pec
R o A Bt el i

option is "subject key id". The subject key id

exttasiei drandtievedesican vaben sndmay bel dedigiapédnas critical or non-critical.
certificates that contain a particular public key. As

the hash chain root r is randomy sel ected when
generating a public-key certificate, the data (H (r),

J.T he lé}%ter(l:s%Jnlsddeﬁned for X.509 v3 certificates provide methods for associating
additional attributes with users or public keys and for managing the certification
hierarchy. The X.509 v3 certificate format also allows communities to define private
extensions to carry information unique to those communities. Current standard
extensions are authority key id, subject key id, key usage, certificate policies, subject
alternative name, issuer alternative name, basic constraints, name constraints, policy

constraints, and extended key usage.

To support the extensible expiry date, the data (Hi(r), j, L) should be included in the
certificate. From the structure of a X.509 v3 certificate, there are three possible

extensions into which the data (FHi(r), j, L) could be integrated.
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be regarded as a subject key identifier that uniquely
links to the public key. 10 The third option is

wO sawbjoaat6 al t ernati ve name”. The subject alt erPel/BG202/000198

nane extension allows additional identities to be
bound to the subject of the cg tifi cate. The data
(H(r), j, L) could be regarded as an additional
identity bound to the subject |nthefo | ocal |y
it @PEO B PRINAE CXteysipay 1A FEHSIoN qoy ﬁ] fesssfingd dpcallip and
invention, it should be apparent to one of ordinary
skbivk X309 w3hertifi datdshainchmiaymore ditfibutas. i Amewgaivatreextadion could
hereto wi t hout departing fromthe scope as clai ned.

%ﬁgd%%gé&{)@%é&%ﬁgg{e %@l?aqgﬁ'é s 1), f’ %ﬂ@ﬂ}ﬁt the eftensible expiry

ormng a r vat oper ati on
conprising the steps of 5 (a) generating a private
@-public key pair, the public key having a
lifetime; (b) selecting a plurality of intervals
within the lifetine and a plurality of respective
identifiers, each interval being associated with a

Side @ecdnﬁ%ﬁ’élbﬁ isefsubjéé’cd(eﬂr@d { The babjbdiGteid &tt&isash froiidds a means of
party generate a public key certificate which

: @e%:j#)fxgi cérﬁﬁgﬂgsbéha&olﬁ?a\.ﬁi QB%%ufaf Bﬁ\lhc’ 1&9 Nk blefash bYn root 1 is

randomly selected when generating a public-key certificate, the data (H(r), j, L) could

be regarded as a subject key identifier that uniquely links to the public key.

The third option is “subject alternative name”. The subject alternative name extension
allows additional identities to be bound to the subject of the certificate. The data (Hi(r),
j, L) could be regarded as an additional identity bound to the subject in the form of

locally defined other name.

Having now fully described the invention, it should be apparent to one of ordinary skill
in the art that many modifications can be made hereto without departing from the scope

as claimed.
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selected so that it is relatively difficult to derive
an identifier associated with a said interval fromthe

wo pevalosdddent i fier but relatively easy to deriRer/sGm02/000198

final identifier froman identifier associated with a
15 said interval, a said |denghf|er bei ng provi ded by
a user with any rmtter si gned”or otherw se operated
upon _using the private key in the associated interval
t(iM:Mﬁirmthe validity of the certificate in that
interval. 2. A nmethod as clained in claim1l wherein a
user of the private key holds the 20 certificate. 3.
A nmethod as clainmed in claiml wherein the certificate

S "g'(;golérzl?&ggd‘gf 8ﬂ>éffomln %ﬁp\l@at%% o g érﬁcom rlsmg the steps

one of the preceding clains wherein one or nore
identifiers or means fromwhich the identifiers nmay be
generated is/are stored on a renote server. 5. A

net hod a) cl agensthting agiriveinand whabliekey, pait, therynblic key having a
user wishes to encrypt 5 matter using the private

key, the userjif@hatns the identifier for the current
period fromthe server. 6. A nethod as claimed in

cl ai m 4u ef €] ecﬁhgtagﬁ%r&fng‘%f%tgﬁﬁfs WhEH 8% R4 G0 Ghy Y Rblurality of

matt er € user obtal ns sal

rreansfromthe server generates the identifi .
using the me a¥espective 1dent1fC1!ers each gnterval being assoc:Qated W%El a said

identifier; and

(c) having a trusted third party generate a public key certificate which
includes the public key and a final identifier, the identifiers being
selected so that it is relatively difficult to derive an identifier
associated with a said interval from the final identifier but relatively
easy to derive the final identifier from an identifier associated with a
said interval, a said identifier being provided by a user with any
matter signed or otherwise operated upon using the private key in the

associated interval to confirm the validity of the certificate in that

interval.
2. A method as claimed in claim 1 wherein a user of the private key holds the
certificate.
3. A method as claimed in claim 1 wherein the certificate is held in a public

location.
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10 7. A nethod as clained in claim5 or claim®6
wherein the user and server comunicate via a secure

w@b@aiad416 8. A nethod as clained in any one of PCT8G2002/000198

preceding clains wherein the identifiers are
generated by recursive applicgfion of a one-way hash
function to a root. 1 A nethod as clained in any

5 9.
one of the precedin lains wherein a third party.
ek at oA GRS Gl 1 Ly 54 Brerkcng dfimss igesin gge or
the final identifier to confirmthe validity of the

certifi cabe identifiess arumeaps froimwhich dlhe ide@tifiess may ho demsated is/are
claimed in any one of the preceding clains wherein the

user ohb&GAsna réhbR ssivasped version of the encrypted
matter to be acconpanied by 20 the identifier. 11. A

met hod as claijed,i.n ¢lai;m1 erein,the third rt

opet at ek BIPLRdHAS Ui i it ST AL e Ref o4<) vigieh Yo cncryp
the lifetime identifier to confirmthe WD 2004/032416

PCT/ SG20oZitayosing ghe pivajalraye theyuser obtpias theridentifienfas thecurrent
the current interval and that the tinestanp is wthin

t he cur riodifitnethéatrved2. A nmethod as clainmed in any
one of the preceding clains wherein the private key

hasg val i digfamyd istz:ileﬁmgd % ttflﬁinP@ WhHREkiRBGhE BfheUSREr %%ﬁgssto'iencrypt

time of encryption the encrypted matter. 13.

t hod | ai i n.clai 2 Wh i.n third t
oper at oS BHPrEHBE AR KD e S ONHBR LT Fieets 5o db sgver and

the final identifier to confirmthe validity
generates the identifier using the means.

7. A method as claimed in claim 5 or claim 6 wherein the user and server
communicate via a secure channel.

8. A method as claimed in any one of the preceding claims wherein the
identifiers are generated by recursive application of a one-way hash function
to a root.

9. A method as claimed in any one of the preceding claims wherein a third
party operates on the current interval identifier to derive the final identifier to
confirm the validity of the certificate in the current interval.

10. A method as claimed in any one of the preceding claims wherein the user
obtains a time stamped version of the encrypted matter to be accompanied by
the identifier.

11. A method as claimed in claim 10 wherein the third party operates on the

current interval identifier to derive the lifetime identifier to confirm the
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of the certificate in the current interval and that
the tinme of encryptionis wthin the tinme period. 10

wQa 200483236 hod as clainmed in any one of the preredsa)02/000198

clainms wherein, each interval has associated

therewith an interval private é<ey, the interval

private keys being each usab?e together with the

public key in a public/private key. X )
encrypt i \@i/iﬂ@é et i crigificalis dn Hici ‘-‘(’slﬁﬁenglﬁ@w ahpad that thedimestamp is
being such that it is relatively easy to derive a

| at er i nyiglinde doergnf inavaAn earlier interval key but 15
relatively difficult to derive an earlier interval key

];][ '@ha l@'ife'ihaﬂrb% claimed ﬁ;&@%f’ﬂ%e Ifrle@éd 1hiths@MerQAhe private

e preceding clalns erein athir party w shing

to confirmthe validity of the certificate request .
£ om t heiel s valis Withite Hrneerion e e SRS £ of enoryption
period and determnes if the final identifier of the

certi fi cwitlethe@nciyptedendtiend from t he current

identifier. 20 16. A nethod as claimed in claim15

wherei N WhRethfd adcliiaied)in URaS 10RehapsiR| thizd ety op@ateé bethe
by the certificate to encrypt matter to send to the

user. 17 . . N [We . s

tr ansaot TSR TRIE ItaRR N ki Dot (B T sonfipm the validity
PCT/ S&2002/ 000198 37.(a) generatjn publ.ic and ..
pri vat e Wdle graitiicats dhe FRrpent gigey %&tﬁ@t theline Oﬁﬁn%rmuon 18
user and the public key being accessible to a party to
the tramdldothetimapetidiavi ng associ ated therewith a
public key certificate issued by a trusted third

parfdy; SA GRhcieRUdged & dfiCorRTide Froédddls hieiResheddin, each
ot herw se operated upon using

interval has associated therewith an interval private key, the interval private
keys being each usable together with the public key in a public/private key
encryption/decryption operation, the interval keys being such that it is
relatively easy to derive a later interval key from an earlier interval key but
relatively difficult to derive an earlier interval key from a later one.

15. A method as claimed in any one of the preceding claims wherein a third
party wishing to confirm the validity of the certificate requests from the user
the identifier of the current time period and determines if the final identifier
of the certificate can be derived from the current identifier.

16. A method as claimed in claim 15 wherein the third party uses the public key
verified by the certificate to encrypt matter to send to the user.

17. A method of conducting a public key transaction comprising the steps of:
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the private key by the user together with a matter
identifier; (c) the certificate including a

w@eooiosldc@t e identifier, the identifiers bei ngPCESG102/000198

that it is relatively easy to derive the certificate
identifier from the matter ig,?ntifi er but relatively
difficult to derive the matter 10 identifier fromthe
certificate identifier; and (d) operating on the .

matt er |@dnt | §SnEatipg app Privege kpyenaity %ﬂedvéwmﬁécewb@mg held
certificate identifier to confirmthe validity of the
certificate. HbheAsqrand itle public key beihg aadessibledo@gaity t@athe
trusted third party conprising a public key, a final
identifier a LAl s | i . c

2 start 15 Oarerang A g s Bl hiteR R A IBLORY St
identifiers not formn t.of the certificate each

bei ng associ df%]ad%tatmgteggﬁlﬂdl?%;di ty period and

arranged to acconpany matter signed or otherw se _
oper at edblporsehding ethgperty ueiticysignedyer ofagreiseeperated upon using
associated with the public key within the respective
validity perthegritie k&\ﬁgy tHerust@géthelvaith & Yoater identifier;
identifiers are selected so that it is 20 relatively

easy to riveg . the.di ' i £ I, f . . .
o aral 17 of * BegeniticpababfRs cetleale SURARF, e ictfiirs being
derive any of t lurality of identjfiers fromthe

final identi f%“é‘??ehagﬁéﬁ B VEleLagnia ‘g'i”t"? %Cﬂ@%@?ﬂ%ﬁﬂ from
key certificate WD 2004/032416 PCT/ S&002/000198 38

Wit hin the vahe diattyr idemtifoat btseldtivelyahifficoltéd deryve the matter
operating upon the identifier provided by the user

Wi th the nat tjgéntifier Bronfthe QEditichic 3ti&er; Ghal med in
claim 18 wherein the identifiers are the product of

(d)  operating on the matter identifier provided by the user to derive the
certificate identifier to confirm the validity of the certificate.

18. A public key certificate issued by a trusted third party comprising a public
key, a final identifier and means defining validity periods between a start
date and a finish date, a plurality of identifiers not forming part of the
certificate each being associated with a said validity period and arranged to
accompany matter signed or otherwise operated upon by the user using a
private key associated with the public key within the respective validity
period and wherein the plurality of identifiers are selected so that it is
relatively easy to derive the final identifier from one of the plurality of
identifiers but relatively difficult to derive any of the plurality of identifiers

from the final identifier, whereby the validity of the public key certificate
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the recursive application of a one-way hash function
to aroot. 5 20. Acertificate as clained in claim 18

woroodlozdsns 19 wherein said neans i nclude a starCT/8G20092/000198

and the nunber and duration of renewal intervals. 21.
A certificate as clained in afy one of clains 18 to 20
wherein the identifier and sald neans are |ntegrated
into one or nore_extensions of the certificate.

certi fi cuithin the validitperiodimay e foniirmgd &y SIPRTading ypem ﬂledﬂentlﬁer

nore extensions to conprise at |east one of (a) a
pri vat e matidabbpothe uséhyittatteuhiteet key id; (c) a
subj ect alternative name. 23. A certificate as clained

I n gy %@erﬁficﬁ!e BBinteY i &Q%%xé 1"8‘\%&.&iﬂ ﬂié1 | {gt’fﬁérh b#eGBE Broduct of

15 71s constltute usi ng prlvate

key cryp ra mevvor i n V\,h er operate

dpon SRR 5 Pnawﬁaaﬂgﬁmo et ey

pair is associated with a separate authentication

whi2th ack oertificate s clhimarbintcéaim 8y claimhldrwheseiniseid means include

being related to a verifier, the verifier and public

key bei ngstayadt akd ﬁletrmnﬁ»eggqcr @GhtiresTiredwdl ge®an! ypt ed
matter and acconpanyi ng authentication in the form of

par gl Ia%% K%ﬁﬁgﬁé 'éé glaﬁﬁédein' gldﬁg opé’laﬁ}l;] ﬁté%%ﬂé%&h%e identifier

arrangenent berng suc
verifier ga be derived fromthe WO 2004/ 032416
PCT/ SG2(0$ Feidarcsns azsgnicaratrehinioonei % e PXIRBYion Qfdhe certificate.

versa to confirmthe validity of the public key
22. A certificate as claimed in claim 22 wherein said one or more extensions

comprise at least one of:

(a) a private extension;

(b)  asubjectkeyid;

(¢)  asubject alternative name.

23. A certificate as claimed in any one of claims 19 to 23 wherein the certificate
is constituted using X.509.

24. A public/private key cryptography framework in which matter operated upon
using a private key of a public and private key pair is associated with a
separate authentication which accompanies the matter, the authentication
being related to a verifier, the verifier and public key being available to a
recipient of the encrypted matter and accompanying authentication in the
form of a public key certificate issued by a trusted third party and the

arrangement being such that the verifier may be derived from the
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certificate. 25. A framework as clained in claim?24
wherein the public key and verifier are bound

WO o@etodne i n a public key certificate. 5 26. APCT/SG2002/000198

framework as clained in claim24 or claim25 wherein

the certificate once generatgd resides with a user of
the private key and acconpani es any encrypted nessage
sent by the user..27. A.nethod of perform.ng a .y
ubl i o) g TR T tsibade npr S 18 RHAN: P publc Key
10 (a) generating a public key and a root private key,

t he publcedificetg. having a lifetime; (b) operating on

the root private key to generate a respective

pl wsal i tA friewbik &' dlaneRin Yiaing 2K QhSrein 1R publi€ k¥@hnd verifier are
private keys being each usable together wth the

public key i lichprivate.. operation; 15 (c)

sel ect | ﬁ&x%d%ggtﬁlgffa R R R o

and a respective plurality of identifiers, each )

i nt28r valA Bamayorksassdgimed in Glpion 24 ar claie A9 wheeain thepegificate once
said interval private key; (d) associating the public

key Wi t lgeperhticd adsided @vith 4 user pf the privixe kiegand addoatpanies ing

such that it is relatively difficult to derive an 20
identifi ' i idinterval fromthe

final iggﬁrtylﬁfﬁiagl?ésﬁgt%%&eqyg??gﬁ'y easy to derive the

final identjfier. from.an identjf.ier.  assocjated w.th

saird: | nfSPHOd SF RRGOIHEE p R vile feY BRFAHOL Crmpiving fhe steps
it is relatively easy to derive a later interval key

from an%arl i er

(@) generating a public key and a root private key, the public key having
a lifetime;

(b)  operating on the root private key to generate a respective plurality of
interval private keys, the interval private keys being each usable
together with the public key in a public/private key operation;

(©) selecting a plurality of intervals within the lifetime and a respective
plurality of identifiers, each interval being associated with an
identifier and a said interval private key;

(d)  associating the public key with a final identifier;

(e) the identifiers being such that it is relatively difficult to detive an
identifier associated with a said interval from the final identifier but
relatively easy to derive the final identifier from an identifier
associated with a said interval ; and the interval keys being such that

it is relatively easy to derive a later interval key from an earlier
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relatively difficult to derive an earlier interval key

wo paiozedi@t er one. 28. A nethod as clai ned i n PCES@G@Z/000198

wherein the public key and final identifier formpart

of a public key certificate igsued by a trusted third
party. 5 29. A method as clainmed in claim 27 or claim

28 wherein the i d ers.are erated b Cus sSi v
appl i cation d?e‘év &ﬁﬁelﬁ%‘ﬂyflﬂfﬁ% orfleriye F “né"@v(ikey
A nethod as clainmed in any one of clainms 27 to 29
wherein, wtHiomalgerorent said interval, a user

sends, to a third party, matter encrypted using the

prizgat e A kRhoASSREIMEE th Mhik{21 RRerel the Phblidk& atal ﬁnal {®ntifier
identifier associated W|th the 10 current interval is

prowde W th. t cr e A %‘

Gl ai med TPH® Bt PHE RSP AR BT Rl e A7 54l SRy nfly

on the current interval identifier to derive the .

fid& i demeftiodens eleimedir cleim 2 or ¢laim d8 iwherein thejdentifiers are

private key and hash value in the. current interval.
generated by recursive application of a one-way hash function to a root.

30. A method as claimed in any one of claims 27 to 29 wherein, within a current
said interval, a user sends, to a third party, matter encrypted using the private
key associated with the current interval, the identifier associated with the
current interval is provided with the encrypted matter.

31. A method as claimed in claim 30 wherein the third party operates on the

current interval identifier to derive the final identifier to confirm the validity

of the private key and hash value in the-current interval.



