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F%AUDULENT USE OF TELEPHCNE‘Vb ("\vy

?,; 'ﬁ RESOURCE ACCESS CONTROL SYSTEM

' FIELD OF THE INVENTION
' This invention relates to preventing fraudulent

10 access to a resource, and particularly to methods and
~means for blocking or disconnecting telephone calls, in
real time, from callers that are attempting to gain
fraudulent access to telephone networks.

BACKGROUND OF THE INVENTION )

15 . Fraudulent telephone calls are a major source of
revenue loss to telephone service providers. They also
result in customer dissatisfaction when tolls are
inadvertently charged to the subscriber as a result of
-fraudulently placed calls. Present systems use batch mode

20 analysis of call details and sometimes manage to detect
some types of fraud. This arrangement requires the
telephone company to communicate with the culprit to end
the'abuse.' It entails a delay in the prevention of fraud.

- 25

30 ' An object of the invention ls to overcome the
disadvantages of prior systems
Another object of the invention is to detect and
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block or disconnect fraudulent access demands in real
time.

SUMMARY OF THE INVENTION
According to a feature of the invention, these
5 objects-are attained by storing, in a control data base, a
set of attributes concerning an access from an access
. demand source; maintaining a rules data base of rules
concerning attributes for determining corrective action;
determining whether data the control data base matches the
10 rules in the rules data base; and effecting correctiVe_
action by disconnecting the access during access time in
response to a match between data in the control data base
and data in the rules data base.
According to another feature of the inventibn.
15 storing in the control data base includes storing in a
first access data base a first set of attributes
concerning the ongoing access.
According to another feature of the invention,
storing in the control data base includes storing in a
20 second access data base a second set of attributes
concerning the history of prior accesses made by the
access demand source; the step of determlnlng whether data
the access data base matches the rules in the rules data
base includes determining whether to disconnect the
25 access, block future accesses, or take other action; and
the step of effecting corrective action includes
disconnecting the access, blécking future accesses, or
taklng other action. .
Accordlng to another feature of the invention,
30 the second access data base is updated on the basis of the
matches.
~ These and other features of the invention are
_poihted out in the claims. Other objects and advantages
of the invention will be ‘evident from the following
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This invention relates to preventing fraudul ent access to a resource, and
particularly to nethods and means for block- ing or disconnecting tel ephone
calls, inreal tine, fromcallers that are attenpting to gain fraudul ent
access to tel ephone networks. BAgKGROUND OF THE | NVENTI ON
Fr audul ent telephone calls are a- najor solrce of revenue loss to tel ephone

service prov 18?% alrtsi(?p_tr e%ul ézp IC%Q&O lg'éﬁéaf)fs{: gtion when tolls
er

are |nadvert e su SCri esu fraudulently
pl aced accompanylng drawings. '

BRIEF DESCRIPTION OF THE DRAWINGS
Fig. 1 illustrates a telephone network embodying
5 features of the invention. '

Fig. 2 block diagram of a control system in the
network of Fig. 1 accordlng to an aspect of the invention.

Figs. 3 and 4 show the rules for operation of
the network and system in Figs. 1 and 2 for CPE fraud

10 according to an aspect of the invention.

Figs. 5 and 6 show the rules for operation of
the network and control'system in Figs. 1 and 2 for CPE
fraud according to an aspect of the invention.

Figé. 7 and 8 show the rules for fraud involving

15 hacking to remote access ports of CPE (Customer Premises
Equlpment) and SDN-NRA (Software Defined Network - Network
Remote Access) according to an aspect of the 1nvent10n
Fig. 9 shows the rules to. detect fraud involving
multiple calls with the same SDN code or cellular MIN, and
20 successive cellular calls with far apart originating
locations from the same caller according to an aspect of
the invention.
: Figs. 10 to 12 shows the rules for multiple
calls likely to be actual fraud calls through the CPE
25 according to an aspect of the invention.
_ Fig. 13 shows rules er'detecting various kinds
‘of miscellaneous fraud according to an aspect of the
invention. |
Fig. 14 is a flow chart illustrating operation
30 of the system in Figs. 1 and 2.

DETAILED DESCRIPTION OF PREFERRED EMBODIMENTS

Fig. 1 illustrates an arrangement embodying
features of the invention. Here, a telephone switch
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~calls. Present systens use batch node anal ysis of call details and
sonmet i nes nmanage to detect sone types of fraud. This arrngenent requires

t he t el ephone conpany to communi- cate with the culprit to end the abuse.
It entails a delay in the prevention of -fgaud. The U.S. Application, Ser.
No. 07/891, 347 filed May 29, 1992, now U. S. Pat. No. 5, 375, 244 di scl oses
an access CQ[étft@d)rHywSHntbhhébtuSeS cxddfdy’, daciacceonsdemandt souiree,i f a
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fraudul ent or central offices, namely, an originating action control

point ACPO and a terminating action control point ACPT.

5 fThe originating action control point ACPO and the
termination action control point ACPT communicate with
call detail recording platforms (CDRPs) RP1 and RP2 to
_Supply the latter éontinuously with call detail records on

~ a real-time basis. The action control points ACPO and

10 ACPT generate these records for billing and record keeping
by the CDRPsl
The CDRPs RP1 and RP2 also communicates with a
control system CS1 which taps into the event message
stream in the CDRPs RP1 and RP2 on a real-time on-demand
15 basis. This means that the data is available to the
control system CS1 while the call is going on. The
control system CS1 analyzes the information elements which
are contained in the CDRPs RPl1 and RP2, as part of the
detection of fraud events. In one embodiment of the
. 20 invention, the control system CS1 accesses the data on all
calls in the CDRPs RP1 and RP2. According to a preferred
embodiment the control system CS1 accesses, from the CDRPs
RP1 and RP2 only data for particular types of calls likely

! to produce significant fraud costs, namely:

25 - Calls which are very short duration (<10 sec)
These are interesting becéuse these may be
generated by automatic hacking devices.

- Calls which are very long duration (>20
min) .

30 - International calls.

- Calls placed on business customer’s equipments
_and_on'business communication services. (Fraud
call charges are billed mostly to business

customers.)
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access. An object of the invention is to overcone the di sadvan- tages of
prior systens. Anot her object of the invention is to detect and bl ock or
di sconnect fraudul ent access demands in real tinme. SUMVARY OF
THE I NVENTION  According to a feature of g he invention, these objects are
attained by storing, in a control data base, a set of attributes concerning

an access froman a s demindis®utiee; at8es8s to calls of this sort,
| eliminates the bulk of telephone calls from scrutiny by
the control system CS1. These eliminated calls are normal
calls which have a very low probability of incidence of
5 fraud. When such incidences do occur, the loss to the
network is-small because they tend to be short distance
domestic calls of short duration. This prefiltering,
selects only calls which have an economlcally significant
fraud cost to the network for transm1551on from the CDRPs
10 RP1l and RP2 to the control system Csl.
According to one embodiment of the invention,
‘the CDRPs RP1 and RP2 perform the selection, i.e.
prefiltering, and according to another embodiment, the
control system CS1l performs the prefiltering. In the
15 latter embodiment, the CDRPs RP1 and RP2 accumulate the
' prefiltered records of all the calls which are beigg
originating and progressing through all the toll switches
of the area served by it for a small and convenient
interval, say 15 seconds and sends the set to the control
20 system CS1. The data on the“prefiltered calls sent to
the control system CS1 are herein called X—records.
The gontrol syStem CS1 also exchanges data with
a fraud intelligence unit (FIU) FIl, a telephone company
corporate security administration monitor (CSAM) CSAl, and
25 other control systems. The fraud intelligence unit FIl1
has a database which stores "historic" information which
is used for reference, to decide whether an information
element on a record is significant for fraud detection or
not. '
30 ' - According to an embodiment of the invention, the
database of the fraud inteliigence unit FI1 stores the
following information:

-PBX ANIs (Private Branch Exchange Automatic
Number Identifications).
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2 taining a rules data base of rules concerning attributes for determining
corrective action; determ ning whether data in

-6 -

-University PBX’'s and Centrex’s.
-Suspicious NPAs-NXX for originating numbers.
-Suspicious Terminating Numbers.
-Suspicious Country codes.
5 -Forbidden country codes.
-Compromised Authorization Codes.
-ANI's from detected fraud events.
-Originating numbers from detected fraud events.
-Terminating numbers from detected fraud events.
10 -Authorization codes from detected fraud events.
-Other optional files entered manually by CSAM
CSAl

In other embodiments, the FIU FI1 contains other
information. ' _

15 ~ Fig. 2 is a block diagram of the control syétem
CcSl in Fig. i; The control system CSl is preferably in
the form of a single processor which performs its various
functions. Fig. 2 shows the control system as composed of
individual sections, namely a received record buffer

20 section RBS1l, an analysis section ASl, a rules section
RS1, and a fraud containment section FCl. However, each
of the blocks preferably represents a function of the
processor, rather than an individual unit, and the
processor may perform all the functions with the same

25 hardware. Nevertheless, according to an embodiment of the
invention, any or all the blocks may be a separate section
or unit. The blocks in the control system‘CSI are
referred to as sections for convenience.

The controllsystém CS1l accesses the data from

30 the CDRPs RP1 and RP2 and the fraud intelligence unit FI1
and matches the accessed data with a set of rules which
the control system stores. The rules appear in Figs. 3 to
13 and define the existence of various levels of fraud |
events such as HHa,.HHb, HH, H, M, and L. If the data
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the control data base matches the rules in the rules data base; and

effecting corrective action by disconnecting the access during access tinme
ih response to a match between data in the control data base and data in

the rul es data base. According to another feature of the invention,
storing in the control data base includes7storing in a first access dat a
base a first set_of attributes concerning the ongoi ng access. Accor di ng

to another fBatGhesof PREh devedi diHa sttdie mpntrahesyohenofSHasiopads

i ncl udes st ofh&Usifnals eeand fReC v iAlAriase a1 secondeset tRE 8hbbiikiy es
concer ni ng thglyistg%ytgg rior accesi)s,nade_b t he access demand sadurce;

the step of € evel 1s HH it signals the signal transfer
point STPl to block the next call from the access source
5 ADS.

' The control system CS1 also transfers
information about detected fraud events to the CSAM CSAl
to raise alarm signals so that the network personnel can
take appropriate manual coﬁtrol. ‘Such manual operatien

10 may override the control system CS1 and disconnect
selected calls or block selected calls, or to inhibit the
disconnect of blocking action of the control system CS1.
The CSAM CSAl can also enter new information into the
fraud intelligence unit FI1 database. _

15 In Fig. 2, the control system CSl'receiVes the

 set of records from the CDRPs RP1 and RP2 and enters it to
the received records buffer section RBS1. The analysis
section AS1 receives the data from the buffer section RBS1
and uses the data from the fraud intelligence unit FI1l to

20 derive vectors each of which conforms to a data element or
characteristic in the rules in Figs. 3 to 13. In other
words, in order to match the data to the rules, the data
must be in the format of each of the elements or
characteristics of the rules. Accordingly, the analysis

25 section AS1 vectors which specify whether a call is:

-During business hours.
~-During non-business hours.
—ExceSsively long.
-Domestic calls.
30 - -To a limited dialed NPA 800.
| -To a termination number = CPE.

~ -To a country code. _
-ANI = CPE (Automatic Number Identification with
‘Customer Premises Equipment). '
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determ ni ng whether data in the access data base matches the rules in the
rul es data base includes determ ning whether to disconnect the access,

bf ock future accesses, or take other action; .and the step of effectlng
corrective action |ncludes di sconnecti ng t he access, blocking future

accesses, or taking other action. Accoﬁdhng to anot her feature of the
I nvention, the second access data base is updated on the basis of the
mat ches: These and mﬂﬁ%nq(ﬁﬁﬂﬂﬁ%ﬁofSQﬁﬁwﬁﬁQeﬂﬁfénedrﬂeﬁwpﬁﬁed-out in

the clainms. Qther objects antb@sntReRstOfadbgstpvention will be evident

fromthe follow ng detalled descri pti on when
To a suspected country code.

- -Using a bad ANI.
5 -0f short duration.
-Using repeated ANT.
-From non-frequent caller.
-To successive different dialed numbers.
Using suspected patterned dialing.

10 -With a connect time difference using a less
than PDD (Post Dialing Delay) + e, i.e.
going from one to another number quickly.

-Using an invalid authorization code.
-With a number of calls in repeat set greater

15 than threshold.

- -Using a SDN Software defined network (virtual
private network). _
-Using different ANI to same termination No.
. -Using the same authorization code |
20 from another location greater than at least
one call continuing. |
-Having greater than call duration overlap.
-With simultaneous use of mobile number.
-Cellular.
25 -Of the same MIN (Mobile Identification Unit).
-Using distance between call-locations/élapsed
time greater than a given value 7. |
-Multiple calls from same ANI (Automatic Number
Identification) greater than x.
30 . —-Repeated dialed numbers.
-Terminating at a number which is a known
DISA/RMATS (Direct Inward Switched
Access/Remote Maintained Access Test System
Maintained Port).
35 -Originating in suspect NPA-NXX or pay phone.

I —
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read in |ight of the acconpanyi ng draw ngs. BRI EF DESCRI PTI ON OF
THE DRAW NGS FIG 1 illustrates a tel ephone network enbodyi ng features
of the invention. FIG 2 block diagramof a control systemin the
network of FIG 1 according to an aspect of the invention. FIGS. 3 and 4
show the rules for operation of the netwobfk-and systemin FIGS. 1 and 2 for
CPE fraud according to an aspect of the invention.

10

15

20

25

30

-Multiple calls from same ANI.

-CPE (Customer Premise Equipment) to a Known
high fraud country. o

-CPE (Customer Premise Equipment) to known
medium fraud_coﬁntry.

-Non CPE type of service.

-Suspicious terminating number.

-Multiple calls billed to same number.

-Multiple 800 calls exceeding preset number.

It will be understood that other vectors may be
derlved and that the above list is by no means inclusive
of all vectors possible. Other embodiments do not use all
the aforementioned vectors. .

Some of these vectors deal with quantitative
values such as whether a call is short or long. The
analysis section AS1l, in deriving the vectors, compares
each quantitative value with a threshold to produce a
vector that indicates a high or low quantity such as a
long ‘call or short call. The thresholds may be varied
manually or automatically with the time of day, time of
the month, or other circumstances, to change the
criticality of the data. '

The rules section RS1 stores the rules in Fig. 3
to 13 in the form of a look-up table. Each horizontal bok
in Figs. 3 to 13 is a rule. 1In each box, the left side
lists elements corresponding to vectors and the right side
of each box indicates the action priority associated with
the elements in the left side. The section RS1 of the
processor scans the set of characteristics or vecfors of a
particular call and compares all the vectors with each of
the rules in the boxes in Figs. 3 to 13. It determines if
the vectors of a call matches a rule.

In Figs. 3 to 13, each rule is associated with a
letter designation representing an action priority, such
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FIGS. 5 and 6 show the rules for operation of the network and control
systemin FIGS, 1 and 2 for CPE fraud according to an aspect of the

“i hventi on.

FIGS. 7 and 8 show the rules for fraud involving hacking to

renote access ports of CPE (Custoner Prenises Equip- nment) and SDN-NRA

(Sof tware Defined Network-Net- work Renpt 0 Access) accordi ng to an aspect

of the inven- tion, FIG 9 sh%§% the rules to ¢getect fraud involving

mul tiple cal P§ Wigh HHP e D

de: orAekl PR RFIRFAE18S aé‘l?CéESforsl ve

cel lular cal hewy M flodt neBRim ,OMH giswthigh| oBR&| aha HHBMfor very high.

10

- 15

20

25

30

35

These designations represent the action categories which
the control system CS1 would execute, if the rule became
"true". They depend upon the seriousness and the
certainty of detection. _

If any set of the vectors matches all the

elements in a rule, the rules section RS1 designates the

particular action priority indicated in the rule. Various
different calls may have vectors which satisfy several
rules.

HHa and HHb are the categories that represents
the highest priority of the action categories. 1In this
case, it is considered that the detected event is certain
to be fraudulent and automatic action to prevent the
incident is taken by the control system. If the fraud
event is that of a hacker’s attempt to break into the toll
network, then the preVentive action is to block his next
attempt by diverting it to a ring busy terminal. ' This

‘action is signified by the action priority being HHb. If

the action priority is HHa, then the solution is to
disconnect the call which is in progress.

The fraud containment section FC1 responds to
the rules section RSI and sends out an alert report to the

' CSAM CSAl and the FIU FI1 with respect to all the action

priorities. If the action priority is HHb, it instructs
the signal transfer points STP1 and STP2 to hold that
information in a network control point NCP which handles
the call p:ocessing of service calls. The latter then

. blocks succeeding calls from the same caller for a

specific time. It does this by diverting the call to a
ring busy terminal. |

- If the action priority is HHa the fraud
containment section FC1 instructs the signal transfer
point STPl and STP2 to make the originating action control

N
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the sane caller according to an aspect of the invention.

3
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- 11 -

.point ACPO or the terminating action control point ACPT

disconnect or otherwise disable the call. This causes the
switch to disconnect the cail. Thus the fraud caller will
experience a hang-up in the middle of a call. If
successive calls within a predetermined time period arrive
from that telephone, that call will be treated by blocking
as for action priority HHb. '

An action priority H carries the detection of a
fraud event which is of slightly lower certainty but
nevertheless, needs immediate attention. The fraud
control section FCl, in this case, calls for a human
decision to execute prevention action. Such action is
initiated from the corporate security administration
monitor CSAM by sending special command which may result
in the same actions as described above. _

An action priority M indicates a further grade
of less certainty of detection and the action treatments
similar to that of H except that the human decision to
take preventive action can be more deliberate and

~calculated to take many other aspects of the cése,

deriving from intelligence which are not available to the
machine.

Action priority L is the lowest category.
Preventive action is again human initiated, but is

.expected to be very infrequent for this category.

For all these categories, the fraud control
section FCl enters the following information from the call
record to the fraud intelligence database.

- Originating number

- Dialed number

- Terminating number

-  Authorization -Code used
-  Action priority
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FIGS. 10 to 12 shows the rules for nultiple calls likely to be actual
fraud calls through the CPE according to an aspect of the invention. Fl G
13 shows rules for detecting various kinds of mis- cellaneous fraud
according to an aspect of the invention. FIG 14 is a flow chart
illustrating operation of the systemin AEsT 1 and 2. DETAI LED

DESCRI PTI ON CF PREFE %%e fraud intelligence 3§§££ase §Il stores this

10

15

20

25

30

35

information for future calls. It bestows a capability of
learning from experience to an otherwise mechanical rule-
based system. The CSAM CS1 can constantly edit and
monitor the intelligence thus collected via human

‘supervision to prevent the detection process being

corrupted by the uncontrolled growth of obsolete
information.

The rules in Figs. 3 and 4, boxes 310 to 414
deal with CPE fraud. Here, boxes 334 and 410 result in
HHa action priorities.

The rules in Figs. 5 and 6, boxes S10 to 524 and
610 to 617 deal with the possibility of cellular fraud or
SDN-NRA (Software Defined Network - Network Remote Access)
fraud. Here, for example, in the matches of 520, a long
SDN-NRA international call durihg regular business hours
using a bad ANI and suspected country code results in_an '
HH (higher H) action priority. Matches at boxes 510 and
514 result in high action priorities whereas matches at
boxes'517,'524, 610, 614, and 617 produce low or medium
action priorities.

Figs. 7 to 13 deal-mainly with multiple call =
events. These fraud scenarios require the characteristics
contained in a number of records of the recent past. In
one embodiment of the invention, the rules in these
figures are implemented with individual thresholds for
each rule. Figs. 7 and 8 deal specifically with fraud
involving hacking to remote access ports of CPE (Customer
Premises Equipment) and SDN-NRA (Software Defined Network
- Network Remote Access). The rules in Fig. 9 detect
fraud situations involving multiple calls where the same
SDN authorization code or cellular MIN may be used, as
well as successive cellular ealls where the originating
locations are too far apart to be originated by the same
caller. _ |
[ —
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FIG 1 illustrates an arrangenent enbodying features of the invention.

Here, a tel ephone switch network- TSN con- nects a caller, or access demand

source, ADS to a called party or egress EGR through two switches or central

of fices, nanely, an originating action control point- ACPO and a term nating

action control point ACPT. The originarTﬁB3attion control point ACPO and
ACPT communjcate with call detai

ﬁggoﬁ glr rrPgngf :51'??0??7;[;'_ ?2:5%%' }-\1{92'_%“331!%&5}1@65 SepIFutes FRREraBBAY thuously
with call demaltipgeorddlen wheredlhd iceEl basase Ilieebgt toNbeoAtEQk 1poi Nt's
ACPO and ACFE&QSHQEQ&%st@%¥%ugh the CPE (Customér Premises Equipment) .
Figs. 11 and 12 show the rules for detecting the outgoing
5 leg of actual fraud calls being perpetrated, possibly by
call sellers. |

Fig. 13 shows rules for detecting various kinds
of miscellaneous fraud, e.g. third party fraud, collect

_ céll fraud, and card fraud to bypass 800 numbers blocks
10 from pay phones. _

As is evident, boxes 334, 410, and 510 ordain
action priority HHa which result, according to an
embodiment of the invention, in fraud containment section
FCl signalling to disconnect the ongoing call and,

15 according to an embodiment, to block the next immediate
call if it comes from the same caller. Boxes 810, 824,
830, 914; 917, and 924 cause the rules section RSl via
fraud containment section FCl to signal blocking of
succeeding calls which come from the same caller and have
20 characteristics having action priority HHb.

' ' Fig. 14 is a flow chart showing operation of the
control system CS1 in Figs. 1 and 2. 1In Fig. 14, step
1404, the control circuit CS1 accesses new records from
the CDRPs RP1l and RP2 and from the fraud intelligence unit

25 FIl. The received-record buffer section RBS1 in the
control system CS1 accesses and stores prefiltered records
from the CDRPs RP1 and RP2 and other control systems CS1
at other locations and removes the oldest data if the
buffer is full. The analysis section stores the data

30 from the fraud intelligence unit FIl. '

| In step 1407, the analysis section AS1l in the
control system CSllaccesses the next sequential record
from the buffer section RBS1 and vectorizes the data in
the record by using the data from the fraud intelligence
35 unit FIl. For example, vectorizing involves taking an ANI
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records for billing and record keeping by the CDRs. The CDRPs RP1 and RP2
al so communicates with a control system CS1 which taps into the event
message streamin the CDRP's RP1 and RP2 on a real -tinme on- denmand basi s.
This means that the data is available to the control system CS1 while the
call is going on. The control system CS1 ¥hatyzes the information el enents
whi ch are contained in the CDRPs. RP1 gnd RP2, as part_of the detection of
fraud eventsanﬁanﬁEYéﬁEbG#ﬁbﬁFUbﬁjphéﬁI%Rﬂist@cﬁﬁdtﬁgIconFﬁoF°3y§%§hlCSl

accesses theaflal@s@B akktiadn adin ddFiddRAx Y andiiP’a PEEOANTNG @ a
prefesred enbﬁgéeby places it in a format that conforms to the format
of a data element or characteristic in the rules section
5 RS1 so that the record can be matched with the record in
" the rules of Figs. 3 to 13. It includés applying
appropriate thresholds, and referring to the records to
the FIU database when needed.
In step 1420, the rules section RS1 receives the

10 data from the analysis section AS1l and scans the vectors
and compares them with the next (or the first, if this is
the first) rules to see if they match the rules.

In step 1424, the rules section RS1 asks and
acts if any of the combinations of vectors in this call

15 match a rule, i.e. match all the data elements or
characteristics of a rule. 1If yes, the rules section RS1
goes to Step 1427 and directs an action priority dictated
by the rule to the fraud éontainment section FCl. If not,
it returns to step 1407 and accesses the next record.

20 o Upon receiving the action priority, the fraud
containment FCl -issues an alert report to the CSAM CS1l.

In step 1430, it adds the action priority and call data to
the database of the fraud 1nte111gence unit FI1 and the
CSAM.

25 In step 1434, the fraud containment section FC1
determines if the action priority is HHa. If yes, the
fraud containment section FCl proceeds to step 1437 and
sends a signal to disconnect the caller and, in an
embodiment, to blocks the next immediate call from that

30 caller. It also returns the process to step 1404. If the '
answer in step 1434 is no, in step 1440, the fraud
containment section FCl asks if this is'of action priority
HHb. If yes, in step 1444, fraud containment section FCl
sends a signal to block the next call and return the

35 operation to step 1404. If no, it returns the operation
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ment the control system CS1 accesses, fromthe CDRPs RP1 and RP2 only data
for particular types of calls likely to produce significant fraud costs,
nanmel y: Call's which are very short duration (<10 sec) these are

I nteresting because these nay be generate? by aut o- mat i ¢ hacki ng

devi ces. Call's which are very long dura Pof (>20 mn). I'nternational

cal | s. Calls placeggf busi ness custoner's equi pnents and on busi ness
comuni cat i orfr% &R &%Fraud cal |l charges are billed nostly to

busi ness custoners.) While the various steps in Fig. 14 were ascribed

to various sections RBS1l, AS1l, RS1, and FCl of the control
system CS1l, these can be performed by any form of

5 processor arrangement in the system SCl. The invention is
not limited to this section arrangement nor this series of
steps. The system CS1 may perform its function of
combining the data and comparing it to the rules stored
therein to obtain an action priority in any number of

10 other ways.

While only two action control points and CDRPs
appear in the draw1ngs, it will be evident that other
actlon control p01nts may be part of the network, and each
has a CDRP which communicates with the control system CS1.

15 _ According to an embodiment of the invention, ﬁhe
rules section RS1 of the control system CS1 distinguishes
between calls that it can identify as possibly fraudulent
from a single call, such as shown in boxes 334 and 410,
and identifications that require a number of calls, such

20 as hacking. The former are called single call events and
the latter multiple calls events. The rules section RSl
then first attempts to match only vectors using data from
the CDRPs with boxes having single call events. '
Thereafter, it scans and matches vectors with the data

25 from both the CDRPs and the fraud intelligence unit FI1
with the remaining boxes. _

In an embodiment, a different version of the
rules in Fig. 10 is obtained by considering out of
business hour calls. In those rules, if the calls come in

30 from suspicidus.NPA—NXX, or pay phones (indicated by ii

' digits), the threshold will be lower (single call) for
action priority H. Otherwise the action priority is at
least as high as that for rules applying to business hour
calls. _ _

35 It will be noted that the control system CS1 is
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Limiting the access to calls of this sort, elimnates the bulk of telephone
calls fromscrutiny by the control system CS1. These elimnated calls are
normal calls which have a very |ow probability of incidence of fraud. \Wen
such incidences do occur, the loss to th%jyetmork_is smal | because
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connected to the fraud intelligence unit FI1 for querying
the unit‘’s database for information which is required

‘during the fraud detection process.' This connection is

also used by the control system CS1 to enter and delete
information in the database of the fraud intelligence unit
FI1, when fraud information which is obtained from
detected events is saved for future use.

According to an embodiment the fraud events
which are to be detected are expressed in the form of
Booiean rules. These rules are logical expressions each
of which describes a particular fraud scenario. These
rules describe certain basic characteristics of a fraud
event or fraud vectors. The rules are executed logically
in the éontrol system processor, énd if the outcome of a
rule is "true", then a corresponding fraud event has been
detected. If false, there is no fraud event detected by
that rule and the processor moves on to apply the next
rule. This process runs continuously, to apply all the
rules in the repertoire of the control system, for every
new X-record which is pumped into the RBS1 from the CDRPs
RP1 and RP2.

According to an embodiment, in the received
record buffer section RBS1l, the records are arranged in a
chronological scheme, the latest set being on the top and
the oldest set being'dropped from the buffer at the
bottom. The received record buffer section RBS1 holds
about 4 hours worth of prefiltered records (X-records) and
this serves as a form of short term historical data store.

| In an embodiment of Fig. 2, the analysis section

~AS1 uses the database of the fraud intelligence unit FIl

in the analysis process. It first examines an X-record
from the received record buffer section RBS1 information
element by infoimation element, and determines its
characteristics of ffaud.

The X-records contain in general, a mix of
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4 they tend to be short distance donestic'calls of short duration. This

prefiltering selects only calls which have an econom cally significant

ffaud cost to the network for trans-

the control

the CDRPs RP1 and RP2 performthe selébtx%nf I.e. prefiltering, and

accordi ng tqqggg%?ggtenbod
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embodiment, the latter are also expressed in the form of
binary coded decimal digits, which encode the qualities.
But, the fraud scenario rules are in terms of vectors.

Thus, the analysis section AS1 converts the quantitatiwve

‘and encoded gualitative information of the X-record into
corresponding vectors.

In this embodiment, the method is based on two
separate procedures. In the simplest of cases, a
quantitative value is compared against some threshold
values (which are conveniently arranged to be adjustable),
in a simple equation or inequality expression. For
example, consider the'informgtion element called "call
duration" which is expressed in the record in terms of
seconds. This needs to be vectorized to just two vectors,
short and long. It is done in the following expression,
which is executed during the analysis procedure.

If call duration <= tl1l then short.
If call duration >= t2 then long.

The thresholds tl and t2 are adjustable, which
makes the definition of short and long relative.

In an embodiment, the analysis section AS1l
reduces the information elements of an X-record to vectors
in this rule based manner. For some others, especially
the telephone numbers, the analysis section AS1 refers to
the fraud intelligence unit FI1 database in order to
derive its vectors. For example, the analysis section may
consider a typical originating number on an X-record. To
determine if this is a PBX number, it queries the FIU if
this is on the list of suspected ANI’s. It also
determines if the originating number on the X-record is .
from a suspicious calling area from where a large number
of fraud calls are made by referring to the FIU FIl. ' The
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CS1 perforns the prefiltering. In the latter enbodiment, the CDRPs RP1 and
RP2 accunul ate the prefiltered records of all the calls which are being
ofiginating and progressing through all the coil switches of the area
served by it for a small and convenient internal, say 15 seconds and sends
the set to the control system CSl. The dea on the prefiltered calls sent
to the control iﬁSten1CSl are herein called , X-records. The contro

system CS1 aPRBL¥RLFaHGes dtla QRHFHTE 1§ IRERIPRELARPYN AL UEFY) 11, a

t el ephone coshanfraatpdnaied 1Sepatidd yuraikr FI 5td&t albasaoni rhe (£8AMnaE3Ah

and ot her is found there, because it was entered there previously.

Further, it determines if the originating number
5 1is a repeating originating number of many calls which have
been made within the last 4 hours by searching through the
record of the buffer section RBS1l. It determines if this
is "Using repeated ANI". The analysis unit AS1 derives
this vector by matching the same originating number in

10 many of the records which are in the RBS1. If the number
of occurrences.exceed a threshold N1 it is significantly
repeating. This search and match operation is carried out
to obtain vectors which are needed before the rules for
multiple call fraud events are applied. '

15 Thus, in this embodiment, by repeated
application of these steps to the information elements of
the X-record, the analysis unit ASl1 converts the records
to vectors. In addition to the vectors, the analysis unit
AS]1 retains some of the information elements from the

20 original X-record as they are. These are:

- Record ID
- Call ID
- Toll Switch ID
- Originating number
25 - Dialed number
' - Terminating number
- Authorization code.

These numbers are used in post detection actions
of prevention, and record keeping procedures. These are
30 retained in addition to their vector forms. All others
are used in their vector form only.
As stated, the rules section RS1 classifies
fraud events into two classee called a single call event
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detection or
base of the

ens. The fraud intelligence unit F11 has a database which
oric" information which is used for reference, to decide
nformati on el ement on a record is significant for fraud

not . According to an enbodi nent of the invention, the data-
fraud intelligence unit Fl1-sk®res the foll owing information

PBX ANI's (Private Brinch Exchange Automatic Nupber | denti fications).

Uni versity
nunbers.
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the analysis of the information elements in the record of
a single call only. For example, a record may bear the
following information:

International call

Call made from a PBX

Long duration call

Off-business hour call

Terminating in a high fraud country;

This scenario does not need the information
contained in any other records to declare that this record
represerits a fraud event. Figures 3 to 6 describe many
scenarios of single call fraud events which the rules
section RS1 includes in its repertoire.

' Multiple call fraud events require the
information carried on more than one record. The rule
which describes such an event in the rules section RS1
will contain vectors which refer to characteristics which
can only be derived from analyzing and comparing several
records. |

The rules section RS1 derives these
characteristics by the analysis and comparison of many
records. Figs. 7 to 12 contain examples of fraud
scenarios of this class. In general, this class
represents the more difficult to detect fraud events. A 4
hour storage requirement of the RBS1 is used for the
detection of this class of events. This chronological
store of records allows the rules section RS1 to perform
the required cOmpariSon among the collected records to
detect such events. However, records of time durations,
such as 2 to 8 hours, may also be used.

' The rules depicted in the Fig. 13 cover a large
number of rules of both these classes and enable the
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Suspi ci ous Term nati ng Nunbers. Suspi ci ous Country codes.  For bi dden

country codes. Conprom sed Aut hori zati on Codes. ANl 's from detected
fraud events. Originating nunbers fromdetected fraud events.
Terrm nating nunbers from detected fraud ents. Aut hori zation codes from

detected fraud events. QG her optional fTles entered manually by CSAM CSAl
I'n ot her enbagthEE.%n ts@ese:elmutfd %&%ﬁﬁﬁe Oépe&eﬁcgéf?{ﬁgnﬁggEogf the

commonly committed fraud acts. In the figure, the vectors
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of the rules are represented as a list implying that they
all must be present concurrently to make the rule "true".
In other words, the "AND" designation of the boolean
expression has been dropped. Additions and deletions to
the rules may be made with ease to give high flexibility
to the process. _

To disconnect a call, the fraud containment
section FCl responds to the action priority from the rules
section RS1 and sends a message to the signal transfer
points STP1l and STP2. The section FCl gives the identity
of the switch and the call which originated there, along
with a command which makes the switch operate as if the
call has been terminated by the called party. This causes

the switch to disconnect the call and go through all the

normal procedures which accompany the termination of a
call. Thus the fraud caller will experiencé a hang-up in
the middle of a call. If a second call from that
telephone is initiated, that call will be treated by
blocking as for -the case HHb. |

_ In the switch network TSN, signal transfer
points STP respond to the fraud control'section to operate
on originating and terminating action control points ACPO
and ACPT which disconnect calls coming'from an access
demand source ADS and going to an egress EGR. 1In the
switch network TSN, signal transfer points STP coact with
network control points NCP to operate on originating and
terminating action control points ACPO and ACPT which
block calls coming from an access demand source ADS and
going to an egress EGR. Call data may pass directly
between the originating access control points ACPO and
ACPT and the fraud intelligence unit FI1l.

The basic nature of the detection process which

is employed is that of an expert system which employs

[ —
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FIG 2 is a block diagramof the control systemCSl1 in FIG 1. The conrol
system CS1 is preferably in the formof a single processor which perforns
its various functions. FIG 2 shows the control system as conposed of

i ndi vi dual

sections, nanely a received record buffer section RBS1, an

anal ysis section ASl1, a rules section Rsfl-dhd a fraud conai nnent section
FCl1. However, each, ﬁt t he bI cks prefera%jy resents a fupction of the
men £

processor,
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ifn of t e various al characteristics o
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the phenomenon which is to be detected. It is rule-based
and heuristic in nature, as opposed to mathematical
methods baséd on statistical parameters and multi-
dimensional representations. The heuristic method of the
invention, is very flexible, adaptable, and is not based
on statistical studies of the fraud events. Natural
neural systems, which are the result of millions of years
evolution, are based on similar heuristic strategies, in
which the incoming information is filtered to obtain a
finite set of characteristics and building up more complex
composites from them, which act as templates for matching
and final detection. _

Short calls cannot be detected until after
termination. The CDRPs transmit short calls to the
control system CS1 immediately after termination.

In an embodiment, the fraud intelligence unit
includes a processor that organizes the database to deal
with query and response from the control system CS1.. |

The information to the FIU FI1l is initially
entered manually on the basis of prior fraud cases. To
prdvide the fraud intelligence unit FUl with further
initial information, the control system CS1 is then set in
a "training mode" before it is fully deployed. 1In this
mode, the control system is inhibited from executing any
preventive actions, but freely detects fraud events. 1In
this mode, it adds to the initial human input by pumping
important intelligence data to the database of the fraud
intelligence unit FI1l. This data can be carefully
monitored and used for detection, when fully deployed.
When fully deployed, the control system CS1 updates the
database of the fraud intelligence unit FIl1 with
information on new fraud events. |

To increase the flexibility of the detection
process, any information which is considered as
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5 an individual unit, and the processor may performall thé functions with

t he sanme hardware. Neverthel ess, according to an enbodi nent of the
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contributing to increase the certainty of detection can be
stored in the fraud intelligence unit FI1 database and

referred to at the time of analysis. No restrictions
'based on mathematical consistency need apply;

The Control System CS1 can be located
centrally or in a distributed manner as one per switch
office, according to the economics and performance
requirements. of the telephone switching network TSN. 1In
either case, it is situated conveniently to collect call
detail records from all the toll switches of the telephone
switching network TSN. _

In the embodiment of Fig. 1, the call detail
records are arranged to be collected from the switches
ACPO and ACPT via their CDRPs RP1 and RP2 and RP2. The
records are collected in real time, which means that the
data about a call are available at the control system CS1
while the call is still in progress. Continuous elapsed
time data is made available for calls which are in '
progress. In the dasé of very short calls the data on the
calls are collected immediately thereafter.

From a very high level point of view, the main
functions of the control system CS1 are to:

' (1) detect fraud events by analyzing call records,
(2) execute actions as indicated by'action
priorities; and
(3) communicate as needed with the CDRPs, the
database of the fraud intelligence unit FI1, and
the corporate security administration monitor

CSAM.

The real-time operating system of the control
sYstem'C51 performs'thé first two functions in a cyclic
fashion and the third one on a on-demand or needed basis.
The detection, the execution of actions, and the
presentation of information to the corporate security
administration monitor CSAM'takes place in - a cyclic
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be a separate section or unit. The blocks in the control system CSl are
referred to as sections for conveni ence. The control system CS1 accesses
‘the data fromthe CDRPs RP1 and RP2 and the fraud intelligence unit FI1 and
mat ches the accessed data with a set of ryles which the control system
stores. The rules appear in FIGS. 3 to 1Z31d define the existence of

mat chos o hi SACREORr HRETERN. than CPBT % T AMRER ghaf R Rcery ke

t ransfer p0|m@rﬁﬁ?atEOsécacamweadmmmisnn;ﬁiqpcmbmit¢f chmMl avel is HHb, it
signal's the sigpabelr 38stakyPIhte ARt Wb P! QS LS D98Lefidbl with a
' demand for service. The control system CS1 will query the
5 database of the fraud intelligence unit FI1l, as required
in the analysis of the call detail information contained
- in the call records, during the detection process.
: : In Figs. 3 to 13, the rules are arranged in a
pyramidal fashion, moving from a very general scenario to
10 more and more defined and restrictive scenarios. The more
restricted the scenario is, the higher is the detection
certainty that the event is fraudulent. |
In an embodiment, to block a call, the fraud -
containment section FCl responds to the action priority
15 from the rules section RS1 and sends a special meésage to
the signal transfer point STPl. The message contains a
comﬁand to block the next call from a specified ANI. The
STP signal transfer point STPl1 will distribute this
command to the correct Network Control Point NCP, which
20 handles the call processing of all business service calls.
The network control point NCP will then, divert the call
to a ring busy terminal, which will frustrate the caller’s
attempt to use the network.
In step 1437, the fraud containment section FC1
25 acts to disconnect the caller and block the next call from
the caller. According to an embodiment of the invention,
the next call is not blocked. |
~According to an embodiment of the invention, the
FIU FI1l contains a proéessor which performs the matching
30 functions with data from the analysis section AS1.
While émbodiments of the invention have been
described in detail, it will be evident to those skilled
.in the art that the invention may be embodied otherwise
without departing from its : scope.
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fromthe access source ADS. The control system CS1 al so transfers
I nformati on about detected fraud events to the CSAM CSA |
signals so that the network personnel can take appropriat I
Such manual operation nmay override t he c&tk rol system CSlelmmﬂ“ Hgm”",
sel ected cal]s,or block selected calls, or to inhibit the i seonmec *
bl ocki ng ace+BiMB: { he control system CS1. The CSAM CSAl can also enter new

information into the fraud intelligence unit FI1l data- base. In FIG 2,

the control .system CS1 receives th et of ]
y ﬁ. The metﬁoa of controlling access of a user

to a resource, comprising:
storing, in a control data base, a set of
5 attributes concerning an access from an access demand
source; _ _
_ maintaining a rules data base of rules
concerning attributes for determining corrective action;
determining whether data the control data base
10 matches the rules in the rules data base; and '
effecting corrective action by disconnecting the
access during access time in response to a match between
data in the control data base and data in the rules data
base.

15 2. A method as in claim 1, wherein storing in
the control data base includes storing in a £irst access
data base a first set of attributes concerning the ongoing

access.

3. A method as in claim 2, wherein storing in
20 the control data base includes storing in a second access
data base a second set of attributes concerning the
history of prior accesses made by the access demand
source;
the step of determining whether data the access
25 data base matches the rules in the rules data base
includes determining whether to disconnect the access,
block future accesses, or take other action; and
the step of effecting corrective action includes
disconnecting the access, blocking future acceéses, or
30 taking other actionm. '
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records fromthe CDRPs RP1 and RP? and_enters it to the received records

buf fer section RBSI. on ASl receives the data fromthe
buf fer section RBS1 a maﬂ lﬂ‘mﬂjﬁg romthe fraud intelligence unit FI1
to derive-vectors eac rns to a data el enent or

characteristic in the rules in FIGS. 3 to A& -1n other words, i-n order to
match the data to the rules, the data nust be in the format of each of the

elemmnts on character | 316 bl Ty R, AR50 e o8 o BRI L
hours. second access data base mcludes storing one of the following:
' — PBX ANISs (Private Branch Exchange Automatic Number
Identifications), _
5 — University PBX’s and Centrex’s,
— Suspicious NPAs-NXX for originating numbers,
— Suspicious terminating nuﬁbem, '
— Known bad ANIs,
— Suspicious country codes,
10 — Forbidden country codes,
— Compromised Authorization Codes,
— ANT’s from detected fraud events,
— Originating numbers from detected fraud events,
— Terminating numbers from detected fraud events,
15 — Authorization codes from detected fraud events,
— Other files as required by CSAM (Telephone Corporation Security
Administration Monitor).

5. A method as in claim 3 or claim 4, wherein the step of storing in the
second access data base includes updating the second access data base with data
20 from accesses havmg matches in the determining step.

6. A method as in claim 5, wherein the step of storing in the second
access data base includes updating the second access data base with data from
accesses having matches in the determining step.

7. A method as in any of claims 2-6, wherein said storage in sais first
25 access data base includes storing one or more of the following attributes:
requesting user '
* request time

length of use _ - This Sheet Has Been Rep

0w NS

whether use request is cellular.

8. A method as in any of the preceding claims, wherein the data in said
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During non-busi ness hours. Excessively | ong. Donestic calls. To a

limted di a term nation nunber=CPE. To a country code.
ANl =CPE ( ﬁ eH dent ification with Cus- tomer Prem ses
Equi pmant) (Sof tware Defined Network Net wor k Renot e

Access) . To a suspect ed country code. - &=

rules data base includes access demands made:
— During business hours,
— During non-business hours,
— Excessively long,
5 - — Domestic accesses,
~ — To alimited dialed MPA = 800,
— To a termination number = CPE,
— Toa country code,
— ANI = CPE (Automatic Number Identiﬁcation with Customer Premises
10 Equipment), |
— Accesses using SDN-NRA (Software Defined Network — Network
Remote Access),
— To a suspected country code,
— Using a bad ANI,
15 — Of short duration,
— Using repeated ANI,
— From non-frequent accessor,
— To successive different dialed numbers, Using suspected patterned
. dialing, '
20 — With a connect time difference using a less than PDD (Post Dialing
| Delay) +e, i.e. going from one number to another quickly,
— Usmg an invalid authorization code, '
— With a number of accesses in repeat set greater than threshold,
— Using a SDN (Software Defined Network) virtual private network,
25 '— Using different ANI to same termination No.,
— Using the same authorization code from another location greater than
at least one access continuing, '

— Having greater than access duration overlap, Sheot Has Been Replaced

— With simultaneous use of mobile number, l |II || I“I ml ‘l‘ |II
30 — Cellular, |

— Of the same MIN,

— Using distance between access locauonslelapsed time greater than a
glven value T,
— Mult1ple accesses from same ANI (Automatic Number Identxﬁcauon) _
35 greater than x,
— Repeated dialed numbers,




Usi ng a bad AN .
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— Terminating at 2 number which is a known DISA/RMATS (Direct
 Inward Switched Access/Remote Maintained Access Test System

Maintained Port),

— Originating in suspeét MPA-NXX or pay-phone,

5 — Multiple accesses from same ANI, |

— CPE (Customer Premise Equipment) to a known high fraud country,

— CPE (Customer Premise Eqﬁipment) to a known medium fraud
country,

— Non CPE type of service,

10 — Suspicious terminating number,
— Muiltiple accesses billed to same number,
— Multiple 800 accesses exceeding preset number.

9. A system controlling access of a user to a resource, comprising:
a control data base with a set of attributes concerning an ongoing access
15 from an access demand source; |
fules data base with rules concerning attributes for determining
corrective action; |
means for determining whether data in the control data base matches the
rules in the rules data base; and
20 means for effecting corrective action by disconnecting the access during
access time in respdnse to a match between data in the control data base and data in
the rules data base. |

10. A system as in claim 9, wherein said control data base includes a first
access data base with a first set of attributes concerning the ongoing access.

25 - 11. A system as in claim 10, wherein the control data base includes a
second access data base with a second set of aftributes concerning the history of prior
accesses made by the access demand source;

the means for determining whether data in the access data base matches
the rules in the rules data base includes means for determining whether to disconnect

30 the access, block future accesses, or take other action; and

the means for effecting corrective action includes means for
disconnecting the access, blocking future accesses, or taking other action.
-
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_—
O short duration. Usi ng repeated AN . Froom - ent caller.
To successive different dial ed nunbers. Usi ng Snmmﬁ&] Imd
di al i ng. Wth a connect tine difference using a s I ( Post
Dialing Delay) +e, i.e. going fromone to aqpther nunmber qui ckly.
Using an invalid authorization code. Wth a nunber of calls in repeat
set greater than threshold. Usi ng a SDN Sof tware defi ned network
(virtual private 12. A system as in claim 11, wherein said second access data base

includes data on one of the following:

— PBX ANIs (Private Branch Exchange Automatic Number
' Identifications), -

5 ' — University PBX’s and Centrex’s,

— Suspicious NPAs-NXX for originating numbers,

~— Suspicious terminating numbers,

— Known bad ANTs,

— Suspicious country codes,
10 — Forbidden country codes,

— Compromised Authorization Codes,

— ANT’s from detected fraud events,

— Originating numbers from detected fraud events,

— Terminating numbers from detected fraud events,
15 — Authorization codes from detected fraud events,

— Other files as required by CSAM (Telephone Corporation Security

Administration Monitor).

13. A system as in claim 11 or claim 12, wherein the control data base
includes means for updating the second access data base with data from accesses
20 having matches in the means for determining.

14. A system as in claim 13, wherein the control data base includes
means for updating the second access data base with data from accesses having
matches in the means for determining.

15. A system as in any of claims 10 to 14, wherein said storage in said
25 first access data base includes storage for one or more of the following attributes:
requesting user | | |
request time
. length of use .
. destination requested
30 user authorization code
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net wor k) . Usi n ,ﬂ,,]_@&{ent ANl t0 sanme term nation No. Usi ng the sane

aut hori zation co u,ﬂocat I on greater than at |east one
call continuing. = r than call duration overlap. Wth

si mul t aneous use of nobile ninbér. Cel Iyl ar. . O the sane M N(Mbil e

| dentification Unit). Using di stance bet4een call | ocations/el apsed tine
greater than a given value [err]. Multiple calls fromsane ANl (Automatic
Nunmber |den- whether use request is cellular.

16. A system as in any of claims 9 to 15, wherein rules data base
includes storage of access demands made:
— During business hours,
5 — During non-business hours,
— Excesswely long,
— Domestic accesses,
— To a limited dialed MPA = 800,
— To a termination number = CPE,
10 — To a country code,
— ANI = CPE (Automatic Number Identification with Customer Premises
Equipmént)
— Accesses using SDN-NRA (Software Defined Network — Network
Remote Access),
‘15 ' — To a suspected country code,
— Using a bad ANI,
— Of short duration,
— Using repeated ANI,
_ — From non-frequent accessor,
20 — To successive different dialed numbers, Using suspected pattemed
dialing,
— With a connect time difference using a less than PDD (Post Dialing
Delay) +e, i.e. going from one number to another quickly,
— Using an invalid authorization code, |
25 — With a number of accesses in repeat set greater than threshold,
— Using a SDN (Software Defined Network) virtual private network,
— Using different ANI to same termination No.,
— Using the same authorization code from another location greater than
at least one access continuing, '
30 — Having greater than access duration overlap,
.— With simultaneous use of mobile number,
— Cellular,
— Of the same MIN,
— Using distance between access locatxons/elapsed time greater than a
35 given value 7,
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tification) greater than x. Repeat ed di al ed nunbers.. Termnating at a

nunber which is a known DI SA/ RVATS (Direct Inward Swtched
Access/ Renot e Mai nt ai ned Access Test System Mai ntai ned Port).
Originating in suspect NPA-NXX or pay phong Multiple calls fromsane
ANl . CPE (Custoner Prem se Equi pnent) to Q‘Known hi gh fraud country.
CPE (Custoner Prem se Equi pnent) to known nmedi um fraud country. .

— Multiple accesses from same ANI (Automatic Number Identification)

greater than x,
— Repeated dialed numbers, _
— Terminating at a number which is a known DISA/RMATS (Direct
5 Inward Switched Access/Remote Maintained Access Test System
| Maintained Port),

— Originating in suspect MPA-NXX or pay-phone,

— Multiple accesses from same ANI, :

— CPE (Customer Premise Equipment) to a known high fraud country,
10 — CPE (Customer Premise Equipment) to a known medium fraud

country, '

— Non CPE type of service,

— Suspicious terminating number,

— Multiple accesses billed to same number,
15 — Multiple 800 accesses exceeding preset number.

T
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“Non CPE type of service. Suspi ci ous term nating nunber. ‘Multiple calls

billed to sanme nunber. Mul tiple 800 calls exceeding preset nunber. I t

w || be understood that other vectors may be derived, and that the above
list is by no neans inclusive of all vecto S possible. Oher enbodi nents do
not use all the aforenen- tloned vectors Sonme of these vectors deal with
quantitative val ues such a het | Ll Ls.short or |ong. The anal ysis
section AS1, in der|V|ng t RO ROLL, SYETEM  ati ve val ue

ABSTRACT
Access of a user to a resource, such as a
telecommunications network, includes storing, in a first
5 call data base, a first set of attributes concerning an
ongoing call from a caller. A second call data base
stores a second set of attributes concerning the history
of prior calls made by the caller. A rules data base
stores rules concerning attributes for determining whether
10 to disconnect the call, block future calls, or take other
action. A determination is made whether data in at least
one of the call data bases matches the rules in the rules
data base. The call is then disconnected, the next call
blocked, or other action is taken, in response to a match
15 between data the call data bases and data in the rules
data base. Preferably, the second call data base is
updated in response to matches with the rules data base.
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with a threshold to produce a vector t Nat. i ndicates a high or 1ow quantity

such as a long call or short call. The thresholds
/1
FIG. 1

FRAUD INTELLIGENCE UNIT

CORPORATE SECURITY
ADMINISTRATION MONITOR

CS4

CONTROL _ CSAM
CALL DETAIL |
RECORDING STP4
PLATFORM Vet -
/-“P ! SIGNAL TSN
- STP | TRANSFER -
CORP | POINT
N— -
STP o
ACPO NETWORK

ORIGINATING
ACTION CONTROL
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TERMINATING

@ ACTION CONTROL
- _ POINT
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. may be varied manually or automatically with the tinme of day, tinme of -the
nmonth, or other circumstances, to change the criticality of the data. The
rul es section RS1 stores the rul es in FIG 3to 13 in the formof a | ook-up
tabl e. Each horizontal box in FIGS. 3 to Jﬂls a rule. In each box, the

|l eft side lists elenments corresponding to éétors and the right S|de of
each box indicates the action priority associated with the elenments in the
| eft side. The section RS1 of the processor scans the set of
characteristics or vectors of a particular call and conpares all the

vectors with each of the rules in the boxes in FlIGS.

FIG. 2
L
CONTROL |
SYSTEM NIT
!—"_—"'_—"# """"" =T '?' 77
H‘:‘F%%%DS—L.W | ANALYSIS }——AS1 :
J ™
CORPS | _"H SECTION LGt
' | RECEIVED !
ECETIE l FRAUD VECTORS ,
, BUFFER -
i | SECTION mes | oRot
RECORDS FAOM SECT
OTHER CONTROL ! ELTION | / !
SYSTEMS —L & '
o - AUD
! )\ CONTAINM, {——enf ALERT
| j 9331 o SECTION | & | PEPOAT .
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3to 13. It determnes if the vectors of a call matches a rule. In FI GS
3 to 13, each rule is associated wwth a letter. designation representing an
action priority, such as HHa, HHb, H M. and L Action priorities are L for
low, Mfor nmedium H for high, HHa and ng ifr very high. These

desi gnations represent the action categor é whi ch t he @binShebtrHak B Sm@mmt51

woul d execute, if the rule becane "true". They dependjup lwﬂl F ess
the
rcul ar -acti on

and the certainty of detection. | f any set of the vect
elenments in a rule, the rules sectinr RSL designates the par
priority

FIG. 3

CHARACTERISTICS - | ACTION PRIORITY

- NON. BUS. HRS. | 310
INTERNATIONAL L

NON. BUS. HRS.
LONG - SR ek U

DOMESTIC L

NON. BUS. HRS.

LONG -

GIALED NPA = 800 L 347
NON. BUS. HRS.

LONG |

| OTALED NPA = 800
TERMINATION # = CPE
(ADD EXCLUSION L

NON. BUS. HRS.

LONG 124
DIALED NPA = 800 e
TERMINATION # = CPE -
1T DIGITS (COCOTS = 07) Y

mﬁh|ﬂﬁ.lfﬁ. - L~77

INTERNATIONAL
BAD ANI o :

(GET THE LIST FROM CASE MGMT) M
NON. BUS. HRS.

330
LONG +
INTERNATIONAL | ]
SUSP. ANI_NPA-NXX) L

NON. BUS. HRS.
LONG

0 )

INTERNATIONAL 7
ANI = CPE -
FORBIDDEN CC (CUST. DOESN'T ALLOW) | HHa

NON. BUS. HRS.
LONG
INTERNATIONAL

]
ANI = CPE
SUSP. CC - (OR NOT CALLED BEFORE) WL \-337

'
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indicated in the rule. Various different calls may have vectors which
sati sfy several rules. HHa and HHb are the categories that represents the
highest priority of the action categories. In this case, it is considered
that the detected event is certain to be Z%?udulent and automatic action to
prevent the incident is taken by the cont system If the fraud event is
that of a hacker's attenpt to break into the toll network, then the
preventive action is to block his next t gy diverting it to a ring
~busy terminal. This action is signified ction priority being HHb.

If the action priorit ys—Hda,—thenthe soluiion

CHARACTERISTICS ACTION PRIORITY

AEG. BUS. HRS.
LONG

o
FORBIDOEN CC (CUST. DOESN'T ALLOW) | Hia T 410

REG. BUS. HAS. 14
LONG _ | . e

INTERNATIONAL | :
ANI = CPE
SUSP. CC (OR NOT CALLED BEFORE) ML

FIG. 5

CHARACTERISTICS ACTION PRICRITY

REG. BUS. HRS.
LONG

INTERUTION. -
FORBIDOEN CC Hia st

TS, 1S |
INTERNATIONAL Vgt
SUSP. ANI-NPA-NXX |

SON-NRA |

SUSP. CC H

RES. BUS. HRS. |
LONG 1517
INTERNATIONAL
‘BAD ANI

SON-NRA M

REG. BUS. HAS.
%B%NATIONAL 520
BAD ANI | - +

SON-NRA ) '
SusP. CC _ HH

NON. BUS. HRS.

LONG

SON-NRA ACCESS
OFF-NET _
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is to disconnect the call which is in progress. The fraud contai nnent
section FCL responds to the rules section RSI and sends out an alert report
to the CSAM CSAL and the FIU FI1 with respect to all the action priorities.

If the action-priority is HHo, it |nstrucq
and STP2 to hold that infornmation in a ne

handl es the call processing of service calls.

succeeding calls fromthe sane caller fo
diverting the call to a ring busy termn

"the fraud cont ai nnen

sectian

FIcT'8

fic time

t he signal transfer points STP1
k control point NCP which

The latter then bl ocks

It does this by

the action priority i's HHa

CHARACTERISTICS

ACTION PRIORITY

SINGLE CALL EVENTS WITH CELLULAR CALLS.

LONG 1510
CELLULAR | =

INTERNATIONAL | L

LONG
CELLULAR .
TERM # = CPE M

LONG

CELLULAR
INTERNATIONAL
SON - M

T—614

_L—617

FIG. 7

. CHARACTERISTICS
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SHORT -
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ACTION PRIORITY
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FC1 instructs the signal transfer point STP1 and STP2 to make t he
originating action control point ACPO or the term nating action control

poi nt ACPT di sconnect or other- wi se disable the call. This causes the
switch to disconnect the call. Thus the ggrd caller will experience a
hang-up in the mddle of a call. If succ ve calls wthin a predeter-

FIG. 8 |
_ CHARACTERISTICS ACTION PRICRITY

TS, 1S | 810
REPEAT ANI - -
NOT FREGUENT CALLER
OIALED NPA = 800
OIALED # PATTERNED
SUSP. ANI NPA-NKX |

SHORT
REPEAT ANI

NOT FREQUENT CALLER - 14
DIALED NPA = 800 48
CONNECT TIME DIFFERENCE <= PDD e

(THIS IS COMPUTER HACKING SCENARIO) H

HACKING FOR AUTHORIZATION CODE (AC) | 1817

SHORT
REPEAT AN | 820
NOT FREQUENT CALLER -

REPEAT 800 DIALED MUMBER (ACCESS)
INVALID AC H

SHORT

REPEAT ANI

NOT FREQUENT CALLER .
REPEAT 800 DIALED NUMBER (ACCESS) -

PATTERNED AC HHb ™~ 524

ANT LOCKOUT FEATURE OF SON
THIS IS A CURRENTLY OFFERED N
SON' FRALD PROTECTION FEATURE s

SHORT

REPEAT ANI |

NOT FREQUENT CALLER |
REPEAT 800 DIALED NUMBER (ACCESS) |
INVALID AC 530
NUMBER OF CALLS IN AEPEAT SET >= THRESHOLD | nb -
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8 mned tine period arrive fromthat telephone, that call will be treated
by biccking as for action priority HHb. An action priority Hcarres the
detection of a fraud event which is of sllghtly | ower certainy but
nevert hel ess, needs i mediate attention Z{ fraud control section FCl, in
this case, caIIs for a human deci si on to7 icute prevention action. Such
actionis initiated fromthe corporate security

FIG. 9

CHARACTERISTICS ACTION PRIORITY '9 10
SIMULTANCITY OF CODES, MINS, ETC | 1

SON

DIFFERENT ANI

SAME AC

> AT LEAST ONE CALL CONTINUING | |
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SAME MIN .
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(THIS FOR NetEXPERT) - HHD

GEOGRAPHIC REASONABLENESS 1%

CELLULAR | | Hi
%{ IPLE CALLS |
| (DIST BETHEEN CALL ORIG. LOCATIONS)/(ELAPSED TIME)

x> THESLD . —\- 524
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adm ni sration nonitor CSAM by sendi ng .special command which may result in
the sane actions as described above. An action priority Mindicates a
further grade of less certainty of detection and the action treatnents
simlar to that of H except that the hu decision to take preventive
action can be nore deliberate and caIcuEﬁﬁéd to take many ot her aspects of
the case, driving fromintelligence which are not avail able to the mavhi ne.
Action priority L is the | owest category. Preventive action is again human
initiated, but is expected to be very infre- quent for this category.

FIG. 10

CHARACTERISTICS - ACTION PRIORITY
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For al'l these categories,

Ori gi nati ng nunber
Code used
this informa-

FIG. 11

Aut hori zat

the fraud control secton FCl enters the followi ng
i nformation fromthe call record to the fraud intelligence database.
D al ed nunber Term nati ng nunber
Action priority  The fraud ig&ﬁgligence database FI1l stores
tion for future calls. It b

from experience to an ot herwi se nechani cal rul e-based system

i on

ws a capability of |earning

CHARACTERISTICS

ACTION PRIORITY
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- | BUSINESS HOURS
| MULTIPLE CALLS FROM SAME ANI
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FOR BUSINESS HOURS CALLS)

— 1117
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.The CSAM CS1 can constantly edit and nonitor the intel- |igence thus
col l ected via human supervision to prevent the detection process being
corrupted by the uncontrolled growm h of obsol ete information. The rul es
in FIGS. -3 and 4, boxes 310 to 414 deaLﬁﬂ!&a CPE fraud. Here, boxes 334 and
410 result in HHa action priorities. ules in FIGS. 5 and 6, boxes

. 510 to 524 and 610 to 617 deal with the possibility of cellular fraud or

SDN- NRA (Sof tware Defined Network-Network Renpte Access) fraud. Here, for
exanpl e, in the matches of 520, a | ofd[G, .

CHARACTERISTICS' ACTION PRIORITY
LONG H
BUSINESS HOURS OR OUT OF BUSINESS HOURS s 1210
MULTIPLE CALLS FROM SAME ANI. —

CPE TYPE OF SERVICE OR KNOWN CPE

DOMESTIC CALL '
SUSPICIOUS TERM. NO (BULLETIN BOARD, ETC. FROM
NEGATIVE DATABASE OF TERM. NUMBERS)

LONG L - '
BUSINESS HOURS OR OUT OF BUSINESS HOURS Ll
MULTIPLE CALLS FROM SAME ANI

NON-CPE TYPE OF SERVICE -
DOMESTIC CALL

SUSPICIOUS TERM. NO. (FROM NEGATIVE DATABASE
OF TERMINATING NuvaEns;

FIG. 13

CHARACTERISTICS ACTION PRIORITY

MULTIPLE CALLS (= 5) . _ H 1340
ILLED TO SAME NUMBER : :
INTERNATIONAL CALLS

HIGH OR MEDIUM FRAUD COUNTRY

MULTIPLE COLLECT CALLS D= 5) M —— 1314
TERMINATING AT SAME NUMBER

INTEANATIONAL CALLS |
HIGH OR MEDIUM FRAUD COUNTRY

WLTIPLE 1-800-ATT CALLS (= 5 H
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INTERVATIONAL CALLS | N
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MILTIPLE CALLS [=5) M
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SAME TERMINATING NUMBER N\~ 1320
TERMINATING NUMBER' KNOKN DISA/RMATS
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SDN- NRA international call during regular business hours usin a b Aﬁleplaced
‘and suspected country code results in an HH (higher H) actt
Mat ches at boxes 510 and 514 result in high action prioriti lu“l
mat ches at boxes 517, 524, 610, 614, and%fljﬁ produce | ow or

priorities. FIGS. 7 to 13 deal mainly mul tiple call events These
fraud scenarios require the characteristics contained in a nunber of -
records-of the recent past. In one enboFiI16nt (1f4t he invention, the rules
in these figures are inplenented with

| ACCESS NeW L1404

AECORDS
vecronze |
! 1420

st a0 waTch [

SET ACTION [
PRICAITY e

I

UPDATE FIU |_—~1430 -
A0 CSAH _—~1430

IS O
ACTION PRIORITY
HHa?

e orscomect 1Y

IS
ACTION PRIORITY
~__HHb?

e BLOCK NEXT CALL [~ 2444




9 Aindividual.thresholds for each rule. FIGS. 7 and 8 deal specifically

r amigh Sheey Bhs\BeermReplesdi ng to renpte access T, C-?’*‘-E'r
[ = i

-1 - 28 MAY 1997

RESOURCE ACCESS CONTROL SYSTEM

FIELD OF THE INVENTION

This invention relates to pré#enting fraudulent
access to a resource, and particularly to methods and
means for blocking or disconnecting telephone calls, in
real time, from callers that are attempting to gain
fraudulent access to telephone networks.

BACRGROUND OF THE INVENTION

Fraudulent telephoné calls are a major source of
revenue loss to telephone service providers. They also
result in customer dissatisfaction when tolls are
inadvertently charged to the subscriber as a result of
fraudulently placed calls. Present systems use batch mode
analysis of call details and sometimes manage to detect
some types of fraud. This arrangement requires the |
telephone company to communicate with the culprit to end
the abuse. It entails a delay in the prevention of fraud.

An object of the invention is to overcome the
disadvantages of prior systems. '
Another object of the invention is to detect and

THIS SHEET HAS BEEN
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porfs of CPE (Custoner Preriscs Equipnment) and SDN-  NRA ( $offtwwere

Befined Network-Network Renote Access). The rules in FIG
situations involving muluple calls where the same SDN auth
or cellular MUN may be used, as well as successive cellula
the originating |locations are too far apapt-to be originat

IREPLAChh

pd by t he sane

cal ler. FIGS. 10 to 12 shows the rules that apply to nmult

the cal |l s arplbtkeby ﬂmsbenm@twaﬁﬂauﬂﬂieﬁﬂ|atdéﬁsnm¢manéscﬂﬁ €€adt oner
Prenri ses qubﬁnent) FIGS. 11 and 12 show the rules for detecting the

out going | eg Cactual fraud

SUMMARY OF THE INVENTION

According to a feature of the invention, these

objects are attained by storing, in a control data base, a

set of attributes concerning an access from an

access

demand source; maintaining a rules data base of rules

concerning attributes for determining corrective action;

determining whether data the control data base

matches the

rules in the rules data base; and effe¢ting corrective
action by disconnecting the access during access time in
response to a match between data in the control data base

and data in the rules data base.

According to another feature of the invention.
storing in the control data base includes storing in a
first access data base a first set of attributes

concerning the ongoing access.

According to another feature of the invention,
storing in the control data base includes storing in a
second access data base a second set of attributes
concerning the history of prior accesses made by the
access demand source; the step of determining whether data
the access data base matches the rules in the rules data
base includes determining whether to disconnect the
~access, block future accesses, or take other action; and

the step of effecting corrective action includes

‘disconnecting the access, blocking future accesses, or

taking other action.

According to another feature of the invention,
the second access data base is updated on the basis of the

matches.

. These and other features of the invention are
pointed out in the claims. Other objects and advantages

of the invention will be evident from the following

[
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5 . PR -
calls being perpetrated, possibly by call sellers. FIG 13 EEEhéChgﬁ%& SHEEF

for detecting various kinds of ms- cellaneous fraud, e.g. thifrd party

fraud, collect call fraud, and card fraud to bypass 800 nunbets |bl9g gAY 199
pay phones. As is evident, boxes 334, 410, and 510 ordain acgion
priority HHa which result, according to_a? enbodi nent of the in&éﬁfiuu, T
fraud contai nment section FCl signalling To disconnect the ongoing call

and, accordi ggth9188 @BREHipHrTBRAl whed UK e i sfmeglbatecart it it

cones fromthe sane caller. Bgoxes 810, 824, 830, 914, 917, and 924 cause
accompanying draw1ngs .

A

BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 illustrates a telephone network embodying
features of the invention.

Fig. 2 block diagram of a control system in the
network of Fig. 1 according to an aspect of the invention.

Figs. 3 and 4 show the rules for operation of
the network and system in Figé. 1 and 2 for CPE fraud
according to an aspect of the invention. _

Figs. 5 and 6 show the rules for operation of
the network and control system in Figs. 1 and 2 for CPE
fraud according to an aspect of the invention.

Figs. 7 and 8 show the rules for fraud involving
hacking to remote access ports of CPE (Customer Premises
Equipment) and SDN-NRA (Software Defined Network - Network
Remote Access) according to an aspect of the invention.

Fig. 9 shows the rules to detect fraud involving
multiple calls with the same SDN code or cellular MIN, and
successive cellular calls with far apart originating
locations from the same caller according to an aspect of
the invention.

Figs. 10 to 12 shows the rules for mulEiple
calls likely to be actual fraud calls through the CPE

‘according to an aspect of the invention. '

Fig. 13 shows rules for detecting various kinds
of miscellaneous fraud according to.an aspect of the’
invention.

Fig. 14 is a flow chart illustrating operation
of the system in Figs. 1 and 2.

DETAILED DESCRIPTION OF PREFERRED EMBODIMENTS
Fig. 1 illustrates an arrangement embodying
features of the invention. Here, a telephone switch
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the rul es section RSL via fraud contai nnent section FCl to si
of succeeding calls which cone fromthe sane caller and have
characteristics having action priority HHb. FIG 14 is a fl
show ng operation of the control systemCSl in FIGS. 1 and 2.;
step 1404, the control circuit CS1 accessgs-new records from

IREPLAUEMENT SHEETg
gnfl™ bl ocki ng

DW %(?r ‘T."AY 1997

I T o B
LU L D ) .L'-r,

he CDRPs RP1

and RP2 and fromthe fraud intelligence unit Fl1. The received-Tecord DUTer

section RBSInétwotle TSNt cOhney¥sEeH €81 12GC e e adul s tdsmsnddr
records f fO%Ee RPEa T4 a?Bd B 03N el ol S L 608

sbukter ed
Swic8hegt her

or central offices, namely, an orlglnatlng action control
point ACPO and a terminating action control point ACPT.
The originating action control point ACPO and the
termination action control point ACPT communicate with

call detail recording platforms (CDRPs) RP1l and
supply the latter continuously with call detail

RP2 to
records on

a real-time basis. The action control points ACPO and
ACPT generate these records for billing and record keeping

by the CDRPs.

The CDRPs RP1 and RP2 also communicates with a
control system CS1l which taps into the event message
stream in the CDRPs RP1 and RP2 on a real-time on-demand
basis. This means that the data is available to the

control system CS1 while the call is going on.

The

control system CS1 analyzes the information elements which
are contained in the CDRPs RP1l and RP2, as part of the
detection of fraud events. In one embodiment of the
invention, the control system CS1l accesses the data on all
calls in the CDRPs RP1l and RP2. According to a preferred
embodiment the control sjstem CS1 accesses, from the CDRPs
RP1 and RP2 only data for particular types of calls likely

to produce significant fraud costs, namely:

- Calls which are very short duration (<10 sec)
These are interesting because these may be

generated by automatic hacking devices.

- Calls which are very long duration (>20

min).
- International calls.

- Calls placed on business customer’s equipments
and on business communication services. (Fraud

. call charges are billed mostly to business

customers.)

- This Sheet Has Been Replac
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| ocations and renoves the ol dest data if the buffer is full
section stores the data fromthe fraud intelligence unit FI1. In step
1407, the analysis section AS1 in the control system CSl acce sbs2nMAYeWOT |
sequential record fromthe buffer section RBS1 and vectorizesjtpe data in '

e e

the record by using the data fromthe frajd.intelligence unit{F r
exanpl e, vectorizing involves taking an ANl and querying the JJJJHJ,If Lt

is abad AINI. If so, Eﬂ@l@fﬁé)@hé geebisen tAStaddld s tHisasdnsi ng a bad
g\g{ a 2Pgn;2tee]§$(¥ rPal.taeCsestl'llé bulk grtqg&epgghecggﬂ.rsmfro% té&Jt‘?fr[ﬁ?tbff a

the control system CS1. These eliminated calls are normal
calls which have a very low probability of incidence of
fraud. When such incidences do occur, the loss to the
network is small because they tend to be short distance
domestic calls of short duration. This prefiltering,
selects only calls which have an economically significant
fraud cost to the network for transmission from the CDRPs
RP1 and RP2 to the control system CSl.

According to one embodiment of the invention,
the CDRPs RP1l and RP2 perfdrm the selection, i.e.
prefiltering, and accérding to another embodiment, the
control system CS1l performs the prefiltering. In the
latter embodiment, the CDRPs RP1l and RP2 accumulate the
prefiltered records of all the calls which are being
originating and progressing through all the toll switches
of the area served by it for a small and convenient
interval, say 15 seconds and sends the set to the control
system CS1. The data on the prefiltered calls sent to
the control system CS1 are herein called X-records.

The control syStem CSl also exchanges data with
a fraud intelligence unit (FIU) FIl, a telephone company
corporate security administration monitor (CSAM) CSAl, and
other control sysﬁemé. The fraud intelligence unit FI1
‘has a database which stores "historic® information which
is used for reference, to decide whether an information
element on a record is significant for fraud detection or

not.
According to an embodiment of the invention, the

database of the fraud intelligence unit FI1 stores the
following information:

-PBX ANIs (Private Branch Exchange Automatic
Number Identifications).
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characteristic in the rules section RSl so that the record c4n|be matched
with the record in the rules of FIGS. 3 to 13. It includes agpllyi@ MAY 199/
thresholds, and referring to the records to the Kl U database

appropriate

when needed;
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-University PBX’s and Centrex’s.

-Suspicious NPAs-NXX for originating numbers.

-Suspicious Terminating Numbers.

-Suspicious Country codes.

~~Forbidden country codes.

-Compromised Authorization Codes.

~ANI’s from detected fraud events.

-Originating numbers from detected fraud events.

-Terminating numbers from detected fraud events.

-Authorization codes from detected fraud events.

~-Other optional files entered manually by CSaM
CSAl

In other embodiments, the FIU FI1 contains other
information.

Fig. 2 is a block diagram of the control system
CS1 in Fig. 1. The control system CSl1 is preferably in
the form of a single processor which performs its various
functions. Fig. 2 shows the control system as composed of
individual sections, namely a received record buffer
section RBS1l, an analysis section AS1l, a rules section
RS1, and a fraud containment section FCl. However, each
of the blocks preférably represents a function of the
processor, rather than an individual unit, and the
processor may perforﬁ all the functions with the same

‘hardware. Nevertheless, according to an embodiment of the
“invention, any or all the blocks may be a separate section

or unit. The blocks in the control system CS1 are
referred to as sections for convenience.

The control system CS1 accesses the data from
the CDRPs RP1 and RP2 and the fraud intelligence unit FI1
and matches the accessed data with a set of rules which
the control system stores. The rules appear in Figs. 3 to
13 and define the existence of various levels of fraud

events such as HHa, HHb, HH, H, M, and L. If the data

This Sheet Has Been Replaced .

IIII | THIS SHEET HAS BEEN
REPLACED




TR B o ———
REPLACEMENT SHEET
(or the first, if this is the first) rules to see if they nat
el ements or characteristics of a rule. Tf7 y8s, the rul es sectld
call. If the level is HHb, it signals the signal transfer

10  In step 1420, the rules section RSl receives the data f 0
anal ysis section ASl and scans the vectors and conpares them gp next
4 t% ﬁ6¥é99
In step 1424, the rules section RS1 asks and acts if any of tfhe
conbi nati ons of vectors in this call natch arule, i.e. match al
to step 1427m§99hgkrgcﬁigﬁnl%%%hO%Ha, the control system CS1 signals
the signal transfer point STP1 to disconnect the ongoing
point STP1l to block the next call from the access source
ADS. '

The control system CS1 also transfers
1nformat10n about detected fraud events to the CSAM CSAl
to raise alarm signals so that the network personnel can
take appropriate manual control. Such manual operation
may override the control system CS1 and disconnect
selected calls or block selected calls, or to inhibit the
disconnect of blocking action of the control system CS1.
The CSAM CSAl can also enter new information into the
fraud intelligence unit FIl1 database.

In Fig. 2, the control system CS1 receives the
set of records from the CDRPs RPl and RP2 and enters it to
the received records buffer section RBS1. The analysis
section AS1l receives the data from the buffer section RBS1
and uses the data from the fraud intelligence unit FI1l to
derive vectors each of which conforms to a data element or
characteristic in the rules in Figs. 3 to 13. In other
words, in order to match the data to the rules, the data
must be in the format of each of the elements or
characteristics of the rules. Accordingly, the analysis
section AS1 vectors which specify whether a call is:

-During business hours.
-During non-business hours.
-Excessively long.
-Domestic calls.

-To a limited dialed NPA
-To a termination number

. -To a country code.
-ANI = CPE (Automatic Number Identification with

Customer Premises Equipment).

800.
CPE.
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priority dictated by the rule to the fraud contai nnent secti
It returns to step 1407 and accesses the next record. Upo
action priority, the fraud contai nnent FCl issues an alert r
CSAM CS1. In step 1430, it adds the action priority and cal
dat abase of the fraud intelligence unit FI1l and the CSAM

the fraud contai nnent section FCL deterg mnes if the actlod[prlorlty S
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HHa. 1f yes, the fraud containment sectron FCl proceeds to step I437 and -

sends a signal to di sggnngCEphifRAA! (e tidbe Db A hedMEkEERk, -1 0

Network Remote Access).
-To a suspected country code.
-Using a bad ANI.
-0f short duration.
-Using repeated ANTI.
~-From non-frequent caller.

-To successive different dialed numbers.

Using suspected patterned dialing.

~-With a connect time difference using a less
than PDD (Post Dialing Delay) + e,
going from one to another number quickly.

-Using an invalid authorization code.

i.e.

-With a number of calls in repeat set greater

than threshold.
-Using a SDN Software defined network
private network). '

(virtual

-Using different ANI to same termination No.

-Using the same authorization code

from another location greater than at least

one call continuing.

-Having greater than call duration overlap.
-With simultaneous use of mobile number.

-Cellular.

-0f the same MIN (Mobile Identification Unit).
-Using distance between call locations/elapsed

time greater than a given value <T.

-Multiple calls from same ANI (Automatic Number

Identification) greater than x.
-Repeated dialed numbers.

-Terminating at a number which is a known
DISA/RMATS (Direct Inward Switched

Access/Remote Maintained Access Test System

Maintained Port).

-Originating_in suspect NPA-NXX or pay phone.
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bl ocks the next immediate call fromthat caller. It also retu RE?LﬁGEkﬁ%ﬂTSHEET

process to step 1404. |f the answer in step 1434 is no, in st¢p|1440, the
fraud containment section FCL asks if this is of action priority Qﬂgﬁﬁwﬂpg7
yes, in step 1444, fraud contai nnment section FCl sends a signal |to bl ock
the next call and return the operation to step 1404. If no, i etEr-Rs—t-he
operation to step 1407. Wii'le the vari®us steps in FIG 14fwere ascri bed
to various sections RBS% ASl RSl and FCl of the control system CST,

these can be perfor med B ERDLIRoFAIEE Srom aseo®MErangement in the system

SCLl. The invention is RAOPE (Customer Premise Equipment) to a Known
high fraud country.

-CPE (Customer Premise Equipment) to known
medium fraud country.

~Non CPE type of service.

-Suspicious terminating number.

-Multiple calls billed to same number.

-Multiple 800 calls exceeding preset number.

It will be understood that other vectors may be
derived, and that the above list is by no means inclusive
of all vectors possible. Other embodiments do not use all
the aforementioned vectors.

Some of these vectors deal with quantitative
values such as whether a call is short or long. The
analysis section AS1l, in deriving the vectors, compares
each quantitative value with a threshold to produce a
vector that indicates a high or low quantity such as a
long call or short call. The thresholds may be varied
manually or automatically with the time of day, time of
the month, or other circumstances, to change the
criticality of the data.

The rules section RS1 stores the rules in Fig. 3
to 13 in the form of-aflook—up table. Each horizontal box
in Figs. 3 to 13 is a rule. In each box, the left side
lists elements corresponding to vectors and the right side
of each box indicates the action priority associated with
the elements in the left side. The section RS1 of the
processor scans the set of characteristics or vectors of a
particular call and compares all the vectors with each of
the rules in the boxes in Figs. 3 to 13. It determines if
the vectors of a call matches a rule.

In Figs. 3 to 13, each rule is associated with a
letter designation representing an action priority, such
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limted to this section arrangenment nor this series of steps

CS1 may performits function of conbining the data and conpagif L . to the
rules stored therein to obtain an action priority in any nunpef BN 1997
ways. While only two action control points and CDRPs appea the
drawings, it wll be evident that other action control pointp may be part

of the network, and each has a CDRP whitht&omuni cates with

| SHEET
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system CS1. or din enbodlnent of, the ipventjon, the rules
8F E6 Y of - ofit &

section RS1 B

dlAﬁ’Hﬁhl%’e%rbt'e’t?\%eﬂrﬁaFI OFhat it

can_identifylaw,pnsfoblmeﬁﬁamdumembﬁWngh HHa and HHb for very high.
These designations represent the action categories which
the control system cS1 would execute, if the rule became
"true". They depend upon the seriousness and the

certainty of detection.
If any set of the vectors matches all

the

elements in a rule, the rules section RS1 designates the
particular action priority indicated in the rule. Various
different calls may have vectors which satisfy several

rules.

HHa and HHb are the categories that represents

the highest priority of the action categories.

In this

case, it is considered that the detected event is certain
to be fraudulent and automatic action to prevent the
incident is taken by the control system. If the fraud
event is that of a hacker’s attempt to break into the toll
network, then the preventive action is to block his next

attempt by diverting it to a ring busy terminal.

This

action is signified by the action priority being HHb. If
the action priority is HHa, then the solution is to

disconnect the call which is in progress.

The fraud containment section FCl responds to
the rules section RSI and sends out an alert report to the
T CSAM CSAl and the FIU FIl with respect to all the action
priorities. If the action priority is HHb, it instructs
the signal transfer pointé STP1l and STP2 to hold that
information in a network control point NCP which handles
the call processing of service calls. The latter then
blocks succeeding calls from the same caller for a
specific time. It does this by diverting the call to a

ring busy terminal.

If the action prlorlty is HHa the fraud
containment section FCl instructs the signal transfer
point STP1l and STP2 to make the originating action control
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a sfngle call, such as shown in boxes 334 and 410, and i dent RFP GE&QﬁTIQQ&EET

require a nunber of calls, such as hack- ing. The forner are|chlled S|n%

ect 2@nMRB11957

call events and the latter nultiple calls events. The rules
then first attenpts to match only vectors using data fromth
boxes having single call events. Thereafter it scans and nafc

5
2)
§]
[ C

with the data fromboth the CDRPs and the *raud intelligencelunit Fl1 wth |

CDRPs with
hes Vecrors

the remaini ng 89Xe%cpo or the terminating action control point ACPT
disconnect or otherwise disable the call. This causes the
switch to disconnect the call. Thus the fraud caller will
experience a hang-up in the middle of a call. If
successive calls within a predetermined time period arrive
from that telephone, that call will be treated by blocking

as for action priority HHD.

An action priority H carries the detection of a
fraud event which is of slightly lower certainty but

nevertheless, needs immediate attention. The fraud

control section FCl, in this case, calls for a human
decision to execute prevention action. Such action is
initiated from the corporate security administration
monitor CSAM by sending special command which may result

in the same actions as described above.

An action priority M indicates a further grade
of less certainty of detection and the action treatments
similar to that of H exeept that the human decision to
take preventive action can be more deliberate and

calculated to take many other aspects of the case,

deriving from intelligence which are not available to the

machine.

Action priority L is the lowest category.
Preventive action is again human initiated, but is
expected to be very infrequent for this category.

' For all these categories, the fraud control
section FCl enters the following information from the call

record to the fraud intelligence database.

- Originating number

- Dialed number

- Terminating number

-  Authorization Code used
- -Action priority
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11 ~ In an enbediment, a different version of the rules in F
obt ai ned .by consi dering out of business hour calls. In those
calls cone in from suspicious NPA-NXX, or pay phones (indicatg¢d]b
the threshold will be _

digits),

ule

@a MA? WW
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The fraud intelligence database FI1 stores this
information for future calls. It bestows a capability of
learning from experience to an otherwise mechanical rule-
based system. The CSAM CS1 can constantly edit and
monitor the intelligence thus collected via human
supervision to prevent the detection process being
corrupted by the uncontrolled growth of obsolete
information.

The rules in Figs. 3 and 4, boxes 310 to 414
deal with CPE fraud. Here, boxes 334 and 410 result in
HHa action priorities. :

The rules in Figs. 5 and 6, boxes 510 to 524 and
610 to 617 deal with the possibility of cellular fraud or
SDN-NRA (Software Defined Network - Network Remote Access)
fraud. Here, for example, in the matches of 520, a long
SDN-NRA international call during regular business hours
using a bad ANI and suspected country code results in an
HH (higher H) action priority. Matches at boxes 510 and
514 result in high action priorities whereas matches at
boxes 517, 524, 610, 614, and 617 produce low or medium
action priorities.

Figs. 7 to 13 deal mainly with multiple call
events. These fraud scenarios require the characteristics
contained in a number of records of the recent past. In:
one embodiment of the invention, the rules in these
‘figures are implemented with individual thresholds for
each rule. Figs. 7 and 8 deal specifically With fraud
involving hacking to remote access ports of CPE (Customer
Premises Equipment) and SDN-NRA (Software Defined Network
- Network Remote Access). The rules in Fig. 9 detect
fraud situations involving multiple calls where the same
SDN authorization code or cellular MIN may be used, as
well as successive cellular calls where the originating

" locations are too far apart to be originated by the same

caller.
-
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| ower (single call) for action priority H Oherw se the actipn
at least as high as that for rules applying to business hour l's.. | t 7
will be noted that the control system CS1 is connected to the|f ad® MAY 199

intelligence unit FI1 for querying the unit's database for infofmation
which is required during the fraud detection process. This connection is

al so used by the control system CSl to~ertder and del et e i nf orbatioeninthe

dat abase of the fraud fntelligence_unit FIl 1, when fraud infornmati on which
i s obt ai ned fron1detec%éﬁsevéﬁt§°i§ sé%&yﬁtﬁthﬁqﬁﬁﬁlﬁiét apply ' €0

multiple calls when the calls are likely to be actual
fraud calls through the CPE (Customer Premises Equipment).
Figs. 11 and 12 show the rules for detecting the outgoing
leg of actual fraud calls being perpetrated, possibly by
call sellers.

Fig. 13 shows rules for detecting various kinds
of miscellaneous fraud, e.g. third party fraud, collect
call fraud, and card fraud to bypass 800 numbers blocks
from pay phones.

As is evident, boxes 334, 410, and 510 ordain
action priority HHa which result, according to an
embodiment of the invention, in fraud containment section
FCl signalling to disconnect the ongoing call and,
according to an embodiment, to block the next immediate
call if it comes from the same caller. Boxes 810, 824,
830, 914, 917, and 924 cause the rules section RSl via
fraud containment section FCl to signal blocking of
succeeding calls which come from the same caller and have
characteristics having action priority HHb.

_ Fig. 14 is a flow chaft showing operation of the
control system CS1 in Figs. 1 and 2. In Fig. 14, step
1404, the control circuit CS1 accesses new records from
the CDRPs RP1 and RP2 and from the fraud intelligence unit
FI1. The received-record buffer section RBS1 in the
.control system CS1l accesses and stores prefiltered records
from the CDRPs RP1 and RP2 and other control systems CS1
at other locations and removes the oldest data if the
buffer is full. The analysis section stores the data
from the fraud intelligence unit FIl.

| In step 1407, the analysis section AS1l in the
control'system CS1 accesses the next sequential record
from the buffer section RBS1 and vectorizes the data in
the record by using the data from the fraud intelligence
unit FI1. For example, vectorizing involves taking an ANI
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According to an enbodi nent the fraud events which are to be eem% et ,#l
expressed in the formof Boolean rules. These rules are |ogijcql fépressions
each of which describes a particular fraud scenario. These rulfes MAY
certain basic characteristics of a fraud event or fraud vectjoris—._The rul es
are executed logically in the control system processor, and§if the outcone
of aruleis "true", then a correspondin 4 raud event has b!

moves. on to HI SR, FUELFIORREL S, 3¥ 55" mu ke A Lok S T G
all the rul enalyshe sepbioni ASlofleflimesoitr als Systiony o dad\ANY" nand
thereby places it in a format that conforms to the format
of a data element or characteristic in the rules section
RS1 so that the record can be matched with the record in-
the rules of Figs. 3 to 13. It includes applying
appropriate thresholds, and referring to the records to
the FIU database when needed.
In step 1420, the rules section RS1 receives the
. data from the analysis section AS1l and scans the vectors
and compares them with the next (or the first, if this is
the first) rules to see if they match the rules.
In step 1424, the rules section RS1 asks and
~acts if any of the combinations of vectors in this call
match a rule, i.e. match all the data elements or
characteristics of a rule. If ves, the rules section RS1
goes to step 1427 and directs an action priority dictated
by the rule to the fraud containment section FCl. If not,
it returns to step 1407 and accesses the next record.
Upon receiving the action priority, the fraud
containment FCl -issues an alert report to the CSAM CS1.
In step 1430; it adds the action priority and call data to
the database of the fraud intelligence unit FI1 and the
csaM.

In step 1434, the fraud containment section FC1
determines if the action priority is HHa. If yes, the
fraud containment section FCl proceeds to'step 1437 and
sends a signal to disconnect the caller and, in an
embodiment, to blocks the next immediate call from that
caller. It also returns the process to step 1404. If the
answer in step 1434 is no, in step 1440, the fraud
containment section FCl asks if this is of action priority

_ HHb. If yes, in step 1444, fraud containment section FC1
o sends a signal to block the next call and return the
operation to step 1404. If no, it returns the operation
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X-record which is punped into the RBS1 fromthe CDRPs RP1l an PLAC E'”1SHEET
According to an enbodinent, in the received record buffer se tloq%gBS t he
records are arranged in a chrono- |ogical schene, the |atest |s Y dvw/
the top and the ol dest set being dropped fromthe buffer at th bogton1 The
recei ved record buffer section RBS1 hol ds, about 4 hours worth of -
prefiltered records (X-records) and thi's rves as a form of . -
hi st ori cal @é bgrq40 In an enbodi ment of FIG 2. the analysis section

ata

ASl1 uses the sé of ‘the fraud intelligence unit FI1 in the analysis
While the various steps in Fig. 14 were ascribed

to various sections RBS1, AS1, RS1, and FCl of the control
system CS1l, these can be performed by any form of

processor arrangement in the system SCl. The invention is
not limited to this section arrangement nor this series of
steps. The system CS1 may perform its function of
- combining the data and comparing it to the rules stored

therein to obtain an action priority in any number of

other ways.
While only two action control points and CDRPs
appear in the drawings, it will be evident that other
action control points may be part of the network, and each
has a CDRP which communicates with the control system CS1.

According to an embodiment of the invention, the
rules section RS1 of the control system CS1 distinguishes
between calls that it can identify as possibly fraudulent
from a single call, such as shown in boxes 334 and 410,
and identifications that require a number of calls, such
as hacking. The former are called single call events and
the latter multiple calls events. The rules section RSl
then first attempts to match only vectors using data from
the CDRPs with boxes having single call events.
Thereafter, it scans and matches vectors with the data
from both the CDRPs and the fraud intelligence unit FI1
-with the remaining boxes.

In an embodiment, a different wversion of the
rules in Fig. 10 is obtained by considering out of
business hour calls. In those rules, if the calls come in
from suspicious NPA-NXX, or pay phones (indicated by ii
digits), the threshold will be lower (single call) for
action priority H. Otherwise the action priority is at
least as high as that for rules applying to business hour

calls. _
It will be noted that the control system CS1 is
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process. It first exam nes an X-record fromthe received recqgrq é&ﬁ& i

section RBS1 information el enent by infor- mation elenent, and ded Yné%w
its characteristics of fraud. The X-records contain in gengral. _a m x of
guantitative and qualitative information. In an enbodi nent, fhe latter are
al so expressed in the formof binary cod decimal digits, '
But, the fraud scenarlo rulés-are interns of vectors. Thus, the

qualities.

LOLAL Silh P otiF A5 L ASARALI R |

anal ysi s seceégﬂﬁﬁédcggvg %ggdqgant ' é&ﬁe\%égéﬁcﬁf W%ﬁé?{riﬁs

information 0O
enmbodi nent ,

recor §Uo PSS
the waihod détbbgéé Sort Vo foepartdtom which is required

during the fraud detection process. This connection is
also used by the control system CS1l to enter and delete
information in the database of the fraud intelligence unit
FI1, when fraud information which is obtained from
detected events is saved for future use.

According to an embodiment the fraud events
which are to be detected are expressed in the form of
Boolean rules. These rules are logical expressibns each
of which describes a particular fraud scenario. These
rules describe certain basic characteristics of a fraud
event or fraud vectors. The rules are executed logically
in the control system processor, and if the outcome of a
rule is "true", then a corresponding fraud event has been
detected. If false, there is no fraud event detected by
that rule and the processor moves on to apply the next
rule. This process runs continuously, to apply all the
rules in the repertoire of the control system, for every
new X-record which is pumped into the RBS1 from the CDRPs
RP1 and RP2.

According to an embodiment, in the received
record buffer section RBS1l, the records are arranged in a
chronological scheme, the latest set being on the top and
the oldest set being'dropped from the buffer at the

bottom. The received record buffer section RBS1 holds

about 4 hours worth of prefiltered records (X-records) and
this serves as a form of short term historical data store.

In an embodiment of Fig. 2, the analysis section
AS1 uses the database of the fraud intelligence unit FI1l
in the analysis process. It first examines an X-record
from the received record buffer section RBS1 information
element by information element, and determines its
characteristics of fraud.

The X-records contain in general, a mix of
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pr ocedur es.

agai nst sone threshold values (which are conve- niently arr
adj ust abl e)

In the sinplest of cases, a quantitative val ue
to be

in a sinple equation or

2 8 MAY W97
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quantitative and qualitative information. In an
embodiment, the latter are also expressed in the form of
binary coded decimal digits, which encode the qualities.
But, the fraud scenario rules are in terms of vectors.
Thus, the analysis section AS1 converts the quantitative
and encoded qualitative information of the X-record into
corresponding vectors.

In this embodiment, the method is based on two
separate procedures. In the simplest of cases, a
quantitative value is compared against some threshold
values (which are conveniently arranged to be adjustable),
in a simple equation or inequality expression. For
example, consider the information element called "call
duration” which is expressed in the record in terms of
seconds. This needs to be vectorized to just two vectors,
short and long. It is done in the following expression,

which is executed during the analysis procedure.

If call duration <= tl1 then short.
If call duration >= t2 then long.

The thresholds tl and t2 are adjustable, which
makes the definition of short and long relative.

In an embodiment, the analysis section AS1l
reduces the information elements of an X-record to vectors
in this rule based manner. For some others,  especially
the telephone numbers, the analysis section AS1 refers_to-
the fraud intelligence unit FI1 database in order to
derive its vectors. For example, the analysis section may
consider a typical originating number on an X-record. To
determine if this is a PBX number, it queries the FIU if
this is on the list of suspected ANI‘s. It also
determines if the originating number on the X-record is
from a suspicious calling area from where a large number
of fraud calls are made by referring to the FIU FIl. The
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12 inequality expression. For exanple, consider the inforng- { tion element
called "call duration"” which is expressed in the record injterisgMay 1997 -
seconds. This needs to be vectorized to just two vectors, ghert and | ong.
It is done in the following expression, which is executed ¢urtrmg-the
anal ysi's procedure. If call duration_<fél_then short. LLf_call .
duration >=2 then |ong. The thresholds™t1l and t2 are adjustable, WAIrch

makes the definahtisqRy %5£¥“X§léﬁﬁkéfwg_é&éﬁ1£¥§0rmation by a query to
the fraud intelligence unit FI1 database. The information
is found there, because it was entered there previously.

Further, it determines if the originating number
is a repeating originating number of many calls which have
been made within the last 4 hours by searching through the
record of the buffer section RBS1. It determines if this
is "Using repeated ANI". The analysis unit AS1 derives
this vector by matching the same originating number in
many of the records which are in the RBS1l. If the number
of occurrences exceed a threshold N1 it is significantly
repeating. This search and match operation is carried out
to obtain vectors which are needed before the rules for
multiple call fraud events are applied.

Thus, in this embodiment, by repeated
application of these steps to the information elements of
the X-record, the analysis unit AS1l converts the records
to vectors. 1In addition to the wvectors, the analysis unit
AS] retains some of the information elements from the
original X-record as they are. These are:

- Record ID

- call ID

- Toll Switch ID

- Originating number
- Dialed number

- Terminating number
- Authorization code.

These numbers are used in post detection actions
of prevention, and record keeping procedures. These are
retained in addition to their vector forms. All others

are used in their vector form only.
As stated, the rules section RS1 classifies

fraud events into two classes called a single call event
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In an enbodi ment, the anal ysis 'section ASl reduces the inforj O EIeHBﬂIb
of an X-record to vectors in this rule based manner. For sone 2@5@& v/
especially the tel ephone nunbers, the analysis section AS1 rlefler Yh
fraud intel- ligence unit FlI1 database in order to derive itjs iectors —For..
exanpl e, the analysis section nmay consider a typical origi- natlng nunber

on an X-record. To determine if this +s1@ PBX nunber, it querres—tire—+t+o it
this is on the |ist of suspected ANI's. It also determines if the

ori gi nati ngndugberuldgripke calkcevents fToen aingipi crdds evanti mpgwises rom

where a | ange DRk df 3k CALESAL €1 8RIE1 BYhBLCLh RUL! FdtTdIdE

a single call only. For example, a record may bear the

following information:

International call

Call made from a PBX

Long duration call

Off-business hour call
Terminating in a high fraud country.

This scenario does not need the information
contained in any other records to declare that this record
represents a fraud event. Figures 3 to 6 describe many
scenarios of single call fraud events which the rules
section RS1 includes in its repertoire.

Multiple call fraud events require the
information carried on more than one record. The rule
which describes such an event in the rules section RS1
will contain vectors which refer to characteristics which
can only be derived from analyzing and comparing several
recorxds.

The rules section RS1 derives these
characteristics by the analysis and comparison of many
records. Figs. 7 to 12 contain examples of fraud
scenarios of this class. 1In general, this class
represents the more difficult to detect fraud events. A 4
hour storage requirement of the RBSl is used for the
detection of this class of events. This chronological
store of records allows the rules section RS1 to perform
the required comparison among the collected records to
detect such events. However, records of time durations,
such as 2 to 8 hours, may also be used.

The rules depicted in the Fig. 13 cover a large
number of rules of both these classes and enable the
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FI1. The analysis unit ASlI obtains such information by a qUeg‘Pkéﬁimﬁeﬁﬁ
i-ntelligence unit FI1 database. The information is found there, pecause It
was entered there previously. Further, it determnes if the|oRi&Mmxtimg
nunber is a repeating orginating nunber of many calls which} have been nade
within the last 4 hours by searching through the record of [hée burfer
section RBS1. It determnes if thisis™ ngy repeated ANl "L_The anal ysi s

uni t AS1 der jueschio eskah Ry, B ching fhe sape orlginating nunber Tn

many of the recor are
commonly commltted fraud acts. In the figure, the vectors

of the rules are represented as a list implying that they
all must be present concurrently to make the rule "true“.
In other words, the "AND" designation of the boolean
expression has been dropped. Additions and deletions to
the rules may be made with ease to give high flexibility
to the process.

To disconnect a call, the fraud containment
section FCl responds to the action priority from the rules
section RSl and sends a message to the .signal transfer
points STP1 and STP2. The section FCl gives the identity
of the switch and the call which originated there, along
with a command which makes the switch operate as if the
call has been terminated by the called party. This causes
the switch to disconnect the call and go through all the
normal procedures which accompany the termination of a
call. Thus the fraud caller will experience a hang-up in
the middle of a call. If a second call from that
telephone is initiated, that call will be treated by
blocking as for -the case HHD.

In the switch network TSN, signal transfer
points STP respond to the fraud control section to operate
on originating and terminating action control points ACPO
and ACPT which disconnect calls coming from an access
demand source ADS and going to an egress EGR. In the
switch network TSN, signal transfer points STP coact with
network control points NCP to operate on originating and
terminating action control points ACPO and ACPT which
block calls coming from an access demand source ADS and
going to an egress EGR. Call data may pass directly
between the originating access control points ACPO and
ACPT and the fraud intelligence unit FI1.

The basic nature of the detection pfocess which
is employed is that of an expert system which employs

1%
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exceed a threshold N1 it is significantly repeating. This segrffii”

operation is carried out to obtain vectors which are needed
rules for multiple call fraud events are applied. Thus, in
enbodi ment, by repeated application of these steps to the in
el ements of the X-record, the analysis uq%t AS1 converts thg|records to
vectors. In addition to the vectors, the alysis unit ASL r

the informat bgRoghgtaus df ¥hd VL dl " ench 5P hiRal PEY18LScsThESE are:
the phenomenon which is to be detected. It is rule-based
and heuristic in nature, as opposed to mathematical

methods based on statistical parameters and multi-
dimensional representations. The heuristic method of the
invention, is very flexible, adaptable, and is not based
on statistical studies of the fraud events. Natural
neural systems, which are the result of millions of years
evolution, are based on similar heuristic strategies, in
which the incoming information is filtered to obtain a
finite set of characteristics and building up more complex
composites from them, which act as templates for matching
and final detection. |

Short calls cannot be detected until after
termination. The CDRPs transmit short calls to the
control system CS1 immediately after termination.

In an embodiment, the fraud intelligence unit
includes a processor that organizes the database to deal
with query and response from the control system CS1.

The information to the FIU FIl is initially
entered manually on the basis of prior fraud cases. To
provide the fraud intelligence unit FUl with further
initial information, the control system CS1 is then set in
a "training mode" before it is fully deployed. 1In this
mode, the control syétem is inhibited from executing any
Ppreventive actions, but freely detects fraud events. In
this mode, it adds to the initial human input by pumping
important intelligence data to the database of the fraud
intelligence unit FI1l. This data can be carefully
monitored and used for detection, when fully deployed.
When fully deployed, the control system CS1 updates the
database of the fraud intelligence unit FI1 with
information on new fraud events.

To increase the flexibility of the detection
process, any information which is considered as
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contributing to increase the certainty of detection can be
stored in the fraud inﬁelligence unit FI1 database and
referred to at the time of analysis. No restrlctlons
based on mathematical consistency need apply.

The Control System CS1 can be located _
centrally or in a distributed manner as one per switch
"office, according to the economics and performance
requirements of the telephone switching network TSN. In
either case, it is situated conveniently to collect call
detail records from all the toll switches of the telephone
switching network TSN.

In the embodiment of Fig. 1, the call detail
records are arranged to be collected from the switches
ACPO and ACPT via their CDRPs RP1 and RP2 and RP2. The
records are collected in real time, which means that the
data about a call are available at the control system CS1
while the call is still in progress. Continuous elapsed
time data is made available for calls which are in
progress. In the case of very short calls the data on the
calls are collected immediately thereafter.

From a very high level point of view, the main
functions of the control system CS1 are to:

(1) detect fraud events by analyzing call records,

(2) execute actions as indicated by action
priorities; and _

(3) communicate as needed with the CDRPs, the
database of the fraud intelligence unit FI1l, and
the corporate security administration monitor
CSAM.

The real-time operating system of the control
system CS1 performs. the first two functions in a cyclic
fashion and the third one on a on-demand or needed basis.
The detection, the execution of actions, and the
presentation of,informhtion to the corporate security
administration monitor CSAM takes place in a cyclic
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13 These nunbers are used in post detection actions of preye
r-ecord keepi ng procedures. These are retained in addition to th
forms. All others are used in their vector formonly. As sfafed;
rul es section RS1 classifies fraud events into two cl asses ca

call event and a nmultiple call - 23

fashion, whereas the CDRPs RP1 and RP2 and RP2 and the
corporate security administration monitor CSAM are
serviced as they interrupt the control system CS1 with a
demand for service. The control system CS1 will query the
database of the fraud intelligence unit FI1l, as required
in the analysis of the call detail information contained
in the call records, during the detection process.

In Figs. 3 to 13, the rules are arranged in a
pyramidal fashion, moving from a very general scenario to
more and more defined and restrictive scenarios. The more
restricted the scenario is, the higher .is the detectlon
certainty that the event is fraudulent.

In an embodiment, to block a call, the fraud
containment section FCl responds to the action priority
from the rules section RS1 and sends a special message to
the signal transfer point STP1l. The message contains a
command to block the next call from a specified ANI. The
STP signal transfer point STP1l will distribute this
command to the correct Network Control Point NCP, which
handles the call processing of all business service calls.
The network control point NCP will then, divert the call
to a ring busy terminal, which will frustrate the caller’s
attempt to use the network.

In step 1437, the fraud containment section FC1l
acts to disconnect the caller and block the next call from
-the caller. According to an embodiment of the invention,
the next call is not blocked. |

According to an embodiment of the invention, the
FIU FI1 contains a processor which performs the matching
functions with data from the analysis section ASl.

While embodiments of the invention have been
described in detail, it will be evident to those skilled
in the art that the invention may be embodied otherwise
without departing from its ' scope.
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event. The single calT event requires the analysis of the i rmat i on
elements in the r»ﬂgscghgetﬁ;s@e g@eg call only. For exanple, riec2 8 May Hear
the foll ow ng |nfo ernatlonal cal | Call nmade jfrom a PBX
Long duration calll s hour call Term nating {i n a nhr g fraod
country. This s t need the information contiai.ned in any

ot her records to declare that this recokd repesents a fraud event. FIGS. 3

to 6 describe many scenarios of single
Claims:

1. The method of controlling access of a user
to a resource, comprising:

storing, in a control data base, a set of
attributes concerning an access from an access demand
source; ' _

maintaining a rules data base of rules
concerning attributes for determining corrective action;

determining whether data the control data base
matches the rules in the rules data base; and

effecting.corrective action by disconnecting the
access during access time in response to a match between
data in the control data base and data in the rules data

base.

2. A method as in claim 1, wherein storing in
the control data base includes storing in a £irst access
data base a first set of attributes concerning the ongoing

access.

3. A method as in claim 2, wherein storing in
the control data base includes storing in a second access
data base a second set of attributes concerning the
history of prior accesses made by the access demand
source; ' . |

the step of determining whether data the access
data base matches the rules in the rules data base
includes determining whether to disconnect the access,
block future accesses, or take other action; and

the step of effecting corrective action includes
disconnecting the access, blocking future accesses, or
taking other action.
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call fraud events which the rul es sgction RSL includes in it

Mil tiple call fraudhsphsstias PEChe information carried o
record. The rul e whi . | uch an event in the rul es peft E&MRB11997
will contain vectors lo characteristics which cap pnly be

derived from anal yzi ng and conpari ng several records. The fules sectron
RS1 derives these characteristics by th&3anal ysis and conparigson.of nany
records. FIGS. 7 to 12 contain exanples of fraud scenarios of this class.

In general, this clgsg heRbEICTH Sainl'S, WRERiINUald 4eEp'bE stbhng!8AEGhA shiaud

events.

second access data base includes storing one of the following:

— PBX ANIs (Private Branch Exchange Automatic Number
Identifications),

— University PBX’s and Centrex’s,

— Suspicious NPAs-NXX for originating numbers,

— Suspicious terminating numbers,

— Known bad ANIs,

— Suspicious country codes,

— Forbidden country codes,

— Compromised Authorization Codes,

— ANT’s from detected fraud events,

— Originating numbers from detected fraud events,

— Terminating numbers from detected fraud events,

— Authorization codes from detected fraud events,

— Other files as required by CSAM (Telephone Corporation Security
Administration Monitor).

5. A method as in claim 3 or claim 4, wherein the step of storing in the
second access data base includes updating the second access data base with data
from accesses having matches in the determining step.

6. A method as in claim 5, wherein the steb of storing in the second
access data base includes updating the second access data base with data from
accesses having matches in the determining step.

7. A method as in any of claims 2-6, wherein said storage in sais first
access data base includes storing one or more of the following attributes:
requesting user -
request time
length of use
. destination requested
user authorization code
whether use request is cellular.

8. A method as in any of the preceding claims, wherein the data in said
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A 4 hour stor | of the RBSL is used for the det o R
cl ass of ever}?ﬁ%b&?ﬁdﬂ,g@ ogl cal store of records all ows tfaig *ﬁmm
section RS1 to eqU| red conparison anong the col lected records
to detect suc records of tinme durations, s a%s 82MAY 1897
hours, may al so be used The rules depicted in the FIG 13 er a large

nunber of rules of both these classes and2@nabl e the detectio
capabl e of detecting nost of the cormmonly committed fraud actfs. In the

figure, the VeSaa tle Bfdelh&Rs@lifinfdiRifige? et ed s @ list Tmplying that

they all nust be pres
y pres Durmg business hours,

— During non-business hours,

— Excessively long,

— Domestic accesses,

— To a limited dialed MPA = 800,

— To a termination number = CPE,

— To a country code,

— ANI = CPE (Automatic Number Identification with Customer Premises .
Equipment),

— Accesses using SDN-NRA (Software Deﬁned Network — Network
Remote Access),

— To a suspected country code,

— Using a bad ANI,

— Of short duration,

— Using repeated ANI,

- — From non-frequent accessor,

— To successive dlfferent dialed numbers, Using suspected patterned
dialing,

— With a connect tlme difference using a less than PDD (Post Dialing
Delay) +e, i.e. gomg from one number to another quickly,

— Using an invalid authorization code,

— With a number of accesses in repeat set greater than threshold,

— Using a SDN (Software Defined Network) virtual private network,

— Using different ANI to same termination No.,

— Using the same authorization code from another location greater than
at least one access continuing,

— Having greater than access duration overlap,

— With simultaneous use of mobile number,

— Cellular,

_— Of the same MIN,

— Using distance between access locations/elapsed time greater than a
given value T,

— Multiple accesses from same ANI (Automatic Number Identification)
greater than x,

— Repeated dialed numbers,
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concurrently urﬁggmgsheenmﬂeceatrue" In other words, the §
of the bool ean been dropped. Addltlons and deljet,i
rul es may be mWﬁ“ﬂM“ %mk give high flexibility to th

di sconnect a ca ont-ai nnent section FCL respord

priority fromthe rules section RSl and2Eends a nmessage tojthe S|gnal A
transfer points STP1 and STP2. The sectlon FCl gives the i

switch and the call_ xflg g%tg |${| nat ere al ong &é%&w&c\{ml ch

makes the switch operate
Inward Sw1_tched Access/Remote Maintained Access Test System

Maintained Port),
— Originating in suspect MPA-NXX or pay-phone,
— Multiple accesses from same ANI,
— CPE (Customer Premise Equipment) to a known high fraud country,
— CPE (Customer Premise Eqﬁipment) to a known medium fraud
country,
— Non CPE type of service,

— Suspicious terminating number,
— Multiple accesses billed to same number,
~ Multiple 800 accesses exceeding preset number.

9. A system controlling access of a user to a resource, comprising:

a control data base with a set of attributes concerning an ongoing access
from an access demand source;

rules data base with rules concerning attributes for determining
corrective action; |

means for determining whether data in the control data base matches the -
rules in the rules data base; and :

means for effecting corrective action by disconnecting the access during
access time in response to a match between data in the control data base and data in
the rules data base.

. 10. A system as in claim 9, wherein said control data base includes a first
access data base with a first set of attributes concerning the ongoing adccess.

11. A system as in claim 10, wherein the control data base includes a
second access data base with a second set of attributes concerning the history of prior
 accesses made by the access demand source;

the means for determining whether data in the access data base matches
the rules in the rules data base includes means for determining whether to disconnect
the access, block future accesses, or take other action; and

the means for effecting corrective action includes means for
disconnecting the access, blocking future accesses, or taking other action.
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14 t‘erm' nat ed by the cal |l ed party This causes the switch to
call and go throu %bdtHasrB;e pr ocedur es

12. A system as in claim 11, wherein said second access data base

includes data on one of the following:

28 MAY 1997
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— PBX ANIs (Private Branch Exchange Automatic Number
' Identifications),

— University PBX’s and Centrex’s,

— Suspicious NPAs-NXX for 6riginating numbers,

— Suspicious terminating numbers,

— Known bad ANIs,

— Suspicious country codes,

— Forbidden country codes,

— Compromised Authorization Codes,

— ANT’s from detected fraud events,

— Originating numbers from detected fraud events,

— Terminating numbers from detected fraud events,

— Authorization codes from detected fraud events,

— Other files as required by CSAM (Telephone Corporation Security

Administration Monitor).

13. A system as in claim 11 or claim 12, wherein the control data base
includes means for updating the second access data base with data from accesses
having matches in the means for determining.

14. A system as in claim 13, wherein the control data base includes
means for updating the second access data base with data from accesses having

matches in the means for determining.

15. A system as in any of claims 10 to 14, wherein said storage in said
first access data base includes storage for one or more of the following attributes:
requesting user
request time
. length of use
- destination requested
user authorization code
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whi ch acconpany the term nation of a call.
experience a -hmgsmaﬁaﬂsaehaemceml e of a call.

t el ephone is ini ~wi |l be treated by bl ockin
case HHb. I n }_l rk TSN, signal transfer
to the fraud co '0 operate 4y originating and t

action control points ACPO and ACPT whic
access demand source ADS and going to an egress EGR

di sconnet calls co

Thus the fraud cal IMENT SHEET

If a second calll

romtnat

8rMAP8997

resp ond

poi nt

et
s
Ki

ing from an

In the sWtthTerwork

TSN, signal transferwhether sse38quesocelluiat.n net work control points NCP to

operate on originating and term nating
16. A system as in any of claims 9 to 15, wherein rules data base
includes storage of access demands made: '
— During business hours,
— During non-business hours,
— Excessively long, .
— Domestic accesses,
— To a limited dialed MPA = 800,
— To a termination number = CPE,
— To a country code,
— ANI = CPE (Automatic Number Identification with Customer Premises
Equipment),
— Accesses using SDN-NRA (Software Defined Network — Network
Remote Access), |
— To a suspected country code,
— Using a bad ANI,
— Of short duration,
— Using repeated ANI,
—- From non-frequent accessor,
— To successive different dialed numbers, Using suspected patterned
dialing,
— With a connect time difference using a less than PDD (Post Dialing
Delay) +¢, i.e. going from one riumber to another quickly,
— Using an invalid authorization code,
~— With a number of accesses in repeat set greater than threshold,
— Using a SDN (Software Defined Network) virtual private network,
— Using different ANI to same termination No.,
— Using the same authorization code from another location greater than
. at least one access continuing,
— Having greater than access duration overlap,
.— With simultaneous use of mobile number,
— Cellular, '
— Of the same MIN,
— Using distance between access locations/elapsed time greater than a

given value T,
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action control poi nts ACPO and ACPT which block calls com ng
demand source ADS and going to an egress EGR Call data may f

between the origi- nating access control points ACPO and ACPY

intelligence unit FI1. The basic nature of the detection pr
enployed is that of an expert system which enpl oys rec- ognit
various el enental characteristics of the phenonenon which is

ULl _y .
nd the fr
oces%SvWP«%ﬂswsj
ign of the

to be

detected. It is rul e-based and heuristP@-in nature, as oppose

1.0

mat hemat i cal net hods based on statistical paraneters and nult

i di nensi onal

repre- — Multiple accesses from same ANI (Automatic Number Identification)

greater than x,
— Repeated dialed numbers,

— Terminating at a number which is a known DISA/RMATS (Direct
Inward Switched Access/Remote Maintained Access Test System

Maintained Port), _
— Originating in suspect MPA-NXX or pay-phone,
— Multiple accesses from same ANI,

— CPE (Customer Premise Equipment) to a known high fraud country,
— CPE (Customer Premise Equipment) to a known medium fraud

country,
— Non CPE type of service,
— Suspicibus terminating number,
— Multiple accesses billed to same number,
~— Multiple 800 accesses exceeding preset number.

" .This Sheet Has Been Replaced

* c L M S *

THIS SHEET HAS BEEN
REPLACED




sentations. The heuristic nmethod of the invention, is very f AN S, Eﬁigﬁﬁﬁl
adaptable, and is not based on statistical studies of the fr

Nat ural neural systems, which are the result of mllions of r@@MAY 997
evol ution, are based on simlar heuristic strategies, in whi the i ncom ng
information is filtered to obtain a finite set of characteri cSs—ara
bui Il ding up nore conpl ex conposites fromthem which act as ates for

mat ching and final detection. Short gal ls cannot be detected until after
termnation. The CDRPs transmit short calls to the control system CS1
i medi ately after term naRESOURCE ACCESS CONTROL SYSTEM

ABSTRACT

' Access of a user to a resource, such as a
telecommunications network, includes storing, in a first
call data base, a first set of attributes concerning an
ongoing call from a caller. A second call data base
stores a second set of attributes concerning the history
of prior calls made by the caller. A rules data base
stores rules concerning attributes for determining whether
to disconnect the call, block future calls, or take other
action. A determination is made whether data in at least
one of the call data bases matches the rules in the rules
data base. The call is then discomnected, the next call
blocked, or other action is taken, in response to a match
between data the call data bases and data in the rules
data base. Preferably, the second call data base is
updated in response to matches with the rules data base.

FIGURE 2
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In an enbodi ment, the fraud intelligence unit includes a pri¢edd

organi zes the database to deal with query and response fronjt{i€ CONTT O]
syst em CS1. The information to the FIUFI1 is initially ewtngcﬁ Ju1997
ally on the basis of prior fraud cases. To provide the fraug In gence
unit FUL with further initial information, the control systgn-cSt—ts—tiren
set in a "training node" before it is fully deployed. In this node, the
control systemis inhibited fromexecut{ng any preventive acttomns, DUl
freely detects fraud events. In this node, it adds to the initial human

I nput by punping inportant intelligence data to the
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dat abase of the fraud intelli gence unit FI'1l. This data can i s

moni tored and used for detection, when fully depl oyed. Wen {§f IIy deployed
the control system CS1 updates the database of the fraud intlel] i 2 8rdAY UL
FI1 with information on new fraud events.
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15 To increase the flexbility of the detection process, a

which is considered as contributing to increase the certainty
can be stared in the fraud intelli- gence unit FlI1 database and Ze&MN{e'l? 7o
at the tinme of anal yS| s. No-restrictions based on mat hemati cpl | consi stency

need apply m‘]mlﬁrmlmwirystem CS1 can be |ocated central]ly or 1n a

FIG. 3
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di stributed manner as one per switch office, according to thg gconom cs an
performance requi renents of the tel ephone swtching network- TSN. 25 MEAY ¥

case, it is situated conve-_niendy to collect call detail redorlds from a
the toll switches of the telephone sw tching network TSN | T
enbodi ment of- FilhfSiShekt His Been®apthcedlet ai | records- are arranged to be collected

fromthe smﬁtche T via thelr CDRPs RP1 and RP2 and RP2.THE===—
records are coII time, i ch means that the data about a cal

are avail abl e at ystem CS1 while the call is still in
progress. Continuous el apsed time data is nade avail abl e
FIG. 4
CHARACTERISTICS ACTION PRIORITY
REG. BUS. HRS. '
LONG
INTERNATIONAL
ANI = CPE .
FORBIDODEN CC (CUST. DOESN‘T ALLOW) | Ha 410
REG. BUS. HRS. .
LONG : _ _/'414
INTERNATIONAL ' :
ANI = CPE ;
SUSP. CC (OR NOT CALLED BEFORE) ML

FIG. 5

CHARACTERISTICS ACTION PRIORITY

REG. BUS. HRS.
LONG
INTERNATIONAL

SON-NRA .
FORBIDOEN CC HHa 510

s BS. HS
INTERNATIONAL BVallY
SUSP. ANI-NPA-NKX

SON-HAA

SUSP. CC H

REG. BUS. HRS.
LONG 517
INTERNATIONAL
BAD ANI

SDN-NRA M

REG. BUS. HRS.
lfﬁ#EHNATIONAL |

BAD ANI 43
SON-NRA -

SUSP. CC HH

NON. BUS. RS
LONG

SON-NRA ACCESS
N -
SUSP. ANI-NPA-NKX || =524
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for calls which are in progress. In the case of very short < LG

on the calls are collected i mediately thereafter. From alvéry hlgh Ieve
point of view, the main functions of the control system CSliafe Z9MAY 1997
(1) detect fraud events by analyzing call records, (2) ex¢clite actlons as
I ndi cated by action priorities, and (3) comuni cate as ng¢ed&g=mrtirtire
CDRPs, the- database of the fraud _intelligence unit FlI1} and the
corporate security admi ni srati on9noni tor CSAM The real -tine
operating systemof the control system CS1 perforns the flrst two functions

in a cyclic fashion and the

FIG. 6

CHARACTERISTICS ACTION PRIORITY
SINGLE CALL EVENTS WITH CELLULAR CALLS.

LONG | -
CELLULAR 80
INTEANATIONAL | L

o
CELLULAR 4
TERM # = CPE M 614

CELLULAR . | -
INTERNATIONAL
SON

FIG. 7
~ CHARACTERISTICS ACTION PRIORITY
SHORT 10
REPEAT ANI =@

NOT FREGUENT CALLER
DIALED NPA = 800
DIFFERENT DIALED # L

SHORT
NON. BUS. HRS.
REPEAT ANI
NOT FREQUENT CALLER
DIALED NPA = 800 J
DIFFERENT DIALED # 714

'SUSP. ANI NPA-NXX H -

SHORT
REPEAT ANI - i ValtY
NOT FREGUENT CALLER
DIALED NPA = 800

DIALED NXX-XXXX PATTERNED |
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third one on a on-denmand or needed basis. The detection, thgR D Cand s
actions, and the presentation of information to the corporatejfsecurity
adm ni stration nonitor CSAMtakes place in a cyclic fashion, DSV W/
CDRPs RP1 and RP2 and RP2 and the corporate security adm nigtdation nonitor
CSAM are serviced as they interrupt the control system CS1 W tff~a—demearr
for service. The control system CS1 will query the databaselgf the fraud
intelligence unit FI1. as required iqithe_analysis of the call detal

i nformation con- tained in the call r%cords, during the detection process.

In FIGS. 3 to 13, the rules are arranged'in a pyram dal

FIG. 8
CHARACTERISTICS . ACTION PRIORITY

RS, S

CBUS. HRS. 810
REPEAT ANI ] "
NT FREQUENT CALLER
DIALED NPA = 800
OIALED # PATTERNED
SUSP. ANI NPA-NXX HHb

SHORT
REPEAT ANI |
NOT FREQUENT CALLER
DIALED NPA = 800 1814
CONNECT TIME OIFFERENCE <= POD + e

(THIS IS COMPUTER HACKING SCENARIC) H

HACKING FOR AUTHORIZATION CODE (AC) 4817

SHOAT : ;
REPEAT ANI : —+— 820
NOT FREQUENT CALLER | :

REPEAT 800 DIALED NUMBER (ACCESS)
INVALID AC H

SHORT
REPEAT ANI
* NOT FREGUENT CALLER
REPEAT 800 DIALED NUMBER (ACCESS) '
PATTERNED AC HHb T~ 824

ANI LOCKOUT FEATURE OF SON
THIS IS A CURRENTLY FFERED _
SON FRAUD PROTECTION FEATURE | 827

SHORT
REPEAT ANI

NOT FREQUENT CALLER

REPEAT 800 DIALED NUMBER (ACCESS) |
INVALID AC —+_
NUMBER OF CALLS IN REPEAT SET >= THRESHOLD | o 830
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fashi on,

restrictive scenari o0s.

to block a call,

nmoving froma very general scenario to nore and nof efTrreg=arnd

The nore restricted the scenario is, the%@ @??reﬁ??
the detection certainty that the event is fraudul ent. I n hnj efrbe t,
the fraud contai nnent section FCL respondsjt j
priority fromthe rules section RSl and sends a special mespage to the
signal transfer point STPl. The nessage contains a conmand
next call froma specified AN .

distribute this conmmand to the

FIG. S

PREPLACEMENT SHEET!

=

The STP si gnal transfer poi nt  STPL will

CHARACTERISTICS

ACTION PRIORITY

SIMULTANCITY OF CODES, MINS, ETC

SON
DIFFERENT ANI

SAME AC

> AT LEAST ONE CALL CONTINUING

> {THIS FOR IN PROG CALLS AS IN KBS NETWORK)
CALL DURATION QVERLAP

(THIS FOR NetEXPERT)

Wb

SON -
CELLULAR
SAME MIN
> AT LEAST ONE CALL CONTINUING
> (THIS FOR IN PROG CALLS AS IN KBS NETWORK)
CALL DURATION QVERLAP
(THIS FOR NetEXPERT)

GEOGRAPHIC REASONABLENESS

490

CELLULAR

MULTIPLE CALLS

SAME MIN

(DIST. BETWEEN CALL ORIG. LOCATIONS)/(ELAPSED TIME)

HHD

>= THRESHOLD

[
et Has Been Replaced

T

THIS SHEET HAS BEEN
REPLACED




16

-correct Net wor k Control Point NCP, which handl es the cal

FIG. 10

REPLACEMENT SHEET

2.8 MAY 1997

CHARACTERISTICS -

ACTION PRIORITY

LONG

BUSINESS HOURS

MULTIPLE CALLS (THRESHOLD TBOD)

SINGLE ANI ORIGINATING

800 OR I/800 CALLS

SAME DIALED NUMBER

TERMINATING NUMBER NOT KNOWN TO BE DISA/RMATS

M

— 1010

LONG

BUSINESS HOURS

MULTIPLE CALLS (>= 5 PER HR. SUGG. THRESHOLD)
MULTIPLE ANI ORIGINATING

800 OR I/800 CALLS

SAME DIALED NUMBER

TERMINATING NUMBER NOT KNOWN TO BE DISA/RMATS

LONG

BUSINESS HOURS

MULTIPLE CALLS [>= 5)

SINGLE ANI ORIGINATING OR MULT. ANI ORIGINATING
800 OR 1/800 CALLS

SAME DIALED NUMBER

TERMINATING NUMBER KNOWN DISA/RMATS

| LONG
BUSINESS HOURS

MULTIPLE CALLS [>= 2]

SINGLE ANI ORIGINATING OR MULT. ANI ORIGINATING
800 OR I/800 CALLS

ORIGINATING IN SUSP. NPA-NXX OR PAYPHONE
(INDICATED BY ii DIGITS = 07)

SAME DIALED NUMBER

TERMINATING NUMBER KNOWN DISA/RMATS OR NOT KNOWN
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processing of all business service calls. The network cont EBPE&{EE&&N&FSHEET
will then, divert the call to a ring busy term nal, which W [T TTUST

the caller's attenpt to use the network. In step 1437, the E?$ﬁ4 .y
contai nment section FCL acts to di sconnect the caller and B dc éﬁnext

call fromthe caller. According to an enbodi nent of the inyen

call is not bl ocked. According to ap enbodi nent of the i ventlon the FI U
FI1 contains a processor which perfor t he mat chi ng funct i'ors—wtriroata
fromthe anal ysis section ASI. Wi | e enbodi ments of the invention have
been descri bed

FIG. 11

CHARACTERISTICS . - ACTION PRIORITY

LONG H
BUSINESS HOURS A0
MULTIPLE CALLS FROM SAME ANI

KNONN CPE OF CPE TYPE OF SERVICE
INT'L CALL

HIGH OR MEDIUM FRAUD COUNTRY

(THE THRESHOLD - NUMBER OF CALLS -
IS COUNTRY SPECIFIC)

LONG ]
BUSINESS HOURS

MULTIPLE CALLS FROM SAME ANI
NON CPE TYPE OF SERVICE —_
INT'L CALL 1114
HIGH OR MEDIUM FRAUD COUNTRY

(THE THRESHOLD IS COUNTRY SPECIFIC)

LONG : H .
QUT OF BUSINESS HOURS ' 1117
MULTIPLE CALLS FROM SAME ANI -

KNOWN CPE OR CPE TYPE OF SERVICE :

| INT'L CALL

HIGH OR MEDIUM FRAUD COUNTRY

(THRESHOLD IS COUNTRY SPECIFIC AND LONER
THAN THE THRESHOLD FOR THE CORRESPONDING RULE
FOR BUSINESS. HOURS CALLS)

LONG . M
OUT OF BUSINESS HOURS :
MULTIPLE CALLS FROM SAME ANI 1 |
NON CPE TYPE OF SERVICE — 1120
INT'L CALL |

HIGH OR MEDIUM FRAUD COUNTRY

(THRESHOLD IS COUNTRY SPECIFIC AND LONER

THAN THE THRESHOLD FOR THE CORRESPONDING AULE
FOR BUSINESS HOURS CALLS)
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indetail, it will be evident to those skilled in the art that the
i'nvention may be enbodi ed otherw se w thout depating from|
- scope.

10
FIG. 12
CHARACTERISTICS ACTION PRICRITY
LONG H
BUSINESS HOURS OR QUT OF BUSINESS HOURS 1210
MULTIPLE CALLS FROM SAME AN -1

CPE TYPE OF SERVICE OR KNOWN CPE

OOMESTIC CALL '
SUSPICIOUS TERM. NO (BULLETIN BOARD, ETC. FROM
NEGATIVE DATABASE OF TERM. NUMBERS)

LONG __ L '
BUSINESS HOURS OR OUT OF BUSINESS HOURS : L—1214
MULTIPLE CALLS FROM SAME ANI

NON-CPE TYPE OF SERVICE

DOMESTIC CALL

SUSPICIOUS TERM. NO. (FROM NEGATIVE DATABASE
OF TERMINATING NUMBERS)

FIG. 13

CHARACTERISTICS ACTION PRIORITY

MULTIPLE CALLS [>= 5) H L1310
BILLED TO SAME NUMBER .
INTERNATIONAL CALLS

HIGH OR MEDIUM FRAUD COUNTRY

MULTIPLE COLLECT CALLS D= 5) M 1314
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17 VWhat is clainmed is:
t'o a tel ephone network,

dat a base,
from an access denand

a set of attrlbutes concer n-
source by a user

base of a plurality of rules

conprising the steps of.
ing an ongoin

i1
FIG. 14

ACCESS NEW
RECOADS

l

]

1. A nethod of controlling access of a user

stonn

mai ntai nin

vectonrze Y

NO

1420
scan a0 waTeH P f
1424
YES
SET ACTION
PRIORITY 1427
UPDATE. FIU
WD Com 0

IS
ACTION PRIORITY
HHa?

DISCONNECT

1437

15
ACTION PRIORITY

| BLOCK NEXT CALL

LACEMENT SHFET
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desi gnati ng onmm_ degrees of I|ikelihood -
having a parti c uTiey Shedt Has Hewid Beplaged§ M audul ent, sone of s

bei ng high and so
data of the contr

plurality of _
action in response to a match between -2fata in the contrpl

predetermned rules in the rul es data base on the basis| of the degree

l'i kel'i hood i ndicated by the matching in the rules da
that the call

il

_ AENT SHEET
mmmi !';Wm det er mi ni ng vvhe'ltjher an aft t
se matches an attribute in o
e #‘t‘ Eul es data base; and effec in86906€801?|9z/e

hat isnelaimed is:

1. A method of controlling access of a user to a telephone

network, comprising the steps of:

storing, in a control data base, a set of attributes concemn-
ing an ongoing incoming call from an access demand
source by a user;

maintaining a rules data base of a plurality of rules
designating one of a plurality of degrees of likelihood
that any call having a particular attribute is fraudulent,
some of said degrees being high and some being lower;

determining whether an attribute in the data of the control
data base matches an attribute in one of the plurality of
rules in the rules data base; and

effecting corrective action in response to a match between
data in the control data base and predetermined rules in
the rules data base on the basis of the degree of
likelihood indicated by the matching in the rules data
base that the call is frandulent;

the step of storing in the control data base including
storing in a first access data base a first set of attributes
concerning the ongoing incoming call;

the step of storing in the control data base including
storing in a second access data base a second set of
attributes concerning the history of prior accesses made
by the access demand source;

the step of determining whether data in the one of the
access data bases matches the rules in the rules data
base including determining whether to disconnect the
incoming call, block future incoming calls, or take
other action; and :

the step of effecting corrective action including discon-
necting the incoming call, blocking future incoming
calls, or taking other action;

the step of storing in the second access data base including
updating the second access data base with data from
incoming calls having matches in the determining step,

2. A method as in claim 1, wherein the step of effecting

corrective action includes ignoring matches of attributes in

the control data base and the rules data base when the

attribute in the rules data base indicates a lower degree of

likelihood that the call may be fraudulent.

base
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the step of ster+ng—+n-the control data base including

first access dajla base a first set of attributes concern

ongoi ng i ncom ng}y IaSBeeitR@as:ﬂep of storing in the control
i ncl udi ng ’ ﬂl cond access data base a second

attri butes conce ory of - prior accesses nade

MPLVX@MIW SHEET

t T1C

19! 2 BASEC 1997

Vi 1 he _access

demand sour ce; the step o eterm ni ng whether data in the one of the
access data bases matches the rules in the rul es data - base~trect-teirg
determ ni ng whether to disconnect, the ~i %R oni .ng call, block future

incoming calls, or take 3-A method asinclaim 2 wherein said step of storing in
said first access data base includes storing one or more of the

following attributes:
requesting user;
request time,
length of use;
destination requested;
user authorization code;

whether use request is cellular.
4. A method as in claim 1, wherein said step of

storing

data in said second access data base includes storing one of

the following:

PBX ANIs (Private Branch Exchange Automatic Number

Identifications);
University PBX’s and Centrex’s;

Suspicious NPAs-NXX (pay phones indicated by ii digits)

for originating numbers;
Suspicious Terminating Numbets
Known bad ANIs;
Suspicious Country codes;
. Forbidden country codes;
‘Compromised Authorization Codes;
ANTI’s from detected fraud events;
Originating numbers from detected fraud events;

Terminating numbers from detected fraud events;

Authorization codes from detected frand events;

Other files as required by CSAM (Telephone Corporation

Security Administration Monitor).

5. A method as in claim 4, whetemsaldstepofstonngm
said first access data base includes storing one or more of the

following attributes:
requesting user;
request time;
length of use;
destination requested;
user authorization code;
whether use request is cellular.

6. A method as in claim 1, wherein the data in said rules

data base includes incoming calls made:

% [ L ] s *

THIS SHEET HAS BEEN \
REPLACED 1




other action; and.
necting the incomng call, blocking future inco

di scon-

calls, or taking ohi$SHeetdtas B@nReplacehe step of storing in the
data base includin
I ncom ng
m

from

nmet hod as in clai

. _ _ e e i U
the step of effecting corrective action %{E’L‘Mﬁﬁi’ﬁ?@ S P

se¢o $S1
" the second access data basg ?ﬁb@ﬁ% \
tches in the determ ning sief 2wt
n e step-opgeffecting correcti e action

L

i ncludes ignoring matches of attributes in the control data Base~std~tT
rul es data base when the attribute in the rules data base indicates a |ower

degree of

During business hours;

During non-business hours;

Excessively long;

Domestic accesses; -

To a limited dialed NPA=800;

To a termination mumber=CPE;

To a country code;

ANI=CPE (Automatic Number Identification with Cus-
tomer Premises Equipment);

Accesses using SDN-NRA (Software Defined Network—
Network Remote Access);

To a suspected country code;

Using a bad ANI;

Of short duration;

Using repeated ANI;

From non-frequent caller;

To successive different dialed numbers;
Using suspected patterned dialing;

With a connect time difference using a less than PDD

(Post Dialing Delay)+e, i.e. going from one to another
number quickly;

Using an invalid authorization code;

With a number of accesses in repeat set eater than
threshold; b &

Using a SDN Software defined network (virtual private
network);

Using different ANI to same termination No.;

Using the same authorization code from another location
greater than at least one incoming call continuing;

Having greater than access duration overlap;

With simultaneous use of mobile number;

Cellular;

Of the same MIN;

Using distance between access locatimsleiapsed time
greater than a given value 1;

Multiple from same ANI (Automatic Number Identifica-
tion) greater than x;

Repeated dialed numbers;

* [4 L M s *
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I i__kei i hood that the call may be 'fraudul ent. REPLACEMENTL%IEET
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A

Terminating at a number which is a known DISA/RMATS
(Direct Inward Switched Access/Remote Maintained
Access Test System Maintained Port);

Originating in suspect MPA-NXX or pay phone;
Multiple incoming calls from same ANI;
CPE (Customer Premise Equipment) to a Known high

fraud country;

CPE (Customer Premise Equipment) to known medivm
fraud country;

Non CPE type of service;

Suspicious terminating number;

Multiple incoming calls billed to same number;

Multiple 800 incoming calls exceeding preset number.
7. A method as in claim 1, wherein the data in said rules
data base includes access demands made: -

During business hours;

During non-business hours;
Excessively long;

Domestic incoming calls;

To a limited dialed MPA=800;
To a termination number=CPE;
To a couniry code;

ANI=CPE (Automatic Number Identification with Cus-
tomer Premises Equipment);

- Accesses using SDN-NRA (Software Defined Network—
Network Remote Access);

To a suspected country code;
Using a bad ANI;
Of short duration;
Using repeated ANI;
From non-frequent accesser;
To successive different dialed numbers;
Using suspected patterned dialing;
With a connect time difference using a less than PDD

(Post Dialing Delay)+e, i.c. going from one to another
number quickly;

Using an invelid authorization code;
With a number of accesses in repeat set greater than

threshold;
LG '!".

THIS SHEET HAS BEEN
REPLACED




3. A nmethod as—in—etai-m-2—wherein said step of storing in sai tREPLAgCE‘v{ENT SHEE]
.-_...rln&] one or nore of the foll ow ng|aftrrbutes:

access data basel.hl
requesting user, ¢ | engt h of use; destinatio e

user authorizatio ﬁ E W Aatheﬁkgdww
as in claimi1i, V\:h

IS

her .use request is cellular.
p of storing
. - 28 -

Using a SDN Software defined network
(virtual private network);

Using different ANI to same termination No.;

Using the same authorization code from another location
greater than at least one access continuing;

Having greater than access duration overlap;

With simultaneous use of mobile number;

Cellular;

Of the same MIN; :

Using distance between access locations/clapsed time
greater than a given value T;

Multiple accesses from same ANI (Auntomatic Number
Identification) greater than x;

Repeated dialed numbers;

Terminating at a number which is a known DISA/RMATS -
(Direct Inward Switched Access/Remote Maintained
Access Test System Maintained Port); .

Originating in suspect MPA-NXX or pay phone;

Multiple accesses from same ANI;

CPE (Customer Premise Equipment) to 2 Known high
fraud country;

CPE (Customer Premise Eqmpment) to known medium
fraud country;

Non CPE type of service;

Suspicious terminating number;

Multiple accesses billed to same number;

Mutltiple 800 accesses exceeding preset number.

8. A system controlling access of a user to a telephone
network, comprising: _
a contro] data base with a set of attributes concerning an

ongoing incoming call from an access demand source;

a rules data base with a plurality of rules designating one
of a plurality of degrees of likelihood that any call
having a particular attribute is frandulent, some of said
degrees being high and some being lower;

means for determining whether an attribute in the data in
the control data base matches an attribute in the plu-
rality of rules in the rules data base; and

means for effecting corrective action in response to a
match between data in the control data base and pre-
determined rules in the rules data base on the basis of

A e
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data in said second-aceessdara base includes storing one off ? Al -
PBX ANI's (Private Branch Igégllgg&ggkém&gnnt i ¢ Nunber | den ﬁmvmrﬁmm‘

Uni versity PBXs and i ci:ous NPAs-NXX (pay phones indicated
by ii digits) for m“ﬁmﬁ\mm mber s; Suspi ci ous Ter|mi jna@ BrPEC 1997
AN

Nunber s;
codes;

us Country codes; Forjbijdden country
- 29 -

Known bad

the degree of likelihood indicated in the rules database
that the call is fraudulent;

the control data base including a first access data base

- with a first set of attributes concerning the ongoing

incoming call;

- the control data base including a second access data base
with a second set of attributes concerning the history of
prior accesses made by the access demand source;

the means for determining whether data in the one of the

access data bases matches the rules in the niles data
base including means for determining whether to dis-
connect the incoming call, block future incoming calls,
or take other action; and

the means for effecting corrective action including means

for discomnecting the incoming call, blocking future .
incoming calls, or taking other action;

the control data base including means for updating the

second access data base with data from accesses having
matches in the means for determining.

9. A system as in claim 8, wherein the means for effecting
corrective action includes ignoring matches of attributes in
the control data base and the rules data base when the
attribute in the rules data base indicates a lower degree of
likelihood that the call may be fraudulent.

10. A system as in claim 9, wherein said first access data
base includes data on one or more of the ‘following
attributes:

requesting user;
request time;

Iength of use;
destination requested;
user authorization code;

whether use request is cellular.
11. A system as in claim 8, wherein said second access
data base includes data on one of the following:

PBX ANIs (Private Branch Exchange Automatic Number
Identifications);

University PBX's and Centrex’s;

Suspicious NPAs-NXX (pay phones indicated by ii digits)
for originating numbers; :

Suspicious Terminating Numbers;

| THIS SHEET HAS BEEN
REPLACED

* [ L L] S *




Corrprom sed Aut hori zalthl Codes - ANI''s from detected fraud GMLACLME HEET
Or'i gi nati ng nunbers fr @tReblaadd events; Term nati ng ers T‘Um“'""-
detected fraud events; n codes from det ect ed frc rﬁE% 1997
QO her files as requi re ephone Cor por ati on Sgcyrity |
Adm ni stration Mnitor). 5 Arre od as in claim4, wherein|sar-t—step—of |
storing in said first access data base incligges storing one of nore of the ]
followi ng attributes: requesting user;

Known bad ANIs;

Suspicious Country codes;

Forbidden country codes;

Compromised Authorization Codes;

ANTI’s from detected fraud events;

Originating numbers from detected fraud events;
Terminating numbers from detected fraud events;
Authorization codes from detected fraud events;

Other files as required by CSAM (Telephone Corporation
Security Administration Monitor).
12. A system as in claim 11, wherein said storage in said
first access data base includes storage for one or more of the
following attributes:

requesting user;

request time;

length of use;
destination requested;
user authorization code;

whether use request is cellular.

13. A system as in claim 12, wherein the data in said rules
data base includes data concerning one of the following
types of accesses:

During business hours;

During non-business hours;
Excessively long;

Domestic accesses;

To a limited dialed MPA=800;
To a termination number=CPE;
To a country code;

ANI=CPE (Automatic Number Identification with Cus-
tomer Premises Equipment);

Accesses using SDN-NRA (Software Defined Network—-—
Network Remote Access);

To a suspected country code;

Using a bad ANI;

Of short duration;

Using repeated ANT;

From non-frequent accesser;

To successive different dialed numbers;

M
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r_eq_tjest t+re—tength—ef—use; destination requested; 6us‘ E&AQ@MENR &HEET

aut hori zati.Qn oq ; et her use request is cellular. :
claimi1, whebRLEs ‘ % said rules data base includes i fhchni ng calls
made: _ I l I ' I 06 DEC 1997

- 31 -

Using suspected patterned dialing;

With a connect time difference using a less than PDD
(Post Dialing Delay)+e, i.e. going from one to another
number quickly;

Using an invalid authorization code;

With a number of accesses in repeat set greater than

_ threshold;

Using a SDN Software defined network
(virtual private network);

Using different ANI to same termination No.;
Using the same authorization code from another
location greater than at
least one access continuing;

Having greater than access duration ovedap;

With simultaneous use of mobile number;

Cellular;

Of the same MIN;

Using distance between access locations/elapsed time
greater than a given value T,

Multiple accesses from same ANI (Automatic Number
Identification) greater than x;

Repeated dialed numbers;

Terminating at a number which is a known DISA/RMATS
(Direct Inward Switched Access/Remote Maintained
Access Test System Maintained Port);

Originating in suspect MPA-NXX or pay phone;

Multiple accesses from same ANI;

CPE (Customer Premise Equipment) to a2 known high
fraud country;

CPE (Customer Premise Equipment) to known medium
fraud country;

Non CPE type of service;

Suspicious terminating number;

Multiple accesses billed to same number;

Multiple 800 accesses exceeding preset number. :
14. A system as in claim 8, wherein rules data base
includes storage of access demands made:

During business hours;
During non-business hours;

T
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Excessively long;

Domestic accesses;

To a limited dialed MPA=800;

To a termination number=CPE;

To a country code; -

ANI=CPE (Automatic Number Identification with Cus-:
tomer Premises Equipment); :

Accesses using SDN-NRA (Software Defined Netwotk~—
Network Remote Access);

To a suspected country code; -

Using a bad ANI;

Of short duration;

Using repeated ANI; _ -

From non-frequent accesser;

To successive different dialed numbers;

Using suspected patterned dialing;

With a connect time difference using a less than PDD
(Post Dialing Delay)+e, i.e. going from one to another
number quickly;

Using an invalid authorization code;

With a number of accesses in repeat set greater than
threshold; '

Using a SDN Software defined network (vu'tual private
network);

Using different ANI to same termination No;

. Using the same authorization code from another location
greater than at least one access continuing;

Having greater than access duration overlap;
With simultaneous use of mobile number;
Cellular; '

Of the same MIN;

Using distance between access locations/clapsed time
greater than a given value T,

Multiple accesses from same ANI (Automatic Number
Identification) greater than x;

Repeated dialed numbers;

* 4 L L} s *
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Terminating at a number which is a known DISA/RMATS
(Direct Inward Switched Access/Remote Maintained
Access Test System Maintained Port);

Originating in suspect MPA-NXX or pay phone;

Multiple accesses from same ANI;

CPE (Customer Premise Equipment) to 2 Known high
fraud country;

CPE (Customer Premise Equipment) to known medium
fraud country;

Non CPE type of service;

Suspicious terminating number;
Multiple accesses billed to same number;
Multiple 800 accesses exceeding preset number.
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METHOD AND MEANS FOR PREVENTING
" FRAUDULENT USE OF TELEPHONE
NETWORK

FIELD OF THE INVENTION

This invention relates to preventing fraudulent access to a
resource, and particularly to methods and means for block-
ing or disconnecting telephoce calls, in real time, from
callers that are attempting to gain fraudulent access to
telephone nerworks.

BACKGROUND OF THE INVENTION

Fraudulent telephone calls are a major source of revenue
loss to telephone service providers. They also result in
customer dissatisfaction when tolls are inadvertently
charged to the subscriber as a result of fraudulently placed
calls. Present systems use batch mode analysis of call details
and sometimes manage to detect some types of frand. This
arrangement requires the telephone company to communi-
cate with the culprit to end the abuse. It entails a delay in the
prevention of frand.

The -aferemesntioned U.S. Apphcanon, Ser. No. 07/891,
347 filed May 29, 1992, now U.S. Pat No. 537524
discloses an access control system which uses “soft” deci-
sions to determine if a user’s profile are most like a valid
user or a hacker. It clusters data for both and compares the
user with both to obtain statistical probabilities of fraudulent
access. _

An object of the invention is to overcome the disadvan-
tages of prior systems.

Another object of the invention is to detect and block or
disconnect fraudulent access demands in real time.

SUMMARY OF THE INVENTION

According to a feature of the invention, these objects are
attained by storing, in a control data base, a set of attributes
concerning an access from an access demand source; main-
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taining a rules data base of rules conceming atuibutes fo
determining corrective action; determining whether data in
the control data base matches the rules iz the rules data base;
and effecting corrective action by disconnecting the access
during access time in response to 2 match between data in
the control datz base and data in the rules data base.
According 1o anether feature of the invention, storing in
the control data base includes storing in a first access data
base a first set of atibutes concerning the ongoing access.
According 10 another feature of the inventiorn, storing in
the control data base includes storing in 2 second access data
base a second set of attributes concerning the history of prior
accesses made by the access demand source; the step of
determining whether data in the access data base matches
the rules in the rules data base includes d=termining whether
to disconnect the access, block future accesses, or take other
actior; and the step of effecting correctve action includes
disconnecting the access, blocking future accesses, or taking
other action. '
According to anolaer feature of the invention. the second
access data base is updated on the basis of the matches.
These and other features of the invention are pointed out
in the claims. Other objects and acvantages of the invention
will be evident from the following detailed description when
read in light of the accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1illustrates a telephone network embodying features
of the invention.

FIG. 2 block diagram of a control system in the network
of FIG. 1 according to an aspect of the invention.

FIGS. 3 and 4 show the rules for operation of the network
and system in FIGS. 1 and 2 for CPE fraud according to an
aspect of the invention.

FIGS. 5 and 6 show the rules for operation of the network
and control system in FIGS, 1 and 2 for CPE fraud according
to an aspect of the invention.

FIGS. 7 and 8 show the rules for fraud involving hacking
to remote access ports of CPE (Customer Premises Equip-
ment) and SDN-NRA (Software Defined Network-—Net-
work Remote Access) according to an aspect of the inven-
tion, c -

FIG. 9 shows the rules to detect fraud involving multiple
calls with the same SDN code or cellular MIN, and succes-
sive cellular calls with far apart originating locations from
the same caller according to an aspect of the invention.
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FIGS. 10 w0 12 shows the rules for multple calls likely te

be actual fraud calls through the CPE according to an aspect
- of the invention. _

FIG. 13 stows tules for detecting various kinds of mis-
cellanecus fraud according to an aspect of the inveaton.

FI1G. 14 is a fow char: {ilustrating oreration of the system
in FIGS. 1 and 2. '

DETAILED DESCRIPTION OF PREFERRED
EMBODIMENTS

FIG. 1 illustrates an arrangement embodying feamres of
the invention. Here, a telephone switch network TSN con-
nects a caller, or access demand source, ADS to a called
party or egress EGR ihrough two switches or central offices,
namely, an originating action control point ACPO and a
terminating action 'control peint ACPT. The originating
action control point ACPO and the termination action con-
trol point ACPT communicats with call derail recording
platforms (CDRPs) RP1 and RP2 to supply the latter con-
tinucusly with call detail records on a real-time basis. Tae
acticn control points ACPO and ACPT gezerate these
records for billing and record kesping by the CDRPs.

Teoe CDRPs RP1 and RP2 alsc commupicates with a
control system CS1 which taps into the event message

- stream in the CDRPs RP1 and RP2 on a real-time on-
demangd basis. This means that the data is available to the
control system CS1 while the call is going on. The control
system CS1 analyzes the. information elements which are
contained in the CDRPs RP1 and RP2, as part of the
detection of fraud events. In one embodiment of the inven-
tion, the control system CS1 accesses the data on all calls in
tbe CDRPs RP1 and RP2. According to a preferred embodi-
ment the control system CS1 accesses, from the CDRPs RP1
and RP2 only data for particular types of calls likely to
produce significant fraud costs, namely:

Calls which are very short duration (<10 sec) These arc
interesting because these may be generated by auto-
matic hackiag devices.

Calls which arc very long duration (>20 min).

International calls.

Calls placed on business customer’s equipments and on
business communication services. (Fraud call charges
are billed mostly to business customers.)

Limiting the access (o calls of this sort, eliminates the
bulk of telephone calls from scrutiny by the control system
CS1. These eliminated calls are normal calls which have a
very low probability of incidence of fraud. When such
incidences do occur, the loss to the network is small because
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they tend to be short distance domestic calls of short
duration. This prefiltering, selects only calls which have an
economically significant fraud cost to the network for trans-

~ mission from the CDRPs RP1 and RP2 to the control system

Cs1.

According to one embodiment of the invention, the
CDRPs RP1 and RP2 perform the selection, i.e. prefiltering,
and according to another embodiment, the control system
CS1 performs the prefiltering. In the latter embodiment, the
CDRPs RP1 and RP2 accumnulate the prefiltered records of
all the calls wkich are being originating and progressing
through all the toil switches of the area served by it for a
small and convenient interval, say 15 seconds and sends the
set to the control system CS1. The data on the prefiltered

calls seat to the control system CS1 are herein called

X-records.

The control sysiem CS1 also exchanges data with a fraud

intelligence unit (FIU) FI1, a telephone company corporate
security administration monitor (CSAM) CSA1, and other

. control systems. The fraud intelligence unit FI1 has a

database which stores “historic” information which is used
for reference, to decide whether an information element on
a record is significant for fraud detection or not.

According to an embodiment of the invention, the data-
base of the fraud intelligence unit FI1 stores the following
information:

PBX ANIs (Private Branch Exchange Automatic Number

Identifications).

University PBX’s and Centrex’s.

Suspicious NPAs-NXX for originating numbers.

Suspicious Terminating Numbers.

Suspicious Country codes.

Forbidden country codes.

Compromised Authorization Codes.

ANT’s from detected fraud events.

Originating numbers from detected fraud events.

Terminating numbers from detected fraud events.

Authorization codes from detected fraud events.

er optiona! files entered manually by CSAM CSA1l

In other embodiments, the FIU FI1 contains other infor-
‘mation. '

FIG. 2 is a biock diagram of the control system CS1 in
FIG. 1. The control system CS1 is preferably in the form of
a single processar which performs its various functions.
FIG. 2 shows the control system as composed of individual
scctions, namely a received record buffer section RBS1, an
analysis section AS1, a rules section RS1, and a fraud
containment section FCl. However, each of the blocks

- preferably represents a function of the processor, rathers than
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an individuai unit, and e processor may perform all the
functions with the same hardware. Nevertheless, according
to an embodiment of the invention. any or alf the biocks may
be a separate section or unit. The blocks in the control
system CS1 are referred to as sections for convenience.

The control system CS1 accesses the data from the
CDRPs RP1 and RP2 ard the fraud intelligence unit FI1 and
matches the accessed data with a set of rules which the
control system stores. The rules appear in FIGS. 30 13 and
define the existence of varicus levels of fraud events such as
HHa, HHb, H, M. and L. If the data matches a high level
HHa, the control system CS1 signals the signal transfer point
STP1 to disconnect the ongoing call. If the level is HHb, it
signals the signal transfer point STP1 to block the next call
from the access source ADS.

The control system CS1 also transfers information about
detected fraud events to the CSAM CSA1 to raise alarm
signals so that the network personnel can take appropriate
manual control. Such manual operation may override the
control system CS1 and disconnect selected calls or block
selected calls, or to inhibit the disconnect of blocking action
of the control systam CS1. The CSAM CSA1 can also enter
new information into the fraud inteiligesce unit FI1 data-
base.

In FIG. 2, the control system CS1 receives the set of
records from the CDRPs RP1 and RP2 and enters it 10 L2
received records tuffer section RBS1. Tre analysis section
AS1 receives the data from the buffer section RBS1 anc uses
the data from the fraud intelligence unit FI1 to derive vectors
each of which conforms 1o a data element or characteristic

- in the rules in FIGS. 3 to 13. In other words, in order to
match the data to the rules, the data must be in the format of
each of the elements or characteristics of the rules. Accord-
ingly, the analysis section AS1 vectors which specify
whether a call is: :

During business hours.

During non-business hours.

Excessively long.

Domestic calls.

To a limited dialed NPA=800.

To a termination number=CPE.

To a country code.

ANI=CPE (Automatic Number Identification with Cus-
tomer Premises Equipment).

Using SDN-NRA (Software Defined Network
Network Remote Access).

To a suspected country code.

Using a bad ANL
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Usi ng a bad AN ; O short duration;

Of short duration. ' T
Using repeated ANT.

From non-frequent caller,

To successive differsnt dialed numbers.

Using suspected patterned dialing.

With a connect time differencs usmg a less than PDD.

(Post Dialing Delay) +e, i.e. going from one to another
number quickly.

Using an invalid authorization code. '
With a number of calls in repeat set greater than threshold.
Using a SDN Software defined network (virtual private
network).

Using different ANI to same termination No.

Using the same authorization code from another location
greater than at least one call continuing.

Having greater than call duration overlap.

With simultaneous use of mobile number.

Cellular.

Of the same MIN (\Iomle Identfication Unit).

~ Using distance between call locations/elapsed time
greater than a given value T.

Multipie cails from same ANI (Automatic Number Iden-
tificaticn) greater than x.

Repeated dialed numbers.

Terminating at a aumber which is a known DISA/RMATS
(Direct Inward Switched Access/Remote Maintained
Access Test System Maintained Port).

Originating in suspect NPA-NXX or pay phonc.

Multiple calls from same ANI

CPE (Customer Premise Eqmpment) to a Known high
frand country.

CPE (Customer Premise Equipment) to known medium
frand country.

Non CPE type of service.

Suspicious terminating number.

Multiple calls billed to same number.

Multiple 800 calls exceeding preset number.

It will be understood that other vectors may be derived,
and that the above list is by no means inclusive of all vectors
possible. Other embodiments do not use all the aforemen-
tioned vectors.

Some of these vectors deal with quantitative values such
as whether a call is short or long. The analysis section AS1,
in deriving the vectors, compares each quantitative value
with a threshold to producs a vector that indicates a high or
low quantity such as a long call or short call. The thresholds
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may be varied manually or automatically with the time of
day, time of the month, or other circumstances, to change the
criticality of the data,

The rules section RS1 stores the rules in FIG. 3 t0 13 in
the form of a look-up table. Each horizontal box in FIGS. 3
to 13 is a rule. In each box, the left side lists elements
corresponding to vectors and the right side of each bex
indicates the acton priority associated with the elements in
the left side. The section RS1 of the processor scans the set
of charactezistics or vectors of a particular call ané compares
all the vectors with each of the rules in the boxes in FIGS.:
3 to 13. It determines if the vectors of a call matches a rule.

In FIGS. 3 to 13, each rule is associated with a letter
desigration representing an action pziority, such as Hia,

-HHb, H, M, and L. Action priorites are L for low, M for

medium, H for high, HHa and HHb for very high. These
designations represent the action catsgories which the con-
trol system CS1 would execute, if the rule became “true”.
They depend upon the seriousness and the certainty of
detecdon. _

If any set of the vectors matches all the elements in a rule,
the rules sectior RS1 designates the particular actior priority
indicated in the rule. Varipus different calls may have
vectors which sa.ls"v several rules.

HHa and Hib are the categories tha! reprssenls the
highast priority of the actcn ~.zv.:gmic:s. In this case, it is
considered that the detacied eveat is centain to be frzudulent
and automatic action to preven: the incident is taken by the
conro! system. If the fraud event is that of a hacker's
atternpt to break into the toll network, then the preventive
action is to block his next atternpt by diverting it to a ring
busy terminal. This action is signiﬁcd by the action priority
bcmg HHD. If the action pnomy is HHa, then the soluuon
is 10 disconnect the call which is in progress.

The fraud containment section FC1 responds to the rules
section RSI and sends out an alert report to the CSAM CSA1
and the FTU F11 with respect to all the action. priorities. If the
action priority is HHD, it instructs.the signal transfer points
STP1 and STP2 to hold that information iz a network control
point NCP which handles the call processing of service calls.
The latter then blocks succeeding calls from the same caller
for a specific time. It does this by diverting the call to a ring
busy terminal.

If the action priority is HHa the fraud containment section

-FC1 instructs the signal transfer point STP1 and STP2 to

make the originating action control point ACPO or the
terminaring action control point ACPT disconnect or other-
wise chsab_le the call. This causes the switch to disconnect
the call. Thus the fraud caller will experience a hang-up in
the middle of a call. If succsssive calls within a predeter-

reater t al
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mined time pericd arrive from that telepbone, that call will —
be treated by biccking as for action priority HHb.

An acton priority H carries the deteczion of a fraud event
which is of slightly lower cerainty but devertheless, needs
immediate atenticn. Tae fraud control section FC1, in this
case, calls for a human decision to exacute preveation
action. Such action is initiatad from the corporate security
administration monitor CSAM by sending scecial command
which may result in the same acdons as described above.

An action pricrity M indicates a further grade of less
certainty of detection and the acton treatments similar to
that of H except that the kuman decision to take preventive
action can be mors deliterate and calculated to take many
other aspects of the case, deriving from intelligence which
are not available to the machine.

Actdon priority L is the lowest category. Preveative action
is again human inidated, but is expected to be very infre-
queant for this category.

For all these categories, the fraud control section FC1
enters the following information from the call record to the
fraud intelligence database. :

Criginating number .

Dialed number

Terminating number

Authorization Code used

Action priority

The fraud intelligence database FI1 stores this informa-
tion for future calls. It bestows a capability of learning from
experience to an otherwise mechanical rule-based system.
The CSAM CS1 can constantly edit and monitor the intel-
ligence thus collected via human supervision to preveat the
detection process being corrupted by the uncontrolled
growth of obsolete information.

The rules in FIGS. 3 and 4, boxes 310 to 414 deal with
CPE fraud. Here, boxes 334 and 410 result in HHa action
priorities. : - _

The rules in FIGS. § and 6, boxes 510 to 524 and 610 to
617 deal with the possibility of cellular fraud or SDN-NRA
(Software Defined Network—Network Remote Access)
frand. Here, for example, in the matches of 520, a long
SDN-NRA international call during regular business hours
using a bad ANI and suspected country code results in an
HH Chigher H) action priority. Matches at boxes 510 and 514
result in high action priorities whereas matches at boxes 5§17,
524, 610, 614, and 617 produce low or medium action
priorities. '

FIGS. 7 to 13 deal mainly with multiple call events. These
fraud scenarios require the characteristics contained in a
number of records of the recent past. In one embodiment of
the invention, the rules in these figures are implemented with
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specifically with fraud involving hacking to remote access
ports of CPE (Customer Premises Equipment) and SDN-
NRA (Software Defined Network—Network . Remate
Access). The rules in FIG. 9 detect fraud situations involving
multiple calls where the same SDN authorization ccde or

_ cellular MIN may be used, as well as successive ccllular
calls where the originating lccations are too far apart to be
originatzd by the same caller.

FIGS. 10 to 12 shows the rules that apply to multiple calls
when the calls are likely to be actual fraud calls through the
CPE (Customer Premises Equipment). FIGS. 11 and 12
show the rules for detecting the outgoing leg of actual fraud
calls being perpetrated, possibly by cail sellers.

FIG. 13 sbows rules for detecting various kinds of mis-
cellaneous fraud, e.g. third party fraud, collect call fraud,
and card fraud to bypass 8CO numbers blocks from pay
phones.

As is evident, boxes 334, 410, and 510 ordain action
priority HHa which result, according to an embodiment of
the invention, in frand containmeat section FC1 signalling to
disconnect the ongoing call and, according to an embodi-
meat, to block the next immediate call if it comes from the
same caller. Boxes 810, 824, 830, 914, 917, and 924 cause
the rules secdon RS1 via fraud containment section FC1 to
signal blocking of succeeding calls which come from the
same caller and have characteristics having action priority
HHb.

FIG. 14 is a flow chart showing operation of the control
system CS1 in FIGS. 1 and 2. In FIG. 14, step 1404, the
control circuit CS1 accesses new records from the CDRPs
RP1 and RP2 and from the fraud intelligence unit FI1. The
received-record buffer section RBS1 in the control system
CS1 accesses and stores prefiltered records from the CDRPs
RP1 and RP2 and other control systems CS1 at other
locations and removes the oldest data if the buffer is full. The
analysis section stores the data from the fraud intelligence

"unit FI1, |

In step 1407, the analysxs section AS1 in the control -
system CS1 accesses the next sequential record from the
buffer section RBS1 and vectorizes the data in the record by
using the data from the fraud intelligence unit FI1. For
example, vectorizing involves taking an ANI and querying
the FIU F11 if it is 2 bad ANI. If so, the analysis section AS1
defines it as “Using a bad ANI” and thereby places it in a
format that conforms to the format of a data element or
characteristic in the rules section RS1 so that the record can
be matched with the record in the rules of FIGS. 3to 13. It
includes applying appropriate thresholds, and referring to
the records to the FIU database when needed.
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step 1420, the rules section RS1 receives the data from
the analysis sec.io_n AS1 and scans the vectors and compares
them with the next (or the fisst, if this is the first) rules to see
if they match the rules.

In step 1424, the rules section RS1 asks and acts if any of
the combinations of vectors in this call maich a rule, ie.
match all the data elements or characteristics of a rule. If yes,
the rules section RS1 goes to step 1427 and directs an action
priority dictaied by the rule to the fraud containment section
FC1. If not, it returns to step 1407 and accesses the next
record.

Upon receiving the action priority, the fraud containment
FC1 issues an alert repor: to the CSAM CS1. In step 1430,
it adds the'action priority and call data to the database of the
fraud intelligence unit Fl11 and the CSAM.

In step 1434, the fraud containment scction FC1 deter-
mines if the action priority is HHa. If yes, the fraud

containment section FC1 proceeds to step 1437 and sends a2

signal to disconnect the caller and. in an embodiment, to
blocks the next immediate call from that caller. It also
returns the process to step 1404, If the answer in step 1434
is no, in step 1440, the fraud containment section FC1 asks
if this is of action priority HHb. If ves, in step 1444, fraud

. containment section FC1 sends a signal to bleck the next call
.and return the operation to step 1404, If no, it rzturns the
operaticn o step 1407. :

While the various steps in FIG. 14 were ascribed to
various secions RBS1, AS1, RS1, and FC1 of the coantrol
system CS1, these can be performed by any form of pro-
cessor arrangement in the system SC1. The invention is not
limited to this section arrangement nor this series of steps.
The system CS1 may perform its function of combining the
data and comparing it to the rules stored therein to obtain an
action priority in any number of other ways.

While only two action control points and CDRPs appear
in the drawings, it will be evident that other action control
points may be part of the network, and each has a CDRP
which communicates with the control system CS1.

According to an embodiment of the invention, the rules
section RS1 of the control system CS1 distinguishes
between calls that it can identify as possibly fraudulent from
a single call, such as shown in boxes 334 and 410, and
identifications that require a number of calls, such as hack-
ing. The former are called single call events and the latter
multiple calls events. The rules section RS1 then first
attempts to match only vectors using data from the CDRPs
with boxes having single call events. Thereafter, it scans and
matches vectors with the data from both the CDRPs and the
fraud intelligence unit FI1 with the remaining boxes.
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10 is obuained by considering out of business hour calls. In
those tules, if the calls come in from suspicious NPA-NXX,
or pay phores (indicated by ii digits), the threshold will be

lower (single call) for action priority H. Otherwise the acdon

priority is at least as high as that for rules applying to
business hour calls.

It will be noted that the control system CS1 is concected
to the fraud intelligence umit Fil1 for querying the unit’s
database for information which is required during the fraud
detection process. This connection is aiso used by the
control system CS1 to enter and delete information in the
database of the fraud intelligeacs unit FI1, when fraud
information which is obtained from detected events is saved
for future use.

According to an embcdiment the fmud events which are
to be detected arz expressed in the form of Boolean rules.
These rules are logical expressions each of which describes
a particular fraud scenario. These rules describe certain basic
characteistics of a fraud event or fraud vectors. The rules
are executed legically in the control system processor, and
if the outcome of a rule is “true”, then a corresponding fraud
event has been detected. If false, there is no fraud event
detected by that rule and the processor moves on to apply the
next rule. This process runs continuously, to apply all the
rules in the repertoire of the controi system, for every new
X-record which is pumped into the RBS1 from the CDRPs
RP1 and RP2.

According to an embcdiment, in the received record
buffer section RBS1, the records are arranged in a chrono-
logical scheme, the latest set being on the top and the oldest
set being dropped from the buffer at the bottom. The
received record buffer section RBS1 holds about 4 hours
worth of prefiltered records (X-records) and this serves as-a
form of short term historical data store.

In an embodiment of FIG. 2. the analysis section AS1 uscs
the database of the fraud intelligence unit FI1 in the analysis
process. It first examines an X-record from the received
record buffer section RBS1 information element by infor-
mation element, and determines its characteristics of frand.

The X-records contain in general, 2 mix of quantitative
and qualitative information. [n an embodiment, the latter are
also expressed in the form of binary coded decimal digits,
which encode the qualities. But, the fraud scenario rules are
in terms of vectors. Thus, the analysis section AS1 converts
the quantitative and encoded qualitative information of the
X-record into corresponding vectors.

In this embediment, the method is based on two separate
procedures. In the simplest of cases, a quantitative value is
compared against some thrashold values (which are conve-
niently arranged to be adjustable), in a simple equation or




HEE]

degrees being high and sone being | ower, means for det er miRE
attribute in the data in the control data base matches an
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control data base and pre- de_terlréi ned rules in the rules ddqta base on

the basis of . . ) _ .
inequality expression. For example, consider the informa-

tion element called “call duration”™ which is expressed in the
record in terms of seconds. This needs to be vectorized to
just two vectors, short and long. It is done in the following
expression, which is executed during the analysis procedure.

If call duration <=t] then short

If call duration >=t2 then long.

The thresholds t1 and (2 are adjustable, which makes the
definition of short and long relative.

In an embodiment, the analysis section AS1 reduces the
information elements of an X-record to vectors in this rule
based manner. For some others, especially the telephone
numbers, the analysis section AS1 refers to the fraud intel-
ligeace unit FI1 database in order to derive its vectors. For
example, the analysis section may consider a typical origi-
nating number on an X-record. To determine if this is a PBX
number, it queries the FIU if this is on the list of suspected
ANT’s. It also determines if the originating number on the
X-record is from a suspicious calling area from where a
large number of fraud calls are made by referring to the FTU
FI1. The analysis unit AS1 obtains such information by a
quecy to the fraud intelligence umit FI1 database. The
information is found there, because it was entered there
previously.

Further, it determines if the originating pumber is a
repeating origirating number of many calls which have been
made within the last 4 hours by searching through the record
of the buffer section RBS1. It determines if this is “Using
repeated ANT". The analysis unit AS1 derives this vector by
matching the same originating number in many of the
records which are in the RBS1. If the number of occurrences
exceed a threshold N1 it is significantly repeating. This
search and match operation is carried out to obtain vectors
which are nesded before the rules for multiple call fraud
events are applied.

Thus, in this embodiment, by repeated application of
these steps to the information elements of the X-record, the
analysis unit AS1 converts the records to vectors. In addition
to the vectors, the analysis unit AS1 retains some of the
information elements from the original X-record as they are.
These are:

Record ID

Call ID

Toll Swiich ID
Originating sumber
Dialed oumber - .
Terminating number
Authorization code.
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These numbers arc used in post detection actions of
prevention, and record keeping procedures. These are

© retained in addition to their vector forms. All others are used

in their vector form only. .
As stated, the rules section RS1 classifies fraud events
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into two classes called 1 single call event and a multiple call

event. The single call event requires the analysis of the
information elements in the record of a single call only. For

_ exampie, a record may tear the following information:

Intemationai cail

Call mace from a PBX

Long duratcn call

Off-business hour call

Terminating in a high fraud country.

This scenario dces nct need the information contained in”

any other records to ceclare that this record represents a
fraud eveat. FIGS. 3 0 § describe many scenarios of single
call frand events which the rules section RS1 includes in its
repertoire.

Multipie call fraud eveats require the information carried
on more than ore record. The rule which describes such an
event in the rules secion RS1 will contain vectors which
refer to characteristics which can only be derived from
analyzing and comparing several records.

The rules section RS1 derives these characteristics by the
analysis and compariscn of many records. FIGS. 7 to 12
contain examples of fraud scenarios of this class. In general,
this class represents the more difficult to detect frand events.
A 4 hour storage requirement of the RBS1 is used for the
detection of this class of events. This chronological store of
records allows the rules section RS1 to perform the required
comparison among the collected records to detect such
events. However, records of time durations, such as 2 to 8
bours, may also be used.

The rules depicted in the FIG. 13 cover a large number of
rules of both these classes and enable the detection system
to be capable of detecting most of the commonly committed
fraud acts. In the figure, the vectors of the rules are repre-
sented as a list implying that they all must be present
concurrently to make the rule “true”. In other words, the
“AND” designation of the boolean expression has been
dropped. Additions and deletions to the rules may be made
with ease to give high flexibility to the process.

To disconnect a call, the fraud containment section FC1
responds to the action priority from the rules section RS1
and sends a message to the signal transfer points STP1 and
STP2. The section FC1 gives the identity of the switch and
the call which originated there, along with a command
which makes the switch operate as if the call has been
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which accompany the termination of a call. Thus the fraud

~ caller will experience a hang-up in the micdle of a call. If

second call from that telephone is initiated, that call will be
treated by blocking as for the case EHD.

In the switch network TSN, signal transfer points STP
respend to the fraud control section to operats on originating
and terminating action control points ACPC and ACPT
which disconpect calls coming from an access demand
source ADS and going to an egress ECR. In the switch
network TSN, signal transfer points STP coact with network
control points NCP to operate on originating and terminating
action control points ACPO and ACPT which block calls
coming from an access demand source ADS and going to an
egress EGR. Call data may pass directly between the origi-
nating access control points ACPO and ACPT and the fraud
intelligence unit Fil.

The basic nature of the detection process which is
employed is that of an expest system which employs rec-
ognition of the various elemental characterisics of the
phecomenon which is to be detected. It is rule-based and
hcuristic in nature, as opposed to mathematical methods
based on statistical parameters and multidimensicnal repre-
seatations. The heuristic methed of the invention, is very
flexibie, acdaptable, and is not based on statistical studies of
the fraud events. Natural neural systems, which are the result
of millions of years evolutior, are based on similar heuristic
strategies, in which the incoming information is filtersd to
obtain a finite set of characteristics and building up more
complex composites from them, which act as templates for
matching and final detection. ,

Short calls cannot be detected until after termination. The
CDRPs transmit short calls o the control system CS1
immediately after termiration.

In an embodiment, the fraud intelligence unit includes a
procassor that organizes the darabase to deal with query and
response from the control system CS1. '

The information to the FIU FI1 is initially entered manu-
ally on the basis of prior fraud cases. To provide the fraud
intelligence unit FU1 with further initial information, the
control system CS1 is then set in a “training mode” before
it is fully deployed. In this mode, the control system is
inhibited from executing any preventive actions, but freely
detects fraud events. In this mode, it adds to the inirtial
human input by pumping important intelligence data to the
database of the fraud intelligence unit FI1. This data can be
carcfully monitored and used for detection, when fully
deployed. When fully deployed, the control system CS1
updates the database of the fraud intelligence unit FI1 with
information on new fraud events.
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The Control System CS1 can be located centrally or in 2

* distributed manner as one per switch office, according to the
economics and performance requirements of the telephone
switching network TSN. In either case, it is situated conve-
nieatly to collect call detail records from all the toll switches
of the telephone switching network TSN.

In the embodiment of FIG. 1, the call detail records are
arranged to be collected from the switches ACPO and ACPT
via their CDRPs RP1 and RP2 and RP2. The records are

~collected in real time, which means that the data about a call
are available at the control system CS1 while the call is still
in progress. Continuous elapsed time data is made available
for calls which are in progress. In the case of very short calls
the daa on the calls ars collected immediately thereafter.

~ From a very high level point of view, the main functions
of the control system CS1 are 10:

(1)detect frand events by analyzing call records,

(2) execute actions as indicated by action priorities, and

(3) communicate as nesded with the CDRPs, the database

of the fraud intelligence unit FI1, and the corporate
security administration mornitor CSAM.

The real-time operating system of the control system CS1
performs the first two functions in a cyclic fashion and the
third one on a on-demand or needed basis. The detection, the
execution of actions, and the presentation of information to
the corporate security administration monitor CSAM takes
place in a cyclic fashion, whereas the CDRPs RP1 and RP2
and RP2 and the corporate security administration monitor

- CSAM are serviced as they interrupt the control system CS1
with 2 demand for service. The control system CS1 will
query the database of the fraud intelligence unit FI1, as
required in the analysis of the call detail information con-
tained in the call records, during the detcction process.

In FIGS. 3 t0 13, the rules are arranged in a pyramidal
fashion, moving from a very general scenario to more and
more defined and restrictive scenarios. The more restricted
the scenario is, the higher is the detection certainty that the
event is fraudulent. _

In an embediment, to block a call, the fraud containment
section FC1 responds to the action priority from the rules
section RS1 and sends a special message to the signal
transfer point STP1. The message contains a command to
‘block the next call from a specified ANI. The STP signal
transfer point STP1 will distribute this command to the



base ‘i'ncl udes data on one or nore of the follow ng attributes

iser, request tinme; length of use; destination reque%tae) )

aut hori zati on code;

whet her use request is cellular. 1

claim 8, wherein said second access data base includes data o
fol | ow ng: PBX ANI's (Private Branch Bi%hange Aut omati c Nunb

correct Network Control Point NCP, which handles the call
processing of all business service calls. The nerwork control
point NCP will then, divert the call w0 a ring busy terininal,
which will frustrate the caller’s atempt to use the aetwork.

In step 1437, the fraud containment secdon FC1 acts to
disconnect the caller and block the zext call ffom the caller.
According (0 an embodiment of the inveation, the next call
is not blocked,

According to an embodiment of the invention, the FIU
FI1 contains a processor which performs the matching
functions with data from the analysis section AS1.

While embodiments of the inveation have been descrited
in detail, it will be evident to those skilled in the art that the
invention may be embodied otherwise without departing
from its spirit and scope.
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What i3 claimed is: _ _
1. A method of controlling access of a user to a telephone

network, comprising the steps of:

stonng. in a control data base, a set of axtnbutcs concem-
ing an ongoing incoming call from an access demaad
source by a user;

maintaining a rules data base of a plurality of rules
designating one of a plurality of degrees of likelihood
that any call having a particular attribute is fraudulent,

some of said degrees being high and some being lower; |

determining whether an attribute in the datz of the control
data base matches an attribute in one of the plurahty of
- rules in the rules data base; and

effecting corrective action in response to a match between
data in the control data base and predetermined rules in
the rules data base on the basis of the degree of
likelihood indicated by the matching in the rules data

- base that the call is frandulent;

the step of storing in the control data base including
storing in a first access data base a first set of attributes
concerning the ongoing incoming call;

the step of storing in the contrel data base including
storing in a second access data base a second set of
attributes concerning the history of prior accesses made
by the access demand source;

the step of determining whether data in the one of the
access data bases matches the rules in the rules data
base including determining whether to disconnect the
incoming call, block future incoming calls, or take
other action; and

the step of effecung corrective action mcludmg discon-
necting the incoming call, blocking future incoming
calls, or taking other action;

the step of storing in the second access data base including
updating the second access data base with data from
incoming calls having matches in the determining step.

2. A method as in claim 1, wherein the step of effecting

corrective action includes ignoring matches of attributes in
the control data base and the rules data base when the .
attribute in the rules data base indicates a lower degree of
likelihood that the call may be fraudulent.
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3. A method as in claim 2, wherein said step of storing in
said first access data base includes storing one or more of the
following atributes:

requesting user,

request tme;

length of use;

destination requested;

user authorization code;

whether use request is cellular.

4. A method as in claim 1, wherein said step of storing
data in said second access data base includes storing one of
the following:

PBX ANIs (Pdvate Branch Exchange Automatic Number

Identifications);
University PBX’s and Centrex’s;

Suspicious NPAs-NXX (pay phones indicated by ii digits)
for originating numbers;

Suspicious Terminating Numbers

Known bad ANIs;

Suspicious Country codes;

- Forbidden country codes;

Compromised Authorization Codes;

ANTI's from detected frand cvents;

Originating numbers from detected frand events

Terminating numbers from detected fraud events;

Authorization codes from detected fraud events;

Other files as required by CSAM (Telephone Corporation
Security Administration Monitor).

5. A method as in claim 4, whcrcmsaxdstcpofstonngm

said first access data base includes storing one or more of the
following attributes:

requesting user;
Tequest time;

length of use;
~destination requested;
user authorization code;

whether use request is cellular,
6. A method as in claim 1, wherein the data in said rules

data basc includes incoming calls made: ,
N R
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claim1l, wherein said storage in said first access data bgsd_i nrl udes
storage for one or nore of the follow ng attributes: reqyesti ng user,

request tinme; = length of use; destg nati on request ed;

During business hours;

During non-business hours;

Excessively long;

Domestic accesses;

To 2 limited dialed NPA=800;

To 2 termination number=CPE;

To a country code;

ANI=CPE (Automatic Number Identification with Cus-
tomer Premises Equipment);

- Accesses using SDN-NRA (Software Deﬁned Network—

Network Remote Access);

To a suspected country code;

Using a bad ANI;

Of short duration;

Using repeated ANI;

From non-frequent caller;

To successive different dialed numbers;
Using suspected patterned dialing;

With a connect time difference usmg a less than PDD

(Post Dialing Delay)+e, i.c. gomg from one to another
number quickly;

Using an invalid authorization code;

With a number of accesses in repeat set greater than
threshold;

Using 2 SDN Software defined network (virtual private
network);

Using different ANI to same termination No.;

Using the same authorization code from another location
greater than at least ane incoming call continuing;

Having greater than access duration overlap:;

With simultaneous use of mobile number;

Cellular;

Of the same MIN;

Using distance between access locauonslelapsed time
greater than a given value 71;

Multiple from same ANI (Automatic Number Identifica-
tion) greater than x;

Repeated dialed numbers; I

ML
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During non-busi ness hours; Excessively | ong; Donesti ¢ adcdss
limted dial ed MPA=800, To a term nation nunber =CPE;
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Terminating at a number which is a known DISA/RMATS
(Direct Inward Switched Access/Remote Maintained
Access Test System Maintained Port);

Originating in suspect MPA-NXX or pay phone;

Multiple incoming calls from same ANI;

CPE (Customer Premise Equipment) to a Known high
fraud country;

CPE (Customer Premise Equipment) to Icnown medium
fraud country;

Non CPE type of service;

Suspicious terminating oumber;

Multiple incoming calls billed to same number;
Multiple 800 incoming calls exceeding preset number.

7. A method as in claim 1, wherein the data in said rules
data base includes access demands made: '

During business hours;
During non-business hours;

- Excessively long;
Domestic incoming calls;
To a limited dialed MPA=800;
To a termination number=CPE;
To a country code;

ANI=CPE (Automatic Number Identxﬁcanon with Cus-
tomer Premises Equipment);

- Accesses using SDN-NRA (Software Defined Network—
Network Remote Access);

To a suspected country code;

Using a bad ANI;

Of short duration;

Using repeated ANI;

From non-frequent accesser;

To successive different dialed numbers;

Using suspected patterned dialing;

With a connect time difference using 2 less than PDD
(Post Dialing Delay)+e, i.c. going from one to another
number quickly;

Using an invalid authorization code;
With a number of accesses in repeat set greater than

threshold; :
AR RO




To a‘country code; ANl =CPE (Automati c Nunber Identificatio ASENT :iEET
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Net wor k- Net wor k Renot e Access); To a suspected country f ﬁggg

a bad AN ; O short duration; Usi ng repeated AN ; From ?&f\e
accesser; To successive different di%aed nunbers;

Using a SDN Software defined network
(virtual private network); :
Using differcat ANT to same termination No.;

Using the same authorization code from another location
greater than at least one access continuing;

Having greater than access duration overlap;

With simultaneous use of mobile number;

Cellular;

Of the same MIN; :

Using distance betwesn access locations/elapsed time
greater than a given value T;

Multiple accesses from same ANI (Automatic Number
Identification) greater than x;

Repeated dialed numbers;

Terminating at a number which is a known DISA/RMATS
(Direct Inward Switched Access/Remote Maintained
Access Test System Maintained Port);

" Originating in suspect MPA-NXX or pay phone;
Multiple accesses from same ANI;
CPE (Customer Premise Equipment) to a Known high

fraud country;
CPE (Customer Premise Equipment) to known medium
fraud country; ' :
Non CPE type of service;

Suspicious terminating number;

Multiple accesses billed to same number;

Muitiple 800 accesses exceeding preset number.

8. A system controlling access of a user to a telephone

network, comprising:

-a contro] data base with a set of attributes concerning an
ongoing incoming call from an access demand source;

a rules data base with a plurality of rules designating one
of a plurality of degrees of likelihood that any call
having a particular attribute is fraudulent, some of said
degrees being high and some being lower;

means for determining whether an attribute in the data in
the control data base matches an attribute in the plu-

- rality-of rules in the rules data base; and

means for effecting corrective action in response to a
match between data in the control data base and pre-.
determined rules in the rules data base on the basis of

* [ L M H] *
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the degree of likeﬁhood indicated in the rules database
that the call is fraudulent;

‘the control data base including a first access data base
- with a first set of attributes conceming the ongoing
incoming call;

- the control data base including a second access data base
with a second set of attributes concerning the history of
prior accesses made by the access demand source;

the means for determining whether data in the one of the
access data bases matches the rules in the rules data
base including means for determining whether to dis-
connect the incoming call, block future incoming calls,
or take other action; and

the means for effecting corrective action including means
for discomnecting the incoming call, blocking future
incoming calls, or taking other action;

the control data base including means for updating the

second access data base with data from accesses having
matches in the means for determining.

9. Asystem as in claim 8, wherein the means for effecting
corrective action includes ignoring matches of attributes in
the control data base and the rules data base when the .
attribute in the rules data base indicates a lower degree of

- likelihood that the call may be fraudulent.

10. A system as in claim 9, wherein said first access data
base includes data on one or more of the following
attributes: :

requesting user;
request time;

length of use;
destination requested;
user authorization code;

whether use request is cellular.
11. A system as in claim 8, wherein said second access
data base includes data on one of the following:

PBX ANTs (Private Branch Exchange Automatic Number
Identifications);

University PBX's and Centrex’s;
Suspicious NPAs-NXX (pay phones indicated by ii digits)

for originating numbers;
LI

Suspicious Terminating Numbers;



Usi ng suspected patterned dialing; Wth a connect tine di

f

ET

-

nt ANl

A nunber of

SO GIMAY g

to
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Known bad ANIs;

Suspicious Country codes;

Forbidden country codes;

Compromised Authorization Codes;

ANI’s from detected fraud events;

Originating numbers from detected fraud events;
Terminating numbers from detected fraud events;
Authorization codes from detected fraud events;

Other files as required by CSAM (Telephone Corporation
Security Administration Monitor).
12. A system as in claim 11, wherein said storage in said
first access data base includes storage for one or more of the
following attributes:

requesting user;

_ request time;
length of use;
destination reguested;
user authorization code;

whether use request is cellular. _

13. A system as in claim 12, wherein the data in said rules
data base includes data concerning one of the following
types of accesses: -

During business hours;
During non-business hours;
. Excessively long;

Domestic accesses;
To a limited dialed MPA=800;
To a termination number=CPE;

- To a country code;
ANI=CPE (Automatic Number Identification with Cus-

tomer Premises Equipment);

Accesses using SDN-NRA (Software Defined Network—-
Network Remote Access);

To a suspected country code;
Using a bad ANTI;

Of short duration;

Using repeated ANI;

From non-frequent accesser;

To successive different dialed numbers;

* c L L} S %*
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Using suspected patterned dialing;

With a connect time difference using a less than PDD
(Post Dialing Delay)+e, i.e. going from one to another
number quickly;

Using an invalid authorization code;

With a number of accesses in repeat set greater than

_ threshold;

Using a SDN Software defined network
(virtual private network);

Using different ANI to same terminati_on No.;

Using the same authorization code from another
location greater than at
least one access continuing; -

Having greater than access duration overlap:

With simultaneous use of mobile number;

Cellular;

Of the same MIN;

Using distance between access locations/elapsed time
greater than a given value T,

Multiple accesses from same ANI (Automatic Number
Identification) greater than x;

Repeated dialed numbers;

Terminating at a number which is a known DISA/RMATS
(Direct Inward Switched Access/Remote Maintained
Access Test System Maintained Port); .

Originating in suspect MPA-NXX or pay phone;

Multiple accesses from same ANI;

CPE (Customer Premise Equipment) to a known high
fraud country; .

CPE (Customer Premise Equipment) to known medium
frand country; '

Non CPE type of service;

Suspicious terminating number;

Multiple accesses billed to same nmumber;

Multiple 800 accesses exceeding preset number. :

14, A system as in claim 8, wherein rules data base

includes storage of access demands made:

During business hours; '

During non-business hours;

T



Repeat ed di al ed nunbers; Term nating at anunberwhichi s akjgvarth
- ¢Direct Inward Sw tched Access/ Rmote Mintai ned Access FLA
Mai nt ai ned Port); Originating in suspect MPA-NXX or pay pHone:
accesses fromsame AN ; CPE (Customer Prem se Equi prent) tlo
fraud country; CPE (Custoner Prem se Equi pnent) to known

country; Non CPE type of service; 25

Excessively long;

Domestic accesses;

To a limited dialed MPA=800;

To a termination number=CPE;

Toa country code; .

ANI=CPE (Automatic Number Identification with Cus- .
tomer Premises Equipment);

Accesses using SDN-NRA (Software Defined Network—
Network Remote Access);

To a suspected country code;

Using a bad ANI;

Of short duration;

Using repeated ANI;

From non-frequent accesser; |

To successive different dialed numbers;
Using suspected patterned dialing; |

With a connect time difference using a less than PDD
(Post Dialing Delay)+¢, i.c. going from one to another
number quickly;

Using an invalid authorization code;

With 2 number of accesses in repeat set greater than
threshold;

Using a SDN Software defined network (virtual private
network);

Using different ANI to same termination No;

. Using the same authorization code from another location
greater than at least one access continuing;

Having greater than access duration overlap;
- With simultaneous use of mobile number;
Cellular; '
- Of the same MIN;
Using distance between access locations/elapsed time
~ greater than a given value T
Multiple accesses from same ANI (Automatic Number
Identification) greater than x;

Repeated dialed numbers;

*x € L M s | *



Suspi ¢i ous term nati ng nunber; Mul tiple accesses bhilled to = QL
Mil tiple 800 accesses exceedi ng preset nunber. 14. A syste rEE W’Sﬁb
8, wherein rules data base includes storage of access denandq nade: 8
During busi ness hours; Dur i ng non-busi ness hours; 19 MAY 199

26

Terminating at a number which is a known DISA/RMATS
(Direct Inward Switched Access/Remote Maintained
Access Test System Maintained Port); '

Originating in suspect MPA-NXX or pay phone;

Multiple accesses from same ANT;

CPE (Customer Premise Equipment) to a Known high
fraud country;

CPE (Customer Premise Equipment) to known medium
frand country;

Non CPE type of service;

Suspicious terminating number;
Multiple accesses billed to same number;
Multiple 800 accesses exceeding preset number.

TTLLL]
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" Excessively | ong;

SN

Domestic accesses; To a limted di aRERLARBVE]

it

19 MAY 1998
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METHOD AND MEANS FOR PREVENTING
FRAUDULENT USE OF TELEPHONE
NETWORK

ABSTRACT

Access of a user 1o a resource, such as a telecommunications
. network, includes storing, in a first call data base, a first set

of attributes concerning an ongoing call from a caller. A
second call dara base stores a second set of attributes

concerming the history of prior calls made by the caller. A

rules data base stores rules concerning attributes for deter-
mining wkether to disconnect the call, block future calls, or
take other acton. A determination is made whether data in
at least ore of the call data bases matches the rules in the
rules daza base. The call is then disconnected, the next call
blocked, or other action is taken, in response to a match

betwesn cata the call data bases and data in the rules data -

base. Preferably, the second call data base is updated in
response 10 matches with the rules data base.
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To successive different dialed nunbers; 9 G
dfaling; Wth a connect tine difference using a | ess than PDD \rift
Dialing Delay)+e, i.e. going fromone to anot her
invalid authorization code; Wth a nunber of accesses in repe
t han t hreshol d; Usi-ng a SDN Sof tware defined network (virtua

network); Using different ANl to sane %erm’ nati on No;
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Usi ng’t he sane authorization code from another |ocation

| east one access continui ng; Having greater than access durat
Wth sinmultaneous use of nobile nunber,
di stance between access | ocations/el apsed tine
[err] Multiple accesses from sane AN

greater than x; Repeated di al ed nunbers;
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FIG. 4
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FIG. 12
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