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Playback

'Playback’ is a representative concept of using an encrypted content. 'Playback' may
mean 'Play’, 'Display’, 'Execute’, and 'Print" which are types of permission described
with reference to FIG. 3.

FIG. 2 is a schematic diagram illustrating the concept of digital rights management
(DRM) between a portable storage and a device.

A device 210 can obtain encrypted content from a contents issuer 220. The
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addition, the device can acquire a rights ob
t hDige 0 G pedwre aaﬂ%lawbjﬁ?tdhﬁopa%amﬂ%%&%y Ersmdhg gyltimedia
[ 56drdBb® 3 illustrates the format of a rights object

vertion 3 FEGPrdial e BB preuiibe R SRS
f i ehbodB0©nt Arthapesint invehdor320, and a perm ssion field
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i nf or mat i e asset’
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'KeyValue' information contains a binary key value used to encrypt the content,
which is referred to as a content encryption key (CEK). The CEK is a key value used
to decrypt encrypted content to be used by a device. When the device receives the CEK
from an MMC, it can use the content.

The permission field 340 is a right to use content permitted by the rights issuer.



which is referred to as a content encryption key
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device receives the CEK froman MMC, it can use the
content. [61] The permi ssion field 340 is a right to
USTyp‘dmif@Bﬁm@:ﬁdSﬂTlnfchﬁG 'Yy Dﬁsp[dyg & cies Peint' Tatﬂesxpzfn
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?Fg'P%f ag{ﬁg The Play, Display, Execute, Print are
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Specl f Sy stens or content pr otection structures
tosx&fﬁr%ﬂrwféltmm%mowdﬁtﬁ%m ghts objects can be

sent Th'EhEa(pEN@)@frhlsﬁSﬁ ﬁb@ssa@lmy H@&Ohmlﬁf@@ﬁiﬁ speRi @tems or

a Il t.S. ct
A o] 2PerTon Strugtlres 5 PEohin DRRL eSubui ieh §° jects ¢an be sent.
t réhs Ekpdreﬂermilsswmdtab ¢wo sysibe mméievevds and acdplyenatepln the move

m)gl%de t 1@@éa?@%ﬁté(%ﬁ%o&£1%ﬁﬁﬁkw %Ls?éijn Wﬂefl ﬂ% transmitted to

curr ent system
i | anﬁwévstﬁg gpercron teoernyraeds: Segpmes shied iorptdactivated in the
pesiRas DRMShewA. in FIG 3. Constraints on perni SSI on

[im onsu jan of digital .content

cons%Frlé Ais % 16Hﬁgstlama%?>meﬁ %Cq%r@a@rspé%{? %fé ﬁ‘@ permission shown
S pCKIG. 8sComgramudeperafissidntasit eénsnﬁfpmbﬁ of drgltgll ao@rent.o
content.. [.71 A. time _conpstr 10s e

e ¥ Core b QBT b O TS heBr toRaR e ef Trsdwmper of
sttim?s f)fimméﬂs@naw@rtd cpntent.  \When the start itemis
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t i pEnBite@bdldrcta faricdlar@idtcEon a particular date. When the end item is specified,
access is not permitted after a particular time on a particular date.
An Interval constraint 420 specifies a duration for which a right is effective on
DRM content. When the start item is specified, consumption of DRM content is
permitted during a period of time specified by the Interval constraint after a particular
time on a particular date. When the end item is specified, consumption of DRM

content is permitted during a period of time specified by the Interval constraint before
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content is permtted during a period of tinme specified
by the Interval constraint after a particular tinme on
a @pmlbalufame@ataq)artwwmdme end itemis specified,
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[ 78] Authentication iI.s a procedure in which the device
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requ stlng aln erati on
s ceQpmpRrher stﬁlée%mﬁmhlﬁ@b@éﬁphqdﬁ@slmsglaaw afdIgS. 6 and 14.

par angBhi ’éxélﬁﬁﬂﬁﬁjerﬁ&)d%&ﬁlbtfﬁlet ﬂi@seﬁpmﬁﬂ)noﬂle%tfﬁe 5101 issues all
ans or(i‘ged \Nhl S alsdayw(gépo i I.lustrati.ons d
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sen s certiticate and an encrypted
ra%@ﬁ?@f%éﬁlor{s@f@h@t@@%ﬁ%‘@ 510 in response to the MM

In another exemplary embodiment of the present invention, both of the device 510
and the MMC 520 may issue commands. For example, the MMC 520 may send the au-
thentication response together with the IDM, the certificateM and the encrypted random
nurnberM to the device 510. Detailed descriptions of the authentication procedure will
be set forth below.

The device 510 and the multimedia card 520 use a pair of related keys when

exchanging significant information such as random number. In detail, each of the
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enbodi nent of the present invention, both of the
devi ce 510 and the MMC 520 may issue commands. For
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devi ce public key the multimedia card
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t hé&tig&ater@e&aufbe IBE(QARIL). ﬁ&tﬁ@ d&/lbé&q&f_ﬁ@ca&@ dxPRegl@Mb efistered in the
y.a cer.tificat aut horit e

ceb R 8 il A RN AL i perl R RuSRUYR Syqvice 510. n s

si gisedhavntuiitiracdla gartl 320 sepgnia tthir rejeofion tvethe deticd b tatlihom the device

au%ﬂpm) aDﬁﬁffgf% %J Lhe device certificate D, the

mul ti i4 card 5

€an ascertain whether the device '
510 i¥hest GpdRMayecedbieds poppasedugdo itheeaboneridpseriked reasqm, the device

dey %(Pl%aﬂf BerEn ro%@([ﬂre ?&%Ht"ﬁhg ngg Jeftﬁlda@:vi fe

certir]ca eratl o e nmu

car d 15868 ‘fré“fl{ﬁqw ot i i o Calf s Be TEgterad EheCRL, the

exmmltﬁﬁe(ﬁm&lr& (1) f)btﬁﬁls\l\llirﬁ(ﬂd'vﬁﬁ‘e pubéic dey/ | uz;elgqeé tie\ﬁce:eetr&flme .

val | 3 usern ?f r}tle Enl fAd &P LS generates a ra% e In

t he P g E§ IC& e expires or-rs regls ere ﬂh

CRoperathom S, therratlcan samblers 20enwayptedjsiey thauiewGﬂpuldat keyp.

wi th I&Eet‘éﬁefﬁ 8%, %ﬁguthleﬂtléaﬁbﬁ response procedure is performed by sendmg an
authentication response command from the device 510 to the multimedia card 520 or
from the multimedia card 520 to the device 510. During the authentication response
procedure, the multimedia card 520 sends the multimedia card public keyM and an
encrypted random nurnberM to the device 510. In an exemplary embodiment of the
present invention, instead of the multimedia card public keyM, a multimedia card
CeItificateM may be sent. In another exemplary embodiment of the present invention,
the multimedia card 520 may send the multimedia card certificateM, the encrypted

random nurnberM, and information regarding a date at which the CRL of the



case, the multinmedia card 520 reports the rejection to
the device 510. Then, the device 510 stops a DRM
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to the above-descri bed reason, the device 510 may
performa procedure for obtaining a new certificate.
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mul ti ryp
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C ay ﬁ)gpt%ﬁ P&El@é@%ﬂlnib@r’ eﬁ'}he ‘Elecé gﬁf %oﬂfrrﬁl t'ﬂ]rel ﬁlﬁl‘ﬁﬁ%‘d Card 520

tinmedi a car certificate
s elftprones by N@’Elf}’éli*g by anplimedia spdsartiate, ondcae olptlalélsth% tnultlmedla

I Y2 HuBI kdyheThsubh MRAicAifiealdh 26 MBNins@dcdr €ertificate , the
mul ti.nedi a c8rd certificate ed randomM™

n u%"é?e 0538 WFB’rnﬁﬁ‘f fether F@&nglaacaﬁ‘gf%{)é\?at%?’@ﬁef gl is
CRtethered]mrthe CURie dha dedtcdS BRén(alef ghtaie thet randen nurnbergj by

b
TSR SR 395, 8 LA B 55 e
and thxtrinbpénate 824 dhaidsiG YAreeatratcs aganviost nupliat.dn operations
CRb26, Meaiide 910 eﬁb%% thOEnERh ﬂuﬁlﬁeptusfn%et‘ﬂel BRfitiMedia card pubhc

udatedgenerall he mul ti medi a Ttar I ssue

i nk%fmﬁhtre#tqrsarswe%@rwnﬁﬁemeﬁus .trén%ﬁ?d fromy &g Geece 510to

ov g headmegiaward m i wptmgoh B8O altkRand iGadd DI sends the encrypted
procgdure V\hen rd CRL i.ssue

| ti medi
P RE AR <o hemulliecdif 26 Ay frtnp AR S fent of the
t r presenit irtvedtiom glet devicevii Dhmayr seaé pepab@lon régapdmg aelate at which the
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al so be tran g
issued to the rnultrrnedra card 520 together with the encrypted random number Here,

the device CRL issue date information may be encrypted and transmitted together with
or separately from the random numberD.

In operation S32, the multimedia card 520 receives and decrypts the encrypted
random nurnberD. As a result, the device 510 and the multimedia card 520 shares their
own random number and each other's random number. In operations S40 and S42, the
device 510 and the multimedia card 520 generates a session key using the shared
random numbers. Here, since both the device 510 and the multimedia card 520
generate their own random numbers and use their own and each other's random
numbers, randomness can greatly increase and secure authentication is possible. In
other words, even if one of random nurnberD and random nurnberM has weak
randomness, the other of them can supplement randomness.

Through the above-described operations, the device 510 and the multimedia card
520 can mutually authenticate each other and share the session key. In operation S50,

an authentication end response is transmitted from the multimedia card 520 to the

10
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and decrypts the M M encrypted random nunber . The
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opterthe mydtig3ia cmﬁeiZHuThqnn'émrmﬂb@pdlam fr?é)cxhepxy@§ thadncrypted
dehyfhSubiber eﬁk‘fﬁgy i &%B@E@&Q Thd HEBRGEreDvheher @e 5&3#h key is

the device 5™ and the mul ti'media card 520 shares
t h&sterahPioas oA esEficdnd each ot her's random

nunbdh an bﬁerglﬁlﬁfyadmlﬂﬂl&n&%f &itthr&4At invBRiohe MithesdadiOn &bis not
the nmultime

d 52 t K
¢ nroBHAY EEFeT O Shomple iR PertSroR el Bl Realhidn 0P
516?(6&1[}112111}/ htelbﬂfdirmenltmﬂtha peasenk 15\'Zcﬁltlgenlé thet sesdidrekay iownt properly
g%%fg in ?e B&Weén 91\9”21691'8? F?@ﬁltﬂd &k 'ﬁ?lﬁtlr?le(éla card 520 is
om nu ers rmess can greatly I ncrease
se@mﬂéla@dt hent i cat | on is possible. In other words,
even rhfhi® Q)?engélarry%%ﬂlrﬂéiﬁbﬁfan@&ﬂ nuABE PR H@Q%erﬁ@@usmg a

vveak D Mr ommess de Jher of tkem can sup derrent
r aligd ﬂ]ﬁé]élgl er generation module om number may

be one number selected from a plurality of numbers stored in a device or an MMC or a

not shown). Alternatively, a r n
combination of multiple numbers selected therefrom. In addition, a random number
may not only be a numeral but a character string. Accordingly, a random number may
indicate a number, a combination of numbers, or a character string that is generated
using a random number generation module, or may indicate one number, a
combination of multiple numbers, one character string, or a combination of multiple
character strings selected from a plurality of numbers or character strings stored
previously.

In an exemplary embodiment of the present invention, two random numbers are
used during authentication between the device 510 and the multimedia card 520,
thereby enabling safer DRM to be accomplished. In addition, due to the verification of

a session key, it can be determined whether the authentication has been performed
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[91] Through the above-described operations, the
device 510 and the nultinedia card 520 can nutually

wa@edosanisscat e each other and share the sessi onPRBEKR2006/001527

[97]

[98]

[99]

[100]

operation S50, an authentication end response is
transmtted fromthe nultinedia card 520 to thedevice

5 19rojo@r1y h itieyexoh@tdie Embbdinﬁaﬁﬁ@ﬂ 1) Ka@é&ﬁ 115\%%{161‘13 tthev@Ife/ DRM

IS0t bl dnn e O e Sk B tlmfch% S50 i fEEShrantced by

woudsg a sdssiondep fendnaed duiinggethb A0thamdtatihe Amdrbativetdi, for much safer

c abﬁl\? %B erfiG] X%ﬁﬁka{hoﬁlg{] hhx%ﬂn%“?é"ﬂltr%@r %ﬂ&%d% ?ﬁ% 0 %u-

S seés i on trans

f oﬁlﬁa&icra@ﬁnx whichavilbhbp éescr,ih@d withirefaregec oy s 6t he

enC r }fﬂt}eg id J‘ﬁl@%ﬁﬁi 1'119&{]&1{I ?@QDRMspr%@&ﬁké)ﬁ WaYh a kORI ®B¥ence counter
C 0

ion keys are
d%\Pse "B a’éﬁ“é&@ﬁ%( I ‘%iﬁ‘ E%B&?ﬁ@rﬁre%f“ %‘N%“U&nesent
| nvermwa@e op&aldm|may'ﬁﬁ(hegf®mé@b&%e@m devipd S10 diel 4 moliiomadia card
ener at e t he device, 510. us si on
ro P OREPERENRA A G, S B8 AL i oET B Bvotved with
dew DiM pr@ediiador, the nigbisebgct anl Splaybackes devliveé with@ DRM
Fl%'cé’(ﬁﬁe ﬁﬂ@oﬁi@ﬁ{ I%nh&g %%fvyé%h%je (ﬁé\:’/\%&t he%ﬁ"?ﬁe’ multimedia card

Its sesslon ¥&? e erm nes r
b iprsayisei of these UM precsdyis.i I phgh stordss tq pesform a DRM
&ﬁu&( eVitHefiti G EI08 {hﬂisﬁﬂe rﬂﬁﬁfeh}ﬁettw[e%ﬁlhd ({évﬁﬁcﬂlbﬁhd the
exe nmen of resen ven
o BB 8 SaaT Gtergtons aPAT R B b HE R i fopethe device
auﬁ Heatd hativbtimedia ciard 26 endrate agetiatli sossid3iky s fhgpectively, in

ééﬁe?gt (?11’% lg{)] Sﬁ(}/ § i % LAE}% 'E}%%%[Pe Y4 UQS& t}héI Igﬁﬂﬁ{ea}aec%(PyZO share the

t he "sessi
g espssian &ely, IQRMI’IEO@?@W@@ @arp h@p@tﬁdmeﬂa“ﬁ@ agcosmplife DRM with excellent

engercﬁﬁ{yegn S§@ql%{? RURBE THS IR iRULdddTR %% ﬁl@craﬂo§ Bﬁyt%col data unit

['tirmedia card 520 decrypts encry
r ah%l%w %@Preagqs ngreneer thesaPBK ik gynsngﬁad tﬁ% Pé‘ff%l?lé if one or more
WhaPDess drdBitGegedby keyndushogieb@nat atle BRORRILYdGAhdRPDU has

fi I nmbodi
or Wit dReadfion & FERUEEYe IR TS by QT G atso ha
gediscattiadity.t he aut hentication is performed all over

agai Uﬁ&ftér Qh@ﬂ.?ﬁ&ﬁ Lalfhe [H%l (ﬁ(f%(ée %lf@ gﬁidl %%ulﬁfneh{aecaﬁf ﬁ)eiﬂ}tlahze their

i nvention e session I'S nNo

gedsrafasdnc PRM pREEHI® W@%&@\I\%@W‘f %b?p%wp@éwglyoln an
angk dnf}faryiehibotBsting oﬁﬁﬁ%ré—%gﬁk ih$erti®h "B 85€eds idi@aly delto a number,

this exe I ary.enbodi a rand er na

gethar e ot %fgonaof@afﬁ%w REBE, aﬁ@ﬁé? M-F@r(emple,

s h@"hﬂt) the/@SI(Blrs b ibyek yn 81& ﬁﬁﬁﬁl}om rmuidbl@rsemma doenbimeion of the last
b ted f

gu ey yéeé 00?1% 5 Siftiohd ouo@rll?er ol n@lle rll%ls Io%enbyq? gp&nle ran o(r)nr r%gmber For

n uwbml:ée dethedasedng byde of ﬁl@mlndom waulbar] canl(HOﬂ@h dodnhe last one byte

SOGE rAmY el % Pﬁﬁlm‘fﬁ%& @.quyfm@alB/rk%{%l 6%1010111111110'

strlng Accor di ngt random nunb cate

nulden an ameélmtaﬂwf%%s%@? inehtpiapdusipg thy remraewréber and the
St fanB@mtnvdibet S rﬂﬁlﬂﬁfn@is&ﬁn%‘éhﬁt@ea’%e(ﬂ NP RN the SSC is initially

o0 S b PERAEpof Bt T R8P el IRS bin & ptpged mor
or seubyrbi nati on of nultiple
When the device 510 issues a DRM command to the multimedia card 520, the SSC
is included in an APDU in operation S130. If 10 APDUs are transmitted for the DRM
command, the SSC increases by 1 from the initial value '0101010111111110'
whenever each APDU is transmitted. Then, the multimedia card 520 checks the SSC
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character strings selected froma plurality of nunbers
or character strings stored previously. [96] In an

wez@splasy enbodi nent of the present inventi onPCT/K&2005/001527

random nunbers are used during authentication between
the device 510 and the multinmedia card 520, thereby

enghl (ﬂdﬂ@ﬁﬁﬁésﬁﬁhe?ﬁlﬂah @naﬁlﬁle;ﬁﬁ@ aPpU ﬁ;hﬁé}ﬁteﬂ ﬂuﬁﬁigitrhrhsﬂ’gssmn or an
i rification of a.se n Key, it can be
dctubshisatPiifidt e S afredit 1 on has been

[101] per f OV hedihe apetiingdia lcardt 326 iexesnp DRM cembmadd nethe dovice H&0, the SSC

[102]

[103]

[104]

[105]

[106]

prﬁ%ﬁ&ﬁ%&f{}}{gﬁ%@ﬂg il erﬁ?{fn? 126M ;gle‘%%yp%% Q@M@%{én[ Bihe present

devi ce i'a car

guiveritased vhlue g the Pk welidpdim kBist HERA} tor dp BBM eqmmped may be

anh'é@ﬂti‘ithC\@athheotB WHEH @ERAA N ehiMally @ (dFehesal e, VIR 10 APDUS are
erati.on

a.ve cation pr ure be f
H%S&étﬁe‘%ﬁ"{f e 151?»&1 ANPAKh fla%iﬁe@ ¥ bgRtcsFsg by 1E@m the initial
d_83z£1ﬁ¢ i9e010m0t b1 rief &0 evicaeted eEthAPEU ib ﬁrZﬂlsnlﬁttéﬂ I6 ahsthér exemplary
gleargﬁ 8 I ICIOLH% re]?rtel &aventlonus rGSC d s r ee S%{#Eﬁlccil];d i %{]edfirst APDU
enﬁmdhlenBRM qultnhnzd miag be net biagadeort 4 bltf:st {08] ofDhe §FE€eFor example,

0 p%éﬁ {f grh%te&%%@ of H%r%% [te Pod@)@bmﬁﬂ@od@)e\é'v%ﬁle%% AL Theluded

la _car erations suc

T BNt ABDUG ordhg DR SomBy2ed bearies: HVONIEROAN 15 Then, in
DR RatRmESIUD e QlEVbe‘ 810 tighks t}@tssezcztnda{weramws aRaRK ah Snauthentic

rocedure for con
Au@bmse%%ertsﬁa RIS O SR fsdntercepted.
rTuI t ISasqdetmlaﬁmml:reS@Dlglth;e $8€ ipjuetanssxanmblct fias 8SORMYy be decreased se-

(g&e%ggﬁ)‘? Bt i 1nc edl'b? %e{!i%&s%ﬁ;% a%a@;%rgtﬁér%ﬁl c;ﬁRNku{lout departing from

entica erfor
théleéemt@ed me@ﬁdletm@senumwm@m a card 520 in

oper %ér&ﬂa@rci@ exé% Par* @ﬁ%dmﬁfltsto? %e@%é&ﬁf‘fn‘v&ﬁﬁdnoﬁ mdy

devi ce 510 tinmedia card ener at

i dessrimed hag é%,t% .%'PP feappauittedeandedy I ey ylue it cBffePitliapfigncgpded in an

10A2DW Shnshdttedbdt@eert H&evi@vinder hdiGinaath dab®evanlif it it 3pecially
card 520 share the session key, DRM procedures can be

8 To acconplish DRMwith excellent security,
an Sﬁétwmn ebd;:vweadld aftheltiBisdiai card whictidiede autharticated each other, a

| P
SPERLE 0 S AR b AR 808, WPEIERE Sy of
or righfp ebjarpihs fﬁ'#lénieﬁtaélﬂ@e‘mlé&f)r%ﬂl%ﬁgh%@m%owmlé theyightts object is
t hgoreaGn tHechuidafdiatatd) %&P@Mehﬁz@ &g ﬁ%ybﬂék' feﬁues’t b the

gg%u&irgghq]ggd g(?g]gnauLEgér&f;t% é%t]%rrltA t qigeavrl]ce plg)%acks t?le content

autldiﬁglthecr%ﬂltscrmjeci bi@rediev |t1¢eerfnﬁ]11(ﬂm1mlcatrd1€fomﬂah1£ﬂe dosstait din-

520 in al i Kot M procedure in

ool ih3nt HEnS alsstmi dbs kb eEl, ™ 1h an

1 exenplherupdataiobdirightstobgsict stheedpn e pertable stoerzeiny, bet reefog8al by a
' Sdé\néet h'?b E¥nvRf n% orfa? te%gﬁ‘ig{f@g’] gd Whdta n% abfe QQHQJ—: pat ée@ﬁ're digital

of random nunber an om nu For “exanp

D fALhK@ri): Repde therig o Obigetotir wholy Bents phiegkyapes hovéd from the

I np&taamé doagt td @c aeﬁ@amdweltvbp {M@ﬁ tﬁd“\@hd)l@$%h@%]é@}/isﬁn&fed
e as one

nURBEIoVCr Bl R REtieh AR G RSO RyEr Loy Ry eon the
t héevianahdrthe pordoebie $terag® 10d0ADAg]y anadxthplahashbalti@eciy béthe

present invention, to update a rights object, a data format including basic information
for identifying the rights object and permission information of the rights object may be
moved.

In addition, according to the present invention, when the device requests to check
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of the random nunber Mis ' 11111110, the SSCis
initially J set to '01010101 111111 10'. Wen an
WO piositadssval ue of the SSC i s obtai ned using theCT/ERA@F001527

nunber and the random number , randomess can be
I ncreased conpared to when the SSCis initially set to
" 00 RANROON BIGEEATon N d righerddjat Storddne HFPIrRbRGESHIEES the data
cap be perf rgeézd nor e, se ur%iji\qi. 100] When the dag%?e h
1B EL AL 150 BRRIoYBih AFEDY Baps e Alion QuFeadfgtveen the
t héevgSQnidghé paritabdledoiape amd APAY iransopgingtricoessBY Iorrhétion.
10 Al AS i t. ' ) - o

11071 10 F Sk @ Solt R bt O RGN SFRNRS b Mot and
11parmiss@n iremater olthe Highpbidcsistrefgredia asedCPShen, the

[108] mul t ipyedy angaads BRGurdBEdSal khEc SRtk drSEhdoRBR (o an exemplary
whet her. an inauthentic APDU is inserted during
Efiahin

tr & ¢ PIEPEA LRYSBY® ¢ APDU is intercepted in
[109] oper dhia@on@ACD fi¢ld @1) inthatedtih ehenTIPSH, ARAh@nCAY tbr 53&Mtifying
i ssues .a DR nd to the devigce 510 . the SSC i.S.
oS O AR el ol R B8 i O S e BTl 0. 2
entbHi vedust fooflearptingrensemted aoueent iseal. Aadovadewwan ose thheontent by
SSC.L; [ irst APDU for the DRM conmand may
bigfﬁlgﬁ*.gﬁﬁ?.@gmﬁﬁ‘%e to which the SSCis initially set
[110]t 0. M nessstesideeshiield 0630, aupetsaskdiact valys i tof £ intggritygotection

DRM @ iiidithn dabe Tﬁ@ﬁle@ﬁl%e Ia@geismn&afﬁ@db@genbraftécplﬁ@n}:gwl)%pub1ished
|nfét b%&l V@IH%? 'o$%olﬁ01 1111110" whenever each A IS
t r SRS AETEY™ (§-A- er exenpl ary enbodi ment of the

[111] pr esdnta pemusibn arforntdien \feldied) beitnhiesiGS@fomakioa @dssessed by the RO

theSSf{'rst APDU for the DRM conmand nmay be set based on

a PPatest value of the SSC. For exanpl e, when the

[112]] at eskthecahigat @ffa €RSF 8BF vary witlDa 0QeeHRIDJ008ONplayy arabagements of
of (1 I})?es%qn{/é}ﬁiloﬁg? e bPRONE dividedtin®RFEAPROLU S, PRM RO type, and
command_ becones 00000000000001' . Then, in operatioh
s1pgrentti{d tyfeyi ce 510 checks the SSC and det er mi nes

[113] Whet @nea RO uohenbjdet ARDkheho roREbALWi th 8 si@ription model (or a

t i SSi Qn . t henti ¢ .APDU i s, i nt .
LSBT Php oS aine i bher dpid UL GERGRA riehs
exaapiEemcih@BaMRYM) id) dgus egsediondanguapet (RiELy or

[114]] € Lﬁgﬁg oBlecRefe @g%%t% o %L&@t@h el g%glg?&flﬁ {he OMA DRM

eparting fr he spiri Scope ¢ :
pr e58IREL morhe ﬂb’#@ed[lzl@?ﬁjhﬂﬁl&(g_ atbparett RQ.nThe,cdrPIRE ipcludes a CEK
enadis @qf%fﬁ tPhsctcheryplc@s8iient. WiﬁﬁﬂeﬁﬂRO'iﬁclﬂ@éé adRrmission item and

 SCTRER b asADS IRt O PO GHART PUGINE parent RO

befreciescribed @vihe ©MAIDRML .0 IRIBEdTac datails efiae OMAIDRMscan be
not s.pegitallltgpy//nenti onedbﬂiaJﬂCi)ff Between a device and a
a ca

rru?lfﬂal%%dla £ Whitch™R3ve at ﬁ'gll:ﬁ/i cated each other, a

[115] mov e The (RfFyvasying withghtype obREOcwillomw bedgseribask: med.
Thro : r ' B ; :

1101 T A, § G 7S, 6 S e A g o
ri %}fﬂﬁg)lw jeggjlod}rgent of the present invention.

[117] Descriptions of a content ID field 710 for identifying particular content, a CEK

field 720, and a message digest field 730 are respectively identical with those of the
content ID field 610, the CEK field 620, and the message digest field 630 which are
described with reference to FIG. 7. The CPSF of a general RO may include at least one
permission information field 740, which includes subfields that follow.

[118] A type field 741 includes information for identifying a type of the RO. Table 1
shows types of ROs.
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wer@sypissdl cont ent .

[119]set for the rights object nust be updated.

[120] .

[121]

[122]

[124]have #Q Il?é
subscrip
[125] al | i am@nbﬁ:rg@ftcamstral@tmf@l

[126]

stored in the nmultinedia card, the device may send a

pl ayback request to the nultinedia card to pl ayback

When the devi ce pl aybacks PEOBKR2005/001527
content using the rights object stored in the

mul ti media card, for exanple, constraint in formation

[ 105] The
update of a rights object stored in a portable storage
may be perforned by ice. In a conventiona

technique (e.qg., when a portable storage is a secure

dig card) abj ect, the

who objL}?mﬁ§$gﬁgﬁﬁ§¥§%ﬁ,ﬁgﬂ?“ﬁL portabl e
stor@g@erqu@he dgwix0e. However, when the whole rights

obj cr,is noved vwhenever the rlghts obj ect| i s updat ed,
conrizhil d occurs hetween the |devi ce and

¢BQA on over¥8a
t he pg%hﬁgbe storqg93 Accordlngly, in exenpl ary
enbed

ooH-Hehrts UI € |JI esernt—rnventt OTT, to Updat e a
r h?gtftc’e ?1?1{[)1%?(# Talﬁegaﬁl t@%{fﬁ%& g%']fqulﬂwh?gq§2§ 'éﬁ:c udes identification in-
peﬁwﬁ@§¢mﬂfQﬁmornatlon of the rlghts object nay be

nmovedyy R&OGRleH Meiaddd Eh@ﬁh aREGREG fMdd 593 hﬁﬁld@ raﬁsn?t@ltnal RO ID and
i nventi on, when the device rquﬁfts to chec

pefnéngpsichfidrisererbyelyin an MG Ihe g)ieragl %@ 5Pé’(9d the internal

t hgsspdint @by be Sdspctigely dsbetodidemiffop matR Orayd al s8et®ored in the
nngﬁg t her eby reduci ng conmuni cati on overhead between

th gvice and the portable storage and rapidly

1t r anshperniissgomiadesSeld y74# rhricxbwdmtidemtiﬁc@tikmﬂjlfoﬁmtﬁmdﬁt adentifying a

1fle 43

<
=4

¢ : iy ;
IR el
3lobject is referred to as a CPSF. [108] FIG 7

illustrates the fund | structure of the CPSF
according to an exen@gggyfenbodinent of the present
invention. [109] In a content D field 610-included in

t he KRmfssion faffet ent | D | pémiishesi indod 1y tli cul ar

content—that——cam be used via the T ghts objlect is set.

In

aAICEK field 620, a C

FxQPal ue for decryptli

enc
by

fie
pro
val
al g
i nf
pos

régted_content i s set

devi ce can use
O(ﬁ r11m

He- I n

CEKva
| GisBiR9.

a nessage di
ectiom of

oMl o a Vel
U] 1T T TIc o9

Nesi2 vaI ue is set fo

i ng
t he cont ent

slage di gest
r integrity

tTansmss
uexeeste be gener at ed

on data. The nessag
9%y a published h

e di gest
sh

Oﬁlthﬂ](e g., SHA).

flnn flnlrl 6/1{'\

5%64] In a pern1SS|

on

SEgs®el by the ROis

$6%05 [ 112] The conte

e M-SS+oh | ||| Ot Ilall

n
nt of a

CPS

enb
di v

may vary Wih a ty
oMovent s of the pres

be of RO Tn exenpla
=H¥ anPntl an, type

Iy

f ROis

gsgxrpto generm

\Ir\f\

par e

RO

4

UX@? child RO type

and

1121
T L J.J.\JJ

S%tf QI%S%III-SHI&

USI ness nod

fAefral—RO—+s IIQIILb

eﬁ

bj ect that

FESRIARTRAGG 06 FR. 3.
g elHeesta TUuoNreT Dﬁmns@gm@ information

ri ghS746XWHiRE $Vil MardreHeaied& el REdoh: cohdiett ifffoBbhorPté18 G6 includes

cor
t hé

3.

res ondln
C

fleldt ﬂﬁ anﬁ

bscri t|o des

cri bed

a constraint ek?? 4?86 IThe constraint m(Jex has in-

formation for 1dent1fy1ng a type of constraint, and examples thereof are shown in Table
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v2.0 REL may be divided into child RO and parent RO

The child ROincludes a CEK that is a right to use
wep@sypisedl content. The parent RO i ncludes a pRCTKR005/001527

itemand a constraint for the permssion item O her

details of the child RO and the parent RO are

described in the ()ﬁﬂ: v2.0 REL. The details of the

OVA DRM can be obtarﬂggggt

ht t p-/www—openrebi-heat-ance—orgf—F145] The CPSF

var yCogstiadrit hamet ype (ﬁona@umhlnﬂemdvbyb@ escri bed. [116]

FI g irTusirates tQF tructure of a CPSF for a

geneNan€rights obje carding to an gxenpl ary

embpgi et of the prqﬁgmt i nventi on. [ 117]

DES:I’I pl. oas—of—a—cgntent—tbDfretd—710f or | dentifyi ng

par { Tak¢ @oumont ent, |DxCEK field 720, and a nessage

di gest fierd 730 areékﬁgpectively i dentjical with those

of {Hdewahtent 1D fi 610 the CEK fileld 620, and

t he %g&ﬂgﬁte@ gest fl(ggod 630 which are |described with

r ef erence—to—H-G—7 1 TheCPSFof —a gengral RO may

i ncl Daeetiate | east oneg G@bni ssion information field 740

whi ¢h |.ncl des subfile that follow [[18] A type

fiel émlmlf‘“ lncludes | ¢’&)§waf on—for ide.[. if]yi ng letype

of t@@mgg Table 1 Sthﬁ types of ROs.[[L19] Table 1

[ 120}-Reterring to Tabte I, the type field 741 shown

[127] ' n Fl'ﬁ‘e &nsﬂ?ﬁh“ﬁlﬁé 7‘48i ﬁ{&ﬁd(feh ﬁéttail&f‘dés dﬁtﬁfn@‘?ﬁf R Bstraint.

&» 1 RO i ndex fi el an asset I ndex
[128] f| eI 1G4S illyspigya da'ﬁﬂ%@w%mt m@%ﬂaﬁ&e@r\aww@&gﬁa@n exemplary

aSéIﬁbod1Qentr(ﬁSB@?ﬂebéh@|1ﬂN,enh(5h an WC. The internal RO ID
er na asset

1291 G VYA A" £ SR AG oy DR TP R it for the
[ 18&H. A perm ssion index field 744 includes

dent t f -
[130] 'p en A E'oﬁf?t do rdnﬂ] ﬁbmh(ﬂﬂﬁ t% Brhf?eeéﬂdnﬁ Yt 1<f‘8f1yt8‘%gﬁdé%the

SSion |n ex are
i naVPale]é cszunt[tq zha}ybqrésmoetezt [hng]h tirpEglty phisclof

[131] per m& ?i@@@oﬂﬁ\é@nmﬁﬁt §2036d16R_4A MuhtsubBéaReN %ﬁd E(ﬁrﬂ:elr gilbﬁeld

5% nber - I const&glnts field 745 |nc u b d
FCI% EIaP’%i ¢ GOPLIoRNDAEK Fendeny thrareh Riirig tsva Jqet during

I aﬁ pénchﬁofdﬁﬁ@detfh&d byEH@hméﬂMﬁélﬂlm information field

[132] Zgﬁslt[?na#n ?rv Cgfl Par;[it 3 I ntlu(i u%tfle Eg‘vé Xt(a) Egesc"i-]fiy r? duration for
fowhuhnbanGBOhﬁensﬁﬁ?ﬂwgoalﬂyvsmowncOnstraint and

[133] examﬁlﬁﬁc&ﬁ?&l&t@& cé‘ﬁs%ragflﬂg %lf@@[ﬁ xgrnu{-néﬁt k 1%% éﬁnegfor which the

127 e Constral nt
de§% tp phicetrran & PeHmESsht PBM] gontent o8 DRYI@eens does not permit access

| 1 {oUSRVBéSten afigt Al dceeinGRRIUNN dPecifidl @? RalRfiheAecumulated
accordin exenpl ary enbodi nent of the present

" ratirrghnis Tafea
[134] A Datetime constraint 850 includes two time subfields 851 and 852 to specify

duration for a permission and optionally includes a start item and an end item. When
the start item (first time subfield 851) is specified, access is not permitted before a
particular time on a particular date. When the end item (second time subfield 852) is
specified, access is not permitted after a particular time on a particular date.

[135] An Individual constraint 860 specifies an individual who can use content, for
example, using a uniform resource identifier (URL) of the individual. Accordingly,
when a device user's identity is not identical with the identity of the individual

permitted to use the DRM content, access to the DRM content is not permitted.
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[129] Nuneral in parentheses in each field denotes the
nunber of bytes available for the field. [130] A Count
w@omsitagint 810 i ncludes a two-byte count subfPEl/ER3®%/001527
to specify the avail able count to playback content
through the rights object. [131] A Tine Count
[136] constA syn&m%@suamlzﬁud §Pecli&QUDRVEHRIdNEbICh &ﬂﬁerﬁ@fbt@ctmn structure

ot G S Gl ST BB ke b G BDRAER R bion

p esub(ﬁldl(b87 Itindeatde férsied idfprrhdteont df sy DRIvD §ysednd o8@2 content

[ 1@%)} ecﬁg étgl.ic%? }éaAspl)feIggf Et@fn&ﬁﬂroﬁgﬂ 8'75 Ill(Hg'ﬁ aalhatnkeﬂ@f the DRM system

rlgm‘ilscglﬁj?@dlrofﬁgtlcélfﬁfrel@t%&ﬂee on DRM content [133] An

[137] AcC Umlt}a‘l@ﬁhﬁé?ﬂéé RisHhcBALIINERSH RS cAildBikh ect according to an
nmeasur néwal ch the ri ht S obj ect can be

pef¥at thepresent i IW 98ent does not permit
[138] acc esﬁndeah@BM canbeathiaf tigts ajeaabatuh 8¢ askdtione partlcular content,
spgci u of th ccumil at ed const
;o ST TR T R BB PR TR Rl 80 o0,
[139]ti me Eﬂsblﬁpteind of SBQntamdDBfEezd 9@)0 sapﬂéEKffyzldj%tand)n nfessaga digest field

pe@f@ ﬁlSthQ V\%ﬁ@h&pﬁ hppfﬁ llb aﬁr&%ﬁ&ﬁ%l? iddn@td! v{q Fé%oﬁf‘the

tart item(first tinme SU

85<1<)nt¢1§ 1195@&4 $1Qdhe %Eé@@ 920, ﬁ@({l ﬂ}ﬁéﬁ"rﬁﬁ%&eehgﬂééﬁ%lﬁé38 which are
paaésbﬁyé(ﬁwltﬁ rdTerefd: @ G vi cul ar date. Wien the end

[140] : genm (%gée? ﬂ_eqflblélg?%ﬁ#cg;illglﬂﬁm aliogln? ?{ﬁ%tfoéﬁdeéd 82(5: mCISudes ID in-
pafdrmatibrafor dden€ifyihd 8 bpeAu ah R, \as dhuadin moTebie Ailntthi86dke, 0x02 is set
sp diondli vi dual who can use content, for

ﬁl h%; lT%%sgnggqg uniformresource identifier (URL) of
[141] t he |An direntcR@IID {ded 4 Uinalyidgs idapieiication enfprreatipnder identifying a

' dﬁzﬁEﬂlttrY h'ts?»oﬂjé& of ARNh{18 Fehidh cE heuRd ey by3 Hcldde€a URL of a

i ndi.vi dual permtted to lse the DRM content, access to
t hehilgRPdtsHeent i s not permtted [136] A System

[142] C onstriai Nt ilfiéRaspeeistri@sreof ARSIy o @padint AgROBbRBaccording to an
otectllonqg)truceélﬁ ﬁ{to V\:hItC.h ntent and a rights
obf B YT 8 htetpe?fen,&nﬁﬁk)}logyst em ver si on
[143] s ubf iZebeht&i 1D fiahdlil CHY is sdoneraitimcanmdny 1 Prdiel bl Codest e dRDRM/e with
sy r i
oy R FRG, AU ERC M REN T BREN T o Rbippion moce
or desgebedointtehOMpt &l?é\éthéhREL claes e thayea CEX3qd armesageodlgest

' | Laad, b ererdBR, & CRKCHMIIE 196 afd %Esafg@ﬂlg@smldl @130 19@} Be set to
@glgt according to an exenpl ary enbodi ment of
invention. [138] Since there is only one Chl | d

[144] r i ghtS$n®@hheaetis (bﬂ’lﬁibn@ pireeRQ &Hdwfﬂgrpa&lcmwrtDR:Ml d@hitent to be used, the

Qi’SIQ ﬂchg(ﬂzg 8 Semgfe 1ss1en in orm?t,lo %quﬁéh@ cl ude a

perm or et T on 139]
[145] Des cri m/p@ﬁslddﬂ%mcdmieé mt thiePefrighidn Qiormzmo@Eield i B0dincludes ID

9291@1%{5@&0& fOBSSAEEIn pg agﬁ\%et ?ffalnqie a%%ﬂo?vﬁ if *tifﬁolé?'i’sﬁ AR 0x03 is

in FIG are re identic hose about
th@t@bﬂleérweiﬂeldﬂlé d 610, the CEK field 620, and the

[146] Mess agpardhIROUD fickd d163@chéLidemifRades mfomedionfétidentifying the
refer enc&zﬁm{ﬁqﬁﬂ G 7. [140] A Type field 941 incl uded

i nPRY Slon information field 940 includes IDin
[147] f or mdddsoriptioms of d@atmikyiommdax fiyldel 148, ammdr-cdisosdionms fiadd 1144,

Tag)rlldea gbnslrginE fﬁ'fgrm%ﬁgr? fief()ixlol%fS ia’?’e I%%ectively identical with those of the
permission index field 744, the number-of-constrains field 745, and the constraint in-
formation field 746 which are described with reference to FIG. 8.

[148] Meanwhile, a multimedia card can store both of a general rights object and a child
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in the Type field 941. [141] A parent RO ID field 942

i ncludes identification information for identifying a
w@arsniessd ght s object of the child rights obj er€T/KR200R1001527

field 943 includes a URL of a child RO issuer. [142]

FIG 11 illustrates the structure of a CPSF for a

paﬁgm obje@thh@t Mbjeslhiytack of 8tddert@r Bthef eigPEcnesal rights object and a

DT 0% BGY PRAPAE st T Ao g Blustrare

de€bsFheahsabvakiramtthe mefteneicenrd o &FHice/in thiowspetive tises.

par e ' | t i
1491527 TG ERIPLA B A SUIRRGERLE B0 CRelr e gpor i
anebjectrind saafePuf fudhe ¢halduightephicat iseeidgigeo ag cRERpPIRTe¢rabodiment
1lggg%s&tqg@§gg§_ digest field 1130 may be set to
nul | . [144] Since there | 0 arent. RO al | owi ng
parti FrélPt QR & GPRIERHID %ﬂﬁﬁiﬂééﬁﬁf hel '}% paEaegdigest
SI figlde 2p@ irmihs KIRSF shofvarimeld o dre edsgeclildy. 1déri|;4:5§ théseT()pre content

1 B freopd (GG BEd ol ARURE RISt Ak BAPR bRfrbeg win
t yméerolﬁcean HRQ, 7.d8 additom, 4 pcn’mbioe lufonhamrtﬁl@d d%(éi,ncmdessa
}éeﬁ‘g'ﬁssﬁd?l 1Bflﬁnllzbf§[gs1fﬂf (912]4 lora Fe’ln%@ll %b) nﬁ%@ﬂnanormatmn

entl on 1 n ormat

i d@rhfluehiyl%é fpnapyaRldHY- Peigiht of (Berespective parppission information
DegbiicRis iha i b&h (ﬂs&ﬁfemvﬁﬁﬂ @férérﬁ@@de@SﬂSUanlﬂl‘li% a

nunb nst rains field 1144, .and 0
(1511 nf oGt BARRFEE G Rkt et inattOa Ry BRI lokine gepgral rights
t holgiectahd tieeCPSIF forsisd Earentmid@rs dbjek,dicdetdingtthen exemplary

nugB §d1&fenc&rlﬁé 5@5‘%&\/\5{1\%3{1& 745, and the constraint in

I on are described with reference
[152] t o FILgsc@ptiqniof 8] conteanih fickd, 134 0pauCEKneadd 433 hand 8 aressage digest

St ﬁél@ 1@9@) i @k @W@%ﬁlm Fl(g hlt?asarQ Pdsgé:cttwé déhtlcal with those of the
hts o a cont ent

bo?‘Hlt‘%}F ﬁ@l‘béjnoe g CEK&?@@% Ja%fé fheam%fsaagepiageéhflelﬁl%ﬂt@wh are
objl@etibddwaith adfér@ntd&bfﬂcazz KnQfiditiog, £edineRion iffoaRatidlfield 1340

and illustrate. transm fromt C
o etk RS o raton SRR HHETPLE BRI ot ggermission in-
[ 1&®mafdrGublizld 134dor ap:a‘entﬂ{@ Betnlicoitheraspective permission in-
t F jgCt
OB AR, (Fel Sl SRNEERL RIS gt

[153] an exdfplamy dawdarta r&tpr@qedtnf«;eforﬁr@ssémﬂng POERISFIOM mformatlon
[ 150%kedE86Y h Riul@NSdiftard scHiRBlo hlpefiérgélgr le2dddiferelBKthe present
field 1220, and a nessage digest fiel 530 in the
CPEECUBan in FIG 12 are respectively identical those

[154] of t hefted@nthenticakibn be®@ledn @ HOyict HED ﬁiEKa ﬁiu&irde(ﬁa?aard 300 is completed
t hlen'._cir}%.rsa L?g%lﬁb 9%t f)f {hﬁ ldgwcg’ g}(?n grz({s: tirh rnu t1 S(th mggr & Ig |%1acrypt
12dz0a usIog adession kpe rgml@sued as thﬁfrgmhmf |thmalshmﬁucetllcm mmsxmt the

f oty 2@&@@&5@' anﬁigeag% e Qﬁérﬂ)éé ugfa %&E\%% eRensd! el d

124 or a parent e respective

[135] per nildwidsnice At @ Faresto Mieustioa 043 PRigRIap ks @Bisetfirea dhe
W fnlldredded 8428 820 & &ﬂe@lon&ﬁodfﬂell tHe i} indehif@ caB520 searches rights

:c lo%ﬂ%tsaé{r% gtt&gq%}etfn%{gmft%) gﬁfcitg}lljer r1ghts o ]ect requers]%hlb?/r%heo(fievgce S 1(8Pn operation

S230. When requesting the rights object information in operation S220, the device 510

[150]

may send a rights object ID for identifying the rights object to the multimedia card 520
to designate the desired rights object. Alternatively, the device 510 may send a content
ID for identifying a particular content. In this case, the multimedia card 520 searches

for a rights object that can playback the content identified by the content ID.

18



obj ect and the CPSF for the parent rights object,
according to an exenpl ary enbodi nent of the present

w0 pwsnidsen. [ 152] Description of a content | D PCEK#2005/001527

1310, a CEK field 1320, and a nessage digest field
1330 in the CPSF shown in FIG 13 are respectively

[156] i dentAfelfindidghhé Figse oaject ﬂaqll&wat@rthe h&méd £10] telQultibiedia card

[157

[158

[a—

—_—

TN ST ST L AR oo Bhs b ghe ype

peolnths sigbts objecommeperaion S260.dTHEIARSH may batesore of the structures shown
pegﬁbl ' 9@hﬂoﬂ%kﬂ%o‘o t ) oﬁl (%f%j eII%R %@S&Gﬁ&fe%mBQ when the

e rmss
parighs 0Pa©ct ipaizan¢ral r@ﬁht& Pl ctbp @wtltilm@hp ea1i 539igeperptgs the CPSF

f of4EAd @R sﬁuaﬁfeeslhecfm h@}th t@%&ﬁﬁs hlgp@ bt lla arcﬁﬁ@ 'h%ﬁt%%b]ect
to_ Fl and fl owch

pr B¢ TR &lep%é?ﬁé bt esB ik gD in FIG. 10
pOVERE Sledrifhis abjeulm h [jarémangiﬂs objeacoe aingmedia@nrd 520 generates the
Z??ggi’ ik %IIH%I‘I%) %1{;' n%shg)&vnf/\lgl ;%rl]@raﬁ(sj ﬁ% | g éﬁ‘%%}”éh %%hts [0%156%1 and a child
nutighteebicat awasidib@eauslydompl, ¢heduitimedperaad PYhg@Ridgs the CPSF

e aﬁi\’ll?% thg I@&u&ﬁl\@ HBwr P FRE! dl ot Weﬁlﬁ e'ngﬁghglgg @Bﬁctsd%g aGfFent rights

encr ata usl n%éa sSessi on ener at
r e@lEJP‘ft ag§ sipyHangoy rﬁwrtsiathedﬁulﬂmeawq SQQ@WM EHSF having

datna strafidred@e i ph Fidpel encr ypt ed data recei ved from
The devj ce. sts .informati

each her. [ 155 on o
o o LT I SRS 1 G e S OBt HEO PR (g o pgrmission
52ﬁhfa>m1anp& patheaighB2Mject, The multitheliaudrtl S8 tay sees AEEAkId to a null

@%ﬁ g&{& gk%hée?bgl: SAR‘{rr%néﬂﬁﬁ%e{h%g‘f%ﬁ 'tl{tlsqnlﬁlﬁﬁ}edla card 520

ues
stf(mds ﬂw Yregpube tighty Obhtet infgmagonlsj e deyid 6¥metqpsratlpn S5250.

0pg[t@ﬁnaﬁ%lf%ﬁ@muﬁthﬁedi@&lrg %25%94 r&?éfe fRNEPSF £ﬂ(ﬂenfo$v the device 510
ob{ ect dent| f ggt e r| glets object to

o qchesdithe €Y i Tst@dleweé esRee r{éPSfe@draéauwsgh% germission
objngsrinatibh be heatdhvedbyject ﬁl@en @e\UPSF ib bPeraByn S26U a

cont ID for. i t|f artic tenf.. |
Cor's WherfRe Rbicr Sl enat By Brd i StloThe oD aa gl 520 0
r i playsackla) padicutdn abnteamhm;l cay bapkyytthbadkorsirerd riglde nbjeftiseated in the

bymhﬂﬁn&ﬂ@&a%@ 520 QB& ﬁl%ﬁlmé(‘;ﬁflcjl ge[rd%gq g‘\agl%l]]storg%uﬁa%q PSF For

object requested evi ce

c aPXngRQ éhfhﬁifWé@ A Orsppes the plapbacki rggiest t@ﬁ]l@@pltgmha card 520

g eﬂﬁfl@}lﬁ@k ﬁle(ﬁDaﬁFcu?&%@ﬁt@htn thetBultiRRdfadRR1 950 ﬁlb]}eserakcgl%ﬁ a nghts

obj ect 11 E E t cﬁl h8240 1The CPSF rr%y haé&]gne of

st PRIEF Rl SaL R ANEPIELCUIGT GOYRL FINYRCA F‘H’&SP%H mg toa

t h@/pt: ypeheafghtssbj¢dt gintisrankipie clic CPOIF tethadpyies 5 Vhameh hie device
1 e SRS AR hipa e R cob 05 o he CPsF ana

st eanctlsa ehesh oomstramt Fif@magion Wanding e praybhtksrigity such as mifermation

c Eglll Aok F gstnﬁ)é%] th tﬁ%aru&'ﬂgr Bkt Hﬁ%\lﬁpl&)@é'dq)aglg th&%\?/(\fﬁgl%ﬁ% the

VI ng structure s
th@glptﬁghlegt object is a parent rights object, the

[159] mul t ivReH e Qi@{'fl@e 520y "&%Va@‘igﬂ}ﬁs éﬂ]@ct@%ﬂ‘_d ﬁl&ﬁé ﬁﬂltiﬂi@ha card 520, the

[160]

structu S ener a
o b SITR Petk Aoty Berpisian infey BeBp st D& ing a CPSE
f ofrooh, the hmltmiédia oadiSa0 eathdub62Ceigian elicatybsle rigats@BSsfet.

havi {}%C%Eﬁ e@% M%b‘é&@m@?@{ﬁbl&dhuﬁ%&oﬁ% o %Pm@e&‘r’d?le(v%

righ .
Si mewmead@gwt fromrtbe deviee id, therm@llitlaledatrqarcs,‘?@ performs operations

g eQ%@&?&lgh he sEPREIReMbAGHONE St 8 @e 3BAVWDS | il ke the

rnult1rned1a card 520 generate a CPSF for a particular rights object may be a request
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[157] When the device 510 requests the rights object
information to check the perm ssion information of the

w0 p@hiisessbj ect, the nmultinmedia card 520 nmay SePCHKEENS/001527

[161]

[162]

[163]

[164]

[165]

[166]

field to a null value when generating the CPSF. After
generating the CPSF, the nultinedia card 520 sends the

CPfor p@ﬁnﬁssﬁ@n InifitiaBion F eetpaktidulir Ii@‘htsQﬂ)]ch atr’é@ue@ﬁfblr ‘fﬂﬁyback of a

caP BB b R3S EHB UFieb RE B, PSS ed in e

t onmtmmxha tdre SAPIhe PR gewratel 10 nademedis chiles 20REEy be

ooy il g B8GBEET SShORMHOOES Lpfhs Bhich( Raleh Al By e
dedﬁr\@@ Bi¢eprasehus @?Jafglb@fgkm%mest to the nultinedia

card 38014 & Phi8xO@aKram Grar fdr@bleaiora@nt4tact faingGaan Bemplary
pIa ed _back using a rl‘%hts obj ect stored in the

Fporigent AdhgPEsent INRBUR| ti medi a card 520 may al so
generlﬁiﬂea c&eﬂﬁﬁﬁy emmbodigcanplfehe posnt Idﬂ'emﬁiﬁt\/ddseﬂl:ﬁ:ﬂ(below a 'module’
sen s Eh back request ht%the rrultl gdk?ZO
to'p C&fﬁ& 'R BarOr el®A s "eont %?Om?‘hngn K
c aprhgBRONTY gate arren (ERﬁAhorrarmecaimaptmﬁh attegratnd circuit (ASIC).
Pl @ybapkul glf)%rfeﬁﬁg 3 ﬁaH 1@&1&1‘:1?19&&{# Th8 E‘ﬂ)@ﬁl@tl? nét r@lﬁ&gd to software

correspon
tr %W@W@Iﬁe%@gpd‘ﬂlé Htabré)edw}l‘éf‘él 15 119 addn%%abletsmagfemp@em or may

516k EatTigafdlb ey a)n@%Knﬂﬁ@ﬁﬁ)dests@rspAao&aﬁgyt Bﬁ)dules ma include
anda .can

particular c nteﬁﬁ% fromt

cof¥TRAICAY SPﬁ? tf”aB"nC‘F’é%%PH‘isn‘ﬂ”J%Ft &%9%%&%5 Yi'§ ﬁf’mponents class
sucdmpseh3f ardmatk @mm@netovprosyest fuesornshatriramnds] prokatures,

gggl}éa? uﬁgsglﬁﬁﬁL @fﬁm‘% ev‘c@Iee gﬁb %,%dni ea{sré‘gmﬁclfb%ﬂgésgﬁ‘&&uts data,
0 bjiaé@basg& datedtrigfurchabhas, taimapsd iand p@namem Contmeerneem@atures

S10raGRI1 R %cﬁﬂé@%ﬁeﬁﬁlﬁa&o\‘mﬁﬁéﬂhﬁd Qhalicphembat df%BnipHﬁénts and a
by receivin fromthe nultinedia card

W %Iﬁ%llﬁr HP@J?@II i Aeulere omaY e fiviftaddniop) Eedter qglmmr of components
Ac gt gty nurhPerdT nexe ] laraidrivh osinifinen ©fand Advdplee SR tbe im-

{ f z ' . .
B e R s e o PO 8550 e oS PAEM G 18 @ deviee
t hooangMMB250. As descri bed above, a request of the
dev' ¢ '?é)@elﬁaﬁbmkg 5%1%#@@%%&@5 g Sé%l%t}gﬁltﬁg{l&{ & function

a partl cu ar ri
r eqﬁ@@mngoffonmt A asREma if'i*ﬁcﬁpﬁrﬁf P’Eﬁha@ﬁm& ﬁ@ta patht4 dqyicgs and a DRM

ri gitSoR h 84ditioR hepdedle fidtaePlf0ReHs PfuripRbE %&Mfa@'hg CPSF
content, or a request for up%ate of the particula

rlﬁ‘?ﬁ‘s Obj ect stored in the nmultinedia card 520. The
CPSF Wo@h&ﬂesb)fuﬁdmenmﬂld pm‘fadleast@agej IMHHB&esha encryptlon

tr an?u el %ei lél%\g%% %Igecgil:lt féths fon, ﬁ:%é%%r/g r%(ré(q{gej_ ggﬂ) havmg %%torage
r i @Jlmpsom kap emitrfaqq:fmdtm L6, al[omng d#th &xchabgd with abllewck, a control
di
R M19b0 g%lﬁgﬂﬁr?g;éa%h RIS yégfgﬁ? am ggsgh& ) L data format

exenp ary e B
| ngenseation avgsiulg 14 30rasaeftiphESbda@he present |nvent| on

d es c W}J@Qﬁ’teﬁﬁé&%dﬁe 1Ml Evs the fbell€Stortgs PROR B connected with
onent or a hardware conponent such as a

§5¥5Gr ammabl e gate array (FPGA) or an
ap pl iWWhtn o pepade kiocagent-0Q issdoadeatéd with the(&SI1c€) the Titerface module

j i . i
TOFHE B BOLER: Qo ASPh AL o PO S
na9105elelorﬁ theubperirei Howaveadde elsstishlecognentiogas msdingrample, and the
MBYonnection may indicate a state in which the portable storage 1400 can communicate

with the device through a wireless medium without a contact.
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be configured to play one or nore processors.
Accordi ngly, nodul es may include conponents such as

W@ ofosmase conponent s, obj ect-oriented soft war ePCT/KR2005/001527
conmponents, class conponents, and task conponents,
processes, functions, attributes, procedures,

[167] s u br C)I[Heldﬁ@@ptl&egﬁﬂtﬂk»‘lé@@ cAcrPpOdh@nd 66 tensniilted & the dev1ce and

£ PR e FEDTRE R B T R el Rerol BPE RS Ryt i ape

andorftleﬂhmdek: Ig20VTeshchyptiondddel 489 nivey pmﬂmhnmedomlm)ubhc key

a %ﬂ?yedtﬁﬁl ! Qf@@ E)B%te %Q?EI‘P%%} ch. 38%ni8 ef (?%lnle of %er o%y}ﬁlon

nto a greater nu
coﬁ@dﬁbﬁﬂ§Y@ﬂ@ﬂam§Neater nunber of nDduIes In

[168] addi tPaﬁEbul&@ﬁR@Rm‘fs %t&&ﬁmmﬁ%b@%temvat@ ThufN R peRMEHorage 1400
such that th one or nore centﬁqgﬁﬁroce55|n

un?%nseneetpbgf)ee% %amaé\ﬂn@éleé@y it ROt Té’t}!eﬁﬂﬁgﬁ%f‘nd

?Rﬂécrﬁ)tpﬂfeﬂm? b€ing ﬂ&hﬁ@(}?lﬁtﬂ&@% Ake@d shcaRO a6 be htoy/ed or copied to
unct. o nerion.o n tent of

runeig P AR ERAPHE: alpoRO AR BfhuglkefikaSingly e

f usporuinotnic-Key caduptioron judt ae ep@nplabzi\eersa@re@g an D apbedscrypted

a Béﬂ?g% BHOatle)g 8%% 2Bft g@ﬁge qab@and H8¢ 1) ch F‘%& ﬁglﬂg a public

hese” f tinct | ons storage 1400 des
en]é"rwth‘éﬁmiﬁ%ﬂ@mwé@%‘é{b@h@ecﬁs%@’cur| ty f unct i on,

[169] st or alge stm gad @odutd @41(&%@9 eler§ptedl agiRedtd NGl dHNebjad, a certlflcate of
er nDduIe4% 10 a gﬂnng dat a exchange with a
de © Qﬂa © SRE) ﬁﬁ@& 20 controlling each nodul e
[170] t 0 pérte@omral rDRMl@ﬂc@ﬂIB@mrcentralmﬂlt}&andadt@nfvmme device when the

9ePSEAd Q000 Pis LInR ARG R e@%ecfsfdgﬂ e[cgjét?(llfli%ﬁﬂe 1420
t ocamede@@mea:wb@hw at(an’elﬁe ngedddoamd c[omnd\m%@ata fmmat generation

POLaRka 450 &S Qﬁgl%ralé"@lg PR FC PRREC flAb I fshel R IRV (GE }])_ortable

the i nterface” nodul e 1410 of the portabl e storage
naflorge L iersives ﬁrgmé%%&e@dreﬂm% fog permisdpn géermﬁsl@awé a
of pztrhanaler\rgmeobjb&t\/\@v(e@cnﬁehebeb@mth ir€fatenEOIITECE 19 re§uest for

g]%}ébaa}% S arr'gWCH% c%e{la%fegﬂgs( g ga%a 4%5%&#%%& %gﬁts object stored

connhapcmﬂﬂean@eﬂn@Odeﬁwd&ethrough a W reless nedi um

[171] W' t th 'ies%gﬁs%qg cboHr?e?Ild f}-&ﬁ tl?encgthIBI fn%@ulgqg% %hel'éagg format

d e@%ﬁt@nmuﬁotﬂé@ fepels & r@&@e@h}% fqrrvdieh 5 €PSES toebe generated and
aC gé}fegdtékga CPSF R&vik g?g 'é@ﬁ’(@tu@fco%ﬁ)oﬁ@iﬁ% (®h t}‘Bédﬂltl?e 8@ rights object.

ﬁhgggk %g?gg rf orm.not onl

Eﬁv Soég@&bgf fRRyeevi feé?ftcwﬁbﬂ%% 7 through

T013h|s end one or nore encryption nndules may be
provigded rticul r redi
1721 ey el L Bl A e RN e R B S sty
enembatimehieolRE prsbang irveanorgue key t hat cannot be read
[173] bBé Ot REI Gt %‘RMa{l‘lQ JaGieE Y%@néeﬁ?a EQquj RAcHdE aLf ﬁc%ﬁ of

toalow be noved or co to anot
de@ﬁpeeg C%@ltezheg%pbjﬁ@t 8§ catilicats. 381l ag-Rlwen fiyﬁ‘?ttﬂﬁlef’fk?éyhangmg

aC@z&ﬁ Wlﬂhgl A[\lso@tabfé%t(ﬁk(g'@TﬁtdﬁtaQréﬁQNntﬂe&ﬁ%pﬁJh&[bd zﬂlol\alﬂﬁg céimunication

ternativel in
o B oy St s B i B R BOEiA TS et O e
defimyporesdthasicnige dSQUiblcludes an encryption module 1530 having a security

function, a storage module 1540 having a storage function, an interface module 1510

allowing data exchange with a portable storage, and a control module 1520 controlling
each module to perform the DRM. In addition, the device 1500 includes a transceiver

module 1550 for the data transmit/receive function and a display module 1560
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key of the portable storage 1400 when necessary. [169]
The storage nodul e 1440 stores encrypted contents, a
WO 2@hitisesebj ect, a certificate of the portabl e BCDKRI®5/001527
1400, and a CRL. [170] The control nodul e 1420 can
control authentication with the device when the

pggf&plbillﬁgfﬁliidﬁ[ﬁlagﬁc%éﬁﬂlsloﬁc@ﬁeﬂeCt ed to the device. In
a | e cont,r ca .
(1741 e HR linbdiie? AR BTl s TR oA et vith the

geo@natts ssuenod theeigh&Stsuenviganeirat @ windcSRSRnecHen elhetdesice 1500

CPéEI (%Iﬁalﬂ g?&‘ﬁg &M“ aﬁ@&o?ﬁ{té@&ln?etﬁ Tﬁ%{l?&ﬁsﬂlg’ grq)d 5 8?(3532&@ and a

reqgues ermss
of CBLpfacrrn |a@91téxcaﬁ1¢rgmthorﬁb jusing | theatgana@@mrur@@hﬂ%b%iﬁe with
[175] " ef ergRGRetBcdth&duld 451 PallRAURS He i ISUOQM lB@%Bn&Ete@ with a portable

art|cul nt ent uest for updat e
paftmaém cp 3@@@&1066?%@@ SPesd Wit Bﬁé’ob%?lf’é&f%%e the interface
st mbagle 154@ of thg fdetioe 150kmay [daa Elkttricnlly aﬁmeas@ wﬁmfahheterface
co om t cont r ok, modu ta formt
ge%npau i g IE]he r%)rtaslg STOfRee- ?—Iol){vgge aﬁlﬁ eilei,]c?ﬂcai %?nn(??tl(fn i _]l\lMI] an, ﬁxample
a @RBHAe icgniteotippe Mgy mehicated statedn g\ém@ﬂat: deviee Cﬁlfs}-‘cahawrmngimcate
2. ShniRd r%b&%&ﬁ%é)@l%&ﬂgl ARt HBE it § ot

ts o tures ave een

[176] d es c rﬂ@@@craﬁa%mmitﬂﬁ 1989 epenpte dt“é tﬁb%ansrmtteﬁl BU§e Parable storage
[ 14 déﬂr)@ts difdrypreBd4pd REkived BEMANE brtabld ¥iGe ad&P@ing to the request

el oA ) KBt e i B o

n epuldicakeyenutyptiyn buratdol rivateakdyumetyiption.6Fo ghiisaenidngne or more
co t ts certificate, and a CRL;
. %cﬁgitxon%541@‘!eéxr§@9§é gfr%%dah

I'on 0 ata with a portabl e storage;
[177] a datPartiquiatkypin ROeis stoves fuanentrypted|skagei Thys, the device 1500 can

C OEﬁBﬂWtQI"i’é R@rhs}g%t AurBq RO 8R4 S ahiit BE Iirea@rbyaotﬁérgia@es or portable

i ssuer; and function. To perform fhese
f urferaeghand dersyRis{hedtO 15ing theanigrrdeydn alpw R PdA be moved or

é’dﬁl&i tb%%@thhﬁ&d:wﬂ@ & poeEbleistotadelThE bRy ptihgSIf@Qh ®IB using the unique
an inte

Ie140h ng a stqrage function ce .
i G e Bk e gL I AR B E L R Ratively, an
st EOage;; baadrgptedutingh prrode key 536 deant i HIA andgnaalehdecrypted

15 %hf btoIReL, efyCHf'@lJ A& Moo '“ﬁleg%rqéegsggggb the device

transceiver no for the data _
(1781t r anél?hetsﬁqfé&eemv@ ¢ bt stoigs aRRTY Ricd Parentya el object, a certificate of

156Qdicsiet ayhmand HERl.ayback status of content. [174]
550 al | ows .t he devi e 150

[179] ¢ The %gggééﬁéwqoﬂ&%%ﬁt%ﬂ? quthegication vwﬂb FipgHERle Storage when

| thkiell‘evi%b a5e0 iMcbﬁldsctHd twﬂﬁeelbc&elblecmmga: tIm @dlmtlc'ﬁh ehd@nitobmodule
t ed. cont ent

}fg?nzog Al sgn ef% atﬁ% p%ﬂ b‘i’h%t?c’)?a'%% t%g(}ug ggr peéﬁL sfon 1nforrnat10n of a
c eparhtmlalamgMMola atthordquest disri migybapleof & aargeldmvmntermdluiequest for

ate[ éf%%ﬂ&ﬁ%ﬂ e é}lﬁ %Pé&ﬁln Qhél-éc;rgab?é %&ﬁ@ c, e, fhe hke as

e Cton orag

@"rfC]ElPFéi wih reerenayg Hlg- 1:43 niBent @aelwnngRSFed%vwmltéed from the
st 9(51%‘136 stbiage td@p&f&@@ tH@delh@st 1thd Bortfol H&IUQGMZOQHQ-@Q& the CPSF
e R ST E B RS p DL SRS I .
[180] _c o nnéldteidpldysmpdide 1560 gﬁangl displaydhd pieyleokoé coitan peryitted to be
lcgﬁ]:grg%% lgaac?(leﬁttﬁlé ﬁgﬁtg owg&(.: ji"hé ﬁﬁpQ$ \ﬁllo%%lelr%%e n?a%n)e implemented as a
liquid crystal display such as thin film transistor liquid crystal display (TFT LCD) or
an organic electroluminescent (EL) display.

Industrial Applicability
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with the portable storage through a wreless nmedi um

W t hout a contact. [176] The encryption nodul e 1530
wer@sypissy data to be transmtted to the portabP@I/KR2005/001527

storage and decrypts encrypted data received fromthe

portabl e storage according to the request of the

[181] cont rAY dmadelba;{%e?accomﬁﬁwafemége@ﬁnvafdi@heod&%dnﬁﬁeduced and in-
encr.

S?{c{;lg{a I}(nlg%nsgﬁﬁg;ﬁéjp%% 181 ?Sﬁii gv Bg ﬁ)@ ISt mmﬁrrgtlon is transmitted
enbetypen mde\rmedaddeﬂspmmjoletmorpg@w d ed [177]
[182] Par t 'IP%LIPEA Xnde@?o t%o?et F &b sﬁphﬁr}&%m%@ Vglrl(ﬁl:s %hanges in

can encry
u nfqzinneanrdeiytanlh atayd?&m%ie tb@emeval&lqyy depapéne fcﬂ@mﬂ@fe‘solr@trand scope of
pofh‘é%@és@nﬁh@érﬁ%ﬁ %s dé‘ﬂ"& hY RSB wWiRE IR U Thegfdrb L is to be ap-

to be d or copied t
5&%%} ﬂef‘ea %Xeéreﬂ%%ragegl%ﬁﬁ%enéwﬁ ‘ﬁftR‘Pi@OSS$ of il-

anluEi@ltitﬁll hﬂftBn(umd) ael _eOﬂ@&)Ae(aEs:@ﬁﬁhhtﬁ@oﬂ of thbévention. The scope of
S ypima :] raeltnI 101 { eszgﬁé‘n%%e oy nenlt()igd élﬁgntrlsy ?r{h%fxtﬁ‘ r{PthS prechm% dFSCl’lptlon
k egndodll vdmtld@s/mdeeqlls(a@nmwunhfalbmtbﬁacthcypmgfd ol whpiras are intended
pqygé%g%akéﬁm%gﬁldevice 1500 when necessary. [178]
The storage no e 1540 stores encrypted content, a
rights object, a certificate of the device 1500, and a
CRL. [179] The control nodul e 1520 can contro
aut hentication with the portable storage when the
devi ce 1500 is connected to the portable storage. In
addition, the control nodule 1520 can send to the
portabl e storage a request for perm ssion informtion
of a particular rights object, a request for playback
of a particular content, a request for update of a
particular rights object stored in the portable
storage, or the like, as described with reference to
FIG 14. Wen receiving CPSF data transmtted fromthe
portabl e storage responding to the request, the
control nodule 1520 anal yzes the CPSF to acquire a CEK
for the rights object or permission infornmation of the
rights object. [180] The display nodul e 1560 visually
di spl ays the playback of content permtted to be
pl ayed back by the rights object. The display nodule
1560 may be inplenmented as a |iquid crystal display
such as thin filmtransistor liquid crystal display
(TFT LCD) or an organic electrolum nescent (EL)
di splay. Industrial Applicability[181] As described
above, according to the present invention, overhead is
reduced and in formation transm ssion speed is
i ncreased when rights object information is
transmtted between a device and a portabl e storage.
[182] It will be understood by those of ordinary skill
in the art that various changes in formand details
may be made therein wthout departing fromthe spirit
and scope of the present invention as defined by the
following clainms. Therefore, it is to be ap preciated
that the above descri bed exenplary enbodi nents are for
purposes of i | lustration only and not to be
construed as a limtation of the invention. The scope
of the invention is given by the appended cl ai ns,
rat her than the precedi ng description,
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[1]

(2]

[3]

[4]

[5]

[6]

[7]

and all variations and equivalents which fall within
the range of the clains are intended to be enbraced

w0 b@sa1essCl ains [1] A nmethod of transmitting rPQhKR2005/001527

object information between a device and a portable
storage, which is perforrred by the portable storage,

t he met hod conpri sing: a request fromthe

devi ce; generating a cur rgﬁla\li:yﬁ%m ssion status format

i ncl udmgethm er@ﬁtsfn%ngt Rts rdbgﬁt MfSHRiaB6h beGREHRALFL: BYd a
t he reque and transmtgtln ecurrent perm ssi on

st at usP9TEPIRtLoRge, vrt@dwéﬂetfermf[dz'}y the @oRR! ﬁé@m&? £ fjchhod

1, V\he&cﬁhpnsﬁﬂge request |s one of a request for

perm ssi an. WE{Z qh fed the rights object, a
requestec?%’rngp?trggf'beg OB parti cui ar content, and a

reques gen‘emtmg pdatrenigfermiseion isghtsgoohjtentludip@ }nfd’ﬂmmtion of a rights
met hod, r generating the current

per m ssllsjon St gﬁgtgd?m% rgdll{é:s%‘rglr%lises finding the rights

obj ect transgriéingithfl qugreat pyrpesssm siafes forgat te tbflasies: and

gener athdgethldd of blali# Nt whGEH Bet lﬂes‘iﬁ@éﬁ@oﬂa%&@éstfo‘ﬂ@érmlsmon in-

|ncludsthe m.s in forma

obj ect Oé%‘&%%gfﬁ efléﬁ‘tst‘i’ jecy Bée‘lﬂes‘tfjﬁélr’]]??/'&l%é’?a F’glf‘tlfar Fotent, and
The me4 faqdesnfforaipﬂam&themgrteohs]ectthe cur rent per m ssion

stat US C ?I’TE Whgl”el(f\lot t entera 1mn el d f ? ISSIOH status
conten ?]B yI Ny anh encr§prt &4 § ntﬁaltm

be pl aﬁﬂemabamh@rlsss ng the rights object, a content

encrypfh@Re RMidhtEjedii el d for a CEK used to decrypt
t he encryp%ed contel’% a nessage digest field for a

nessageetefinyBigg ayxpq el th‘%)FlghtﬁPB@F‘i #)dof transnitted
data, adradinp Qlﬁdﬂlﬁﬁzlnﬂﬁbrhﬂécsﬁfnr@dth@ﬁ)nﬁlhﬁhﬁi ih@lddshie perrmss1on in-

perm ssion.in on ofther
Pet hodemaisbp A ehRapgerirdinEtr s Gk of e ctsrbhalice.
f r om t ke chethiod ®f chairh Bewherqmethe ctiroent pphieniggonrstsisis dormat comprises a

i nf f

'ug dgtr ggc%n'ft&{t '1112 ﬁreli(hﬁtr ]@ﬂd@:&tﬁfy%él@%c{ygPeldec%hte%P@at can be
nul | vplayesd ba[CB]usmE éhmfnmbmt eratentgncrxpeerekey (IGEK)rfeeld for a
type ofgkh@ed tOicsy }Bieeéhtcr}lp?edacogfeﬁ? ra%es%é@rmées@ﬁblﬁqeﬁ a message

the current erm ssion status format co nmpri ses
| east ©gest yalAiQSpSEripPitEnaRiticd sl étdda p%rﬁaSSt%nfomaﬂon field
per m sfir @ pdﬂﬂn@@mtmi@ﬁnﬁttcei ¢ thOfPlitk SB_}‘éctt ype

gener ars el GBI hFIngh IE b Re ke mafe Bovice is e
i dent i feylucrsg farhke pérgiitseonobfeeaatiomof the rlgbtsmjrlcee&h@ regest for
a per ”hsﬁcﬁ'teo& Cttcl)ﬁgglﬁalfoﬂ ect, ﬁf:%lt@ﬁ!eﬂﬂs §?ttt¥ B%uffvalue.

perms ormation o ermssion
and a ikethodol elgis ¢ txh@nemu ihthsrthig elohe rlgbtﬁ@bjems apgaeral rights

met hodogéctCihaicirént p\éﬁﬁlﬁﬁbﬁ‘st‘afustf&%latt}é&ﬁ ﬁiestahﬁaé’ﬂoﬁg'pérmlssmn in-
object_is a C{]Hd rlghts Qbj. ect . the C% field and t

ok e ook eI i apEEon BlosTiipy TodicaEPseud Y @Tormation

indicating that the rights object is a general rights object, a rights object index for

identifying the rights object in the portable storage, a permission index for
identifying a type of permission, constraint information of the permission, and a
number of constraint information items.

The method of claim 4, wherein if the type of the rights object is a child rights
object, the CEK field and the message digest field are set to a null value, and the
permission information field comprises type information indicating that the

rights object is a child rights object, a parent rights object ID for identifying a
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perm ssion information field conprises type
information indicating that the rights object is a

wae biosd1assght s obj ect, a parent rights object |BCT/&ER2005/001527

[8]

[9]

[10]

[11]

[12]

[13]

[14]

[15]

identifying aparent rights object of the child rights
obj ect, and an address indicating a position of an

I Iss uer aﬁér\ll\t;]rfgﬂﬁtﬁﬁjédﬂ of iglthBd ﬂ@ht? @Pﬁd &hd ﬂn Qddfgflsh@(?czﬁfng a position
claim er ei 0 e rights object is a

par ent “F3GRTST § ﬂ'jhgglilﬁélflﬁ]é%g&ﬁf“ﬁ ssion information field

conpr i $esmethpd of nfaon Aatvhemini ifidicagpd ofght hights bhect is gpasent rights
ggj ect [?]%Ctathg %&gﬁ %1&# gl%rﬁw(ﬁ?h ?ﬁgirce %}Rﬁé@ﬁ/@)e Eidf gmzﬁ]ton indicating
per mi s&luabthe righs)objast isj ad@mnt fﬂ;ghﬁs @biect, y‘lﬂ?élfe@f rigles @b@gﬁ Ehfor

set f ofdchd§idyl tﬁ@bﬁeﬁ’@ﬁﬁﬁ obj&Q@NSpériiRion 1H&€lé3<r feRtdeRnry®g a type of

t he perm sSion, h&ﬂ@o‘é’ft er of constrg} |nf rmati o

i t ens. P{TGYSSFASe S epggtnsoRstryipkinkgrmation g @@ﬁ@%ﬁswn and

ri ght sa ﬁhhb@tofaﬁﬂht@mhmfodnaiti@ht@nwbJ ect are found as

the ri bj,e erm.ssion i,nf t.lon

compr i RS BRUEE brish TP WRER AT R Rs i Fab Pad b Fhi ighs

obj ect olzed apfeffonn@ 8$ i righfsarbpeat, |tb¢1p¢rfmsstm1 igfurindtion @Hﬂ@ompnses

obj ect erhﬂ& on-liﬂﬁ)rﬁgﬁmgf gé Qﬁe‘ri‘él %ts ghd érimé%lon information
gener 'y bj ect an g par er% é ts OBJ ect are

found %fsth? ﬁ]@l@ﬂ@lﬁﬁ 8bje# ect, the permission information

field TROPEINSEDF PRIMUSHHhORin inh QBRG] Iightmbjéda @n«ﬂ]@@ﬁfeﬁl nghts

AR A PN AU AT A SR A -
cur r enperpessitinsiafcomasséradiithe fomanatrighss dhjanand péretssion information

betvveegftélgﬁ V1' éﬁs ?g]g the portabl e storage using an

applicatio f col Jdata unit conprises an encrypted
send s@hm@n&@d@éghtred whecahe nerrent permeissiensfats éorofat is

the apphiaakdOBREGE tﬁE 9!5V1g@51ﬁ1 (#e 'pBItQﬂg sBPEE YiBth8 An dBpeation

to be transmtted. [12] A nethod of transmttin

ri ght sProBjcebdaty HRibFORPTISH 2 8RGRIgd seilesgliciicg Gepmder indicating a
por t abieadstqQicageof hBuplicaGoPprlofdroneda bivit biteerideyit€®data to be

t he method r|S|ng transmtting a request to the

por t abi'&™s gPtg‘? ge; and receiving a current perm ssion

st at usAfroethed of ttmisnndiiting righfs@bjeat infornafioa betwght 8 doviceetd a
desi gn

[13] ﬁcﬁer?a‘ri%leéﬁg %E@ v&}ﬁfl%‘ﬁ%%ﬁﬁﬁ%@hﬁe F&Q%g%g%@gﬁfw&pmmg
one of ranspuine gtrequsst 9ehepaEbihsoaee@rdt i on of t he

right Sre@@]v ta, c@reh@&t‘%stsmfn%fat@ @Mﬁﬁqﬁclﬁ(ﬁmg nﬁ@frﬁétﬁiﬁ' ofa rights
cont ent a request for date of |

obj ect Oblf%zflrm%e dedrestc %m@ﬂ e%? t he
cur r enThgeetiod o Oralrﬁtlal whertiarthateqaesniy orees aaequest fonpermission

ICEnI Ieﬁingdrﬁlgglon gf 8‘8 ﬁs dbgeé;lt dergtﬂlll LgfoH glatyﬁ%c%n(ﬁr %Farﬂcular content,
obj ect andaa wgnese far ll@d@tﬁybﬁthealghkmbﬁ@EK) fiel d f or a CEK
used t @??g%g%ﬁbf R 85K NAL %&&M&E‘ Fernﬂ 3510

di gest message | gest c ng
i nt egr # ENIRF IPrfsfrlr% Fﬁr@t@ateabl%ldeaml% PTS539 nrqm at can be
for Hltat plafed baek dsin@lihd AghtPEK[BESS béttertRheypRéH Rey @EK)TRId for a
rights g
C

Eormat comprises

use(ti to decrypt the encrypted content, a message digest field for a message
digest value for checking integrity of transmitted data, and a permission in-
formation field for the permission information of the rights object.

The method of claim 14, wherein if the request transmitted to the portable
storage is the request for the permission information of the rights object or the

request for update of the rights object, the CEK field is set to a null value.
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[15] The nethod of claim 14, wherein if the request
transmtted to the portable storage is the request for

w0 b@spessa? ssi on i nformati on of the rights obj erCT/BR2006001527

[16]

[17]

[18]

[19]

[20]

[21]

[22]

request for update of the rights object, the CEK field
is set to a null value.[16] The nmethod of claim 14,

wher ei 1Dh¢ fnethlaﬂ of t@hh 94 O\bhfﬁ@itn if mealgmmﬂfj@k isrd gkl rlghts object, the
Obj ect cur.r ent %)t {)on statu

E ?r mat conﬁ) ses .
ot T ottt p e E Rt st Eh A ey B g T ihformation
per m sﬁeldnandrth@pemhsmn IﬁlfC&hﬂthﬂDﬁp]ﬂl C@Bﬂ)rlsgqigpe information indicating

igg;g gﬁltd{ Hgl ]?e t {g% égﬂ@fal {1?@ ? rigmé efc{ hd& for
i dent i Idynﬁrfgntgﬁbe Fikfs pbjeébqné p¢rtﬂbdeh‘é0r@s¢ taaEFI@ISSIPD ingga for

a per mdgsiQhel antSi/Fé( of ﬁgrnilégﬁﬁt bdnirB@ie AfériR@ioRbf the permission, and a
perm SSI1 0N, ID%O rai nt i nfornmati on of the perm SSI1 0N,

and a PURRRE! GPNSUGHY {HEIMAION Bt i on i t ems. [17] The

net hodThd meth@dmsf tHim WhewRdrainiif the ht%htsl (gijﬁcs isabjheldtrighss ébject, the
g:qlgleg t {?Fﬁhfltle d é eniles%%% d%%& {1618 C seP% ei{ ﬂ@&é 29§ the permission
per nm swif@matinf @p}dgtomqmses zbd 111f@t|mmt1|ogemhtaymg that the rights object is a
i nfor t [

ChiLg n?{ﬂdorggsﬂtég Jg‘&*{ ﬂ%eﬁtg%glhs: (!'b:ffecrt 9 I?&ﬁd&ﬁlf?ﬁl% Iﬁlré"ht rights object
i dent i Phthpghidd pabté Abicet grn% an %ﬂsljr%sé tmdé‘fatlpﬁé nepitipy OF iﬂlg fspuer of the
obj ect ghirl }ﬁmo];gggir ess | ndi cat i ng a position of an

i ssuer, of rig s ob

clai m 1“13 mm@fl é’? Flajmp 1f*h "rrFlﬁH ﬁhgﬁﬁ% 154 %‘I& ﬁights object, the
right $p€ﬁ'b]1ﬁ5ﬁiﬁ, mfdnma@@r ﬁa:lﬂsompnsarsftppdmfomraubm @lditating that the
conpri § r

obj ect g ts gwggtrlé Q IHBL%I&Q % Blnleﬂtgr aéﬂ?sa{)bjga%ﬁtf{mgﬁgﬁufymg the
obj ect parﬁntfr@hts @mqt,l &gﬂnmgssmenct%rfemdenmfgmg@ fab? ecpermassion set

per m Sgjan: I'lgiﬁ@éb £QT cdnd@Rht fn¥drRQin bYRE pRfmiREbiMang! 'aQﬁlmber of
set for the Ti ts object, constraint I nforrratl on of

the pefSYaNbWICTAREORIEWber of constraint information
i t ens. Thel@kthbhof brih Qﬂi Wher6inadf ﬁfgérfbral\ﬁgﬁfsﬁi E) ckt finda child rights

o oe bbb eGP Eib B hub ol Ll R i s sprics

field p@nmsncmesfqnmamrssﬁ the gemz&almmts ajecdvind pengeneriaformation

rightsg ssion information of the child

rights o ché‘éﬁﬁdﬁ 6?%% met hod of claim4, wherein if

a genefkd mﬁth@ﬁ clabj écwh%mtyl ifa ganaspirightsgeitiect 8pg a parcar Behts

found @gsedchge fouBlnh$ihe Qigﬁ%tobjetch Qh@ﬁérﬁhﬁﬁinqmdrﬁhfa@éﬂ"ﬁ&lﬂQBmprlses

field conprises permsgtgn i nf n of%é enerai

ri ght sPOBISIAn IGfRImalehpldas gener fr SSifgyigffrmation

ri ght sofohg gadent fighld offjba. rret hod of cI aim1, V\,her ein the

curr enﬁ" ! foplrﬁtla\t&/# reinf n% L n%nssi(r)?l states forrn {is

bet ween ¢ HE devi &M and %8 rtr)? Py ? as? AY "8h

appl i cegnsonttet ttweal the dt:acwnd the poppabile stngagarmsmg @nylpplmtion

send SHNEREGSaDbGhpAL ERlidhiE 3504 B indica

t he ap@%lH%atffaon pr ot ot ata u It ang e(?Q11ﬁ3ryp egm e d

to be tandieqHeneceef the zmahc/mﬂwzeer@ﬁwh@atﬁﬁmt and Pnevy Mef @ata to be

conput ginshe@stabl e program recorded therein, the

g*rjjog(r:ta rr: g%(ogglﬁ%{rﬁ?eglw%ge\tfkggg C(Slrfnpatre%jl pe%gébtlft: i)rn %ram gecorded therein, the
program executing a method of transmitting rights object information between a

device and a portable storage, which is performed by the portable storage, the
method comprising:
receiving a request from the device;

generating a current permission status format including information of a rights
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device and a portable storage, which is perfornmed by
the portabl e storage, the nethod conprising: receiving

w@2008qusst fromthe device; generating a currePCT/KR2005/001527

[23]

[24]

[25]

[26]

[27]

[28]

perm ssion status format including information of a
ri ghtsobj ect designated by the request; and
t r ansnpbjedtRIgsibRBeCbY therﬂ:qlf@gtr mlds5| on st atus format to

ﬁQZdSEVr%%%P%@E%W@gFﬁ%@I%S Al PR BRe G

execut Argcaading MHnldlrmha‘nngasnmpuuengpadabjh pogaimp excbrded therein, the

Lot gfh"pafogper BRLHEE", MR ch Rl AR €\ HBRAMRN between o
conpr i $4Vigs: ansiraamtﬁbhsmfgg% wheghuie serforgredthy thof¢agst, ¢he method

stor ag@(,m}gy\fgqiﬂ ecel ving a current perm ssion status
a rights object

format i ncl. u |nforn€t|o rﬁf

desi gnfawanwgtaﬁeqlreéuaé ¢ Pqrtabls YaeHSPtlabl e st or age .

[ 23] | Areaﬁwtn%bﬂ @r@h@peﬁt@l@sﬁnmnﬁm§ﬂoﬁgat 1_ﬁ¢flu<l11ﬁg éfbAaion of a rights
nodul e i.ch.is . .connectabl e

Comun PO S EERY BRI ot HORHBE dfhee o 1 gnes

obj ectAmrtablntsmagelmdmrsmwl ch determ nes whether to
gener af.e;

to a r%‘aﬂ?lﬁ1 gesf%u% g{g)glhl\?e &%Oﬁﬂe&%élé?eé%r ougﬁ ﬂﬁﬁkﬁ%n

i nt er f 4tlerage gdale ‘&]i*iélhéwé?étaa(lghé?%?ﬁgener ation nodul e

whi ch §@@{tﬁﬂ ﬁﬁ)dhteavlﬁ&pﬂa@ﬁmﬁaﬁwh&hmofgbﬁ&at@ aldufiBhSpermission
obj ect desi.gnhat ed q\é t he request, @? &ﬁehat es .t he

cur renttd tB LAGEATARG IO ATeAYGSHERCEIVRL 19 § 9P YiFphEtehdhe

of t heintdrfylo¢ snodbjeeard according to a result of the

det o1 1) DAL P BLLOLIRh RNy D0 E R, APUHLE, plle o ind o

The
requ esnghlts objaet d’s‘rSIgaatp@ by dwtrequnst, @efrl genesitenthe ghugentweimigsion

of theghingRrthaPRlcRRling iR RANESS thlFig H!S%P:%Péﬁccgfdl%to a result of
particul ar content, and a request for update of

ri ght sthKpeEnnation Perirrmed by HbienerolBdiii nes t o
gener atke pdreabdtbrapd oip@lﬁﬁ’ﬁ 34 ivieré&h At tHs rd‘qaém ond od6| request for

Th tabl e st f wh
vor m Sbsrans G feRones B BaflsoBieet § bl S ekel  particular
for a cmmm,rﬂ:ndlaaeqwbsnﬁur lLpdatgofihe ergbtsygbjeed tooeringrot mivHale

b tent
cncrypiteifa t%%%&?f@#ﬂ@?%@?t ettty BB o, ST OF
t he enEheymr@@ coeraphef clainhay ydgecia thyesureny parglissipn sgatus format

Messaggfipriiesh cymbman ®id %}taetgﬁltetnﬂﬁ’ﬁde‘hﬁ%ﬁﬁgﬂﬂ &&@lypted content
field for

dat a, on i.n for

per ni Rizkueotien %Yﬁéﬁaa%uwg thed! et Gjoatant eltczwthm@y (CEK)
por t abfield$tor @K 3bd & @dchp2he embqrpeadrbdnfent hen¢segpeakifest field for
rpg(r:rer: \S{% :j e%srage g@?%’a’talﬁlgnf%%]fntelgﬁﬁ I'%I]t d (Ieagat an(lij a PﬁrmlSSIOH in-

r equesforfetioruppeldtier thé ptmmsmrgimf@mabpe of thetrfgétsdzbufa;t

f glr mat Tﬂ@ﬁ&{aﬂé &&ag@{%lﬁﬁ% Sviicln HEke féqﬁ!asq rdRivRd Hnl the device
" is the request for the permission information of the rights object or the request

for update of the rights object, the data format generation module sets the CEK
field to a null value.

The portable storage of claim 26, wherein if the rights object is a general rights
object, the current permission status format comprises at least one permission in-
formation field, and the permission information field comprises type information
indicating that the rights object is a general rights object, a rights object index for

identifying the rights object in the portable storage, a permission index for
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[28] The portable storage of claim 26, wherein if the
rights object is a general rights object, the current

WEersilsssion status fornmat conprises at | east OPET/KR2005/001527

[29]

[30]

[31]

[32]

[33]

[34]

[35]

[36]

perm ssion in formation field, and the perm ssion
information field conprises type information _
i ndi caiden@ytdpat typO6f pdrgison0brRGhint BrfGnPLBE b helPe@hisSion, and a
obj ectmbrg,?egi Qé&?tﬁgﬁ%?ﬁ%ﬁﬁ%‘gﬂgéte&%r identifying the
rights orage, a perm ssion
i ndex The pateabld dtgrapgolaclbipp26,ofhepen i the rights objeasis ahild rights
ot PSSR0 S ST ey e DTRE e .l v,
st or ageerghissidndniarationmheld epmprisestties infejagon bjdéating ghagthe
g hi | olt fi%l_ﬁﬁ‘lbgie@ttlk ﬁ‘%hiild tibRis (;Ejélcﬁ‘ h%hlténaﬁglu& gﬁe&q@sﬁg Rlentifying a

igest field are set to a . nul| value, an e . ... .
per m SEFBH IS poficrhaf et iecs aad gy ﬁifﬂess indicating a position
Chi 1 d g ant S obl et o CRr e e hie Spr ke ) b for

| | . .
dent i £ R oA aR: OFTER 20 gjoeclt 3PS PRI Shicry Angrrpgriehts
obj ect objesidthapermisties ifomuditiontichiremposs typomfofmaion indicating
T ot BB 3 0l A0 TR REEREEL D
par ent Identfing e paent nigheohiestnd BYMeIANARGF AL IdsAtifing gtype of
conpri s@fmidsyddtset M A dHOHb AN SnddrdiAdin tibM 6f th $BfrSission, and
ds o dé dndir Fdadatibm BinSi

obj ect isg rent i fIs object, a parent rights
obj ect 2 "B"PYr° icalé%ﬁaimftgf? AEEYEE %ent rights obj ect, a
per m sThoporiabitestofage of cdeint 26, wregeia iftygameri ripks wbigsi onl a child

FoL g LS g OB ARl
i t ems. cqraprjseThernpssianainfasmation algbic genarhlaightodhjcaiard pemmission in-

I T a gRpeLASN 6f BELRIPHEREbLRA @ child rights object
are found as the rights object, the perm ssion

i nf or nhk§ BRTtablcioragofltlrisr 0. yaiersia & dogener Hehgobisat @yd a parent

t he genghitabbjctighé foudljas e rathts FHET] tBE bermikdior @ dTRation ficld

of the child rights obj.ect,. %3&% The por blbe ﬁtora e. . .
of cl aftHFEc* W{@%ﬁlw- orfagang FgFﬁ“‘dﬁt%g b] At aﬂﬁag‘ﬁ‘l“m 1n-
par ent faringtidrsofath¢ parentanghtf chject. as t he ri ghts obj ect,

the persi Ssi ) 4 i ' ; | €Ct '

o of iy BT { KB BRULRP2L cphif SRBRSEBSICPLAR uni for
per m seemunigatiarr wigh fherleyice coenegigd o theripigHaee woshde comprises an

[33] Therpred ahbteqilcat@fin® ifdidiiXy 244endOQUEAR Rithe apﬁ)lication
appl i cation @a:qm ocol = data %{n t for communication wt
the deRfotesobdpinurf arfl engrynted 4343 I beEanspiitfs e conpri ses

an encAyjeved cemptsiagquence counter indicating a send

sequence. of -t he li.cation protocol datra, unit and i
encryptod gies et e RS P flaBlg Pirag Y com
conpr i sungatiem aheit er f ace nodul e which is connectable

to a p? E&ng}g% m@&%r@%% géﬁeré‘t@éﬁ {Egﬂés? s} i)@t@énsgﬂ@ee(ﬂo the portable

contro ner at es request t

t r ans nitPrage threughiéc Jueriansneo o pag ebleis drfgrmatiog of a rights object

i nt er f @g@naRdWydhe ARHe®Pload Deurkdht PérmBLdi@Nstls PorfraPthbbincludes

ggjr (rencgglg gﬁfog?%%qeﬂlgoffk@%q {jrgfts %)ﬁig?teq%h &§ {r?ggelnggd t lfl(gurg%ntfle interface module
in response to the request.
The device of claim 34, wherein the request is one of a request for permission in-
formation of the rights object, a request for playback of a particular content, and
a request for update of the rights object.

The device of claim 35, wherein the current permission status format comprises a
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the information of the rights object and is received
through the interface nodule in response to the

WO e@aastsso [ 35] The device of claim 34, wherei nPCTER2005/001527

[37]

[38]

[39]

[40]

[41]

[42]

[43]

request is one of a request for permssion in
formation of the rights object, a request for playback
of a péairidre [ﬂlbEHeld:fMhQBhtentaIﬂthantﬁ?ﬁigeﬁatenﬁ%tddﬂ@ﬁteﬁt @ht can be

wher of Ryt B R 88earY siletenfaPlith RYHGHI sk fora

acont e@EKIUsed tcedlextr)fm theeencoypéaintoniedt, iadBessadeydigagt Held for a message

e n c L%’galggs Q{L]JE %11 c@‘g&{ﬂl %ﬁﬁ%{ﬁf oP {r%ﬁﬁi{?@(ﬂi%é%l gg) I’xﬁgsion in-
f o r a @mamﬁelﬂ dordbe pgfrmlswemé@rmaygn etithe gighesrmbjech

”Essag?héjﬂ@@c%toffdlﬁﬁl@@ QheRil B #RAGEucd 88Nl tand Pértable storage
checki n% ri.ty of transm%ted dat

per mi si laf‘nreﬂﬂ St SrrtRg PORISI® 8 %lﬁﬂ%%fa Be F‘ﬁﬂ‘éé’fﬂl?ﬁt or the request

i nf or nitr Iupdilat@f)f thb elglhtsgﬂ)ﬁébt ahg €BK (i@ %] sclfoen wlgvvater. of

claim vvher [ request .tra smtted to

por t ab %? CT i ?t% év%Freemues c rﬁ%hts (?lﬂgct is nsegal 5}%%& object, the
i nf or nmrremnp@mmsm stattghfcs'mabgcmnsm attlhgt qupmfsnsstqmrmfonnatlon

u pd at eﬁ M?leché ?&%&1@?\?%&&1@@ ﬁia o m 1§<l:sdt gr Iﬁ&lh}a?ﬁn #hdicating

1
I1ce O elrn
t he ri @ﬁt féle élts}ltsaqu%lsal gsapial 5ehtp phisels éllg}“é @bject tpdex for

curre nhe@@ﬂ'y[ﬁg&ﬁé 2} ht§ "ijeldﬁmftﬁ)é p@{abwmrag@ lepeﬂhlslm@ﬁ?fﬁdex for
one perm ton in mation fiel

0t or mHET R e BERB SRS iR RiprEgpB AT (e permitsion, and a

i ndi canmmlgsrtdﬁ abndamt infgihaionbjeest is a general rights

?Ing ﬁft Th%‘dédlct%rgfscla?% FoC (vh{a{ég:]eff tﬁeoﬂ;%ﬂtgglg}gét iy 5 91911& Hf?hts object, the

i ndex CEK ficdédand ﬁlymmgsgetdyge@t f;,qﬂd,gee(&ﬁ tosd mﬂl Vedum ang giemermission

| nf or nRkdARieh fERE RS TESSHO [hfoﬁ‘ﬂﬁloﬁ iHERRE (Rt the rights object is a
constraint information iténs. [3 The deV|ceo %alm

36, whelhlltights oRigdd, 3 payeRtdighty %@Ct R f%.r igpitifyingjagiqpent rights object
obj ect of thé ehlﬁi&gﬁti; ebﬁctamdi ih&ldees sagetid eobitibh of g Rker of the
set to_a null vbal , and the perm ssion information

field “BHTENEDISne i nformation indicating that the

right STh’Wm‘te dfslamcit, hilereimtitle wdjtectjectas paarentrights object, the
right Sp '
obj ect? @rﬁ;g{mﬂ Hﬁtﬁ%ba%hg%tt%eo A g%tlé% gnﬁc%tmg that the

i ndic atlglﬁg olalefatdé P PRESAL l@ght&ﬁblle@;ts%l parcpfrighieokipgt 1B fpf ighptéfying the
obj ect parbtGehiébjdevd ﬁe@m@sfsm%'lﬁdéi‘ f@@tdeﬁ‘@@[@' diybé of P@mission set

rights object is.a parent. htso
per mi s&¥ W HPhES GHSrRial %”SWBP‘? gﬁ@@@gg@sswn and a number of

i nfor rrains@mmthnﬁbrﬁﬁhbmgemblat the rights Obj ect is a

ipggﬁplt FTryl S gtlc?ehogbcl%)agrr%tgr?f wrhIB %ﬁﬂe i a &Sngrg]{ righ(%s b@gtt ancri) a cgﬂd rights

i ndex éljectiagefound ys thy rghtmb@ecgfth@pmmismnonfcmltatmroﬁelﬂmemprlses
right Sgé}ﬁhs%ﬁ}n'l fb%llﬁﬁ(‘i fthe ?%eﬁ’ﬁl%’t @(h errn1ss1on information

pernls 1 on er o constraln mat i on
i t ems. oftha Fh lﬂw@glaémé@t of clai m 36, vvher einif a

gener airhd d@iﬁéofqmlﬁl% ¥Mredh ﬁ"ﬁ@eﬂerﬁl @gH@olgbctt%a a@fa&nt rights
founda@the rm.ssian.i nfor

frerd S ARy e it bR iR o N B4 comprisc
ri ght spahigain iafodmpesmofsthe gendrai frighsadbijenn and périvéssodn infbrmation

right Sototm: %&gent rights object.
The method of claim 34, wherein an application protocol data unit for com-
munication with the portable storage connected to the interface module

comprises an encrypted send sequence counter indicating a send sequence of the
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[42] The device of claim 36, wherein if a genera
rights object and a parent rights object are found as
w0 b@snight s obj ect, the perm ssion infornmati onP€T/&RA05/001527
conprises perm ssion information of the general rights
obj ect and perm ssion information of the parent rights
obj ect apfl#@fonTtetodsl dbeduiaf ard chicPpe4l dadhe IRl thindiitted.
application protocol data unit for com runication with
t he portabl e storage connected to the interface nodul e
conprises an encrypted send sequence counter
i ndi cating a send sequence of theapplication protoco
data unit and encrypted data to be transmtted.
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