w ; e3e$u $r, W 991 66436 VERI FI ED PAYMENT SYSTEM BACKGROUND OF THE
LNVENTICNI mm mmmHEG 11 SEP 2002 The present invention rel ates ol SEF 202
el ectronic conggrce and, nore particularly, to a distributed payment system

for inplenmenting secure el ectronic comrerce transactions 5 THE G.OBAL
IINTERNET The Internet, in its w dest sense, is becom ng the gl obal central
nervous system and is nore and nore often the nmediumfor all kinds of
transaction, fronygheldgrsonal to the nmulti-national. Howevgdygredobsg POt h
i nsecure and inpracticable to have to exchange 10 prinmary data, such as
data of diverse paynent systens, each tinme that an electronic tm

(o et O ettt o ot (TN

corporate, banking, and private entities,

privacy and to control the nechgiixa@ureeor 119t neaawneNy | denti fyi nglestee
thensel ves in order to: access their own data; 15 verify their identity to

each other) and aut horjnggretdn@Raatchrds to electrotiicicorithbrodal, tnh BSpattRuIyt h@nsact i on
need an inpartial record for the purposes of validation, automation, and

reconci | i ation ThQiphRsGRImnlYaEh FP Buphfle MRS sebie S&etrbi O BRce transRridal ECTRONI C
COMVERCE El ectronic commerce i's becom ng nore pervasive as the Internet and
ot her communi cgtions networks are enployed to facilitate consunmer/vendor

i nteractions. Beyond networks connecting banks and credit card conpanies to

vendors for use in G B 009901886 TREGYORALREIERNET ~ )~ P —~ 2 r

el ectronic funds transfers and point of sale (>JFTPOS) paynent

aut hori zation and aut haRl:&adk, iR wiRa¥GENE SecSB); 8O BB Eknt4l AASREIyLER,
aut henti cation systens for diverse and rel atively secure electronic

cormer ce ( E- comengs) méve endifirdgheh i medi@mtor sl 16ddo bR ahdtatioh, Tkt jefodaftb oUgh t he
I nternet. However, such E-commerce and paynent systens 5 typically rely on

subsequent verifi Rlru@Mkatibdl FR%ERS bol iécBd atd imPlablicAbTeXb hile Blexdh@igef Y @
credit card bill days or weeks after a transaction by examning a credit
card statenentyy Nerin&fbad, 5wl asRiziof divert pYRed YelemE) @icWak that 28 ele@dfit bl e usi ng
known E-commerce systens w thout requiring high amunts of network and

bandw dt h capabi | irhis@&Sor taked plhdae At th€saietind) SiéRlahd donwolieds bBdata, including

cont enporaneously with a given E-commerce transaction. 10 Real -tine
verification and abtpdimebarkiig] dprivaly edites] M3l RO ioptksére: thpRvalg gde® uSsi Ng a
smart card and/or other paynent systens such as debit card paynents
systens, in whi ch caltolehd isechmising ysed foasespadyt ida@tifyin yhemielvied inorgr t:hei r per sonal
debit card at the time and | ocation of the transaction. However, such debit
cards general ly require prescksoteedi owpdefe; f unds onto the debit card, which

ties up financial resource on non-interest bearing debit
15 verify their identity to each other, and

authorize transactions.
e/ All parties to a transaction need an impartial record for the purposes of

validation, automation, and reconciliation The present invention solves these problems.

20 ELECTRONIC COMMERCE
Electronic commerce is becoming more pervasive as the Internet and other
communications networks are employed to facilitate consumer/vendor interactions.

Beyond networks connecting banks and credit card companies to vendors for use in
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15 cards and which reduces liquidity of the client. In addition, GB889%01886

th&ft of a debj may be a significant problemfor the unfortupate .
“client-.-1n thggiﬂ/fgﬁﬂati ve, by mnimzing the anount of pre-I|oad d{]agfP 002

finagd al anounts on a debit card to cognter such concerns, the client is

. restricted as to the size and nunber of transactions between | oading of

addi ti onal’ noney. This is unsuitable for any commercial transaction above,

2 0 for exanpkRetrddictunds Mem%@ﬁmﬁﬂgﬁﬁdsgpamenﬁ adBorizaBoPAH001886 ' ~ |

~C~ ~~~2 ' Pays et al: "An Internediation and Paynent System Technol ogy"
Comput er Networks .and | SDN Syst ens, | . 28, 199 aqes, 1197-.1206,
describes a v& WU@O&MPgﬂfgeﬂ?si é%gvg%g%ag@e@ﬁ?@qn%yftﬁ@s gqf Nepeand o
claim1. Tygar: "Atomcity in El ectronic Commerce" Proceedings O The

Fi ft eent h Anncedtivelyrse@yagletionimcomnierde{Eicpmansroey arebeing inaplement@bgipbaliyng,
23-26 May 1996, pages 8-26, provides background information on electronic

commer ce and i nRnipithietigithe Bilernd! Ploweldrysuch Elaimiefcelah@ phyridok Bgeafs | 0gi cal
operations so that either all or none are executed. Thus, thére is a need

to provide_th apti to.a transactj.on,. i ncludi oth,clients d

vendor . v 1 n SR I oot PRRichGE for sREule atiee el Gt HERTEM cat i on
and authentication, as well as_non-repudi ation services. y AVENDED SHEET
't~ ~1 ~rE czditzanhblobysemekedinr epgnrgi@ds skamnmga qredit Cakhysipmentect roni ¢
commer ce systens are unable to readily handl e m cropaynents; that is,
payment s undeNoged fiate Vetifichtioh bes hetwbrksisipdssible ukiag kndviraB-dofmineied dygtems Or  t en
pounds. M cropaynents are becom ng nore pervasive, for exanple, in

downl oadi ng sqj: sk i nd
yons. 25 el Pty ng ol o Rl GBI Qo IE Ulen il 1
uSage fees for acqc;:_]%;si ng a website for jnfor ion and/or software. In
addition to sgehveribne ghentcoptemporaneousht Wigha giNen BrGPmETceensagHoN. t here is a
requi renent for E-conmerce to handle mcropaynents, and to charge the
client witth accr ueReatitimeoyzsification and authenticatigh enagnhe implemented tresomeAlegeed al so
exists for an E-commerce system which provides secure and |0 authenticated
m cropaynent s u&i?% A6t £ andR Uthel PRIRS §ystemn RERAGS UHIScar@€pdyniAtsAysiess gg Of

trust and iden ication built up after 'extensive dealings Wien this |evel

ner eaci ngl y CORGHEI G TesEr o e ol R e B epl

exists for enabling a transaction by providing identification, )
location of the transaction. However, such debit cards generally require pre-loading of

funds onto the debit card, which ties up financial resources on non-interest bearing debit
15  cards and which reduces liquidity of the client. In addition, loss or theft of a debit card
G may be a significant problem for the unfortunate client. In the alternative, by
minimizing the amount of pre-loaded financial amounts on a debit card to counter such
concerns, the client is restricted as to the size and number of transactions between
loading of additional money. This is unsuitable for any commercial transaction above,

20 for example, U.S. § 500.

AMENDED SHEET



15 verification, non-repudiation, and paynent seances to the pargBEes0gdo1tgss
“ trfnsaction. A need al so exists for an E-comrerce system whi ch provides
"secure and ..: ° ., wauthenticated mcropaynents. In addition, H—¢oggprr%@f,
through World Wde Web (WAW interfaces such as browsers is becom ng norée ¥
¥. popul ar. However, such browser-based inplenmentations are 2 0 relatively
- insecure, ‘for éxanple, in requiting theouse of "cookies"; that is, browser
information stored on the client's Internet-accessible conmputer which is
known to conprom se the privacy and security of the client. A need exists

. for an E-commerce system i ncluding | nternet-based systens, -3 s WO
991 66436 PCT/ GB@@)’?)%'S%E 'W&%%‘%WMEWW SEAh 012’#8 COMPYEL not
present su S EhA ISIIN SyeidhE Seb1; ' 9 1971766 Me&RibeE hREnfiad Cl1ents
SUMVARY OF tﬁel NVENTI O\Igg AH‘tg’r ustS%gw?ﬁ’}sa&Sar% sysftgm and net hod ar e
di scl osed wajmbntesrabling systenr @5 @it acthe préambly @edzmt . GggaratAwascihin whol e
transaction_range, fromvery small to ver§ | arge sunms, accessed fromalt

machi nes afdeqoRcEemmeras” PEceedingn M Tha figaenth Apawal Ay SYBBOHUNEN | mmedi at e

or del ayed t ‘ﬁ%{@ e i Lons. A
di stri but eﬁ@%ﬁ% %ﬁﬁ%)s%/rren %@@ﬁlgﬁi %%@?A@ﬁ?@h’gﬁaﬁ%g tzégg&t%ﬁl(eate% rusted third
10 party symtkstbuid BfstiatbR 68 elevfori cdrmitce aod & parGQNAFITCA b0 that

real -time authenticated el ectronic transactions wth inproved security,

non- r epudi ds thedinkingfefriegival pperatipesseehat cither-adi drinone are exgeutedihe di scl osed VPS
i npl enents a dual -key identification authorization system in which
verified instructions nust conme separately and conpletely independently
fromthe client an,ﬂ frtgm t he vgndor before a transact.i onreRJ{S_cagolge_

itiated This is heHs GFleys Hifed lprevide e paries Wi tragsachen. iRpdinhieoth chgAtHne

ource only) as in a standard EFTPCS transaction, but it also nmakes it

possi bl e t o -andvesdorf)ivith fiekibditpad wéllaswedunity asirig rehiHime yeifivetidn agst ens Thus,
the systemacts like a trantrack switching system in that the client, the
vendor, and t{ et ARioR G Helds AGHY -atﬁ;gtsggg%_are known and fixed quantities
and pre-registered wthin the 2 aut horization manager. The client may 7
choose the paynent or approval nethod fromw thin such paynent or approval
nmet hods of fered by him her and accepted by the vendor, after agreeing to

t he amount and currency specified by the vendor. Approval and/or t J
WD 991 66436

AMENDED SHEET



either party having access to or knowing the details of the other's
system Owmners of paynment systens, such as corporate/ purchase cards,

aut hori ze usage by third parties within specified limts, thus enabling
them to nonitor and control delegated .1 5 authority. In addition,

real -time audit trails for all parties concerned are inplenented by the
di scl osed syst emygisglsedddi ch client, vendors, and banks have  acegs5:sh
transaction records and may trace transactions and generate reports for
such secure transactions. The disclosed systemis also software and/or
har dwar e i ndependent

... 1n. 10 that the.disclosed system nmay bhe inplenented b
any known networ ki ng 186&??"@&“8‘5’? BRTPYUT DAY RS HPS 25 YR lt’r‘fﬁ‘/i‘?“ '%t‘\“ﬁ"sacti on, Y
such as using nobile phones, .palmto and .digital television
i mpl enent at i gns YR %‘ﬁé@@ég?ﬁﬁﬁ’eﬁ‘g‘gfrff‘if@g‘idtthﬁg%}?ré?é‘ %ﬂ‘?%?ﬁent s for any
form of conmerce using el ec%r iC transacnti ons In addi.tifon()f tt]e.system
supports pre-regidg'?afsapﬁeﬁﬂw(? S DA AR I A NS P OF S PR AR T SEB R4t i t ut i ons

to inprove the secur,ity of the.process.BRl EF DESCRI PTI ON. OF THE, K DRAW NGS
a0 ) T ust rat devispaing Pinpe SR D5 I Il Sach A est 6% 4005t € el
illustrates a hub of iF%sﬂ? 1in r]eater detail: 2.0 }éIG 3 illuystrates a
Simplified fldw dFEETERHOA%EH M B PO HE | upeertente fapinta VO FlG 4
illustrates a nore detail ed f| ow qri‘agr.am of gogeration of. the verified

paynment system _igformation and/or software. ition to such cancerns as verification an

« PC f,/ (3B99/ 01886 paynent is then always made within a cl osed system wjtshQud ]
J pay y y W[!)ajy%h)t 2&32
may

T T b e et 5 et b Rl mgopayiners, i
re..rvr~.ee. . w.r" cé?r%% %cﬁeﬁg Cﬂ‘?al1 '\P/{\q"%gl 6a643n ifg:sT/ EI%‘QQG/ 01886 rl GS 5-6
illustrate state greane o & ProTEsEiy T rransactton, FIG 7
illustrates a state djagra 0 r SSl t .t for. client details; and
FIGS. 8-9 illustrate é %fdéw?j%xés%rf%ﬁag%%?%%%&sg?\é?@hﬁ% pfogldﬁststeceurrrepaf‘d aut hori sation

of a transactjon. . | PTI ON OF THE PREFERRED EMBCODI MENT
I i

Referring nowto I ed paynent system (VPS) 10 and net hod of

operation are discl os&%%c‘gmgp&sgn@g%?@%}&gﬁwgg%{}ﬁ{g&s&%@12 connect ed

t hrough a network _14toap1ur Ity o stri‘bu 20, which

function as aut hqgen&ﬁhio guiﬂgp ePEEeRsHY d8alin oiQtt?ustarQsdnoyg QOI‘S 24 are

i wh@tg@m(?
connected to and through an el ectronic networ 6, tor exanple) the _
Internet, for al | QR GRARYRlSontHif hRih PRAYERALS cdnfinditn ARERERVERN Clients

ZZ and vendor 24 on a individual, pertransactionh basis across the network
14 in a secure, efdiichkkplR0d nked EXASHSdnBind BARGEIon BPprbWdihdiBeritiRiod  6- 20,
client information and vendor information are stored, as shown in FIG 1,
correspondi NGy ¢ O VeRRRE toN-FepEdidtiSn) b paymeA Wrvic@REINE fartdof the ansaction.~
alternative and/ or additional enbodinents, sone clients 22 and vendors 24
are respectively conngeéegass &iskslfi@ ahBlasmridcedichimatiglovies seduaione or ot her
eofmuni cati ons system 28 connected to the hubs 16-20 through a gateway
capabl e 20 of progeesiargnficipepiane or ot her communi cations, such as
cellular telephony. In addition) various entities such as banks 30 and
payment system 32 Such addition) e ctintmenda thraugh Welld Wide Sredl (WBRN) ingfaanmiad es may be
connected to | ocal authentication servers 34 and/ or gateways to the hubs
16- 20 either dir agdwses ©bechhiinggle pbpuir. IHivams, lkuch Browser-based implementations are

20 relatively insecure, for example, in requiring the use of “cookies”; that is, browser
information stored on the client’s Internet-accessible computer which is known to
compromise the privacy and security of the client.

A need exists for an E-commerce system, including Intemet-based systems,

3.



&« ~ ~,5~~ zooz WD 99/ 66436 PCT/ (GB99101886 14 The network 14 may be a mrfaoq Ly,
area network (WAN)) a portion of the Internet, or other electronic ne PEf
comuni cati ons mechani sns. Each of the hubs 16-20 may al so include or be
operatively connected to one or nore 5 authentication systens, such as a
|-ocal authentication server 34, for authenticating the electronic
transaction requests registered by each client and each vendor for a given
el ectroni c transeod¥@ssEach of the hubs 16-20 may be enbodeergedhomsseexanpl e)
as shown in FIG 2, in which communications fromthe Internet 26 are passed
t hrough at | east one to firewall 36 to a secure hub-internal network 38

having a web far mdDao fddfly dnS brodsd hitds8bdel Yor HeseHBENIEHMR! SFredsidgn as " W NDONS
NT" - based servers, for processing Internet comunications such as HTM. and

HTTP data packet g, .eabadyi-00, J0msesfdse, el ectronic transactions so that
the web farm 40 supports transaction requests and authentication services
from ot her hubs 16-20. The authentication 15 servers 34 nay authenticate

t he paynment system details associated with an el ectronic transaction, such
as valid credit card informati oguympRdyvidierd mafsmidnt he el ectronic
transactions data to a bank 30 or other paynents systens 32 for further

authori zationg sett| elbiMed ifdJarsRRhSHl MetholR: HBISsed AnichGlabldGs,roNe or nore
dat abases nmai ntai ned, for exanple, In a 20 "WOLFPACK" SQ. dat abase server

42 whi ch hol ds def&iohis rRach§R 48sSthe Pholilh GBS rafge, £ FerP @B VerySHSE €. The
el ectronic transactions are transmtted through a router 44 and an

i nter-hub privat g, MAN-cld4 b6 2 REhinllURBdelitds wiR A LRRSRBIWER a_cl i ent
at one hub and a vendor at anot her hub, or vice versa, and/or for -7 1~

~ CEP 2~~2 WO 99L& koF g Ba B PRGAITIAD ki Abd-QBiEm ¥k bdhsdcftfss @CCOUNT

authority 12 to identify the hub which supports a given client or vendor

i ndi cating which hub @&wm@seﬁm&%bmmyet%(vmgnotrmoaja&hl%s‘steabﬁmexchange of
dat a between hubs. Each of the hubS 16-20 provides services to its own

respective vepdopgtyadfiehnt hre @dicted vHH falliBR FSARRRIcE SircobfH éhiSithe LRIEHREES from
other hubs 5 for its own clients and vendors; for exanple) requests for

identification agektehit B@kdctiohs widOiiprodisadulitd o REudABRELIERIR miGbpalyMent Ser vi ces
performed by each of the hubs 16-20 may be inplenmented using the "M CROSCOFT
LOAD BALANCI NG SERMildesSetc! Bieunoloeg Wps fthfemebtsaliausey entgrawnal operation of
the disclosed VPS 10 for use by 10 clients 22 As used herein, the term
"client"” may ref athdridat ¥ystdm, @NbhichGlsfied iMBtuctiomBusN®ine separatelynmad entity
initiating and/or engaging in transactions fromvendors, who may include
mer chant s, sal escimgiélg mdérgidentysfromhetiestané frem tieateador befere a @treadtbn ent s 22
utilize a computing device 48, and/or any device 50 wth a comuni cati ons
capabi l ity taScormméetnitiaed Hbisismorenhehorg Gcurt khen taging pisowtioss\ffomame 28, or 15

ot her communi cati ons mechani sms, and thence to contact a merchant and/ or
vendor 24 el ect r enwrasahlyyasfios stinded PETRstessagiionebytt itlalsp giakesdt passibésitect roni ¢
transaction and/or for selecting goods, services, information, or other
avai | abl e mat er i simbine flexibiliscwvithorenteollgbproiment avktemsf dhysathe sntemaethlikes ar chi ved
data, on-line ganmes, video clips) physical goods, etc. The sel ected

mat eri al s may betrefetracl swishing sysisan Withat fie Cla“@l,Sﬁvﬁﬂﬂef’éﬁ’s‘ée‘bw%@teéoftvvare

and/ or mnusic uploaded to the consuner's conputing device 48, such as a

pal mtop or di gi t BAY™"ERE mesthogs are knowR aRrlbse quagtitianagd Beregistered i sy ot her

met hods including physical delivery In addition, the selected materials may
be on-1ine gafesawiorigation mameeh are accessi bl e with usage fees charged

concurrent with use. o
The client may choose the payment or approval method from within such

payment or approval methods offered by him/her and accepted by the vendor, after

agreeing to the amount and currency specified by the vendor. Approval and/or

4.
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, . WD 99166436 PCTI CB99101886 The VPS 10 does not rely on any particul ar
nmet hod of pre-selection of goods, which is always based on sone 1 SEP 2532
comuni cation directly between vendor and client In summary, the VPS 10
enabl es paynent of goods and services accessed via el ectronic nechanisns,
including the Internet, nobile/cellular phones) digital TV, 5 etc.,

follow ng the sane basic procedure, w thout any direct comrunication
necessary betweerwadsieenn§ and vendor. Once a client has sel ggtRGoddighs a0r eed
to pay for such goods or services, the vendor 24 identifies hinself/herself
to the system 10, references the transaction, and gives the transaction
anount and currency The client also identifies hinself/herself to the
system 10, chooseBYBfE! '?'e'hzﬁ@yﬁg’fgep‘?“eh"ﬂ)d?sé'éfy@te’@rgtgoubﬁfwg‘?‘g?gens, and
agrees to pay. The identities tﬁf l?olt hf@ar!%i,es are veriféed, a}nd t he

sel ected payment BSEHCA EINEPE PRIFYS ST RPErE BRTIERISY Gt O TRt Paypent

t ti i thenti cated i l,-t1 ia the. I banki
of hor or et gat oHAG A % RECPURDTURE Are el v ef PAp VOB S for

i mredi ate or del ayed settl ement by the vendor's bank or nment agent The
vendor is updat ed&ﬂ%" gﬁff‘&;‘ﬁ‘ﬁ‘f'["&saﬁh}‘%e"\*}ﬁq?’ﬁ”}eﬁ’é° Qﬂ?’f‘féﬁ‘[@f&%tof %ﬁygftégul t, and an
audit trail available to all parties to the transaction is updated. Each
transaction is°at PHBd to vendor and VPS reference nunbers facilitati ng
checking and refunds A plurality of huyb rgvides resil.ience, and

ccal abi Vi ty. w th eact ReieR bt aS i Bf ALARS & RaSPeBoet L ai
vendors and veri f{)cgti.on 2 dsti nfir%v B iclperr}t §§1r8/ris%§§ 20 Q‘geha%lcfs%f clients. A
central 20 accounty BHEREFFe SEPdl MBS et VaHI AR ARYS 855 Pndi cat i ng

whi ch hub services “ngnhr cl‘%en&m'l'(haec vaenrslangrnggfd request s tran action

aut hori zation fr oMU EEPEELT VT RV SHER 4L 0BT BEPOFRE F ¥Rt 22 al so
requests paynent authorization fromthe ~ ~ 3~~ ~ ~ ~2 -9, | 991 66436
PCT/ CB99101886 veliisagisn Ty Uk R T a’é_‘“t%‘%rtdh’“ﬂ‘]“ede‘gﬁ“i’e t" 22 and
the vendor 24y, {Ng.GRIdEReONMAm VR iASSAGALSd nbly 0RSo R POL I O the

clients 22 an%iothe ven acts ‘as the authorization procéssor to

authorize the ! r aRAGIRA 13 AR by R BENRS 1 BrsRAYTSH of Q% dEREIfhh, [ e vendor
h anks,

24 by the paynment system 32, 'such as card 5 issuers, or of her

payment systems spgh,as aﬂdedi%?tﬁlhgQﬁsi&ﬁmﬁieﬁz@&t&joﬁ; fo¥ pr QERAEHdRedibHiC D
ultimately charge the'client 22 for the transaction The VPS 10 can al so

authorise a transgehiRRrmghttrordhy Reh b¥ cortbsde NilnPelRAYMERMnsiclodie Made. -
Thi s dual -key transaction for verifying the paynent information and client

aut henticity informat ,0RqiReOME H8em UpSets Be-raREhtloh bipayrhddt dyRahs hHehihcaet s of
information 10 nmust cone separately and conpletely 1ndependently before the

transaction i$s i NpdihabRch idpRldhe @RloEhegrocelsl G 4 shows the transaction
process of FIG 3 in greater detail, in ich a vendor 24 generates and
sends, in step 56, a request to the authorization processor 52, which is a
specific hub 16-20 associated with the vendor to authorize the 15
transaction (Tx) This nmay haBRIEF@ESCRIPTION OF FHEERAWINGE client 22 who
initiates a transaction in step 54 with a vendor 24. The authorization
processor 52 then creHl®ES$ illustratesvhé dilobed anrifed payoenteysteny and sear ches for

i nformati on about the vendor 24 in step 58, for exanple, to determne if
the vendor 24 is a paFIG.¢ilpsanats 4 b biFEGVIRG gikfierldétaiso, t he aut hori zati on
processor 52 obtains the details 60 about the vendor 24 in preparation 20
for paynment odothe tr BIGaillustates a stupdifiedflow diegram affeesaicieof tie verifde paymath as a
key, which may include a secret, to the vendor identifying the transaction
Tx The client 22 sygem;nfornmed of the transaction key, though not infornmed of
the secret, and uses the transaction key to identify the transaction to the
aut hori zation -10 FIG. 4 illustrates a more detailed flow diagram of operation of the verified

payment system,
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« WD 99/ 66436 PCT/ GB99/ 01886 processor 52 in step 64 The VPS 10 provides a
transaction )D and a val ue such as a "checksum or a secret key to th$ SEP 2002
vendor 24) and the client 22 may use the transaction IDto identify the
transaction, but the VPS 10 and the vendor 24 never informthe client 22 of
t-he secret key) which the VPS 10 includes tn any 5 comunications with the
vendor 24. This reduces the risk of fraud on the part of the client 24. In
an exenpl ary enbedismaty the client 22 may be using a conpygiatdiRnd
accessing a website of the vendor 24 for selecting goods or services to
purchase fromthe vendor 24) and so in step 62, the vendor 24 redirects the

w th the transacti on Ry 58 Smkolledgmt B RS BRE PR = §fiofhe. ol ont 2.
i e
such as a browser usi i ns an ts to Sup ort f.or exanpl e,
Active Server Pages tggﬁ§g$§&§m§ﬁﬁfgﬁ §$§§FV@? $uﬁ% n¥Pocessi ng
Pi peline technol ogy associated with "INTEL" and "M CROSOFT W NDOA5", as
wel | as Perl scrig 498y Uni x and/or Apache environments. Alternatively)

using a tel ephone 50, the client 22 may sel ect goods or services from an
aut ormat ed teleﬁhone service of the vendor 24, for exanple, using a

Step 2.0 62, ﬁE“SQ%W?@&%?@%@@O?ﬂ%%%ﬂ%%@Wéf’éﬁi on”and
aut horization nmenu through the. t F qugh nwm ,an?yg pizZ rocessor
52 calls back the cli Bﬁtl WIO]I?I oWt g’ ¥ PRASACYT ON OAT I N nue OEI)'

client 22 thus sends.a re nt au h on /or el ection
96 501 65436 PeT COEBHEEE B Rk MBURANERiitt q%%’%za‘ic%‘he 5€oce§§or 52. The

aut horization pr Ofwark 14 é) afptlursxt¥ gfhdes(t:n Uted ﬂ@bs%'gé‘ %cth% urictior foras agtnor{z%tholnent 22

and obtains the paynent on correspon S sel ection
of a payment §XSt rr(l.el OrSStA%pCJlgrlQS fzbgﬁnvé)ﬁgr92{six6rec cie(alt a%qtthéugqg}lal ls 68 are
obt ai ned and veri y requesting service from anot her
hub, and then use I p, the vendor
details 60 and c|g%%?&8e§§ ZB %gﬁpkg?%gﬂgg%ﬁﬁgeﬁﬁng§ﬁ5§%d client

22, the authori Za§4ﬁ%@{o%s%§§men@%n SRRES? M3 vBMoPSY dnZAhdiGRudigesage 70 to a
paynent system authori zation receiving facility 72, and the paynent system

in turn authori Ze§an§i&§ox¥t§a§‘i9§@&§kh@'ﬂet@&‘ﬂ145&9%&1'?@eﬁ’@§&$1nd ReyRadRe to vendor
24 for the authorized el ectronic transaction. The authorization processor
52 then infornms tRenmeendor 24 in step 74 and infornms the client 22 in step
76 that the authorization has been conpleted) and so paynent was initiated,
and the vendoks24 them teR§Ys 2686, clibif infdrARma Ghd @AM Ynfsation e dibred, sel ect ed
goods or services. FIG 5 illustrates a nmaster diagramof the states of a
transaction by thgowhindu& Rlcbrdsfcnaing fol regedied dlientsETankd weridoss 2autdhori zat i on
processor 52 fromstep 58 of FIG 4 to get and check the purported vendor
&8 be an aut hori zgg@mé@nrdad/osdddiibmn eiteaintn® sbmadRas 2 anl vemdors24 aten whi ch t he
aut hori zati on processor 52 generates a tenporary transaction entry and then
waits for the clisfectibelyabinsct&fio the halssrlic\2e tangh b celdphorewt bibert i cat ed, the
paynment system (PS) authorization to be perfornmed in step 72, 20 and the
notification of té&mmAakptms sysemakicamectéido tiatlubsaiad0thr@rh a gateway capable

20  of processing telephone or other communications, such as cellular telephony. In
addition, various entities such as banks 30 and payment system 32 such as credit
and/or debit card issuing companies may be connected to local authentication

servers 34 and/or gateways to the hubs 16-20 either directly or through the network

-6-
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«FIG,6 is an alternative state diagramof FIG 5 illustrating transa tL%rt
table states in a vendor hub, in which the status of the transaction’i P 2002
comuni cated to the vendor 24 prior to the vendor 24 conpleting the
transaction with the purported 1 1 SAP ?~0~ -12 WO 99/ 66436
PCT/ GB99/ 01886 aut horized client 22 If the client 22 cannot be
aut henticated) the vendor 24 is infornmed of the reasons) and so the request
for transaction awbbedsisgati on in step 56 can be rejected. hs6es. L hE
vendor 24 may performa fulfillnent transaction or a nornal fransaction to
conplete the authorized transaction for an authenticated client 22. O her
conditions 5 such as refunds may also be handled. FIG 7 illustrates the
processing in FIG!5 in the Waiting for Client Details state by the
aut hori zation processof, 52 i tep 66 of FIG 4t eck and _guthenticate a
purported client, in \Aﬁk?ec’ﬁt‘“f%éﬁa’ﬂ{)yhb(fraiwi‘%tair%ﬁ‘etﬁ’?g‘c(g’sﬁ\gra%Of’Wa‘iffafE to receive
registration infornmation fro ttrhe ?urg)grted cli.ent Each aulgshﬁriitﬁed client
has 1 o regi st er ed™SPEVY SIS §°UHC PR GITBIITZHY S BP 5T 6P 9 Bpon
receiving the clien ails, at s to match th urported client with
one of the author iei‘i‘ésdl%%toi“éaﬁ’tag? mé’hgg%tﬁltgﬁpeém@?%ﬂ"e%%ttg?“ﬁsormée client details

68 FIG 8 iIIustrat&ls the pr?cessihn% ion 1FIt g itn tehe ?%terre% Aut hori zati on
state perfornmed by PREEPRBITYAPTOR & o8 GHEEBiFaten sqryer 4. AP LURSIUCHIE 5y 70

of FIG 4 to 15 auﬁh rize a reguest ftorr igta%ggynt grorpthe Eli ntf 22 of FIG
4 to present paymehtSERITEELSIEUR KA FCRFETOD cagh diepipndFash ¥RdoR S hay ment

sel ection, which may b]e a 1 tNx?sra%l paynment system that is, a full anount

of the transactiorf'V°8%§ “6d" 5"t he paynent system associated with the

client; or which ey bEa %thEE&QSX.%%&”%”&b%M?& ?orrnexa *}: tbsl sg%uér;[ &1% .aZCti on

charges | ess than a predeterm né are accrue applied latter

o the client 22 afLety LmARareRoATRUMLEESR1RA BLEdL REALRC

threshol d, or to reduce an outstandi ng 0 up when the
S el SRR ko BOER O Bl S 1 = 6
plurality of web servers, such as “WINDOWS NT”-based servers, for processing
Internet communications such as HTML and HTTP data packets embodying, for
example, electronic transactions so that the web farm 40 supports transaction
requests and authentication services from other hubs 16-20. The authentication
15  servers 34 may authenticate the payment system details associated with an electronic
transaction, such as valid credit card information, and then transmit the electronic
transactions data to a bank 30 or other payments systems 32 for further
authorization, settlement, and processing
The VPS 10 includes one or more databases maintained, for example, in a
20 “WOLFPACK” SQL database server 42 which holds details on vendors 24, clients
22, and payment systems. The electronic transactions are transmitted through a

router 44 and an inter-hub private WAN 14 to other hubs for communications

between a client at one hub and a vendor at another hub, or vice versa, and/or for

.7-
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. WD 991 66436 PGTJGEB99J01886 aut hori zation processor, the status of
transaction is partially mrrored in the client hub in order to privﬁ §EP 2002
resiliency and a full transaction log available to the client. FIG 9 shows
the transaction table states of a client hub during the processing of a
request for client details Such processing includes determning if account
limts of a client 22 are 5 exceeded by the client's choice, or if the

M cropay transactyggedsmsaut henti cated and is an acceptabl e P@M%E'Bmé%pt' on
between the client 22 and his/her authorized paynent systens. e account
authority 12 is used by the Check Cient process to identify which hub can
provide the required client details 10 As di 9 Re’?ﬂﬁ a vendor 24 is
defined as an or gdAPPHPFEANSMY %&*@H}*B‘g“‘ejdg oty s dﬂ“lhﬁ%ppm 10. A
client 22 is defined as an |nd| vi dual or c r orate %‘a‘ﬁm‘lty reqi stered W th
the VPS 10 for theV5arFkaLe vatd °é‘ﬁ9€6‘?"i"%§’ ‘cCF §§1’6’th gtoand (Epiting teor  goods
or services across an electronic ‘ﬂ’ﬁ but, not Jimted to) the
Internet. A paymerfkoéjaecbfgta E"’u“i‘,‘?’?" St ﬁ%c}‘ﬁ 8?7 1@3%?’8?‘:‘19“32“”°¥5° he¥udes any
system for nmaking a Fa yment or o} herwi se aut hori zj ng a transactjon, such as
by a credit/debit "ERPYVE YERE Bl eRpI aéawpwgfféﬁf cquets IR REEORHRE  or
access to a particular fupd-transfer banki tilities bill or

bi | I'i ng account5, &PEis Oxncentsage vendurs:dop sxam ?’Bﬁé‘fsﬁ? ?ﬁ"ﬂ‘g‘a"“%&mg system for
accepting paynent and tga# i hcl yde uch detai|s as. bank account or nerchant

numbers A payment %{peR ?“@“@W‘ear“ f“sa""'&e‘ﬁ‘f“l" rife SRR eRAFE ™A HS‘}CHQ the
paynment system An thori ze client 1 rize se the
payment system by tl“t’jssl(So'ﬁari’éary A“Q}T’?"@Hf' “%i‘égc‘ %r@%&%k}ﬁ?‘ﬁé‘ég cord of
the client on theaszé?&aégsﬁtem 0 A hub operator is defined as an

or gani zati on oper M- 16-20 as a quaS| -14 ~ ~ sr~ ~00~ WO
991 66436 PCT/ GB99/ 0188 endent l.ier t nanC| al
settlement service is glé‘lfgﬁ}é)g"s g&?frﬁ?ﬂ‘gﬁ?“%?f dl?pg’éeﬁ%%?]gg %”'Is% t he act ual
transfer of funds sqsc#} S credit,.card ut may

i ncl ude ot her ¥4 naHgT st iHdes :athﬁrtel On§ ’ng?’é Iﬁ"yy re{eﬁ‘@ agnslieRhy fus'§°§7’§{’em owner is

the individual hol des:i.lm(t%]c oraother erglt mﬁ.’laﬂnﬁ and/or enéa mFar{ arr’{gaarc]tﬁ S rgrtn%re];‘) Quner may

al so be an of ficer®o a co e cre card or purchase

card, or, indeed, &@%%29&9}6 rcmédsaimp{e&n&m SyBieBidd }e RGEOUNt paynent

system As descrl be rein) an autopay featuré is I'ned as a feature
al low ng a client rcr%fam@ammz@a wmpgarg&v.@é&' SHARH S RYic R WA d/ or a per sonal

i dentification nu ~ only once during a session rather than entering

10 such data for Q‘aﬁaﬂuw&ﬁ@é@bm{hscmymﬁe %L QURRHhIIRYysRE A
i ndi vi dual hol der of a paynent nethod, such as a credit cardyowne by a

client, with thie hledemheicahnfmcPIMMLY ard ifch&al cnfioROntiahnd/of vehdte payment
met hod, such as an officer, an accounts head) and/or a procurenent official

of a conpany hol dlzagﬂect_fr&ﬁca@% BIBE furpRes0P eRBIiAIR o6 ERichicGdhsdctdR ShdMr f@t her
billing accounts associated with use by the 15 paynent nethod. Using the
di scl osed VPS 10, sglétinpgsod2Zerdic®, idlhiatiof) ofBKE aPAMBTE RbGridlOuréRaronivendor s 24
via the Internet 26 or other comunications networks The information and
details about eactpo6dsia@iinfod@atds SRk adretivediditd) on-ligE gatiel, vivies elipsfph@ditaer paynent
system 32 are never transmtted clear across the Internet 26 or other
comuni cati on 20 n@bdspétk , THIYéleckdd Satfitls mapbeadeliverddrimmsdintllyod i te elResfy pt ed
formto allowa client 22 to add or anend his/her account. Alternatively)
| nt er net - basecd @c Gofiwdre Ak usiahiplcaBed W yhe Rensa@isdetpliyg dévicews ngcidda cl i ent
22 to provide credit card details or other paynment systemdetails by
facsimle or otherpapfépdraigatey driaddéhbfeS0 N map béddliveedbby otlddmethods~ 1 ~ ~~
~~a~

including physical delivery In addition, the selected materials may be on-line

games or data which are accessible with usage fees charged concurrent with use.
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«WD 99/ 66436 PCT/ GB99/ 01886 I n addition, payment system details may bg 1 5
pre-regi stered by banks or other issues of credit/holders of account SE! 202
al l owi ng i ncreased security in terns of checking delivery addresses agai nst
known correct addresses, for exanple, fromthe bank, and m nim zing the

data transmtted across comunicati on channels such as the Internet, 5 The
vendor 24 is never infornmed of the details of the credit card or other

paynment system 32y@boekdde client unless such a paynent systel;ﬁﬂc%ggﬁ%gged by

t he vendor, such as a tel ephone account. Paynents are genera

directly to a ' given vendor 24 engaged by the client 22 and the client 22

may choose to re nonynous to the vendor rnat | vely the client may
choose to allow t'IIi}é!"'%J et Eeb CApY mcug{ mthl ¢ PEyse f“°i‘?r?§§°°f’f1é” e and
address information_ fr VPS dat abase, t %m ze daja ens and
transmission fronfP@REY¢ af‘ r?f‘ SQfR® GREITUnIgRtion; HfCH‘?' THEFPSRIOEMEIBE the client's
information to non- seq ure ste ternative enbodi ment, the vendor
24 can send the nane, thear{ﬁﬁ/](grm%{]eﬁg? YIER© g?ﬁmgs Wdtqﬁ”fcﬁseacf)"éi?firéﬁt
request to mnini ethed ta entry red for ser

conveni ence to t hE*TPHERFC V‘“P‘"h?“§ ﬁ‘Sh’“ﬂﬁ? "P°§’d%ﬁ‘ BlafﬁB"?feﬂﬁl‘B"? Tﬂ’o know
when a client |s a new user n sorre enbodi.nments of the VPS, the M cropay
feature may be®i nfif- efﬁ@/‘?'}”(’%'f’e PAERAS S ’H’°‘?f ' VE%‘P‘I“’b@VFFéﬁP‘E’”“‘g?P(?H as pence or
cents may be made wit hout incur rllﬁ{ag @_Ferq of a ﬁl‘edlt card

transacti on. Ther%“%ffaéy'f%“{}ﬁ]i’?"é e’f"b Si5plectef prd agresgiopay he vendor

accepts the risk debt , d. when t he VPS es an jnitial
deposit and credit® ﬁ‘éaléﬁ?? ‘forsﬁ’a’cesnf d@ﬂ%eé‘f‘ & 5?%‘8*‘%(5 ‘8hﬁd¥sff&}ozed

t t dit d/ debi t i h t f th
Lo € e el SR A P e
- @ r - ! chentaﬁ? en 119e?|hxm654)§7§ers|:e)g t@%ﬁtk%ég a syonlegéff/g% Eer ovi di ng an

aUtOHBtIC converS|on rocessor.

t Iy, Aut f t th t
(ﬂol :a(rjltnas Z‘Xp??%l ;’Iregg S s Pr&%ien The iﬂ@r?ﬁregqo alryr:sg}ﬁe %F o e\é\,{s}bgtgﬁm\é\%s a§et to be

tranSpar ent 5 aft r)]ﬁ?d axpc’ tké &Hecéegﬁe[:yh\ §t dgt‘gl mame lil nt%er%eé?ﬁe? fPP | nl¥10| ving a

client with a specifrc¢ vendo ransparent transacti-on processing

provides a sinplef, { &e§§ut}§e§}{wa?ed%?ﬂél‘?ﬂfé% gﬂe a;pgr%gl?ﬁecﬁahﬁﬂéor o b r@dx;[ system

nalntalnlng conpar abl e security Access an
32, such as a cregsletwag%ahﬁm(ﬁglamm Pl &@Jm,me&ﬂgo@mw of the

paynent systemto ot her VPS clients 22 0 owner specifies credit
restrictions for Jehﬁm@ruwme'véﬁlgr :Pliahl?&tpaﬁﬂgn Lg’%ma%@vetn@or\{! &Waed | transactions

The authorized client is only able to see transactions which that client
15  automatically with the authentication result, and an audit trail available to all parties
to the transaction is updated. Each transaction is attached to vendor and VPS
reference numbers facilitating checking and refunds A plurality of hubs provides
resilience and scalability, with each hub providing authorization services to certain
vendors and verification and information services on behalf of clients. A central
20  account authority provides registration services indicating which hub services which
client.

The vendor 24 requests transaction authorization from its respective hub,

such as hub 16. The client 22 also requests payment authorization from the

-0.
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. has ,instigated. Cients 22 may be "pre-|oaded” by financial settlenent
services) vendors or conpanies, such that the pre-|oadi ng process cr‘leﬁtﬁspz? .
set of inactive accounts which 15 the designated client can activate 002
t hrough the use of a personal identification nunber (PTN) sent separately
by the client. Pre-loaded accounts may be subsuned into an ' existing VPS
account by the client, or may be used to create a new account Vendors 24
may issue refundsweobweessgh t he VPS 10, and clients 22 and verdatsoaddssnay
aut hori ze paynents to other clients, such that the VPS 10 provides 20
flexibility and adaptability to different marketing and sal es net hods.

Vendors 24 nmay chQgserd RiwPipHl AtheREMIBE bdtRhk lciidnt BSanki the SBRIGH 34, TreC! 1 €Nt's OF
groups of clients These account systems may seek paynent through a

financial settlengffesQih 6 AR8HKed BEh FRCObIE oSKCARHS 2ParR@ A hA M L, i N a
formof Mcropay, _1 ~ ~ SFp zooz WO 99166436 PCT/ GB99/01886 or may

subm t invoices dia&@&ét_tﬂlé/aumriialﬂgn $thde§B to ahtRorlzB e i@l sh&bon GRAR endbli€a VPS 10 i's
principally acting as a trusted accounting system Statenents to clients 22

and vendors 24 nmay.henA¥ak hak 6 theReddbi B by HehRyméneRoehS2faén Lagks 30,
paynent systenms 32, and agents, and for nmanaging the 5 accounts of the

organi zati on mgy ak&ss, PRk bAbthé PhythentkhRendREch1d tdléphdhle BNEINCHRRG BorpanieQt N 1 N
terms of its basic purpose and in terns of physical, procedural an

progranmati ¢ acceggich AinRel BarkdthOEIRL 1208k thd Fanfdfidnl THE S 164h 8RS 22)
paynent system owners and/or vendors 24 may stipulate certain m ninm

level s of securit Yuhdk a @XRRbSwINETWRES dkindNPaRhentloive Hage. 22 May 10 insi st
on validation beyond the PIN | evel of security details before allow ng the

purchases above a cer tBiiddualRy iinsacibn REM}iR khe bdyReMPorkidtisid Bgenabl € to
export accounting information, for exanple) outside the system 10 to an
ext ernal accounti pghdn@éity ihfodmatidh@oases @teater s0@irity) fnQR41Bdth ©¥ds dTRforimagdude t he
nunber of nornmal transactions tallied according to the 15 type of paynent
system and M awopaisticome feparately @nddom@lsteBiindaiéndeniia befae eletiahsatipndy st em t o bi | |
the vendors. The VPS | Ois intended to be as open as possible, for

exanpl e) to adapt iditatedeed/otdmplkad.ge potential of such Internet-based
paynents and E-commerce. The architecture of the VPS 10 allows for as many
future options as possHIGl €showothe RanSaceorepridess, of FlIGk 3 WPSSed @ denit) iraskicica at ed
paynent systens 32 may enconpass credit/debit cards, direct debit) in-store
accounts, utiliti esdbnd4 genane aadisendt inetep $©r mqoest wetierodiofitionmwessgr noney
fromone place to another. The VPS 10 al so perforns client identification,
for exanpl e, by ré%eihidhriges sedfichob el mepcited with ithe versior torsathverize the

15 transaction (Tx) This may have been at the request of a client 22 who initiates a

transaction in step 54 with a vendor 24. The authorization processor 52 then creates

L

e a transaction entry and searches {or information about the vendor 24 in step 58, for
example, to determine if the vendor 24 is a participant in the VPS 10 If so, the
authorization processor 52 obtains the details 60 about the vendor 24 in preparation

20 for payment of the transaction, and returns a message or code, such as a key, which
may include a secret, to the vendor identifying the transaction Tx

The client 22 is informed of the transaction key, though not informed of the

secret, and uses the transaction key to identify the transaction to the authorization

-10-



. ~18, ~ ] SEP 2D02 WD 99166436 PGI/ GB99/01886 and password on a secure web
connection Alternatively, any other formof identification and verrﬁiqﬂubqwﬂ7
may be used, including smart cards, digital certificates and signatures,
and/ or bi ophysi cal / bi onetric-based identification nethods. The paynent
systens 32 and/or the client data nay be hosted by other 5 organizations
external -to the VPS 10. FEATURES OF THE VERI FI ED PAYMENT SYSTEM The VPS 10
is a val ue- added vasolseBd i cati on and settl enent system whi chedrigaesuisseni ent

to use and offers unprecedented | evels of security. The VPSis a trusted |0
third party system hol ding details of paynent systens bel onging to buyers,
sel l ers and provi descsssetfs2 Gf f&hid4) ThOIVES $EEiges @ MMisEABMENEnd 4 QIR sR%Iale t he

| ink between the parties involved in electronic fund transfer or credit

account transact i OQfecksSHMCEr AScrRAeK® BEn@k DE andhOMicaten mRQfus€thedi t, buyers
and sellers The VPS 10 permts these parties to authorize transactions

and/ or to exchangehunms i aPiehity BOGareilibrc bR WS 1%ndint Dabe M 3edosure or
exposure to risk of sensitive data, and to autonate their processes. Al so,

the VPS 10 provi degfoahihk BRA! 12 Rhhe st keyl, whRh RUYPS 16 MBlubesthPargll parties
clients, vendors, banks, etc. - of all transactions for which the VPS 10 is

the enabling sef ViGeAmulbebnsdvitl theRhddr 8 SThiOR&REs tRe NRSF ARLVATMe AR of NE
Internet, the client enters 20 credit card or other paynent systemdetails,
i ncl udi ng bank andngdiediok. accounts) through a secure interface to the VPS
10, such as a secure website or other secure data entry nmechani sns. The

rel evant information ig Rasspthrparisdleyt, A6 dich Ringghedsind DéonPuRrm fd by SSL
encryption via a web server of the VPS 10, or other secure -19 1 ~ SEP

"' ~~2 WD 99166436 JREeldifgRIbALIB e @EMAOYIIbRBledRE fRASoraPRIcePb pddckasd O t he
initiating device) to the back office thereof, where the information is

hel d protected, enednyft eshdor@acthndtd inlstep 62, dwayndor Diredifets ViR Brevw@ ErE the Pay meNt
systens may be registered with the VPS 10 either off line or directly by

t he card i ssuero orclipit Q¥ toderifiafiorcand gayimensseletion scraand aikletpb DaRacl6CayRt 2 a
retail -5 store card,-a conpany credit account, etc. VPS account hol ders,
as clients using tgaaméeRS tHledinetyf thegliat Z2x Ths inrepage of dy ivemdor Zysliigns as t hey
wi sh in one virtual account, all accessed and controlled by the clients via
t he sane uni que mpr@ideé td theclaute 2Umby indudspertedly andie oliRragdirouertinterfdeeler 1 s
never required to enter or convey paynent card or personal details on the

I nternet or any ot(GEN) ehGronmeits sychpua browset esing plugensviPgonsctpss totsubrottdier
identifies hinself/herself, for exanple) by a unique user nane and
password, such as example detivel Sejvaehgesitechaalogy dndieriommercpSpyerfidy opt i onal

addi tional security checks. Transactions are nediated via a unique dual key
system codes }xlerftroespingFireline teebnalagy atspeiztefovith P epd MERPIFE anount are
sent fromthe merchant, while the client identifies hinself/herself,
chooses the 15 payWBROWSSewnvitlss Rerl soripts &y Unty apder Argphetepdronpsisact i on, and
confirms the client's wllingness and assent to pay for a sel ected
transacti on These two é’c‘%ﬁgy»é’F‘WﬁFBPWéﬁ ?%H‘CFF@E?%B‘EWCFHéO%P&hant and t he
client are coupled together in the authorization server 52 an? sent to
Paynment System AutSOiFAmn Brputemated tplephane seoyice e yendor 24, fop eeampler unine =

tel ecommunications link to the nerchant's sel ected . )
touch-tone telephone and a series of automated audio menus. Accordingly, in step

20 62, the vendor 24 redirects the client to a payment selection and authorization menu
through the telephone 50, or the authorization processor 52 calls back the client 22
to allow the transaction to continue.

The client 22 thus sends a request for payment authorization and/or selection

<11-



. 20 paynment system such as a bank. Information about the success or failure
of the transaction is then passed back to the Authorization Processor 45R.SFP 200
where the success/failure information is recorded and passed on to the both
the VPS web server and the nmerchant's server in -20 '~ 1 SAD 2~~? WO

991 66436 PCf/ (GB99/01886 step 74, so that client and nmerchant can be quickly
informed of the result within, for exanple, within three to seven seconds.
Each transacti onwiowseassquel y i dentifiable via codes assi gnadripodoisss
merchant and by the VPS 10, thus facilitating reference checks, nonetary
credits, and refunds. 5 An autopay feature allows the client-22-to identify
hi msel f/ her sel f Ofplsiep @ et Adihodkaiio FroSAES. OMNE ahdrihtion Prodbsh@lse tRLSSi on Wi th
a vendor 24, for exanple, on the respective vendor's website. Very small
paynents may be spReisale ithpitRELsIRtliedt 02 ¥d BRind it pRAYeRERfcm&BhOW a mi ni num
predet erm ned anount agreed to by each nerchant are classed as 10

m cropayments andcdegdh@fly SeRanairekdectidd Sa@RayeRBYem af Replbal Frogfsip sean ess
service offered to nerchants and account hol ders who use the VPS 10, by

whi ch such mi cr opag)iRRlient'dQakilses aldb@ained snovairrd poRibinbyi leqdelimg @tcount hol der
makes a transaction which causes the accrued sum ow ng above the threshol d
of the m ni mumsanguwite frohhigholEISub Gintl thenusadifop iiorigial byyneeks paynent for the
total of 15 outstanding m cropaynents plus the new transaction. Merchants
using the VPS 10 may tUpds rezkioias botl the MandivalefidysTanE clpt deRNSE8 448 varFyihfie fir st
option) nerchants using the VPS 10 may choose to receive paynent directly
and to allow thei potEhén@srizs shdclRhr2oNasaiti@eanten procksSEFViei®an @RhdEz@dnt W t hout
pre-paynent up to an agreed threshold. No paynent is debited to the client
until the threshohdsssgt70lys pdyment 23 temeauthbadation réceiviradhiitty 7360 héie mer chant

t hen receives paynent for all mcro paynment transactions as one

consol i dat ed sum pakftiest sgdténowurh Aeth@izesai tsantactiquuang aseneshsad, paygdeds and
services increnentally, such as downl oading snmall files of information or
prograns suchias a@Ebredd)r thsaunviotited asctobaic rasection.aShesehpifatieangecesofizer i es.
-21 '~ ~ ~~~ ~~n~ WD 99/ 66436 PCT/ GB99/01886 Usi ng the second option,
mer chants parti ci pat ifarms theeengeridnmitep/2Sndrinforopty pient 225y steeTHtharttiec h
requires account holders to pay one initial opening deposit, with nerchants
recei ving a consokuitbtaizaipn hagremdompleiedpsd opeymandatianiettd, agf thewsdor@dnt hly in
arrears. The first time that an account hol der nmakes a micro 5 paynent
transaction from &heycomnletésakettrapsaetion by pradingitye patected @oqgle pieserricesyPS i cr opaynent
arrangenment, s/he is debited with a pre-paynent of the threshold anount,
whi ch may be, for exarfeS illastiaiens merer dipgrum of thesiates of girayspiop Bihthe hen buy
goods and servi ces across the whol e range of nerchants 1partl ci pat| ng in the
mi cropaynent &fr aREERiEceFHE PETarBpft bYithe SiberizHon RRgssap¥i Lo of HE- payent
10 threshold is reached The U. S dollar is normally used as uni form
currency unit for 48 fdPeck e PRV FRAREIa O f"b‘ﬁ’g‘%F“gﬁé’l‘dl"S/a"Idﬁ‘? f%9°% fl oats as
the deposit are taken from an\@&ﬁount hol der s’ gglt card or any ot her

aut hori zed paymnenfr&isasign ey iy F*ﬁﬁ%‘horﬂﬁ?“ﬁ%ﬁé‘?ﬁ BENTTALES P 1SBREPEs ot her
than the U S dollar are converéed Int“rﬁ gf‘éﬁl [s bef or (geductl on from
remai ning float fUAGRCHORERE apdRen it é‘HCU%{'l‘ ils 63 to arrive and 1o be

authenticated, the payment system (PS) authorization to be performed in step 72,
20 and the notification of the respective client 22 and vendor 24.
FIG. 6 is an alternative state diagram of FIG. 5 illustrating transaction table
states in a vendor hub, in which the status of the transaction is communicated to the

vendor 24 prior to the vendor 24 completing the transaction with the purported
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, 15 being displayed to the client along with the original currency anmount
prior to their acceptance Consolidated funds owng to nmerchants are SEP 7000
assessed in U S. dollars although such funds nay be converted into tLg wubz
merchant's currency of choice before transfer. Cards and ot her paynent
systens and al so personal details are registered 2 0 with the VPS 10 on a
VPS secure database 42 in a hub 16 which perforns the function of an
aut hori zation pr 8% 52, and such details are hel d securg@l ) foissl i NE,
away fromthe interface with vendors 24, and so such details are never used
or avail able on-Line .account holders can register as many cards and ot her

payment 22 - - SEE 2002 YD\80l 80436, PETLCEAS 04086, sLers dsdesred T

: I
one virtual wall ef"¥Y Aent sy SYens: i nelu Ust nes’s per sonal
accounts paid nmonthly in arrears, accounts paid by.di.rect. dehit etc. Such
regi st er ed payrrentop‘zl,’g%"'f“BWsa“SFo 'é%"e%{’gsg oﬁﬁ?“sﬁcgg é’gmg%té‘mé’és e@ssgéﬁ‘bo ireéecie entity
checks, and such card and ot her,  paynent s emdetails may b .
pre-registered by ?wgaﬁgg WF4§8yP%§T“8é@gmﬁgW&EF@”H%@@%“H&V@”F&“put
their card or personal . details.on line such off.|l]i i tign gathering
and retention ensdf ?énp{ehe;fe B\ d“rzeedrslrsagss?agflg rfj}ﬂ%ei‘)ticfnfcrcﬁ&mg% reesrgoengl,m%nd so the
VPS 10 is enablsed to rup accurate %% iress checks on behal f of nerchants
wi t hout divu!gingsﬁ account 61&er I'nformation to the merchants. 10 In
accordance with t he. Stﬁp%l Bsthald IHC%I’OC?SQS %tﬂ18n5 8fmet\bgﬂxypi§'r él?e’nt ﬁgglsaccount
hol der chooses a uni que conbi nati on of user nane and aE% a- nuner cal
password as a Pl N’s ?e d tleoagﬁn r?‘zq cimt -rg)cgg!)r 5%818 HE}{ é]éyofiF ertgr%eh(gﬂx iagtsagntitcge VPS 10
to be used as an i*fen i?y ChRec any tinme ereafter. n80n1ques?ions

based on the additjonal X %éﬁék%fg%g%gﬂzwoq p%cgssm?%&sotp@c&% all changes

toaclient's accoaLPHf‘ﬁon%n ( ons "are optional for transactions
an?a'tiLr?frorE hn’él%u

and consultation of ay lémt,. edgcﬂg-ittﬁa%ﬂﬂtﬁ&%&'{li%ﬁg%a. nputted by

Tegl mf %glq
an account hol der ey be always disgui's as asterisks or nk spaces

onscreen. A prpdmtre%&%?,;}%\géeﬁhli _t@%uﬂ&&%ﬁ&?%&&oﬁﬁﬂoﬂréEEQiB gare]‘éiti)ééab short

menories. Gt her for ication and verification

acconmodat ed as depnpRd ARMEAPRb@! Be PUpRRBKSent $iNGRCE Ak s RNGLE BikniREY T8 OF
users. 20 The account hol der also may choose spending limts to self limt

expendi ture. On-1ipg, AHeH, obtkidd thecilRAMdendd 6 Or exanple, a resolution for
time intervals down to the second, including for mcropaynents) are

provided for users andrieBdREdates MepRIcEkiRg HAFIGDEIn GRMUdAbI AfhdPRatloh B@eby t he
user, so that details of purchases can be -23 i ~ S~~ ~0~2 WD 991 66436

PCT/ GB99/ 01886 ChegkechedBylthe hitktriediod Plotessn 82 RAIpOMALS, a8EDWEFIY 436d spendi ng
limts can be altered as desired. The account holder is thus in control of
al | el ectroni ¢y pedithofigh a réqueD s paideht@foaithe BRMC of BHY. do @&dntpefisdnt €s, from a
single online account Additionally, an owner of a paynment system such as

t he regi stered hol di6iesQsd the Dliedit 22adnd tOproG:sstthe paiyhient pascH®@) vhich may be a

mechani sms-may-grant rights to use that paynent systemto other account
hol'ders on t he VPNdrbhal parhéainsysiam, tha isppfdlatmednt vi te trévgacgjorain bppliedoaizunt
holder's )D, with the charge going to the owner's paynent system Spendi ng
limts are specifimgmémsystemeassoviated witf th¢ tlienparywhicht may\bs & divraprsl pesaednt gr ant ee.
Sub-accounts may also be limted to usage with certain vendors or

cat egori es of system, that is, transaction charges less than a predetermined amount are accrued

20  and applied latter to the client 22 after the accrued amount exceeds a predetermined
threshold, or to reduce an outstanding float which is topped up when the float
reaches, for example, zero.

In the case where the client details 68 are stored in a different hub from the
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R P O

, 10 vendors. Spending limts may be a purely operational safeguard for11 n
account holders, while the true limtation on the use of any card or SEP 2002
paynent systemis the credit |[imt on that card or system Only the owner

of each regi stered VPS account and sub-account nay change details on an
account. All currency conversion is carried out by the normal operation of
credit 15 cards, banks, and financial systens. The account hol der may

t herefore be al | ovedsstas al ways pay his/her bill in a sel ectwd/gpbsqssef erred
currency) such as the currency of the country of the account hol der, plus

any conversion charges incurred in purchasing goods in a different

currency, thus aut,@RakdtBopradsoPih©Miesh of @tr&Setitniid partfally mBLRE in R lient Rt ar y
transactions while providing the advantages of nonetary 2 0 conversion and

use in the physi caorifolpfbvidk fesilidhy M@ & AMHansadibARE hialabledo GG LIRAL $1G.BOr
exanple, three errors in security responses in one attenpted transaction,

the account nmay beghduk 8% 8fhsacAiatld i@y RS clifht h@ISHRVR YocRSiREIEMS8RE: Rf 2
security error. Furthernore, for exanple) if the account -24 ' ~ ~ SEP

2002 WO 991 66436 Rfeh{ deBO 50 RResabd iQtide! deterriniSl 8@bunBlintits®F § Qfe 22 Bredi f f er ent
transactions in one period of twenty-four hours, the account may al so

frozen. The VPE 1Qxdefted hydhd Yert' 8ica oP@HPM@&ja%@an%idﬂ%th@nﬁﬁﬁed Aggsyord and
security checks, as in known tel ephone-base anking, to identify account

hol ders, 5 such ascdefidlepafnedf opliGNRNRALESEd 0Nd RBAGduRRizbdRyN&k ds and one
date. However, the VPS 10 may al so be configured to accept other forns of
identification andysggification, such as digital certificates and
signatures, voice recognition, iris recognition, thunb print recognition,
and ot her known net hodghefa@doum U@y 1 LR 1icB By Bhe CHQK CREM PRTesH & iBdrARVPS 10 as a
purported authorized user. For exanple, 10 identification via smartcards
may be included i Rvhidi@uintshparvidé sleir@irgfieRga&ars 52, and so the VPS 10 can
therefore work well with smart card-based systens, providing direct |inks
into account hael der cradiiichdedteteis aréhdar@eidihifed alhrCdrganfFaydiditich W t hout
pre-paynents, online audit trails, etc For nerchants and vendors, the VPS
10 provides all paéedcives paghénsghrmghaiecVISS101 % ankiitR2 8 dsfded asandndiasial ef f ecti ve
met hod for collecting paynents. Paynent may be nmade directly to nerchants
via their own banksrpamd emiy chiatated withthe VS 1T Fre thdBSpose of drdbling tdesttgmed t o
enabl e merchants to build client loyalty and brand recongnition by, for
exanpl e) assuri ng d/orepayisg Bf gdoarservigesanmdsspn eleamyicbetwhbit fuckchsi Bnotand
merchant participating in the VPS 10. Since the VPS 10 supports credit as
wel | as debit 20 dipéteditoi hakntenehed VB enGywdns such attht payaertsysaasi32based cl i ent
incentive schenes and diverse kinds of |oyalty-generating pronotions
conduct ed by ti%e resudpseny systemifer makGg Bpaymept Gloderviteautherizing apBpRFAH ar
merchant with marketing and client intelligence about the nmerchant's own
clients, sales patsp@raﬁg);aqpmt/@plbﬁaq, aldgj?;bqlqb{t carg system, a bank account or access to

a particular fund-transfer banking, system. a utilities bill or billing account, etc. A
receipt system is broadly defined as a system for accepting payment and may
include such details as bank account or merchant numbers A payment system
20  owner is a client who owns or holds the payment system
An authorized client is a client authorized to use the payment system by its
owner. A client account is defined as the record of the client on the VPS system 10.

A hub operator is defined as an organization operating a VPS hub 16-20 as a quasi-
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. - ~,~ ~~P 200z WD 99/66436 PCT/ (B99101886 wi t hout divul ging the c{/i ent's
details. To use the VPS 10, a nerchant is linked into the VPS 10 iIaSLaP 2002
sel ection of sinple or conplex enabling and configuring conmuni cations
software which suit nost standard platfornms and web servers Merchants use a
set-up installation and 5 configuration of the VPS 10 which may be
appropriate to their platformand commerce server. For exanple, the VPS 10
may be integrat etvosd3t he "M CROSOFT COVMERCE SERVER SUl TECT/GB998¢ war e
and with any other wi dely avail abl e conmerce enabling software. The VPS 10
is a very flexible system designed to suit individual nerchants’
requirenents and jngeporaient suplierefthd ¥Paneas fioénck! carmencaviaad defeled eoamer ce,
and so the VPS 10 works with clients to produce solutions to fit the
commer ci al needs pftitaRa bespdnkiglafor thekenAlSnsid ofifusds, fuch 8 avakduidngtbankfor mal  bank
software and procedures, in which real-tine validation is directly
i ntegrated w th tbhedinaardsvanhiySnddia otherdfraadd] idnitugsnscesses, all ow ng ful |
automation; and so the VPS 10 may be easy to integrate 15 with a nerchant's
site and shoul d be si nMppiealignide pamynt sBteus@vrbys dieiiriiMidiaMeidehehtcgeditecei ve
paynent for all standard credit or debit card transactions direct via their
own mnerchant nsinbefrd bdtheayxint dem Dwodr e alsdiee amffidensftazompinytheldmg af or
exanpl e, based on a flat fee per transaction, and nonthly in arrears
Mer chant s may choeaesgoritocredioridwe podnsahiddat wdeet] the wpmyrbeidsvhd tohimitk
transfer) directly to their nerchant 2 0 nunbers or via the general VPS
m cr opaynent syst Eiting hétolin @aymebitsgstent afsalescribel heeing bradutapay fe6tete\iedefiagdnent
nonthly in arrears mnus card fees and VPS handling fees. Merchants receive
i mredi at e noti ce afafpayealiviwifgarcheaoener deriquely abdignsdiashr ragfs and/orla 1 SEA 2~~2
WO 99/ 66436 PCT/ GB99/ 01886 notification being integrated as part of the
mer chant' s transagpérsoos idedfiretmenmbdr (RINg bl pwica gurdngtacessibn catheatheh exaning ol  over
the security of the validation process Full integration with existing
systens ownediby tusk dawefoc krainpgchased Theprimes sptesooverabbets op adivalys!
integration with ordering, accounting and other software products. 5 To
participate in thbkolifPs dlyment actbediseshss vfreditoprdeninediyy acelienl wittothe bdédrt car d,
merchants using credit cards obtain E-comrerce-enabl ed nerchant nunbers
from their acqui r bsieg aramiany PiicenEsponsidlefaythepaymerttmeetipd spfhaglan pfficgrnD)
nunbers to nerchants fromthe range set aside for each bank, and then the
VP5 10 informs thecchmtsihesipandioae proeiremenhelficial of p coserapplpddies. fEcxample & t he
merchant. 10 The VPS 10 uses a distributed hub arrangenent in order to
provide full scal adsparste gredivrgrdspd/prater plling arcautcassogiated withpsedy 8%l and gl obal
system Regi onal hubs 16-20, either single or clustered, guarantee fast
reliabl e worl dWi deBYHEREREYnd redundancy. Hubs are either operated directly

by the VPS 10 or as a._ series of i r| ogki [ oint ventures be en the VPS
10 and a hub oper at or ,Iig’éé}f’fdéfgmﬁd%sll{)’ Cﬁeri%%éieoqﬁg 1o Mk AkEens© Y Rer

cl eari ng houses or %i ng Ci ﬁ\lmi nstt%%ut itons. Mer chant s aEd %c%mtt.hol ders
have one "home huB9o3&* YpBRATREL PY 5 O1PFT CORRUATRIONS RAYTTRT o' "Rl OTB8"Ms ed
wor | dwi de. St andar ransacti ons are aut henticat and settled via |links
ot ween ¢ he mor chaiee Rt s Lt heAntR o E BeP el DT AR Cahi 1o

m cro paynent transactions may be. prqcessed vi.a t account hol.der's hub. 2
0 Safe internatioff§ emc?izra’eed’fveﬁéﬁls?‘gg%aéarﬁg?sfS‘re rIr‘étar,“Q?‘S(%m%’ié?mT'ﬁ“éca Pobal

banki ng 20  network, but instead are only transmitted in encrypted form to allow a client 22 to
add or amend his/her account. Alternatively, Internet-based account modification
may be avoided by allowing the client 22 to provide credit card details or other

payment system details by facsimile or other secure data transmission mechanisms.
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. System can be used to send suns froman account in a bank in one currency
zone to an account in a bank in another currency zone. Businesses, 11 SEP 9
mer chants, and vendors may acquire funds; that is, receive paynent into - 2002
desi gnat ed bank accounts, in at -27 ~ ~ SFP 2002 WD 99/ 66436
PCT/ GB99/ 01886 | east a core nunmber of mayor international currencies, and
the client or" the banks are able to pay at their end in the full range of
currenci es. Merch¥f?488 vendor conpanies are infornmed subsPEFRIYIIPAS
instantly that expected funds are available and are to be received
automatically within a set nunber of days, as specified by the 5 acquiring
bank and/ or by regiddaition, payiencyitas fetdinimag vapigirestanairbybhiky ot bthe@ éssigsi ness
days The VPS 10 supports such functionality to interact globally with
vendors, clients, opdaelithdiasss oNdcesunat dllonmk ingreuei Rgyrit§ ortereis anfHeekiny edi t  or
corporate purchase cards and ot her established banki ng systens and
rel ationshi ps as thReryagiressds @fairkOkrows baigeaddriRessjor blagpPFor R bk gdan
aut omat ed nanaged facility for electronic paynent/fund transfer, a
real -time online afidinfzink fii datafr@sismittdd agrags tcbrBBuni @064 dhatres Gudhay e Mterh Ut €S,
and a systemfor supporting nmultiple currencies. The VPS 10 offers such
services by substanti afhleyeddbr Zaué heyer infomgpd af ihe Getadls bithe aedit sepidioemes dat abase
server. Al so, vendors operating within the VPS 10 and receiving funds) for
15 exanpl e, vi a nmpgytanystén Bhetse dies unles sadh@howetlt syyterh lsemdnaged by wai ch
support the VPS 10, and so the VPS 10 is self regul ating. Paynent systens
are registered seeoeided suckvid dxelapHoheactditt. Paymeantstate detieeallyinfadd Qirady forag as
trusted third party) and are .. accessed by the use of identification or
transacti on ref er giverevenduride espagelilbe tipleiene el p yheediént 8y mitechopreawviesieid by t he
VPS 10 offers a secure and 20 sinple nethod of setting up international
direct debit arraas@emenisso thd herddPAlté@atpelyothe ¢livkesnagich@sd foyallowthe verder gl obal
banki ng system t hrough individual banks 30 to provide real-tine
aut hent i cat i onocane sptitelackeesnor admpg tte nere e rédiem infamatgn itos a VREMBwabasE vendor s
are never given the details of paynent systens and thus cannot _28 11
SEP 2~~? WD 99| 664886inRG7y ERIODABIBnsatingior froth ahrejclient aoeelltds nimmizimgnt syst ens
can only be used to transfer sunms to nerchant nunber accounts held by
vendors wit hi n t hexpgrese afghe dient ¢jinformatien tg par-spuse watgmbtlAen alismptient syst ens
used exclusively for the transfer of funds fromone source to another can
be registered witgmpediment, Ypgendyr 24 o genf gicloarte. pdfreshisad/enaghepdatajie Witk the t hus
providing an entirely secure closed circuit. Although the VPS 10 may
operate via the | BR@ASEIURE to migkmigmhe datp sniy regyired & @maumieruftsn t he I nt er net
26, as all key processes perfornmed by the VPS 10 occur off |ine. Mjor
clients, manaddng SPuyeEcs ke JipnsRE thispRiondArygequite the YedRLIA kel BheRiat h t he VPS
10 via dedicated |leased lines. In the case of direct debits and cl osed
circuit 10 usage, ' 88AEY ¥ e i nformation is ever exchanged via the
I nternet 26) thus avoiding the need rhigh. level encryption, digital
certificates etc. to HBREEH 9’"???%%)%8%?’%%?’8%”%81’%% ¥ the conpl exity
and cost of use of_ the VRS 1(])‘. Accorqf' ngl¥/ thhe VPnSc %(r)cn %\lli es an
extremely sinple ARRICRSHIE RIPIEBACY EPHIPERRFE: Suh PRI ST PR QoM ci al
suns. 15 The VPS 10.al so proyides a,universal and.qgl obal | y-expandabl e
system for E commifEa! “‘8%’?%“‘5°¥er?“ﬁf“§#§i° e{ai’f%%ﬁr%“aacgig/“s?@ﬁ{eiayne%?gﬁn%ne | D
al l ows users and v ors to nmediate all tr actions via the sa | obal |y
% mo? WC{%a}f.h@mﬂ_vgﬁnﬁeuané]' égﬁcbo%qgerrbs%iog%gad deft nla seanc{r\gheg

accessi bl e syée qar ek SEPVi ¥ and

back-up facilities,. ddi t.iaon,. pre-regi.stered, credit cards may be used,
so that new on-1i Ehgae \}rpggt?(sef ?"a’f"lggndsegoéﬁa’dzfgggﬁ5%%“5%?1%1"%5*&588??%"3'% ’bprlx'nf ormati on
checks for each cllent [ of GRS ledihigdhio RAlitndlaSmb neAGSRS S A Yy fearure

of the VPS implementation of Micropay is the enablement of multiple currency
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. Furthernore, card issuers may open dormant VPS accounts on behal f of their
card hol ders by registering card details plus names and address, as vel I;ds 2002
tenporary PINs and a tenporary user names for each account, which may al so
be generated for -29 "I 1 SEP 202 WD 991 66436 PCTI GB99/ 01886 this purpose
by the VPS 10. Cardholders may then be given the tenporary user name and

| 17 needed to access their VPS account, follow ng usual security procedures
Once the client gvoewssdsss/ her user name and )D, which may becteapasary, 5
and verifies his/her identity, through a secure VPS interface) s/he can
activate the account and may el ect to choose a new user nane and PIN, extra
)D checks. and a GUslaliv? GbyaRE R hilthdit BrkersiBi) BhhoRakIche!  ofeegl st er

ot her details including er paynent systens and persondl data. Cients
may group all of tpgeit . pavmRiL.cards together in one account, accessed, for

exanpl e, by the same securi ty checks 10 Since basic VPS account information

cones directly fromt 'spghg?, i LR G he card
billing address, whi cﬂg%fea?ﬂlgtdsn theg){/%%u‘clégna?gg ?ﬁl%eg{aglda‘ﬁ}g&{;g«?lﬁ%}% an

accur at e address ) .~ i : i Leation. Such
G eicit feemBBind labRinaRiol th%g]%@%g F?%é?:;geraﬁﬁgkﬁakﬁxﬁ

address checks allow nerchants to check that ess given on

d f 40 L dild f.Qf 15 The VPS
an oraer Torm Gorrgslghids 1Je9nﬁct‘;'t?on%h{1+]é J'sgssﬁ)qq{vgl%ﬁ‘:giagﬂenta : gg{egﬁc €

10 al so operates wth clients suc at persona ent i Ion may be

erformed without | td Lt or idest ' eci al
P R {00 n AR AYRLL A e ROL N oGidestd Wiholk rochl s3R

hardware or software 1s required by a client use t The inputs

froma C! i ent 10 -gouence ic:fj@amaictfi&ﬁs,mhﬁgﬁllaifn{anlﬁ{g%gxk{uarﬁqueéuﬂt)pOndUCt a
transaction with a%endor are not transferred through a web browser, and so

there are no el eCtrO_niRcc‘é@laL@&sa)fP%iye% pRyrda! S WEH 82 SHkRs Aeredid AW \ysigRP! ets or
browser cookies required for operation of the VPS 1O Thus the VPS 10 may be

conpati bl e and mayy, i Rt ef:h@E6) e SbhePbt thd BAGRENR SSteMitd Hih@ \BRBRHR SAtTHENS
capability. By not 5| sclosing client information, secure sub-accounts may

be -30  ~ '~ 15 | bwnéispecities ViR 1B BI6AIE: RGUAHEBAA/NH8SH3 il 1AM BARALAd, soO that

a father can authorize his children to use his credit card up to a fixed
amount; a conpany igadctadt Nk iadBorRed@RANS SHBUb1eQS sde Aas¥dtidANhiEHOthal SBend
corporate purchase card within a budget and w thin purchasi ng paraneters,
for exanple) the usen@fgatthie account can be tied to specific goods)
services, and/or 5 vendors and clients. A supplier can authorize a client
conpany to use a credi ClieaeQothay pe ‘phd-lokded aliy finandiall senlchentseydesy valdsts among
departnments and individuals. The account hol der can nonitor and control all
transacti ons usi ngolnpaddaanchpbay the pte-lsadig@rocess ereaes acer-of inagiveRSo@auwhictt r ai |
Users are never given the details of the paynent system such as the card
nunbers used, X8 ghexderigndRS clidbt cas edlivity thrdvgh e userf @ personbldfiedtificatiql ivatbers may
have regi stered paynment systens which they do not own but have permni ssion
to use and associ aPBY senit separttbig by thyFi@ny | Rre-lpaded wedotirgs maywietshbsthed intogt her
paynent systens. Using VPS virtual wallets, clients may pay for goods and
services and to nonistng VRSzerditby thelienttoh ey beowpd typSatd pnewpcaunyery | exi bl e
systemis also the basis for setting up store card accounts and direct
debi ts) including Vendors 24 may issue refunds through the VPS 10, and clients 22 and

vendors 24 may authorize payments to other clients, such that the VPS 10 provides
20 flexibility and adaptability to different marketing and sales methods.
Vendors 24 may choose to provide account facilities to specific clients or
groups of clients These account systems may seek payment through a financial

settlement service when the account exceeds a certain limit, in a form of Micropay,
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. 15 payment of utilities and nonthly credit accounts. In this case, imesgp )
account hol der gives the vendor perm ssion to use his paynent systemn) sucH2 2
as a credit card account, to take regul ar paynent for agreed goods and

servi ces OPERATI ON OF THE VERI FI ED PAYMENT SYSTEM 2 0 Typically, the VPS 10
uses the follow ng principal data for each client: nane; address and

contact details; E-mail address; security information such as user nane,

PIN) security prowpssssend aut horization PIN far bul k | oadedreueoynss;
confirmati on code such as a code by which a client inforns potential fund
-31 11 Sip 20~~ WD 99/ G6436 PCT/ G H99/ A 886 vansferees to confirmthat

a user IDis typed:mofdushitivoicRanBipto GY SleBiTEn aXddnerditeSthe Pehoas credit
card details, which nmay be limted to an arbitrary limt of twenty paynent

systens per user rﬁg){cig},ﬁ piag 8h n3Rs sdchinyin@dysitie user interface (U) Ievel;
a group nane, such as t%e nane of a conpany or famly; the account type
such as 5 "corporate" Qieméis o Blicats 22 Shdrleti@ord 13T Ay THB biMEb1S b ined D iger " super "
user, account disabled, etc:; client -preferenoes such as anonynous, allow
aut opay, security rkfauetobhanks B piyiest spastiEB0} ans YGeh®hd &rGnanageig@ili t |imits for
t he paynent system vendor specific account information; and a m ni num
security level .5 A gdobRObf thPOtgattation M RRb Vesailablet he VPS 10 upon bei ng
presented with the 10 VPS 10 as a paynent option during or pre-enptive of
an on-line purchase. Howewayr 10 if ghPEe08 D DothGh iefmitof iRicperpaddedinkymt he group
owner or a group manager. For groups, sone paynent systens nmay be hard
coded and inacces%ifpﬁﬁicilgx&ﬁﬂk&ﬂTahwﬁrbgradmﬁtlciaed%s&ose@tr&ﬂiﬂ&r&a@d’n.gtEOUpS of
clients may al so be added through a "batch update" process and activated

| ater by the cli effaridgirN@ientt 02, peyrA¥yQem aWnetdinbior veaddrs PNmabstiflidNe del i ver ed
separately. Cients may nmake changes to their VPS accounts at any tine,

i ncl udi ng user ~; ;certaidmmangy 1eRINS sty Foryexahetlaiversiprs pe arsinsralienaroediay | imts,
and type and identify of paynment systens. Authorized clients may change
their Iimts dmown ifisisoon wlidgaih bayondtdé PIDyetehel secntguatilshafoes sllodingatieange t heir
security levels up fromthe mninumset by the 2 0 account owner. Cients
may al So gener at e mrvbased aboweaaeitausnaueport s on their usage of the system
Once an account is deleted, or a user nane is changed, the VPS account |ies
dormant for a predet eraddidompéeiV@d 16Mmay bogdbleax exppit escowiting mfomnlnpfef or e t he
previ ous user nane can be re-used within the VPS 10. -32 ~t s~~ zaoz WO
99/ 66436 PCT/ GB99/R4i886 olisiderthn sigemdP iteantexamelcarpusting fivéity cBs @erounting

adm ni strator nay add a new account, disable or enable an account, delete
an exi sting accourinformptiormanigeudenitl/ romberiof pprpelrtaavetions Ylied rdcerging torttl or
paynment systemdetails of the client associated with the account, and
change and/ or 34 ewyrelof BIYmMepl syfte gngMiigropay turnover to allow an external accounting

system to bill the vendors.

The VPS 10 is intended to be as open as possible, for example, to adapt to
meet the Jarge potential of such Internet-based payments and E-commerce. The
architecture of the VPS 10 allows for as many future options as possible. For

20 example, the VPS 10 and associated payments systems 32 may encompass
credit/debit cards, direct debit, in-store accounts, utilities bills and any other form or
method for moving money from one place to another. The VPS 10 also performs

client identification, for example, by receiving and accepting a simple user name
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, 5 The pre-loading of accounts is a custom zable operation, since the gata
format for account information may be different for each paynent syé‘ nSEP 2002

The accounts may be pre-loaded into a holding table, and the correspondi ng

account owner is notified of the holding table and the status of the

pre-loading, for exanple, by a hardcopy letter to the owner. This

notification may include an access code, so O that the account owner can

access the VPS 1@v@sdsssse t he access code to create a new age@smioisssi Ng a

sel ected paynent system 32, or add a new paynent systemto the owner's

exi sting VPS account. As to the vendors 24, the VPS 10 may retain the

fol 1 owi ng princi pald falerddReutcuRaEh cHBBGOR - ARGRIve ALY S8& foriEFUr i ty user
nane; security PTN, authorizing 15 paynent system bank information such as

TDB) sort code, amntﬁﬁm%dmmBnﬁmwbmymemaihgaﬁ&pdafak,,di%&i ent, and
transaction details for vendor-specific mcropay or '"~"" Dbilling accounts,

secunty/ payment pr&fifda0aRSign &R bt 8dpilalkiblomerrc Maled Gdeftifichfidrer Net
Protocol (1P) Domain; and category of business. Each of the vendors is

operatively connegle@dit Ghepaym@Rsistedd 82 &fd/dr MR et 8ard Aay?fh hoVtbd ) ifidPPOrts the
vendor 2 0 and nmanages all the transactions with the vendor and

transaction-inist i @fghiehribhs! c@feindi-to the VPS 16€t - Up, a vendor conpletes an
agreenent and provi des bank authorization to the VPS 10 for third party T1D
paynents and for a paynent system such as direct paynents, or debit or
credit cards, which allow fees to be extracted. These paynent -33 ~ ~ SAP

2002 W O 991 66436 PCTI GB92£Q18REs 8y THEEear EDACCOUBNS siySTIMA cCh paynment s
not nmade i Mmedi ately and the vendor accepts the financial risk These

paynent systens, as defirnvpgdoRawaREhddRE LML LiorPdne s@ildnfe8f syders RhicRis nor mal
billing accounts for, for exanple, blue chips or for an accrual s-type of

m cropay account ichvekied b W@ynaRbrs Ufpré2Bdelited RE@OoERALYt TiR VAGGOMBEstéd I eaches
a certain level or alternatively after a predetermned tinme period, such as
a nonth. At | aast tiifipaitpdykiym hieigl Odtaild GLMYMES syEByhs Belonpimab BebeRyseNd’S st aff or
agents thereof, although initial details may be entered by the vendor

t hrough the | nter agt pran@brdf ciehi€ indetitle W HennmAéD 1o phovidytheetiik bsiyvsérathd | S
specified by the vendor to allow 10 fees to be extracted. A bank agreenent
is to be provi ded pirdesiovolved toretectrdne Areltchosfersr nredicdranint trdosacaond, skghs or ot her
paynent systens. An attachnment or installation kit nay be conveyed to the
client and/or to binks eeimtter podgedf eedimbayeregpti ssllee ThesVRS Wi fetmitshieesd/PS 10.
The vendor is then ready for operation with the VPS 10. Vendors nmay manage
t hensel ves i n t er mertitsds pushaniasreansaqibna eldlfos tosexclangd fumds rapilypend eifisienyly, ef er ences,
client-based billing accounts, etc. For sensitive or secure itens such as
bank i nf or mat ix&n, withous disddesuiersr eunpsute tpreisk of sapsitive data, Ao automeate theibp - wor ki ng
or to post to the wong account, details are communicated directly and are
nmodi fi ed direct| y piogess#®SALsp,ahef VPS 10 provides an impartial, real-time audit trail to all parties

‘ - clients, vendors, banks, etc. - of all transactions for which the VPS 10 is the

enabling service.
When a client first opens a VPS account on the Internet, the client enters
20  credit card or other payment system details, including bank and credit accounts,
through a secure interface to the VPS 10, such as a secure website or other secure
data entry mechanisms. The relevant information is passed securely and protected,

for example, by SSL encryption via a web server of the VPS 10, or other secure
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., Specgific functionality perfornmed at each vendor's systens may include: Z 0O
change/ vi ew tradi ng name or address, personal security informati 0;'1, SEP 2002
aut hori zi ng paynent system bank and/or TID information, preferences, and
billing account client information. For using the VP5 10, one form of
vendor - speci fic paynent nethods may -34 o~ ~ ~~~ 2~~2 WD 99166436
PGT/ (3B99/ 01886 i ncl ude a type of mcropaynent facility in which the
client's paynent Wy¥te#é¢ i s only debited when a certain tot #CXGRPUE836T
transactions are reached Thus the client may have purchased; for exanple,
four or five itens over a couple of weeks before his/her card is debited,
and/ or when the teeRPion@HRasaPPIoghatpledifinitating deyicegtogheback officttieredfor m i s a
"normal " billing account between the vendor and potentially a |arge client)
in which the VPS wirreibempraation peheldpiptectdt snompted el ¢ff-698 sy Tiom the w%
information to the vendor, but the vendor invoices the client directly The
vendor sets a cre¥Mer |Rapnent gijtepn@apps fegifigrehwihiin 'S AR aithepeffrlise Yay ment
system may be considered to be owned by the vendor and granted to clients,
for exanpl e, thr oty R LGURHEY POYIIEPf FEHT sl 241 teleptode 2eeAut pdpigibr nay
choose to pay noney to a client, for exanple, as a reward for loyalty, as a
refund, or as B pHSAENE2GPMBANY RiefigRecnt ﬁ‘rcoﬁﬁgs PLSPHDL holdars, 6y ¢lieats uis thhe
vendor. The paynent nmay be on the back of a transaction made earlier) so
that the vendor d¥BY1h&RY FEEHr 1Sd"IRH BWMENSYRIISShthey Wish 41 908 virgia! a6¢puBy ced by
the VPS 10. A 15 transaction code fromthe vendor is used to identify the
client, the credi #!%sEydard 9ayohenby By eieativispiesrmation IPand the refund as

bei ng perfornmed appropriately. If '-'" the credit card is no_|onger valid,
the noney equi val ent Wt PaprSeut is @pened theVASSFQPH Golderdorfver Tsqréred Re cl i ent
may be notified, for exanple, via E-mail. The client may then use an

i nterface associ afBd WFPKEYPREMSPEFRIGPT PERIRNELTetalE ibe totsmobd 2Py ohe specify 2 0
whi ch paynment systemisg to be credited. If the client of credit card or
ot her specifiéf pW%ﬁ*&“&W%‘Fa@ﬁ?ﬁ@%ﬁ&W%@'@F’ ‘8‘1‘?"‘{‘;‘?%@"%56{5’8Hﬁ%#§*5f’ff6‘rp°ty 12 of
the VP5 10, the vgndor. is notified, an ttﬂe VPS 1“88‘Un rtakes. t il, send
via facsimle, orPSBHUINGHSEr BAMGEATE PASWET FY90 @Y PGINE FepiiFatqn nupper 11
SEP 2U2 WD 99/ 66436 PCT/gB 9] &, S86 a{}ld tor all ow t he idss e, to be resol ved
directly, but thePYPER SEOHSFYY e TTREUIT BRIEIBES YBANP Wt ai | s. For
daily settlenent, .t aut hori zation. processor 52 has approyed th

t rangacti on, but # Lﬂfﬂgeé' S%frteé'"ncé’?est’)éeem&? g’ g‘fénrefcea t’ghrfttfaflsafthd[é)'gﬁe%f . %‘f“gﬁe
settlement W th 1 4g S BYIRAbaRHEH: ofeRl isBRFE Aokl boIRR e the payment

has been aut hori zed,

15 payment system s’he wishes to use for the transaction, and confirms the client’s
willingness and assent to pay for a selected transaction These two streams of
______ information from both the merchant and the client are coupled together in the
authorization server 52 and sent to Payment System Authorization 72 and, if
appropriate, across a fast telecommunications link to the merchant’s selected
20 payment system such as a bank.
Information about the success or failure of the transaction is then passed

back to the Authorization Processor 52, where the success/failure information is

recorded and passed on to the both the VPS web server and the merchant’s server in

-20-



» goods are not ready to ship Settlenent is only sought when the vend?r

i.nforms the VPS 10 that the goods are ready for shipnent. Conplexiti JSSEP .?Uﬁ.?
arise if the r authorization is |apsed, in which case it nust be
re-confirmed. For nonthly billing, the vendor is informed of the purchases
made through the paynent systemin 10 question on demand This information
and/or their own records, are used to create an invoice for that client For
paynent on accumulY2f7$#%of enough debt, such as M cropay ar PEHeRMRALSS)
transactions are accunul ated until past a specific threshold. At this point

a paynent system authorization/settlenent is attenpted for the outstanding

15 amount These t {anaac!h Rl offdhiif EanltR ohiB0 AR GGRERaN MhGT RPY
account or other adcounts held with or t hrough™ a vendor-specific hol di ng
account for that glient b= eetosevensecohdl Wi ch the vendor takes a financial
risk on the transaction To initiate an authorized paynent, the vendor sends

the follow ng informtéaanra%arc@&,ti{)ynk}ugyﬁJsﬁﬁfpa%mdax&?ﬁgao%gp%@wmt he

purchase request to be 2 0 corroboratéd: a transactio

transaction amouni;q i he VERSRE hORadniRaerttce RERKS FBRMERY crstis Mgl er r ed,
i mredi at e, account) cropay, etc.; and additional security Information

such as a zi ppfod%%mp&mxmrp%ws—mz%mwz-&@Jegﬁmmmeﬂmeréaftanmggyﬁg payment

may al so be split across several paynent systens of a particu ~~J~

WO 99166436 PC f/ (BIIEGLEAMinGl singkessiSh it ?@en%r?% f8r écggpl%%gmgesg&%dé t card

and U S $ 400 on another credit "card to overall charge 00 for the
singl e transacti of. hf-tiigsiel | ent has a preferred payment system then the
preferred paynment systemis chosen automatically unless the transaction is
Mcropay and the pref We%aﬁp%&éﬁ@%yﬁé’sﬁ&iﬁy%?&@ss&ofnM%%Eyn%&r0pay1 or
the preferred payment systemis not supportéd by the vendor Normally) the

user sel ects whi CHeidvay fBithurs Yeldhind HoubiS@ed o esthlmeidhaR fire3Makd AD! €
paynent systens which are conpatible with paynent ' - systens supported by

a particul ar yendgicrophfrk@ts afd £AARE sHUERRS MiQbpahRbdtsir8pf of @ sdabfdsact i on, the
client is returned to an 10 appropriate point such as the website where the

client was presenfenh@ioffeRd tothérénaitt 41 atdobnt hblaes aBé Lsefhe VRSLIOPHYHiIch a feature
whi ch nmay al so be supported by the VPS 10 Autopay is a process by which a

client nerely confuck Wkrdpagmdagiacipriadiatotdap it thueeuhthoRieSfeked KN Of
transaction After the first paynent in a session, a series of data
transfers, 15 whi gdusdtByn wiith catsad thy/acemed sutberwhingoibs e thothiestoldad thieooki es f or
| nt ernet - based E
minimum amount, The VPS 10 then automatically seeks payment for the total of
15 outstanding micropayments plus the new transaction. Merchants using the VPS 10
may thus choose from two payment options. Using the first option, merchants using
the VPS 10 may choose to receive payment directly and to allow their clients to
purchase goods and services on credit without pre-payment up to an agreed
threshold. No payment is debited to the client until the threshold set by that
20 merchant is reached, and the merchant then receives payment for all micro payment
transactions as one consolidated sum. This allows the clients to purchase small

goods and services incrementally, such as downloading small files of information or

programs such as applets, as well as data such as search engine queries.
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, comerce, is used to confirmthe identity of the client. Such cookigz gg A9
not include ". secure information, are deleted on entry into a new s$ds 8n, -
and have a limted lifetine. Autopay may also tinme-out if there are too

| arge gaps in tinme between individual transactions Z 0 The VPS 10 may al so
generate many different reports for different purposes, as described in
Table |I. In general, report and statenents include dates, vendor and
transacti on codes, the suns involved. Such reports on i + e met hods
that allow the &vl%l%/%c?ﬂto be identified if both a vendor a%éé./%ﬂg/ ‘lweznt agree
to such client -37 ~ ~ SAP toot WD 99166436 identification according to
their preferences. TABLE J[h PCTII1 l91018 6 Rer?orIiDe crig)tlimSecurityvendorA
statement of all transactione W PR ENGEP PAEIYDE P RUBST &t ement a gi ven
period. This statepent can_ be fjilteredowner ditggeig{a}%{rrent , deferred

A
micro ent svstem,n%hbéh Jeagires acco%np%/ﬁlé:@gsefo Ray orle iM0tigl 0 emng

fulfillments, etc.veéndor-accou enen a ns-.with-a

vendor on-vendor/ hd%?o-sﬁ Rv‘?lb %@}%ﬂké rcké%f\?%{] cf'()?sé%ﬁgaitefd ipgyg{gr?tyrgiguqtc%r&ﬂd handlin

syst em owner/ paynent sSyst enowner 'en atenen uansactions far

a client on all p%&l%%&lgjiﬁmeéﬁ%%éhﬁﬁh :Ha%&%ﬁ%lhé?%@!a%ﬁé?@r clients

usi ngownert hose paynent systens are not shown. hub summaryA summary for a

hub of the {ansaqki:afrhddedod AN WRARL{A oGRSl VY 5 summary s to

ai downer/ VPScal cul' a n of comm ssion and si'm ées ;. . v SECURI TY OF

THE VERI FI ED PAYMENTopaymehEMangefabit &He is d4GREQin 2t pdyimB SAEL thidbhoRiECUr ity 'S
provi ded by having all communi cations of secure data, such as user IDs, PIN

amounts, etc., ar Gmofddfwhitl &aPeLior &RGHY RAIREMLA ofU SI154GheMRicn thé\b8Y -

Transfers of credit cards and ot her paynent system details occur once only
fromthe Cient tQoédsend¥Etcet Qorosa e wlbie raRgeQ ARG PiticHaridgamt , for exanpl e,
40 bit SSL. Additionally, the client has the 10 option of communicating

t hese det ai |l s sepadiabmyienbarrafiemeit nTHelient is phr@heeged bdain@hdletic pagdadt ity in the
VPS 10 may be performed by tracking I P addresses for all transactions. IP
addr esses for Mendipesholdis ecached Clhe &F. Sa galianis hortnkikyiused dommiformamesy udi? addr esses
for clients are recorded to allow a backtrail in the event of a fraud. If
two transactions derall gicrepmynedtringactidne globatip lpitipldloats sthetdpposisarertakani me, t he 15
client may optionally be alerted or informed by E-mail, for exanple, in the
event -3 8 1 1 $pp2pagpunt \jdeyores 4 of gy pther pethasipd@pimegts gystem iRlet ai | s have
been stolen. Pty'r/(GB99101886 Intra-hub security is inpl erren(ged in a nunber
of levels. At the%GF Payeaymens ‘%&ﬁ@?"\ﬁ%@?'%ﬁﬁ’%ﬁ dollapze copyeredingo; ght s of

t but t th | h ights b d. thi t
Fonction. Al 1 cas L iRRERRG iR nay" s RRe g b Heh PeLPeRe Bet vl dual .
and |odged Wity byl b it . BEG1E W hPpE QR SHELASRGN s8Ik ONS.

Details of encrypti ods are to be kno t echnol ogy

of fi cer (C10) O shEmfEE bl Wil owis o el BEGESSAIY dakpAt es. Such

details may be secure ged externa 1 source code supporting

security is also RRAREMALA ARKOhEDE Bhverel GrudMd RSN QlurteltySof biRRe baye! of
security is to access and nanage the |0 inherent security of the VPS 10. In

general , users at ghfifes top level are restricted to limted areas of the VPS
10. The second |l evel of security allows managenent of internal users of the
VPS Cards and other payment systems and also personal details are registered

20  with the VPS 10 on a VPS secure database 42 in a hub 16 which performs the
function of an authonzation processor 52, and such details are held securely offline,
away from the interface with vendors 24, and so such details are never used or

available on-line Account holders can register as many cards and other payment
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+ 10. .The users at this level and their properties and access privil ?%ez i)an
only be changed by top | evel security people, but the second | evel "uUs £ 2002
have the ability to 15 grant access to operators of the VPS 10. In

addition, these second | evel users are able to exam ne and/or generate

audit trails as required. The audit trail for an acquiring bank may include
all of the credit card details of a client The third | evel of security

i ncl udes nornmal weewnseand staff of the VPS 10 who have accaggdpdditssent and
vendor accounts, typically to anend details, Inter 2 O credit card

i nformation received by fax, and con[i r{*ntr nsactions to.clients_ and

vendors with appr SBGmsEsdesHrdi P W] wlet pieh agpaxwent sxstemg dfclpding Gusinesss

paynent systemdetails, are held in the database 42 encrypted.to a high

| evel of securi ty.2nd PRrsopal BFBUERASHTANNYY & 2FPasy PRFRRptsaidiby tihag: dehifete.

comruni cati ons bet ween the -39 ~ ~ ~ ~~ 2>~~2 WD 99/ 66436 PCT/ GB99] 01886
hubs 16-20 to eacHueh REferghRiyPent s¥ftems ebwastouheligharg arcepsd yiaddeatyr ypt ed t o

t he hi ghest |evel practi cablcgwsa%e ating system enpcryption features such as

PPTP may be used &Sk prgiueh THERA ﬁ%"-‘\ﬂﬁ?ﬂsi“ﬁﬁgf PEETESA Ye used to
i ncrease the scranbling and securjty. 5 AUDIT TRAILS Audit trajls are

provi ded for tPand¥dy ﬁg%ﬁ%ﬁcwq%fsﬁﬁ‘ﬁ{hﬁ'ﬁ&ﬁwglﬁgg% ?’d’t‘?’sﬂ%ﬁﬁtﬁ ffons occur
when a vendor hub and a client_ hub are different, since,a transaction is in
the audit trail atiPeaVf? pffihne BiggRation pagherias %{’Féetﬁﬂé‘ﬁ’éF’Ei‘l“F*Vh?‘iap{’éﬁs"é&r%o
preserve the privacy of the clienpts .. However, an acquiring bank may have
the 10 right to 8t billng pgiesies, p @ﬁ?ezﬁ%w%fwlﬁ%m\nﬂs“i ate pifrespehiesksas to

t ransacti ons concernin ut hori zations of the bank THE ACCQUNT AUTHORI TY
Thé account aut hoPPPSf‘agEfa‘f‘ii ps vt ?)‘V‘Hg‘égl%tac‘iﬂ’ﬁ’ﬁth'é%ft’?‘lgﬁ’?“B‘f tothg ent | Ds

upon 15 the addin OE} new clients The list of authorized clients and their
client I1Ds are regﬁc MWed fromthe account authority 12 to all hubs 16-20
for performance and ~'_ resilienc ur ppses.. At each_st eration using
the account adfhority IP§°C8WWC8P’V’$H’E s'ﬁ'ﬁ%&" ‘Tﬁelfﬁ‘?’atfoﬂgféf g@? Séﬁﬁdgacf(f“%sacti on,
fromrequest to s tlhér%gengs and consol i dation, 1s Jﬁ@,%!ne%eﬁ% a . serjes of
"mcro transacti ong®e “AR §)‘/§fl‘érﬁ?]al ures ﬁ%’ 5r Vi BF ﬂ'n% VBE %2 to be

brought back up aggli_& rarax‘yl%a‘scatdifliggnsal sieQurﬁy g?ﬂﬂga 1o ito %E %glé;%)q)e.taseediaggnnt i f i ed and
resol ved manual | y. "FGOr "exanple, 1n atailure during authorization, itens

passed (o the banklALoRul for) A0S RREIRLELINES AU ShAGHED 25 Lo

whi ch were receiv e sending of acceptances or - 1 S~
z~~a WD 991 66436 &gAI%Q%%Mgﬁt%andatory for all changes to a client’s account, and such

15  questions are optional for transactions and consultation of audit trails. PINs and
additional security inputted by an account holder may be always disguised as
s asterisks or blank spaces onscreen. A prompt mechanism may be provided to help
people with short memories. Other forms of identification and verification can be
accommodated as deemed appropriate by banks, financial systems, and major users.
20  The account holder also may choose spending limits to self-limit expenditure.
On-line audit trails having, for example, a resolution for time intervals down
to the second, including for micropayments, are provided for users and vendors.

Accounts can be controlled on-line by the user, so that details of purchases can be
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. rejections to a vendor nmay also be identified in the event of system
failure. For such operational performance, the Mcrosoft I\/bssage"d:&ﬁﬂ@ﬂﬁz
(MBMQ system may be used for comruni cati ons between the hubs 16-20, which
may guarantee the state of all conmunications Typically, in one enbodi nent,
around 8 5 transactions per second per node can be supported on a single

| SDN channel, up to 128 transaction per second (tps) on a 1 MB |ink, which
is about 11 nilli¥A¥¥4isactions per day At this rate, the REHERIBIBE; 1 MB
pi pe are insignificant conpared to the benefits in providing such high
speed transaction processi ng MESSAGE FORVMATS | 0 A preferred enbodi nent of

the VPS 10 uses 1t higeckdldrd pfiteilout, REDiesomdl, securitli 5P SeflinSIRANY G bE AEHASE S) 1O
receive service results, and to permt interaction with vendors and

clients. O her enbogichEniescyastihgidbrehidia coRSEHUN cRERIIcRPendfE Vices, DCOM
and so on. The formats of a nunber of exanple nessages and responses for

interfacing Wth GOPRARERLS Qs Gt 6 akifgidl6ARE hl@dht herei n which form
the 15 kernel of the operational side of the VPS 10. In an | nternet-based

enbodi ment, post data j&ikdbmehSneRTaguyhat {yeeals@h of HRkisenAadRe: orand may
be sent as if the post data were di spatched by a SUBMT button or icon on a
formof a GU . sThe-chdicharchhRTfaphemmethanistatsagamt A 15 @selbidt @hymennf r a- hub)
whi | e ot her messages such as CheckLi m t sAndGet PSDet ai | s,

CheckLi m t sAndAut Rpdidnz @Mier BN holddrs o ke NEHSI 10] WiEtH @R be GJefhted via the

Transacti onAbandoned may be inter-hub, or may be infra-hub if a client and
vendor are on the gpaafe attdint hdibe' s AnfWinrhe @diga pEach RdwiBSSRAgRedt Sys@mpacket
whi ch is dispatched an authentication server queue, in which a request
packet is sent as speddingWenits ad dpecifidd fbr € owner of the YWpmOR s b3 fhdfehl grRRQ/ 01886
NanmeTypeDescri pti onSi zeShort Si ze of the packet (including this

wor d) Ver si onShor t V@&ibsdcent® napasktetiindited whkage Wih Seralnl vendorsig kRedofi@vgpar ent
upgr ades of softwareVendorLongl dentifies Vendor. Only needed for Tx

Log. d i ent HubShor tvehdorswiSpenging limitCrhaydreta phielyepthiidaitshiSparirbihcedunt

cl i ent Qur TxCodeGUI DVendor TxChar [ 20] Recei pt Syst eml nt TxTypeShort Type of
transacti on Paynemhblderiefhilnche trAeilithignbn aathe oa of auytcd bepaymesthestent inehet X was
initiated (nmainly for

| og) Car dNoChar [ 20]ctEdit thiNo Bx piar op@hva syséinMPuly e StvaertoCrah fedistehdt VIPS scre@har [ 4) Anou
nt CurrencyCurrencyCharj 3)Currency of Tx. Mainly for Txl ogSourcel ongl D of
machi ne whi ch i ni thdgubdcdohm nmag ghregetdetailypntan@cdopntyver si on, used to hol d the
socket no for witing the response back. In response, the returned data
packet includes the foAll owiengy:comnamoTissamesdeut bythe oprdiazepstation Sicredit of

packet Ver si onshort Ver si on of formatResul t CodeShort Result of transaction
(success, faill5 erwds paks, Irddoned ROy Thercerendeldermm thaefgede powet t he
transaction was authenticatedResul t Codeshort A code representing the

resul t Resul t det ai MCHE#YE Pay Histeek bill inet 3¢leptedior(PATEFFd SET S, PR 2 thg eurrency of

;. +) Ti mest anpdat et i neWhen aut hentjcated 5 The CheckLi m tsAndGet PsDetail s
post is di spat chedrercpuy&f heawe Midsn s anygopwmyontpesdrcuiret® pur pose of
acquiring Paynment System (PS) information for authentication. The client
hub, using the SeP¥ichasipggendhingiutessn ?\F&’ﬁéq‘h‘é‘%@"ﬁ%‘%@@?%ﬁ‘ééﬁf?‘? f4t t he

account and paynment systemlimts are not exceeded and -42
electronic monetary transactions while providing the advantages of monetary

20  conversion and use in the physical world.
If the account authority 12 detects, for example, three errors in security
responses in one attempted transaction, the account may be frozen, and the VPS 10

logs every occurrence of a security error. Furthermore, for example, if the account
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s v~f ~ ~~~ J WD 991 66436 PCTI GB991 01886 either returns an error or tlv'e
paynment systeminfo. The request packet for the CheckLi mtsAndGet PsDiatSdER 2002
post includes: NanmeTypeDescri ptionSi zeShort Size of the packet (including

t hi s word) Versi onShort Version of packet format. This allows for nore
transparent upgrades of softwareTxTy~peshortPaynment, refund, m cropay

... Vendor HubShor t Hub Wher e Vendor isVendorLongl dentifies Vendor. Only

needed for Tx LogW“a%/Esi6HubShort Hub where the client |ivesCrceabirsongl D

of clientQur TxCodeGUl DVendor TxCodeChar [ 20] Vendor s transacti on
codeTransactionStart Ti neDat eti me\en the transaction

tart edP t Syst - i V -\ t
st art edPaynent Sys M@é{z&q ¥ ST Gl B ne mﬁeogepxuaéﬂr%%géfoﬂp

aut hori zati on onPr ongPrevi ous paynment system’i

at t enpt Amount Moneyfiow W%B‘\?&m’@{' kEmeychar [ 3] Currency of
request Ori gi nal Anount MoneyWat ae request was for in original currency
e : i dinal ; .
Pl PRepr esents. or i gi nat 5 Sach i ey &g AR W RLRTERIMAD | hen we
t h e N
dent i 71 cat i onl ndobEnRy PRERTLIPAEN: Rk ARRANIAR R, ientty pcount hojgers
Chori zat i . L
RareTypepescr i pti ones vouns? Sk FRRRNYLAE o FRARRSRAABENEL, Hverer
wor d) Ver si onshort Vﬁl‘é ggrg%)( %Hg%cd@%mgﬁg{em acceg;é ger Etlrlnpéﬁd{m}t &E&[ ggspar ent

upgr ades of software spanse short ExceedsLimt(type),

LSS?eLsLﬁéiﬁim slyg%/égm g't"gi SP%‘@%F-“@E@?T@%S%’?s@at‘éﬁgn%??@ﬁ?g"m?"’ i"*SEP 2-07 WO
991 66436 PCTI GB991 . oD ~ | : ted |
Ql%ﬁxo#@@%@?{(ﬁé%x%@m Auteh?x(b% m Cgsofgmeﬁ’ﬁcaﬁr?g%“es e

f Addresslinfo ~ Chars . t SAn orize a;}l post 1I's

di spat ched from a y@ngetsuhe YPs fo £lipilbndilinb 0k LP RYLAGSR, of aut hori zi ng

a mcropaynent. Expected responses are authorized or not The request packet

sent is: Namet we-idemgr&naisas}%@rﬁaow&mdgfméJfﬁﬁm%@&%m&ggapw%aﬁg this

wor d) Ver si onshort Versi on of packet format. This allows nore transparent

upgr ades of sof t wagaNenso|diih PRIk Wik WaLt 8L VeRAQFd-tasedapdals| poghident i fi es
Vendcr. d i ent HubShort Hub where the client livesCient1l7l ongl D of

cli ent Qur TxCodeGUI EMensRs hivGesakdhaldbrdddManiiehs stéods Giérb iyments without
codeTransacti onStart Ti nedat eti meWhen the transacti on

st ar t edPaynent Syst gridpaygEnaydimnd audlysdieeeshi ch the Vendor will attenpt

aut hori zati on onAmount MoneyHow much for CurrencyChar (3] Currency of

request O i gi nal Anount Mraey bichantu@ivendass, e VRSN b progigésad participating merchants
forOriginal CurrencyChar[3] And in what currencyReturn Queuel nt Represents
ori gi nati ng nmathi neit # @feund coxgeftpotivg enethadrfor wollektirigepapaed Paymentiay be

nunber ) Addr essNoLongAddress I dentification. Hopefully, this won't happen
but if it does... @hkdscliramly tauotrchants via their own banks and merchant numbers. The VPS

B 10 is designed to enable merchants to build client loyalty and brand recognition by,
for example, assuring clients of security and privacy by both client and merchant
participating in the VPS 10. Since the VPS 10 supports credit as well as debit

20  operations, the VPS 10 also facilitates cash-based client incentive schemes and
diverse kinds of loyalty-generating promotions conducted by the merchants. The

VPS 10 may also provide a particular merchant with marketing and client

intelligence about the merchant’s own clients, sales patterns, and global report,
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be rel evant for M cropay) butlndexShortlndicates if this is the first
attenpt at authorization or greater. The correspondi ng response paH«ng 9002
NaneTypeDescri ptionSi zeShort Si ze of the packet (including this ‘

wor d) Ver si onshort Ver si on of packet format. This allows nore transparent
upgr ades of softwareQur TxCodeGUSResponseCodeshort ExceedsLi mt (type))
invalid system invalid client, OK, NOTI Authorized, Qur Aut hcodel onglf the
hub aut hori zes soweptfsssg, it nust uniquely identify it. Thepddecxooisssub wil |
~,04_ ~ ~ Sip 2~f WD 99/66436 PC f/ (@B99/01886 have it's own nunber if
appropriate (and a different hub), but can be reconciled in the

Qur Aut hCodes t abl g iffiediBukikpNeichidnealidta®s. post or put includes any nunber of
bat ched notifications which indicate that a transacti on has been settled, a
deferred fulfillment hgssb@eVPsancehd@dt idinktdatosrd VREIb dis ansdtdnn has
been charged back and post S settlenment cancellation is perforned. The
packet thus has a shfadetonpled aalling gnhd\eshifSiubiy cobhmlcasng of@nak whiklagk of
entries in each of the three sections, followed by three sections with
details on the it efgst sBRditd HIREEMmODQAWRD Idivery edgidahts PRGkKetupiidstallbtionadd 10 , . .
NanmeTypeDescri pti onSi zeShort Si ze of the packet (including this

wor d) Ver si onshar t Vaifgin@fionQf tRawsat which fRY be dpiopriak loahér prfoem ki@nspar ent
upgr ades of softwareSourceHubLongThe hub the nessage cones

fromNoSet t | edTr angaghéedsehen Eitedample Ghe ¥PS 10 B4y Yelnttdited wigf the ed
transactions' secti onNoCancel | edDef erredl ongNunber of deferred fulfill nment
Txs whi ch have beepncrossHT COMMERTEFERIER ST NS 66 arddnd Widdny &rdrt | ed
transacti onsDATADATABI ock of data corresponding to the vol unes of settl ed,
cancel l ed and changggy Racklelconipacs énditing softhce. Sat Vipsdo X4 vesrfERiblel S:
NaneTypeDescri pti onQur TxI dGJ7DTr ansacti on that was

settl edSet t | enment Bahead) i@RgEPH chiNdaTRiGHal MErchdit’ 2elifementeidlto open up new

Settl ement Ti mreDat eti meWhen it was settled The Deferred

Ful fil ment Cancel | atdasT Ff @FifRtceiasd web commerce, and so the VPS 10 works with clients to
NaneTypeDescri pti onQur TxI dG@T1DTr ansacti on that was

cancel | edCancel | atpraanckistietiak et fitne\dhmmerncizl meds of erb elidhed 15 The Charge Back
format is: -45 WO 991 66436 PCT/ GB99/ 01886 Name Type Description QurTxId
d JI D Transacti on t hat Twa&PSsi®tatsd 64 wall iitarrsmad bardrsdfoware amiguogedicdsein | s used to
indicate that a transacti on has been abandoned. If a transaction is

rej ected by the verhitbreahtitne salidetioh@minegktintepnatgiorithahe merblgnts ovartransmayont r y
anot her paynment system which inplicitly infornms the 5 client hub of the
failure) or the huybsesmyallapogfull dsomaticanzdet theiYPS 119 mej byeaahtorintegrathi s packet

is sent to synchronize the client hub, which only applies if the client and
15  with a merchant’s site and should be simple and easy-to-use by clients Merchants

receive payment for all standard credit or debit card transactions direct via their own
<L merchant numbers The VPS 10 invoices the merchants for fees, for example, based
on a flat fee per transaction, and monthly in arrears Merchants may choose to
receive consolidated micropayments by bank transfer, directly to their merchant
20 numbers or via the general VPS micropayment system. In the latter case, the
merchants receive payment monthly in arrears minus card fees and VPS handling
fees.

Merchants receive immediate notice of payment for each order, with such
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» vendor hubs are distinct. If the hubs are the sane, the vendor corrpor:‘e ts
performall the witing and the client server conponents are passive. KeEP 2002
request packet is: NanmeTypeDescriptionSi zeShort Size of the packet
(i ncluding this word) Versi onShort Version of packet format. This allows nore
transparent upgrades of softwareQur TxCodeG.T1DReasonCodeShort Wiy we gave up
(Cient Abort, not authenticated, tinmeout... , 10 Interfaces to the
external world, sSWePedS6requests fromclients and vendors arRCTwaH9/01885
notifications to vendors, are conducted via HITP posts using SSL. The
fol | owing [ equest s Aia i BARE hiEthued BIARTr He ARRALKL PAhsachiH shque VR

Ful fillment Notification) Vendo I't against Transaction, and Cient

Transacti on Paynen 03@,%15 : i i & j n s are
supported: trans ac%lll on 1?%%‘&% P’g% g&%ﬂ%‘gﬁl%ﬁl&%ﬂg g(c\t?ctedé?&i%%@ (o)é\%d??n

Ful fillment Expirat] - iof | j .0 ' j ch
subsecti on hergi n %%%’E‘W‘%J%ﬁséx% ﬂ]['eé sggesr?sad\}g]f %ﬁﬁg?eﬁig‘m g‘? génggéﬂg}géﬁgsnd
details the format : 185 ' : will be

plain text, one fi Seﬁgﬁleésrelﬁte#r?&)g%&mh?ﬁleg& ?\i’ggn@%bé){:/glob@?stoggé}ﬁg{%.q&%Or exanpl e:

L Txopasace 1 294- 232 ~Maricigiie Bine V4 T0s Ydeplolt §§%§x§eéﬁg§r%§?§/dgoé‘$c§x&héP:285

255.200.2 XM.. formatt nessages nay al so be use tion

contents of the messaQsTBKe kAQaREoRES EQNRce T8Iy RUIR: H:ARs e on Start

nmessage is sent by the vendor to indicate that t ient wishes to make a
purchase. The VPS {0, &girist Ginks a‘fh}e B84 may 9TbcétE‘Té’rm'ix{alal@ﬁ(?ﬁi)'n%bér%' e and

returns the transaction code an P address for future cli‘ent

comuni cation. The Bk ARBLE! fe s@Gside for each bank, and then the VPS 10 informs the
NamePur poseConst r al nt SMESSAGEI ndi cates type of

Message" PAYMENT" Vegggggl'gﬁg;ggﬁmn&ai,_gg,g;({efdiirgélyw@,e;l;,_re@g@@cti on to20 character
maxt he Vendor| ength. Uni quefor a givenVendorDescriptionFree text summary of

the product s64;gharact ahsyvpey@it N Riuleatndd aabaitenoh omeaeg%eidk qmNuneri c
string. CurrencyCurrency of Transacti onAs used InAPACS (GBP,USD .. ). Mustbe

a " suppor ted’ curreqnenbilif)dhd SFRNDR pUeRERcE RELIrdiersaldal BOEARA ®RRfiSR t hat
settlenent is not to be"Y" or "N .sought until the vendor requests
itDefault is "N ikfph0s-D0lelder dhife drQugeed SuitthteeTak RPabla WM dsatdedtahe

not st ock) present M cropayl ndicates that a M cropaynent”Y" or "N .Method is
requi red (vendor oreDaldas t Hils arelither bgetatedndirgdtigbynthearpisalolofas a series of inter-

not present. Transacti onsbel ow a certai nPaynent Systenilype defi nedl evel wll
ONLYbe accept ed asloeking joint ventures-bdRveenthe VIO 19 @b O6HLB @pdrad, iSO & Libni3A6

M cropay. Zi pZi p Code. For use in reconciling20 charactersthe identity of
the clientMax 15 tgrbw dfibelkelbrsotipr deseing hdukes r Honcitiriystitunost Meshadweangr esent
NamePur poseConstrai nt sSupply Address |l ndicates that the vendor w shes
to"Y', "N', "M ~r esequntchojdess hazrpe droe Autddrsebevnoh Fithd (e 3PS hishwits mayt . Thi s

i s perfornmedvandatory).automatically if the Vendor allowsDefault is "N this
(though with a not e used wdrldwitie Abteivorditiapsastions P gishenticated agd seftlebria nlsred i f t he
Client profiledemands privacy and the Cientwill be allowed a choice

of cancel i ng the Trigieest the overchan e bubiand thg merthiane s sorgrapoadipgbank. wiile migregi s " M
mandat ory. Notification URLA URL to return futureA URL (Max 100notifications
to (for this transkEymE tretsaqtionsamad bapioressed viajthaearcoup) holgrs ilieVendor nor e
control over theorganization of their site The nmessage then returns

NamePur poseCondt r ai nt s Sefatniesatienatdireetaiebits are perfermed gnadidbat ihsglabalbadyng
"TRYproceed or not. Try later indicates aLATER',transient system problem or
pl anned" MAL FORVEDJWS#M Carebe usadpaepsimeRpuRh ecowy in Feaglo frape curesaet 28R 11 | RL) For
exanpl e) whi ch the Vendor mnmust use in"http://ww.vps.coredirecting the

Cli ent Browser nm COMtariouexa basils inapsher Rursenelzeat  Busjnesses) merchaxisningyandors
transaction identifier provided32 charsby the VPS 10 for referencing

t het ransacti on i n Maytasguirgdundsi thatiatrecoive RS CTHROKRIEngted bank accowite bt t o be
conveyed to4 charsclients which checks that nessages arenot generated by
the clientReasonOnly present if a request _'7§ mal f ormedText string. Max -48
"1 1 ~F~ ~nn~ WD 991 66436 PCf/ (GB99101886 ( Amount, for exanple). A free
100 chars format string describing the error.




. A Vendor Fulfillnment Notification nessage is sent when the vendor w shes to
fulfil a deferred fulfillment transaction. The parameters are: 14 SEP 2002
NanePur poseConst r ai nt SMESSACGEI ndi ca_tes_type of

Message" FULFI LLTRANSACTI ON' | CE TXWhi ch transaction is to be fulfilled20
chars (probablya GJi ?)Post Notifyln some cases we can sinply return"Y")

"N . defaulta code that indicates the state ofis "N the transaction (done,
dropped). Inothers gwever we nust re-seekauthorization efault we

wi | | provide an iwr%‘?%lﬁéfha?t e return codewhere possible. Homev%%,’cchg?’mﬁﬁybe
sinpler for the Vendor to onlyprocess asynchronous

responses. Notification URLA URL to return future] Pnotifi.cations to (for
this transacti onaffé® T Emare el mAgy fmeﬂaﬁ'o&@{é”rrte?fﬁ@f{fgerﬁfﬂ?r°é%’é’%ﬂ@? ol over

t heorgani zation of their site 5 The ssage returns;
. . d vend
NarePur poseConst r & AYSRREH Al P& etﬁ‘?ﬁmé%(géurfeﬁm i clgfrg%amtaﬁ at oo

t he" ACCEPT") transact i on_ i ; . =DY [ Jal ot known or
will take a" UNKNORRIPAY'S fF eﬁﬁé@ﬁg&%mﬁ’pg‘%&@ gg%eﬁﬁfsﬁ&:%t% tq )elf' DR RoR 21 Necase

a Transaction Conpl. qfie Mokl futch@lida® withhn olsec RnbeCR lays, A JEEALy ik €di T agai nst
Transaction nmessage is sent to instigate a credit against a transaction.
The credit may sbe ,giiflb¥nkfaftior bReukdPREGaE forleRimpRthoRfallyBi¥eeEsink | Ntended to
pay w nnings etc. The parameter are: -49 ~1 P 102 WD 991 66436 PGI/ G
B99/ 01886 NanePur pgseConst r ai nt SMESSAGEI ndi cates type of Message" CREDI T"I CE
TXThe transaction agai nst which the20 charscredit nust be nade.

Thi s(probabl y at r ansatieiVPa 19upgort{ supkdfusceablityh intecherglabblyGuithDeddos, Cl | ent and
Payment System touse. AMOUNTThe val ue of the refundNuneric string. Max 2

deci mal pl aces. Naxiivet, erd hutd Gterao@raib0Biag, fon pramplecredit or corporate purchase

t heori gi nal Transacti onanount CURRENCYCurrency to be paid inAs used i nAPACS
(GBP)USD ...). Mugdandgtheresiibhithed bapking systean end relaanshipsyes g medium of

Vendor specific.Defaults_to t riginal currencyof PurchaseNotification
URLURL for not%%i E"glaf'géngh“f'éh‘g’g Bfﬁ’g‘f'?a" T“@Tfemng‘;fﬁ%hl‘igﬁ)eﬁmgmrressage
returns: NanePurpose strai.nt SRESULTThe return code indicates that

[ he® LNNOMT - 1 anGIRT T B ar e conbtfud EL B0 LOGERE % L1901
payment syst enPROCERS ) B suSnind mAEHHORLZ NG heAPShib €Nt Transacti on
Paynment Request is gen%%t%tieaga%/\yﬁen thg}%de%do&g{has Iizr'lbil“\lor med the VPS 10 of a
pendi ng request) eamnf sicherwedeibstriily 6l fintefing Witeath vaddah dasatehe client's
browser, to be redirected to the respective hub of the client. The URL
address used i s spsa Alsgatddys ¢pestingrwdthin d YPHdind reeivirtgtfendsderdor Tr ansact i on
Start message. The paranmeters of the Cient Transaction Paynent Request
are: -50 ' 125SEPaml-viyyrrdongeuss roeyy @E9GH by Begnks which support the

NamePur poseConsvaj nt sl CE TXl.dentifies the transaction to, t‘r%%e] VPS 1032
character max | endin® #4hB Ureds Ayl sHAE ABe e PEPA IR %hi ch depends on

t he processing which, occur.s e n t he request dransaction
&enpl et e nmessage TR mtmcﬁv%ﬁé&\@ﬁﬁﬁgpsf/\@ﬁgﬁn aes,wfc/l\ﬁiq%ﬁd ?a:sm’%"speci fic by

\

et her a defaul t JBl.qy 08 PAGRARG!S kRflodoR dBerlinbbal Transact i on

Request nessage, en an active transaction conpletes normally. The
parameters are: NanmePRuyk PRAGLOMSH §ydkh braNied ioGBLES S sbyiR@ndOf
Message" TRANSACTI ONCOVPLETE" ) " FULFI LLMENT LETE", " CREDI TCOVPLETE" Vendor Tx
CodeThi s identbf i safpletttod sfafisng@p in@rational diReiiebiChralpandn®y, THRAXYENMOr. |f the
transaction is alength.deferred fulfillnent or a credit againsta
uansaction, this ablidks fiectyligo e glghanabldingkysitx tlcagieinbiGHudl¥@uks 3¢ wansact i on
code20 charsVPS _CHECKA "secret" which nmust match theoriginal "secret" sent
to the vendor St atrryiPhesalttios altientshtion laed sttiieness distct to merciane4ckOMEPT" | St at us
i ndi cates authorization)"REJECT")rejection, client abort or system
failure"ABORT", "HORPIEn TinfRssareficw Fiverhealeailyl Raymert Aigrscanddhs aeat e Ti me
(7)accepted, rejected etc. The nessage returns
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10 NamePur poseConstrai nt sRESULTI ndi cates that the Vendor has recei »fe| SEP 2002
the"OK", "SYSTEMhotification. In the case of a "SYSTEMERROR' ERROR")
vansaction nust be backedout . Ti mest anpDat e ti me when t he Vendor
conpl etedDate Tinme -51 ~ 1 SEP 2DQ~ WD 99/ 66436 PCl'/ GB99/ 01886
processing. A Fulfillnment Expiry (or expiration) Notification nessage is
sent to the vendor when a deferred fulfillnment transaction passes a sell-by
date of the transaxcwicass This message is informational and rcs/osemesst until
a response is received, 5 such as "K' or "UNKNOWTX' The paraneters are:
NamePur poseConst r ajputexMansneEhoghymadt efteny pan daly fvasaiageansidt foms kdVENT
EXPI RED'I CE_TXldentifies the transacti onVendor TXTheir code for the
TxReasonl ndi cat es whyhadntwintber Reduaiel héld Byreeaddrs withies VRS po.r ed” TI MEOUT")
" USERACCOUNT CANCELLED'Ti nest anpWhen thi s happened The message returns' 10
~ RESULT ~ OK or unkno\@ieditlcaid$ s @iy otirer pdkiient sysbNsNGANxdidsivefy f5F sk US Request
nessage allows the vendor to interrogate the VPS 10 concerni ng the exact
state of a transactinefér Jifendp fbid lGRE Rhirse ioRAdthed ancbelrégirsaolithonthd ¥PS o t he
vendor or the VPS 10, a vendor code, and other information pertaining to
the transacti ons Tha IdeR&AEEs dxlhdivelise, tHaepratiding an afirdysecuré desdcitduen, the
anount, 15 commencenent tine, and the tine and nature of |ast action By the
f oregoi ng, the di sghipsghyePs 10 R dparrehtthal)rinersane VB hiGohdpendet N
di scl osed by way of the preferred enbodi mrent However, nunerous
modi fi cations and b gieiliterhétQ8Ss Bbyeypeocéssd ppfdrinediiy tReyps 10 dsrgurfoffdifiet he
spirit of the invention. For exanple, while the preferred enbodi nent
di scusses an | nt er¥gibr diaste Gnadaditgilgbe fahd Bows, iy dheos2 tdkomkihicate With then t he
purvi ew of the invention to contenplate primarily tel ephone-based
configurations in VielomEndicatedlesed lide@r h fheahsa v diredtdzbitstad tlodeB eirditscl osed
system may be -52 ~ ~ ~FP . ?~0.2 WO 99166436 PCTI GB99/ 01886 i npl enent ed
by any known ned worskdenn@ sensitfvie (rifisrmbticnns dverrexetiaygeld Rawiie letemmet 26pthiCavbidmapsact i on,
such as using nobile phones, palmtops and digital television
i npl enent ati ons f ohe qead fnagk eve rokrgtiedidigitdebrtificra gwetn be ased antghe VEANEG f or any
formof commerce using electronic transactions In addition, the uniform
currency used 5 bywhithand/édSesti cmylebey ahheosBRifute Sithep@Sri€l. dcerdinghg thet he Eur o,
the Eurodollar, or any other predeterm ned currency or nonetary/financia)
denomi nati on. AccOYRS Mgirgvides kreextremeinsiinpln afisafelyeathed teisrmsfenidr-oyrenay  of
illustration rather than limtation

commercial sums.

15 The VPS 10 also provides a universal and globally-expandable system for E-
commerce, being a truly distributed system in which one ID allows users and
vendors to mediate all transactions via the same globally accessible system, with the
hub design provides quick service and back-up facilities. In addition, pre-registered
credit cards may be used, so that new on-line registrations and address and personal

20 information checks for each client for each credit card are not necessary.
Furthermore, card issuers may open dormant VPS accounts on behalf of their card
holders by registering card details plus names and address, as well as temporary

PINs and a temporary user names for each account, which may also be generated for
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-53, ,. B~ ~ SEP 8 ~~~ 54 CLAIMS: 1. A verified paynent-enabling system
(VPS) (10) to enable all parties to an electronic/digital transact-'anEP 2002
including a client (22) and a vendor (24), to nedi ate secure

el ectronic/digital transactions, the VPS conprising: a) a trusted
third-party registration systemenabling the secure, private registration
of identification, verification, and paynent data by clients, vendors, and
payment systens, WPA¥EMi ng banks; and b) an audit trail geReVaR%PI18§sor
generating an audit trail of a respective electronic/digital transaction,

Wi th the audit tr aislpuipedeng tirWwais|1ablerdb@delilayphantbe givertthe fel@orary user
electronicldigital transaction; and characterised by: c) a plurality of
hubs (16-20), conapeetaedIbyeededpr icurt tein¥PBoeckunt, Td)owirgmebat iamégt ed to t he
vendor, the client, and a paynent system (32), the hubs having neans (56,
60; 64, 68) for theced@exdor and client to separately comunicate with the
VPS system and d) an account authority providing registration services
detai ling whi ch hub swapohé Qietdpivehhichdr@sr naridu@d 8 ywh&dh inthy e atperaty, ansact i ons
are nedi ated w thout direct comrunications between the parties. 2. A VPS as
claimed in clasm dnd vedifees BisMertideatity Riro(gh) setunpVESRetface vheatid agpiayte fheat ur e
allowing a client (22) to identify hinself/herself only once for all
transactions w t hicdounit Sid Rl ele@ @5hb@B 2 kW bsefinavie RADPIN( Sedrh ID Bhecld)endPS (10) of
claim1 or 2, wherein verified instructions fromthe vendor (24) to the
client (22) in a tespiaed ipgainglledt srdptdndilgiotregistdr bhéerslamils includifigotbepar at el y
received by a hub. 4. The VPS (10) of claim1l or 2, wherein the hubs
(16-20) store clipmgnerasgtene atiorersckat data. i Clzhtsi ciaygrousatirof hairpsymeilt cirdsal
certificates, and paynents system data, and wherein AMENDED SHEET G B

009901886 ~ ~ SEPogdidr mont fveount) baesfsdd fo2 @yanplechnetht sapie sacattitg claka f r om bei ng
conveyed to the parties of a respective
10 Since basic VPS account information comes directly from the card issuer,

such information includes the card billing address, which permits the VPS 10 to
initiate and verify an accurate address check at the same time as transaction
authentication. Such address checks allow merchants to check that the delivery
address given on an order form corresponds to the billing address for the card.

15 The VPS 10 also operates with clients such that personal identification may
be performed without additional hardware or software; that is, no special hardware

or software is required by a client to use the VPS 10 The inputs from a client to

¢
LEH

identify himself/herself and to conduct a transaction with a vendor are not
transferred througﬁ a web browser, and so there are no electronic wallets, or

20  software such as “JAVA" applets or browser cookies required tor operation of the
VPS 10 Thus the VPS 10 may be compatible and may interface with all machines
with a communications capability.

By not disclosing client information, secure sub-accounts may be
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. ‘el egtronic/digital transaction during processing and conpletion of the
electronicldigital transaction as a secured el ectronic/digital tﬁajn?gcpt 8 .
s. The VPS (10) of claim3, wherein each of the plurality of hubs (16-2 ?J?
i ncludes a respective authorization processor capable of authorizing and/or
verifying electronicldigital transactions andlor initiating a paynment
through a financial institution. 6. The VPS (10) of claiml1l or 2, wherein a
set of rights-toX{&4% espective paynment system includi ngCHCBYME card
system are granted by an owner of the respective paynment systemto clients
of the VPS (10). 7impléreeni¢RSo (he0) father qah athnrize ljs cldldreptreusehip credibcaykupdor ( 24) ,
responsive to authorization of the electronic/digital transaction, directs
the client (22) t ofikdemautthorompartyicomsytiooeesdspsrnfeny@ individualthesevPS (10) of
claim7, wherein the client (22) and the vendor (24) are connected to the
plurality of hubs ¢dper@@purttasearghvithin 4 budest angrvathinanuggbasing pa@ineters, foni ti at e and
enabl e the electronicldigital transaction. 9. The VPS (10) of claim 8,
wher ei n t he net wor kxa(mpB) thg wse ofitde aacoynbean be Hedte speaifin eendt. samsessyndioem such as
at least one of the Internet, satellite, cable, cellular, and infra-red
communi cat i ons Bysvedes amardenth ek wipplier pan agthriza e clinpjomparkvets use atcreditsact i on
with the vendor (24) through an electronic interface. 10. The VPS ( 10) of
claim1 or 2, wher edicount,lvéhichagnre birn basybdiyrded amaeg degiartiepnts zediindividnaly. drhedebi t
card systens, can be pre-registered within a secure, universal system by
the card issuers orccoinhboldep gapmmitorgnd eantroll adl transgdtions using histher. paydvENDED SHEET
@B 009901886 ~ ~ SEP ,~~~2 56 11. The VPS (10) of claim1 or 2, wherein the
paynment to conpl et systemeisdnopdinoMPE Audit gl alsetsragansaes givemthe setplepf be med using a
m cropaynment arrangenent wherein purchases bel ow a predeterm ned val ue are
debi t ed agai nst a payEepaydens sed st thapasdirimbets aicd dor giver MBS I wed Bothe ar |
bel onging to the custoner which is automatically replenished by debiting a
pre-arranged pa§nepicowyeldsm ClnsmpEhrvsiregistrey payRrennsySFnRehich they dR(ovs AVF. A. A
A3, Al . A39. A A3(FL. A A (% A3L. A . A A 9. A99. AU. A5 % AH . A3 )
A’ L. AFF. A, % Ap. AAPVINGt havg permispiof g upg and asspgigted vAthy theiVPSwvisapl wallets with | A(r . A
3.A(.A( .Al.AT.A L. A A9 An. A ,. AF5 . A3?. AY&BQ ] *nT XRM
N@ upkf a\ W ca] ca] cWFE atferPpuagrespteny direaffea)reual wallpe.ofieny By RRAfE 8pe98] ca] cal ¢
a] ca] ca] cRa] c&al] cal)] ca] ca] ca

Ra].cal K . : :
P) +25CQqOPRcv1: ( n} ¥Erfryiceaspe Q]%?&gf?f‘]&]%ga‘]‘ac‘ﬁ‘]‘%‘ﬁ’j"c\éljsc@U]TeﬁUf‘a’éﬁeﬁ‘blﬁ] cal] c
I'n*6
ROl ab] 1] ) CaPRRR B al AT PR B caf £y CA LSt R BARE Caly ca
ca] ca] ca] ca] Cal.g a] gaé}l' %r?t]ogl?tllﬁigs] a%gl'n%r%ﬁ'acle%f? !accotglts. % {l{lisl%;as!e,"tﬁp %%&%?@W
gives the vendor permission to use his payment system, such as a credit card

account, to take regular payment for agreed goods and services

OPERATION OF THE VERIFIED PAYMENT SYSTEM
20 Typically, the VPS 10 uses the following principal data for each chent:
name; address and contact details; E-mail address; security information such as user
name, PIN, security prompts and authorization PIN for bulk loaded accounts;

confirmation code such as a code by which a client informs potential fund
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M10% & ()-ab CVlzlct:%uJIQ %bije%'gn@fg‘aﬁ lccount, delete an existing accounting, change and/or

view personal, security, and/or payment system details of the client associated with
the account, and change and/or view client preferences.

5 The pre-loading of accounts is a customizable operation, since the data
format for account information may be different for each payment system. The
accounts may be pre-loaded into a holding table, and the corresponding account
owner is notified of the holding table and the status of the pre-loading, for example,
by a hardcopy letter to the owner. This notification may include an access code, so

10 that the account owner can access the VPS 10 and use the access code to create a
new account using a selected payment system 32, or add a new payment system to
the owner’s existing VPS account.

As 1o the vendors 24, the VPS 10 may retain the following principal data
about each vendor. name, address; security user name; security PIN; authorizing

15 payment system; bank information such as TID, sort code, and account number for
payments; account, client, and transaction details for vendor-specific micropay or
billing accounts, security/payment preferences, commission details; contacts;
Internet Protocol (IP) Domain; and category of business. Each of the vendors is
operatively connected to at least one of the hubs 16-20, which supports the vendor

20  and manages all the transactions with the vendor and transaction-initiating clients.
To be set-up, a vendor completes an agreement and provides bank authorization to
the VPS 10 for third party TID payments and for a payment system, such as direct

payments, or debit or credit cards, which allow fees to be extracted. These payment
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15

20

accepts the financial risk These payment systems, as deferred payment accounts,
are either a set of normal billing accounts for, for example, blue chips or for an
accruals-type of micropay account in which payment is only taken when the account
reaches a certain level or alternatively after a predetermined time period, such as a
month.

At least initially, vendor accounts may be created by VPS staff or agents
thereof, although initial details may be entered by the vendor through the Internet
and/or the World Wide Web. A payment system is specified by the vendor to allow
fees to be extracted. A bank agreement is to be provided to configure the vendor’s
merchant IDs and TIDs or other payment systems. An attachment or installation kit
may be conveyed to the client and/or to the vendor to perform acceptance tests with
the VPS 10. The vendor is then ready for operation with the VPS 10.

Vendors may manage themselves in terms basic name and address details,
payment preferences, client-based billing accounts, etc. For sensitive or secure
items such as bank information, an error in which may cause the VPS 10 to stop
working or to post to the wrong account, details are communicated direct!ly and are
modified directly by VPS staff.

Specific functionality performed at each vendor’s systems may include:
change/view trading name or address, personal security information, authorizing
payment system, bank and/or TID information, preferences, and billing account
client information.

For using the VPS 10, one form of vendor-specific payment methods may
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large client, in which the VPS 10 mediates the transactions and provides billing

information to the vendor, but the vendor invoices the client directly The vendor

sets a credit limit on the billing account, and such a payment system may be

considered to be owned by the vendor and granted to clients, for example, through
10 the agency of authorized clients.

The vendor may choose to pay money to a client, for example, as a reward
for loyalty, as a refund, or as a payment of winnings or promotional activities of the
vendor. The payment may be on the back of a transaction made earlier, so that the
vendor does not need to know the clients details, as enforced by the VPS 10. A

15  transaction cade from the vendor is used to identify the client, the credit card or

payment system information, and the refund as being performed appropriately. If

o

the credit card is no longer valid, the money equivalent is transferred to an holding
account and the client may be notified, for example, via E-mail. The client may
then use an interface associated with the vendor and/or with the VPS 10 to specify
20  which payment system is to be credited.
If the client of the credit card or other specified payment system is no longer
on the account authority 12 of the VPS 10, the vendor is notified, and the VPS 10

undertakes to mail, send via facsimile, or send via E-mail a notification to the client
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5  payment system. For deferred fulfillment, the payment has been authorized, but the
goods are not ready to ship Settlement is only sought when the vendor informs the
VPS 10 that the goods are ready for shipment. Complexities arise if the
authorization is lapsed, in which case it must be re-confirmed. For monthly billing,
the vendor is informed of the purchases made through the payment system in
10  question on demand This information and/or their own records, are used to create
an invoice for that client
For payment on accumulation of enough debt, such as Micropay
arrangements, transactions are accumulated until past a specific threshold. At this
point a payment system authorization/settlement is attempted for the outstanding
15 amount These transactions may either be through a general Micropay account or

other accounts held with or through a vendor-specific holding account for that client

P
W

d in which the vendor takes a financial risk on the transaction.
To initiate an authorized payment, the vendor sends the following
information directly to the payment system to allow the purchase request to be
20 corroborated: a transaction code; the transaction amount; the transaction type or
preference, such as deferred, immediate, account, Micropay, etc.; and additional
security information such as a zip code or other confirmatory information. A

transaction payment may also be split across several payment systems of a particular
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supported by the vendor Normally, tne user selects which payment system to be

used from a list of available payment systems which are compatible with payment
systems supported by a particular vendor.
After either success or failure of a transaction, the client is returned to an
10  appropriate point such as the website where the client was present before initiating
the transaction.
Autopay is a feature which may also be supported by the VPS 10  Autopay
is a process by which a client merely confirms his/her personal VPS ID once in a
session of transaction After the first payment in a session, a series of data transfers,
15  which may optionally include browser-oriented cookies for Internet-based E-

commierce, is used to confirm the identity of the client. Such cookies do not include

. ()

s
e

SN secure information, are deleted on entry into a new session, and have a limited
lifetime. Autopay may also time-out if there are too large gaps in time between
individual transactions

20 The VPS 10 may also generate many different reports for different purposes,
as described in Table 1. In general, report and statements include dates, vendor and
transaction codes, and the sums involved. Such reports only include methods that

allow the client to be identified if both a vendor and a client agree to such client
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SECURITY OF THE VERIFIED PAYMENT SYSTEM

Client, vendor and transaction security is provided by having all

communications of secure data, such as user IDs, PIN amounts, etc., are, for

example, encrypted to a SSL 40 bit level. Transfers of credit cards and other

payment system details occur once only from the Client to the VPS 10, and are

protected by at least, for example, 40 bit SSL. Additionally, the client has the

option of communicating these details separately by facsimile or phone.

Internet security in the VPS 10 may be performed by tracking IP addresses

for all transactions. IP addresses for vendors are checked against their domain

names. IP addresses for clients are recorded to allow a backtrail in the event of a

fraud. If two transactions are attempted by the same client at the same time, the

client may optionally be alerted or informed by E-mail, for example, in the event

-38-

TNSEP 2002



» 10(10%<& ()-S109%& ()-! W+10%<& ()- 10 10 107Y10% ()-y@>10% () - COydE~_@
10(yf109%<& ()-Ls109%& ()-yZ109%<& ()- 10%& ()-f10%& ()-fl0%& () - )1i ‘P/@-P_@]Q?
10( . 109%& () -,410%& ()-*GlO%& ()-!y(!10%enm<& ()-y' 109& ()--
W10%<& () - %p*xnmbC 10(' | 10%& ()- 10< 10<
10<l 7nml0%<& () -y4109%& ()-y29109%<& ()- 0109%& ()-*6EgdEnbC 10(yF10%&' () -
SZ10%& ()-y  109%B& ()-fY 109%& ()-#10%& ()-S10%& ()-g' m dEnbC
10( &10%%& () - f L0%ERI64436 £1096& () -f3109%B&' ()-f, 10%& () - 91BAHEBP)1886&0dENDLC
10( @ 310%& () - @1@0%& ()-f/10%& ()-@10%& ()-8&A0%& ()-S109%& () -#~_=
10(!'{Y 10988& ()-Y 10% u& ()-!f, 10%u& ()-Z 105 105
105s7ml09%B & () -, Shaohadiert )s- userZgils hove bpes §i@@0% &' () -s10% u& () -, y10% u&' () -
Ls10% ué&' () - Y&10% u&' ()-ff10% u& ()-,!'aB~_= 10('s. 10% u& () -
,10% u& ()-*10% u& () ntragiuigperoda) u&npl)emerlrelcﬁw aemyey of loyels) ot the't¢p) levels aHx b @
10(!! "3 +10%& ()- 10-u 10-u )
10- u96Z10% u&' () - HYerYiBoncad ofs)thaacces rights@f pperqare et tngy yt-tG{sclFesth@e rights
10(!' L9 0% ()-yS 10%& ()- " 109%& ()- 10%& ()-10% ()-10%&' ()-nbdEnb@ 10(!!
beyond this management function. At least two passwords may be held by different
5 individuals, and lodged with trusted third parties to cover emergency conditions.
Details of encryption methods are to be known to the chief technology officer
(CTO) of the VPS 10, as well as to any necessary delegates. Such details may be
securely lodged externally. All source code supporting security is also password
protected. The purpose of this top level of security is to access and manage the
10 inherent security of the VPS 10. In general, users at this top level are restricted to
limited areas of the VPS 10.
The second level of security allows management of internal users of the VPS
10. The users at this level and their properties and access privileges can only be
changed by top level security people, but the second level users have the ability to
15  grant access to operators of the VPS 10. In addition, these second level users are
able to examine and/or generate audit trails as required. The audit trail for an
acquiring bank may include all of the credit card details of a client
The third level of security includes normal users and staff of the VPS 10
who have access to client and vendor accounts, typically to amend details, enter
20  credit card information received by fax, and confirm transactions to clients and
vendors with appropriate identification. All sensitive data, such as payment system

details, are held in the database 42 encrypted to a high level of security.

Inter-hub security is provided such that all communications between the
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Hash functions and other one-way functions may be used to increase the scrambling
and security.
AUDIT TRAILS

Audit trails are provided for transactions within a hub, and transaction
duplications occur when a vendor hub and a client hub are different, since a
transaction is in the audit trail at each hub. Audit trails are generally filtered to
preserve the privacy of the clients 22. However, an acquiring bank may have the
right to audit certain client data of the VPS 10, but only as to transactions

concerning authorizations of the bank

THE ACCOUNT AUTHORITY

The account authority 12 functions to prevent duplications of client IDs upon
the adding of new clients The list of authorized clients and their client IDs are
replicated from the account authority 12 to all hubs 16-20 for performance and
resilience purposes. At each step of operation using the account authority 12 and/or
the hubs 12-20, the electronic transaction, from request to settlement and
consolidation, is treated as a series of “micro transactions”, Any system failures
provide for the VPS 12 to be brought back up and transactions in a dangerous state
can be identified and resolved manually. For example, in a failure during
authorization, items passed to the bank for authorization can be determined and

checked as to which were received. Similarly, the sending of acceptances or
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10(!$' 10% u& () 1 QP%ek Snaly e LU &othhnrkEHort&etrnkendhe hubs 16-20, which may

guarantee the state of all communications Typically, in one embodiment, around 8
5 transactions per second per node can be supported on a single ISDN channel, up to
128 transaction per second (tps) on a 1 MB link, which is about 11 million
transactions per day At this rate, the costs of a 1 MB pipe are insignificant
E compared to the benefits in providing such high speed transaction processing
MESSAGE FORMATS
10 A preferred embodiment of the VPS 10 uses the HTTP “POST” protocol to
dispatch service requests, to receive service results, and to permit interaction with
vendors and clients. Other embodiments would include message queuing services,
DCOM, and so on. The formats of a number of example messages and responses
for interfacing with components of the VPS 10 are described herein which form the
15  kernel of the operational side of the VPS 10. In an Internet-based embodiment, post
data is Universal Resource Locator (URL) encoded, and may be sent as if the post
Lx; data were dispatched by a SUBMIT button or icon on a form of a GUL The
‘ AuthorizeTransaction message may be purely intra-hub, while other messages such
as CheckLimitsAndGetPSDetails, CheckLimitsAndAuthorizeMicropay,
20  BulkNotification, and TransactionAbandoned may be inter-hub, or may be intra-hub
if a client and vendor are on the same hub,
The AuthorizeTransaction message is a packet which is dispatched an

authentication server queue, in which a request packet is sent as follows:
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@ TxType Short ype of transaction Payment, Retund,

- Authentication

start Datetime | When the tx was initiated (mainly for log)

CardNo Char{20] | CardNo

Expiry Char[4] MMYY

Start Char{4] MMYY

Issue Char[4]

Amount Currency

Currency Char(3] Currency of Tx. Mainly for Txlog

Source long ID of machine which initiated the request. In

the IP version, used to hold the socket no for
writing the response back.
In response, the returned data packet includes the following:

Name Type Description

Size Short Size of packet

Version short Version of format

ResultCode Short Result of transaction (success, fail, error)

OurTxCode GUID
o Our AuthCode | Long A unique ID IF the transaction was authenticated

o ResultCode short A code representing the result
Resultdetail Char[20 | Text returned (authentication code ...)
] .
Timestamp datetime | When authenticated
5 The CheckLimitsAndGetPsDetails post is dispatched from a vendor hub to a

client hub for the purpose of acquiring Payment System (PS) information for
authentication. The client hub, using the ServicePaymentSystemInfoRequests

message, checks that the account and payment system limits are not exceeded and
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Log.

ClientHub Short Hub where the client lives

ClientID Long ID of client

OurTxCode GUID

VendorTxCode Char[20] Vendors transaction code

TransactionStartTime | Datetime When the transaction started

PaymentSystem Long Payment System which the Vendor will
attempt authorization on

PreviousPS long Previous payment system if a repeat
attempt

Amount Money How much for

Currency Char[3)] Currency of request

OriginalAmount Money What the request was for in original
currency (mainly micropay)

OriginalCurrency Char([3] Original currency

Return IP Ip Represents originating machine This
will principally be used when we move
to asynchronous processing

AddressNo Long Address Identification

Index Short Indicates if this is the first attempt at

authorization or greater.

The corresponding response packet is:

Name Type Description

Size Short Size of the packet (including this word)

Version short Version of packet format. This allows
more transparent upgrades of software

OurTxCode GUID

ResponseCode short ExceedsLimit(type), invalid system,
invalid client, has PS details, has
address

PaymentSystemDetails | Varchar[100] | May be empty
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PaymentSystemID Long The same as requested
AddressInfo Chars .

The CheckLimitsAndAuthorizeMicroPay post is dispatched from a vendor
hub to a client hub for the purpose of authorizing a micropayment. Expected

responses are authorized or not The request packet sent is:

Name type. _Description

Size Short Size of the packet (including this word)

Version short Version of packet format, This allows
more transparent upgrades of software

VendorHub Short Hub Where Vendor is

Vendor long Identifies Vendor.

ClientHub Short Hub where the client lives

ClientlD long ID of client

OurTxCode GUID

VendorTxCode Char[20] | Vendors transaction code

TransactionStartTime | datetime | When the transaction started

PaymentSystem Long Payment System which the Vendor will
attempt authorization on

Amount Money How much for

Currency Char[3] Currency of request

Original Amount Money How much was actually asked for

OriginalCurrency Char[3)] And in what currency

Return Queue Int Represents originating machine (returning
queue name will be based on this number)

AddressNo Long Address Identification. Hopefully, this
won’t happen but if it does... Also may not

} be relevant for Micropay, but
’ Index Short Indicates if this is the first attempt at

authorization or greater,

The corresponding response packet is:

Name Type Description

Size Short Size of the packet (including this word)

Version short Version of packet format. This allows more
transparent upgrades of software

OurTxCode GUID

ResponseCode short ExceedsLimit(type), invalid system, invalid
client, OK, NOT Authorized,

OurAuthcode long If the hub authorizes something, it must

uniquely identify it. The Vendor hub will
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have it’s own number if appropriate (and a
different hub), but can be reconciled in the
OurAuthCodes table

The BulkNotification post or put includes any number of batched
notifications which indicate that a transaction has been settled, a deferred fulfillment
has been cancelled, or the settled transaction has been charged back and post-

S settlement cancellation is performed. The packet thus has a header indicating
version, total size and number of entries in each of the three sections, followed by

three sections with details on the items mentioned above The request packet is.

Name Type Description
Size Short Size of the packet (including this word)
Version short Version of packet format. This allows
more transparent upgrades of software
SourceHub Long The hub the message comes from
NoSettledTransactions Long Number of entries in the ‘settled
transactions’ section
NoCancelledDeferred long Number of deferred fulfillment Txs
which have been cancelled
NoChargeBacks Long Number of ‘bad’ settled transactions
DATA DATA Block of data corresponding to the
volumes of settled, cancelled and charged
back respectively.

The Settled TX format is:
) 10
A Name Type Description
OurTxld GUID Transaction that was settled
SettlementBatch long BatchNumber of the settlement
SettlementTime Datetime | When it was settied
The Deferred FulfilmentCancellation format is:
Name Type Description
OurTxId GUID Transaction that was cancelled
CancellationTime | Datetime | When it was cancelled
15 The Charge Back format is:
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Name Type Description
OurTxId GUID Transaction that was settled

A TransactionAbandoned packet is used to indicate that a transaction has
been abandoned. If a transaction is rejected by the vendor hub’s authentication
server, the client may try another payment system, which implicitly informs the

5 client hub of the failure, or the hubs may abort the transaction. If they abort, this
packet is sent to synchronize the client hub, which only applies if the client and
| vendor hubs are distinct. If the hubs are the same, the vendor components perform

all the writing and the client server components are passive. The request packet is:

Name Type Description

Size Short Size of the packet (including this word)

Version Shont Version of packet format. This allows more
transparent upgrades of software

OurTxCode GUID

ReasonCode Short Why we gave up (Client Abort, not
authenticated, timeout....

10 Interfaces to the external world, such as requests from clients and vendors as

well as notifications 1o vendors, are conducted via HTTP posts using SSL. The
following requests are supported: Vendor Transaction Start, Vendor Fulfillment

| Notification, Vendor Credit against Transaction, and Client Transaction Payment
Request. The Following notifications to vendors are supported: transaction

15 complete (Aborted, Rejected, Approved), Fulfillment Expiration Notification, and

Exception Notification. Each subsection herein identifies the post variables that are
required and details the format of the return values possible. Return codes will be
plain text, one field per line with a “Name = Value” format. For example:

OurTx=A23452-1234-232
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ransaction table an returng the transaction code and IP address for future client

communication. The parameters may be.

Name Purpose Constraints
MESSAGE Indicates type of Message “PAYMENT”
VendorTxCode This identifies the Transaction to 20 character max
the Vendor length. Unique
for a given
Vendor
Description Free text summary of the products | 64 characters.
bought
Amount Total Value of Transaction Numeric string.
Currency Currency of Transaction As used in
APACS (GBP,
USD .. ). Must

be a ‘supported’
currency that may
be vendor
specific.
Deferred Indicates that settiement is not to be | “Y” or “N".
sought until the vendor requests it | Default is “N” if
(normally due to goods not being in | form variable not
stock) present
Micropay Indicates that a Micropayment “Y” or “N”.
Method is required (vendor or Default is “N” if
client) form variable not
present.
Transactions
below a certain
Payment System
Type defined
level will ONLY
be accepted as
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Micropay.

20 characters
Max If this field
is present then
‘Country’ must
also be present

Zip Zip Code. For use in reconciling
the identity of the client

Name
Supply_Address

Purpose Constraints
Indicates that the vendor wishes to | “Y”, “N”, “M”
receive the name and address of the | (Yes, No,
client. This is performed Mandatory).
automatically if the Vendor allows | Default is “N”
this (though with a note on of the

3 Authorization Pages). It will be
ignored if the Client profile
demands privacy and the Client
will be allowed a choice of
canceling the Transaction or
providing address details if the flag
is “M” mandatory.

Notification_URL

A URL to return future
notifications to (for this transaction

A URL (Max 100
chars)

and while active). Allows the
Vendor more control over the
organization of their site

The message then returns

Name Purpose Constraints

Status Indicates that the transaction can “OK”, “TRY
proceed or not. Try later indicates a LATER”,

| transient system problem or planned “MALFORMED
downtime. .. REQUEST”

URL Universal Resource Locator (URL) For example,
which the Vendor must use in “http://lwww.vps.co
redirecting the Client Browser m/ContinueTx.asp?

VPS_TX=sadgsahjd
ghjas”

ICE_TX Unique transaction identifier provided | 32 chars
by the VPS 10 for referencing the
transaction in later communications

VPS_CHECK | A “secret” code not to be conveyed to | 4 chars
clients which checks that messages are
not generated by the client

Reason Only present if a request is malformed | Text string. Max
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A Vendor Fulfillment Notification message is sent when the vendor wishes

to fulfil a deferred fulfiliment transaction. The parameters are:

Name Purpose Constraints

MESSAGE | Indicates type of Message “FULFILL _
TRANSACTION”

ICE_TX Which transaction is to be fuifilled | 20 chars (probably
a GUID)

Post_Notify

In some cases we can simply return
a code that indicates the state of
the transaction (done, dropped). In
others, however we must re-seek
authorization By default we will
provide an immediate return code
where possible. However, it may
be simpler for the Vendor to only
process asynchronous responses.

Y, N, default
is “N"

Notification_URL A URL to return future IP
notifications to (for this transaction
and while active). Allows the
Vendor more control over the
organization of their site

5 The message returns:
Name Purpose Constraints
£ RESULT The return code indicates that the | “ACCEPT”,
transaction is accepted, has “EXPIRED"”,
expired, is not known or will take a [ “UNKNOWN”,
little time to process. In this latter | “AUTHORIZING
case a Transaction Complete N
Notification will be sent.
A Vendor Credit against Transaction message is sent to instigate a credit
against a transaction. The credit may be simply for the purpose of refund or may be
10 intended to pay winnings etc. The parameter are:
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Name Purpose Constraints
MESSAGE Indicates type of Message “CREDIT”
ICE_TX The transaction against which the 20 chars
credit must be made, This (probably a

transaction will (indirectly) identify | GUID)
the Client and Payment System to
use.

AMOUNT The value of the refund Numeric string.
Max 2 decimal
places. Max
Value
1,000,000.00
Default is the
original
Transaction
amount
CURRENCY Currency to be paid in As used in
APACS (GBP,
USD ...). Must
be a ‘supported’
currency that
may be Vendor
specific.
Defaults to the
original currency
of Purchase
Notification_URL URL for notifications to be posted to | URL (Max 100)

The message returns:

Name Purpose Constraints
RESULT The return code indicates that the “UNKNOWN",
transaction being processed, is “CAN'T
unknown or that the payment system | PROCESS”,
is no longer Valid “AUTHORIZING”
5 A Client Transaction Payment Request is generated when the vendor has

informed the VPS 10 of a pending request, and the vendor redirects the client, such
as the client’s browser, to be redirected to the respective hub of the client. The URL
address used is specifically the one returned from the Vendor Transaction Start

message. The parameters of the Client Transaction Payment Request are:
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Name Purpose Constraints
ICE_TX ldentifies the transaction to the VPS 10 | 32 character max
length.

The message has no specific return, which depends on the processing which
occurs to respond to the request.

The Transaction Complete message is sent to the vendor website, which is
specific by either a default URL or the one specified in the initial Transaction

Request message, when an active transaction completes normally. The parameters

are:
Name Purpose Constraints
MESSAGE Indicates type of Message “TRANSACTION
COMPLETE”,
“FULFILLMENT
COMPLETE”,
“CREDIT
COMPLETE”
VendorTxCode | This identifies the Transaction to the | 20 character max
Vendor. If the transaction is a length.
deferred fulfillment or a credit against
a transaction, this will be the original
ICE Tx code.
ICE_TX Our transaction code 20 chars
VPS_CHECK | A “secret” which must match the
original “secret” sent to the vendor
Status The result of the transaction. The “ACCEPT",
status indicates authorization, “REJECT”,
rejection, client abort or system failure | “ABORT”, “FAIL”
Timestamp Time at which Transaction was Date Time (?)
accepted, rejected etc.
The message returns
Narme Purpose Constraints

RESULT Indicates that the Vendor has received the | “OK”, “SYSTEM
notification. In the case of a “SYSTEM | ERROR”
ERROR”, the transaction must be backed
out.

Timestamp | Date time when the Vendor completed Date Time
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concerning the exact state of a transaction The parameters include a transaction ID
of the vendor or the VPS 10, a vendor code, and other information pertaining to the
transaction. The message returns the status of the transaction, the amount,
K 15 commencement time, and the time and nature of last action
By the foregoing, the disclosed verified payment system and method has been

disclosed by way of the preferred embodiment However, numerous modifications and
substitutions may be had without departing from the spirit of the invention, For
example, while the preferred embodiment discusses an Internet-based configuration, it is

20  wholly within the purview of the invention to contemplate primarily telephone-based

configurations in the manner as set forth above, such that the disclosed system may be
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implemented by any known networking configuration for any known electronic
transaction, such as using mobile phones, palm-tops and digital television
implementations for purchases and credit/debit payment arrangements for any form
of commerce using electronic transactions In addition, the uniform currency used
5 by the VPS 10 may be the British pound sterling, the Euro, the Eurodollar, or any
other predetermined currency or monetary/financial denomination. Accordingly, the

invention has been described by way of illustration rather than limitation
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registration of identification, verification, and payment data by clients, vendors, and
payment systems, including banks; and
b) an audit trail generator for generating an audit trail of a respective
electronic/digital transaction, with the audit trail being available to all parties of the
electronic/digital transaction; and
characterised by:
c) a plurality of hubs (16-20), connected by a private network (14), and
connected to the vendor, the client, and a payment system (32), the hubs having means
(56, 60; 64, 68) for the vendor and client to separately communicate with the VPS
system; and
d) an account authority providing registration services detailing which hub
supports which client;
whereby said secure transactions are mediated without direct

communications between the parties.

2. A VPS as claimed in claim 1, wherein the VPS (10) implements an autopay
feature allowing a client (22) to identify himself/herself only once for all transactions

within a single session with a vendor (24).
3. The VPS (10) of claim 1 or 2, wherein verified instructions from the vendor (24)
to the client (22) in a respective electronic/digital transaction are separately received by

a hub.

4. The VPS (10) of claim 1 or 2, wherein the hubs (16-20) store client and vendor

data, including user names, digital certificates, and payments system data, and wherein
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