WO 03/ 039107 PCT/ US02/ 34711 METHOD AND APPARATUS TO CONTROL ADDRESS
TRANSLATI ON OF PACKET FRAGVENTS BACKGROUND 5 Packet fragnentation rel ates
to a commwpiosasiions technol ogy that may reduce the | at en®gTfisn2/34711
transmtting informati on across a network, such as when it m ght be
desirable to provide a higher |evel of service. Conventional packet
fragnmentati on technol ogy, however, may not enploy packet fragnentation as
effectively as_desired. This nay be to §articu| arlﬂ true when packet

fragnentation METHOD AN BBEARA T D 1 QeQNd ROHa isPRRESS
Consequent |y, thereppx ATFON OF PRCKNET FRAVANRTSE i on of packet
fragmentation in a network. BRI EF DESCRI PTI ON OF THE DRAWNGS 15 The

subj ect matter regarded as enbodi nents of the invention is particularly

poi nted out and &istkaROUNS! ai med in the concluding portion of the
specification. Erbodi nents of the invention, however, both as to

organi zaty on and nethod of operation, together with objects, features, and
gdva_n]t agezI t hereof, may best be understood by 20 reference to the foll ow ng
etaile escri ptg i (TR Tofo i j j i ch:
FIG 1 is a bl ockPa I ggdragdrqﬁrg%?og r%%%kgr%}kgw ta%?g@’%érﬁg?lg%}f%t{}%g rg%de%e‘ﬂ’{é'

embodi ment OILEeHéJ]t%r {r&\éﬁ%h%ﬁr@%&or{ %cééﬁgge@)oﬁﬁc gucﬂ'agqfh%mt ﬂ‘figlﬁ bRELMARK | N

accordance w one e | i nvént1on.

to provide a higher level of service. Conventional packet fragmentation technology,

however, may not employ packet fragmentation as effectively as desired. This may be
10  particularly true when packet fragmentation is used in combination with address

translation. Consequently, there may be a need to improve the implementation of packet

fragmentation in a network.

BRIEF DESCRIPTION OF THE DRAWINGS

15
The subject matter regarded as embodiments of the invention is particularly
pointed out and distinctly claimed in the concluding portion of the specification.
Embodiments of the invention, however, both as to organization and method of operation,
together with objects, features, and advantages thereof, may best be understood by
20 reference to the following detailed description when read with the accompanying drawings
in which:
FIG. 1 is a block diagram of a system suitable for practicing one embodiment of
the invention.
FIG. 2 is a block diagram of a network in accordance with one embodiment of the

25  invention.



WO 03/ 039107 PCT/US02/34711 FIG 3 is a block diagramof a node in
accordance with one enbodi nent of the invention. FIG 4 is a block diagram
of a packwO oBoagnent ati on manager (PFM in accordance w tPleTarse2/a4vivpdi ment
of the invention. 5 FIG 5 is a first block flow di agram of the processing
|l ogic performed by a PFMin accordance with one enbodi nent of the
invention. FIG &IGS3 B adhehdihghinocia dodow dt@gimewith ohbemprdaassfihg | ogi C

for a PFMin accordance with one enbodi nent of the invention. FIG 7 is a
third bl ock iiteaviosdli agram of the processing logic for a PFMin 1lo
accordance wth one enbodi nent of the invention. DETAI LED DESCRI PTION I n

the fol |l ow ng detrds| £ aBRs& diagtanDoF a fALIEER fragfiersARE nfanSoed BRI if aédotdsed forth
in 15 order to provide a thorough understandi ng of the enbodi nents of the

invention. I¢ibdelentp8dinténelérrind @oshtiby. t hose skilled in the art, however,
t hat enbodi nents of the invention may be practiced without these specific

details. 4 n ot hefrhnsiankgbiockelotv- RPN o B PRESsing RRGRMES) by ReNt s
and circuits have not been described in detail so as not to obscure the

f or egoi ng eq@gﬂhgﬁgga?gge&g&x&g&ﬁgghgﬂﬂwangnbodinents of the invention may

i nprove performance of a communi cations network, such as a packet

A R

fragnentation. Packet.fra ntation.in this context may refer to breaking a
packet of fﬁ?ﬁ?%ﬁ?ﬁgﬂOP%%ggﬁﬁggPPg@egPegg?ket fragnents that are typically

smaller than the F?él ’)gfs g%irazao&aﬁol%aéihgrgm of the processing logic for a PFM in

10  accordance with one embodiment of the invention.
DETAILED DESCRIPTION

In the following detailed description, numerous specific details are set forth in

15 order to provide a thorough understanding of the embodiments of the invention. It will be
understood by those skilled in the art, however, that embodiments of the invention may be
practiced without these specific details. In other instances, well-known methods,
procedures, components and circuits have not been described in detail so as not to obscure
the foregoing embodiments of the invention.

20 Embodiments of the invention may improve performance of a communications
network, such as a packet switching network. One embodiment of the invention improves
performance of a packet switching network by improving management of packet
fragmentation. Packet fragmentation in this context may refer to breaking a packet of
information into a series of packet fragments that ate typically smaller than the original

25 packet.



WO 03/ 039107 PCT/ US02/ 34711 More particularly, one enbodi ment of the

i nventi on manages packet fragnmentation in conbination wth address
transl at iwo.0308dpess translation in this context may refePCrasSoysans| ati ng
a large nunber of addresses into fewer or a single address, and vice-versa.
Consequently, this may inprove the overall capacity and perfornmance of a
networ k. 5 Accor dida@patticulsBy, sneembobimeat dftthd meentioa ataesges pahotrfeagnichtaten f r om
network applications and services. Packet swi tching continues to be an

ef fective t egba@biagdionivath Adeiesaraapiatichat aldresofiinshitionin this Sontéa eleg refsmiot chi ng
in this context may refer to conmunicating information over a network in

the form of trglido\uahise HlAbér op addé@k&. inth R L4 sihgle bitirsss Jdddaantversh. refers to
a set of information of a limted length, with the length typically

represent ed ddsdq@bdtE, Biis Rhy &p%ve%@@%rall%ﬂpa@%ﬁéﬂ@ﬂ RrdfmahcPaCk@twdngt h m ght
be 1000 bytes. A néfwork typically conprises a nunber of nodes

I nt er connect &doti, o8, TR 6&EHORSn fdgl%gie's'[ﬁ'BnSJMeer@ﬁetWBbk hplicapabing of
communi cating informtion to other nodes over the communications medi um
usi ng one or $ protocols. A node in this context may 15 include any
devi ce capab communi cating information, such as a conputer, server,

swi tch, router, bgiidos AR SURNLANG 1% ERE e AR EREARguaTedi um may

be any medium capa arrying information sig such
twi sted-pair_wire a nC|es and so
forth. A pr Octog1((’rbu|nicaﬁons )f’ace}(re} sggghﬁg u} Jhis%%ﬁtﬁ)g[?{la{ Ct@fl‘eg {oacgl‘r%uﬁ]mﬁﬂg

exanpl o 1 Eﬁ%ﬁa%?m‘%r?a rgﬁﬂ G Y Sk Do B R ‘332 e
Tack For b (PERRTEAASHET éﬁé‘ﬁé@sﬁ%ﬁﬁéﬁm thedprg s %dEB?'eSeFL' "
Frc R MR TR LA @%?th? i g (R gwba i 0
Sept enber, 1981, both available from"ww.ietf
A network typically comprises a number of nodes 1nterconnected by a communications
medium. The nodes may be capable of communicating information to other nodes over
the communications medium using one or more protocols. A node in this context may
15 include any device capable of communicating information, such as a computer, server,
switch, router, bridge, gateway and so forth. A communications medium may be any
medium capable of carrying information signals, such as twisted-pair wire, co-axial cable,
fiber optics, radio frequencies and so forth. A protocol may comprise a set of instructions
by which the information signals are communicated over the communications medium.
20  For example, the protocol might be a packet switching protocol such as the Transmission
Control Protocol (TCP) as defined by the Internet Engineering Task Force (IETF) standard
7, Request For Comment (RFC) 793, adopted in September, 1981 (“TCP Specification”),
and the Internet Protocol (IP) as defined by the IETF standard 5, RFC 791 (“IP

Specification”), adopted in September, 1981, both available from “www.ietf.org”

25  (collectively referred to as the “TCP/IP Specification”).
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25 (collectively referred to as the "TCP/IP Specification"). 3 WO 03/039107
PCT/ US02/ 34711 A packet swi tching network may conprise a source node, a
dest i nat iwp oposa)7 and a nunber of internmedi ate nodes. ThePsoursor34iode may
conprise a node that originates a set of information for delivery to the
destination node. Information may conprise any data capable of being
represented as aA padkedwitching hetddrkanayedoagirise & sdurs e la, destplatiapdods)j apdal , 5
acoustical signal and so forth. Exanples of information in this context may
i ncl ude dat gumier 6MinferMedifte n6de8Y ERssduice Rodemseangiies aodahat dtigiaans ngetvi deo,
el ectronic mail ("email") message, voice nmail nessage, graphics, inmage,

vi deo, textofiRfdrEfiondot felivdrh o te géstinaionadde. NAERmAR HHNGVipsiee anytate t hat
receives information. The internedi ate nodes may conprise nodes that

communi cat eqdphBle Bﬂﬁ&ﬁ%ﬁbﬁe%tefdra@ msfghﬁ, SOMECH dMRbRal Qodal@pa@Stipmat i on 10
node. |In operation, the source node may send information to the destination

node t hr ougRouQRRel KEnalBdo fEHIE rgfmmg 8f iﬂﬁgﬁaiannnmﬁgd‘n@yxﬁn@; inbRakels. The

source node breaks a set of information into a series of packets. Each

packet may ﬁ&ﬂtaaﬁofhe%omga%iﬁ{fy vREodolferdnBE, QSR O de R b ldSr G Raif CBMERY

information. The contro ormation may assist internediate nodes in 15

the networkk@aloYbie fafi heRAGK Saohils, illfclald, RAL RGNS THEREsRAKEF e NOde

sends the packets over fe an i nternedi ate node receives

the packet Snod%tnﬁ)ar %%mﬁ;%}lgem anl% 'tl?aft le%eiv@s[lﬂfgﬂﬁ%&ﬁs Thgﬁ&@ntngdiatg Gl ¥a intermediate

node. This CONtTRUESPLd OCCuUr untrl estination node evenyually

renel Vs, {0 B R P B S iU 160 AL B ER0P

internediate(godes, however, becones nore conplicated if a packet has a
hi gher pfi of9%y associated with it. Information may be assigned different

levels of priori Itn%perlaggrg Eh%%%hr%g nggetn?ay('iserm i%po%lat%ni tg Iilietd%stglr;%%lionbl?odg itﬁ/rgl?gh
one or more intermediate nodes in the form of packets. The source node breaks a set of
information into a series of packets. Each packet may contain a portion of the information
plus some control information. The control information may assist intermediate nodes in

15 the network to route each packet to the destination node. The source node sends the
packets over the network, where an intermediate node receives the packets, stores them
briefly, and passes them to the next intermediate node. This continues to occur until the
destination node eventually receives the entire series of packets and uses them to
reproduce the information from the source node.

20 Transporting packets through intermediate nodes, however, becomes more
complicated if a packet has a higher priority associated with it. Information may be
assigned different levels of priority. Information with a higher priority may be given
preferential treatment as it passes through the network. An example of higher priority
information may include time sensitive information, such as information from a voice

25  message. If packets carrying voice information are delayed in the network, the receiving
4



preferential treatnent as it passes through the network. An exanple of

hi gher priority information may include tinme sensitive information, such
as i nf or mDIoa03f1IPDM a voi ce 25 message. |If packets carryi RETUSOD®711
information are delayed in the network, the receiving 4 WO 03/039107
PCT/ US02/ 34711 party may perceive silent periods that exceed the natural
pauses and péyt hay gefrccdversilemeperiodsehat phaad the antwen] patsesumd rifyolim eRangmhel
Information that nay be | ess sensitive to tinme delays in a network, such

as an enmi | tolephsmypenwrsation,der examp g dnfommtioh hadinhe be Ravidnsitivend takldglabas a
| ower priority. If packets carrying an email nessage are del ayed, the del ay

frequently & go@soriuuoh befteniyl rhéisage Rt eSICHAIsAR] P BB bihetINBSIFpiIENEARSI Ve.
Consequently, internediate nodes are often capable of determ ning the

priority | ex@dwepbriéritpatiqRtked WrrpPin@ e SHbil thebsage A6 AORFHINGL Yelay fr@fieR@) ti Ng
packets of lower priority may be relatively straightforwar si nce these

packets 6o peds unfstickd By BiRYnteHdRl RIcHnk, Anlckd SAERRAL ConkeAREMR NiktbddRacKket s of
hi gher priority, however, nmay enploy additional technology to reduce del ays

in the 1o ngédebie offBReARAblelE agemiMial RDribity IR bECRRkAYR hdkestiRgiiCT NY
net wor k del ays fof hidﬁgreoprioritgépagﬁetgg I n one enbo inéﬁf %f t he

|t or a1 on oot ey BARRONEE bARCTRY L B al BERUIRER coPORKEhad

. . [
information into a ser pac acn pa ragment

typically bas tﬂeée?ﬁc%& SR Je%reé@?%lre{fé}gntféﬁ k%uﬂalt. ?ﬁhﬁ%ﬁ%@n{g&ah&?g&h in this

context refers to the nunber S or es o ron conpri sing

h k ) \ t. F I i gi.nal K ight h

o Tength of e RS AR By clrloy GRTRAR ochibiosd b R APRS it B o 200
b ) h f t . i t.i f t i nf i from
Pheor i G nandtRgk padis? AR TN HERE Gatials ROy bk ishipr FRhemr s °
cont ext con&h%{eg%kone or nore bits representing control information that

may assi st fiSde in 20 reassenbl i ng the packet fragments into the

ori gi nal packet. . . . .
g P In one embodiment of the invention, packet fragmentation may refer to breaking a

packet of information into a series of packet fragments. Each packet fragment typically
has a length smaller than the original packet. A length in this context refers to the number

15 of bits or bytes of information comprising the packet or packet fragment. For example, an
original packet might have a length of 1500 bytes while a packet fragment might have a
length of 100 bytes. Each packet fragment may contain a portion of the information from
the original packet plus a fragment header. A fragment header in this context comprises
one or more bits representing control information that may assist another node in

20  reassembling the packet fragments into the original packet.

Packet fragmentation is one technique for reducing network delays for higher
priority packets. More particularly, the use of packet fragments permits an intermediate
node to communicate packet fragments with a higher priority between packet fragments of
lower priority. For example, an intermediate node may receive a first and second packet,

25 with the first packet having a lower priority then the second packet. The first packet may
5



Packet fragnmentation is one technique for reducing network del ays for

hi gher priority packets. Mire particularly, the use of packet fragnents
permts awoioaparinedi ate node to communi cate packet fragmearaSer/s4711a hi gher
priority between packet fragnents of |ower priority. For exanple, an

i nternedi ate node nmay receive a first and second packet, 25 with the first
packet havi Bemsisk dyiBfmabioh Gbmtay eifad mesinge, SacBRpleaTkesecondyackdt imy packet nmay
5 WD 03/039107 PCT/US02/ 34711 conprise information froman email nessage,
for exanpl econlifse HEFEMAioR BGHEL voIRYon@IR6N, 36 exithple MBhd iaRkrthédd® Aodeqhaye
conversation, for exanple. The internediate node nmay store the first and
second packebf thdfidt AddABEN hadkdRURa trinshlittuSd. LA GaiHE duBud iRitss Esdxext  may
refer to nenory to store packets until ready for transm ssion by the

network dev hﬁg refé t¢ RR{orPASHre %éllé@cbl BntiRd4dD Eor@faAdkA@byae Aetivbikevics
first-out (FIFO structure. A FIFOin this context refers to a nenory

structure t b&%tr%s&%qﬁe%ﬁ%éor&én@i& a08 birst- LGB (1IFOF Gfhche. A 8BS inf ecently

stored, and ere each packet I's retrieved fromnenory in the order from

| east recenpliy. 3ledf REPRKRIMEP Ft?{rlﬁ%uge BREGAES YackEQEOM R KkEntysRefpanPl e, a

line in a grocery store typica perates as a FIFO, where“the first

person 1N 11 ddnfiy Gl thd REER Mot ok i iR fhefory iR e it Hofll -

Consequent |y, i pac s received at the 1'ntermedi ate node

[ to th he_ i j . d
Packet  beni Gavrngngy REEY Bickel Trdsh bRy MR hapRL B OBl B 2P0 e
second packet acket ..i s. ful |

W]l not be sent until the first .
transnitted .gmf?%ﬁjg’ﬁ? Q’B]icglfb?' Weraas fiHPlsQ’ 5’5%@? ﬁrSt FRRER ine lﬁahf “F%ttpr%séi‘&ce a
| evel of del t hat may not be _tol erated t he second . t. 15 In other
words, t'fe {¢ ﬁ‘il%egi%%e B?glslt‘?‘iecf)?ﬁﬂg‘fenﬂ&dﬁ'gg ﬁﬁ%?*@%tlé%re%e%gaﬁg‘et hat the
second packet w. |l not arrive at its_ destination node within an acceptable
time frame. NRMsgalsaOAepriorde tsseaepa PrckH, the Ffée‘"fnt‘?ﬁlé?er?ﬁ BELSIAE AR 5830 dbe abl e

to insert packet fragnents fromthe second packet between packet fragnents
from the fi patkeifbiodithy firstneeket inthe fransmyipugee. This means that the second packet

will not be sent until the first packet is fully transmitted. Transmission of the first packet,
however, may introduce a level of delay that may not be tolerated by the second packet.

15 In other words, the transmission of the first packet may take so long that the second packet
will not arrive at its destination node within an acceptable time frame. Using packet
fragmentation, the intermediate node may be able to insert packet fragments from the
second packet between packet fragments from the first packet in the transmit queue,
thereby reducing the latency created by the first packet to acceptable levels.

20 The transmit queue problem described above may be better illustrated by way of
example. Assume that the length of the first packet is 1500 bytes. Further, assume that
the network device may transmit the first packet over a connection operating at a
connection speed of approximately 64 kilobits per second (kbps). Transmission of the
first packet would take approximately 200 milliseconds (ms), or approximately .13 ms per

25  byte. Assume the second packet comprises information from a voice conversation that can
6



t hereby reducing the latency created by the first packet to acceptable

| evel s. 20 The transmt queue problem descri bed above nay be better

il lustratwo obp3sey of exanple. Assune that the | ength of PChaISh2/s4511 packet
is 1500 bytes. Further, assune that the network device may transmt the
first packet over a connection operating at a connection speed of

appr oxi mat etoferfié uf td PRk b8 1586 edvand KdrR&)is behirnbdMiSspaoket &f the bensniit r st
packet vvoul d take approxinmately 200 milliseconds (nms), or approximately .13

s per 25 Bydue, thé\ssebitBpaeked Wik 6©adlayRa EdreD0 &3 Wil BiRSentirtf fEIPALKeOR beingm a
voi ce conver sation that can 6 WO 03/039107 PCT/ US02/ 34711 tolerate up to 4

s of del ayyradshifidiewhiRs W RackRin thé4 Relbiagtoldict bf &b sRRafkpickdt Alshe
transnit queue, the second packet will be delayed for 200 ns while the

entire fi rs{’esﬁ’l@cﬂlfeestecdlﬁ PRELDGill zlrha@ﬁafg'att Hr%QlestiHQﬂl&lmdd@ frafle ifRAfedidi@odehe 4 s
delay toler ance of the second packet. result, the second packet wl|

arrive |late.q 10(5_,195% ?rh%rﬂé’rftétf%ﬁ ﬁa%eer «Jhte fmg dk@ttlﬁéym’e%él&ﬁ deﬁlﬁlﬁatépﬁﬂm oys

pat ent fragneht wever first packet ray be en down into

packet ”a?(g%{é&ﬁ%wltﬁg Hé‘r tﬁdﬁai'sb%yt% Gfr %:?a@gal@ﬂe%stfpﬁ%t @éf‘ﬂ@' e, the

first packe ovvn I nto packet ment's o es each.

Transm ssi og, f (g, ,gmg,go%gke% e L U STRARE gﬁé“’ket woul d

jtake appr ox nsequent I'ate no
interrupt t f
e pa%%z{%%a%sﬁﬂfm o AL AL P P, RSB ﬁ:’s;gn

delay for t . Sec cket .to b ow4ms ntation ma
particul arl ed’f‘tB‘E'T(é)i IF g‘e\whﬂti{é f?‘ﬁn“d%}%"iﬁﬁkﬁkﬁpa%ef%pgaa?&t&‘gm t
transl ati on. One_type of add s transl at.ion be referred, o as, network
addr ess Pr af¥tha firg a(:mﬁsab %?lgﬁ@mnggegthe@gngdép@gtrﬁw}q{l d(aff‘)&l{l? ' use
one set of I P 15 addresses for internal traffic and a second set of

addr esses f &coadkpaskedp belpRAME. A NAT device may be | ocated where a LAN

meets the Internet to make all desired |P address )
Packet fragmentation may be particularly problematic when used in combination

with address translation. One type of address translation may be referred to as network
address translation (NAT). NAT enables a local area network (LAN) to use one set of IP
15 addresses for internal traffic and a second set of addresses for external traffic. A NAT
device may be located where a LAN meets the Internet to make all desired IP address
translations. NAT may provide a type of firewall by hiding internal IP addresses. NAT
may also enable a company to use more internal IP addresses. Since they're used
internally only, there is a reduced possibility of conflict with IP addresses used by other
20 companies and organizations. NAT may also allow a company to combine multiple
network connections into a single Internet connection.
Conventjonal implementations of packet fragmentation as used with address
translation, however, may be unsatisfactory. Address translation may need information
from the header of a packet, such as the port number that may be used to identify a

25  connection over which the packet is to be communicated. When the packet is fragmented,
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transl ations. NAT may provide a type of firewall by hiding internal IP
addresses. NAT nmmy al so enable a conpany to use nore internal |IP

addr esseswOdB10890T hey' re used internally only, there is @&Crasoradil
possibility of conflict with I P addresses used by ot her 20 conpani es and
organi zations. NAT may al so allow a conpany to conbine multiple network
connect i ons hpwesr.eongy the fiest firngreen tpicalin halds a valid headey enttdining theiappioprieait at i ons
of packet fragnentation as used with address translation, however, may be
unsat i sf act gpst nuAblelf{s.s Sinte #rsdcedptabie tragndrieagohents flisordaicd oneveh backwiakhds, fieader

of a packet, such as the port nunber that may be used to identify a 25

connect i on megrbewifticiit tohetripectkebpprepriate doet nomiberl) iferaidedss thelatidheoacket s
fragnented, 7 WO 03/039107 PCT/ US02/ 34711 however, only the first

fragment typbeafidl golbgdrs tiis pvbleth ib eR@assernlle thaipatRgfridheenBD RIHQRE kiRt Rt POrt
nunber(s). Since it is acceptable to send fragnents di sordered or even

backwar ds, intimbéfeyonbthe Padliet Bdabidr, 4d thai didasdémbleliBe PHRREIGRD padk8t PitenUTDET ('S)
for address translation. One potential solution to this problemis to

reassenbl e bfifin RRek@nuhicaGITRIVeSthe H&Ji%?ia@}i Bort HEMBR! Thiz aBMBEIdifasRMbhe packet
header, and then di sassenbl e the packet into packet fragnénts again for

comuni cat i gRgAYRAtidRodeS heRN&LE %a@%% torddEABEnd m-lémg?]}a RR3EVP b%{r&ioﬁ?ﬁﬁ? nbly

fragnentati on process, however, nmay be processor menory i ntensive

operations trﬂ?ﬁmga{@%ei[pg?@? FO&%%I&[E %gllf&'ﬁnaflg ARG BEAdOSIRAE S Rler 2 NELWOTK

devi ce, such as rou nts of the i nventioh, as described in

more detai | E%’b&ﬁ. ﬂfsto? the iﬁ%%ﬁ(?]ne rgy@ﬁ%g{l&'d I &18read3@f]l%%rl§r{a Qr[ O%f ?e@i?#eﬁt%%?ﬂigi ng

packet fragnentation in a nanné reduces e nee 0’ p
A R A T
"one enbodipent: or. an ephodi ment"” .meaps in.this context that a
particul ar fORFFR thedy argﬁfbef’{%i%? PIgFesg Hré&g% Foé?’ f‘rré}fnﬁ@ packet through a network
device.
It is worthy to note that any reference in the specification to “one embodiment” or
“an embodiment” means in this context that a particular feature, structure, or characteristic
15  described in connection with the embodiment may be included in at least one embodiment
of the invention. The appearances of the phrase “in one embodiment” in various places in
the specification do not necessarily all refer to the same embodiment.
Referring now in detail to the drawings wherein like parts are designated by like
reference numerals throughout, there is illustrated in FIG. 1 a system suitable for
20  practicing one embodiment of the invention. FIG. 1 is a block diagram of a system 100
comprising a source node 102 connected to a network 106 via connection 104. A network
device such as a router 110 is connected to network 106 via connection 108. Router 110 is
connected to a LAN 112. LAN 112 includes nodes 1, 2 and N, designated as nodes 114,

116 and 118, respectively. Router 110 represents any network device configured to

25 perform address translation, such as NAT. Although FIG. 1 shows a limited number of
8



15 described in connection with the enbodi nent may be included in at |east
one enbodi nent of the invention. The appearances of the phrase "in one
enbodi merw0 0Bf3aar i ous places in the specification do norcmasexsanily all
refer to the sane enbodi ment. Referring nowin detail to the draw ngs
wherein |ike parts are designated by |ike reference nunerals throughout,
t here is il hatwbrkatodek, itratbdBppiecimted\tist emy wumbeabf etwak n@despragdt usadrigp one
enbodi ment of the invention. FIG 1 is a block diagramof a system 100
conpri si ng syseauriOand eie fallGAthiothe ecipe df the irveménwdukhelflGreyiha tempnect i on 104.
A network device such as a router 110 is connected to network 106 via
connecti on 4d8necRonlt &d “Int@icdnbection)1Rad vathtibns therbdANn1Hig corltdiNmby Zeferte| udes
nodes 1, 2 and N, designated as nodes 114, 116 and 118, respectively.
Router 110 pigpicRisRRhdtiamyantRt Welckl dandcaensconfi gured to 25 perform address
transl ation, such as NAT. Although FIG 1 shows a |imted nunber of 8 WD

03/ 039105 PCT/ US8%/ 345 alBlockthsirh lof £ 8ERSsk ih hedoflAnf8wiaPieREbabieént dTake any
nunber of network nodes nay be used in system 100 and still fall within

the scope ofnybfin! FUE ill@ratesd MEMRFTBI0Rhat 2§ bk BpidsentatBRIVTREMWOAM 06aNd
"interconnection,” and variations thereof, in this context may refer to

physi cal coppgRil moﬁ@dfs&ranliagﬂnfeaiate%ae 864 dBRStedRo T ﬁterf%eaiae Aol Rk

di agram of a network 1 n accordance with one enbodi nent of the 1nvention.

FIG 2011 usfd QE&ﬁqe&i&%dﬁPﬁrﬁexﬁ%ﬁ%ﬁe%ﬁeﬁ@y %gfér%% e\l rdffaror k 106.

Net wor k 200 conprises an internedi ate node "202 connected to an internediate
node 206 OygL. 30601080482 fche 108t REABANAL SolofB RO MPYenslah acXam! e,
receive signals fréma source node, such as source node . I'nternedi ate
node 206 _may send signals to a ogesin i O og such as_net wor k nodes
114. 118" or deritonrofth it ¢ Aottt Sy Fie g T Pt BrordhibrE8 B N oun 1
FIG 2, it can be apprecjated § .any . nunber, é)i i.ntermedi at.e. nodes may be
Used | h net TRED8E PR Loy 12 K - I AF RPRPAASLBH @S A S oF RUFEHET R,
nodes may be used in network 200 and still fall within the scope of the invention.
In one embodiment of the invention, the intermediate nodes may perform packet
fragmentation. Intermediate nodes may perform packet fragmentation in accordance with
15  any conventional packet fragmentation protocol. For example, packet fragmentation may
be performed in accordance with the IETF Proposed Standard entitled “The Multi-Class
Extension To Multi-Link PPP,” RFC 2686, published September 1999, available from
“www.ietf.org.” (“MCML Specification”), the “Frame Relay Fragmentation

Implementation Agreement” as defined by FRF Standard 12, adopted in December 1997,

20  available from “www.frforum.com” (“FRF.12 Specification), and the IP Specification.

Although the embodiments of the invention may use a packet fragmentation protocol as
defined in the IP Specification, MCML Specification or the FRF.12 Specification, it can
be appreciated that any packet fragmentation protocol may be used and still fall within the

scope of the invention.



I n one enbodi ment of the invention, the internedi ate nodes may perform
packet fragnentation. Internedi ate nodes may perform packet fragnmentation
i n accor dapmg/osiibh 15 any conventional packet fragnentatipem/ysens4eol . For
exanpl e, packet fragmentation may be perforned in accordance with the | ETF
Proposed Standard entitled "The Multi-C ass Extension To Miulti-Link PPP,"
RFC 2686, publ i sFiéd3 Sepbleckbdiagrd® 992 nadedn habtdendervath onéwemhodieteht. ofitle. " (" MCML
Specification"), the "Frane Relay Fragnentation |nplenentation Agreenent”
as defined hyedtish. Bi@rididungratk? a nadkojdi0elbht nfay Be esprdsartative 97 o NAT devkelsadhl e from
"www. frforumconmt ("FRF.12 Specification"), and the |IP Specification

Al t hough t hes retten tli 0reNa Tafevich emay perdorin AT irpaccordenca withcfoe exdmphg dent at i on
protocol as defined in the I P Specification, MCM. Specification or the

FRF. 12 Spec infférﬁﬁtiblo?eciiﬁbatm MitledETra@RéRC [P @t ofkhaddrés Trapslatost af defi@s@nt at i on
protocol may be used and still fall within the scope of the invention. 9

WO 03/ 03910iy RET305%) dliSikhdd Janfedré20@ (SAT Spbaﬁ&tidh’égdsaxﬁacﬁﬁedaoymde in
accordance wth one enbodi ment of the invention. FIG 3 illustrates a node
300 that mayiREepEeRf RRBMEARL. ve of a NAT device such as router 110. A NAT
device may perform NAT in accordance with, for exanple, the information

specification ti ( bl : r," as
defined 5 by RFéﬁé%%g?L%ﬁ%%?@ﬁgﬁhﬁgPﬁgf M%%%iﬁggkiéﬁgﬁégﬁﬁkgggion"), as

modi {1 ed bY ik BfionHddd SbPbéprREL o £rEdslbr 365, 8h RupubBit6 309, LML SIIDEY Se 2

conputer pla I'S ‘embodi nent o I nvent1 on, de 3 conpri ses

2 D1 05201 308w AROPHI! SHLRUE 561/ Do BHARE RLad0415 A0 o SRENALORLANE o7 ace

306, a nenor a nonitoring nodu a Sc I'n

herory SEO. Y PSR Bl SRR AP B BRSO
merory 310. eylie/clge ?}%alggggm instructions, and process the data, stored in memory 310. I/O adapter
304 may communicate with other devices and transfer data in and out of intermediate node
300 over connection 324, Operator interface 306 may provide an interface between a user
and OS 316. Operator interface 306 may communicate commands between the user and
15 OS 316, and provides status information to the user. All these elements are interconnected
by bus 308, which allows data to be intercommunicated between the elements. I/O
adapter 304 may represent one or more I/O adapters or network interfaces that can connect
to local or wide area networks such as, for example, network 200. Therefore, connection
324 may represent a connection to a network or a direct connection to othér equipment. It
20  can be appreciated that node 300 may have any number of I/O adapters and connections,
such as I/0 adapter 304 and connection 324, and still fall within the scope of the
invention.

Processor 302 can be any type of processor capable of providing the speed and

functionality desired to implement embodiments of the invention. For example, processor

10



304 may conmmuni cate with other devices and transfer data in and out of

i nternmedi ate node 300 over connection 324. (Operator interface 306 nmay
provi de awoioawgabace between a user and OS 316. Oper at or PCatEsot/aoel 306 may
comuni cat e conmands between the user and 15 OS 316, and provides status
information to the user. Al these elenents are interconnected by bus 308,
whi ch al | ov&2daysetaprixesson fremadamiin dtmbessopemadedry IntekCabenation, dotdrdi@

adapter 304 nmay represent one or nore |/ O adapters or network interfaces

t hat can coboegk, AMD Cogatation anti She Micmaystesismor ks such as, for exanpl e,
network 200. Therefore, connection 324 may represent a connection to a
network or a di Maghorgnhary cafiprise any media egpabler stbring instAGtiomndbgtedgobeeci at ed
t hat node 300 may have any nunber of |/O adapters and connections, such as

I/ O adapt erex3biffedith 510683651 Bote Shplaandswhintddiafiadlhdebithiend: hpitscope of the
i nvention. Processor 302 can be any type of processor capable of providing

the speed apgd-oflyifetiodN@ Ny, rah@sitREEsE Membi! RV, pRERaMBRRCOMP! the
i nvention. For exanple, processor 10 WO 03/039107 PCT/ US02/ 34711 302 nmay

be a procesgabkppdBranht ROM EicBiOEQHS efaSablPsiSgammbable RONECdRSHRL | ON,
Mot orola, Conpaq, AMD Corporation and Sun M crosystens. Menory 310 may

conpri se anyAREHadnGRRAR!E e Oflopthy AidkR8d hitd RS iasl Mg@%@@ﬂ@oﬁg an@xecut ed
u

by a processor. Sone exanples of such nedia i'ncl ude, are not limted

to, 5 read-Qqnl 0 bl
%g &(he?ﬁgﬁéeeyo&g@?a\{g?at '&éﬁﬂ@r@d%&ﬁl?ﬁﬁnﬂ?cf&r Yn &mmbodmegg &&% e ROM

erasabl e programa ectronic erasabl e progranmmabl e

dynam c RA tic di gt | i i cal
0ok (e, CERE e YRSt GlnmegbRE bR AR Bl Wiar ] O
i nfornmati on. ions na e, stored on the

A TCAME N R e R W, T T
phrase * adaf[r)lgt%g:tigl% stc)o(_;r‘eéa ﬁl%cc%'%n?agessbe% agd/grr 81%%%?&:8 rfc';rrriaﬁ ag\?ve rlnas itngtru% 16y that>S
may be compiled or installed by an installer before being executed by the processor.
Further, node 300 may contain various combinations of machine-readable storage devices
through other I/O controllers, which are accessible by processor 302 and which are
15  capable of storing a combination of computer program instructions and data.
In one embodiment of the invention, memory 310 comprises an operating system
316, a program partition 312 and a data partition 314. Program partition 312 may store
and allow execution by processor 302 of program instructions that implement the
functions of each respective node described herein, such as source node 102, intermediate
20  nodes 202 and 206, and router 110. Data partition 314 may store data to be used during
the execution of program instructions.
I/O adapter 304 may be a network interface that may comprise any suitable
technology for controlling communication signals between network devices using a

desired set of communications protocols, services and operating procedures. In one

25 embodiment of the invention, I/O adapter 304 operates in accordance with the TCP/IP
11



instructions stored in a conpressed and/or encrypted format, as well as
instructions that nay be conpiled or installed by an installer before

bei ng exewotoam3d1y7 t he processor. Further, node 300 may Cc®OTAISN2/$461i OUS
conbi nati ons of machi ne-readabl e storage devices through other 1/0
controllers, which are accessible by processor 302 and which are 15 capabl e
of storing S$pecifithiionatlh amotiodr emboginerof redgveativn, V& adaptei Hdopamas dat a. 1 n one
enbodi ment of the invention, nmenory 310 conprises an operating system 316,
a program padcbidancerwithliBe Boidi-Bo-BaihePrpacdl (PPPrus ddfined By oigr IBTF [SeantlartliSdon 312 may
store and all ow execution by processor 302 of programinstructions that

i npl enent tREC 156m atidpetsin Ohily 8 094) anidspiiatlé fremfodey. defoes.? hegethasthémn, such as
source node 102, internediate 20 nodes 202 and 206, and router 110. Data
partition 3dfbdmersoptie ifl@hior, DOMEapt&Sd4 dhisyioperatetif &ecoiandetvitinvagibupr ogr am
instructions. 1/0O adapter 304 may be a network interface that may conprise
any suitabl gamb REIN@INAGMS, fsBh 45 Qlidel Mr SRMIRYIS Ak Rihehiagfiah Srebfénteen
network devices using a desired set of communications protocols, services
and oper at i AGIBHALRIHUE ERmel 11 raR (1800 &Rt 1 04dobee il 4L Md970Rnndy/ JO
adapter 304 operates in accordance with the TCP/IP 11 03/ 039107

PCT] US02 3% 3. R 545241901 bR A0k s SBRCICTRAL 10pelihEuigient | on, 17O

adapter 304 operates In accordancé with thé Point-To-Point Protocol (PPP)

as defined by fthe |ETE I?tog?%%\%flﬁén, 1/ bt : 1ma§ﬂ3§91taf‘eqn blokidhde WigP4, and

. (%]
avail able from™ww. I et n yet anothe odi ment of the i1nvention,

|/ O ad i . A -
st agS??SL:r g%%oh; o %%f‘ﬂa?ﬁgf%fg“ B R R R et

t F - 2
20 0o 169, Bl A5 YEaF AT PR ARG Ly PRBhGRaighalfy 097

ﬁg;c Io];)Ie(r: Z:E 28{%@9&%%9@3}%8 Q@l& ?e(ljcfog’gg " efbrl}arr]}Sa 1 d9§¥aevg}1éb?enfrorlnA‘v@w%vdi?&fng 304

(“H.323 Specification”). In yet another embodiment of the invention, I/O adapter 304
may operate in accordance with “Real Time Protocol (RTP): A Transport Protocol For
Real Time Applications” as defined by the IETF Proposed Standard, RFC 1889, published
15  in January 1996, and available from “www.ietf.org” (“RTP Specification™). In another
embodiment of the invention, I/O adapter 304 may operate in accordance with “SIP:
Session Initiation Protocol” as defined by the IETF Proposed Standard, RFC 2543,
published in March 1999, and available from “www.ietf.org” (“SIP Specification). These
are just examples and many other protocols may be employed in alternating embodiments.
20 /O adapter 304 also includes connectors for connecting I/O adapter 304 with a
suitable communications medium. Those skilled in the art will understand that 1/O adapter
304 may receive information signals over any suitable communication medium such as
twisted-pair wire, co-axial cable, fiber optics, radio frequencies, and so forth.
FIG. 4 is a block diagram of a program partition in accordance with one

25 embodiment of the invention. FIG. 4 illustrates a program partition that may be
12



various VO P standards, such as the "Packet Based Miltinedi a Communi cati ons
10 Systens" as defined by the International Tel ecommuni cati ons Uni on

Tel econmuwpdansans (1 TU-T) Reconmendati on H. 323, adopt ed PCa/uSebs41ary 1998,
avail able from"ww. itu.int" ("H 323 Specification"”). In yet another

enbodi ment of the invention, 1/0O adapter 304 nmay operate in accordance

with "Real Tmmseﬂfaaw@fqim%rﬁﬁlﬁhmuén T18RsRakd prbERh @aRitiol Blvind3efdckdi Me
Applications” as defined by the |IETF Proposed St andard, RFC 1889, published

15 in JanuarffachRBftiodmena¢eiPEad460.f 1Ak elpbdimehd PIVIGo0 (nawgﬁtam program
Specification™). In another enbodi ment of the invention, 1/0 adapter 304

may oper at e ih#rnRG6R 6 AR Wadlddt frapnBntatiog &3 WA T H‘évtldeaédcﬁ)gs LR} PRPIMor@S
defined by the | ETF Proposed St andard RFC 2543, published in March 1999,

and avail ab Qﬁrtfc'hf&?& MENVAD G hnbry Qﬁl %Etg oﬁﬂ%&n’aﬁq‘ 1ﬁ§1tu'cf?d})s TefdPEEE hefefh dsUSt

exanpl es and many ot her protocol s rray be enpl oyed 1 n alternating

embodi ment s. oo11&Qioh 4rﬁd§fé%§ eJenEPﬁioﬁ‘ hdGule 464 YERSatfR eqirO@ﬁlfl(P r connecting

|/ O adapter 304 w suit conmmuni cat1 ons ne ose skilled in

the art wil l H%fcﬁﬁ?rﬂgf)&ﬁ@%é 4%&%9&%6be0 S% tﬂ@XCORgSFtlhvenvle {Ogésrrlg(%: :,)n\M re,

signal s over any sul e comiuni cat um suc

co- axi al Caqlmn%tefdto&%g aPtticu?argetﬁ?t?psgwc ?{guenm es, and so forth. FIG 4_ is a

bl ock di agra gram P accordance wi th one 25 errbodl ment
of the invention FIG 4 ustra 3 i 1&1 12 WO
03/ 039107 PCT/ usé"ﬁ?@ﬂefiti"nsf’ F%@éh&g@ Q/g“‘g%% %‘H 58‘§]u4b= th the
program part) sgct ragrrent ation manager (I?FM 400. I nthis
embodi ment , %Bgé{g?f?g? EBEFEIEE 19 FEES: otane ACOmpaniieiremples k et

f ragnment atlo for NAT devi ce, such as router 110. More  particularly, PFM
400 may Wti4 Q@urlbﬁlﬁsséﬂs%@f%ﬁ%beam M3 inelide p oaicylar pseating legikdf edmn as a 5
col l ection nodul e 402, verification nodule 404, translation nodule 406 and

comuni cat i & 2Rpracirted iopthe pespising ilagis merelyproidas ab exanle eftopethe genete

invention is not . . . ) . i
functionality described herein can be implemented. Further, each operation within a given

processing logic does not necessarily have to be executed in the order presented unless
otherwise indicated.

15 FIG. 5 is a first block flow diagram of the processing logic performed by a packet
fragmentation manager (PFM) in accordance with one embodiment of the invention.
Processing logic 500 may illustrate a method to manage packet fragmentation for address
translation. A plurality of packet fragments for a packet having a first address may be
received at block 502. The first address may be translated into a second address without

20 reassembling the packet fragments into the packet at block 504. The packet fragments
may be sent using the second address at block 506.

FIG. 6 is a second block flow diagram of the processing logic performed by a
packet fragmentation manager (PFM) in accordance with one embodiment of the
invention. Processing logic 600 may illustrate a method to manage packet fragmentation

25  for address translation, and more particularly, a method to translate the first address into a
13



limted to these particular sets of instructions. The operations of systens
100, 200 and 300, and nodul es 400, 402, 404, 406 and 408, may be further
descri bedwaiosi3aief erence to FIGS. 5-7 and acconpanyi ng ex®Cpluse2/34710 _

Al though FIGS. 5-7 as presented herein may include a particular processing
logic, it can be appreciated that the processing logic nerely provides an

exanpl e of Isevnd hddremsndrmkket fragmérit badng 4 yackaseidebedy beidehtTieaanbibek 602.
i npl enented. Further, each operation within a given processing |ogic does

not necessarlhk yadkatieatio nigy haxs CatteRsnplel afgacked [ddRificp 1RRQRMRAnh &R and
otherw se indicated. 15 FIG 5 is a first block flow di agram of the

processi ng laggiket leagthoArketrhinatordiaaiees as th M@Mlaﬁabl&@frﬁgﬂﬁﬁ@f’or B EMet N
accordance with one enbodi ment of the invention Processing | ogi c 500 may

il lustrate aavelicboftbctiOedBDAGR 60@%@1&312&1‘6@%@%@% R4y B@fetﬁqu{]ﬁ&:ﬁt e
translation. A plurality of packet fragnents for a packet having a first

address Bay pliket icaddiay BiHcIie8060 TRE Kirse Qiresd By bl Fr s[a?ééﬂﬁl‘é%? %@% hdQfafiAns! at ed

into a second address w thout 20 reassenbling the pac gnents into the

packet at bhgﬁgthé%nslﬂ&lﬂ%ﬁﬂf&l n b IGURHkS 'y be sent using the second
address at bl ock 506. FIG is a second block flow di agram of the

I t e
2288?3;22 Wlo? ch%hfenﬁ%gﬁfﬁgﬁng%op tﬁe an%ven |o§1ﬂh rl(s)g%sgg?go “ﬁ“é‘dﬂg“%oo may
1 angl aii on ARG ol M%ge ‘fimﬁ lefnrmalﬁhod tvui%lg ﬁlﬁgfléﬁr e ’?‘P‘i’ﬂwaddr ess

transl ati on, and nore artlcu

into a 13 USOZ/ 34711 second address. A packet f ragnent
havi ng a paggf&%agg% tZans ¢ identified at block 602. The packet header

may hav for ex ack i.dentifier, trapslation information and a
pagket ﬁengt h. Aéa %‘f’ SWR?‘H%F Etﬂleémﬁﬁﬂ(@‘ E‘tpﬁck%@%g%m Py inslidk e padkeagnent s
for the pac ved at bl ock 604, Translation information
may be ret r%‘rgg)lé%lt ﬁ?{%ﬁg t pac agment header may include, for example, a packet

identifier, a more bit and an offset value. A determination may be made as to whether all
packet fragments for the packet have been received using the “more bit” of the packet
fragment header. More particularly, the packet fragment header for each packet fragment
15 may be evaluated to determine the status of the “more bit.” The “more bit” as referred to
herein may refer to a flags field that is included as part of a packet fragment header. The
more bit may indicate whether more packet fragments are to follow. If the more bit for a
packet fragment is set to the predetermined position (e.g., “1” or “0”) that indicates that
more packet fragments are to follow, then the packet fragment may be stored with other
20 packet fragments having the same packet identifier. Typically, the more bit is set for all
packet fragments except for the last packet fragment. The term “packet identifier” as used
herein may refer to an identifier for a packet from which the packet fragment was
generated. A determination may be made as to whether all packet fragments for the
packet have been received using the offset value for each stored packet fragment. The

25 term “offset value™ as referred to herein may include a value that indicates the position in
14



5 packet header at bl ock 606. The first address may be translated into the
second address using the translation information at bl ock 608. The

transl atiwo odmsaomati on may be any information that is de®cmawbor/s7ar ansl at e
one address to another address. For exanple, many NAT devices may utilize
a port nunber to perform address translation. 10 In one enbodi nent of the

invention, eah tpadideiorh el fragyent fic intdehesorighek @e., uhfrapgrantetl) preketer . The
packet fragnment header may include, for exanple, a packet identifier, a

nore bit an@oﬁéi;a@x?f@ﬁaton&@inld@diméntdﬁﬂ@ﬁﬂ@eﬂﬁéﬂ 08 offRy vilee fmglepeaidy the ovigianher al |
packet fragnments tfor the packet have been received using the "nore bit" of

the packet phdkagpmition RERASY divibbay daattt i cul arly, the packet fragnment header
for each packet fragnment 15 nay be evaluated to determ ne the status of the

"more bit." The {yB¥e@mBblimeaSoftiRfiBvdnBeh, hQlcteBhSidh MBYoe BidRNas tdwiRtlidrags
field that is included as part of a packet fragment header. The nore bit

may i ndi gat g Wh&EN@LonBREsSFoPBE fRRketHa RIPRA IR eiRELUE Sty the Witsdt halhbieorimy € bi t
for a packet fragnment is set to the predeterm ned position (e.g., "1" or

"0") that indiiCatSsdhPRdader 8hHE ﬁf@ﬁ&%t o RGRERIS a Phdkel (PpibAlylHAVan SN the

packet fragment may be stored wth other 20 packet fragnments having the

same packet viallqg f’efré@ inde im ?éséﬁf tht Bt P | o§ig§1§fpafcﬁert. @ érefo{%aCket
?%OI’ ?F‘Ie e%/aseﬁ Si<et FSI’ g h'F

[
fragnents excep pac ment. The“term "packet 1dentifier"

as used he%géhr})asn\%\sg frggr};e%% rrr}gy gg Evd;&lga?ettb ]:iietgxrmi{né)ﬁl @frrf%?gégé tr“?fé H{érﬂam% ch the

packet fragnent &F nati on as to whet her
o Bkl IR L PRl DS RSB Sy o
e oSl B MG G P BB 1 L4
TEICHCT T IO TR C TG S A AR
values of the stored packet fragments.
FIG. 7 is a third block flow diagram of the processing logic performed by a packet
fragmentation manager (PFM) in accordance with one embodiment of the invention.
15 . Processing logic 700 may illustrate a method to determine whether all packet fragments
for the packet have been received using the offset values of the stored packet fragments.
Offset values for the stored packet fragments may be collected at block 702. A packet
length for the packet from which the packet fragments originated may be retrieve:d at
block 704. A determination as to whether all positions for said packet are filled by the
20 collected offset values may be made using the packet length.
More particularly, the offset values may be evaluated to determine whether there
are any gaps or missing positions between the starting position and the ending position.
The starting position may be indicated by an offset value of zero (0), while the ending

position may be indicated by the packet length. For example, if the packet length was

25 1500 bytes, then the final packet fragment should have the appropriate value indicating the
15



packet position in bytes divided by eight. In one enbodi nent of the

i nvention, a determnation may be nade as to whether 5 all packet

f ragnment swbas/0shie7 packet have been recei ved using only thecefdssys47val ues of
the packet fragment header. The first packet fragnent from a packet
typically has an offset value of zero (0) since it represents the first
posi tion i Niabthssteqt.b.gbipRd bitRssRion offthe bAEIAH1a,500 Baesh Thackibdctelrodyerealiesay be
eval uated to determne the offset value for the packet fragnent. Those

packet fr agﬁﬁﬂ%§eﬁﬂ)éitéago HEEmEAWhAIRS KB thel pdsiflbhs foethe angindlpytkrgaran of fset 1o
val ue other than zero (0) may be stored by the NAT device. A determ nation

may be madg,Asedi WRE Btet MihesRRaleRlordd AOKR Ragmédg. the packet have been
received using the offset values of the stored packet fragnents. FIG 7 is

a third bl ock f'%@l{a%%@&ﬂdﬁfon& Ry BE 8% BSEvedt the 8AGHMRAT teragest cieclopaE ket
fragmentati on manager (PFM 1n accordance wth one enbodi nent of the

| nvent i og. ﬁéckeﬁ(fga{g%ﬁé%h@% &Qﬂ%& iAQQHSRY Fb ddbleddrPugperBhi ey bo sdes # ni ne

whet her al |l " pac fragnents or the packet have been received using the

of fset val . Shd; eshi d

pactet :{r a;ﬁrr%r??{srﬁ% p%&el&f:%g%ngéglt% ggétgﬁa&g)lgg?:l Egc%if . cg,%\é ;ﬁ)%{gk%?}l&?érn%}?% S%llgg f thgr ©
acket from.which t gl & I

b ook 704, Wl TP RE e b BRIRLLRPALE) WP R U LENEEE . o1

filled by the 20 col l.ect.ed offset val ues e made e acket

| engt h. Mor &°P&™ ?ecf’t?flgﬁl?f’ wihgusp P%CZ‘PH eaqlft}gsbs&’e%&yﬂg%neg\%gopﬁa eégo(?tﬂge det erm ne
whet her there are_an aps qr .mssi.n ition et n.the starting

EOSi tion andVeHLnethy P}{ﬁ‘%ﬁg‘é@l O?fia ?{mmaﬁ*ﬂgﬁgﬂﬁiﬁ‘){l Pﬁé’%ﬁggﬁe%‘gw Ry reBE ViR Al cat ed

y an offset value of zero (0), while the endin osition may .be indicated
by the ﬁ&ckéfmFBﬁ&?hﬁﬁﬁ%mmé?éﬂﬁpgﬁ'F?”?%@ﬁﬁﬁ%W%gb?gﬁ%ﬁﬁ®&&§”@§13500 byt es,
then the final packet fragnent shoul d_ _have the app[opLiat val ue iqdicating
the 15 WO aseoBoeyittpeerteiderminging ¢onditions, such as releasing the packet fragments 1

all packet fragments are not collected within a predefined time period.
The operations of systems 100, 200 and 300, and modules 400, 402, 404, 406 and
408, may be further described using the following example. Assume source node 102 is
15  sending a packet to a destination node that is part of LAN 112, such as node 114, via
intermediate node 202. Intermediate node 202 receives the packet and implements packet
fragmentation to reduce latency times through network 106.
Packet fragmentation is performed in accordance with the IP Specification. The
packet is broken up into packet fragments, with the first packet fragment having packet
20 header with a port number representing the destination address for the packet. The
remaining packet fragments include a packet fragment header that includes a packet
identifier of 22, a more bit with 1 indicating more bits to follow, and offset values
representing the position of the data carried by the packet fragment in the original packet.
The packet fragments are sent to LAN 112 via router 110. Router 110 performs

25  NAT in accordance with the NAT Specification. Router 110 includes a packet
i6



| ast byte (i.e., eight bits) position of the original 1500 bytes. The
collected offset values nay be evaluated to determ ne whether all the

posi ti onswbams/osdie7 ori gi nal packet are represented by the etCrasvz/sghues of
the stored packet fragnments. Term nating conditions nay be set to prevent
the additional storage or collection of 5 packet fragnents due to resource

i mitati onsgadnint@isa Hahgser SIFMIRPE as IV 4007800l dhehodak 40Q of PR 400mber of
packet fragnments that nmay be collected according to nmenory or processing

limitati onspecdif&ife flNetHagReh® frdmlihtdiiedlat Hoak 200 ECAllectidnheduld 40agmnt s t hat

have existed for a certain period of time without collection of all its
peers. In opgrRRREMAL A8 Aishhtitd ndOMER the PackbiTRacReAIEICR RS RuMving theer M nat i ng
condition nay be detected prior to receiving all to of the packet

fragments f %[c%cﬁt 10RGKEm 1Pk EhiRRS of BriBEOGR e bRt %&%ﬁ%ﬁin%é‘

accor dance certain termnating conditions, such as releasing t

packet fr ag{ﬁ? %c?kejc ifdentfjf_b{eh_f]ﬁcgg b hnd JEREMBNeSoath ﬂﬁket%%gln@ﬁ‘tt ediibRi N a

pr edef i ned per1 od operations of systens 200 and 300, and

modul es 400m0§1§% gof&g% ardd Qlatg%rg 8 gﬁlg%{% gf;_%lfg]&s\fvﬂﬁ LR ggﬂﬁﬁéﬁ}és}eﬁ%g’lﬁé ng the

foll owi ng exa unme s 15's a packet to a

i or modi ot BeRaqwegBbs o ARl kMot hEng SR AR RAS AR, HhEpucae

i npl enents packet fr tation to.reduce | ne i t wor k
106, Packet Py 56 ramesf Paror Suisale bR Ren Bl el el o
Speci fication, The acket is broken i nt 0. pagket fragnent with the
first packefaSEGRHA pr%gq}fqggagggggmen%%owe%a&gg § feye V?Qﬁﬁm@ager
representing the destination addre faor the. packet. The rennini acket
fragment'§ i |f%alapba@&@falm¢gaag%ﬁ§ Rt et Famena il 9gee TBORAY Rbghirdd
identifier of 22, a nore bit with 1 indicating nore bits to foll ow, and
of fset val uemopeghysenYintgnal fehpgus for mainkming lasigalor Pipsicrl RRuesPt Pikehacket
fragment in the original packet. The packet fragnents are sent to LAN 112
via router fragmenRofor epackeonpeherusedhend siif faljarithip thgseenc @i hednvention. the NAT
Speci fication. Router 110 includes a packet

portion of this information may be passed to verification module 404.

Verification module 404 may use the offset values and the packet length received
15 from collection module 402 to verify whether all the packet fragments for a particular
packet have been received. Each offset value may represent a position from the starting
position to the ending position of the original packet. The ending position may be
represented by, for example, the packet length. Verification module 404 may, for
example, maintain a verification table indexed by position segments, and fill in the table as
20  the packet fragments are collected by collection module 402. For example, the position
segments may be represented in bytes divided by eight (8). Once all the table entries are
filled, verification module 404 may send a message to translation module 406 to begin the
NAT process. A timer may be used to determine whether empty table entries exist prior to
timer expiration. If such a condition occurs, verification module 404 may send a message

25 to communication module 408 to release all queued packet fragments for use by system or
17 ‘



16 WO 03/039107 PCT/ US02/ 34711 fragnentati on manager (PFM such as PFM
400. Col | ection nodul e 402 of PFM 400 receives the packet fragnents from
i nt er mediwDe3nsde7 202. Col | ection nodul e 402 may perf or mPEDMES02/34711

adm ni strative functions on the packet fragnent, such as retrieving the
packet length fromthe first packet fragnent of a series of packet

fragments, @dorkeFel &P, fhe Glwed padket fragahents infaiy de pravessed sing thewbrobl set
val ue for each packet fragnent. Collection nodule 402 may al so nmanage a

plurality ofss BBasswhblh peAehirpuRURISLPOESER defiged hiethe FaSietfichicangment s f or
a particul ar packet as identified by the packet identifier. The queue may

be nmanaged by, f@in@X@ARl0ulcR86 by tRBivEthe FBMHRIaYoN me@a@mﬂmmﬂwﬂ@ﬂ manner,
with each section representing packet fragnments for a packet. The queue

may al S0 bey,FRNAMES anld®eB¥ thed IOAT Eﬁféé@' @he NBITPrétett 8) B ilpRkReic asparodf packet
fragments in systen1nenDry or shared nenory. Any conventional technique

for maingai g&ﬂ%@%&g& 464, opmy%&ﬁ'voﬂu%y%ﬁns%tnoﬁmare 406 HBERBhSr 5a9trofaA

packet nmay be used and still fall within the scope of the invention

portion of H]‘ce?li fﬂalg%{ﬁr?ggmﬁﬁ}é 48 mgﬁﬁé%ngl%dﬁ%fo%&%'ffbﬂa fRegatigr 404.

Verification nodu use the offset values and the packet |ength

recei ved 1I?ead%rqg]g§1?slléteeﬁxg ' Hé'incq% fékn%hé‘eggnaglgn Y&drkds ¥nt¥\lg g{e\p rﬁél d}@%tf?ﬁtl&lac ket

fragnents for I cu ave been receive set value

R BB PP T AR B, PO P
cxarbl e, L Beckst oty VA st on. oL 04 e e e
o o BSR4 1,
ARG R Cr R N e M
tiner may bl%telflr?a? ges%gat?o%ta%larrgssr}g cmr?&lrr:lgartloﬁ rrrnpotdyllet4a0§| a% wee?ltag Ia ?nsess%)g(el tsot privor to
collection module 402 to send the start address for the queue of packet fragments to
communication module 408.
15 Communication module 408 may use the new internal destination address and the
queue start address to begin sending the packet fragments to node 114. Conventional
NAT devices would first assemble the packet fragments into the original packet, perform
NAT, and then disassemble the original packet with the new address into packet fragments
for communication to node 114. By way of contrast, communication module 408 may
20  simply modify each packet fragment header with the new destination address and begin
sending the queued packet fragments to node 114.
While certain features of the embodiments of the invention have been illustrated as

described herein, many modifications, substitutions, changes and equivalents will now

occur to those skilled in the art. It is, therefore, to be understood that the appended claims

18



timer expiration. If such a condition occurs, verification nodule 404 may
send a nessage 25 to communi cation nodule 408 to rel ease all queued packet
f ragnent swbos/0sme7 by system or 17 WO 03/ 039107 PCT/ US02/ ETAB02/Bu5tnOr K.
For exanpl e, the queued packet fragnents may be processed using the norm
assenbl y/ di sassenbly packet fragnentation process as defined by the IP
Speci fi cat i g@.intdided 3 @tvieod)] sl mbgifidSionsayd dhasgs uefat hathitethe frucgpititar tireessage
fromverification nodule 404 and begin the NAT process. The NAT process
may be i npl gaBsdigentast Baidvedfon. 5 transl ati on nodul e 406, or nmay be invoked
by translation nodul e 406 from another part of router 110. Translation
nodul e 406 may use translation information fromthe packet header to
translate the original external destination address into a new internal
destination address for use with LAN 112, for exanple. The translation
information may conprise, for exanple, a port nunber that is part of the
packet header sent with the first packet 10 fragnent in a series of packet
fragnents. The new i nternal destination address may be the destination
address for node 114 of LAN 112. Transl ation nodul e 406 may pass the new
internal destination address to communi cation nodul e 408, as well as a
nmessage to collection nodule 402 to send the start address for the queue
of packet fragnents to comrunication nodule 408. 1s Comuni cati on nodul e
408 may use the new internal destination address and the queue start
address to begin sending the packet fragments to node 114. Conventi onal
NAT devices would first assenble the packet fragnents into the original
packet, perform NAT, and then disassenble the original packet with the new
address into packet fragnments for conmmunication to node 114. By way of
contrast, conmunication nodule 408 may 20 sinply nodify each packet
fragnment header wth the new destinati on address and begin sending the
gueued packet fragnments to node 114.

19



VWhile certain features of the enbodi nents of the invention have been
illustrated as described herein, many nodifications, substitutions,
changes awo 0a@sd10al ents will now occur to those skilled iPaTtUse2/a4711 It is,
therefore, to be understood that the appended clains 18 WO 03/ 039107

PCT/ US02/ 34711 are intended to cover all such nodifications and changes as
fall within the true spirit of the enbodinments of the invention. 19 WD

03/ 039107 PCT/ US02/ 34711 dains: 1. A nethod to nanage packet
fragment ati oRihPr address translation, conprising: receiving a plurality
of packet fragnents for a packet having a first address; translating said

first addregs i n thethod @S RBkheBPaHESFagtichOb fof BRRES FhsldNGn SBIPribinpacket
fragnents into said packet; and sending said packet fragnents using said

second address. recividd®pRELiROSt patket fradniBnds forhigdcRitMating 8 fikst adupésat | Ng _
conprises: identifying a packet fragnent having a packet header, with said

packet header hayiiRG As.RPGKEMdledERto f debdnd aHABRMWiBbLQBaskeHKIMBBAIHON and a
packet |ength; 10 determ ning whether all packet fragnents for said packet

have beep receiﬁ%?hﬁﬁ%%k&h?%&ﬂﬁkﬁkéﬂﬁﬁaaion i nformation from said packet

header; and translating said first address into said second address using

said translati Orkenéli éQaricﬁTEz‘ci(&'}ragﬁlentIHﬁng%tich%gor%rjagg ¢ M2, wherein said

transl ation i nformatTon conpri Ses a po er. 4. The method of claim
2, wherein each packet fragnent includes a packet fragnent

2. The method of claim 1, wherein said translating comprises:
identifying a packet fragment having a packet header, with said packet header
having a packet identifier, translation information and a packet length;
10 determining whether all packet fragments for said packet have been received;
retrieving translation information from said packet header; and
translating said first address into said second address using said translation

information.

3. The method of claim 2, wherein said translation information comprises a port

15  number.

4. The method of claim 2, wherein each packet fragment includes a packet fragment
header having said packet identifier, a more bit and an offset value, and said determining
comprises:

storing each packet fragment having said packet identifier and said more bit set to

20  apredetermined value; and

20



header having said packet identifier, a nore bit and an offset value, and
said determning conprises: storing each packet fragnent having said
packet i dwotodosEn7 and said nore bit set to 20 a predetermchaborvad7ue; and
20 WD 03/039107 PCT/ US02/ 34711 determ ning whether all packet fragnents
for said packet have been received using said offset values. 5. The nethod

of claim4, whergidim Rithe all pyeketBaghRRf E6:@atdSackeP R b€ Yebddved38ing
packet fragnment in said packet, and sal d deternining whether all packet

fragments f o saiclyvatmesPacket have been received using said offset values
conprises: collecting said offset values; retrieving said packet |ength;
and determ ni ng whet her all positions for sai d packet are filled by said
coll ected offset values using said packet length. 10 10 6. The net hod of

claim 2, whereiny QEQ@@%%mW @Q%fﬂtea%l tks@%ﬁe@eﬂ?@s%fﬁ?ﬁ pBé’lﬁ‘&{@mald header

havi ng said packet ntifrer nor e and an offset "val ue, and said

det er mi ni ngga%gsalggﬁﬁflp STHRELE RACK RASHRnd LAMILPD phau] Mnial doRagiet

identifier de'1s a va anz 0;

determ n| ng %g?(fe_ lﬂ%b re&%@ﬁ&lq%&?@(ﬁ%{%ﬂe rcorﬁ@ﬁsgs packet have been recei ved

usi ng sai dPOTTsat - valies m'6, wherein each offset
val ue represents for. said packet fragnent in said packet, and

0sitio
sai d determ ni ng @ﬁgtf%esfuda’l?ﬁetvﬁl@ﬁét fragnents for said

retrieving said packet length; and
determining whether all positions for said packet are filled by said collected offset
values using said packet length.
10
10 6. The method of claim 2, wherein each packet fragment includes a packet fragment
header having said packet identifier, a more bit and an offset value, and said determining
comprises:
storing each packet fragment having said packet identifier and said offset value is a
value other than zero; and
15 determining whether all packet fragments for said packet have been received using

said offset values.

7. The method of claim 6, wherein each offset value represents a position for said
packet fragment in said packet, and said determining whether all packet fragments for said
packet have been received using said offset values comprises:

20 collecting said offset values;

retrieving said packet length; and

21



packet have been received using said offset values conprises: 20 collecting
said offset values; retrieving said packet |ength; and 21 WO 03/039107
PCT/ US02/\800Y03910t er mi ni ng whet her all positions are fil lpea/usy2/3&aid
col l ected offset values using said packet |length. 8. The nethod of claim
5, wherein each offset value represents a position in bytes divided by

ei ght for said phtkeinidg slptemill positais drefdlel &y saidcoligc®d ofifbet vate¢shisthgof cl ai m
7, wherein each offset value represents a position in bytes divided by

ei ght for ssdidppheleaigtf.ragnent in said packet. 10. The nethod of claim1l
further conprising: detecting an occurrence of a term nating condition
prior to receiving all of said packet fragnents for said packet; and 10
rel easi ng said packet fragnents in accordance with said detection. 11. A

packet fraggent allicaheth®GIRIim5OwWhHEBiagachERkelak FegeeRit apbsitiod iabyrsdr ess
transl ation, conprising: a collection nodule for collecting and storing a

plurality Oﬁivm%@leEigf)ﬁ%ﬂméaﬁ;kéﬂfag@entﬁ@@d@ﬁacﬁ@cyi ng a first address; 15 a
verification nodule for verifying all packet fragments for said packet have

been regeived; and a translation nodule for retrieving translation
information fromone of said packet fragnents and translating said first

address knt9 a SERORGnAOSHEIS ANhAGinSHHDEARRk I8Nt L RbQH B b9Rs

divided by eight for said packet fragment in said packet.

10.  The method of claim 1, further comprising:
detecting an occurrence of a terminating condition prior to receiving all of said
packet fragments for said packet; and

10 releasing said packet fragments in accordance with said detection.

11. A packet fragmentation manager to manage packet fragmentation for address
translation, comprising:

a collection module for collecting and storing a plurality of packet fragments for a
packet having a first address;

15 a verification module for verifying all packet fragments for said packet have been

received; and

a translation module for retrieving translation information from one of said packet
fragments and translating said first address into a second address using said translation
information.

20
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20 22 WD 03/039107 PCT/US02/ 34711 12. The packet fragnmentati on nmanager of
claim1l, further conprising a comunication nodule for sending said
packet fraQmenssoro said second address. 13. A systemto mamare2pdacket
fragnentation for an address translation device, conprising: 5 a source
node to send packet fragnents for a packet having a first address; and an
i nt er nedi at €.nodEhetpackes Gagnentsimh dhapagek of cléimairénthsr @nprisingas| ate said first
address to a second address without reassenbling said packet fragnents into
sai d packet comrhdnicative nsodsledon sefidieg @iidpatBet filapmedieto sadspednd iaddres. dest i nati on
node having said second address to receive said packet fragnents and
reassenbl e said packet fragnents into said 10 packet. 15. A systemto
manage packet fragnentation for an address translation device, conprising:

a conput er piat f Qrpetad apheshgt packeuTagmepatidelor if AlfaNiraisiaton dsaded pl at form
being further adapted to receive a plurality of packet fragnents for a 15
packet havi pgn@istdgr st address, translate the first address into a second
address without reassenbling said packet fragnents into said packet, and

send sai g packet, §Jua@mRat & ¥fd foket FALMAHRE R B Pad@EiR g 2 fhé-addies; sxst em of
claim15, wherein said platformis further adapted to performsaid

translation by igdentelhydiRgnsieR e tiRMRATDALADE IPirRakiahidiRader, wth
sai d packet 20 header having a packet identifier, translation information

and a pack eﬁ%drgﬁ & DsecHfd £IdsOREbut WASERSTinAdald PRk fhoh EROITRINGRI JallietSal d
packet have been recerved, retrieving translation 23
14.  The system of claim 13, further comprising a destination node having said second
address to receive said packet fragments and reassemble said packet fragments into said

10 packet.

15. A system to manage packet fragmentation for an address translation device,
comprising:
a computer platform adapted to manage packet fragmentation;
said platform being further adapted to receive a plurality of packet fragments for a
15  packet having a first address, translate the first address into a second address without
reassembling said packet fragments into said packet, and send said packet fragments using

said second address.

16.  The system of claim 15, wherein said platform is further adapted to perform said
translation by identifying a packet fragment having a packet header, with said packet
20  header having a packet identifier, translation information and a packet length, determining

whether all packet fragments for said packet have been received, retrieving translation
23



WO 03/ 039107 PCT/ US02/ 34711 information from said packet header, and
translating said first address into said second address using said

transl atiwo omsaormati on. 17. The system of claim 15, wher ecm/csat/sh7pl at f orm
is further adapted to use offset values fromeach packet fragnent to
determ ne whether all packet fragments for said 5 packet have been received
by col | ecti ijorsmiion fbhseil pacdetizsdery atdrttaeslating saidfast kédredsautg tskid feond sai d
packet, and determ ning whether all positions for said packet are filled by
sai d col | eeddzebs afihg edid wadsipgisn idéorngtieai d packet | ength. 18. An article
conprising: a storage nedium 10 said storage nedi umincluding stored
instructions that, when executed by a processor, result in receiving a
plurality of packet fragments for a packet having a first address,

transl ati nglgai dTd systemaddlais $5,iwHetkidsaislaftamasl i sisaduptbdiduise bff@ssenbl i ng
said packet fragnents into said packet, and sending said packet fragnents

using sai d s@caTEbm adddHese: frddnendd dRrmihbhathtd 4l Rclet fredmdnl bBsaidher ei n the
stored instructions, when executed by a processor, further result in said

t ransl at k ngpiked @O bch ¥bdagred bp 88lleeling RUTRAvaRRY, irétfleving Ppeck&lienagader, with
sai d packet header having a packet identifier, translation information and

a packet | engd BackBehiRS dbdiniHin AVARIRE B Bosliti RS &l §hid bhAGIRO hifled B safi@l d packet

have been received, retrieving transiation information from sai d packet

header, and .23 bLatdtI9uSAlsthe2RdiHhdst ress into said second address
using said frgns?gg%ongfnfgrﬁa%igﬁ¥ {S%Q' 03/ 039107 PCT/ US02/ 34711 20.

The article of claim19, wherein the stored instructions, when executed by
a

18.  An article comprising:
a storage medium;

10 said storage medium including stored instructions that, when executed by a
processor, result in receiving a plurality of packet fragments for a packet having a first
address, translating said first address into a second address without reassembling said
packet fragments into said packet, aﬁd sending said packet fragments using said second
address.

15

15 19.  The article of claim 18, wherein the stored instructions, when executed by a
processor, further result in said translating by identifying a packet fragment having a
packet header, with said packet header having a packet identifier, translation information
and a packet length, determining whether all packet fragments for said packet have been
received, retrieving translation information from said packet header, and translating said

20  first address into said second address using said translation information.

24



processor, further result in using offset values fromeach packet fragnent
to determne whether all packet fragnents for said packet have been

recei ved w9 oisob4ierti ng said of fset values, retrieving a patlso2/sengt h for
sai d packet, and determ ning whether all positions for 5 said packet are
filled by said collected of fset val ues using said packet |length. 21. The
article of m. ai Mht&rtickherchim 19 hehesdinthedtoradsihstuctioronshenwheamteebbgaut ed by a
processor, further result in detecting an occurrence of a termnating

condi ti on pgro@ssdrOurthed ¢&sul imgirgl Iffsefvaiias tomaadtejackd fggrmert so dederméi d packet ,
and rel easi ng said packet fragnents in accordance with said detection. 10
25 whether all packet fragments for said packet have been received by collecting said offset

values, retrieving a packet length for said packet, and determining whether all positions for

5  said packet are filled by said collected offset values using said packet length.

21. The article of claim 18, wherein the stored instructions, when executed by a
processor, further result in detecting an occurrence of a terminating condition prior to
receiving all of said packet fragments for said packet, and releasing said packet fragments
in accordance with said detection.

10
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