
SOFTWARE FAULT LOCATION             The present invention relates to fault
location in      software.      -           Fault location and analysis is
an important aspect of      writing software.  It is extremely difficult to
create a      program or system of any complexity which has no faults or  5
errors.   These may not appear when the software is first      run but at
some later time when a particular set of      circumstances arises and an
expected result is not      achieved.  A program might crash or there might
be total      system failure. 10       Clearly, it is important to analyse
what went wrong so      that it can be corrected, and this analysis can be
done in      more than one way.  For instance, fault checking can be
done as a "post mortem" exercise, an operating system being      designed
automatically to copy memory onto disk when the 15  software fails.   The
data stored at the time of failure      then provides a "snap shot" of the
prevailing-circumstances      from which_an attempt can be made to find out
what caused      the failure.  Alternatively, dedicated debugging software
can be written into the main software such that when 20  compiled  after  a
system  failure,  and  run  under  the      debugging software, a faulty
program or piece of software      can be stopped, allowing a problem to be
pinpointed perhaps      at an earlier stage.           In use, there are
disadvantages with each of these 25  types of fault checking system.  With
the post mortem type,      it is only possible to look at a snapshot of
information at      the time the system goes down.  This may not be
sufficient      for  fault analysis.  In taking the alternative approach
and      using specially created debugging software, however, the 30  extra
software can make a major contribution to the size of     a system overall.
It is necessary for the debugger to know 



where the relevant variables are in memory.  This type of
- 2 -         debugger  is  therefore  expensive  in  that  the  program
incorporating it becomes much larger, and there is a big      expense in
memory in having to flag where the variables are      located.  Further,
although the debugger is more flexible  5  in that it is possible to re-run
the program, it still can      only be re-run in one direction.  This is a
significant      limitation particularly in big systems since re-running
whole programs can be unwieldy and time-consuming.           An object of
the present invention is to provide a 10  system or arrangement for fault
location in software which      is not particularly expensive in terms of
memory or      software complexity but which gives more information about
events leading up to a system problem than simply data at      the time of
system failure. 15       According to the present invention, there is
provided      an arrangement  for locating  faults  in  software  which
comprises means for storing multiple values for each of one      or more
data variables during running of said software, and      means for
accessing the values stored thereby for review. 20       Preferably,  said
means for accessing is adapted to      review the values stored in an order
which can be selected      from either a forward or a backward order with
respect      either to their storage locations or to their chronological
occurrence. 25       Hence, an embodiment of the present invention may
create a "history file" during running of software in which      are stored
the values relevant to each of a number of      variables over a period of
time, which values can then be      reviewed, for instance on system
failure, in a forward or 30  backward chronological direction, in the
manner of viewing 



a video-tape.   Preferably,  a search  facility is  also     provided.
-3-              Embodiments  of  the  present  invention  can  be
particularly useful in software which provides flow chart      coding from
a screen. This is a known technique by means      of which a user creates
an end program by selecting a  5   combination  of flow  chart  elements
from  a  screen,      configuring them to provide the end software
function      required.    Known  flow  chart  coding  systems,  that
automatically generate code from graphical symbols selected      and shown
on the screen, provide program execution tracing 10  information
referencing  the  generate  code.   This  is      typically line number in
a textual generate language code.      The process of correlating the
information to the graphical      symbol level is then manual.  Embodiments
of the present      invention can have a major advantage if the program 15
execution tracing information is tied directly with the      graphical
symbols selected and shown on the screen.          A method for fault
location in software according to      an embodiment of the present
invention might comprise the      steps of - 20        1.  -storing
consecutive or sampled values for each of                one or more
variables during running of the                software, in a-memory or
allocated portion of                memory, and;           2.  in the event
of detection of a fault in the 25            running of the software,
displaying said values               for review.          The values may be
displayed sequentially, in a      forwards  or backwards direction with
respect to their      relative storage locations in said memory, or with
respect 



30  to their chronological order of storage in said memory.  In
particularly  advantageous  embodiments  of  the  present     invention,
the  values  are  displayed   on  a  screen     simultaneously with a flow
chart display which had been                                           -4-
generated during a flow chart coding process in which the      relevant
fault occurred, the graphical symbol from the      display which is
relevant to each set of values being      identifiable.   For instance,
said values may be displayed  5  in a "banner" or footnote, together with
the flow chart      display the relevant symbol from the flow chart display
being highlighted.           Where the values are displayed sequentially, a
predetermined interval can be set during which values for 10  each selected
box or graphical symbol are shown, followed      by values for the next box
or graphical symbol.   This      provides a form of "animation" of the
values which makes      the debugger particularly easy to use, and to learn
to use.           A method of flow chart coding incorporating an 15
embodiment of the present invention will now be described,      by way of
example only, with reference to the accompanying      figures, in which:
Figure 1 shows in schematic form a series of      functional steps in
creating a history file from which a 20 debugger facility can be provided;
and          Figure 2 shows a flow chart for controlling a review      of
values stored in a history file in a fault location      exercise.
Referring to Figure 1, in a particular embodiment of 25  flow chart coding
software, two files might normally be     used or generated in a flow chart
coding exercise, these 



being a graphics file 1, representing the contents of the     available
on-screen flow chart boxes, and a commands file     2, the output of the
exercise, ready for execution. These 30  interface via a translator 3.
In accordance with the invention, however, a third     file, a history file
4, is automatically created during     running of software in a flow chart
coding exercise.  The                                           -5-
history file 4 may be created simply by inserting print      statements in
the commands file 2 such that any changed      value for a variable is
automatically stored in the history      file 4 on running of the commands
file 2. This can simply  5  be done by means of the translator 3.  The
history file 4      will then contain a series of values for each variable
which indicate how that variable has changed in time.           In a flow
chart coding embodiment as described, to aid      fault analysis the values
stored need to be related to the 10  position of the relevant variable on
the screen during the      running of software in a flow chart coding
exercise. This      can be done by storing box and chart information with
each      value.  Hence, the contents of the three files 1, 2, 4      might
be of the following types: 15       Graphics file 1;                15 box
task 303, 3                  [let a = 3]                  linked to 16
Commands file 2; 20           -  let a = 3
_print_to_history_file  "  chart 2 box 15 let                ";a;" = 3"
History file 4;                  chart 2 box 15 let 3 = 3 



25       On system failure,  a debugger 5 according to the      present
invention can simply step through the history file      4 in either
direction, in the manner of viewing or      searching a video-tape, such
that events leading up to      system failure can be not only reviewed but
searched in 30   either chronological  direction with respect to events.
There is therefore provided a video style interface between     the
debugger 5 and the history file 4 created during     running of the flow
chart coding program.                                             -6-
Referring to Figure 2, logic for said video style      interface operates
as follows. The history file 4 is read      into memory as a single
dimensional array, or vector, in      which the index is the line number in
the array and the  5   content of each element is a text string.  The
history file      4 can then be read in the manner of a video replay
facility      by setting a line number, reading the current line which
provides box and chart information together with the      relevant values
of the variables, displaying variables from 10  the current line,  and then
simply stepping through the      lines sequentially.           In the flow
chart shown in Figure 2, .the logic steps      involved are as follows. At
"START" 21, the history file      4 is automatically read into memory in a
single dimensional 15  array in a READ step 22, and the debugger brought to
the      first line of the array in a line-setting step 23.  The      logic
then steps through the loop shown, starting with a      position check 24
which is provided so that a review of the      history file 4 will stop
automatically at the end of the 20   file, through READ, DISPLAY and
associated steps 25 through      32, until the end of the history file 4 is
reached. 



Since in this embodiment the history file 4 contains      values for
variables associated with flow chart graphics,      it is very valuable,
even essential, to be able to relate 25   the review  process  to both
chart  and box  references.      Hence, the text string contained in an
element of the      single dimensional array created from the history file
4      will incorporate chart and box information. For instance,      the
text string at line 15 in the array might read "25 let 30   3 = 3", the
reference number for the line of code, "25",     implicitly containing the
information that the variable     appears at chart 2, box 15, in the flow
chart display used     in the flow chart coding  exercise.    In the
debugging                                             -7-         routine
shown in Figure 2, the user who has initiated the      debugging operation
will actually see displayed the flow      chart generated at the time the
variable had the value      shown at line 15 in the array. Further, the
text relevant  5  to the variable is highlighted in a highlighting step 27
and the actual values of the variables are displayed      separately, at
the bottom of the screen.           In the manner of a video-tape control,
the debugger      routine can run through the -history file array in a 10
forwards or backwards direction, at a fixed rate.   This      fixed rate is
set by a WAIT step 29 in the loop. Review in      the forwards or backwards
direction is selected by      providing a global variable "MOTION" which
can be set to be      forwards  or backwards by the user.   Thus,  there is
a 15  direction decision step 30 in the loop which checks the      desired
review direction and increments or decrements the      line number in the
array accordingly.           A search facility can be provided,  this not
being 



shown in Figure 2, simply by setting the "WAIT" period to 20   zero and
substituting for instance a box number for the      "END" constraint in the
loop.           Although as above described the debugging technique is
associated with flow chart coding, the software with which      the
debugger is associated could be of a quite different 25  type, the
principle of using a history file and video type      interface being
clearly more widely applicable.  However,      the use of a debugger
according to an embodiment of the      present invention in the manner
described, with software      generating a graphics or textual display, is
particularly 30  user friendly in presenting both the relevant graphics or
textual display and the values of the variables during     review.  Known
debuggers operate simply at the source code     level.
-8-              That is, a novel feature of the debugger is that
program execution tracing is directly shown at the      graphical symbol
level. This speeds up debugging and cuts      out the human correlation
errors.  5       Other debuggers have either textual user interfaces or
simple graphical interfaces. They are not easy to use for      novices.
A novel feature of the debugger described above is      that the user
interface is based on the video recorder 10  interface, which provides a
simple metaphor. This makes the      use by novices much easier.
Further, other debuggers let you manually step one or      more steps
forward or let you go forward at the full 



machine speed. With known "text browsers" one can manually 15  move
forwards and backwards in a textual trace file.           A novel feature
of the debugger described above      however is an automatic mode to trace
the program execution      path both forwards and backwards. This enables
the user to      set a time (e.g. 2 seconds) for the delay between moving
20   from one symbol to the next or previous-symbol on the      screen
during review.  This "animation" can be stopped and      restarted from the
video type controls.  This "animation"      can be stopped and restarted
from the video type controls.      This makes using the debugger easier and
helps with 25  explaining the execution to others.          The "animation"
feature referred to above can be     provided simply by allowing the period
set by the "WAIT"     step 29 to be selected, instead of being preset.
CLAIMS           A method of fault location in software created by flow
chart coding on a visual display, said method comprising the steps of:
(i) storing multiple values for each of one or more variables, during
running of the flow chart coded software, in a memory; and         (ii) in
the event of a fault occurrence in said running of the flow chart coded
software, displaying said values for review,   said method further
comprising the step of selectively setting a variable to control the
display of said values for review in a forwards or a backwards direction.
2.     A method according to Claim  1 wherein said forwards or backwards 



direction is forwards or backwards with respect to the values' relative
storage locations in said memory.   3.     A method as claimed in claim 1
wherein said forwards or backwards direction is forwards or backwards with
respect to the values' chronological order of storage in said memory.   4.
A method as claimed in any one of claims 1 to 3 which further comprises the
step of:         selecting a point or event during the running of the
software and searching said multiple values to select the value or values
relevant to said point or event for display.   5.     A method as claimed
in any one of the preceding claims which further comprises the steps of:
(iii) storing box and chart identifiers in association with each of said
one or more variables, and
10          (iv) displaying said values together with a relevant chart
during the step of displaying said values for review.   6.     A method as
claimed in any one of the preceding claims which further comprises the step
of:        selecting a display interval so as to display said values for
review at a predetermined rate.   7.     A method as claimed in any one of
the preceding claims wherein said 



storing step comprises the insertion of print statements in a commands file
such that any changed value for a variable is automatically stored in said
memory on running of the commands file.
- 11 -         12.  A method according to any one of claims 8,9,10 or 11,
wherein said software provides flow chart coding by use of a      display.
13.  A  method  according  to  claim  12,  which  further 5   comprises the
steps of:           3) storing box and chart identifiers in association
with each of said one or more variables; and           4) displaying said
values together with a relevant           chart during the step
of-displaying said values for 10       review.      14.  A method according
to any one of claims 8,9,10, 11,12      or 13 which further comprises the
step of selecting a display      interval so as to display said values for
review at a      predetermined rate.    


