METHOD AND APPAEATUS FOR BASE STATI ON

SELF- CONFI GURATI ON [ 0001] FI ELD OF 1 NVENTI ON [ 0002]
wab@spsssent application is related to w rel eSBCT/US2007/026380

conmuni cations. Mre particularly, the present

application is related to self-configuration and

security features of a base station in wreless

comuni cations. [0003] BACKGROUND [ 0004] The 3rd

Generation Partnership Project (3GPP) has initiated

the Long Term Evol ution (LTE) programto bring new

t echnol ogy, new neyweHOTPARD ABEARKEYS new

confi gurati aitsy BASH SAARTORBRIFNOONMIGURWTEGNVI ces to
wi rel ess cellular networks in order to provide

i nproved spectral efficienc nd_f r user
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[ Ge@frity Tdaeured Bd\bazke chitioa dh wirelesse@aupunicatiane. LTE, t he
3GPP Uni versal Mobile Tel ecomruni cati on System (UMIS)

system is shown in Figure 1. The core network 100
cdognshi cates with the UTRARNKGROUYRNBt consists of
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controlled by 30 wi'th explicit _commands over
t trellplapnqtyaks imeyder tgpravidy improyqd ppqctrabefigiepey gnd faster user
i r&fég@@&,that has been previously defined. The
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can uratjions and servi.ce upgrade of Node-Bs. depen
ort0943E RNCYMHlE GhshSements faﬁ*gﬂgvre PY Rgeatfy fBP%’&?HFﬁ‘g’ Yow
efrhfiftenand@LTE sfsBerhd PpartidnlaBNiheiing 06 nebsiosit depliwt st eind

UEHPI}I I\Iode:chpt135 aglnd,_ no %qu#ng nts exi sted for self
c BEPETT6S B T 280 o1 neans of senO
caoddegyur at Tbe UdiAMN arcligédtmedispd odedterléBE, ape B@PPAfniversal
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core network 100 communicates with the UTRAN 110 that consists of multiple
radio network systems (RNS) 120. Each RNS consists of a radio network
controller (RNC) 130 and one or more Node-Bs 135. The configurations and
operations of the deployed Node-Bs 135 are totally contrclled by the RNC 130
with explicit commands over the Iub link 140. Iub 140 is an RNC-to-Node-B
interface that has been previously defined. The configurations and service
upgrade of Node-Bs depend on the RNC and other cell engineering and planning
efforts. Prior to LTE, no connections existed between UTRAN Node-Bs 135 and
no requirements existed for self configuration and optimization. No means of self
configuration and no defined procedures operating among Node-Bs existed.
[0007] In the new LTE network system, as illustrated in Figure 2, the E-
UTRAN architecture has been changed. The former RNC node no longer exists.
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architecture has been changed. The fornmer RNC node no

| onger exists. The evol ved- Node-Bs (eNBs) 200, 205
w@eoBos1s81 he radi o access network functionalitpCcT/ws2007/026380

E- UTRAN 210, are linked directly with the Core Network

(EPC) 220, and are |inked together anong thensel ves.

In the E-UTRAN, the new eNBs 200, 205 assune the RAN

configuration, operation and nmanagenment contr ol

functions as well as the radio interface

cotrei gjotvediNnde-BenteNdise r200i 33 . perfeFphthentidie ageesh neEwerk
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ed e 20 rs_u erforns..s
c oRPF KPP BRr P S RAIRAF Puid b Rhuie e frbbonie
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can#nagamalltiteifb Oarhﬁhelé aeyWdnUABANe eNB readi es
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t he V\erUs ?ﬂkl ts (‘:’Jgger ag%@ar ea. E}}f%%’] SUI\/E/AR [0010]
Tirenfigusation tagispinchidinepneragiopgever ig aﬂowgteract with
PrdechBbhh €S oﬁé&ﬁfloﬁalcmﬁ‘secw‘}ﬁ@ iR VeRRrRASE istdtd Q0 SzaBher
a sel f-confi gurat

1] . Oper.ati o s are
diiBPraRip, foertif: ygé? FN twﬁ B?gc aE?nofﬁ (§OORgFRfion as
CCthéNIK?ﬁJaHﬂEI itelf Ro @ﬁfﬁi\ammm opdrhfibrial gndd@Sfor serving the

{l‘hg tAneV\A depl oyed base station perforns the
Sf‘ﬂ"ibﬁﬂyﬁ POA 0 associate itself with its
nelghborlng operati onal base stations or cells.
Sgﬁwgbty procedures are peghgy to protect the
work fromcertain attacks. 2] BRI EF DESCRI PTI ON
OHOTIE DRATh&ESspOOEB]icatiogus eelatedgo apdyhink priicedpresmover a
ar}:oﬁﬁ(écﬁ ﬁ Q&w%r[ |7 s%%&tﬁﬁé‘ﬂy@héi o'nﬁEur§Y1§1t1 sH&se[ 0014]

gure I's an IllTustration of an eX|st|ng

arlB®il ect uPeetations prerigeesed Jon 3 self- ﬁqnéiaﬁﬁnagpmteﬁore rpad

enBRduRERtioPHith chiEieRRE neichbdihg base stations. A newly deployed base
station performs the self configuration to associate itself with its neighboring

operational base stations or cells. Security procedures are performed to protect

the network from certain attacks.

[0012] BRIEF DESCRIPTION OF THE DRAWINGS

[0013] Figure 1 is a block diagram of an existing wireless communication
system.

(0014] Figure 2 is an illustration of an existing LTE architecture.
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present disclosure. [0016] Figure 4 is a flow diagram

of a second enbodi nent of a nethod of the present
walk@siogzssTe. [0017] Figure 5 is a flow di agr anP@f/Uu82007/026380

third enbodi mrent of a nethod of the present

di scl osure. [0018] Figure 6 shows a known type of

security breach. [0019] Figure 7 is a flow di agram of

a fourth enbodi mrent of a nethod of the present

di scl osure. [0020] DETAI LED DESCRI PTI ON [ 0021] Wen

r dPRIS) ed ¢ Bidvae 8aF ¢ Bpv dagsam e APHEPBRYmeR] ¢f ¢ rBehod of the
tr@&gmallsé]@s@@é ve uni t (WIRU) " i ncludes but is not

I|mtdtoausreU| ment E ile station
10087 o BtETed i ler e ?ﬁu 7 gecgndp%‘a&mm%fl tod pafthgd of
t&hepﬁ@m,dlalopefesonal digital assistant (PDA), a

[ an er..t f Vi C apa f
oDBR Ty Plede Y e RaEab i o B B LR RRS ofpe
hereaht disclotune t er m nol ogy " base station” includes but

| 00 || il hendh PR B0 S bEuBOREOR! €T, an

poi n |nterfaC|ng
dd0919¢ cap&iguee dfis @ﬂewdtagngniosﬁa fougthy exhleosiementvof p oretiegst of

[QQ@é}esélt]Eﬁ%_}F%gr .enbodi nents are described here in the

context o t hey should be construed as exanpl es
and not limted to this particular wreless

t qoduep! ogy. [0023] Figwres Eb BEdeRrILION Me sequences
of events occurring in a selfconfi gurl ng eNB an_eNB

cORFRt ed VEHept HEAfeTTd, toncPRERBRT nhg favginology  “wircless
S &Iratnsﬁﬂweb@w «kig (B NRU) "aRcludey b’i&’ 086t 1dtedWe Y. usdh@uipment
IR Ly 05, SRS DL PEODCSr.
ocxellaplﬁdnagaspefsahiladigmalsdsyxsta{n&)wma]\) Reéoaiputtéergomnany bther type
Fi 09 eir dﬂng% ceaplaléle Bf &%g%t%ﬁﬁgg ng\%zesg nlgvueol}llglegg vﬁ?xe? reE‘érrecf to
3 Oﬁ)reaft“éhehg‘emamlogy Hiage stcatlolp‘rmtloml bu( isRpt imited tocarN @le-B,
g%te%i?eg!.s%ngrgﬁng, fhGelebs BAAL 655, 558 HhbPGpk YPHkES R ing device
capable of operating in a wireless environment,
[0022] Although embodiments are described here in the context of LTE,
they should be construed as examples and not limited to this particular wireless
technology.
[0023] Figures 3-6 depict time sequences of events occurring in a self-
configuring eNB, an eNB connected to (that is, "neighboring") the self-configuring
eNB, and an access gateway. The sequence begins at the top with time
progressing downward. Events at the same horizontal level are occurring
simultaneously.
[0024] Referring now to Figure 3, when the self configuring eNB powers up,
its S1 interface is preferably powered up first (step 305). The general internet
protocol (IP) function or the eNB specific IP address resolution function obtains a
unique IP address for the self configuring eNB over the S1 interface (step 300).
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uni que | P address for the self configuring eNB over

the SI interface (step 300). The self- configuring eNB
woweos/0sisen performthe eNB networ k aut henti cat POTYUS20D1026380

its primary operator's serving access gateway (aGWN

(step 310). [0025] When the self-configuring eNB has

succeeded with its network authentication, it then

powers up and initializes (step 320) with its IP

address, either confi ﬂured or. obtained through the §
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and response ness rgl‘%s as shown in Figure 7 or
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action bl es the net\/\orl%ét .ntai.n cert
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rmation fromthose e respon
c anphka UMGi$ 1m¥tﬂte¢1elr<pmtecavbﬂﬂp@&d€*dcmel ghboring eNB

| i[§62750 € hatdl ﬁ@th%&“%mc adkly QEtﬁfn%ﬁﬁ?es%%%%éx@P& ABRAin
the new eNB and its connected nelg ors and their

acertain et ari erpteol pveR thesdptgrE; U eNBT%"é\‘WSoB’t &i prulti-

O RRh @R AlopSrtitlesvirhafadth €irtg thgirkcel LORRAIRGN B & gather
policies of the X2C i nterface with_ the s |ghbor|%%a&

e Nseurates neighborine, aNEr infoymafies iy pseglyBsothahde

t Gbh@assewibie tNOpre-configured neighboring eNB list so that the eNB can
inform the network/EPC about the new eNB and its connected neighbors and
their actual operating status. Second, the eNB can obtain operational guides
from the network regarding the policies of the X2C interface with the neighboring
LTE eNBs, as the neighboring eNBs may or may not belong to the same network
provider/operator. The eNB may also obtain other important operational

information.



provi der/operator. The eNB nmay al so obtain ot her
i nportant operational information.[0028] The one-way
wopinsosmB7 col | ection by the self-configuring eNBr/ok200t/626380

nei ghbor's non-confidential information does not
i nclude sensitive information retrieval. The
collection of sensitive information by an eNB fromits
nei ghbors occurs at a |ater stage, when the inter-eNB
aut henti cation and security_ key associations have

t dR@#P! pl acdbe Pper ey opHenal C?ll?éﬁ%ht the|setfgenfisupng &0 Hfiits
t heelgqm& $hdd- cohE&éhtﬁ'ﬂ? MoﬁﬁhtEdeaéé\h%aﬁaﬂm Shnsitig uﬁsltmelaﬂiﬂ
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- P%@ﬁﬁﬁ:}lggﬁk'&eﬁ%%%w %&;&g @&uﬁﬂe&%gﬁﬁ%ﬂgkﬁiﬁﬁ in the
c readetdCadtep disclaiederbord. AlBngtivalndhe eNBerilliceyd the Request
I rﬁvgf ﬂf‘el\ﬁ i %ﬁé’lgélﬁ)y X% QQ{(&{ Erﬁottcu’ 1&?1 Y %gl @'ﬂﬁ‘ parameter

uni versal eNB securit 0031] A need

arepronse 20; the SP]ﬁ‘F@é'}glut’lyg a%& oétmmq needad oaprqtylgppmne@ﬁséw
0Nt ECIPRANDRER dRgG4k HSteYs @%Wth&xtlchﬁm aﬂ@éeﬂ@ﬁty

aut hentlcatlon defined herein as the inter-e

g GHOCe 39S PHE At §PCh A oRmi PSR PR gcr%’é?tlal a

agirﬁ%f@d]ﬁeNB%ﬁfd&%@crbﬁlE@L ht@SeNISctRE HIgdrith&Y be used and a
assqci at.i roceq% are di scl osed below for LTE

i ityersals REHPise%on and securi ty key associ ation
bepogBn anw pad fe aatheabitsy, mﬂéghtyd!nﬂgoxlifhlem&lﬁtya)rotectmn on

S on ur | n NB and it

ot FrD s e Bwd e dfente AR BN R Lpry gonnes

i rheeemed\leihaLmtmuNB: atfhentigativoc dud éntegrityhandédyBripledring key
t S uj t ' .

oL SR U 0 Ul g, e

Auditrdesed b%ltJW &or IR inben-e¥B buthentication and sedyeitybefeassesiation

C%%éﬂn Y hdi e RNES, in%Mﬁkngpl?eft@Q&t@EelficoBB&&h&g PRBI its

not uarantee t e sane | evel
abﬁlf?éﬁf ri%nlwd opqegsqalmhéweﬂﬁ%m s ar e d| scl osed,

ongost)i | | ZiNage tHae thidedrlaN A Buthentication procedure in the eNB self
configuration is required to ascertain the authenticity of the eNB pair at the node

level. Authentication performed below without the node level control and the
node level parameter’s participation would not guarantee the same level of eNB
authenticity.

[0033] Two embodiments are disclosed, one utilizing the underlying
Internet Protocol Security (IPsec) with improvements and one for direct
interactions at eNB level with underlying IPsec in “Manual” mode.

[0034] The first embodiment utilizes the underlying Internet Protocol

Security eNB-to-eNB communication for LTE and is structured around the
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Internet Protocol Security (IPsec) with inprovenents
and one for direct interactions at eNB |level wth
war@sngsssng | Psec in "Manual " node. [0034] TheP€T/1S1007/026380

enbodi ment utilizes the underlying Internet Protocol
Security eNB-to-eNB communi cation for LTE and is
structured around thestandard TCP/ I P protocol suite.

An under st andi ng of existing internet protocol

security and its potential weaknesses is helpful for

apparderaTEBAP protedebsuitey Ap tupderstanding of gpistdngriparnetaygtocol
t hgnefthid fis forestidl RehPibstdied Babtuf Bk b madi&&’ééde oIk &F

TCP/ | P _protocol, donain protection of | P header
i hhisrembodigent.and Sherptere %éeﬁ"{‘}%@ erqof ©UpW$-n preventi ng

t hgoﬁpl ﬁaiwf'lﬂhﬁ arlckﬂp\mtsdal H&ﬁ&hhtpﬁc}t_ébtﬁﬂ _dflmadﬂﬁﬁﬁﬁﬂl?f@wn
an | C of t.en ea to sessio 1] aCKl n t. I .
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emaafe)sedpwmg Gand ®Rich affteh Nbsd BtefsesEibgiKi_%kthgNEaekk layer

oLl SRR RS S L R
t fEr&mmntxg Toskitarces(IHEF estantaedized gro@asbsseldﬂddetmd:rfeg@col

pr. oAl | Y.
SRR A0t B e
basssurse casidpesn eprotectién, | BSamndetery\foth dAB¢ce arhi conﬁdentlahty

Prots6dki Genfidentiality Protection, and Security
As(sggﬁgtoﬁgﬁn The authentication and confidential| ty

priBd36tt i on Thetrasbasiesompenanpgnf ERfasaseiythentication F@FP&’F‘OH’

fihdedttlit) Prth’ctﬁﬁCK@d secTHﬁy fﬂsgdcﬁtmr'r@élm%ﬁﬂl&%h QAd
whi ch_is mandat ory in

% enti cat i Ofn
Hegpfidentialify protecticn rﬁ%f%lramssﬁéae m@a@g{e afdditiopg) filds in
t Eﬁe ankaa?I €he rf]iIiﬂlfSr afutﬁéxﬁlcaﬁm ,aHiéh Té&idnﬂuﬁ)rﬁiiﬂff’se& @sthe
that.s C r.aphi gorit

- RinBRako Hetter TP PGE Rov B Rt ehetey; SurTRE R 1
hashderg Thixf field e:dnﬁahlsa@aﬁd‘me shbfielgs t}i@t sphéfykthéadrpptographic
(1 0034l .Lhe confldentlall |.C
{ eaRekittn 8P udkliCa SR AUl Kl bloveied flud Rl
t Heskng agferrkatd mhswﬂmwlﬁeﬂyl"e@e (IB3P). It contains

Syfhd-p! ds g4, &xﬁ‘it'rdexﬁ1 an‘élj'ﬁe \%ﬁicﬁ'f&ﬁ;ws‘%ﬂe Qﬂith@nt%h% Beld, is

encryption a gor| m suc

Bloplipradlandas saliadethe @mamé&tngu‘ﬁﬁcwryd%xl@%i @ﬁé’ﬁ ylptce@ams

Payheads datiar thd: eaHbtiodloda Calud bRirPgkich mg@nhm such as
t0| nteg I}‘%)r rotect the encrypted data. The hash

SO WF s SHEERR RgRhE FuBRelf e cprrapted

e k)R8 B&ka, and a subfield containing a hash to integrity protect the encrypted
data. The hash employed for ESP protects the integrity of just the encrypted
data, whereas the AH hash protects the entire IP packet which, as indicated for
IPSec, always includes the AH field and sometimes the ESP field.

[0038] To determine whether authentication and confidentiality, as
opposed to just authentication, is used, a security association (SA) is set up in
IPSec. The SA consists of three parts: a specification of the security algorithms

and other parameters, the IP destination address, and an identifier for AH or
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data, whereas the AH hash protects the entire IP
packet which, as indicated for |PSec, always includes
wo b@sAs2sBT el d and sonetines the ESP field. [00B&81/UIm07/026380
det ermi ne whet her aut hentication and confidentiality,
as opposed to just authentication, is used, a security
association (SA) is set up in IPSec. The SA consists
of three parts: a specification of the security
cgﬁprlthms and ot her paraneters, the | P destination
> The SAidimplernensed fhrough thohterpetdfeydixchapge () Protocol,

I lemratsedibRsough the I nternet Key Exchange (I KE)
Prot ocol, described as follows. 0039] &f or an
Rdfop 1&yaqﬂ.gggused

auPPight i caBelry itaagrentiatichfin
USRUpS$de, dr?ﬁﬁgnapﬁ{c)kﬁ%@ﬂrg@ﬁﬁitxﬁs a{iﬂ)pid ra_lrxﬁétgil%réiaﬁvb ffﬁbe&[é@i)tiated.
p ers e to be negoti at ed. e |, r 0.0c0 .
e HEARECPITEAT) P EVETBRE PEIOCP 0T g eReeE ROt R B =
anged alﬁﬁdaty 6f saenbafos A yinplifisd eie@of e KA @btopdliif deackibed
escribed and related to

f e t oc
tr?é‘\ﬁlﬂgl geélﬁ tl&‘? %r(‘? BB‘&FZ)ﬁ}d "1 0040] The initial
eXetidhges Hbe indidal eaﬂnangmlbe&teen amindtisgor agipongonder establish

e%hﬁ 1n1t§atf ge@&ntlyn 1|a¥1§1$ C’il‘fx%stey ,?&ﬁé& els a«to ?ﬂt o}:hﬁv?be sets of
exchanges consi S 0] uest/response
paptntseswfresaprtsgpaﬂrs Qxfa fopalrof foug sgrages. [ 0041] The first

P3b 41?St ablpi,g h}frﬁt %ELMP%&QJI%H@ CryRtRPLI MSRNE Ade and

per orns a man exchangeé to arrive at a seed
f rRSHOTRAY %ﬂlﬂiwﬁegmapyxmg@f@ TRt isged frgm pkich infegrity and

d %hﬂcfe%t1aﬁf§&e2§ GRIYErRE. fTHé%@e%nH hairkeYsthaxees één%iéhtéd 26
the first exchange to. authenticate the first set

me8e fgit exchangs tq JuhentiGagrths dirgiaset °fé‘§e§§é$elsr ?W%Pal@@%tm%fr?a
P rveatl ai&:eﬂﬁtcuﬁs;‘aafd ﬁr@hh@w@ﬁ fot Illotr-onA%ild [S2@42] The

o438 1 Tk ieflialon B Bppiteca” SRS wle o g FYIERHG e

(R resppndSRvam szl KN HDRR SA, g%, NR This is
the first Eai r of rressages of the |n|t| al security
associatio Bresneady®ithi nf or mat i on whi ch

prinmargly nprHBRASARNE: State of the communication
between the two entitieS. SA/ and SAs are the security

al Thay is thefirahehipef mpsyesses of the initial security association. HDR contains

header information which primarily maintains the state of the communication
between the two entities. SA; and SAr are the security algorithm and parameter
negotiation mechanisms, where the initiator proposes the set of choices from
which the responder chooses. To process the Diffie-Hellman protocol the values
g; and g} are exchanged to produce the shared secret value g® which serves as
the seed to generate the integrity and confidentiality keys using the prior
negotiated algorithms. The quantity g is a generator of the cyclic group F;* (order
p-1), where p is a very large prime number. The values p and g are publicly
known and all calculations are performed mod p. Lastly, the nonces Nr and N;

are exchanged to prevent replay.



negoti ati on nmechani sns, where the initiator proposes
the set of choices fromwhich the responder chooses.
waeoognersess the Diffie-Hell man protocol the vaPOERESZ07/026380

and gR y are exchanged to produce the shared secret

val ue g which serves as the seed to generate the
integrity and confidentiality keys using the prior

negoti ated al gorithrrs The quantity g is a generator

of the cycllc group * (order p-1), where pis a

vdPYY ar ge B?F??é“qw%ﬁéffmeslsh%es\}%ll ues p and g are

publ i c3.y7 knownHIKY, SKIDE Tettl| AUTRNSAR! &, BBES REIAEEL &Foske
p. Lastly, the nonces NR and N are exchanged to

prevent lelﬂisaA;F [0043] The second pair of nessages is
3. | Ru.: RHDRII; HBIRG) SK{IDQ;ecérkR, SATAUTEARBAZ, .. ..,. oth@tfivdds to
fields to cregf&%%glllld SAs} 4. RI : HDR, SK{ID,

Cert/ , .., other fields to create
c hb(l)43l] SAS} l\/[e@ﬁi@éﬂ thvies aad dsurt dre somantlat mmphﬁéda fromimehdtats

Slsg? lﬁe 1nghﬁ,] %tag é ’ﬁug’ge%gﬂ remprfo tslge(:‘c‘: ; y’li(eg information

0CO Feeona parr
[ rﬂeolvﬂhfnomntl@eﬁnsvembsx‘zarggmetlheasmtatsd atbem;d@le Phidesigaates a

Sts@ct.qu; %Q)Q O tg n%edaq tlgs tsﬁ§wffi‘i %%E ¥acEseyI‘wo secu%'x\'l\g

operat on e arg own | nsi races
s dkes, Sy a k@gtbentswlm (rmwnmptegaty leare) apd Bl _mdericnimtign) anp

o PR AR ke A SRR R0y
i %ﬁg;bhﬁdéngﬁﬂtyc ﬁﬁ%#dﬂ?@lyi af ﬁ'gb )éxchfaﬁﬁéd) ahe I1féi€ihtt;br agfl résﬁﬁxg/ier
e a e (IR r. an respon en | es
A g NP R SRS R oF HERL ol EPL P b
pre@me ﬁntbtyr toahb o) AUTPDcotnbain@tlteern;tegﬁtﬁr kchexknitahied ot &eeh
Lues. f
cOhePn R 5B ity 2 R Rty R mfgRasion apart
| ri‘fam Bﬁt_a o Sﬁpeatd vdrrfmmIH}H m lamlmldiS&tmps t o ver ify AUTH
th di Q94

of nessa es OCCUfS ét ween
i restalbhslmd heteteqne gptmt@e randsresl@@dmelsf %ﬂcu@ubs @qbﬁ@nuen:tmmld

eXGHRRIES o E&etp@&s be&er, uh@iéﬁtm bair bith&sshddl kladbe PRhéradle
nmessages nmay be vulnerab
to a type of the well-known "man-in- the middle attack" in which an attacker can

force each valid entity to use key seeds that it can exploit. The attack described
here compromises the entire communication process between initiator and
responder, where the attacker is able to masquerade as each one.

[0046] A typical man-in-the-middle attack for the initial IKE exchange
between I and R is shown in Figure 6. In steps 1 through 4, A receives g; from 1
and g; from R; moreover A sends gy, its Diffie-Hellman value, to I and R, where
both assume that the other was the originator of that value instead of the real
originator A. Knowing the information that each party has it is easy to show that
A shares the Diffie-Hellman seeds g™ andg™, respectively, with the valid

communicators I and R. A now computes the same encryption (SK_e) and

-8-



to a type of the well-known "man-in-the-m ddl e attack”
in which an attacker can force each valid entity to
was@skesssseeds that it can exploit. The attackPCT/US2007/026380
descri bed here conprom ses the entire conmunication
process between initiator and responder, where the
attacker is able to masquerade as each one. [0046] A
typical man-in-the-mddle attack for the initial |IKE
exchange between | and Ris shown_ in Figure 6. In
stagphenticatignintagrisy ASKe reyesasy! rysiig |g”“aqﬁ)d gireilarlyy with 2
;moreoyer A sends g, its Diffie-Hellmn value, to /
arﬂimﬁg where both assune that the other was the
0 r[b(giﬁ] ator TH£ Sk@@ﬂcn\ﬁﬁ’g M%tdp@ §Eﬁ%Qgﬁ)§ ad KH% ﬁf'&@ét either mte
originator A Know ng the infornmation that each %
hag the repfidgrjality ofhehe mpessaging hgives thife A has spoofed
ctufnhﬁmhhahl)m o?@fﬁg§agng th%rk@%m/aﬁe ah 8 SRRELINE YasqWrhlling
the valid comruni cators and now conput és the sane
erfe Pyt a3 B- Gjae @Pse&ﬁ%i%fmm-?*@aed wWTet hexegifqrpptiomRreyynts
k eue @%ecéloﬁl&‘ tREfiEht tvA kcRd iEed Betlvi¥en'¥ dnld }RM&hJ&nﬁ AYparatus
004é The SK functions in steps 5 through 8 do not
prea%b@ imenfy fﬁéPW?R“é‘&r‘ihﬁﬁy B ofattack amea@meﬂéaelowy of the

rTEtemglh Ng, Adirst®nboliitentisiows ROPIEER ﬁﬁanﬁ@?uwntﬁcﬂbn@eﬁ

chestrating t e_angd success

SRS, (0o i e ol s RARnR SN EE R B gHborlye o, as

prdesibad above@aat howeih Fighur Trpthie @NBp shareni etk distributed

pr otecti f. the first two between J and R
PHE G %g‘wqﬁf)lélrsgfl newn &y }?@({ g%g‘pr eventing this

t yW%f at Wthksuah e nodeslevel bxsohg:sel:mwthe{ D08 pxchhngedtetween |

| i 911%1;”@ :%Ed IRS(r%IBQImr)' c%zl %Ec;tgctz ﬁl o%vnqg ?&H‘ 'gitm&ggffes

e se I 'guring
eMB0and a nei ghboring eNB, as descrlbed above and

F t x
SN0 | EhTu L ey s MR SRR G AND IR oy, o0 b
a Gb{ﬁ!\'B ROO4AQNRBWY t,he§HE 'ilﬂﬁtanPLE é;?N?'{HW [eL)i0Y Bg,qﬁz%’

the initial exchange between | (initiator) and
( r[exmq) nder Theainkads goreéat esthbye defied aloveHon IPsparnéssades

6 5 N
S Do oRnn finefabupesRec g iNiahon Fig HhO)
SAﬁluee lare Medl ddmgepr&%g.tmg b hasiNp3iag tRODRhedtivatisy/isedrity
CQLLesPORd H9rddn9fcdel PG ARONGipoEQlts |FSREpIBSAFIESN
message. Each hash with Ks protects its corresponding IPsec message. If,

following the attack shown in Figure 6, that is, a Man-in-the-middle Attack, the

attacker attempts to send g;' to R or g toI, the hash (MAC) in the corresponding

message will not agree with that computed by the recipient of the message. As a
result, such attempts, or any spoofing attempts, will be detected and defeated.
Figure 7 illustrates this improved IPsec Security Association with respect to the
X2C eNB authentication and key association operations.

[0053] In a second embodiment indicated at step 630 in Figure 7 and



1 and 2, the braces notation denotes that nessage
aut henti cation code (MAC) val ues are added, each

WO e@8®8®8T i Nng a hash using the authenticati on/ PeT/@gzo0t/§26380

key, i.e. the shared secret Ks, of all the conmponents
of , respectively, each nessage. Each hash with K
protects its corresponding | Psec nessage. |If,
following the attack shown in Figure 6, that is, a
Man-in-the-m ddl e Attack, the attacker attenpts t

s é%éal@dtub Figuge 4,ghfeﬁt ?NB PH@GHB%IOP m@nel oex; the X2C. To guard
C qgﬁﬁﬁppd@&rbugnﬁemqmemfehﬂ orrwmeraghpam@ dfButrb@dding eNBs, a

c ut ed by t.he recipie ssa As .a r.esul
o R e e ien S, s P G0 B pAge syre fhapaniet eNB
dﬁtﬁh‘dreﬂat&rﬁdls dedrad edthe Elogej legel7 Thid i 8ppate o thiassumption

E%ro%d Se& Se g tIOH {hlre ecth
DRERATPRENISC 1 DnP S Ry BB Y BRg shovn in
oplégatemhetwe{eﬁ)%aqwdpmu 0§eNlet.h bTﬂE)OdI nment i nd| cated at
30 i ' < di
oNEPSE00 Rl e ity LI by
a@acmslseyﬁ‘éslyi %t@vm?lébkveﬂ@bfﬁa%@imml Gfor ol REE eN&?fﬁB‘riMeg
%B%Lﬂﬂbaﬂ%ne NB§, a2 B-UG mmet&u;éasmsh ol he isif-

di scl osed herein to nmake sure that inter-eN
aronagnringalN Bsrpbiain shasparameters oYe8 theotlechaapel] fromrPheant‘gork

ORRRs ethet ONBYCa@SasNRLE Uhthdddicatehe TRE! TR OK1:4 Gt B8 dizes
are all_ protected endpoints alread as. shown in

Fi Gt tisatioetigrrathoe s aoid"Sp APsEb et uEREEbSlON | TE. [ 0054]
Re[b@w | nlg T8e K10t0nBgdring éNaB Ldds tmﬁ&ew( ddthe Eébl[lﬁ%'hfi:lgorathm
versa ar e secret a.univer S I e, .
‘EratertParedonon catpiphel iseRaling fFeirgeteatial
aut; hanémiead inan ALH-Rey sgrdd] RN phe eeighibering 6P andesed B the
t he | f.co ur eNBs obt ers over
R A SRR P A TPl
n eiN/B)alko slctrentndan edmbérrHBANliE (4003 trhakms thedbalgorithm

dp kg BBl A bRk, A ARGHERE TS Bith HAEE
anadldtthe Réémﬂuiettyanamgmd tolthe pighkeriag ePNB6Y (sthr 410).

criggsupt i al The ?éce§§r%gle‘f£1%or1;@a\m@%'eﬁ 'uEbgth@ @ﬁ&ﬁé@g&sﬂet key K
credentlal Cis transmtted in an Auth-Req si gna 410

t eodre thdpgAnErandgomRmredherassit aritythe H@VH’@F‘ FredeptialB
t qlstf@p abmn«,hlemtelag hﬁnggﬁblfy qpen.éd ¢ {he Qec@Ngd RARND to compute a
se (040 uri e al sel e ran

63 gf& als%}onavﬁ&l usipget %ﬁiy 3%8?1? ?ﬁﬁ%l& Segsend

arbaela Ciﬁyaﬁi adtlaRbdie Bigh£lat400Bo thé Walf-donRtrihg GINERANDRr it to

Boaturighénrelcat(é: the neighboring eNB(s) (step 450).
{00571 This simplified light-weight inter-eNB authentication avoids the

lengthy computations on the SQN, AK, AMF and MAC in the current UMTS UE
authentication procedure prior to LTE in order to reduce the security
computational load as well as to reduce the signaling message size over X2C.

[0058] Returning to Figure 7, there also may be eNB security key
association 630 over X2C. Given that IPsec will be deployed for LTE X2

-10-



and the RAND are transmtted to the nei ghboring eNB(s)
(step 410). [0056] The receiving nei ghboring eNB(s)
w0 baens/osese7 t he shared secret key K and Fx to deron®es1007/026380

and conpare the result with the universal eNB

credential C (step 430), which it has in nenory. It

al so uses the received RAND to conpute a decrypted

aut henti cati on val ue RES using the Fy function. The

RES is then sent back in an Auth-Resp signal 440 to

t Henlseétlﬁnseﬁwqug&frllpﬁ‘if aapisrelated IKEv2in “Maw?é riepdegrigh LRE

h&gse@&!%(y%yi 2lq8R108e0dith b ?@Z)Lermg ﬁerﬁ:‘rﬂm by irde.
%t W€I inter-eNB aut hentication avoid

$ ﬁsssueeﬁrﬁm qpiranef XA serarisrnd ARysaRr %BTM@ 2R e
c%gmg%ﬁsb&rﬂytK&M&atl on pr ocedur e prior to LTE
order to red e sec ut at i onal
wdpPss ¢ o Foram LEE NE PGl tebe SR e e R sy
[Qﬁaglt;dﬁeiddl‘cﬁ}ﬂﬂgng)&hfIchldoﬂvﬁgZ)qptbh@iil@ mbmeedray ?ﬁ eNB
s y ciati.on oV ven at .
TR Y| sl AR B R Ra it B et pHEetof Mgoritm
ofFal Emeng alldLTE £NBsl| dhe chlgdEhm2Fa mdyMoe g adutremtls eemmloyed

a"f'%ont Irlmlg L{%H Ia ?l-g ﬁlgﬁ‘%rfé toéalﬁgxsaléﬁltﬂh%ﬁétoaﬁggs %“&%pg%wr%]d

orne IS ensures t
fdemlsremfunfonyafacndwbyfl§hbsfedtsh@u1_5rEew ifer ezpmplX2C-key.

66’61'1 ng aFPe g@ IAEGHL) &Xn&abélgém%rsilg%ﬂech%y k&4 (whken

B contro 'security key association (for integrity

p rrmséz,etqhewnémh%bqﬁh gachrity)repyiis of e Fafor ghespeurisn gpr&wgtwns
PraRASRY prdt QL8R hnd blf)ﬁénné) Iﬁoﬁ@é’N B Q€ tHeNHEnRRfaL Ghat is,
securi ty protection al gorliﬂﬂl ﬁ anong b} E‘TE eNBs.
T Biesa e Py OB eplthFF &N S%E%Fﬁ&iy 6 dgft

aligog2) t hm Tﬁuahhassmmesam@setff& L'nzrxmc seewitiogerhtidrsihay be

L LElE SIS0 ) SRR ol L 80

[ Cla6HdntiSetan grocedifresyesuck t ndathe aignaling |exxe}ra$gé “BAITRAN
t ] b h
S elp v, rn!nf,-%r ﬁg P{e\;\@%(f hlil%zs&i.l.gﬁy gt(ajv(r)sst’e %owxﬁoa(f to e?ckileletE eNB may

secur e secur
apptur(aathe@NsB {sefcadiguratioprstige whenthexh® ie mptheplreﬂg)ératlonal
ar{g&g a%%:@ﬁus a%? tota?fgrd%ﬂgs HLI%{“JE%{%OEJEQL ']ﬁcis;, é)b&q@iéﬁﬂ

set of own to a
deﬂNBﬁi@dreaflx)lgW]thEFhﬂf%ftSW% uni versal keyset for

LTboekt Secubhdd, agegeahhgnﬁe,may 12, AP0 aglGde fE0Mtbfigty
serving aGM to the self-confi gburl ngeNB after the
ndirgisetion and another for deciphering, may be individually chosen or associated

between any pairs of two eNBs over an X2C interface, at the self configuration
stage, association stage, or at a later operating stage for re-association. In the
association stage, only a key index needs to be mutually determined to enable the
use of an agreed single security key. This approach benefits the increased
security threshold by not sending the root values of the security keys in the
message exchange, as in the prior art, reducing computational load by directly
deriving the security keys and reducing signaling size in the key agreement

message exchange.
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aut henti cation procedures, such as at the signaling
exchange "E- UTRAN Par aneter Response” 350. The

WG e@ans2sy7 key set downl oad to each LTE eNB nmayPOL/US200Z026380
the eNB's self configuration stage when the eNB is in
the pre-operational node and thus able to afford the

signaling | Qagk {HeQ&SSaprbémefixéteh] faf tROSAAE iset el theMBaumber
al ready have the key set stored. [0063] Fourth, _the

of S Kievs, ﬂhe;Dlﬁﬁe-H@!/lsnan key Mdexingsmephodimpy beusgd te prutually
I c n

RO B S Bd riSh el EREL BB SO CRLy Pwil be used for

thb\AﬂteeMBd imbegritpprotediomand/datie ciptieridpeopeehtion. This is shown in
conf Lguration stage, association stage, or at a later
‘éﬁé‘i’ at | ng stage for re-association. In the association

[08E80e, O@uYtha tKS e iPAE Xet@RY kel GRSy BYL4ad kot Kithah@iiRegrity
to enabl e thé use of an agreed single security key.

prvmmoappmbahh diphezing. SAltermaitivele s differentiseeyrity key may be

di.n he [Oot, val ues of
el yishogetRHof i R ehetCol Borigtls 55l e iEme e e
ex@hhngd pRocdduge Gephrttaly, Ciﬁaéerie@a& baradldlefdﬂ yhed etheri key. An
the security keys and reducing signaling size n }

he
al@yaggp OphigRtls ﬁ%ggggg ofisehapmber to thg alr 3k@g}:amed key index
'ﬁiﬂ& tﬁ%ﬁ%&u{o% of)%_‘xétfetﬁa i a%gﬁo aﬁf é\tbea NS &&Eﬁlﬁid[ooﬁ 1]. The

y i ndexing metho
ofﬁaet waadbet obtamadill:iyyusmgcm mm@be;'ammkmonly] dexthe by mites, for
t hat, the s

xR R By Puttess [ sebeineurie &RB Ty "

[0OBEY at i Ol Jiftidhsl (8n@ bthies invithth §hi¢ scoe of 1HeGhYenbiot) Ban also be
the derived security key may be used for _both the

rumpezigdieally; eyen é’YlPQShtll?n%lN Bﬁ @re in peeratipnahmoden 59 resslget (re-
aBodhid) ¢he Eécﬁ‘ﬁ? #g%ré THESWilTRIALRE e s éf%'écuﬁ"i‘l‘é'fbemg broken

operati on case one option Is to run the sane
urhhgtlongibastmgmwa‘@eaqmempmjure separately, in series or

IIeI or .the nat eoto '
0BG E g0 armst Tater N AaRarien Fd Sh Tobvart By dlipbSation
btwdex tBodelfReRfif@kfg tel\% Hﬁai wﬁsqlé%{gmhag eNB(§3Rin'bd €ombined

achi eve a new i ndex . The offset can be

togptiher ﬁ@acmy"%%hgnﬁerrﬂm arthénsigation ppdithe fé%@r{tmssomatwn in

o ekl SR Sl B ffontguring

eN)B hpemtidrtshiver X2€ withpespéct tth eonmacéert neighbering aI\EBE. be
[0068] The inter-eNB operations in Figure 7 look like a point to point

operation, but, from the eNB point of view, it is a point to multi-point operation.
Therefore, multicast can be used by the self-configuring eNB if underlying IP
layer supports such operation. But each neighboring eNB must respond to the
self-configuring eNB individually.

[0069] Note that in Figure 7, the X2C handshake 620 is optional, a
described above in reference to Figure 3. Also, the Alt-1 in the inter-eNB
authentication and security key agreement 600 is that described above, where

the first two IPsec_Init_SA message are integrity protected. The rest of the IPsec
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run periodically, even when the eNBs are in
operational node, to reselect (reassociate) the
W@ ewsns2sy7 keys. This will reduce the chances 0PCT/US2007/026380
security being broken under long |asting attack
attenpts. [0067] The inter-eNB authentication and the

sté &drl $henkfy caasied Judldsthe TP ERdIid1ges@s.f - confi guring
B and its nei %hborl ng eNB(s) can be conbi ned

[096@]et her It authentisation orrkeyne gBfaily eth ithe dailuresderision
b bEGA Y deko il BB iR BBniE AL B oA UEENB shall
coabideo plee XrZCansenﬁav&rmxaEd wintlirepertie the netwarknect ed
i ghbor | e . .ot er - eNB operations .in
0780 r e i selivying BATERAN el Ra e arBihe hpined from
thiel HEgHHBrANB B n%;a&&nétb?%xdhfan@ fpeatibh 620: GPS location
mul ti-poi nt operation. Therefore, mnmulticast can

infeymentiop; tthe rsgnbert@ﬁlcelbsu?hmgN Bl\@qramrm& the 991111113(8) service
odeﬁé% %@R&E S()r Qe ?Iﬁ]gw;ellgncﬁjﬁnga%%perﬂgkg%p hblSirement

gﬁoﬁﬂla‘ﬁsd:wihdm.nﬂhﬁﬁhﬁ:ﬂin Nadie pararhetiens ﬂBr the @elY(s) tsiilﬂl aftequency

hra?d ake 62 |sot|orhz| adscrlti)]%abo in !
bared grdhgenier reayeRey> el tsaps width valjg, power contro
m'f&rnﬁftlcﬁi\lga?éﬁrféec@l'cSﬁ&xﬁ&ﬂlﬁHﬁeF&%ﬁ@hﬁh&ﬁ}’l\ﬁM@ £A8 firectional

600 i s that described above, wheré the first two
antpne informatiyn, MBMG SFAaformatipn, agd PHBMScesetrcaindormation;

r est oftheIPecs ep en car s.the
aE S, R ToF B S Rubf A PELEES, ko BReli Los
inforeinges ahaldoﬁamm Sh 1ﬁib€mfa&bhl$haréi18@m8h9 BNB3I. ng based

on _several consecutive failed attenpts, the
[00€2k - confimghedimentg shal | consider the X2C interface

i nval i d andLEARAT i %It GlQnfRLPRidn 037 WirdlB§s base station,

fol I'owi ng E-UTRAN (eNB) paraneters may be obtai ned
colpiging eemdvlgtg)ammchm betveeemt dhe ekatearagatiopenndi enother
Ioc onlnformatlon the nunber of cells the

neé%)?ﬂl}& 8 the cell-1d(s); service operator's

idenfity PLIVN | .eNB asurerrent o
meachr réfﬁlﬁnaﬁotg's dpsiippbidifiRt oG Auteaticating the base
staﬁaﬁmaetha nlefhbobihg@sk (stdtiopuch as frequency band and
center-frequency, cell transmt bandw dth val ue, power

conty ol IMNeOR{BRhoPRs RRSRABJIEMERL 12, CRRBRIN GABNA@¢henticating
configurations, MMO and directi onal antenna

comiiragesat i on, MBMS SFN i nf ormati on, and MBMS resource

I nf or mat ltﬁg base station transmitting a parameter request signal to an
access gateway and receiving a parameter response signal;
encoding a first credential with a key to create a second credential;
generating a random number;
using the random number to generate an encrypted authentication

value.

4. The method as in embodiment 3, further comprising:



and service paraneters for the Cell (s), such as MBMS
i nformati on, LCS information, and comon Si

WO pdos/08m87T on shared anong eNBs. [0072] Enbodi neert/sS207/626380
nmet hod for self-configuration of a wirel ess base
station, conprising enabling interaction between the
base -stati-on and anot her nei ghbori ng base station. 2.
The nethod as in enbodi nent 1, conpri sing
authenticating the base station and the neighboring
base st at i thansiitting @npasitheripation Tawash 4ol itk Reighboring base
wher ei faid}e aut henticating conprises: the base station
transmitting a paraneter request signal to an access
gat eway anfFePi¥dg PRAPtROTRAFIaNEePrnsecirrs the neighhopme base
encodi figtiéh hdvisd a @sceiRed hathenvidabioRvkiay; 4n@ create a

second credential; genergtin random nunber.; usin
he r andonfHRREE DECHEHAPS ag dieraHer Sy bigheation Vilues
autheny i cai 90 RIS il omEBinfIBE 00 ASwh BB IO IB AL or
3, further conpr|3|ng.?ransn1 I'ng an authorization

r equeest sigrml tdvaprives giidrovatiog perdsininsttathegreighbexied hasegfation.
aut hori zati on response fromthe nei ghboring base
stati dh hathageeshesery ypery oharhehembaukiments v febergifthe
C %Pﬁﬁét@% sz?@ns% REFMP AP ARY 2086E YRideskiAUL NAR! AkPbA@Bling

val ues. . he nethod as in enbodi nent 3 or 4, wherein
t HRfopatitet er request signal conprises information

pertaining. ot ei ghboring base. station. 6. .The
et hod” as THE apeifed S50 G bR it B Rh ety me
t hatlpaizatiet esquestspgned eomipyipal 2 cemrpd icsslenigalf ardsthe random
cr%%ﬁ%;ial, a key, and encoding information. 7. The
met hod as in any one of enbodi nents 4-6, wherein the

aut horg zat irfB rfeRAHSS in ShPRRA of CRABRAILREES 47, 384RAbomprising
credential and the random
the first base station:
receiving an IP address from the access gateway;
performing a network authentication with the access gateway,
powering up and initiating an inter-station interface; and

receiving identification information from the neighboring base station.

9. The method as in any one of embodiments 4-8, further comprising:
the base station transmitting and receiving messages compliant with

Internet Protocol security (IPsec) procedures.

10. The method as in any one of embodiments 6-9, wherein the key is a

shared key used by the entire wireless communication system.

11. The method as in any one of embodiments 6-10, wherein the first
credential is a universal credential used across the entire wireless

communication system.

12. The method as in any one of embodiments 9-11, further comprising

setting up a security association (SA) in IPSec.
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nunber. 8. The nmethod as in any one of enbodi nents
4-7, further conprising the first base station:

WO e@ei08358y an | P address fromthe access gat ewagT/US2007/026380
performng a network authentication with the access
gateway; powering up and initiating an inter-station
interface; and receiving identification information
fromthe nei ghboring base st ation. 9. The net hod as in

any one of enbod nts 4- fur her co

base stdati Ghe trF‘%#fg i 4t ?‘F@d‘a‘ﬁ%“ r g‘? rﬁb duges a
C Gp@vificatibn W tthe |sB¢hL&ftﬁ eatl,cFr]o?fth@ca)A IBestlﬁhﬁtyor( h&?ﬁess) and an
pr.ocedures. 10,, The net

CB BTG i 2n e ibheniieb) Hrogse el fr PRbeaS R teewey wrsloae
byESRe entire wirel ess communi cation system 11. The

met hod as in any one of enbodiments 6-10, wherein the
first ed@he mathadof emhedimentstd, whereitetheidl oy BB candping g

”L%ﬁl?gﬁﬁl{){%cé’\ﬂh%%t%éﬁtyc&mm cation system 12. The

as I n any one of enbodinents 9-11, further
conpri g, ng ASﬂthd)cn& i BnPorR@E4thlddim e SOTL, &ﬁdlu&ﬁné gofiprating a

| PSec. 13.. The enbodi nent 12, rein the SA
| o AsBaity g IO P BER oD ARy R PLBEAPEY dheg iy g ton
anrusing «dBshd-Hallman akddtless and an identifier for an

aut henti cati on header (AH) or encapsul ating security

payl oalb. ( E8methddias iff hmy enetofigubodimantirbd dp, fwrthert@mprising the
P d

: n?é\gdrr? PI»JE)%P%' %1‘:%%%119 %{n%%&greglsigﬁﬁa n&ll&[rgatllg%flaltea Fase

e rmtdmwmﬂestwfmall base stationgyfog eqrtelr%t@tlwgmathﬁmtp@@on, wherein

SQRUIHLY sk&Mnl StaRNt lthqgﬁltes‘e?g Iﬁ% %@%gao&@gc QRfion8 Chitdrt dhe
key for encréptl on usi ng | man al gorithm

1 @ieighfipninghiia %nsmeaﬁvvoslﬁéu@en@%@du rrents 4- 15 further

AR LANER N R I

Chgdgiet bade dtatiornland biasesnsittad i tonhef waighhotiap - isdsatstaton for
a%tll e Ellcac.:t%gl ’ﬁré’m)ase statlon

18. The method of embodiment 17, further comprising the neighboring

base station decoding the credential and comparing it with the universal station

credential.

19. A method as in any one of embodiments 4-18, wherein the base
station uses a multicast signal to communicate with the neighboring base

station.

20. A base station configured to perform a method as in any one of

embodiments 1-19.

21. A method for authenticating communications between a first
wireless base station and a neighboring base station, comprising:
receiving a plurality of keys from an access gateway;

selecting a first one of the plurality of keys;
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the first station obtains paranmeters from nei ghboring
stations after the neighboring stations are network
wa@oiokmesasstat ed. 17. The nethod of enbodi nent 1BCT/US2007/026380
wherein the credential is encrypted by the base
station and transmtted to the nei ghboring base
station for authenticating the first base station. 18.
The net hod of enbodi ment 17, further conprising the
nei ghbori ng base station decoding the credential and
conpar famputing @i first vahee wiing thedigst ae of therplenalitiesftsess; .
19. A pehdoekiaSthe Hrsd WAl B tRE nQplRSinEBAtSstAickS
wher ei n thenan%ge station uses % Iti,c&it srig%ﬂal to
comuniteseeendidase staRohompbios adistsaydndexdismgrhe S5t value
basq tht adcbvalasf i gured to performa nethod as in any
one of enbodi nents 1-19. 21, net.hod. f or . .
Ut henTFEAR A FeL DA LA PRsRee Tk M eb b inebpos g ine e
bdsg asdoaiation respehsa haeing lforst key ibdexdasddain tha first value and a
cosgpornidiieg.ga:ndr ef:ei ving a plurality of keys froman
access gatéway; selecting a first one of the plurality
of keyemumitipgtad mgecoad faysindealugmgumiargatipe i thetassepeativh
tt}gsp%lngg_ality of keys; transmitting the first value to
t he "ner ghbori ng base station; the second base station

conput b9 A Hasé statib R Yor WAFk2ess YsthMtnichBods] éoddpristdgiie and
t he second val ue; receiving a key assocl atjon,  response

¢ vi.ng |
from tRér %é‘in&FﬂScfPﬁ H@n%tén%?é’ﬁfad’i‘ﬁte’t W@“?Pé)?‘gé‘élstﬁ’c‘?naf‘?cﬁﬁ'?
I QPGS nld 3 ththsmiftingSin deEhorizatiexreqasst tb Hsecbibalse station;
val ue and a second key; and c uti?r}}% a.sei:?nd E%y
i ndex HSPHG Tl NP oFFYET1"EN? PR A HESaSEBUPALIENR He88phuifsBoess
2 Zatdasmdsinatutiorizhtion véspese S®ncihenerond hhseGtstion;
conpr i $) 0 ad AT ARSI kel £0lac BDRMLLLT N9 a paranet er
r eques‘? signhal to access gateway and for

t r ans na rardog ramnben gbmaratoa far@aneretjug 8 radomenwgelesnahdase

statiop ;comparator for comparing a decrypted authentication value with an

encrypted authentication value.

23. The base station of embodiment 22, configured to use the random

number to generate the encrypted authentication value.

24. The base station of embodiments 23 or 24, wherein the

authorization request comprises the encoded credential and the random number.

25. The first base station as in any one of embodiments 22-24, wherein

the authorization response comprises the decrypted authentication value.

26. The second base station as in any one of embodiments 22-25,
further comprising:

a decoder for using the key to decode the encoded credential;

a generator for generating the decrypted authentication value using the

random number; and

-16-



a receiver for receiving a paranmeter response signal
fromthe access gateway and an authorization response
wo casi0s1se7 second base station; an encoder for PSI/N§2087/026380

key to encode a credential; a random nunber gener at or

for generating a random nunber; and a conparator for
conparing a decrypted authentication value with an
encrypted authentication value. 23. The base station

of enbodi ment 22, configured to use the random nunber

to gen?é?"a’tl@r‘t‘tﬁ’éfoé geppasingthe aneeded ¢re@ﬂrat@hw\¢§| tb%creé%ltlal

T se st f errbodl ts 23 or erejn
LU 5t b b S 0an Bh Semenis dcloertirh Sowtrah i B
al’edabb&mahwﬁ@'ﬂrﬁhmﬁeiombﬂﬁtwﬁh&aﬁh featurb as elesdeat taonbeassed

TR ORE e PERBE S Prents of HE cumifingr in various

aubinbimhticst with aithout? 6thel Hfeatassondl blesentst aft thenp@sent

n S . C: L SN0
QBT ORS00 LT s BRoull hdf e TR A0 €
creenipnter @rogramgesfevae,0rr fimewapertengblyngmbddéeddiac yoreeaer-
ayLNiGRld G6ta fL;Q Dotk Gt SlebGidd By Bgédéﬁg[&}: gkﬁé coxﬁﬁlﬂ@r or

conparator for conparing the enc tial wt
t aocesser dianles of gumBiterarepdahlettorage med myrindudgryread only

el RdiRdty, SROVS Ch Q8 nR h&eSleBEMbIEGRAMD, taf}%gi@{@ Oéialcﬁ@ fHeshoky)
particul ar conbi nations, each feature or t atr‘]:gld

b Semicapdustes semgry ﬂ%mesfmaegnaflﬁ@@dlﬁémﬁ%gte
OfrefnBeab® NSk, MBiFhStodptitd] velia, Gnd opEiBRli Hédia Qﬂé’n a¥ CHh-ROM

Wi { hout er fea eI enents of the present
dldé%ls’o%”d]rdégl af‘ﬁ’grsﬁéfﬁig%@?@ Y ow charts provided may be

i m)ﬁ"ﬂhe nt eSuitﬁblélpﬂ:@éﬁ%ﬂs emchpieogy any ofsaxbhiphe; @ gemaral purpose

firmare tangl in a co r}pﬁjterreadag
Processor, a spe ose roce ac nventlo a roc?ssor, gxtal signal
stor age ’me |um ecu a gen parp

C gmyressor (1FP)aa phpa:lets sﬁmlcr@awpetoes opé¢ oTmaTEUhEroprE@asals in
St,QL @&@10%%%8? El)qla l‘:l'ldC%Aé' lie%aéjm%w)%nmmr Xp IBMII S}?emﬁc

random acc.ess: nmenor , a regi ster, cache nmenory
s dptegmatell Cirontsid Farlg Pmammglﬁ SateArrayy (EP%é}Flrasﬁs

| RS ok tRME nﬁbgals@edasn% q&@\@h}o? aQtat& hachine.

neto-opti cal nedia, and optical media such as
Clﬂ?(ﬁ@\/l A processor in association with software may be used to implement

a radio frequency transceiver for use in a wireless transmit receive unit (WTRU),
user equipment (UE), terminal, base station, radio network controller (RNC), or
any host computer. The WTRU may be used in conjunction with modules,
implemented in hardware and/or software, such as a camera, a video camera
module, a videophone, a speakerphone, a vibration device, a speaker, a
microphone, a television transceiver, a hands free headset, a keyboard, a
Bluetooth® module, a frequency modulated (FM) radio unit, a liquid crystal
display (LCD) display unit, an organic light-emitting diode (OLED) display unit,
a digital music player, a media player, a video game player module, an Internet

browser, and/or any wireless local area network (WLAN) module.
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di sks, and digital versatile disks (DVDs). [0074]
Sui tabl e processors include, by way of exanple, a

W@e0ous/8dsspur pose processor, a special purpose PCT/US2007/026380

processor, a conventional processor, a digital signal
processor (DSP), a plurality of m croprocessors, one
or nore m croprocessors in association wth a DSP
core, a controller, a mcrocontroller, Application
Specific Integrated Gircui tGLAIAMS Cs), Field

Progranmmabl e Gate Arrays (FPGAs) circuits, any other
type of integrated circuit (1C, and/or a state
nmakhitrieclajofdd4s] A processor in association with

Solf.t wag eme'lﬁyc% E)% ol'I Sx% i,o}l Oof Ianpa!sg g?ar%}onam rv?igélg sfcroe u&qg#ions,
transceiver tor GEEHR B AWTEIESS tTansmt recel Ve
urebtnp(iARU) , user equi pnent (UE), termi nal, base
station, radiQ. [ ontraller (RNC), or any host
comput er. gﬁjé%%m%ﬁ;?a%ee&%égd in conjunction with
nmodul es, i iphiiegr oolique I addiezsrfor hedase statidrswar e, such
as a Camer gerf@mihs§ QetwRMEL AnERGUAEn; @ Vi deophone, a
speaker phone, a vibration device, a speaker, a

M cr ophonePOYETing WRASIgRT-statinsiaterfaes;, a hands free
headset, ajk@iQAinter-BatBnUShafbMtitlon REEIHR inRrface;
frequency nodul ated (FM radio unit, a liquid crystal
di spl ay ( LEBpsitupg ageqsstfor ngiwg pReteryARd eni t ti ng
di ode ( OLERkeilingphéy otk bhrantdls @nblilingmnSéractilgdyr@th, a dore
medi a Ifltaél%g’ a video gane player nodul e, an Internet
br owser® /or any wireless |ocal area network (W.AN)
nodul e. CLAIMS What is clained is: 1. A nethod for

O%r at Thoen gtfhogopcziﬁcig] Etﬁ%dl rpco{nnri\é\{lnr 2e| €ss

communi catt ons, conpri si ng: pgwerﬁng up the base

stati on; obbtainmgipfamationuboutP nelghhes basestatiorethyopgh the
st at i oRi. Relfcarifletflc@ Network authentication; powering
up an inter-station i'nterface; initiating )

i nt er - st at t@ASBIFHEHR eﬁwam«rrdﬁqwte@nf%ng%h@lnfoa@e!:mn; and
transm tti peiRinge Pefihett:@r iMele¥finke PRI BB R Sost, aBFablin

recei ving network paraneters enabling interacting wt
a cor gnteracting with the neighbor base station.

3. The method of claim 2, wherein the information about the neighbor base
station is at least one of: a base station identifier, a cell identifier, public land

mobile network identifiers, and current operating status.

4. The method of claim 2, wherein obtaining information about the neighbor
base station comprises either a handshake or paired request and response

messages.

5. The method of claim 1, further comprising receiving security parameters

for at least one of:
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network. 2. The nethod of claim11, further conprising:
obt ai ni ng i nformati on about a nei ghbor base station
WO boos/gasst he i nter-station interface; transm tPCTGSHE07/026380
par anet er request containing the information; and
recei ving paraneters in response to the request,
enabling interacting with the nei ghbor base station.
3. The method of claim2, wherein the information

about the aginghfiQitinBashsmitéd £1Y deSeivdd [h@@&ées%ﬁ of : a
base station_identifier, a cell identjfier

| and nobi | REHEPYRE SecHTHE ey $5Tesraent proge ‘?sr"&?ﬁtgﬁlﬁé?affﬁt}?a
st at usintéfacdhe net hod of claim 2, wherein obtaining
i nformati on about the nei ghbor base station conprises
ei ther a handshake or paired request and response
ness s agBlse méthod bizlaimtohetierein the acanrity pdrametees coonpnise aislen
SRS LM O SEGUILI AN BIELELSHLRE Aol iB0S! BNy algorithun,
aut hen |cat|n T ahsm and recel a
ar@dpenﬁwmlﬁgcus@rbwsely key agreement procedures over
the inter-station interface. 6. The nethod of claimb5,
wherein the security parameters conprise at | east one
of7-a uRreseethad ofclaimd PT CORPEIRing 6P HPE eimypenications orand

K &¥om ﬁleﬂﬁgéléﬂahb{n ,3hOQchiREtordgiehing: un| ver sal security
keyset. he nmethod of claim 1 her conpri.sjng

securing cBhtﬁHH’il%aaiqcf?ﬁgeX %?%W&Yf%hﬁm@ﬁ@%agéd §f1%esliﬂeﬂﬁmg
t he sekdseista@iosONPri si ng: obtaining a secret key shared

DY anee oL Bt fe s M Balabd otk 838 S 2his? header

first hﬁﬂdﬁnom rafﬁikméurmy assacihtiosta fﬁ'ﬂﬂ«my géneration value and a
associ fi t ke gener tion a/al ue and a first
nonce xikno ce?ﬁ uSl S Cre e

sy ng e secre ykey, and receiving a
second nessageingongcesi mgssaghasiprsinga bahorid shewaddeader

information, a second security association, a second key generation value

and a second nonce, the hash using the secret key.

8. The method of claim 7, wherein the first and second key generation values
are Diffie-Hellman parameters used to produce a seed for generating at least one

of: integrity keys and confidentiality keys.

9. The method of claim 1 comprising performing direct base station

authentication over the inter-station interface.

10. The method of claim 9, wherein the authentication comprises:
receiving a secret key shared among base stations;
receiving a credential shared among base stations;

receiving a shared plurality of authentication algorithms;
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i nformati on, a second security association, a second

key generation value and a second nonce, the hash
WwWaIgim@stsBe secret key. 8. The nmethod of clai m FCT/US2007/026380

wherein the first and second key generation values are

Diff e-Hell man paraneters used toproduce a seed for

generating at |east one of: integrity keys and

confidentiality keys. 9. The nethod of claiml

conpri si NgeR@Yptaigthd ereddtRE tisiRAGR s6érdf liePand a first algorithm

authentication over the inter-station interface. 10.

The B AP GTuthendicaien algARi®S;, t he aut henticati on
conpri ses: séletiigw f:a@dams&mﬂet ak@gerxhatisglframuingn kaagpted

St oheqtieRBh vaife Reifk BORH rpdialod fong base
aut hent i catnansmatlgg)thetehmyptedpreylpttnat,@he feadomagiehts, ahd the
usi ngn‘%nl;}gg)?g(ﬂu%?&%xti?tggalee;f irst _al gorithmfromthe

aut he Ion orrthns; 'sel ecting a random nunber
and gener atecwmm@ncmtm@myph@dvadut madt i cati on

| !
val ue usi ng?%%%ﬁ{glltg?he&ﬁgg Méﬁcrm@@m&ﬁ ao{g Delyes.

encr ypt ed random nunber,
encrypted authentication val ue; receiving a decrypt ed

autihenfiLALIHA of kil 10 AEereRNiRE Hb&gpﬁeﬂ %u&%w&io%dvﬁm
encr %/ft ed aut hentication val ues. he met hod of

clcalcilates uiiRe ey randamy aumbet é&da"&ltsﬁé‘ﬂ’@l gigerigim ey cthe

| Su€ldn€idhtidnedlgdithg. t he random nunber and a second
algorithmfromthe authentication algorithnms. 12. The

met hod of claim 1, further conprising controlled

saeuriThe keyhais sDelaithi Dnfuirthier | cotnpeisingycoptrolled tseairitpricky
B S

base st at i stagdandidingdn inve-seatonyspdurisn pmh@btide elgppthmgfor all

Wi th 83080800 SGEHIdS K EY o ANthatEATHALALE Rohed Gbul

i ndexed security keys statrions.
key; and

standardizing a set of indexed security keys known to all base

stations.

13. The method of claim 12 further comprising receiving the set of indexed

security keys at the base station following network authentication.

14. The method of claim 13, wherein receiving the set of security keys occurs

during the receiving of network parameters.
15. The method of claim 12 wherein security keys are either individually

chosen or associated with the base station and a neighbor base station by

mutually determining a key index.
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13. The nmethod of claim 12 further conprising
recei ving the set of indexed security keys at the base
wa t@siogasst ol | owi ng networ k aut hentication. 14.Pdhes2007/026380
nmet hod of claim 13, wherein receiving the set of
security keys occurs during the receiving of network
paraneters. 15. The nmethod of claim 12 wherein
security keys are either individually chosen or
asfCi ehechathddof N8iPABEwhbRL Shtadld detBShial204 k*éﬁ&ﬁdex
station by_nutuall¥I eterm ning a key index.16. The
etORpLseY Usings? Hyttie] PERethegst ual |y det ermi ning a key
i ndex conprises using a Diff e-Hellman nmethod. 17. The

mef hod_of cl.ai 2, ri si.ng usi ng.one key for .
oo TRgmBEH SR HT S BTG FOPLAE HeEiprf iperics protection
ci ides diffgrent Bey fohaphaidpgod of claim 17, wherein the
integrity protection key and ci phering key are
obt ai ned by running a single key index exchange
pr Bk edThemsidpd obdaim] 7 wherbmtthe integsity fdrotectitrekeyent cighering
claim 17, wherein the integrity protection key and
ci phering key are obtai ned by a procedure conpri sing:
obargiohtairpddiyaruphingtpesigly &ey inflgk srchangoproeasiure\sappeately for
anghiRgsdorm ng a nodul o operation to obtain the other
key. 2 The nmethod of claim 19, wherein obtaining the
of fset nunber conprises using a nunber known only to

t hep, bagge SbeHoll 6fclaR 72whele GBSt PRI LpBcdtioiby add ciphéiehg
met hod of claim11, further conprising: transmtting a

ré&ﬂest for paraneters related to a nei ghboring base
st &klobtained g ar@o@duid@niphigingar anet ers in response to

the request,, 22. The nethod of claim 21, wherein the
recei ved pSPHTEREPRe %ﬁIEeg?ysr east one of: GPS | ocation

i nf or mat i oaddingannikdieundfer;cadl s operated by the
nei ghborin %erforming a modulo operation to obtain the other key.

20. The method of claim 19, wherein obtaining the offset number comprises

using a number known only to the base station and a neighbor base station.

21. The method of claim 1, further comprising:
transmitting a request for parameters related to a neighboring base
station; and

receiving the parameters in response to the request.

22. The method of claim 21, wherein the received parameters are at least one
of: GPS location information; the number of cells operated by the neighboring
base station; an Id for each of the cells, a service operator’s identity or home

PLMN Id; information on measurement, measurement group, or measurement
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base station; an Id for each of the cells, a service
operator's identity or hone PLMN Id; information on
WOR@SOSBKENt , Neasur enent group, or PCT/US2007/026380
measur enent associ ati on for the nei ghbor base station;
radi o paranmeters for the cells; and service paraneters
for the cells. 23. The nmethod of claim22, wherein the
radio paranmeters are at | east one of: frequency band,
C et Rlatibh FHUGRGLighG6Y bade!sBitR radid Patintbidts e the celpWRH
control i1nfor ngtlimgn, aseline cell comon channel
c SRTIGREAPIAS IonPREFSnd directional ant enna
i nformati on, MBMS SFN i nformati on, and MBMS resource
i nf,or mption 4. . The et hod of cl.aim 22, wherein the
c&Po; CEhe ke P hrve n e i peTa Rt phgye of ledsd b of
i ffeguamdyiband, cx@er-fraduenng telbiransumitl baciwidih vBlue, power control
I _qf JF aticl) ogas%ﬁg{ c%ﬁc%ggcﬂ%gﬂgﬁ{gup&% s,sﬂlfﬁd) gﬂ&dir&gbnﬁ
Wi rel'ess base station conprising:” a recelver
c amtdnga irderntationbMBMS SFN mfaquatipk and YRS réspwme infoomation.
network; a processor configured to performa network
aut hentication, power up an inter-station interface,
artd- i nThe method oficlaim O gy heyeindhaverviesmiayamstens asatleashane of:
| NIBAIS 34 rm &, BCS (A8 eltoh Sind €ORnb Y ST B rinQtiéd HASH dnddg
request for network paraneters; the receiver further
c deigher Rage tigtiPRtei ve network paraneters enabling
interacting with the core network. 26. The base
S:?%ti on of cl F\i m 25, wherein the processor is
cdRf i guraEless PasgstalionicARPINPST nat i on about a nei ghbor
base st ati arredelired depfiguh@l tondkedinsd ahiqas IP ndéréatem 4 bee
transm ttter is configured for transmtting a paraneter
request 8t ai ning the information; and the receiver
i s confi gua@ethcéssor wefigired hopepfonamptety gk @ntiizhiicagion, power
i nter ' | ; [ gh . : ' .
pase. ookt Sl GO AL AR il Slncndfifiacion
conf i gtveethefinterfagey@ndsi ng recei ved security paraneters

for at |eagty QRgnidhr configured to transmit a request for network
parameters;
the receiver further configured to receive network parameters

enabling interacting with the core network.

26. The base station of claim 25, wherein
the processor is configured for obtaining information about a
neighbor base station through the inter-station interface;
the transmitter is configured for transmitting a parameter request
containing the information; and
the receiver is configured for receiving parameters enabling

interacting with the neighbor base station.



aut henticating transmtted and recei ved nessages; and
perform ng security key agreenent procedures over the

WO ni08/08258at i on i nterface. 28. The base st ati onpof/ustoar/me3so
25, wherein the receiver is configured for obtaining a
secret key shared with a nei ghboring base station; the
transmtter is configured for transmtting a first
message conprising a hash of a first header

| Df701 MB{d Bike Ratidd of c1HBE B8, WNer@BSAHel Fobdlbr i8 chhfigiired< Ry
generation val ue and a first nonce, the h ash using the

s dEPeEEsIETpeeisRiper ety PAEERSfer foratdenst pRrdfed f or

receiving auﬁleﬁﬁmmgeﬁas@@mm%adlm AesBafel; arldSi Ng
the secret of a se ond header informati

second secH? BT Fyoar?eeé?le?éB’if?ﬁ"dmk‘évvﬁréﬁ‘é’r”g?ris&%wn
val ue iatgifage.second nonce, the hash using the secret
key. 29. The base station of claim28, wherein the
first and second key generation val ues are

Di28f | eFhdehasersatipapbteie?s wheemint o produce a seed for

generati ngy trel:eqﬁtﬁ'tls goqggglfe[} ?aq{lf g)é sjé8¥t$ k ared with a

confidentiality keys ase tation claim
25, whesighibaringbagecsgatioper i s configured for recei ving a

secret keyushabanffIPNng BasRrsd &l &Qﬁfsm&ﬁx%e L Vg n?essage

credential shared anong base_ stations recei vi ng
shar eccopipgFme; pyhah aliehntti Beaded rnforgatien. haghrst rﬁécunty

Pr oCessRbcidtfont # fifdt by ShetRlonSARIRH a TG st M¥Bcd; ERRRh uding
usi ng the secr et key and a first al gorlthmfromthe

aut hent® SeFetofeYa?Ybri t hns, sel ecting a random nunber,
and gener atherigceﬁfe@m&)hﬁgdramﬁemcmm’ga@eoaﬁd ﬁnﬁsﬁg@do&d»rising

t henti cat I [ he fi
Cr anot bedh $0eBnrsth it pha Secpi Biadtr AT, A Second
encr y pieedrityragsieidtioal a sdéched kgngboaratisnivaiue adch dehend nonce,
encr yptthgtil‘aag Qﬁgiﬂg?&lef’ﬁe val ue; the receiver is

further con 85e|V|ng a decrypted
authentlcatlon val ue; and

29. The base station of claim 28, wherein the first and second key generation
values are Diffie-Hellman parameters used to produce a seed for generating at

least one of: integrity keys and confidentiality keys.

30. The base station of claim 25, wherein
the receiver is configured for receiving a secret key shared among
base stations, receiving a credential shared among base stations, and
receiving a shared plurality of authentication algorithms;
the processor is configured for encrypting the credential using the
secret key and a first algorithm from the authentication algorithms,
selecting a random number, and generating from the random number an

encrypted authentication value using the first algorithm;



the processor is further configured for conparing the

decrypted and encrypted authentication values. 31. The
whams/0815at i on of claim 30, wherein the processPCT/US2007/026380

configured for conparing the decrypted authentication

val ue when that value is cal culated using the random

nunber and a second algorithmfromthe authentication

al gori t hms.

the transmitter is configured for transmitting the encrypted
credential, the random number, and the encrypted authentication value;

the receiver is further configured for receiving a decrypted
authentication value; and

the processor is further configured for comparing the decrypted and

encrypted authentication values.

31. The base station of claim 30, wherein the processor is configured for
comparing the decrypted authentication value when that value is calculated
using the random number and a second algorithm from the authentication

algorithms.
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