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devices. Oten these devices communicate data using different protocols.
For exanple, a renpte that communicates data in a first protocol may desire
to access a host that comruni cates data in a second protocol. A protocol
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PROTOCOL CONVERTER APPARATUS AND METHOD

IECHNICAL FIFLD OF THE INVENTJION

This invention relates in general to communications,

5 and more particularly to a protocol converter apparatus
and method.
BACKGRQUND OF THE INVENTION
A communications system includes a collection of
10 interconnected devices. Often these devices communicate

data using different protocols. For example, a remote
that communicates data in a first protocol wmay desire to
access a host that communicates data in a second
protocol. A protocol converter may be used to allow

is communications between the remote and the host.

As communications systems become larger and more
complex to serve a variety of devices, protocol
converters should adapt to service an ever-increasing
number of communications protocels. Hardware-based

20 protocol converters are difficult to adapt to service new
protocols. Current software-based protocol converters
often suffer from a lack of modular design, an inflexible
and unreliable hardware/software interface, and an
inability to adapt quickly and efficiently to new and

25 changing communications protocols.

: SUMMARY OPF THE INVENTION
In accordance with the present invention, the
disadvantages and problems associated with protocol



protocols. Current software-based protocol converters often suffer froma
| ack of nodul ar design, an inflexible and unreliable hardware/software

interface, and an inability to adapt quickly and efficiently to new and 25
changi ng conmuni cati ons protocols. SUMVARY OF THE | NVENTI ON I n accordance

with the pr kgvention, the disadvantages and probl enpcaaseiisadeed W th
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PCT/ US96/ 19596 2 converters in a connun&cations syst em have been
substantially reduced or elimnated. |In“accordance with one enbodi nent of
t he present invention, a conmunications systemincludes a renote that 5
transmts first data in a first protocol and a host that receives second

data in a secogtnpesteedin A Wckin@llcations system have been

substantially reduced or eliminated.

In accordance with one embodiment of the present
invention, a communications system includes a remote that

5 transmits first data in a first protocol and a host that

receives second data in a second protocol. A protocol
converter coupled to the remote and the host receives
first data from the xemote. The protocol converter
includes a first facility, a utility, and a second

10 facility running as processes on the protocol converter.
The first facility communicates first data to the
utility, the utility translates first data into second
data, and the second facility communicates the second
data to the host.

15 Important technical advantages of the present
invention include a protocol converter with a modular
design to adapt quickly and efficiently to new and
changing communications protocols. This modular design
is provided by software processes called facilities and

20 utilities. A facility provides support for a specific
link layer communications protoccl, whereas a utility
provides translation between higher level protocols. In
a particular embodiment, utilities may be cascaded to
provide layered protocol support.

25 Another important technical advantage includes
managing the communications between facilities and
utilities. In one embodiment, a communications subsystem
maintains a process table having an entry for each
process running on the protococl converter. 1In this

30 manner, functions between utilities and facilities are
isolated, process interfaces are clearly defined and
robust, and the hardware/software interface in the
protocol converter is accurately defined and reliably
maintained. Other important technical advantages of the

35 present invention include a session manager that spawns
facilities and utilities, a logon subsystem, and a



converter coupled to the renote and the host receives first data fromthe
renote. The protocol converter includes a first facility, a utility, and a
second 10 facility running as processes on the protocol converter. The
first facility communicates first data to the utility, the utility
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For a more complete understanding of the present
invention, and for further features and advantages,
reference is now made to the following description taken
in conjunction with the accompanying drawings, in which:

10 FIGURE 1 illustrates a communications system having
a protocol converter;

FIGURE 2 illustrates a simplified block diagram of
the operation of the protocol converter;

FIGURES 3A and 3B are a fiow chart of a method for

15 establishing a communications session using the protocol
converter; and

FIGURE 4 is a flow chart of a method to manage
communications among the processes running on the
protocel converter.

20
DETAILED DESCRIPTION OF THE INVENTION

FIGURE 1 illustrates a communications system 10 that
includes a host 12, a protocol converter 14, and a
plurality of remotes 16, 18, and 20. Host 12 and remotes

25 16, 18, and 20 may operate using different communications
protocols. A protocol is generally any format,
definition, or specification for the communication of
data, whether implemented in software, hardware, or both.
A protocol may include, without limitation, transmission

30 rates, frame formats, blocking formats, text formats,
stop/start indicators, framing and heading indicators,
field definitions, checksum values, carriage return and
line feed (CR/LF) indicators, and any other suitable
information that specifies the content or nature of the

35 transmitted data. In general, protccol converter 14



managi ng the conmuni cati ons between facilities and utilities. In one
enbodi nent, a communi cati ons subsystem mai ntains a process table having an
entry for each process running on the protocol converter. In this 30
manner, functions between utilities and facilities are isolated, process

interfaces woymsgar |y defined and robust, and the har dwargseasys q@ﬁ@
interface in the protocol converter is accurately defined and reliably
mai nt ai ned. &t her inportant technical advantages of the 35 pr esent

i nvention include a session manager that® spawns facilities and utilities, a
| ogon subsystem and a WO 97/ 25665
PCT/ US96/ 19596 3 transl ator subsystem Oher technical advantages are

readily appar er‘&aﬁdblthék icohdni Bat {énsdeddidms! BAat OhL DWW Nbdd dyr es,
descriptions, ajd %x%kggs 16, 18, and 20 to exchange data.
Host 12 comprises a memory 22 and a processor 24
that together operate to store, process, or manipulate
5 data. Memory 22 and processor 24 are coupled to an
interface 26 using bus 28. Interface 26 of host 12
couples to interface 30 of protocol converter 14 using
link 28. Generally, host 12 may be any processing device
coupled to any suitable wireline or wireless link 28 to
10 communicate data with other processing devices. 1In one
particular embodiwment, host 12 comprises a main frame
computer and link 28 communicates data using the IBM 3770
communications protocol.
Remotes 16, 18, and 20 each include a memory 32 and
1s a processor 34 that together operate to store, process,
or manipulate data. Memory 32 and processor 34 of
remotes 16, 18, and 20 are coupled to an interface 36
using bus 38. Interfaces 36 for remotes 16, 18, and 20
couple to interface 40 of protocol converter 14 using
20 links 42, 44, and 46, respectively. Generally, remotes
16, 18, and 20 may be any processing device coupled to
any suitable wireline or wireless link 42, 44, and 46,
respectively, to communicate data with other processing
devices. For example, remotes 16, 18, and 20 may be
25 mainframeg, mini-frames, or personal computers and links
42, 44, and 46, respectively, communicate data using
ASYNC, BISYNC, SDLC/SNA, X.25, TCP/IP, X.400, or any
suitable communications protocol. For example, the ASYNC
family of protocols may include specific implementations,
30 such as XMODEM, YMODEM, ZMODEM, KERMIT, or other
standards of asynchronous data communications.
As described above, protocol converter 14 couples to
host 12 using interface 30 and to remotes 16, 18, and 20
using interface 40. In a particular embodiment,
35 interface 30 comprises IBM host LUA hardware that
implements the IBM communications manager. Interface 30



5 BRI EF DESCRI PTI ON OF THE DRAW NGS For a nore conpl ete understandi ng
of the present invention, and for further features and advantages,
reference is now made to the foll owi ng description taken in conjunction

wi th the accompanyi ng drawi ngs, in which: 10 FIGURE 1 illustrates
a comuni catworRssyst em havi ng a protocol converter; Fl GURECRPAUSIHIGSHT at es a
sinplified block diagramof the operation of the protocol converter;
FIGURES 3A and 3B are a flow chart of a grethod for 15 establishing a
comuni cati ons session using the protocol converter; and FIGURE 4 is a flow
chart of a method to nanage comruni cati ons anong the processes runni ng on
the protocol converter. 20 DETAI LED DESCRI PTI ON OF THE | NVENTI ON FI GURE 1
illustrates a coaymlsatbheo@nyspthem soitable i hatdwaae &hhbssupperes prot ocol

converter 14, aggdkén ring, leased line, or switched line communications
between protocol converter 14 and host 12. In a
particular embodiment, interface 40 comprises one or more
5 real-time interface coprocessors (RTIC) cards that
implement any suitable synchronous, asynchronous, or
other communications protocol between remotes 16, 18, and
20 and protocol converter 14.
Interfaces 30 and 40 are coupled to and interact
10 with processes 50 and subsystems 60 of protocol converter
14. Processes 50 include a session manager 52, a set of
facilities 54, and a set of utilities 56. Subsystems 60
include a logon subsystem 62, a communications subsystem
64, and a translator subsystem 66. Logon subsystem 62 is
15 coupled to a logon database 68 that stores configuration
data and logon definitions for users of protocol
converter 14. Communications subsystem 64 is coupled to
a process table 70 that maintains a list of processes 50
running on protocol converter 14. In a particular
20 embodiment, subsystems 60 are dynamically linked
libraries (DLLs) that are accessed using an application
programmer interface (API).
An important technical advantage of protocol
converter 14 is the use of facilities 54 and utilities 56
25 running as software processes on protocol converter 14.
Protocol converter 14 maintains a set of facilities 54,
each designed to support a specific link layer or line
layer communications protocol, such as ASYNC, BISYNC,
X.25, and others. In a particular embodiment, facilities
30 54 support an ASYNC passthrough protocol that passes data
to utilities 56 with a minimum of alteration. Utilities
56 may then provide much of the protocol conversion of
the raw ASYNC passthrough data in software, which
provides greater flexibility for supporting new
35 protocols. If a link layer protocol is changed or a new
link layer protocol is added, additional facilities 54



plurality of renotes 16, 18, and 20. Host 12 and renotes 25 16, 18, and
20 nmay operate using different communications protocols. A protocol is
generally any format, definition, or specification for the comruni cation of
data, whether inplenmented in software, hardware, or both. A protocol may

I ncl ude, W {ylabsdgs M tati on, transm ssion 30 rates, fr 5$§ﬁ%3%s,

bl ocking formats, text formats, stop/start indicators, fram eadi ng
indicators, field definitions, checksum.values, carriage return and line
feed (CR/LF) indicators, and any ot her 8uitable i nformation that specifies
the content or nature of the 35 transmtted data. In general, protocol
converter 14 WO 97/ 25665
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remotes 16, 18toaggd22d&9t S r%%%é%i%%ality to protocol converter 14.
Protocol converter 14 also maintains a set of
utilities 56 that provide higher level protocols, such as
5 TCP/IP, XMODEM, YMODEM, ZMODEM, and KERMIT, as well as
conversion, tranmslation, formatting, or other interfacing
functions between two facilities 54 in a communications
session. Furthermore, utilities 56 may be written to
provide customized communications sessions associated

10 with individual users, groups of users, or specific
devices in communications system 10. Additional
utilities 56 may be written or existing utilities 56
modified to add functionality to protocol converter 14.

Utilities 56 may also be cascaded to provide layered

15 protocol support. For example, a typical TCP/IP
communications session between remote 16 and protocol
converter 14 may be supported by a single ASYNC facility
and several cascaded or layered utilities. 1In such a
session, the lowest level ASYNC facility receives data

20 from remote 16 and communicates the data to an Internet
protocel (IP) utility. The IP utility then communicates
the data to a transport communication protocol {(TCP)
utility, which in turn communicates the data to the
highest level file transfer protocol {FTP) utility.

25 Similarly, data communicated from protocol converter 14
to remote 16 passes through FTP utility, TCP utility, IP
utility, and ASYNC facility. In this manner, utilities
56 may be arranged in layers to provide a flexible and
powerful protocol conversion function. It should be

30 understood that utility 56 may refer to a single utility
or a collection of cascaded or layered utilities.

Both facilities 54 and utilities 56 operate as
software processes with defined functions and data
interfaces that provide a modular software design that

35 promotes debugging and modification of protocol converter
14. By spawning, linking, and layering facilities 54 and



Host 12 conprises a nenory 22 and a processor 24 that together operate to
store, process, or nmanipulate 5 data. Menory 22 and processor 24 are
coupled to an interface 26 using bus 28. Interface 26 of host 12 couples to
interface 30 of protocol converter 14 using link 28. Generally, host 12 may
be any proceswopseesvi ce coupled to any suitable wireline opcmuseshsses | i nk
28 to 10 comuni cate data with other processing devices. In one
particul ar enbodi ment, host 12 conprises,a nmain frame conputer and |ink 28
conmmuni cates data using the 1BM 3770 conmuni cati ons protocol. Renotes 16,
18, and 20 each include a nmenory 32 and 15 a processor 34 that together
operate to store, process, or manipulate data. Menory 32 and processor 34
of renptes 16, ¥8ilihies(56u sanmigincchanager 52t eard acsd idblysicogsbrectsa

nterfaces 36 [ Garigp!es démmiihontidna0stupbfis £ IgHALRIC cafiyle oy ot 0CO!
converter 14 ushgg 20 i nks 42, 44, and 46, respectively. neral ly,

renotes 16, 18, “and 20 may be any processing device coupled to
- Protocol converter 14 may operate on one or more

5 computers, shown generally as computer 72. Computer 72
maintains and executes the instructions to implement
processes 50 and subsystems 60. Computer 72 may include
an input device 74, such as a keypad, touch screen, or
other device that can accept information. Output device

10 76 conveys information associated with the operation of
protocol converter 14, including digital or analog data,
visual information, or audio information. Both input
device 74 and output device 76 may include fixed or
removable storage media, such as a magnetic computer

15 disk, CD-ROM, or other suitable media to both receive
output from and provide input to protocol converter i4.
Processor 78 and its associated volatile or non-volatile
memory execute instructions and manipulate information in
accordance with the operation of protocol converter 14.

20 In operation, protocol converter 14 establishes a
communications session between two or more devices using
different communications protocol. 1In one example,
remote 16 may desire to communicate with host 12. Remote
16 communicates data at a first protocol to interface 40

25 of protocol converter 14 using link 42. Interface 40
then passes this data to selected facilities 54 and
utilities 56 to accomplish conversion of the data to a
second protocol. The data in the second protocol is then
passed to interface 30, which in turn passes the data in

30 the second protocol to host 12 using link 28.

' During communications between remote 16 and host 12,
session manager 52 spawns processes 50, including
selected facilities 54 and utilities 56. Communications
subsystem 64 maintains a list of spawned processes 50 in

35 process table 70 to manage communications among processes
50. Logon subsystem 62 receives logon information from



any suitable wireline or wireless |ink 42, 44, and 46, respectively, to
communi cate data with ot her processing devices. For exanple, renotes 16,

18, and 20 nay be 25 mai nfranes, mni-franes, or personal conputers and
| inks 42, 44, and 46, respectively, comruni cate data using ASYNC, BI SYNC,
SDLC/ SNA, Xyaomasdést/ | P, X 400, or any suitabl e communi catp®pgseghsdhpcol . For
exanpl e, the ASYNC fam |y of protocols may include specific

i mpl ement ati ons, 30 such as XMODEM YMODEM ZMODEM KERM T, or ot her
standards of asynchronous data comuni dations. As described above, pr ot ocol
converter 14 couples to host 12 using interface 30 and to renotes 16, 18,
and 20 using interface 40. In a particular enbodi nent, 35 I nterface 30

conpri ses | BM hondtd Wk haialweteshbs! conPlgifitiion @athBYhaopsysn cat i ons
g%??%ggg,Hggggégffhf¥£°ns %9%%75839 qdatabase 68. This information may
be used to select and/or configure processes 50 that
establish the communications session between remote 16
5 and host 12. The translator subsystem 66 may be utilized
by processes 50 to perform data conversions.
FPIGURE 2 illustrates a simplified block diagram of
the operation of protocol converter 14 to establish a
communications session between remote 16 and host 12.

10 This communications session utilizes processes 50 and
subsystems 60. Although FIGURE 2 describes the
communications session as originating from remote 16 and
terminating at host 12, it should be understood that the
present invention contemplates unidirectional or

15 bidirectional communications originated from any
processing device in communications system 10 and
terminating at any other processing device.

Data in a first protocol from remote 16 is received
at interface 40 of protocol converter 14. Interface 40

20 passes the data to facility 100 which supports the link
layer communications protocecl utilized by remote 16.
Facility 100 communicates the content or existence of the
received data to session manager 102 which spawns utility
104. PFacility 100 then communicates data to utility 104.

25 In a particular embodiment, session manager 102 may spawn
an additional utility 106 which couples to utility 104.
Utility 106 communicates data to facility 108 which
supports communication of data in a second link layer
protocol utilized by host 12. Facility 108 then

30 communicates data in the second protocol to interface 30
for delivery to host 12. Utility 104, utility 106, or
both may be comprised of several cascaded or layered

utilities.
In one embodiment, utilities 104 and 106 may be a
35 eingle utility spawned by session manager 102, as

indicated by dashed line 109. If utilities 104 and 106



5 may al so be any other suitable hardware that supports token ring, !eased
line, or switched |ine comrunications between protocol converter 14 and
host 12. In a particular enbodinent, interface 40 conprises one or nore 5
real-time interface coprocessors (RTIC) cards that i npl enment any suitable
synchr onous, wasymséesonous, or ot her conmuni cati ons pr ot ocol pdbsveasssé enot es
16, 18, and 20 and protocol converter 14. Interfaces 30 and 40 are coupl ed
to and interact 10 W th processes 509and subsystens 60 of protocol
converter 14. Processes 50 include a sesSion nanager 52, a set of
facilities 54, and a set of utilities 56. Subsystens 60 include a | ogon
subsystem 62, a communi cati ons subsystem 64, and a transl ator subsystem 66.
Logon subsyst em#2 isephrate utbliptisk tsp&iuiedgbly gababes enditaddiatiost, or es

S | converter
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nalntalns a list qﬁf;ﬁt d00.incy 1rst protocol into raw data for
delivery to utility 106. Raw data may be any suitable

5 generic representation of data that is communicated
between utilities. This raw data may be coupled to other
utilities 110 for translation and delivery to other
devices. 1In addition, the output of utility 106 may be
coupled to other facilities 112 for delivery to interface

10 30, interface 40, or other interface circuitry of
protocol converter 14. For example, one of the other
facilities 112 may couple to a portion of interface 40 to
deliver data in a first protocol from remote 16 to data
in a second protocol to remote 18, remote 20, or both.

15 During the establishment of a communications session
between remote 16 and host 12, communications subsystem
64 generates a process table 70 that includes an entry
for processes 50 running on protocol converter 14.
Processes 50 may be entered into process table 70 as the

20 communications session is established or may already be
entered upon power up or initialization of protocol
converter l4. Each entry in process table 70 includes a
process name 120, a process ID 122, data 124, and a
semaphore 126.

25 For the particular embodiment of FIGURE 2, process
table 70 includes the following entries to support the
communications session between remote 16 and host 12:
facility 100, session manager 102, utility 104, utility
106, and facility 108. Each entry is given a separate

30 identifier 122 that is used in messaging between
processes 50. For example, a message sent from facility
100 to utility 104 may specify its source process ID 122
as "1* and its destination process ID 122 ag "3v.
Communications subsystem 64 operates to control the

35 messaging between processes 50, as described in more
detail below with reference to FIGURE 4.



runni ng on protocol converter 14. In a particular 20 enbodi nent,
subsystems 60 are dynamcally linked |ibraries (DLLs) that are accessed

usi ng. an application progranmer interface (API). An inportant technical
advant age of protocol converter 14 is the use of facilities 54 and
utilities Spod9nsess "unni ng as software processes on protqgﬁ. &rter 14.
Prot ocol converter 14 maintains a set of facilities 54 ge3|gned to
support a specific link layer or line |ayer comunications protocol, such
as ASYNC, BISYNC, X. 25, and others. Inig parti cul ar enbodi nent, faC|Iit|es

30 54 support an ASYNC passt hrough protocol that passes data to
utilities 56 with a mnimumof alteration. Utilities 56 may then provide
much of the protocologe \ibsyaeff shheoﬁ?\md\& s Eakabdbe dad a,_é n

orting, new
orotocols. 11 oSCREHSIE A eéﬁops%%ﬁé%é’éc%é L o BV PRE AT e
protocol is ad@éﬁa Qnﬁnhqggmaﬂefanitionesfém-usera of protocol
converter 14. For example, logon database 68 may include
5 a logon definition that specifies utility 104 to be
spawned by session manager 102 upon reception of data
from remote 16. Logon database 68 may also include a
second or outgoing logon definition for remote 16 that
specifies utility 106 or other utilities 110 to be
10 spawned by session manager 102 for completing the
communications session. In this manner, logon subsystem
62 can maintain separate incoming and outgoing logon
definitions that are associated with a first
communications link between remote 16 and protocol
15 converter 14 and a second communications link between
protocol converter 14 and host 12. These logon
definitions may be combined to establish a variety of
communications session between devices in communications
system 10. In addition, logon subsystem 62 may retrieve
20 information from logon database 68 to validate a user
name and password provided by remote 16, or to access or
process other account information of remote 16.
Translator subsystem 66 may be accessed by utilities
104, 106, and 110 to provide data translation. For
25 example, utility 104 may desire data to be translated
from ASCII format into an IBM-compatible format, such as
EBCDIC. In addition, translator subsystem 66 may also be
utilized by utilities 104, 106, and 110 to manipulate
records separation, such as carriage return and line feed
30 information, and to provide other formatting of data.
Therefore, translator subsystem 66 comprises a set of
commonly accessible routines that perform a specific
operation on data.
FIGURES 3A and 3B are a flow chart of a method for
35 establishing a communications session between remote 16
and host 12. The method begins at step 200 where a first
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witten or existing facilities 54 may be nodified to add additi onal
functionality to protocol converter 14. Protocol converter 14 also
maintains a set of utilities 56 that provide higher level protocols, such
as 5 TCPhidY2588DENM  YMODEM ZMODEM and KERM T, as wel BCTAISO&/0939&! Si on,
translation, formatting, or other interfacing functions between two
facilities 54 in a conmunications sessipp. Furthernore, utilities 56 nmay be
witten to provide custom zed conmuni cations sessions associated 10

Wi th individual users, groups of users, or specific devices in

communi cations system 10. Additional utilities 56 may be witten or

exi sting utilitinkerfacepdpf receivemdiatiufcomorandty 16. prieodatacasvert er

14.- Uilities Sfraftiferred BS £ASAAGRENALH 28005t | S8 9bal5 pipgRr Ot OCO
support.  For %é&ﬁﬁh%y aobygiéﬁﬂséggzlgDmessage to session manager 102
at step 204 indicating that first facility 100 has
5 received data from or otherwise established
communications with remote 16. At this point, session
manager 102 may proceed using two different embodiments,
as indicated collectively by steps 205 or 221.
In one embodiment using steps 205, session manager
10 102 spawns first utility 104 at step 206 in response to
the message received from first facility 100. At step
208, session manager 102 sends a message to first utility
104 with the message source designated as first facility
100. 1In response, first utility 104 sends an
15 acknowledgment to first facility 100 at step 210. In
this manner, session manager 102 utilizes the source
address of the message sent to first utility 104 to
establish communications between first facility 100 and
first utility 104. First utility 104, now coupled with
20 first facility 100, receives logon information from
remote 16 at step 212. At step 214, first utility 104
accesses logon subsystem 62 to validate logon information
received from remote 16. If the logon information is not
validated at step 214, then the communications session is
25 terminated at step 216.

In another embodiment using steps 221, session
manager 102 receives logon information from first
facility 100 at step 220. At step 222, session manager
102 accesses logon subsystem 62 and logon database 68 to

30 validate logon information received from remote 16. If
the logon information is not validated at step 222, then
the communications session is terminated at step 224. If
the logon information is validated at step 222, then
session manager 102 spawns first utility 104 at step 226

3s in response to the logon information. For example, the
logon information received by session manager 102 from



communi cati ons session between renote 16 and protocol converter 14 may be
supported by a single ASYNC facility and several cascaded or |ayered
utilities. In such a session, the lowest level' ASYNC facility receives
data 20 fromrenote 16 and comuni cates the data to an Internet

protocol (hidoiHskds ty. The 1P utility then comunicates tpherfiglsAodef 2
transport comruni cation protocol (TCP) utility, which in turn comuni cates
the data to the highest level file transfer protocol (FTP) utility. 25
Similarly, data conmunicated from proti&ol converter 14 to renpte 16 passes
through FTP utility, TCP utility, IP utility, and ASYNC facility. In this
manner, utilities 56 nay be arranged in layers to provide a flexible and

! B! oL 6y Y 2 skl by RV, 0 B g0 |
| ayered utiliBF&dityolft rhgibeg mutddizgedapn the | cammmnicatipasasessionof t war e
processes W t befieéescfenot tisoandahdstala. i NAErdtage 28)akeBsOyhde a nodul ar
sof tware deSiﬂQnLagf 102 sends a message to first utility 104 with the
5 mesgage source designated as first facility 100. First
utility 104 sends an acknowledgment to first facility 100
at step 230. This acknowledgment of the message received
from session manager 102 establishes communications
between first facility 100 and first utility 104.
10 After spawning first utility 104 using steps 205 or
steps 221, session manager 102 may spawn sSecond utility
106. These steps designated collectively as steps 240
are optional if the communications session between remote
16 and host 12 does not utilize second utility 106. If
15 second utility 106 is utilized in the communications
session, then session manager 102 spawns second utility
in response to logon information at step 242. For
example, logon information received from remote 16 or
retrieved using logon subsystem 62 and logon database 68
20 may specify second utility 106 to be utilized in the
communications session. At step 244, session manager 102
sends a message to second utility 166 with the message
source designated as first utility 104. Second utility
106 sends an acknowledgment to first utility 104 at step
25 246. This acknowledgment of the message received from
session manager 102 establishes communications between
first utility 104 and second utility 106.
Second facility 108 receives data from first utility
104 or second utility 106 at step 248, depending on
30 whether the communications session between remote 16 and
host 12 utilizes second utility 106. Second facility 108
transfers this data to second interface 30 at step 250.
Second interface 30 establishes communications with host
12 at step 252, and the establishment of the
35 communications session between remote 16 and host 12 is
complete.



35 pronot es debuggi ng and nodification of protocol converter 14. By
spawni ng, linking, and |layering facilities 54 and WO 97/ 25665 '

PCT/ US96/ 19596 7 utilities 56, session nmanager 52 can reliably construct a
vari ety of conmunications sessions in protocol converter 14. Protocol
converter l4wwer2eqer ate on one or nore 5 conputers, SIrOWUSIES96l |y as
conputer 72. Conputer 72 maintains and executes the instructions to

i npl ement processes 50 and subsystens 69, Conputer 72 may include an input
device 74, such as a keypad, touch screen, or other device that can accept
i nformation. Qutput device 10 76 conveys information associated with

t he operation of protocol converter 14, including digital or anal og data,
vi sual informati on, RIGUREJ®#OoisNd ofbow | chartBaifh ai mpthod to manage

communications of messages among processes 50 running on
protocol converter 14. In the embodiment of FIGURE 2,
this method manages communications among the following

5 process 50: facility 100, session manager 102, utility
104, utility 106, and facility 108. The method begins at
step 300 where a first process informs communications
subgystem 64 that it has data for a second process. This
data may be a message, instruction, response,

10 acknowledgment, or any other information to be
communicated from the first process to the second
process.

Communicatione subsystem 64 posts data in data field
124 of process table 70 associated with the second
15 process at step 302. Communications subsystem 64 sets
semaphore 126 of process table 70 associated with the
gecond process at step 304. The second process then
detects the setting of its associated semaphore 126 and
receives data stored in its associated data field 124 at
20 step 306.

In one embodiment, the second process may process
the data and generate other data for a third process at
step 308. The second process informs communications
subsystem 64 that it has data for the third process at

25 step 310. Communications subsystem 64 posts data in the
data field 124 of process table 70 associated with the
third process at step 312. Cowmunications subsystem 64
sets semaphore 126 of process table 70 associated with
the third process at step 314. The third process then

30 detects its associated semaphore 126 and receives data
from its associated data field 124 at step 316. In this
manner, communications subsystem 64 utilizing process
table 70 is able to strictly and consistently manage
communications between separate processes 50 running on

35 protocol converter 14.



device 74 and out put device 76 may include fixed or renovabl e storage
medi a, such as a magnetic conputer 15 di sk, CD-ROM or other suitable
media to both receive output fromand provide input to protocol converter
14. Processor 78 and its associated volatile or non-volatile nmenory execute
instructi ogg, Apseed®Ni pul ate information in accordance wi thtrniwepRed at i on of

protocol converter 14. 20 I n operation, protocol converter 14
establ i shes a conmuni cati ons sessi on between two or nore devices using

di fferent communi cations protocol. |m%ne exanple, rempte 16 may desire to
comruni cate with host 12. Renote 16 communi cates data at a first protoco
to interface 40 25 of protocol converter 14 using link 42. Interface
40 then passes thutﬂaﬁ trshé et Havkhtiofhay buth \deddribea 56 to
acconplish co rsion o ata to a sec g fotocol The data in the
second proto@’l i SSVRER Pﬁﬁg dg ViRA¥E8 turn passes the

data in 30 varuhe1ensonﬂl¢§rauxnns,t&rhnsfot@atmnng}Ian@k 28. During
communi cat i OgRghel WEETohS Ty bd siygeeall €8 one skilled in the art,
S and it is intended that the present invention encompass
such changes, variations, alterations, transformations, -
and modifications as fall within the spirit and scope of
the appended claims.



sessi on marﬁmummmumocesses 50, including selected facilities 54
and utiliti i ons subsystem 64 mai nt ai nstg|disdteTal 5 papwed
processes 50" in° 35 process table 70 to nanage co R

processes 50. Logon subsystem 62 receives | ogon infor
97/ 25665 WO 97/25665 PCT/ US96/ 19 petnRserwsest € 16
and accesses configuration data and | ogon definitions fromlogon dat abase
68. This information may be used to selfgt and/ or configure processes 50

t hat establish the comuni cati ons session between renote 16 5 and host
12. The translator subsystem 66 may be utilized by processes 50 to perform
data conversions. FIGQURE 2 illustrates a sinplified block diagram of the

operation of prHHARLAIS CHRAIMEDeISI4 to establish a comruni cations session
bet-ween renote 16 agd hogt oddminications system comprising:

a remote operable to transmit first data in a first
protocol;
5 a host operable to receive second data in a second
protocol; and
a protocol converter coupled to the remote and the
host, the protocol converter operable to receive first
data from the remote, the protocol converter comprising a
10 first facility, a utility, and a second facility running
as processes on the protocol converter, the first
facility operable to communicate first data to the
utility, the utility operable to translate first data
into second data, and the second facility operable to
15 communicate the second data to the host.

2, The communications system of Claim 1, wherein
the utility comprises:
a first utility operable to receive first data from
20 the first facility and to translate first data into raw
data; and |
a second utility operable to receive raw data from
the first utility and to translate raw data into second
data. )
25
3. The communications system of Claim 1, wherein
the protocol converter comprises a logon subsystem
operable to retrieve logon information associated with
the remote.
30
4, The communications system of Claim 1, wherein
the protocol converter comprises a logon subsystem
operable to retrieve logon information associated with
the remote, wherein the logon information specifies the
35 utility.
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m“mwmtﬁﬂllons session utilizes processes 50 and subsystens 60.
Althou i bes the communi cations sessioprag; QREOf RALIgEENTr om
remote 16 &nd“tetmihat’ing at host 12, it should be unbler st 3ﬂ§1hg t he
present invention contenplates unidirectional or 15 bidii.ect
connunlcatgﬂp§7 .gi nated from any processing device in | L ONs
system 10 and term nating at any other processing device. Data in a first
protocol fromrenote 16 is received at interface 40 of protocol converter
14. Interface 40 20 passes the dat¥® t o facility 100 whi ch supports the
link | ayer conmuni cations protocol utilized by renote 16. Facility 100
communi cates the content or existence of the received data to session

manager 102 whi ch_gpawngnd!dduihitltiohChlbtdn 10F ditam GOMpHBLERL eS data
toutility 104, 25 In a Ear I cul ar epbodri ment, sessiQn nmanager 102 may

spawn an addi tPEnBFOEPTP} (SPANRFtAT CAMPELBPR R (CPURMIAFiP02 Utility 106
communi cat es dabaysbeﬁanpérahaeuub wanage soppowt Scatoiionsn iamwhgonhef data in a

second link | By8kesses running on the protocol converter.
5

Lonal
1l et

6. The communications system of Claim 1, wherein
the protocol converter comprises:

a communications subsystem operable to manage
communications among the processes running on the

10 protocel converter; and

a process table coupled to the communications
subgystem, the process table having an entry for each
process running on the protocol converter.

15 7. The communications system of Claim 1, wherein
the protocol converter comprises a session manager
operable to spawn processes running on the protocol
converter.

20

This Sheet Has Been
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utili.ty 106, or botHh be xompri*xsed of several cascaded OF REAYEL::
utilities. In one enbodlnent utilities 104 and 106 na Y single
utility spavwwpdrhssssessi on manager 102, as indi cated by dagboeassdn9s96109. | f
utilities 104 and 106 WD 97/ 25665

PCT/ US96/ 19596 9 are separate utiIitieslgpawned by session manager 102,
then utility 104 may translate data recéived fromfacility 100 in a first
protocol into raw data for delivery to utility 106. Raw data may be any
suitable 5 generic representation of data that is conmuni cated between
utilities. This raw 8at a Anprdtecodupbadetriventfmar communicating data

between a remote and a host, the protocol converter

protocol utilized u ity 108 then 30 conmuni cates data in
t he second protocol m mm , ;m’ for delivery to hodtTHig. SHATH ‘%B&EN

comprising:
a first facility operable to receive first data in a
5 first protocol from the remote;

a utility coupled to the first facility and operable
to receive first data from the first facility, the
utility operable to translate first data into second data
in a second protocol; and

10 a second facility coupled to the utility, the second
facility operable to receive second data from the utility
and to communicate second data to the host.

9. The protocol converter of Claim 8, wherein the
15 first facility, the utility, and the second facility run
as processes on the protocol converter.

10. The protocol converter of Claim 8, wherein the
utility comprises:

20 a first utility operable to receive first data from
the first facility and to translate first data into raw
data; and

a second utility operable to receive raw data from
the first utility and to translate raw data into second
25 data.

11. The protocol converter of Claim 8, further
comprising a logon subsystem operable to retrieve logon
information associated with the remote.

30
12. The protocol converter of Claim 8, further
comprising a logon subsystem operable to retrieve logon
information associated with the remote, wherein the logon
information specifies the utility.
35
Tl



utilities 1
t he out put
delivery to Tnt%rlace

.of protocol
couple to o
fromrenote

bot h. 15

bet ween renpte 16 and host 12,

%@&%k on of interface 40 to deliver data in agdrhisheisssst ot
° or

n and delivery to other devices. In addition,
ﬂ"’m”[mr%’my be coupled to other fagttt+iies—Ltl2far

i nterface 40, or ot gﬁwﬁi"ét?é@é BERNE

converter 14. For exanple one of the other faiiHiACERs 112

i try
may

data in a second protocol to renote 18, renote 20,

During the establishnent of a comuni cations session
comuntat i ons subsystem 64 generates a

process table 70 that includes an entry for processes 50 running on

pr ot ocol
t he 20

upon power

converter

converter

14. Processes 50 may be entered into process table 70 as

comuni £t | g%aébea 'éoﬁééx@%f SES195 m BY ah%gg%y dife entered

up_or 1 nitralization I ot entry in

process t abl eE¥PY fkaqiddsya FPecwEL *EXE&?BQ) the ﬁFGEBst?EF%Eﬁy W a 124,
and a senaphois ftfcesdes on the pfototdle gunvertigrgr thebpdotesdl of FI GURE 2,

Pprocess

5

10

15

converter further comprising a communications subsystem
operable to manage communications among the processes
running on the protocol converter.

14. The protocol converter of Claim 8, wherein the
first facility, the utility, and the second facility run
as processes on the protocol converter, the protocol
converter further comprising:

a communications subsystem operable to manage
communications among the processes running on the
protocol converter; and

a procees table coupled to the communications
subsystem, the process table having an entry for each
process running on the protocol converter.

is Sheet Has Been ﬂilaoed
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table 70 mﬂﬂ“ﬁﬂﬂmm m g entries to support the commni-eations
sessi on bet ’(ﬂ ﬂmrhost 12: facility 100, sessTHib ﬁmiag’er-’ 59@\3
utility 104, datifity 196,5 and facility 108. Each entry i glV@ﬁPW“ﬁKbarat
30 identifier 122 that is used in nessaging between oCESSES 50, FOr
exanpl e, a npeswmgsmesent fromfacility 100 to utility 104 nRETABIEHNSHM it S
source process ID 122 as "1" and its destination process ID 122 as "3".
Communi cati ons subsystem 64 operates tciéanrol the 35 nmessagi ng

bet ween processes 50, as described in nore detail belowwith reference to
FI GURE 4. WD 97/ 25665

PCT/ US96/ 19596 10 Logon subsystem 62 coupled to | ogon database 68 is
accessi ble by all pascesaesetdibd Eoreicommueicating batiwesn datremahd Andon

definitions for, y2gks fhe &P comprising:

receiving, at a first facility, first data in a

first protocol from the remote;
5 translating, at a utility, first data into second
data in a second protocol; and
communicating, at a second facility, second data to
the host.

10 16. The method of Claim 15, further comprising the
steps of:
transmitting a first message to a session manager in
response to the first data; and
spawning the utility in response to the first
15 message.

17. The method of Claim 15, furthexr comprising the
steps of:
transmitting a first message from the first facility
20 to a session manager in response to the first data;
spawning the utility in response to the first
message;
transmitting a second message from the sgession
manager to the utility; and
25 transmitting an acknowledgment to the second message
from the utility to the first facility.

A



a | ogon

converter 1 f gon database 68 may include 5
definition :‘mﬂmu@mm“mr' ity 104 to be spawned by oren
upon.reception of data ffomrenote 16. Logon dat abase g¢%§§i§f$dﬁﬁﬁﬁﬁMj
second or outgoing |logon definition for renote 16 that if ﬁ&ﬁcﬁ@ility
106 or ot hgovhidssti es 110 to be 10 spawned by sessi Gi-riiRBafhRés or
conpl eting the conmuni cations session. In this manner, | ogon subsystem 62
can mai ntain separate i ncom ng and outgoing | ogon definitions that are
associated with a first communication®Yink between renote 16 and prot ocol
15 converter 14 and a second comruni cations |ink between protocol
converter 14 and host 12. These | ogon definitions may be conbined to

establish a vari ety of GQMRMRheAl bENE1ESASION ARINAG) L.V LESSity

comuni cations_sysfem 10._.,In adngL?n, Iagon sub§%3%§q|62 naﬁ retrieve 20
information fFEMRTHRA BfiHeLsBEad1EY mf 3820 ti¥e 8Rd password
provi ded by r&wothkex Gcompritingc thesstepprofess ot her account information of

renote 16. transmitting a first message from the first facility
5 to a session manager in response to the first data;
spawning the first utility in response to the first
message;

transmitting a second message from the session
managex to the first utility;
10 transmitting an acknowledgment to the second message
from the first utility to the first facility;
spawning the second utility in response to the first
message;
transmitting a third message from the session
is5 manager to the second utility; and
transmitting an acknowledgment to the third message
from the second utility to the first utility.

19. The method of Claim 15, further comprising the
20 step of receiving logon information specifying the
utility.

20. The method of Claim 15, further comprising the
step of creating a process table having an entry for the
25 first facility, the utility, and the second facility.

i



Transl at or subsystem 66 may be accessed by utilities 104, 106, and 110 to
provi de data translation. For 25 exanple, utility 104 may desire data
to be-translated fromASCI| format into an | BMconpatible format, such as
EBCDIC. In addition, translator subsystem 66 may ‘al so be utilized by
utilities 104wodfEsesand 110 to nmani pul ate records separati Ofer/G4Y6H9536
carriage return and line feed 30 I nfornmation, and to provi de ot her
formatting of data. Therefore, transl atorf,{dosystem 66 conprises a set of
commonl y accessible routines that performa specific operation on data.

r
|
|
[
:
|
]
|
|
|
|
L

FI GURES 3A and 3B are a flow chart of a nethod for 35 establishing a
conmmuni cati ons session between renote 16 and host 12. The nethod begi ns at
step 200 where a first WD 97/ 25665 10
PCTLUS96/ 19596 11 /
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i nterface 40 receives data fromrenote 16. The data is transferred to first
facility 100 at step 202. First facility 100 then sends a nessage to
sessi on manager 102 at step 204 indicating that first facility 100 has 5
recei ved data fromor otherw se established communi cations with renpte 16.
At this poi nwosmsesson manager 102 may proceed using two dipdEUsds9ss

enbodi nents, as indicated collectively by,steps 205 or 221. In one

enbodi ment usi ng steps 205, session nana&%?‘lo 102 spawns first utility
104 at step 206 in response to the nessage received fromfirst facility
100. At step 208, session manager 102 sends a nessage to first utility 104
with the nessage source designated as first facility 100. In response,

first utility 104 sends an 15 acknow edgnent to first facility 100 at
step 210. In tiEs manner, segyion manager 102 utilizes the source address
of the message sen’t to first &ility 104 to establi\gh conmuni cati ons
between first facitity 100 andgfirst utility 104. First utility 104, now
coupled with .

(&

A N

I"""""""'"'T"""""-'""l"""""""""“"‘""""l

: 2 |
w '
{ 3 85 ~ o |
| < T o8 =
i /i < i
) ¥ alr]| a2 [
: e EEIHE '
| it L
] =] 1w i Nz :
i =1V g= 2
1 15! | <« [
1 t I N\] = ]
: Byt HEH e :
Bl
| = U g |
l -——
s tiz|i oy Ja[2 =28 |
] = 2 e - i
i | ] - 1 3 8/18 Estt§“°|
| | | | = |B|g2223 |
P - =3558 |1
1 L 1| = I
| 1| 8 '
l
| = 1 '
o A= |
| o1 2 I 0 [
) - 1 d 1
I ] {

REMOTE —=| 40



20 first facility 100, receives logon information fromrenote 16 at
step 212. At step 214, first utility 104 accesses |ogon subsystem 62 to

val i date |l ogon information received fromrenote 16. If the | ogon
isnformation is not validated at step 214, then the conmunications session
is 25 tewo kel at step 216. I n another enbodi ment usimersdeemssse21,
sessi on manager 102 receives logon information fromfirst facility 100 at
step 220. At step 222, session manager 16%/ 4ccesses | ogon subsystem 62 and
| ogon dat abase 68 to 30 val idate | ogon _information received fromrenote
16. If the logon information is not v@l 8TARTed at step 222, then the

communi cations session is termnated at If the logon information
is validated at step 222, then segstapadags spawns first utility 104
at step 226 35 in response to " A i For exanple, the

| ogon information received by sesgi onam

DATA TRANSFERRED | 202
FIGC. 34 TO FIRST FACILITY

¥
FIRST FACHITY SENDS 204
A MESSAGE 7O SM
29 (OR) 21
lr- -----j--- ------- A o ——— —— -— e - _{__1

) 4
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WD 97/ 25665 PCT/ US96/ 19596 12 renote
16 or | ogon database 68 nay specify a particular utility 104 to be utilized
i n the conmuni cations session between renote 16 and host 12. At step 228,
sessi on manager 102 sends a nessage to first utility 104 with the 5

message sour agosmssegnated as first facility 100. First uti petassokiddsosends
an acknow edgnent to first facility 100 at step 230. This acknow edgnent of
t he nessage received from session nanager4262 est abl i shes conmuni cati ons
between first facility 100 and first utility 104. 10 Af ter
spawning first utility 104 using steps 205 or steps 221, session nanager
102 may spawn second utility 106. These steps design g:collectively as
steps 240 are optional if the comrunications sessiodﬁﬁF edfrenote 16 and

host 12 does not utilize second utility 106. If 15 -oRd utility 106
Is utilized in the comuni cations session, then sessﬁzgiﬁiggber 102 spawns

second utility FROM FIC. 3A

FIRST PROCESS INFORMS | 300
COMMUNICATIONS SUBSYSTEM THAT
IT HAS DATA FOR SECOND PROCESS

7 0 e e o e e e e = ?

CoN
| SM_SPAWNS SECOND | m””""i?{%ﬁ"ﬁ. Ss"g%%,?g‘“ 302
: UTILITY IN RESPONSE TO ! PROCESS DATA FIELD
§ 242 __LOGON INFORMATION | 544 | I
| 3 P
H 1 | COMMUNICATIONS SUBSYSTEM SETS | -304
: SM SENDS MESSAGE T0
| | SECOND UTILITY WITH SOURCE | 1 L—SeoonD PROCESS SEMAPHORE
! |_DESIGNATED AS FIRST uTLITY | ! - y
' T . SECOND PROCESS DETECTS | -306
] SECOND TV SENS | | SEMAPHORE AND RECENES DATA
i ACK TO FIRST UTILITY |\ o451 ¥
e — 't [ SECOND PROCESS PROCESSES
7 "1 DATA AND GENERATES OTHER | -308
240 SO0 STy DATA FOR THIRD PROCESS
RECEIVES DATA FROM | -248 ¥
FIRST OR SECOND UTILITY SECOND PROCESS INFORMS
T COMMUNICATIONS SUBSYSTEM THAT 310
S0 S IT HAS DATA FOR THIRD PROCESS
TRANSFERS DATA TO | 250 ¥
SECOND INTERFACE COMMUNICATIONS
1 SUBSYSTEM POSTS DATA IN | 312
SECONDINTERFACE THIRD PROCESS DATA FIELD
ESTABLISHES COMMUNICATIONS] 252 3
WITH HOST COMMUNICATIONS |
! SUBSYSTEM SETS THIRD 314
!
. FIG. 3B THIRD PROCESS DETECTS

SEMAPHORE AND RECEIVES DATA [-316
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in response to | ogon information at _step-242—Fet—ex erT'E/US&ch%/ 19 5629 6

gnformation received fromrenote 16 JHIT BHEE o488 BEENNG | ogon subsyst em

and | ogon EmECERY E mll may spécify RERtAGEDUti liYy t&é)e utilize
in the conyikl m“ﬁ “s *‘on. At step—244TSESST On mana@EAi se@ndsﬁlé(’z 1897
nmessage to 8econd uf'ilifty 106 with the nessage source designated as first
utility 104. Second utility 106 sends éHSacknomAedgnent to first utility
104 at step 25 246. This acknow edgnent of the nmessage received from
sessi on manager 102 establishes conmunications between first utility 104
and second utglity,10 Secand facility 108 receives data fromfirst
utility 104 Wﬁi& Ié éL 1 yi§66 at step 248, dependi ng on 30 whet her
t he communi cati onslsesshoaobsuneeationst eysteandompstisingrtili zes second
utility 106. Second faghtit¥odP8pikansf ebanbhiit $abad Qatecanf 4 Higtdace 30
at step 250. Secon %nter%acg 3% establis gs éormuni ca?il ons vq\flt lost 12 at
step 252, andP¥®Pece’tablishment of the 35 conmuni cat i ons sessi on

betweensrenote 16 @andoBeSbpdZable to receive second data in a second

protocol; and

X

a protocol converter coupled to the remote and the
host, the protocol converter operable to receive first
data from the remote, the protocol converter comprising a
10 first facility, a utility, and a second facility running

(J

as software processes on the protocol converter, the
first facility operable to communicate first data to the
utility, the utility operable to translate first data
into second data, and the second facility operable to

15 receive second data from the utility and to communicate
the second data to the host.

2. The communications system of Claim 1, wherein
the utility comprises:
20 a first utility operable to receive first data from
. the first facility and to translate first data into raw

(.}

data; and
a second utility operable to receive raw data from
the first utility and to translate raw data into second
25 data.

3. The communications system of Claim 1, wherein
the protocol converter comprises a logon subsystem
operable to retrieve logon information associated with

30 the remote.

-

Has Been Reilaced

TR

AMENDED Suger



v

conpl ete. ...—WO-97/ 25665

) _ - ' 96719598
T s, PESEDB AR b0 e

: nt* of FIGURE 2, this nmethod manages comruni cati ons anong
the followi ng 5 process 50: facilhiy 100, session manager 102, utility
104, utility 106, and facility 108. The nethod begins at step 300 where a
first process infornms communi cati ons subsystem 64 that it has data for a
second process. This data may be a nessage, instruction, response, 10

acknow edgnent, org any i eforii®f dRé i Ois t Oy HeewOBRUNL B@Ined , f BB ERe first
. process to thlsecond(Process. Comruni cat | ons suPs stem 64 gosts data in
data field e protocol converter compriges a ogon subsystem

operable to retrieve logon information associated with

the remote, wherein the logon information directly
5 specifies the utility to spawn as a software process

running on the protocol converter, and a higher level

protocol associated with the utility.

5. The communications system of Claim 1, wherein
™ 10 the protocol converter comprises a communications
B subsystem operable to manage communications among the -
software processes running on the protocol converter.

6. The communications system of Claim 1, wherein

i5 the protocol converter comprises:

a communications subsystem operable to manage
communications among the software processes running on
the protocol converter; an&

a process table coupled to the communications

20 subsystem, the process table having an entry for each
software process running on the protocol converter.

7. The communications system of Claim 1, wherein
the protocol converter comprises a session manager '
25 operable to spawn an arrangement of software processes
running on the protocol converter.

———

"

AIHFNHEH M.,



-

124 of process table 70 associ at ed jwiif g §ﬁ H 2% process at step
el

362. Communi catj stem 64 gets s b
associ at exm !\ @ ﬁ ﬂ process tat Qf—g Thp iﬂ@éﬂz%fq;%{?e%se
detects t *S associ at ed senaphore 126 and r

stored in |ts associ ated data field 124 at 20 step 306. In one

enbodi nent, the_ second process nmay procegs the data and generate other data
for .a third process at step 308. The second process infornms comuni cations
subsystem 64 that it has data for the third process at 25 step 310.
Communi cat i ons subsystem 64 posts data in the data field 124 of process
table 70 associ ate@.wi t & m@ttddcrld qurocessatf ot epoiddith i Goningni data ons
subsystem 64 p RGARSS o) th the
third processggg%gggg% ?%&E¥% Q{Fﬁ proceggﬁgﬁfhﬁgﬁg§f ééﬁgéékéﬁlts
associ at ed sefRPR&AE1INTE and receives data fromits associated data field

124 at step 316. |B ERhSLTERREN1 tSOTPEYLA WS LRSKA R Bk Wt d Z{ R0
Pprocess

5 first protocol from the remote;
a utility coupled to the first facility and operable
to receive first data from the first facility, the
utility operable to translate first data into second data

in a second protocol; and

™ 10 a second facility coupled to the utility, the second
- facility operable to receive second data from the utility
in a second protocol and to communicate second data to
the host;
wherein the first facility, the utility, and the
15 second facility run as software processes on the protocol
converter.
9. Cancelled.
20 10. The protocol converter of Claim 8, wherein the
i utility comprises:
—

a first utility operable to receive first data from
the first facility and to translate first data into raw

data; and
25 a second utility operable to receive raw data from
the first utility and to translate raw data into second
data.
11. The protocol converter of Claim 8, further
30 comprising a logon subsystem operable to retrieve logon

information associated with the remote.

e
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table 70 luﬁm(l m ly and i e co i any he
separate uﬂ “ﬂ mnt\l ng on RS ‘E %@c )nver'tﬁgirlll Y 8 aoq 9\,\569 6
Y7/ 25665 CT} US96/ 1 LUSA houdis 1997
t he present invention has been descrlbed with several enbodi nents, a nyriad

of changes, variations, alterations, transformations, and modi fi cati ons may
be suggested to one skilled in the art 185 and it is intended that the
present invention enconpass such changes, variations, alterations,
transformations, and nodifications as fall within the spirit and scope of

t he appended cIaiT%

The protocol converter of Claim 8, further
comprising a logon subsystem operable to retrieve logon
information associated with the remote, wherein the logon
information directly specifies the utility to spawn as a

5 software process running on the protocol converter, and a
higher level protocol associated with the utility.

13. The protocol converter of Claim 8, further
comprising a communications subsystem operable to manage
™10 communications among the software processes running on

the protocol converter. -

14. The protocol converter of Claim 8, further
comprising:

15 a communications subsystem operable to manage
communications among the software processes running on
the protocol converter; and

a process table coupled to the communications
subsystem, the process table having an entry for each

20 software process running on the protocol converter.
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coupled toe a e fromthe renote and the host, the prototol
converter operable to receive first data fromthe renDte t he protocol
converter conprising a first facility, a utility, and a second 10
facility running as software processes on the protocol converter separate
fromthe renote and the host, the first facility operable to conmunicate
first data to the if.li& ynettkmd utox | cgmmpe et dngobetdashatertimose aada
into.second datpsand ddensaeddisi1siygoperable to receive second 15

data fromthe utility and to conmunjcate T he second data_to the host. 2.
The comuni cat i onFeSRERDf § A it irshnkrei hitye first data in a

first protocol from the remote;
5 translating, at a utility, first data into second
data in a second protocol; and
communicating, at a second facility, second data to

the host;
wherein the first facility, the utility, and the
’"ﬁ 10 second facility run as software processes on the protocol
- converter. - -

16. The method of Claim 15, further comprising the
steps of:
15 transmitting a first message to a session manager in
response to the first data; and
spawning the utility in response to the first
message. '

20 17. The method of Claim 15, further comprising the
steps of:
transmitting a first message from the first facility
to a session manager in response to the first data;
spawning the utility in response to the first
25 message;
transmitting a second message from the session
manager to the utility; and
transmitting an acknowledgment to the second message
from the utility to the first facility.
30
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utility conprises: 20 afirst utility operable to receive first
datafromthe fiTst—facility an{l THG BH&HEH&SGBEEM 5t d
%a seglm 0 AL IGRRA abl e to regel ve grpyadapa f [mess{ fwlgfi%as

tran U Tkt 0 second COITITU P@/
Cl ai nt 1,¢ wher & nst he pr ot ocol converte conprises a | ogon ﬁgysp/ﬁhﬁle ?gw

operable to retrieve | ogon |nfornation£%SSOC|ated with the renote.

4. > The comunications systemof Caim1, wherein the protocol converter
conprises a | ogon subsystem operable to retrieve | ogon information
associated wi th the 1 eqRLCnatRILIGE (1 poey) WHOKIR |Gl dig eEiLy
specifies the utility to spawn as a software process running on the 35
prot ocol con¢eFPELsegnana aFrgRgenenfelbgiwaat @ Bisedei vl e WY t3nd he

utility. second utility, and further comprising the steps of:

transmitting a first message from the first facility
5 to a session manager in response to the first data;
spawning the first utility in response to the first
message;
transmitting a second message from the session
manager to the first utility;
Y10 transmitting an acknowledgment to the second message
from the first utility to the first facility; -
spawning the second utility in response to the first
message; ’
transmitting a third message from the session
15 manager to the second utility; and
transmitting an acknowledgment to the third message
from the second utility to the first utility.

19. The method of Claim 15, further comprising the
20 step of receiving logon information directly specifying
the utility to spawn as a software process running on the

¥

protocol converter, and a higher level protocol
associated with the utility.

25 20. The method of Claim 15, further comprising the
step of creating a process table having an entry for the
first facility, the utility, and the second facility.
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16 5. The ons Systemof Caim{, whérein $C Béga

gonverter . jjcat i ons subsyst em oper abl e TZ aée/ 1
connunlcatlons non ware 5 processes run gﬁb
converter. 6. The conmuni*cat i ons system of Caiml, mﬂzﬂghﬁﬂs %ﬁféﬁbc
converter conprlses a conmuni cati ons subsystem operabl e to nmanage 10
communi cati ons anong the software pro@dsses running on the protocol
converter; and a process table coupled to the comuni cati ons subsystem the
process table having an entry for each software process running on the
protocol converter. 15 7. The conmuni cations systemof Claim1, wherein

"thé protocol converter conprises a session nanager operable to spawn an
arrangenent of saiilwareherocessescathonagsygateheofir ladol 1comheredm

the utility comprises a plurality of cascaded utilities,
each utility operable to perform a specified protocol

5 translation.

22, The protocol converter of Claim 8, wherein the
utility comprises a plurality of cascaded utilities, each
utility operable to perform a specified protocol

10 translation.

23. The protocol converter of Claim 8, further
comprising a session manager operable to spawn an
arrangement of software processes running on the protocol

15 converter.
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20 8. A protocol converter for comunicating data between a rennq?cﬁqu?ﬁ .
host, the protocol converter conprising: a first facility operable to
receive first data in a first protocol fromthe renote; a utilit
to the first facility and operable to receive first data from g

facility, the ut ; operablﬁ LSl 1208 sk ﬂg I | NLO s.jgﬁl
a second protocorkEQZd kg&ﬁ%éiéaC| Ity coupl ed o0
u: l : l :y, _ tmm&mamm@mﬁhﬁabmmmmﬁmm
utili Y culu to—gpomunrcate DUL,UTIU_Uchl tothe

wher ei n %‘hmg?“ﬁw&?'}"l'ﬁt he uti | t&'{ (U HigteqmptianabBublication Nuaberz f%ﬁ?%“s
run as MW%” PR AbLPROBERADRLE 1 T ATy 17 (17079

coupl ed

\

oot

(21) International Application Number: PCT/US96/19596 (81) Designajed States: AL, AM, AT, AU, AZ, BA, BB, BG, BR,

BY, CA, CH, CN, CU, CZ, DE, DK, EE, ES, Fl, GB, GE,

(22) International Filing Date: 9Duuﬂm1%$anau§y HU, IL, 15, JP, KE, KG, KP, KR, XZ, LC, LK, LR, LS,

. LT, LU, LV, MD, MG, MK, MN, MW, MX, NO, NZ, PL,
PT, RO, RU, SD, SE{§GS], SK, TI, T™, TR, TT, UA,

(30) Priority Data: UG, UZ, VN, ARIPO t (KE, LS, MW, SD, SZ, UG),
DB/582,536” 3 January 1996 (03.01.96) us Eurasian patent (AM, AZ, BY, KG, KZ, MD, RU, TJ, T™),

European paten

GR, IE, IT, LU, MC, NL, PT, SE), OAPI

(71) Appﬂunt: STERLING COMMERCE. INC, [USIUS]; Suite CF, wi CL CM) GA: GN! m‘l MR: NE» SN’ mr m)‘
1200, 300 Crescent Court, Dallas, TX 75201 (Usy

(72) Inventor: HADLAND, John, X.; 335 Cedar Street, Omaha, NE | Published

i
B
2

68108-1219 (US). With internationat search report,
Before the expiration of the time limis for amending the
(74} Agent: MILLS, Jerry, W.; Baker & Botts, LL.P., 2001 Ross claims and to be republished in the event of the receipt of
Avenue, Dallas, TX 75201-2930 (US). amendments.

(54) Title: PROTOCOL CONVERTER APPARATUS AND METHOD~

(57) Abstract

A protocol converter (14) allows communications
hetwecnalnost(m)andranows(lﬁ, 18, 20) that operate
using different communications proeoools The protocol
converter (14) includes processes (50) and subsystems (60}
for esiablishing a communications session between the
remotes (16, 18, 20) and the host (12). The processes include
a session manager (52), a set of facilities {54), and a set of
utilities (36). The subsystems include a logon subsystem
(62), a communications subsystem (64), and a translator
subsystem (66).
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a host operable to receive second data in a second
protocol; and

a protocol converter coupled to and separate from the

remote and the host, the protocol converter operable to
receive first data from the remote, the protocol converter
comprising a first facility, a utility, and a second
facility running as software proceéses on the protocol
converter separate from the remote and the host, the firxst

facility operable to communicate first data to the utility,
the utility operable to translate first data into second
data, and the second facility operable to receive second
data from the utility and to communicate the second data to
the host.

2. The communications system of Claim 1, wherein the
utility comprises: '

a first utility operable to receive first data from
the first facility and to translate first data into raw
data; and

a second utility operable to receive raw data from the
first utility and to translate raw data into second data.

3. The communications system of Claim 1, wherein the
protocol converter comprises a logon subsystem operable to
retrieve logon information associated with the remote.

4. The communications system of Claim 1, wherein the
protocol converter comprises a logon subsystem operable to
retrieve logon information associated with the remote, '
wherein the logon information directly specifies the
utility to spawn as a software process running on the
protocol converter, and a higher level protocol associated
with the utility.

oft welt'e process
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prot H m Claim8, further conprising alcerrHeattons
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G aim 8, further conpr|5|ng a communi catl ons subsygqtem operable 1ol mhnage

communi cations anong the software processeg running on the
protocol converter; and a process table coupled to tihe
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bet ween a note an ost d conprising:
operable to manage communications among the software
5 processes running on the protocol converter.
6. The communications system of Claim 1, wherein the

protocol converter comprises:
a communications subsystem operable to manage
10 communications among the software processes running on the
protocol converter; and
a process table coupled to the communications
N subsystem, the process table having an entty for each
software process running on the protocol converter.
15
7. The communications system of Claim 1, wherein the
protocol converter comprises a session manager operable to
spawn an arrangement of software processes running on the
protocol converter.
20
8. A protocol converter for communicating data
between a remote and a host, the protocol converter
comprising:
a first facility operable to receive first data in a
W/ first protocol from the remote;
a utility coupled to the first facility and operable
to receive first data from the first facility, the utility
operable to translate first data into second data in a
second protocol; and
30 a second facility coupled to the utility, the second
facility operable to receive second data from the utility
in a second protocol and to communicate second data to the
host; '
wherein the first facility, the utility, and the
35 second facility run as software processes on the protocol

converter separxate from the remote and the host.
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to the host; mhereln the first facility, 1he utility

second facility run as software processes on the p oioggﬁJ@Qnﬁégte'
separate fromthegser@di€ebD@dt he host. 16. The net hod-of...dajm 15 {f

dat a

rther

conprising the steps of: 15 transnitting_a first

nessage fto a

sessi on manager in response to the first data; and Spawntag

the—utillity in

response to the figst ThRespgetoddl dbavartbedodl CChammBl5whieurtimerthe

conprising t

transmtting a first nessage fromthe

first faciI|Y§lfbt%.§ﬁggfbﬁgﬁanager in response to the first data; spawning
the sitility in respphssctetibet{i eperapiaage; receive first data from

the first facility and to translate first data into raw

data; and

a second utility operable to receive raw data from the

first utility and to translate raw data intoc second data.

10
11. The protocol converter of Claim 8, further
comprising a logon subsystem operable to retrieve logon
L; information associated with the remots.

15 12. The protocol converter of Claim 8, further
comprising a logon subsystem operable to retrieve logon
information associated with the remote, wherein the logon
information directly specifies the utility to spawn as a
software process running on the protocol converter, and &

20 higher level protocol associated with the utility.

13. The protocol converter of Claim 8, further
comprising a communications subsystem operablé to manage
\ communications among the software processes running on the
W25 protocol converter.
i4. The protocol converter of Claim 8, further
comprising:
a communications subsystem operable to manage
30 communications among the software processes running on the

35

protocol converter; and
a process table coupled to the communications
subsystem, the process table having an entry for each

software process running on the protocol converter.



transm t“lm ll%lﬂ,ﬁ m\ m‘essage fromthe session nmanager 25 to the
utilit ng an acknow edgnent to the second nessage fromthe
utility tothe first facility. 19 18. The nethod of C aim 15, wherein
the utility conprises an arrangenent betwmeen a first utility and a second

utility, and further conprising the steps of: transmtting a first nessage
fromthe first fasiliAyméthod fotrocammessicatimgnbgéween eespawe tand ke

first data;, s the fir tilkty.in response to the first nessage;
transnlttlnﬁ g@ tggd ﬁggggg OFEEﬁP%Hé ‘session nmanager to the first

utility; 10 receivihganan at fdgsan faciddnlyedgiest datkhdrsecdidgtessage
fromthe first utiii%¥ to he f|r§t facility;
pratoco om remo
5 translating, at a utility, first data into second data

in a second protocol; and
communicating, at a second facility, second data to
the host;
wherein the f£irst facility, the utility, and the
10 second facility run as software processes on the protocol
converter separate from the remote and the host.

L; 16. The method of Claim 15, further compris;ng the
steps of:
15 transmitting a first message to a session manager in
response to the first data; and
spawning the utility in response to the first message.
17. The method of Claim 15, further comprising the
20 steps of: '
transmitting a first message from the first facility
to a session manager in response to the first data;
spawning the utility in response to the first message;
\ transmitting a second méssage from the session manager
D to the utility; and

transmitting an acknowledgment to the second message
from the utility to the first facility.
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ility in response to the first nessage; transmtting

spawn
a thi ”mm Emlig he session manager 15 to the second utility;

and transm Heknow edgnent to the third nessage fromthe second
utility to the flrst utility. 19. The nmetl®d of Caim 15, further
conprising the 20 step of receiving | ogon information directly
speci fying the utifit\'ie methodast aSCkaimwes e pheress thanithgldhyt he

pr ot ocol conye r h col C t he
iy, 20 Conmilsnd oy b EREine e e BhehRre SEERChEL EREY! e 30,
creating a menwss utall it havamg ﬁmréherycémprihenglthe SaepSiDﬁ- t he

utility, and the [of0) y Lcaliong. t Im1

wherein the 30 €rdn {ﬁhéé¥§éc%n%%?%%sgggﬁ%gggy?%ﬁ %kgcgégég gghgﬁﬁgples

eaclb utilityopersdssicm mandgem dnspespdénse pootbeofirsanghaion.
spawning the first utility in response to the first

message;
transmitting a second message from the session manager
to the first utility;
10 transmitting an acknowledgment to the second message
from the first utility to the first facility:
spawning the second utility in response to the first
message;
transmitting a third message from the session manager
15 to the second utility; and
transmitting an acknowledgment to the third message
from the second utility to the first utility.

19, The method of Claim 15, further comprising the
20 step of receiving logon information directly specifying the
utility to spawn as a software process running on the
protocol converter, and a higher level protocol associated
with the utility.

v\ PO 20. The method of Claim 15, further comprising the
step of creating a process table having an entry for the
first facility, the utility, and the second facility.

2l. The communications system of Claim 1, wherein the
30 utility comprises a plurality of cascaded utilities, each
utility operable to perform a specified protocol
translation.
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20 Zj/ml,g?’m"mm | nverter of Claim@8, wherein the utility conprises a
pl ur aly mumruti lities, each utility operable to performa
specifie p%otbcdﬂ t*r ansl ati on. 23. The protocol converter of C aim 8,
further conprising a session manager opek8ble to spawn an arrangenent of

sof tware processes running on the protocol converter. .
22. The protocol converter of Claim 8, wherein the

utility comprises a plurality of cascdded utilities, each
utility operable to perform a specified protocol

translation.
5
23. The protocol converter of Claim 8, further
comprising a session manager operable to spawn an
arrangement of software processes running on the protocol
converter.
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