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Background of MM‘\\“@ on Many el ectronic interactions require the

provi si on of \;\\\ evel of security to 5 ensure that th \
contained in a mes®#¥e transfer is difficult to intercept ana\!ﬁgﬂwm\\ \
and/or is capable of being verified as being genuine. To achi e
ends) it is possible to encrypt data according to one of many pos?f’%‘]s
schenmes. A popular schene is called pyblic key cryptography (e.g. PGP).

Publ i c key cryptogr aphy enabl es a particular nessage to be encoded

according to an individual's private key 10 and a thlrd par S public key
Teboth ar METHAP ANBAPRARATIS F O EERFORMMIG MPOUIAR AETHAMETIG! by the thi 1 d

party through use of their private key. In this way, each party may keep
their prlvate key secret and thus control who is able to receive and decode
any given Bagkaraytd of thedpxepfion he key el enents of encryption systens is the

ability tQaRg effelrnit IntBRICliEH TR tiRd gadvﬁsncmrat LaCoertmelebalsaﬂ:smh@uﬂoat i on
which is perforned may be witten as g&é&gZO where A, B and N
are | a gee'?ﬁHFﬁ)gTaé the ﬁﬁfac‘é‘?rltﬁ'”?%(‘,‘? Gd”ﬁ@saﬁﬁﬁfﬂrﬁ f togingfreept and
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reduce the circuit size. Such architectures are generally based around two

seri al ngbWePé?%ssagﬁ FO el enents and the pre-conputation of a constant Jo,
such t hat -2 Jp.N----1nmod 2 P (2) k and p are both positive integers,

d t t at f t t 5 X < 2k
gg gl © Cﬁﬂﬁ e(_ak% eiergena I§§) réBc(:)ryptlonps?yss en‘IISVIeS tl'ura] a%ﬁllglrto be ’ablwqg rpee orm Py
modular arithmetic. The basic calculation which is performed may be written as :

S=ABmod N (1)
20 where A, B and N are large numbers, typically including many hundreds of digits.

Cryptography systems are generally mathematically complex and can pose a high
computational overhead on any system which implements them.

25 Description of the Prior Art
Prior art systems for performing modular arithmetic make use of Montgomery's
theorem, which has been used in many software and hardware implementations of
modular arithmetic algorithms. Implementations using Montgomery's theorem are
able to compute a value for S without first multiplying A and B and then dividing by

30 N. Most of the hardware implementations rely on an iterative approach which
decomposes A into k blocks of p bits to limit the size of the hardware operators
required. Further advances have used a serial architecture to further reduce the
circuit size. Such architectures are generally based around two serial multipliers,

FIFO elements and the pre-computation of a constant J,, such that :



where O

sX(ij <2, i.e. X may be either 0 or 1. 10 Throughout this

specification, square brackets [ ] refer to a particular bit position in a
t word e.g. Xi] refers to the i" bit of word X. Angle brackets < >
refer to a particular block of a multi-bit word e.g. X<i> refers to the i"’
bl ock of word X. Parentheses ( ) refer to the value of a word at a

mul ti - bi

parti cul

ar iteration of a loop function 15 e.g. X(i) refers to the

word X at the i" iteration. A definitd-on for X(j:kj, where j > Kk,
is a positive integer having a total length of j+1-k bits, such th
the MSB and XfkJ is the LSB. 20 The base 2p representation of X is given

by: k-1 X =~ X(i~2 p* =0 where 0 ~C(i) < 2P 25 (4) In the follow
descri ption, th_NigS__ﬁ?o%lémed that Nis an odd integer such that 2pgyk
2kP, and that both and B are less than N. A p-bit constant, Jo,

defined as: Jo.N(O~ _-I.nod2P (5) 30 -3 Nis the nodul us nunber

used in publ i

of two |

the foll

val ue of
is that X
at X~=J is

ng

"f~ < N <
is thus

which is

he product

| | key . t h t . 1t is defined.as.
o b S B R RSBl B L0,
art har dawheienpk @fenapbé giveobyt he Mont gonery t heorem may be descri bed by

ow ng pseudo-code. 1. procedure MM BASIC(A B,N 2. S(-1)

fori=xok-14. T =9S(i - 1) + Ar)B5. Yo =(T.Jo) nod 2 6. S(r)

NYo) 12p

10

15

20

25

30

7. ifXS=(§~X[z?]Z'N then S(r) = S(r~ - N 15 8. end for 3)

=0
where 0 <X[i] < 2, i.e. X may be either 0 or 1.

Throughout this specification, square brackets [ ] refer to a particular bit position in a
multi-bit word e.g. X[i] refers to the i bit of word X. Angle brackets < > refer to a
particular block of a multi-bit word e.g. X<i> refers to the i blo;:k of word X.
Parentheses ( ) refer to the value of a word at a particular iteration of a loop function

e.g. X(i) refers to the value of word X at the i" iteration.

A definition for X[j:k], where j > k, is that X is a positive integer having a total length
of j+1-k bits, such that X[j] is the MSB and X/k] is the LSB.

The base 2” representation of X is given by:

x=3 xiip (4)

i=0
where 0 <X()) < 2°

In the following description, it is assumed that N is an odd integer such that 2°*" < N
< 2 and that both A and B are less than N. A p-bit constant, Jy, is thus defined as:

Jo-N{0) =—1.mod 2* (5)

=0 10 3.
_ (T +



The inplementation of this pseudo code in hardware is shown in a sinplified
formin Figure 1. The architecture is constructed in serial formso that
one bit of the solution is generated for each clock cycle. Such an
architecture, as opposed to a parallel 20 one, mnimses the anmount of
hardware required at the expense of speed. The circuit of figure 1 is
arranged to receive five different input signals: A kJ 200; BjtJ 205;
S(i-7) 210; GE(i-9) 215; and NjtJ 22@&- 25 Serial Multiplier 110 accepts as
inputs, a fixed p-bit word, A(r~ produced by register 105 and a one-bit
data stream BjfJ 205. It then acts to produce the out egv}f) B), one bit
at a ti méV'Sl\ﬂ]?moﬁ’PiUér"UI@G"rNé“CédﬁfJF%F‘ I pufie kgy ervpt Bl éure 2.
The two iyBfEdSafhe frbductr Y I &ﬂﬂeﬁﬂmb&@l Bé.en>2 Qﬁd&ﬁl@bt@héréfo?é)ﬁe The two
i nputs 205 340 are ANDed t oget i n AND gate 30 The result of this
oper at i of i’s fed into Carry Save Adder 310) al ong vvrth two ot her inputs.
The first of these other inputs is the carry output (C) derived fromthe
fed back_output fromp-bit register 315 The other input to the Adder is
-4 dePi vébefpih ?ﬁehﬁ“é‘s’a‘fet ippiementatiey ff the MANtgaspanyt Heowsn MAY cBE has been
di vi ded Qé(sc@rbb&‘bgtﬁéﬁﬁwrﬁé’éserﬁ@gdoaéer5 315, 320 are positioned i mediately
after the Carry Save Adder 310 and each receives one of the twin outputs
produced by the adder. 5 The Carry Save Adder 310 is arranged to transform
a sum of 1t hr gsroBedlRMIMLIBASICA4, 8N Of two nunmbers such that 2. C+R=X+Y+Z (6)
10 The Czrryeg‘a\se dder 310 computes C(t) and R(f) based on the follow ng
i

bi tw se Bool ations. C(t) _ (C(t -1.) ORR(t -1) / 2) AND (C(t -1)
AND Bjt]3 A~ fhr ANPtéRCY -1) / 2 AND B[t].A~i~) 15 R(t) = C(t -1) R(t -1) |
2 B[t].A(i~ (8) In a sr I|fied notation: C(t), R(f) = SERIAL MULT
(B[t].A(%), C(t 1T)‘3(R( §)B(9) 20 The procedure MM BASIC, already shown,
may be wgitten mng Q\ shows the serial operations explicitly: 1.
procedure MWt SERI Al 25 2. S(-1) =03. CG(-1) =0

S(f) =(T+ NY ad
7. if S(/) =N then S() = S()- N
15 8. end for

The implementation of this pseudo code in hardware is shown in a simplified form in

Figure 1. The architecture is constructed in serial form so that one bit of the solution

is generated for each clock cycle. Such an architecture, as opposed to a parallel
20 one, minimises the amount of hardware required at the expense of speed.

The circuit of figure 1 is arranged to receive five different input signals: Afk] 200; Bft]
205; S(i-1) 210; GE(i-1) 215; and N[t] 220.

25 Serial Multiplier 110 accepts as inputs, a fixed p-bit word, A{}) produced by register
105, and a one-bit data stream B[{] 205. It then acts to produce the output, (A().B),

one bit at a time.

Multiplier 110 is configured internally as shown in Figure 2. The two inputs are the
30 output 340 of register 105 and Bjft] 205. The two inputs 205, 340 are ANDed together
in AND gate 300. The result of this operation is fed into Carry Save Adder 310, along
with two other inputs. The first of these other inputs is the carry output (C) derived
from the fed back output from p-bit register 315. The other input to the Adder is



4. fori=Qtok-1 5. #conputation of Yo 6. for t = 0 to p-1 30 7. Csr(t),
Rsr{t) = SERIAL SUB(CSf(t 1 ), CGE(i-1') . Nt], S(i-1)[t]) 8. Cwv(t),
RM(f) = SERIAL MLLT(8[t] . A(r~, C- ,f(t 1)) RM(t-1)) 9. C ar(t),
RAL(t) = SERIAL ADD(C,ar(t-1), RW(f)[~1, Rsr(t)) 10. C-,,2(f), Rw(t) =

SERI AL MULT(RA~(t) . Ja, CMZ(t-1 ), RW(f-1)) 5 11. Yo[t] = RwMZ(t) 12.
end for 13. # mail |oop: conputation of S(r) 14. for t = 0 to kp+p-1 5 15.
CS~(t), RS~(f) = SERIAL SUB(Csr(t-1 )4 GE(i-1) . Nt), S(i-1)[t]) 16.
CM(t), RVr(t) = SERIAL MULT(B[t] . A(r)) CML(t-1 ), R ~~(t-11}) 17.
CA~(f), RA?(t) = SERIAL ADD(CAr(t-1)) R (t)[0), RS~(t)) 18. CwvZ(t), RMZ(t)
= SERI AL deivaq fRam the resuly outp@MR) ©f p-bt regrsie( 3201whizh hes be@divided RA2(In) =

SERI AL ADEX: CAf - [ ~(Eak: : SCi s a= 21.
SGE(t) = A{d%ﬁe)g@% f511%’) ?b%[@ﬁ?&@@‘gtﬁ%‘i'&%.&ﬂ%rn%’ef %%%Q’%E( r) =
SGE( kp+p-Adder 310 archepchgeceiBsTine of thealvimoutbels pefduced by theyaddes required to
conpute the result according to the above schene is k(kp+2p). Sunmary of
the Present Invention 20 In a first broad formthe present invention
provi 8es Thpfarat Savehddden@ 10 ipatrangkd B teandfoNn aasin ahthwee pumbgs istai al
apparatu i erforma nodul ar operation, S=A.B nod N, the
appar at UEUR?J%%?‘P}@%;&?%@ g‘sg' Carry Save Adder (2-CSA) and a 1lstage Carry
Save Adder (1-CSA), the 2-CSA being arranged to receive 5 input signals: 25
o Uo, being the ,p,qrg*al product of N and Yo; o Ul, being the su@tracti on of
a previous version o gand U6 wherein Ug is either N or O depe &i ng on the
val ue of the conparison between the result of the previous iteration and N.
30 0442) i t p j i 7 qn.of A o
e, B ng'*%(% %ﬁ: B 0RO, Sl P T Pt S oW

oolean equations.

C(1)=(C(t ~1) OR R(¢ ~1)/2) AND (C(¢t —1) AND B[].4(i}) AND (R(z — 1)/ 2 AND Bt].A4(i))

(7)
15 R()=CE-1)® R(t-1)/2® Br].4(i) (8)
In a simplified notation:
C(t), R(t) = SERIAL_MULT (B[f].A{iy, C(t-1), R(t-1)) (9)
20
The procedure MM_BASIC, already shown, may be written in a form which shows
the serial operations explicitly:
1. procedure MM-SERIAL(A, B, N)
25 2. S(-1)=0
3. GE(-1)=0
4. fori=0to k-1
5. #computation of Yy
6. for t =0 to p-1
30 7. Cs1(f), Rs:(t) = SERIAL_SUB(Css(t-1), GE(i~1) . N[f], S(-1){f])
8. Cus(t), Rus(t) = SERIAL_MULT(B[f] . A, Car(t-1), Rua(t-1))
9. Cai(t), Ras(t) = SERIAL_ADD(Cas(t-1), Ru1(t)[0], Rs1(t))
10. Cu(t), Ruz(t) = SERIAL_MULT(Ra(t) . Jo, Cumaz(t-1), Ruz(t-1))



-6 where result and carry outputs of the 2-CSA formtwo of three inputs to
the 1-CSA, wherein the result (R) output of the 1-CSA is the desired result
(S), and the third input to the 1-CSA is a conpensation signal arranged to
allow S to be cal cul ated without know ng the constant Jo, where JoN<O> _
-1. nod 2p, where pis a block 5 length into which Ais sub-divided. fn a
second broad form the present invention provides An iterative nethod of
performng a nodul ar operation of S =5-A.B nod N, where A, B and N are
encoded as multi-bit digital words, including the follow ng steps: 10 a)
setting %(‘1 ) to@ and b to O b) setting S(i) to (S(i-1) + A<i>B +

NYa) / 2p c)'setting°gh%"”i( (S(i) - N if S(i) > Nd) repeating steps b) and
c) k timag. 15 wheneifor | is a |loop counter; k is a nunmber of blocks of p
bits Iengtah into ic.rI Ais di yi.ded' Y)o = ((T.Jo) nod 2p); 20 JoN = -1
nod2p; and~“Yo is ¢ '0a 'SPR FOGHE %19905?(/61 time, based on the fact that (T +
NYo) is d4multipl doof=Qpo kxdier features and benefits of the invention wll

b i he .f ol | ow i Ati var i di f
DECOrE SRR SNt 1 £ el h 8 ERALeSHR L, B MBS O
ffect, Lo I nvention skl me erdas ot hod by o exanal @230 only, it h
r ef ere’ncé}?t o the appen%gk'd{lé&%SE'QW'—(%PBZ&’?’%%QW@?@'3‘%\% a sinpli %ll ed
IIC\)/E)i ;)r ar 4 ci rtcEit for Cm%,eﬂ%_(t;i:ngnmd_lrl:.llLaIT(RlaJ(ﬁ)hﬂﬁﬁkﬁ(ta%mzd??)g toII I
mul'tpl & or carry sabethuah PERAABBEEUD AL SN T ol er a5 used

in enbodpoents of the $NiphtiRA}) and

21, SGE(t) = SERIAL_GE(SGE(t-1), N[t-p], S()[t-p])
22. end for

23. GE(i) = SGE(kp+p-1)

24. end for

15
The total number of clock cycles required to compute the result according to the
above scheme is k(kp+2p).

Summary of the Present Invention
20 In afirst broad form the present invention provides Apparatus having inputs A, B and
N, and an output S, said apparatus being arranged to perform a modular operation,
S=A.B mod N, the apparatus including a 2-stage Carry Save Adder (2-CSA) and a 1-
stage Carry Save Adder (1-CSA), the 2-CSA being arranged to receive 5 input
signals:
25
a Uy, being the partial product of N and Yp;
a U4, being the subtraction of a previous version of S and Us wherein Ug is
either N or 0 depending on the value of the comparison between the result of
the previous iteration and N.
30 a Uy, being the partial product of B with the current version of A;
a Us;, being S/2
a Uy, being the carry output of the 1-CSA,;



5 Figure 4 shows a hardware inplenmentation according to an enbodi nent of
the invention. Detailed Description of the Preferred Enbodi nents The
present invention retains a serial architecture to acconplish the
cal cul ation, but 10 enbodi nents of the inventions do not require
pre- knowl edge of the constant, Jo. Enbodi nents of the invention cal cul ate
= ((T . Jo) nod 2P) one bit at a tine) based on the fact that (T + NYo)
must be a multiple of 2p. In this way- the conpl ex mat hemati cal functions
required to pre-conpute Jo can be dispensed with. 15 VWth this inplicit
know edge, the procedure MVt BASI C descri bed previously, now be witten
as M SI WP result gpd cady PEtPYRY & tPRESRA fsm fyp of three. 'ﬂp‘-)tsto ebC8A for i = 0
to k-1 4wh§£emhe feS0it (ﬂzz)bufbu(\()f”fh% 1-CRIXOiki BB dasirdd resutml\éﬁdnﬁa tkd ~ = S(~—~

- N6. end for The above seri al Hz‘lemsntatlon Eis nore

f S| MPL
ef fi ci entPrhit ’ten?acﬁﬁ §ra SPMPEMAeNSIINZt REANASH tRAIBNSP do ks qatruiated
mul tipli ﬁftﬁodtqqféwlir?dth'erbdnB%npU Qheté Uoao> Be1Rioaez?, W%Fé F i§ 'anﬁlbék
multiplier in enb ments of elnventlon The gai n) erms of fewer
conpohentesdth igtowhieh Ajis gb-diMidedgi st ers plus the two serl aI adders 120 and
155. The renoval of the need for these conponents renpbves a significant

anount of 30 ci rcuité‘i and thus the resulting architecture rl_&%w res | ess
space antl 8oFRAOABLPEE JoHhWER RIBSEIt HNRIEOR HE0\éedRfe APeiligiptive met

cal cul at ﬁ‘érfdrhﬁlgr@ﬁfélj&lal' Hpdrati ofd 9akg Frhb@'N?SVhere AQB ahl B1E8 eAcSduiss the
resul tant hardwar Bi)seerrent ation which nmay be used to performthe steps of

procedur@uwg'mlﬁo nehdmng the llewing$teps” conputed bit by bit during the
firstg p cycles of the | oop, starting at line 15 of the 5 procedure

MW SERI AL. As at cycle g<p) the bits 0, 1,...9-1 have al ready
been conput ed’§ Ieé g{t)ﬁ 1 Ghiepd htody be di scovered. According to

enbodi nents g thgetp.@s@m; (snme;mtAquB +iNYy/2t cycle q, the LSB of the 2stage
Carry Save Adder shovvn n Fi ure % %’ Ni then NJg:0] is added to the 10
i nt er medi at e % esuf§t! %ﬁ 6{58 MYTSUXRNs may be proved as fol lows. At the

qt" step, thej)l Nt RYpEBEHPELS, g/a)lamsc)kﬁmst he first Carry Save Adder may be
glve as 15 S = 2C + R(log _ (A-i~.B[q: 0] + Yo [q-1: O]. N[q: 0] + S~i
-1[ : 0]) / 2q9g( 11 ) Assuming that the qt" bit of Yois a "1, then the
above eqgugdreigan may be re-written as: S = (A~i~.B[qg: 0] + (2Q + Yo [g -1:
0]).N[g : 0] + S~i l 29 (12) 20 = S + N[q:0] (13) As the LSB of
Nis always 1, sNH%@J[?c{pq?oéngW arge prine nunber and, therefore, odd, then
fromthe above eguistd mnsheridf bloaks dfep Isitsdendth aito WhehléSBsiMu‘edS and S' are
al ways i nverted. herﬁ:fJo)re?Ddizp,is possi ble to guarantee that the LSB of the
result is 0 in the - (TJo)mod27),

20 JoN =-1mod2”;and

Yo is calculated one bit at a time, based on the fact that (T + NYj) is a multiple of 2°.

Other features and benefits of the invention will become apparent in the following
25 description of various embodiments of the invention.

Brief Description of the Drawings

For a better understanding of the present invention and to understand how the same

may be brought into effect, the invention will now be described by way of example
30 only, with reference to the appended drawings in which:

Figure 1 shows a simplified prior art circuit for implementing modular arithmetic
according to Montgomery's theorem;



25 first p st'eps by choosing either Sor S. The choice of S inplies that
the g~' bit of Yo nust be forced to equal 1. The above step is repeated at
each cycle g<p, so that at the end all bits of Yo are discovered. 30 The
procedure, Mwt SERI AL- SI MPLE shown bel ow i s a pseudo-code inpl enentation of
an enbodi rent of the present invention, and is a version of the previously
presented M\ SERI AL adapted according to the above results. g 1.
procedure MW SERI AL- SI MPLE(A, B, N Z- S(-1 ) =05 3. GE( 1) 0 4. for i
O0to k-15. # main |oop: conputation of S(~~ 6. for t Oto kp+p 1 7.

Csr(t) RS~(té SERI AL SUB(CS~(t-1 ), GE(i-1) . NtJ, S{l-l )[t]) 10 8.
C, nt, Rriiguee smpwﬁremal/pam@q'mulf@“er@r(qarry spve pfie 1 )12, N(t] . Yo)

9. if f <panant[0] = 1 then 10 C~~(t)) Rl\/(t) :CSA(N[t 0], Cnt,
Rnt) 11. Yo[t] =1 ~1 ~e|se. R~ ~(t) = Cnt, Rnt 14.
end if 15'QU§3sb@ww mewl[myfe']erfeusgé;embod"smmﬁhem\e@m,-amﬂ N[ t-p],
S(t~[t p]) 17. end for 20 18. GE(~~ = SCGE(kp+p-1 ) 19. end for The

condi tiopal statement at |ine 9 of the above procedure may be considered to
trigger GISBhPetOMs BaEdnare impiamentation; Q??%’r‘f?ﬂ ke-an[ gnbedimeph gE &€ t he val ue
of regi sinQkntn. 525 Nde, to be applied to the input of the 1-stage CSA
(1-CSA) 540. If the condition is not satisfied, then the C and R out puts of
the 2-stage CSA (2-CSA) 520 nerely feed straight into the 1-CSA and no

corrpensabbmeu%eraeﬁ{:ﬂmsfithelﬁreréré&em%edhﬁérqa of the conpensation function
which directly renoves the need t explicitly conpute Jo. In figure 4,

the conpEhREESER ipYaREien 6‘ﬁar|“§ g %?ﬁ'?b?féh'f%fﬁw P@ijﬁ“@'é’?‘ t@@lc%ﬂengavte 530, MUX
5?3 10 heedybbdimdhtsedff 16 tihneptidnd 86 fridt FBqUifeepreamdividdgs adf thE cohateiyent of |ine

Embodiments of the invention calculate Y, = ((T . Jy) mod 2°) one bit at a time, based
on the fact that (T + NY;) must be a multiple of 2°. In this way, the complex
mathematical functions required to pre-compute Jy can be dispensed with.

15  With this implicit knowledge, the procedure MM-BASIC described previously, may
now be written as MM-SIMPLE:

procedure MM-SIMPLE(A, B, N)
S(-1)=0
fori=0 to k-1
S(i) = (S(i-1) + A(DB + NYp)/2P
if S(i) =N then S(i) = S() - N
end for

20

O o R wN

25 The above serial implementation of MM-SIMPLE is more efficient than the prior art
implementation of MM-BASIC as the two multipliers required in the prior art can be
merged into a single multiplier in embodiments of the invention. The gain, in terms of
fewer components, is a total of 2p registers plus the two serial adders 120 and 155.
The removal of the need for these components removes a significant amount of

30 circuitry, and thus the resulting architecture requires less space and consumes less
power to achieve the same result. it also calculates the result in fewer clock cycles.



9 of MM SERI AL-SI MPLE, and if R-~t[O0] is equal to 1, then the contents of
register 525 is applied to 1-CSA 540.: The above procedure
(Mt SERI AL- SI MPLE) is further explained in the procedure bel ow
(MMt SERI AL- SI MPLE enhanced), which includes further details on selected 5
ones of the internal signal nets. These internal nets are | abelled from Uo
to U and directly correspond with selected internal nets shown in Figure
4. 101. procedure MW SERI AL- SI MPLE enh&nced(A, B, N 2.S(-1 ) = 03.CE(-1) =
04. A" ext A[p10j5for i =0 to k-1156.# main Ioop corrputation of
S(i)7.Ndei, = 08 = 09. R—Olo C=02011. Acurrent = Anext 12. Anext AL(i +1
Y(P-1 )~ (F 'Qlife)%]SPQWPdPetresu'@”f @aﬂﬂadelwlqoeﬁniatmowmp. may Vs t8eq)d0=" AND1
(G(i-1 éperﬁb'fﬁ\lﬁezéié& S proceduiBIMIAEIMAEE préséritéd dovdZ = AND3(B[ 1],
Acu~nt) 1 = RI219.Ua = C20.C,nt, R nt = 2-STAGE-CSA(Uo, U~) Uz, Ua)
U4) 3021. U~ = MUX(Rint[0],0)22. U = ANDA(U~, Ndet)23.if t < p then24.Ya[t] =
U~25. Ndety,tig cemNtéd! bit byb&daﬁngp&e(fe& EhyerRi%f thdVaep, sffé?f’tlﬁg asline ®offthe

= Naer ~231. Nde, = N t]32 endi f33.C,R

regi ster 29.

= CSAQUS, ’Q?eﬁt"e '\gal@'n%%%ﬁ?sgﬁi‘{”ﬂ NG thakatgyels &%, MY(%O 1, agriUeverglieasise. end
for 37, GE(blepn sofmltel pesvidg o biepdo bedistbvefsd.an exanpl e, presented bel ow are
details of how an enbodi nent of the invention operates on sone sanpl e input
data. The following inputs are provided, in 32-bit format: A = C7/997FCE B =

CCEFBAE4 AEZ&E&EEB eBdiddrts 80thk! predddY ﬁﬁ@&ﬁmﬁ%@&% rg) BQ@%B%fTIH@ 2tesul t of

t he Mont nultipljeation of. A by B_is en Before the
conput at %{%n“f éavgréfc{%égq%gwgrlg%gz/@hé By t han B'R(q fés Iﬁ\q‘? l%eed as

fol | a0s. inernmedR®RG00JNY0Y,F) €0000000 25 RC = 0 00DO0000 BjtJ = s NtJ = 3
For the sake of sinplicity, the registers R and C have been sumred into
register RC, 30 and the conputation is perfornmed 4 bits (a nibble) at the

tine, t hura.ssmy Iiaélgrope'dlas Tollowe it tha g astep) thel iNeerinBliate it feons @muUfirss, based

ontheprt| ucts 12 %t\] YO +B[f]. A +RC/9 6 =Internediate 5 = 0
0000000002 SAXS ARSI be GiE 4 AMIBFA54
15 S=2C+R (10)
= (A(i).B[q : 0]+ ¥,[g —1:01.N[g: 0] + S(i — 1){q : 0]) / 2° (11)

Assuming that the g™ bit of Yy is a '1', then the above equation may be re-written as:

S'= (A(i).B{q :0]+ (27 +Y,[q —1:0)).N[¢: 0]+ S(i - 1)[g:0])/27 (12)
20 =S + N[q:0] (13)

As the LSB of N is always 1, since it is a large prime number and, therefore, odd,
then from the above equations, it can be seen that the LSBs of S and S' are always
inverted. Therefore, it is possible to guarantee that the LSB of the result is 0 in the

25 first p steps by choosing either S or S'. The choice of S' implies that the g™ bit of Y,
must be forced to equal 1.

The above step is repeated at each cycle q<p, so that at the end all bits of Y, are
discovered.

30
The procedure, MM-SERIAL-SIMPLE shown below is a pseudo-code
implementation of an embodiment of the present invention, and is a version of the
previously presented MM-SERIAL adapted according to the above results.



2. Find the first 4 bits of conpensation value (Z) such that the 4 LSBs of
Internmedi ate+Z. No are all zero. Z =4 10 3. Add the partial product Z.No to
Internediate Intermediate = 4 AA98FA54 +Z. No = 0 0000000C =RC = 4 AA98FA60
4. Update the registers with the new values and restart the cycle 15 20 25
30 No = 00000023 Yo = 00000004 RC = 4 AA98FA60 Bjtj = ENtj =2 1.
Conmputation of the internediate results, based on the partial products N
jt). YO = 0 0000008C +Bjt). A = A E364F2C4 +RC/ 96 = 0 4AA98FAG =Internedi ate
= B 2ECE8272 2. Find first 4 bits of conpensation (Z) such that the 4 Isb
of Infernediate+Z. No are all zero. Z =A 3. Add the partial product Z.No to
Internediate Internmediate = B 2EOEB272 +Z. Na = 0 0000095E =RC = B 2ECE83D0
4. Update the registers with the new values and restart the cycle No =
00000723 Yo = 000000A4 RC = B 2E058?D0 Bjt] = ANtJ =7 1. Conputation of
the i nt ef medi Rfegedwe VMSERALRIMEREIHS. b\’érti al products -13 Njt].YO=
00000047¢+8 | §d1)yA1p 7C6FEF68C+RC/ 96=_ 082ECE83D=I nt er medi at e= 879DFE3455 2.
Find first 4 bits of conpensation (Z) such that the4 |sb of

| nt erfredPat e+ZEROEF @ al | zero.z =93. Add the partial product Z.No to

Jnt er redyat elsgi px oRgikat e= 879DFE34510 +Z. Na= 00000403B=SUvz= 879E023804.
Update the registers with the new values and restart the cycle No =
00006723%Yo = 000B0AaloRe: computalionP83¢) BjtJ = 8 NjtJ = 6 15 This process is
repeatedguntil al fortthey @ ksrpof Yo are discovered. At this stage, the

conpensati on phase is no | onger needed_ s h opputation iterates over the
remai ni n6 bits of 8 arfes s RF%Q =s$é§mgysg§é¢§’§‘ég ("él'@@cﬁ(’ﬂ&g%e i's given
by t{e fellow ng tabl e, R, =2-STAGE_CSA(B[f] . A, Cu(t-1), Ru(t-1)/2, NIf] . Y5)

9. if t < p and R;,[0] = 1 then
10. Cu(t), Ru(f) = CSA(N[t:0], Cint, Rint)
11. Yolf] = 1
12, . else
15 13. Cult), Ru(t) = Cint, Rint
14. end if
15. S()It-p] = Ru(t){0]
16. SGE(t) = SERIAL_GE(SGE(t-1), N[t-p], S()[t-p])
17. end for
20 18. GE(i) = SGE(kptp-1)
19. end for

The conditional statement at line 9 of the above procedure may be considered to
trigger a compensation event which, if t<p and Rin{0] =1, causes the value of register

25 525 Nge to be applied to the input of the 1-stage CSA (1-CSA) 540. If the condition is
not satisfied, then the C and R outputs of the 2-stage CSA (2-CSA) 520 merely feed
straight into the 1-CSA and no compensation is performed.

It is the addition of the compensation function which directly removes the need to

30 explicitly compute Jo.

In figure 4, the compensation function is implemented by register 525, AND gate
530, MUX 535. The MUX 535 effectively performs the conditional IF statement of line



20 25 30
Cycl eNoYORCBj t ] Nj t ] 0XX) CX~CXXXXXXXXKXXX) UCKXXXXXXX1000000030000000000000000

00632000000230000000404AA98FA60E2300000723000000A40B2EOE83D0A74000067230000
09A40879E0238086500016723000009A406C06A3480D1600816723000A09A40A88602800887
07816723000A09A406E1A24810478D7816723090A09A403CE5304708D9D7816723790A09A40
CCFBD780054104D781672790A09A40694A37956 EA11A4D78167790A09A41007138ACLE7127A
4D7816790A09A40F331C6EEC92 - 14 -10-
1327A4D781790A09A408E52B51B4FA14A27A4AD78790A09A410F3358755AA15AA27A4D7790A0
9A4A0D0096AF6974164AA27AAD790A09A4082EEA0AEB7TFS17FAAA27A4790A09A40DOC3 74AACA
3183F4AAS DAMFATAALSHBIPLE Dart-if1 6B pregual do Aothen dive GoEe MM eS8 FAAA2790A
09A4CEACERR 3R EChakaAp90A09A41011728ED1F710227EC53F4A790A09A4OFFADBDES
BE72377EC53F4790A09A40OF3258F423C . o
. 02407 7EEB8 RPIUNOIeduesB I AERM SN 7 ECS 3 g betoaRIAItEd-Both A IMeERE 0 7 7EC5 790
AD9AA0104418R ERAT-SERIAL-SIMPLE _enhanced), which includes further details on selected
00152700D077EC790A09A400101F39EA0028000D077E790A09A4000101F39E00290000D0777
90 A0 IR 0PTRFIY Hh iy 38 GG TRI$:7 90 A09A400000101F30031000000D0790A09A400000010
1F0020320000000D790A09A40000000101003300000000790A09A4000000001000340000000
0790A09A4000000000100 Notice that the serial output result can be read
di r ect | yTheserinersal ggts 3rpdabelipd e Wy tor Yeandcdigstly farresrond with seleciog er est i ng
to noti Cigterhl nely $Howndn BRfuke€sN of No. Fromcycle 1 to 25 8, the register
behavi or is conparable to a stack, where the nibble are pushed fromthe
left. Fromcycle 9 onward, the register behaves as a right shift register.
The qut put Oprdddduré ROI-SERIASBAMPLD GnHaRsbRs 8, | nput of a conparat or
whi ch detects if the results is greater or equal to N. Y = 790A09A4 30
RESULT= 4 01P63EAS AA38994E C8954C96 00000000 -15 In the light of the
foregoi gy degg(ipticon, it will be clear to the skilled man that various
modi fi cgﬂ;i ong may Ige '&Dde within the scope of the invention. The present
i nventi i n€retFehlPa novel feature or conbination of features 5 disclosed
herei n &.t heforgs® toch-4l y or any generalisation thereof irrespective of
whet her or not it relates to the clajnmed invention or mtigates any or all
of tRe frobl ens ZJORIR d?omput%""d’fgﬁl(% 1. Apparatus having inputs A) B and
N) and amn out put Ag,, =%ai d apparatus being arranged to perform a nodul ar
operati %2 S=A. B N, the apparatus including a 2stage Carry Save Adder
nd

(2- CSA a 1-99&ge Carry Save Adder (1-CSA), the 2 5 CSA being arranged
to receigve 5 i np®=0i gnal s:
10. C=0
20 11, Acument = Anext
12. Anext = A[(i+1)(p-1):(i+1)p]
13. fort=0 to kp+p-1
14. Up = AND2(N1], Yo)
15. Us = AND1(GE(i-1), NIf])
25 16. U; = SUB1(Us, S(i-1[f])
17. U, = AND3(BI[f], Acurrent)
18. U;=RI/2
19. Us=C
20. Cint, Rint = 2-STAGE-CSA(Uy, Uy, Uz, U, Uy)
30 21. Uz = MUX(Rx[0],0)
22. Us = AND4(U7, Nger)
23. if t < p then
24. Yolf] = Uz

25. Noeft] = NIf]



o Uo, being the partial product of N and Yo, v U-, being the subtraction of
a previous version of S and U6 wherein U6 is either N or O depending on the
val ue of the conparison between the result of 10 the previous iteration and
N. o U2, being the partial product of Bwth the current version of A v
U3, being S/2 o W4) being the carry output of the 1-CSA; 15 where result
and carry outputs of the 2-CSA formtwo of three inputs to the 1-CSA,
wherein the result (R) output of the11-CSA is the desired result (S), and
the third input to the 1-CSA is a conpensation signal arranged to allow S
to be cal %ul ated with t_e(ﬁnowi ng the constant Jo, where JoN<O> _ -1. nod
2p, wher & pis a blockélength into which A is sub-divided. 20 2. Apparatus
as claimeg¢.in claim leldaerein the conpensati on signal is arranged to equal
a del aye% versi on of %l i n t&;ﬁ? t t<p and the Result (R) output of

t he 2CSA équal s "1, Bdlagac cI ainmed in any one of the preceding
clains w2grein the 2- O§ANOQ[DI]udes tvvo 1 CSA arranged in series. 4.

Apparg ?? as clainmed gr;% ne of the preceding clains wherein while
process 8 bits 0 to M"i’ ‘é(gl ster Yo is arranged such that the LSB of the
Result (BY. 30 output N[pHp=MLSA is always '0'. 5. Apparatus as claimed in
any one ?-1% t he preceéﬂg clains wherein the apparatus is arranged to take
the form6f a cust ofid' tegrated circuit. -17 fi. Apparatus as clained in
claim5 @Berein theCRIsOSM(UntGgmrated circuit includes a digital signal
processot,(DSP) 7. éﬁgil @tive met hod of perform ng a nodul ar. operation of
S = AB hod N, wher Aﬁ and N are encoded as nulti-bit digital words)

i ncl ddi n@5t he fol | o8GAY) s GHIL; RiJ))setting S(-1 ) to 0, and i to 0 b)
setting é ) to (é'gt 1) + A<i>B + NYo)/2p c) setting S(i) to (S(i) - N if
S(i) >N ﬁg steps b) and c) k tinmes. wherein: i is a |oop
counter; 3K |s a rrBEdl)e#SGE(Idepdlis of p bits length into which A is divided,

15 Y0 g5 ((Tkhr ™0 200

15 As an example, presented below are details of how an embodiment of the invention
operates on some sample input data. The following inputs are provided, in 32-bit
format:

A =C7197F0E
B = CCEFBAE4_77AF9EES5_848DBAE6
20 N =DO77EC53_F4AA27A4_D7816723

The result of the Montgomery multiplication of A by B is given by (AB+NY,)/2°.
Before the computation starts, the registers of the multiplier are initialised as follows.

No= 00000003
Yo= 00000000

25 RC= 0_00000000
B]= 6
Nij= 3

For the sake of simplicity, the registers R and C have been summed into register RC,
30 and the computation is performed 4 bits (a nibble) at the time, thus setting p=4.

1. Computation of the intermediate results, based on the partial products



JoN = -1 nod2P; and Yo is calculated one bit at a tinme, based on the fact
that (T + NYo) is a nultiple of 2. .AY. AhF. AFY. Al Y. A AF. AF . A3E. A 3. AF. A

. A, F. AF. AAY | AYE. . AF. AY>\g', r=?CEK

{]|wrl gb\WcaV] ca] ca] caV] ca] ca] ca] caV] ca] ca] ca] ca] caV]ca] caV]ca] ca] cal] ca] ca
]cal]caV]ca]ca]ca] ca]jcalcaUca]cTajcaljcTat qr y

10

15

20

25

30

-12-
N[t. YO = 0_00000000
+B[t].A =4 AA98FA54
+RC/16 = 0_00000000
=Intermediate =4 AA98FA54

2. Find the first 4 bits of compensation value (Z) such that the 4 LSBs of
Intermediate+Z.Ny are all zero.
b4 =4

3. Add the partial product Z.N; to Intermediate

Intermediate =4 AA98FA54
+Z.Np = 0_0000000C
=RC =4 AA98FA60

4. Update the registers with the new values and restart the cycle
Np = 00000023 Y, = 00000004 RC = 4_AA98FA60 Blfj=E Nft]=2

1. Computation of the intermediate results, based on the partial products

N[t].YO = 0_0000008C
+B[i].A =A_E364F2C4
+RC/16 = 0_4AA98FA6
=Intermediate =B_2E0E8272

2. Find first 4 bits of compensation (Z) such that the 4 Isb of

Intermediate+Z.N; are all zero.

b4 =A

3. Add the partial product Z.Np to Intermediate
Intermediate =B 2E0QE8272
+Z.Ny = 0_0000015E
=RC =B 2EQE83D0

4. Update the registers with the new values and restart the cycle
Np = 00000723 Y, = 000000A4 RC = B_2E0E83D0 Bftfj=A Nfj=7

1. Computation of the intermediate results, based on the partial products



) - 13<?GRUYzt 0j e_ZTl gb\ W] ca] caV] ca] ca] ca] caV] ca] ca] caV] ca

UV] caV] cal] ca] ca] caV] caV] ca] caV] caV] ca] caV] ca] caV] ca] caV] caV] ca] ca] ca] ca] ca
"(, HKUQG&zt oi d™YT] ca] caV] ca] caV] ca] caV] ca] caV] ca] ca] ca] caU] ca] ca] ca] caU] ca] c
aV] ca] caV] ca] cal] ca] ca] ca] ca] ca] ca] caV] ca] caV]ca ) HW

AE8- AJNYny| or yt ni c*YT] ca] ca] caV] ca] caV] ca] caV] ca] caV] ca] caV] ca] caV] ca] caV] c
a] ca] ca] ca] ca] ca] ca] caV]ca] ca] caV] ca] caV] ca]ca]caV]ca r|

FWtw JNR} xsmhb] WQ c”V] cal] ca] calU] caligaV] ca] ca] ca] caV] ca] caV] ca] caV] ca

UV] ca] caV] ca WV] caV] ca] caV] ca] caV] ca] caU] ca] caU] ca] cal] ca] cal] caRTW* 6?2z

#+. {upj e_ZUi c"V] c] ca] cal] ca] caV] ca] cal] ca] ca\/] caU] ca\q7ca] caV]ca] caV]ca]caV]c
a] ca\/] caj ca\/] ca] ca A YeaV] ca] ca\/] ca] caV] calUf~ A

gllle"h"q"""" N###$SY A& &M\ (((| wgl al \A];] exlrerkeaV] ca] caV] ca) ca] cal ca
] ca] ca] ca] ca] ca] cal %Lcaé ca] cal ca] ca] ca] ca] ca]pg%‘}zcalﬁcaéca] ca] ca] ca] caV] cal (

((CO)))) *n+r+++, , , eF .].mo....//1]~y§ a]ca\/]ca]ca\/]ca]ca\/]

ca] caV] ca] ca] ca\/] caLp@g,ﬁ,@y]a@@] ca] ca\/] ca] caV] <& ¢aberbgs] cal] ca] caV] ca] caV] c
aljcaVlcalca 1/0

1]111%24]2 2—%@%@%’za@efmmsam@hmﬁmtm HibwiciesmeriatgtddY@au] ca] cau
] ca] cal] ca] caVheadicaM.cal caV] ca] caV] cal] ca] caV] cal] ca] cal] ca] cal] ca] cal] ca]

ca] ca] ca] ca] ca] caFB¥3b3f 3p3v\B| 3~333333333333334&4. 45+6668"78888| wr mhc"YSI f U]

cal ca]ca]ca]calc
pyfbaadt V] teadteanddiab cal] ca] caV] ca] caV] ca] ca] cal ca] ¢

a]/Jca] ]ca] \anlﬂ?addagtg% 3%1388 9+9\ 9g95999999999999:
aV] cal] caV] ca] ca S
6. =1 C ~ysnhc] &a] cg\/] ca]caV]ca] T V]'%%’f%‘?ﬁﬁ ca] caV] ca] caV] ca
U\/] Cﬂ)/] caU] ca] caV] cazagV] ca] caV] ca] cal] ca] caklpcapgmidbgal caVv] ca] caC: J: P: g: v:

B,OUf:l;q; F¥Me ZUnc~YSV] ] caU] ca] caVPe&{2A3PEa] caV] ca] caV] ca] caV] ¢
a] CaU] ca] Cfi]@él];ﬁ@}é Bak &tk paviverkl aad Fddredbegdbeal caV] ca ca;
; <KKKK=====>5>5>>7787772777@ @@ @@ w ngb] XSV] ca] ca] ca] caV] ca] ca] ca] caV]c

a] ca\/] ca] ca\/] ca] ca\/] ca] ca] ca] caV] caV] ca] caV] ca] ca] caV] ca] caV] ca] ca] cal] ca]c
P=ADGINeLEVY, = 000009A4 RC = 8_79E02380 Bit]=8 Nft]=6
BBB' B| BBBBBB$C CCCCCCD| vqkf [ Ugb] XSV] V] ca] caV] ca] ca\/] ca] caV]| ca] caV] ca] ca] ca

Vet aleionds e SRR AR EhE s AYhaole Aol he Bl £ aical e ] cabonbD

a] ca] ca\arefarswfara pbadec is] 0a]losder a\dedad 9] the] c@]lmi]imqtea]@avy@'a]ma\/] caj ca
Q‘ QSSTT rﬁﬁ&wwwmﬂ%%ﬁﬂfvﬁﬁﬁy%“&” TU|tht>&ﬂ<\r)]'] ca] aef c%YLﬁhca] cal ca] ca

] ca] ca] o‘al]aww tableaV] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]
ca>Z\dB!' " "109BB& ()-S "10%& ()-810%3&' () -#&109B& () - MF109B& ()

Y10%& () )}o@r} R@( 109B& () - RC B/t
109B& () B Yot 1098& ) -1 1 61 " 100080B& ()-! N " TUhBHEY () ZK
10B129- 16 %3& ()X@W;ﬁxx Xoom&' (YN - BREEX R ¥1" 109RBRB&! -@.@
1098& ()1S & Y a85d860 obbddobeB! - 4606p6odo - ! 6 3

}n?4

"10%z& 5) f YO8 10(%2& é) &y&lo%%g‘co(c?oh F 1840%8 W60 e 9
3 00000723 000000A4 0B2E0ES3DO A 7

4 00006723 000009A4 0879E02380 8 6

25 5 00016723 000009A4 06C06A3480 D 1
6 00816723 000A09A4 0A88602800 8 8

7 07816723 000AQ09A4 06E1A24810 4 7
8 D7816723 090A09A4 03CES30470 8 D

9 D7816723 790A09A4 0CCFBD7800 5 4

30 10 4D781672 790A09A4 0694A37956 E A
11 A4D78167 790A09A4 1007138ACH1 E 7

12 7A4D7816 790A09A4 O0F331C6EEC 9 2



10B 10Bt = aBH 10B@@ 10%& () - Sf3940% & ()-!Sf3940% ()-9y@
1092 & ()-S10% & ()-9yS10%& ()- )- ?RUY}~?H 10B$ +10%& ()-sO

1092 & ()-.3109%& ()-14*-109FF& ()--!*-109%& ()--' 10%& ()-Y'% (, bC 10BsS
109%@& ()- F10%@& ()- 10z 10z 10z, 8 10%& ()-9610%& ()- 31T

109% & () - zHs}~?bC 10BLO%@& () - 9Z10%G& ()- g9Z10%& ()-g , YL0%@& ()-!6

, YL0%v& ()-1P "10% ()-f QG aBoC 10B9- " 10%@& () - L* 10%@& () - (f

10%@E () - #"10%@& ()-!1#"100& ()- & S140%@& ()-) ?>?@E} 0aS43l 10%@& ()- 10qq
10qq 10qq! 1 3"10%q& ()-!13"10%@@& ()- 0 10%@& ()-.- 10%@& ()- E8"<aS4!f
$10%B@B& ()- ! D3@" 10%&' ()-fF% 10%@&' ()- SLO%@& ()-! Al 10%&' () - @

109%@&' () 19bAaSARTAED7ADUR () - , 798A0289@m’ ABFES2851Bhu@g (F-sf& A

14 A27A4D78 790A09A4 10F3358755 A A

15 AA27A4D7 790A09A4 ODS096AFB69 7 4

16 4AA27A4D 790A09A4 082EE40AE8 7 F

5 17 FA4AA27A4 790A09A4 0DOC374AAC 4 3
18 3F4AA27A 790A09A4 0558478DCE E 5

19 53F4AA27 790A09A4 0D961B9BD4 A C

20 C53F4AA2 790A09A4 OE4CD923F9 B E

21 EC53F4AA 790A09A4 1011728ED1 F 7

10 22 7EC53F4A 790A09A4 OFFADBDE3B E 7
23 77EC53F4 790A09A4 0F3258F423 C 0

24 077ECS53F 790A09A4 0A485783EA C D

25 DO77ECS3 790A09A4 101F39EA3A 0 0

26 ODQ77ECS 790A09A4 0101F39EA3 0 0

15 27 00DO77EC 790A09A4 00101F39EA 0 0
28 000DO77E 790A09A4 000101F39E 0 0

29 0000D077 790A09A4 0000101F39 0 0

30 00000D07 790A09A4 00000101F3 0 0

31 00000000 790A09A4 000000101F 0 0

20 32 0000000D 790A09A4 0000000101 0 0
33 00000000 790A09A4 0000000010 0 0

34 00000000 790A09A4 0000000001 0 0

Notice that the serial output result can be read directly as the right most nibble of the
RC column. It is also interesting to notice the shifting pattern of Ny. From cycle 1 to
25 8, the register behavior is comparable to a stack, where the nibble are pushed from
the left. From cycle 9 onward, the register behaves as a right shift register. The
output of this register shall be used as the input of a comparator which detects if the

results is greater or equal to N.

Y = 790A09A4
30 RESULT=1_01F39EA3_AA3B194E_C8954C16_00000000



10%@& ()-'$10%a& ()-L! 10 ()-zI ~P1 109d& ()- 10 10 10!\" @ 100/ & ()-,!S@
109 ()-, a @ 109%& ()-, a @ 109B& ()-,!A*z[97PLI\"'1109%& ()-t'!10%
& ()-t1~"1109%& ()-t13'110% ()-t "' 110% & ()-t '!109%J& ()-t+.
APAPLIN T L$" 109 & ()-t!a L$"109& ()-t yL$"109%& ()-t9-
1090& ()-f ' 1109%& ()-t S ' 110%& ()-t :Hstuvzzm S4 F 10%& ()-10g10g10g’
CL"10%g& ()-1] 0. "109& () -!."10% =& ()- ."10% & ()-z! 8!!!laB S4 F
f10%3& ()-910%& ()-L@ 10%& ()-SLis10%& ()-! "10%z& ()-'S
10%& ()-f!?"e"h"gq"""dE S4 F S"f10%& ()-Ss! 10%& () -
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