BLUETOOTH PAIRING SYSTEM, METHOD, AND APPARATUS FIELD OF THE INVENTION The
present invention relates to Bluetooth enabled apparatuses and in one particular form relates to
methods for controlling access to a Bluetooth apparatus. INCORPORATION BY REFERENCE The
following documents are referred to in the present specification: Singaporean Patent Number
2008077382 The entire content of this document is hereby incorporated by reference. BACKGROUND
OF THE INVENTION The Specification of the Bluetooth System (hereafter referred to as the Bluetooth

specification) defines a BIUETDQF WFEIEFSING®BWBTHERAIMA BHSBMNDasytenusss frequency
hopping spread spectrum technology in the unlicensed Industrial, Scientific, and Medical (ISM) 2.4
GHz short-range radio frequency band. Bluetooth is primarily designed for low power short range
communicatibrsPtiahicetif iNvgNIWNdst transceiver microchips embedded in devices. Devices may

be assigned g PassPREEStbR AlatBSETANEIRBIN dAahTBH P paues andis kb efinegiRPBIfR FlIYRs to
transmission rﬁ{}gﬁ Class devices ha ran e of aé)é)roxmately 1m, class 2 devices have a range

of approxm{H‘f %C%’H é\%%g%easevé lf%RP PBHGE o f approximately 100m. As Bluetooth is a

radio frequency based system, communications between devices need not be line of sight. Version 1.2

of the speuﬂqe%gﬁwflﬁg,@qg\d@ggg@p@@,@éM Bit/s and version 2.0+EDR provides for a data rate of

3MBit/s. Version 2.1 of the specification was adopted on July 26, 2007 and includes Simple Secure

Pairing to |M5§@‘%&W@‘ﬁ?ﬁ%ﬁrﬁéﬁfﬁ5@d%%f€ﬁ %‘eéqflllﬁ?%ﬁ‘:?aé@apted on April 21, 2009 and
includes high speaindapartsarmsiens 0impet@@B0ADEgs through use of a Bluetooth negotiated IEEE
802.11 link Version 4.0 was adopted on June 3, 2010, and includes support for Bluetooth low energy
(BLE, previously known as Wibree). Devices which implement the Bluetooth specification will be
referred to 3SBERLAMERADIRIG ROVBEY IBNSEIBOICOIRIEES BYdedasitfRed a unique Bluetooth Device
Address (BD ADDR) which is a 48 bit address assigned from the IEEE Registration Authority. The

address is Bfl\fp 88b [I_(?%%SAWB\H_\‘V I(Iaddres.s. part consisting of 24 bits (LAP), the upper

address pa conS|s INg 0 and the non-significant address part consisting of 16 bits
(NAP). TheThapRpecdmaiiparsf tiesidreteptiafustens (Deeaizaiderenrdfioren thecdBhigiently Impcifigationaciefgs

contiguous 4 ABrvaRWiIRS SRV ESHALAMAHEY SRRFRUARSysfem uses frequency hopping spread spectrum
technology in the unlicensed Industrial, Scientific, and Medical (ISM) 2.4 GHz short-range radio
frequency band. Bluetooth is primarily designed for low power short range communications, typically
using low-cost transceiver microchips embedded in devices. Devices may be assigned a class based
upon the maximum permitted power, which defines an effective transmission range. Class 1 devices
have a range of approximately 1m, class 2 devices have a range of approximately 10m, and class 3
devices have a range of approximately 100m. As Bluetooth is a radio frequency based system,
communications between devices need not be line of sight. Version 1.2 of the specification provides
for data rates of 1MBit/s and version 2.0+EDR provides for a data rate of 3MBit/s. Version 2.1 of the
specification was adopted on July 26, 2007 and includes Simple Secure Pairing to increase security
during pairing. Version 3.0+HS was adopted on April 21, 2009 and includes high speed data transfers
of up to 24 Mbit/s through use of a Bluetooth negotiated IEEE 802.11 link. Version 4.0 was adopted
on June 3, 2010, and includes support for Bluetooth low energy (BLE, previously known as Wibree).

Devices which implement the Bluetooth specification will be referred to as Bluetooth enabled devices.

Bluetooth devices are assigned a unique Bluetooth Device Address (BD_ADDR) which is a 48 bit
address assigned from the IEEE Registration Authority. The address is comprised of three fields — the
lower address part consisting of 24 bits (LAP), the upper address part consisting of 8 bits (UAP), and
the non-significant address part consisting of 16 bits (NAP). The LAP is company assigned, and the
UAP and NAP form a company ID. There are 64 contiguous LAP values reserved for inquiry

operations.



All Bluetooth transmissions over the physical channel begin with an access code based upon the LAP
of a device address or an inquiry address. The device access code (DAC) is used during paging. Only
the Bluetooth device address is required to set up a connection. To establish new connections a
paging procedure is used in which a device makes a page scan using the Bluetooth device address of
the target. The Bluetooth device address may be obtagned from user interactions, or via an Inquiry
procedure, in which a device asks for the Bluetooth device addresses of all nearby devices (additional

information A1 @Repoaviceshidsidhd dual tepiseraanapheasginvivather eeaettad espangdo thequny
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and storing the link key for later use (this is known as bonding), or as part of the procedure or
establlshlnde&@éﬁure connection between two devices. The pairing procedure involves creating an
initialisation key Kinit in both devices, using this to create a combined link key KAB, and then mutually
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key is created based on (LK RANDA, LK RANDB, BD ADDRA, BD ADDRB). Finally, a mutual
authenticatidh ¥EEPerformed. In a mutual authentication step, a first device choses a 128 bit
random number (AU RANDA) as a challenge and sends it to the second device. The second device
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PINs and obare g keib i Rxesnpleaufebsidiiein can be cracked in 63 milliseconds using a
3GHz Pentium IV processor. Version 2.1 of the Specification defines Secure Simple Pairing to provide

passive eavesdropping protection through the use of public key cryptography system. Devices
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This makes the task of obtaining the link a considerably more difficult problem than previously, but
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mutual authentication step is performed.

In a mutual authentication step, a first device choses a 128 bit random number (AU_RAND,) as a

challenge and sends it to the second device. The second device creates a 32 bit word SRES’ 5 using



Whilst this approach provides secure bonding between the two devices, and prevents tampering of the
link, this does not provide secure access control to the devices, or even guarantee that the devices are
issued to appropriate personnel, for example if the user and issuer collude, or if a user inappropriately
obtains the secret key allowing him to self-issue a pair of devices. There is thus a need to provide
secure access control systems and methods for estalgishing and/or monitoring a secure connection
between two Bluetooth enabled devices. SUMMARY OF THE INVENTION According to a first aspect
of the presgatUNRANIDN BlbeA@BF{grov,ig)adracmeﬁmdbﬁ@kwmmkyiat@mts)umoammmt\aa@yetooth
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A problem with the pairing procedure is that if a third party eavesdrops on the whole pairing
procedure, they can perform brute force calculations through the space of all available PINs and obtain
the link key. For example a four digit pin can be cracked in 63 milliseconds using a 3GHz Pentium 1V
processor. Version 2.1 of the Specification defines Secure Simple Pairing to provide passive
eavesdropping protection through the use of public key cryptography system. Devices exchange public
keys, and use one of 4 protocols to exchange information which is used to generate a shared key. A
link key is then calculated from the derived shared key and publicly exchanged data. This makes the
task of obtaining the link key a considerably more difficult problem than previously, but in most cases

it is still susceptible to a “Man in the Middle” attack.

Whether pairing is performed according to the more secure Version 2.1 specification, or earlier less
secure versions, a problem exists that either device can control when a new link key is generated. In
some situations in which devices are issued to users, it may be desirable that pairing of devices is
performed in a controlled or supervised situation, and that further unauthorised (re)pairing is
prevented. The present applicants addressed the issue of establishing a secure Bluetooth connection in
Singaporean Patent Number 2008077382, the entire content of which is hereby incorporated by

reference.

Whilst this approach provides secure bonding between the two devices, and prevents tampering of the
link, this does not provide secure access control to the devices, or even guarantee that the devices are
issued to appropriate personnel, for example if the user and issuer collude, or if a user inappropriately
obtains the secret key allowing him to self-issue a pair of devices. There is thus a need to provide
secure access control systems and methods for establishing and/or monitoring a secure connection

between two Bluetooth enabled devices.

SUMMARY OF THE INVENTION
According to a first aspect of the present invention, there is provided a method for securely controlling
access to two Bluetooth enabled apparatuses, the method including:

storing a link key in a first Bluetooth enabled apparatus having a first Bluetooth device
address (BD_ADDR;);



associating the generated link key in the second Bluetooth enabled apparatus with the Bluetooth
device address of the first Bluetooth enabled apparatus (BD ADDR1); and associating the stored
link key in the first Bluetooth enabled apparatus with the Bluetooth device address of the second
Bluetooth enabled apparatus (BD ADDR2); establishing a secure Bluetooth connection between
the first and second Bluetooth enabled apparatuses uging the link key; sending, from the first
Bluetooth enabled apparatus to the second Bluetooth enabled apparatus, the first user identifier;
sending the first idesvifigs paréiaeirk cationaetoad Bl isteamenaticatinar i hivimgacetshdBBledanth
enabled ap avr%%uas dre g§ (gapTiall %1 by the verification authority, whether the first user identifier is
authorized to use t% it secdtid Bluetooth enabled apparatuses; receiving, by the second
Bluetooth enabledregspandtly, thevispif ANt RARMNatharmsRfs, wihetieipeingrdirotiesdnlvieaidaandn status
message issfm@\geﬁmggepfm,ﬁ?épetooth enabled apparatuses is allowed, and if a unsuccessful

verification status message is receiv se of the Bl eto h,enabled apparatuses is denied.
According o a sedB TGN 1Y PYAE R LAUERI SRR o Bluctooth enabled
apparatus, the appanratesineogingf theBloleteygtin ﬂmmmrdleémmommeommw ;apnaretvrousifotistetdragl a link
key; a L&g{lépﬁm QBQQHJQHQFe@%W%Er&%Qve“f'Cat'On information and for storing a user identifier

obtained from the user verification information’in the memo P/
associating the generated link key in the second Bluetooth enabled apparatus with the

Bluetooth device address of the first Bluetooth enabled apparatus (BD_ADDR;); and

associating the stored link key in the first Bluetooth enabled apparatus with the Bluetooth
device address of the second Bluetooth enabled apparatus (BD_ADDR));

establishing a secure Bluetooth connection between the first and second Bluetooth enabled
apparatuses using the link key;

sending, from the first Bluetooth enabled apparatus to the second Bluetooth enabled apparatus,
the first user identifier;

sending the first identifier to a verification authority in communication with the second
Bluetooth enabled apparatus,

determining, by the verification authority, whether the first user identifier is authorized to use
the first and second Bluetooth enabled apparatuses;

receiving, by the second Bluetooth enabled apparatus, a verification status message, wherein if
a successful verification status message is received use of the Bluetooth enabled apparatuses is
allowed, and if a unsuccessful verification status message is received the use of the Bluetooth enabled

apparatuses is denied.

According to a second aspect of the present invention, there is provided a Bluetooth enabled
apparatus, the apparatus including:

a Bluetooth communications module;

a memory for storing a link key;

a user input module for receiving user verification information and for storing a user identifier
obtained from the user verification information in the memory;

a processor configured to establish a secure Bluetooth communications link with a second
Bluetooth enabled apparatus using the stored link key, and provide the user identifier to the second

Bluetooth enabled apparatus over the secure Bluetooth communications link.

According to a third aspect of the present invention, there is provided a Bluetooth enabled apparatus,

the apparatus including:



a processor configured to establish a secure Bluetooth communications link with a second Bluetooth
enabled apparatus using the stored link key, and provide the user identifier to the second Bluetooth
enabled apparatus over the secure Bluetooth communications link. According to a third aspect of the
present invention, there is provided a Bluetooth enabled apparatus, the apparatus including: 5 a
Bluetooth communications module; a memory for storgg a partial link key; a user input module for
receiving a secret key; a key generator for generating a link key using the partial link key and a
received secret keyBauvitigtessreamiciioationgenodule; a processor configured to establish a

secure Bluetooth %or%mgrni?gtis(ggﬁnlink V\&tlgl ?n%elg:eond Bluetooth enabled apparatus using the generated
link key, and to receive SYirst Uiser dentitier from the second Bluetooth enabled apparatus over the

secure Bluetooth @gisfintinitatisidelfakreasiding aseamlikaya communications link with a verification

authority using the; wikeiRasr e yaieAlivg S Mrdeuangita sand Mk RGeS risavddentitiatto the
verification authority, gd to receive a verificF?\JtJo.n status message from the verification authority.
According to a foufth'& %SééPBF‘EHQ'CSbeQémq &ntion, there is provided a Bluetooth enabled apparatus,
the apparatus inclagigesaoBhosfmothddorertablistatieig smbtberitoth communications link with a second

Bluetooth enabled apparatus using the generated link key, and to receive a first user identifier from the
second Bluetooth enabled apparatus over the secure Bluetooth communications link, and to establish a
communications link with a verification authority using the wireless communications module, and to
send the received user identifier to the verification authority, and to receive a verification status

message from the verification authority.

According to a fourth aspect of the present invention, there is provided a Bluetooth enabled apparatus,
the apparatus including:

a Bluetooth communications module;

a memory for storing a partial link key;

a user input module for receiving a secret key and a first user verification information and to
store a first user identifier obtained from the first user verification information in the memory;

a key generator for generating a link key using the partial link key and a received secret key;

a verification authority;

a processor configured to establish a secure Bluetooth communications link with a second
Bluetooth enabled apparatus using the generated link key, and to receive a second user identifier from
the second Bluetooth enabled apparatus over the secure Bluetooth communications link, and to send
the first user identifier and the second user identifier to the verification authority, and to receive a

verification status message from the verification authority.

According to a fifth aspect of the present invention, there is provided a system for securely controlling
access to two Bluetooth enabled apparatuses, the system including:
a first Bluetooth enabled apparatus including:
a first Bluetooth communications module;
a first memory for storing a link key;
a first user input module for receiving user verification information and for storing a
user identifier obtained from the user verification information in the memory;
a first processor configured to establish a secure Bluetooth communications link with
a second Bluetooth enabled apparatus using the stored link key, and provide the user identifier

to the second Bluetooth enabled apparatus over the secure Bluetooth communications link;



a memory for storing a partial link key; a user input module for receiving a secret key and a first user
verification information and to store a first user identifier obtained from the first user verification
information in the memory; a key generator for generating a link key using the partial link key and a
received secret key; a verification authority; a processor configured to establish a secure Bluetooth
communications link with a second Bluetooth enabledgapparatus using the generated link key, and to
receive a second user identifier from the second Bluetooth enabled apparatus over the secure

Bluetooth communicesinaBlitkoandndrangpheady sicugingdentifier and the second user identifier to the

verification authority, and_to rec&ag/le ay rification status message from the verification authority.
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According to a fifth aspecat of the present invention, there Is provided a system for securely controlling
access to two Bluetooth @riggsiediagipeibatersueitia sydtdMninkyding: a first Bluetooth enabled

apparatus including: a firgtsBlpeieethisamAviicaiPReNAEWSs@ditglmemory for storing a link key;
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establish a securesBligetegth communications link with a second Bluetooth enabled apparatus using
the stored link key, and pggg&gﬁdth%ééggr,iqﬁ@tiﬁer to the second Bluetooth enabled apparatus over the

secure Bluetooth communications link;
a verification authority;

wherein the first processor is configured to establish a secure Bluetooth communications link
with the second Bluetooth enabled apparatus using the stored link key and the generated link key, and
to receive a first user identifier from the first Bluetooth enabled apparatus over the secure Bluetooth
communications link, and to send the first user identifier to the verification authority, and to receive a

verification status message from the verification authority module.

According to a sixth aspect of the present invention, there is provided a computer program product
including at least one computer readable medium comprising instructions for performing the method

of the first aspect.

BRIEF DESCRIPTION OF THE DRAWINGS

Various embodiments of the present invention will be discussed with reference to the accompanying
drawings wherein:

FIGURE 1A is an embodiment of a Bluetooth enabled apparatus for use in a system for controlling
access to two Bluetooth apparatuses;

FIGURE 1B is an embodiment of a second Bluetooth enabled apparatus for use in a system for
controlling access to two Bluetooth apparatuses;

FIGURE 1C is an embodiment of a system for controlling access to two Bluetooth apparatuses;
FIGURE 1D is another embodiment of a system for controlling access to two Bluetooth apparatuses.
FIGURE 2 is a flowchart of a method for use in a system for controlling access to two Bluetooth

apparatuses.

In the following description, like reference characters designate like or corresponding parts in the

drawings.

DETAILED DESCRIPTION OF THE INVENTION
Systems and method described herein provide secure access control systems and methods for

establishing and/or monitoring a secure connection between two Bluetooth enabled apparatuses (or



6 a second Bluetooth enabled apparatus including: a second Bluetooth communications module; a
second memory for storing a partial link key; a second user input module for receiving a secret key;

a key generator for generating a link key using the partial link key and a received secret key; a second
processor; and a verification authority; wherein the first processor is configured to establish a
secure Bluetooth communications link with the secong Bluetooth enabled apparatus using the stored
link key and the generated link key, and to receive a first user identifier from the first Bluetooth enabled

apparatus qiéeIctiy wariredylbeisata eomenlmeatonsadipkrardvio Benskdhedictangablgantifesteethe
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module. According to a sixth aspect of the present invention, there is provide computer program

product inciidiifegIrasnestievdtpn e PechiiabitehrisaNifier dopv prestuts ilesaic e def (spforprtiMg the
method of thglEshaspeftwireless links. For example in a security or policing setting, an officer may be issued

with a weapon (eg pistol, Taser, baton, etc) and a holster, or other controlled equipment, at the start of
a shift and are then free to move around an operational area. A supervising authority, such as a
dispatch centre or central monitoring facility, may wish to monitor when the weapon is removed from
its holster so that further assistance can automatically be provided to the officer, to allow notification
of a supervisor so that further orders can be issued or to allow closer monitoring of a developing

situation, or simply to act as a deterrent to ensure the Officer does not use the weapon inappropriately.

Such a system can be implemented by fitting a Bluetooth enabled sensing apparatus (the first
Bluetooth enabled apparatus) which includes a sensor such as a weapon status sensor which is issued
to the user along with the weapon and holster. This may be a sensor which monitors if the weapon is
in the holster, or it may sense the status of a holster clip to detect when the clip is unclipped to allow a
weapon to be removed, such as by the use of an electromagnetic proximity sensor, or a continuity
sensor. The officer can then be issued with a Bluetooth enabled mobile telephone or other Bluetooth
enabled communications apparatus (ie a second Bluetooth enabled apparatus). The two Bluetooth
apparatuses are securely paired (bonded) and a secure Bluetooth communication link is then

established between the apparatuses when the apparatuses are issued to the Officer (the user).

The mobile telephone sends and receives information to and from the supervising authority using a
wireless telephone connection. An application running on the mobile telephone can monitor the status
of the link to the sensor and generate messages or alerts to the supervising authority. For example
when the officer unclips or draws their weapon an alert is sent to the supervising authority who may
then take further action as appropriate (eg provide further assistance, or communicate with the officer).
If there is a loss of the Bluetooth link, such as the holster monitoring apparatus no longer being in
Bluetooth communications range with the mobile telephone apparatus then an alert may be sent to the

supervising authority who can then take further action as appropriate.

Referring now to Figures 1A to 1D, there are shown various embodiments of a system for controlling
access to two Bluetooth apparatuses. Figure 1A illustrates an embodiment of a first Bluetooth enabled
apparatus 110 which includes a sensor, such as a sensor for monitoring the status of a weapon, and
Figure 1B illustrates an embodiment of a second Bluetooth enabled apparatus 120 which includes a
wireless communications module, such as a mobile phone communications module. To ensure that the

two apparatuses are securely bonded, and to prevent tampering of the bond (secure connection) the



BRIEF DESCRIPTION OF THE DRAWINGS Various embodiments of the present invention will be
discussed with reference to the accompanying drawings wherein: FIGURE 1A is an embodiment of a
Bluetooth enabled apparatus for use in a system for controlling access to two Bluetooth apparatuses;
FIGURE 1B is an embodiment of a second Bluetooth enabled apparatus for use in a system for
controlling access to two Bluetooth apparatuses; FIGYRE 1C is an embodiment of a system for
controlling access to two Bluetooth apparatuses; FIGURE 1D is another embodiment of a system for
controlling geseatdo ditheBitickepiimanpaipitisass islEobtiRiied 5 milaneghrEdofoapnsinad dos waelédsa
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allow close RANhITEMgeaPenaex eashifbneiaiaaiin, ¢rashsisyitedlacteassd{ustersinieraabeneite Officer
does not usghRicRRR IRARBEORHRERIProcessor 114 or microcontroller for controlling operation of the

apparatus and a sensing module 115 which may include a sensor integrated into or connected to the

apparatus via a wired link, such as a sensor for monitoring the status of a weapon in a holster.

The first apparatus further includes a user input module 116, which may be an input apparatus such as
a keypad (which may be numeric, alphanumeric, symbolic, etc), a keyboard, a biometric scanner, or a
near field reader (eg for a secure ID token). The input apparatus may be integrated into the apparatus,
connected using a wired connection (eg USB or other cable), or over a wireless connection such as a
Bluetooth, WiFi, mobile telecommunications link or other radio frequency or IR link. Security of the
system is enhanced if the input apparatus is integrated or connected over a wired connection to reduce

the risk of eavesdropping or spoofing.

Referring to Figure 1B, the second Bluetooth enabled apparatus 120 includes a Bluetooth
communications module 121 which includes a modified implementation of the Bluetooth
Specification which disables use of the standard bonding procedure used to generate a link key.
Additionally in this embodiment the second apparatus also includes a wireless communication module
130 to enable communication with other apparatuses, such as over a mobile or a long range RF
communication link. In other embodiments as discussed below, the wireless communication module
130 may be omitted. The apparatus also includes a user input module 122, a storage component or
memory 123 and a microprocessor or microcontroller 124 for controlling operation of the apparatus.
The input module 122 may be an input apparatus such as a keypad, a keyboard, a biometric scanner, or
a near field reader, and may be integrated into the apparatus, or connected using a wired or a wireless
connection. Many Bluetooth enabled apparatuses such as mobile computing apparatuses (eg tablets,
laptops, mobile phones, trunked radio handsets etc) include a user input apparatus, a microprocessor

and a memory and these in built features can be configured for use with the methods described herein.



Such a system can be implemented by fitting a Bluetooth enabled sensing apparatus (the first
Bluetooth enabled apparatus) which includes a sensor such as a weapon status sensor which is
issued to the user along with the weapon and holster. This may be a sensor which monitors if the
weapon is in the holster, or it may sense the status of a holster clip to detect when the clip is unclipped
to allow a weapon to be removed, such as by the use®f an electromagnetic proximity sensor, or a
continuity sensor. The officer can then be issued with a Bluetooth enabled mobile telephone or other
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in built features can be configured for use with the methods described herein.



9 The second apparatus 120 includes a link key generator 125 for generating a link key based upon a
partial link key (PLK) 126 stored in a storage component included in the apparatus and a secret key
127 received via the user input component 122. In this embodiment the apparatus stores the partial
link key 126 associated with link key 112 stored in the first Bluetooth enabled apparatus 110 so that an
identical copy of the link key 112 can be generated ongeception of the secret key 127. The link key
generator 125 may comprise hardware, software or a combination thereof, and may be implemented
within one ehigBeerietgenanalyitt Base to L FESS R e MPEPRIees THAES0 pRNicatinnespasiiscategoates
circuits (ASIC ogrammable logic apparatuses (Pl Ds), field programmable gate arrays (FPGAS), or
other slecib T e e G L e R B SR B ) b
generated WsivR§ KherRFPRIMESIY Grafiserneatid ardtpRHQnsd 00 ings B PRI ISR SmascHcAS e E2 or E3 key
generation fdRGlipnsskiged in the Bluetooth specification. Security of the system is enhanced if the
secret key is provided over non wireless means to reduce the risk of eavesdropping or spoofing. Upon
receipt of the secret key and generation of the link key 112 the two Bluetooth apparatuses can be
securely bofbdustaestisenfodsysion ciinkdppsitedchablighdenesatbisofargeetion Biigetwtitn edichection
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stored by a verification authority 146 (discussed below) which will typically be located at a remote
location froff QRS Hidhg P el Yraicatiey N ity HER Y BE" REREBYRAY S8 PEfR H5d T85uer
to access cammpitfingdaysterageasadinfa@rm atigrinofudecompredsiap far edtesvissinfognsyisie rmchypgingser who
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password to the first Bluetooth apparatus 110 using the user input apparatus of the user input module
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duration of the verification process, or stored semi- ermanent%until the Bluetooth connection 141 is

disabled or 1BRA AW H'tR GG &% tHRLAAPAERU . 8 TER FXBIR YRR RIRFRY A AFSHY 2PHeasae:
identifier mayapeethedsodwduseiheeetideatiorsdniorifietion storedtiorplagetesds apdsmmayde generated
by further processing of the received user verification information. Such further processing may be
performed for security and/or storage reasons and may include compressing the received information,
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generate further information. For example if the user verification information is a username and
nacewnrd then it ic nrefaerahle that the nacewonrd ic <tored in an encrvnted form <i1ich ac throriaoh the



As illustrated in Figure 1C, once the secret key 127 (see Figure 1B) is entered into the second
apparatus and a secure Bluetooth connection 141 is established between the two apparatuses, then
the first Bluetooth enabled apparatus is configured to send a message 142 including the first user
identifier 118 to the second Bluetooth enabled apparatus 120. Upon reception of the first user identifier
118, the second Bluetooth enabled apparatus is configured to use the wireless communication module
130 to establish a wireless communications link 143 with a verification authority 146. The first user
identifier 118 @anctitaesrepntitiseinidentiicin baQyaegcHasie etdeviacay shidp sagathddtiteyaoreriication
authority inr%cc)rpvrg] nsigra\;io jgg'ﬁgntpn Ose%‘lg(r)]rg Bluetooth enabled apparatus. In some embodiments, just
the first user Tdentifiar 118 1S sent 10 the Verification authority, and the user identifier for the issuer is
not sent (in which case the user verification information for the issuer does not need to be received by

the second Riugiopiienables:aeparaiuRe 520k Kb 1verificatignraut) oibhis-areferablyeacamputer

server, program, dataﬁase or other system which stores ver_ifi(‘%ﬁttigon information for alglur%i%ﬁf users
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embodiments the verification authority 146 is independent of the remote monitoring facility 145.
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authority may be a component of the Information Technology systems of the overall monitoring
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verification of the received user identifier (or identifiers). The second Bluetooth enabled apparatus 120
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sent verifyingcietusaisoemsaiaraie fielificaamnrsiairemessagas imayebicasni domheashiusey. If the
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partial link ke\%in a second Bluetooth enabled apparatus having a second Bluetooth device address
(BD ADDR )R LhEpCoirUREAEROME LSV BIuetooth enabled apparatus receives a first user
verification information, and stores a first user identifier. At step 208 the second Bluetooth enabled

apparatus rﬁﬁ%i"ﬂ%?'eﬂni#fiﬁgegk%ﬁ'\?ﬂsg?‘ifs&?&%wd %%Fg:%ﬂﬁffé’r %‘?\W&Jﬁﬁ‘ﬁe"f’sﬁﬁ}’cﬁ’&tﬁ% lnfekey (in the

second Bluetooth enabled apparatus) using the stored partial link key and the received secret key, and
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a verificatiosuetudh baily val coon passvicatiencovth kby Seoersddéése i othiratibredatsparsstgs. iNtesigpR22,
the verification authority verifies whether the first user identifier is authorized to use the first and
second Bluetooth enabled apparatuses. At step 224 the second Bluetooth enabled apparatus receives
a verification status message, wherein if a successful verification status message is received use of

the Bluetooth enabled apparatuses is allowed, and if an unsuccessful verification status message is
raceived the 11ce of the Rhiietooth enabled annaratiicec ic deanied Other variatinne and modificatinne



In one embodiment the verification authority 146 further includes, or is in communication with a
database or storage device storing scheduling information on when users are scheduled to use issued
apparatuses. When a request to verify a user is made, the verification authority can check if the user is
authorised to use or be issued the apparatuses at the current time. If the user is both known to the
system and is authorised to use or be issued the appapatuses then a successful verification message
can be sent. If the user is either not known, or not authorised to use or be issued the apparatuses at
that time, theuSaunum&nemfnﬁwmﬁﬁ@ﬁtmmes@m@mnmeu&enieﬂd@tﬂgn@dlwthﬁe@mrmmgia‘m
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Bluetooth enabled apparatuses is allowed, and if an unsuccessful verification status message is

received the use of the Bluetooth enabled apparatuses is denied.

Other variations and modifications may be made. For example the flowchart in Figure 2 could be
modified to include a step 207 of receiving, by the second Bluetooth enabled apparatus, a second user
verification information and storing a second user identifier, and step 220 could be modified to include

the second Bluetooth enabled apparatus sending the second user identifier with the first user identifier



issuing authority. If one of the first or second apparatuses has WIN capabilities, this apparatus could
detect a unique identifier of the WIFI access point, such as MAC address, and provide this as an
identification token to the verification authority instead of a location. The verification authority could
then lookup location data associated with the received token in a database to verify the location of the
first and/or second apparatus and issue an appropriateg verification status message. Finally various
combinations of information in addition to the user identified could be used in the verification process,
such as a cpeinalindedasHieIn,. SThed utrliwie] ceriiieale be pEarNasDfor ieSONMecRREOSHBIENIS
various funglions ol {he ARRRiRLSERMAY:BRARRIE] oL isahled unlase Asecessly ycrlcarion
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enabled apparatuses or to create a range of secure monitoring systems. For example the first
Bluetooth eHEHIEHSp PUPATAY CbHRIEH & AR BALARURE P IR St VARA GoEY SIMRICN 15 48Rsors
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another embodiment the first apparatus may be a Bluetooth-enabled smart card reader and the
second app'gl?%%sxg% 'irlljoerf%e(?tfgeerhabled computing apparatus such as a PC tablet, a smart phone, or
any other mobile computing apparatus. For example some tablet computing apparatuses lack JIBS or

other externakdsia Comrmait #RAiEA GaBMAhRE FaaHeKGADRRRIPRLPS TR THERd: HpRd8ESnd
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select the pAFAENAHOKEYPIPBENEBR B gIRerate the link key. Again security is enhanced if the secret
key is provided via non wireless means such as via a keypad. Apparatuses may be divided into sets of
apparatuses_in which aratuses.in.the same. set re the same link key. In other. embpdiments,
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be identical, in which case the same secret key is used, or alternatively the two partial link k%/s could

be different! BRI HFETesTE b YE TIRHAN BFqe eah R EBLIAYIH N ERC D UREPSHAC KRS YHE Gecret
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control this feRetiaraliyie Appaiatvsesinanaisa Wermedifiedesestieat they will only respond to a
Bluetooth Device Inquiry from another apparatus, or allow establishment of a Bluetooth link with
another apparatus, if a predetermined portion of Bluetooth device address (BD ADDR) of the other
device is inla #Retoérpppresiedniddesansarticnas carificatiay ifdemeaiiomtentaragsidoonatns Rwetietddress
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this way communication can be restricted to apparatuses from the same manufacturer or from other
approved nPRRUPS SUREFS DY S RATRY QY RAPOPSISH AR LA AN M a1t ue A o AEAIB unning
on the secoydi@huetontsappacatus tan ditcassuletontyoriitiedhe stausdivitteaRlaratosetthrkasnd the
sensor in the first Bluetooth apparatus. Status messages can be sent to a supervising authority 145 at
regular intervals, or in response to a status change. Messages can be resent if not acknowledged. The
issuing authority may also run a software application (the issuing application) to monitor which

apparatuses are issued to which personnel, and to store secret keys associated with each apparatus.
The icecinina aritharityy cotild 1ice the annlication to look 110 the cecret kav acenciated with the cecond



17 application is in communication with, and the application could send the secret key over a wired
connection. Alternatively the issuing authority could look up the key using the application and manually
enter it into the key pad of the second apparatus. In another alternative an interface apparatus may
store the secret key for the second apparatus (temporarily or over an extended period). The interface
apparatus may be connected to the second apparatug4qusing a wired connection and send the secret
key to the second apparatus over the wired connection upon a suitable instruction. The instruction may
be via a butiamel&ypad AAHRIGAHAY thp Uérificahs eysiie Myzﬂaa@@m&tuacmwaa@pﬁiimmn running
on the second. spparalus At sERdnise e RisTiAG apharalhs apd equssLIns secel ey Such an
interface ap|8 atus may also be Used 0w the TSeF to enter their User verification mfsormailon into
the first appheHtBhiergithasidipss. |gMéE@@dl@ﬁfar@“@é@rtﬁéiwm@@mﬂéﬁﬁﬂ@@rﬂbﬁemwmﬁwd fie wgin
credentials ety a5 WeRTRAOR AMbABSHMPHD dethdissiding application, which can then be verified
with the verification authority. When apparatuses are to be issued to a user, apparatus identification
information such as a serial number, bar code, or Bluetooth address could be recorded by the issuing
application,landbthés énfordiaticrinecuhdrtinéeraipnovigid toethiey siexlfioction efutiediiity aldlagsadtndhe user
identifier of fyexiseuer THRISTRATAgRaRMINRB R EhECkerh 2aRsl iR R DM ALARMRESed over the
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algorithm steps described in connection with the embodiments disclosed herein may be implemented
as electronfRARINTE RSB HRBLTER deAtIRaYLl diedSRMBMAE R BrIRRIMeRBS clearly illustrate this
interchangeability of hardware and software, various illustrative components, blocks, modules, circuits,
and Sep MR EsS AR AT RE SEneTRllcialenme Alhel et B0 B RS lon
functlonallty is |m emente rhar ware oF Software depends upon the partlcu ar gppllca‘aon and
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integrated cwcmts ASICs), digital signal processors (DSPs), digital sighal processing devices
(DSPDs), pligha E&B‘f@hﬂ@ rﬂ'@Jl@e’?Wb%ﬁ‘dﬁ@lﬂpﬁ%ﬁ}'émmgmét@%'8??3% (FPGAS), processors,

controllers, micro-controllers, microprocessors, other electronic units designed to perform the functions
described *@g"f‘épva? LASOraROAtionBeLsqh BO WA IP ug% ﬁn&lﬁé’d?@%ﬂ?h@? PRiEr prpgrams,
computer codes, or instructions, may contain a number a number of source c e or object code
segments PSS aLIRGHY/ é:ﬁﬂWF@Q&I@%%H{%W&@@F%@Hé'Eﬂé‘%él‘i‘dﬁﬁ%W%d& RIRKATMemory,
flash memagenfGivg fﬂﬁgﬁ@%@%@%mmrwgﬁsgdﬁ@%rrstdtaéd/@mkaﬁomm@ﬁ?egiabre@l fala- R%Mbla
DVD-ROM or any other.form of computer re e medium. In t ative, the ¢ uter yeadable
s S e s I S e E i o
reside in aﬁm@mleaat%%ﬁﬁ@@emhwy bEHecasfhwithingeeissofth iBryistoreitidrita antory unit
and eXGCUt%@Lﬁ&@%LﬁH&?{?M&PH&W%RG% WWTE&MH%&W&A@@M@ émﬁé‘ibﬁéﬂ% Wyithin the
processor or external to the processor, in which case it can be communicatively coupled to the
processor via various means as is known in the art. Throughout the specification and the claims that
follow, unless the context requires otherwise, the words "comprise” and "include" and variations such
as "comprising” and "including" will be understood to imply the inclusion of a stated integer or group of
integers, but not the exclusion of any other integer or group of integers. The reference to any prior art
in this specification is not, and should not be taken as, an acknowledgement of any form of suggestion
that such prior art forms part of the common general knowledge.



19 It will be appreciated by those skilled in the art that the invention is not restricted in its use to the
particular application described. Neither is the present invention restricted in its preferred embodiment
with regard to the particular elements and/or features described or depicted herein. It will be
appreciated that various modifications can be made without departing from the principles of the
invention. Therefore, the invention should be understgad to include all such modifications in its scope.
20 THE CLAIMS DEFINING THE INVENTION ARE AS FOLLOWS 1. A method for securely

controlling agoessatenbhieyBlaeteoterfabled spparaipaesstoeanatinddpauinghis agiatng eliak key
in a first Blugtoqgth enable aratus having a first Bluetpaot ice address (BD ADDRI); storing
et I e A R MRy SR RO e actress
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informationaad séRENB @diss digekidaniklierithare e st ikermbibes oaondRlveiashvemabled

apparatus; _. i . e .
first and/or second apparatus and issue an appropriate verification status message.

Finally various combinations of information in addition to the user identified could be used in the

verification process, such as a combination of position, schedule, and certification information.

In some embodiments various functions of the apparatuses may be inhibited or disabled unless a
successful verification status message is received. For example if one apparatus is a mobile phone then
the ability to make a call may be denied, or only certain numbers may be called, such as emergency
calls and/or calls to a supervisor or monitoring centre 145. In another embodiment the first apparatus
is a secure card reader and the second apparatus is tablet. If an unsuccessful verification message is
received then card reading functionality could be disabled. In another example the first Bluetooth
enabled apparatus may be a module fitted to a weapon which either prevents taking the weapon out of

a holster, or disables firing of the weapon.

The proposed system and methods could be used with a range of Bluetooth enabled apparatuses or to
create a range of secure monitoring systems. For example the first Bluetooth enabled apparatus could
be an attachment to a holster with wired connection to sensors installed on the holster to monitor status
of the holster (for example, clip on and off), or a Bluetooth-enabled sensor attached to a human body,
clothing, vehicle, or any other object whose status is to be monitored. The second apparatus can then
be a Bluetooth-enabled mobile communication apparatus such as a mobile phone, a trunked radio
handset, a PC tablet, a mobile computing apparatus, etc, which can communicate with a supervising
authority or monitoring centre. In another embodiment the first apparatus may be a Bluetooth-enabled
smart card reader and the second apparatus is a Bluetooth-enabled computing apparatus such as a PC
tablet, a smart phone, or any other mobile computing apparatus. For example some tablet computing
apparatuses lack USB or other external data connectors and thus cannot be securely connected to
smart card readers. Cryptographic data is stored on smart cards, and thus there needs to be a way for a
tablet to securely read and write data to a contact smart card via an external smart card reader. The
proposed method provides a way to securely establish a Bluetooth connection for secured transmission

of data between the smart card reader and a mobile computing apparatus.

Various other modifications may be made to the proposed system. For example the second Bluetooth

enabled apparatus 120 may include a plurality of partial link keys, wherein each partial link key has an



generating a copy of the link key in the second Bluetooth enabled apparatus using the stored partial
link key and the received secret key. associating the generated link key in the second Bluetooth
enabled apparatus with the Bluetooth device address of the first Bluetooth enabled apparatus (BD
ADDRI); and associating the stored link key in the first Bluetooth enabled apparatus with the
Bluetooth device address of the second Bluetooth enggled apparatus (BD ADDR2); establishing a
secure Bluetooth connection between the first and second Bluetooth enabled apparatuses using the

link key;  assecidiaglosiaup keg frrmiabmwkbye@phjﬁdeap@apmmha hecetiet Rdyeientheamied
apparatus, the f| t user |deﬂtlfler
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wherein if a sucg{zméjl verification status message is received use of the Bluetooth enabled
apparatuse§ 1%l ¥, and if a unsuccessful verification status message is received the use of the
Bluetooth enabled apparatuses is denied. 2. The method as claimed in claim 1, wherein the

verification %ﬂ@F'%%&‘Pﬁﬁ@ﬁ&%fﬁb#ﬁ%ﬁ%ﬁ?ﬂ%ﬁdH%E@&"I’Br%@f%l?l‘%ﬁﬁ&??é&%%B%Jﬂ%oﬁ%@ﬁ%muetoom

enabled apgﬁsratus includes a wireless communication module for establishing a wireless link with the
verification Si¥¥sAdpe WW@%@%B‘H’Q§W§%@MW%%%§“‘Fﬁrﬁrﬁﬂ?“i}ﬁsél'ﬁal?fgaﬂé&%’f\%@etf{%@%econd
Bluetooth etabdepheapasaivish e feaun douse flv@uiidatiorigofe oywdsr?edad stapnguid becontifisses

identifier, a%r@fcﬁwg?g‘ne link key stored in the first Bluetooth apparatus (rather than a generated link key),
and steps 208 and 210 omitted. In another variation, both apparatuses could store partial link keys, and
secret keys could be entered into both apparatuses to allow generation of a common link key (ie step
202 modified to store a PLK, and steps 208 and 210 repeated for the first apparatus). The two stored
partial link keys could be identical, in which case the same secret key is used, or alternatively the two
partial link keys could be different, and have different keys, with the requirement being that each

partial link key and secret key generates the same (common) link key.

A key generation controller may also be used to prevent replacement of a generated link key. The
controller may optionally prevent any replacement or just replacement by link key generated by some
other means. The use of the key generation controller may be activated or deactivated using a
password or other instruction to allow an administrator to control this functionality. Apparatuses may
also be modified so that they will only respond to a Bluetooth Device Inquiry from another apparatus,
or allow establishment of a Bluetooth link with another apparatus, if a predetermined portion of
Bluetooth device address (BD_ADDR) of the other device is in a list of approved address portions.
This may for example be based on the lower address part (LAP) of the Bluetooth device address
(BD_ADDR). The LAP is assigned to manufacturers and in this way communication can be restricted
to apparatuses from the same manufacturer or from other approved manufacturers by storing a list of

approved LAP’s in the apparatus.

An application running on the second Bluetooth apparatus can be used to monitor the status of the
Bluetooth link and the sensor in the first Bluetooth apparatus. Status messages can be sent to a
supervising authority 145 at regular intervals, or in response to a status change. Messages can be
resent if not acknowledged. The issuing authority may also run a software application (the issuing
application) to monitor which apparatuses are issued to which personnel, and to store secret keys
associated with each apparatus. The issuing authority could use the application to look up the secret

key associated with the second apparatus, either within the application, or via a server or database the



21 Bluetooth enabled apparatus sends the second user identifier with the first user identifier to the
verification authority. 4. The method as claimed in claim 1, wherein the verification authority is internal
to the second Bluetooth enabled apparatus and the method further includes receiving, by the second
Bluetooth enabled apparatus, a second user verification information and storing a second user
identifier, and the first and second user identifiers arejprovided to the verification authority . 5. The
method as claimed in claim 1, wherein the received user identification information comprises a
username aipglieassvioid camehtiheatrificalion et gl sioras varibeatiendoiaxepios tolireplurality of
users which_are L{SGd ,&? verggfg?xrt%gelved user id ntlfl?d’ |%8&?ﬁ8%1de rom the jeceiy d user Iréﬁientlflcatlon

information_ 6. '8nr'nettﬁ[)n§ laimed 1P craim | ¥(\:/9Here|n e sec%asgﬂugteo%% 'gaﬁ!a hie apparatuses

sends an id@AtHRIY SRR BRI oM ehdpRedoapparatifysand an identifier of the second Bluetooth
enabled apparatus to the verification authority, and the verification authority verifies if the user
associated with the first identifier is authorized to use the first andliég\%%ré% Bluetooth enabled

apparatus af theBEAIRERE 2 MR GRARBATKiRRLH 1T SF5TRY Eirt R \BRfIE on status

message is(fepanadytorthecuseextended period). The interface apparatus may be connected to the second
apparatus using a wired connection and send the secret key to the second apparatus over the wired
connection upon a suitable instruction. The instruction may be via a button, keypad, or similar input
means on the interface apparatus, or an application running on the second apparatus may recognise the
interface apparatus and request the secret key. Such an interface apparatus may also be used to allow

the user to enter their user verification information into the first apparatus.

Further the issuer could provide their user identification information (ie login credentials such as
username and password) to the issuing application, which can then be verified with the verification
authority. When apparatuses are to be issued to a user, apparatus identification information such as a
serial number, bar code, or Bluetooth address could be recorded by the issuing application, and this
information could then be provided to the verification authority along with the user identifier of the
issuer. This information can then be checked against the information received over the
communications link between the second Bluetooth apparatus and the verification authority.
Verification status messages could also be sent to the issuing application to inform the issuer. Further
the issuing application could be linked up to lockers with electronic locks. The lockers could be used
to securely store the apparatuses to be issued. The lockers could also include an input apparatus which
is connected up to the stored apparatuses to provide the user input component (ie 116 in Figure 1A or
122 in Figure 1B). This would enable the system to be automated or distributed and remove the need
for an issuer to be at the issuing location. A user could approach a locker at the start of their shift and
enter their login details. These are then sent to the verification authority for verification. Optionally a
supervisor at a remote monitoring centre could be notified and the secret key provided to the second

Bluetooth apparatus.

The methods, apparatuses and systems described herein advantageously provide secure access control
systems and methods for establishing and/or monitoring a secure connection between two Bluetooth
enabled apparatuses. The use of user identifiers as part of the apparatus issuing process ensure that
apparatuses are only issued to authorised users at authorised times, and the apparatus issuing process

can be further monitored and controlled.



8. The method as claimed in claim 1, wherein the first user identification information is from a first user,
and the apparatuses are only issued to the first user by a second user if a successful verification
status message is received by the second Bluetooth enabled apparatus. 9. The method as claimed in
claim 1, wherein the step of determining if the first user identifier is authorized further comprises
checking other information in addition to the user verifigation information to determine if the user is
authorized to use the first and second Bluetooth enabled apparatuses. 10. The method as claimed in

claim 9, wheres thekaihetiatermailomuensnppsesias thartheeeialssabaciivadogitarmiatian meseres,
certification lnfOJ’matlé)ng OSI ion |nforg1e%tlon 11 ||§r|1uv9|tt%%h en t%l%jerqga ?tus the a%pargtus

including: a ‘Blietoot %‘m@nﬁg gﬁsscrr'noduqeconﬂi a memory Ffor's oring a R herem ider input

module for i@@!ﬁmed@éﬁkeéirﬁ@aﬂ@rdwmmmﬁeaﬁ@‘tmrgwﬁ?@ﬁIoﬁmnﬁj@‘rhmbﬂm&mb'd Wrskatehe
user verificaio htBlariRgEiaNitp sRRaRANOEMY software, various illustrative components, blocks, modules,

circuits, and steps have been described above generally in terms of their functionality. Whether such
functionality is implemented as hardware or software depends upon the particular application and
design constraints imposed on the overall system. Skilled artisans may implement the described
functionality in varying ways for each particular application, but such implementation decisions

should not be interpreted as causing a departure from the scope of the present invention.

The steps of a method or algorithm described in connection with the embodiments disclosed herein
may be embodied directly in hardware, in a software module executed by a processor, or in a
combination of the two. For a hardware implementation, processing may be implemented within one
or more application specific integrated circuits (ASICs), digital signal processors (DSPs), digital signal
processing devices (DSPDs), programmable logic devices (PLDs), field programmable gate arrays
(FPGAS), processors, controllers, micro-controllers, microprocessors, other electronic units designed
to perform the functions described herein, or a combination thereof. Software modules, also known as
computer programs, computer codes, or instructions, may contain a number a number of source code
or object code segments or instructions, and may reside in any computer readable medium such as a
RAM memory, flash memory, ROM memory, EPROM memory, registers, hard disk, a removable
disk, a CD-ROM, a DVD-ROM or any other form of computer readable medium. In the alternative,
the computer readable medium may be integral to the processor. The processor and the computer
readable medium may reside in an ASIC or related device or apparatus. The software codes may be
stored in a memory unit and executed by a suitably configured processor. The memory unit may be
implemented within the processor or external to the processor, in which case it can be

communicatively coupled to the processor via various means as is known in the art.

Throughout the specification and the claims that follow, unless the context requires otherwise, the
words “comprise” and “include” and variations such as “comprising” and “including” will be
understood to imply the inclusion of a stated integer or group of integers, but not the exclusion of any

other integer or group of integers.

The reference to any prior art in this specification is not, and should not be taken as, an
acknowledgement of any form of suggestion that such prior art forms part of the common general

knowledge.



a processor configured to establish a secure Bluetooth communications link with a second Bluetooth
enabled apparatus using the stored link key, and provide the user identifier to the second Bluetooth
enabled apparatus over the secure Bluetooth communications link 12. The apparatus as claimed in
claim 11, wherein the user input module includes an integrated input device for receiving the user
verification information. 13. The apparatus as claimegdin claim 11, wherein the user input module
further includes an external input device for receiving the user verification information. 14. The
apparatus asmmmaﬂpi@cﬁdﬁ&bﬂnlhﬁéétmnéﬂﬁhldmalﬁem@%mmm & ndtredhaappaalsstamelaimed in
claim 14, wherell ihe sirizon Todiiempraliors wsapon;stats;, £0: e ARparaiisas.claimed in
claim 14, w erein th é’processor IS con gured 10 receive aven’fO ation s?at mDessage from the |nt
device in re4pbegarbteditchagienlarn ptemeasanfier, fapdrestrsayibad oaderi ced issae Byuiddendicates
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Bluetooth communications module; a memory for storing a partial Ilnk key; a user input module for
receiving a secret key;



a key generator for generating a link key using the partial link key and a received secret key; a
wireless communications module; a processor configured to establish a secure Bluetooth
communications link with a second Bluetooth enabled apparatus using the generated link key, and to
receive a first user identifier from the second Bluetooth enabled apparatus over the secure Bluetooth
communications link, and to establish a communicatiggs link with a verification authority using the
wireless communications module, and to 23 send the received user identifier to the verification
authority, and to receive a verification status message from the verification authority. 19. The

apparatus as Eleimais s IScwherain VENTseNIRE modde iwsfigured to receive a second
user verification information and to store a second user identifier obtained from the second user

verification information in the memory, and to provide the second user identifier to the verification
authority. 20. TREGHEAMAEFECHE MARNER IRIABEAISIS MihB hea PR EC [Ridpd pPRANGEY B¢ HBAYMRES an
integrated jmpudiggvice. 21. The apparatus as claimed in claim 18, wherein the user input module

further includes an exteral oyt deyice., 22, The anperaus s claimedin dai 1 giherein the
processor is configured to recéive a verification status message fronr the verification authority and if
the verificaddresstébls AedBalye indicates unsuccessful verification, then one or more functions of the

apparatus are disghiaga paidiNRIRRBARIUSBRCEIRBSR 18I APalheTRiNihe RHIF8 TR0k th
configured to receive a verification status message from the verification authority and to send the
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receiving a secret key by the second Bluetooth enabled apparatus;

generating a copy of the link key in the second Bluetooth enabled apparatus using the stored
partial link key and the received secret key.

associating the generated link key in the second Bluetooth enabled apparatus with the
Bluetooth device address of the first Bluetooth enabled apparatus (BD_ADDR;); and

associating the stored link key in the first Bluetooth enabled apparatus with the Bluetooth
device address of the second Bluetooth enabled apparatus (BD_ADDRy);

establishing a secure Bluetooth connection between the first and second Bluetooth enabled
apparatuses using the link key;

sending, from the first Bluetooth enabled apparatus to the second Bluetooth enabled apparatus,
the first user identifier;

sending the first identifier to a verification authority in communication with the second
Bluetooth enabled apparatus,

determining, by the verification authority, whether the first user identifier is
authorized to use the first and second Bluetooth enabled apparatuses;

receiving, by the second Bluetooth enabled apparatus, a verification status message, wherein if
a successful verification status message is received use of the Bluetooth enabled apparatuses is
allowed, and if a unsuccessful verification status message is received the use of the Bluetooth enabled

apparatuses is denied.

2. The method as claimed in claim 1, wherein the verification authority is external to the second
Bluetooth enabled apparatus, and the second Bluetooth enabled apparatus includes a wireless

communication module for establishing a wireless link with the verification authority.

3. The method as claimed in claim 2, further including receiving, by the second Bluetooth enabled

apparatus, a second user verification information and storing a second user identifier, and the second



25. A Bluetooth enabled apparatus, the apparatus including: a Bluetooth communications module; a
memory for storing a partial link key; a user input module for receiving a secret key and a ffst user
verification information and to store a first user identifier obtained from the first user verification
information in the memory; a key generator for generating a link key using the partial link key and a
received secret key; a verification authority; a proggssor configured to establish a secure Bluetooth
communications link with a second Bluetooth enabled apparatus using the generated link key, and to
receive a Sdeatiseadige APRSADIANEANsSeentdl Bisidesotiemnaidbedppatsiideatibietietiecure
Bluetooth ¢emisoicaltansyink, and to send 24 the first user identifier and the second user identifier to
the verification authority, and to receive a verification status message from the verification authority.

26. The apparatus as claimed in claim 25, wherein the user input module includes an integrated input
device. 4. The method as claimed in claim 1, wherein the verification authority is internal to the second

Bluetooth enabled apparatus and the method further includes receiving, by the second Bluetooth
enabled apparatus, a second user verification information and storing a second user identifier, and the

first and second user identifiers are provided to the verification authority .

5. The method as claimed in claim 1, wherein the received user identification information
comprises a username and password, and the verification authority stores verification information for a
plurality of users which are used to verify a received user identifier obtained from the received user

identification information.

6.  The method as claimed in claim 1, wherein the second Bluetooth enabled apparatuses sends an
identifier of the first Bluetooth enabled apparatus and an identifier of the second Bluetooth enabled
apparatus to the verification authority, and the verification authority verifies if the user associated with
the first identifier is authorized to use the first and second Bluetooth enabled apparatus at the current

time.

7. The method as claimed in claim 1, wherein the verification status message is reported to the

user.

8.  The method as claimed in claim 1, wherein the first user identification information is from a
first user, and the apparatuses are only issued to the first user by a second user if a successful

verification status message is received by the second Bluetooth enabled apparatus.

9.  The method as claimed in claim 1, wherein the step of determining if the first user identifier is
authorized further comprises checking other information in addition to the user verification
information to determine if the user is authorized to use the first and second Bluetooth enabled

apparatuses.

10. The method as claimed in claim 9, wherein the other information comprises one or more of

scheduling information, user certification information, or position information.

11. A Bluetooth enabled apparatus, the apparatus including:

a Bluetooth communications module;



27. The apparatus as claimed in claim 25, wherein the user input module further includes an external
input device. 28. The apparatus as claimed in claim 25, wherein the processor is configured to receive
a verification status message from the verification authority module and if the verification status
message indicates unsuccessful verification, then one or more functions of the apparatus are disabled.
29. The apparatus as claimed in claim 25, wherein theyrocessor is further configured to send the
verification status message to the second Bluetooth enabled apparatus over the secure Bluetooth
communications RiReBOYAcsytraRg ddinkdeliely controlling access to two Bluetooth enabled

apparatuses, the sysiempinehddingior rfébﬁixﬁﬂy%@pﬂérﬂ‘mh&m rﬁmmﬂihlsri@wem%gaaﬁr@tr Rlseteath
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the user identifier
Bluetooth enabled apparatus over the secure Bluetooth communications link.

12. The apparatus as claimed in claim 11, wherein the user input module includes an integrated

input device for receiving the user verification information.

13. The apparatus as claimed in claim 11, wherein the user input module further includes an

external input device for receiving the user verification information.
14.  The apparatus as claimed in claim 11 further including a sensor module.
15. The apparatus as claimed in claim 14, wherein the sensor module monitors a weapon status.

16. The apparatus as claimed in claim 14, wherein the processor is configured to receive a
verification status message from the first device in response to sending the user identifier, and if the
verification status message indicates unsuccessful verification, then one or more functions of the

apparatus are disabled.

17. The apparatus as claimed in claim 11, wherein the Bluetooth enabled apparatus further

comprises a position determination module.

18. A Bluetooth enabled apparatus, the apparatus including:

a Bluetooth communications module;

a memory for storing a partial link key;

a user input module for receiving a secret key;

a key generator for generating a link key using the partial link key and a received secret key;

a wireless communications module;

a processor configured to establish a secure Bluetooth communications link with a second
Bluetooth enabled apparatus using the generated link key, and to receive a first user identifier from the
second Bluetooth enabled apparatus over the secure Bluetooth communications link, and to establish a

communications link with a verification authority using the wireless communications module, and to



to the second Bluetooth enabled apparatus over the secure Bluetooth communications link; a second
Bluetooth enabled apparatus including: a second Bluetooth communications module; a second
memory for storing a partial link key; a second user input module for receiving a secret key; a key
generator for generating a link key using the partial link key and a received secret key; a second
processor; and a verification authority; 25 73

send the received user identifier to the verification authority, and to receive a verification status

message from the verification authority.

19. The apparatus as claimed in claim 18, wherein the user input module is configured to receive
a second user verification information and to store a second user identifier obtained from the second
user verification information in the memory, and to provide the second user identifier to the

verification authority.

20.  The apparatus as claimed in claim 18, wherein the user input module includes an integrated

input device.

21. The apparatus as claimed in claim 18, wherein the user input module further includes an

external input device.

22. The apparatus as claimed in claim 18, wherein the processor is configured to receive a
verification status message from the verification authority and if the verification status message

indicates unsuccessful verification, then one or more functions of the apparatus are disabled.

23. The apparatus as claimed in claim 18, wherein the processor is configured to receive a
verification status message from the verification authority and to send the verification status message

to the second Bluetooth enabled apparatus over the secure Bluetooth communications link.

24. The apparatus as claimed in claim 18, wherein the Bluetooth enabled apparatus further

comprises a position determination module.

25. A Bluetooth enabled apparatus, the apparatus including:

a Bluetooth communications module;

a memory for storing a partial link key;

a user input module for receiving a secret key and a first user verification information and to
store a first user identifier obtained from the first user verification information in the memory;

a key generator for generating a link key using the partial link key and a received secret key;

a verification authority;

a processor configured to establish a secure Bluetooth communications link with a second
Bluetooth enabled apparatus using the generated link key, and to receive a second user identifier from

the second Bluetooth enabled apparatus over the secure Bluetooth communications link, and to send



wherein the first processor is configured to establish a secure Bluetooth communications link with the
second Bluetooth enabled apparatus using the stored link key and the generated link key, and to
receive a first user identifier from the lint Bluetooth enabled apparatus over the secure Bluetooth
communications link, and to send the first user identifier to the verification authority, and to receive a
verification status message from the verification authgyty module. 31. The system as claimed in claim
30, wherein the second Bluetooth enabled apparatus further includes a wireless communications
module, arif st seR0AENHFGEaRddIeisceittivRgrddpftiféastisphetyeii HerHaRavibatibhantHR (818 derification

authority uginedhfMiralRsEaHIMMIMaationsHReRHIRItRAFhO send the received first user identifier to
the verification authority, and to receive a verification status message from the verification authority.

32. The system as claimed in claim 30, wherein the second user input module further receives a
second uséf-verifieafiptiaiforhtiioaddndlatores whaseio e userinpehirdrlehralvied aroniegiatescond user
verificationjpfpggation in the second memory, and sends the second user identifier to the verification
authority. 33. The system as claimed in claim 30, wherein the verification authority is a module within
the second Bluetooth enabled apparatus and the second user input module further receives a second
user verificgationTitfopntationhaactiisietas dagpcondhesein iensfidnplbtantidt frothetHecksiesad user
verificationifprnaiigniifyitae second memory, and sends the second user identifier to the verification
authority. 34. The system as claimed in claim 30, wherein the second processor is further configured
to send the verification status message to the first Bluetooth enabled apparatus over the secure
Bluetooth é8mnTbaiartioriss|asicladBed eckymst@bn vl winithe drirgeskainis 8anfigieedito ifeagivierssuccessful

verification FeRsadesiaie fRGag RBR MHeMAIRiBRuAIR iR hRdlktRiteiRol FahlrtarRaratus are

disabled. 36. The system as claimed in_claim 30 wherein'if an unsuccessful verification message is
received, dHegP FEhUERIGEERS TH M BN BRAS B R dRYBI B LioRs PETDE RGius Aie disadledThe

system as claimed in claim 30, wherein the first Bluetooth enabled apparatus further includes a sensor

rfgogu'e-zgﬁg.Thﬁn@@mt@éa@am iR a8 AwhdnGRaIR IECSEBPR IMPEBRAMPES &ugaPON
Stats. verification status message to the second Bluetooth enabled apparatus over the secure Bluetooth

communications link.

30. A system for securely controlling access to two Bluetooth enabled apparatuses, the system
including:

a first Bluetooth enabled apparatus including:

a first Bluetooth communications module;

a first memory for storing a link key;

a first user input module for receiving user verification information and for storing a
user identifier obtained from the user verification information in the memory;

a first processor configured to establish a secure Bluetooth communications link with
a second Bluetooth enabled apparatus using the stored link key, and provide the user identifier
to the second Bluetooth enabled apparatus over the secure Bluetooth communications link;

a second Bluetooth enabled apparatus including:

a second Bluetooth communications module;

a second memory for storing a partial link key;

a second user input module for receiving a secret key;

a key generator for generating a link key using the partial link key and a received
secret key;

a second processor; and

a verification authority;



39. The system as claimed in claim 31, wherein the verification authority checks other information in
addition to the user verification information to determine if the user is authorized to use the first and
second Bluetooth enabled apparatuses. 40. The method as claimed in claim 39, wherein the other
information comprises one or more of scheduling information, user certification information, or position
information. 41. A computer program product including at least one computer readable medium

comprising instructions for performing the method of any one of claims 1 to 10.
wherein the first processor is configured to establish a secure Bluetooth communications link

with the second Bluetooth enabled apparatus using the stored link key and the generated link key, and
to receive a first user identifier from the first Bluetooth enabled apparatus over the secure Bluetooth
communications link, and to send the first user identifier to the verification authority, and to receive a

verification status message from the verification authority module.

31. The system as claimed in claim 30, wherein the second Bluetooth enabled apparatus further
includes a wireless communications module, and the second processor is configured to establish a
communications link with a verification authority using the wireless communications module, and to
send the received first user identifier to the verification authority, and to receive a verification status

message from the verification authority.

32. The system as claimed in claim 30, wherein the second user input module further receives a
second user verification information and stores a second user identifier obtained from the second user
verification information in the second memory, and sends the second user identifier to the verification

authority.

33. The system as claimed in claim 30, wherein the verification authority is a module within the
second Bluetooth enabled apparatus and the second user input module further receives a second user
verification information and stores a second user identifier obtained from the second user verification

information in the second memory, and sends the second user identifier to the verification authority.
34. The system as claimed in claim 30, wherein the second processor is further configured to send
the verification status message to the first Bluetooth enabled apparatus over the secure Bluetooth

communications link.

35. The system as claimed in claim 34 wherein if an unsuccessful verification message is

received, one or more functions in the first Bluetooth enabled apparatus are disabled.

36. The system as claimed in claim 30 wherein if an unsuccessful verification message is

received, one or more functions in the second Bluetooth enabled apparatus are disabled.

37. The system as claimed in claim 30, wherein the first Bluetooth enabled apparatus further

includes a sensor module.

38. The system as claimed in claim 37, wherein the sensor module monitors a weapon status.
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39. The system as claimed in claim 31, wherein the verification authority checks other
information in addition to the user verification information to determine if the user is authorized to

use the first and second Bluetooth enabled apparatuses.

40. The method as claimed in claim 39, wherein the other information comprises one or more of

scheduling information, user certification information, or position information.

41. A computer program product including at least one computer readable medium comprising

instructions for performing the method of any one of claims 1 to 10.



