METHODS AND SYSTEMS FOR TRACKI NG | TEMS USI NG A SENSOR
VEB This application clainms priority to
U.S. Patent Application No. 11/453,868, filed on June
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present invention generally relates to systens and

met hods for tracking items. Mre particularly, the
present invention relates to systems and nethods for
tracking itens using a context based sensor web.
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[002] Asset management has always been an important part of

commerce. Tracking assets is important to organizations of all kinds, whether it be
a company keeping track of inventory to be sold in its stores, or a package delivery
provider keeping track of packages being transported through its delivery network.
To provide quality service, an organization typically creates and maintains a highly
organized network for tracking its assets. Effective management of such networks
allows lower cost, reduced delivery time, and enhanced customer service.

[003] Techhological advances have enabled items to be tracked in ways
that far exceed the functionality of a simple list. A rich information framework now
can be épp!ied to describe the item’s interaction with its surroundings, such as
transportation and custodial handoffs.

[004] Bar codes are one way organizations keep track of items. A retailer,
for example, may use bar codes on items in its inventory. For example, items to be

. sold in a retailer's store may each have a different bér code on it. In order to keep
track of inventory, the retailer typically scans the bar code on each item. In
addition, when an item is sold to a consumer, the bar code for that item is scanned.

[005] Similarly, a package delivery provider may utilize bar codes by
associating a bar code with packages to be detivered to a recipient. For example,
a package may have a bar code corresponding to a tracking number for that
package. Each time the package goes through a checkpoint (e.g., the courier
taking initial control of the package, the package being placed in a storage facility,
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[4] Bar codes are one way organi zations keep track of
itens. Aretailer, for exanple, may use bar codes on
items in its inventory. For exanple, itens to be sold
in aretailer's store nmay each have a different bar
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In addition, when an itemis sold to a consuner, the
bar code for that itemis scanned. [ 5]
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may store in memory first association data reflecting an association between an
item tracking device and a beacon device when the item tracking device is within a
predetermined range of the beacon device. The item tracking device may
correspond to a first item, and the beacon device may correspond o an area that
contains multiple items including the first item. Furthermore, the system and
method for tracking items may periodically transmit sensor data to a database.
The sensor data may be transmitted to the database from the beacon device to
provide information about an environment of a group of items from the multiple

items within the predetermined range of the beacon device.



[9] Consistent with enbodi nents of the present
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BRI EF DESCRI PTI ON OF THE DRAW NGS [10] The
acconpanyi ng drawi ngs, which are incorporated in and

constitute a part of this disclosure, illustrate
vari ous _enbodi ments and aspects of the pres
WOPEHHPHR. 1n the draw ngs: [11] Fi S%Ew%zgmgnmu

bl ock di agram of an exenplary itemtracking system
consistent with an enbodi nent of the present

i nventi on; _ -[12] Fig. 2 is a block diagram of
an exenplary tracking center consistent with an

embodi ment Of?ﬁnﬁzl Ef%rpﬂwawﬂ% omwmed 13]

Fig. 3isaf ry. or
tr aqanap Theeascaropaiing drawings VdHCfeﬁfﬁ)@Pﬁﬁ?ﬁfaW ippgd
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' eq;@?%}e 5.0 ? ﬁ]%gﬁo 1 es&% rafiP BP A% b&Bhpr; fra8Ring center consistent

I nvent1 on,
with an embodiment of the present invention,

[013] Fig. 3 is a flowchart of an exemplary method for tracking items
consistent with an embodiment of the present invention; |

[014] Fig. 4 is a flowchart of an exemplary method for accessing sensor
data using a context-based sensor network consistent with an embodiment of the
present invention;

[015] Fig. 5 is an exemplary graphical user interface displaying sensor data
retrieved in response to a request for sensor data, consistent with an embodiment
of the present invention;

[016] Fig. 6 is an exemplary graphical user interface for searching for
sensor data, consistent with an embodiment of the present invention; and

[017] Fig. 7 shows exemplary search results of the search performed in Fig.

8, consistent with an embodiment of the present invention.

DETAILED DESCRIPTION
[018] The foliowing detailed description refers to the accompanying

drawings. Wherever possible, the same reference numbers are used in the
drawings and the following description to refer to the same or similar parts. While
several exemplary embodiments and features of the invention are described
herein, modifications, adaptations and other implementations are possible, without
departing from the spirit and scope of the invention. For example, substitutions,
additions or modifications may be made to the components illustrated in the
drawings, and the exemplary methods described herein may be maodified by
substituting, reordering or adding steps to the disclosed methods. Accordingly, the
following detailed description does not limit the invention. Instead, the proper
scope of the invention is defined by the appended claims.
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[16] Fig. 6 is an exenplary graphical user interface

for searching for sensor data, consistent with an

enbodi ment of -the present invention; and [17]
shows exenpl ary search results of th%?
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[022] Network 106 provides communications between the various entities
depicted in network environment 100. Network 106 may be a shared, public, or
private network and encompass a wide area or local area. Network 106 may be
implemented through any suitabie combination of wired and/or wireless
communication networks (including Wi-Fi networks, GSM/GPRS networks, TDMA
networks, CDMA networks, Bluetooth networks, or any other wireless networks) By
way of example, network 106 may be implemented through a wide area network
(WAN), local area network (LAN), an intranet and/or the Internet. Further, the
entities of network environment 100 may be connected to multiple networks 106,
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System architecture [21] By way of a
non-limting exanple, Fig. 1 illustrates a network
envi ronnent 100 in which the features and principles
of the present invention may be inplenented
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[26] An itemtracking device 102 may al so have the
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to/fromtracking center 108 via network 106 (e.g.,
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cquRrEaAL SRt Sap I B3NP RETRL Blaynot e suo o
sémsdrU e aruaisviceentiar maBeeciodicdlly repest dﬂ&c@ysenso_r data to
uBGHPS oTtRs BARBENATR "LBGo (e GG (abRh ptdlesd Elrkitications
myahgy ess comuni cati ons maans) [29] A beacon

e A RO LA 0 gy i

WWetHérﬂherecabtalmtqm m::hmgweoricetsh‘d)zowalmom erstaip propgapity of the

exa 4 l
oBRiartAERY 0 RISHALE Beo 0 Seh QR hanedindue o ceivery
tracle rr&a“wperlcﬂhmallya:ttielch gvhdaéiwrdberele@ awst iteh teacking devices 102 within

oSS 2155 i e 20ttt o
tHEDiZe m Seacikingg de\gceﬂ 102y Sbeh @ signallreay bs @g\ﬁ:gqaless signal periodically
S lﬁtrc{n%%y %’a h%mst?gélinr%&?\%e 3B2! 45k rrﬁé}h'lé?%éiﬁ\ﬂa‘éﬁtn%%wce 102

racki ng deV|ce 102 essenti a
epsentiadly peirbyicaty detlases' | aahhﬁ@ e Oneptorglinasy gkifdn V‘e art will
ski |

h
S B BB L8 g o
trdeking emvm;% ‘WZ withintthe ppedaierreing r$gﬂaﬂ?%t ance.
- [30] - ;
h ] ‘L‘Oél'ﬁ hg%%d;ﬁ'(t—ﬁé@npﬁ%ddﬂ %ﬁ@&‘?n kHls ERbMpRXBrEt 8o 'tﬁat tem

se emtracking devices 102 that arevl\g
trahieindidatvineset Q2 thap pess withia the diglaneg agﬁap@suv'@ldyto e :ns:de or very

nearby the truck. ltem tracking devices 102 outside of the distance are considered

PCT!US(2007101404.1
I rs

outside of the truck. When a beacon device 104 determines that an item tracking
device 102 is within its range, it may store information indicative of an association
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nearby the truck. Itemtracking devices 102 outside

of the distance are considered outside of the truck.
When a beacon device 104 determines that an item
tracking _device 102 is within its range, it

Wh8FHdi%on i ndicati ve of an association e@é%éhq)’#%m“
two devices. Association information, for exanple,

may i nclude data that indicates that a beacon

device's (104)- specific identification nunber
corresponds to an itemtracking device's (102)

d f m
et MsaREuPry BniP et a5, RETSERAT ey ifftse cata.
thiPindicatds thait adeiaeon Hedice! sa( 1904) apedifid Bignfigcaion rmmb@rn

oo PP B R FRHK 300 AL B8y Bh e e

bmmmoemsymsdwpemm:tmauya&ﬂndmgmuaasoestnqmmformn t® tracking

cegg d'eVI gwpniﬁ{gbeérj ?%ﬁ :. ﬁe%gcﬁ? éggigﬁ a\gt& rﬁ?y%@&ﬁig%g@seend tracking

cérher m&mmaﬂmrmmcame pEsacrent utacurmrma@aodewres;wstbdtem

e

traxarg)ﬂewca\ﬁwm korigea ethirdiésy range] 8 40aychedats the stared mformatuon

k d
bl S et 108 o R o T B R devices
rban:gbnbat associated avith éanlg@her Whenexdraplepwheo @ Weﬂewce

1y Erd Tl HerP S RN SRl o6 ARG ol an itom
trmkmgadewas 402a sivatomas plexiausty wﬁhlndafl@?u but isgIab@aytiopger. When

{
tl'\in} E%a%ogng@%\f{@% 1 g?%'é c%&i%?&e%%nﬁ%fb?%%é’ntﬁac E?t}tgﬁtg S;H trreept
adfdRighions ital trackinglcenter 108, the curentiasgoriptiag infeimation no longer
d | i Vi
i 5 Pk P8 oa Tt BAHLAY BSBatod Ui ikcbi dovic
1®ctsftvvare and/or firmvare, and may be operable to

f .
! a7, fiEcRhaIcRrRE 0N pRAies'd PR K addihoms being

'd@w&mpi to a sedipiadb n'l'tia@l;!lr\geceﬂbﬁlfa1 Ofhgnaydie inmiementedsiog a

o&rﬁ@lﬂé{l&g of ﬁggﬁ{aréogoﬁﬁé‘r%o bnlRr firhRhte dridtdag %Bdiplérﬁlﬁlé to

red or bheacon devi ce 104a.
r&cenecandj@toee sensdrgatafiem vergusdtem ﬂ@ﬁb‘@géﬂ{f@s 1|q29¢ﬂ‘3" or

bec \réﬁ'l: devilid @ﬂ‘at P&Pé%?le BUWHAbh Mevizast d4avBhy periodically send

ow, VI I ons Ot er environnent al
traciing ceotes 108 sebrONdatadafiestinmepNHiipns eeasied o dgtcted by

bdSbdrbE&lidE1 §LEF\% hgépﬁé@tmﬁf‘ incfdeqataiish, ®mperature, light

assocl at1 ons eV|ces 102 in the truck are
lezels owsitione arewlsvre igity.caas lgkels sulgw.pdRRERRS I Qtaer

eﬁtﬁ?ﬂnk té'flg% ndlﬂd?@ t'fr%%i&hﬁg:e‘;@éﬂ %m&?%lsoﬂﬁ@obléﬁble to receive

VI CeSs . For exa , a beacon ez g"
andatpre ﬁ&prm%tt%@ﬂu@ﬁvem agserEp %’Sr@‘?s r devcem Vs dhthe truck are

add RN VIR BERON IR ided @Izﬂjﬂiétﬂﬁeh babcbnlaslicks @94 ta@mtracking
tracking devices 102 in the tr

denfie 4, el weEr MEPKINGIaYISES dir B 8*?'89%9&5%4&09 gevice 104a

that URsident M a JBGHVEY tﬁﬁkanafaén@mﬁﬁhg ceftet UPBANBIMAtYN that
use a client 110 to enter_ a re st for sensor data

idepbifiesiitem tacking 9R)icehief Nt request may
i ncl jpde) ofRicRingBrer 108 is also operable to respond to requests for

sensor data. For example, a customer may use a client 110 to enter a request for
sensor data stored at tracking center 108. The request may include one or more

-7 -



triggering paraneters, which can be used to find the
request ed sensor data. Exenplary triggering
paraneters nmay include a sensor identifi cati on

nunber, -i temtracki ng nunber, | ocation,
V‘Tq?g??f’l/“f’-’é%l humi dity, pressure, gas Ievel Tﬂ?#&ﬁmmu
vi brations, etc. Accordingly, by way of exarrpl e, a
custoner may request tenperature nmeasurenents within

a certain range of a specific location. The distance
fromthe specific location is the triggering

paraneter in that_ case.
i ghring PIBE et MR ST bie ysed 19 Ghd e R SAGH data
ExdrhgiBty thbgerihg pakdnmeleeentzgrindi08e mesensenidentifcatonanapeer, item
r esi dent at tracki cen

traciineRyBRes doralieny erﬁ%ur?o 1§ %g Cl{e@élﬂftg é%@sur& as level,
aifidiaa vibRatidres, lélmag&ﬁbrﬁfnggpejy wﬁoof andb.ea cuﬁtoawgggy request

i s managed, the cl,ient .110
tempegRiure B’é?aél:lqu@ﬂ'?t?@'ﬁ{r%'aa %?%Pangnsor a cgﬁEﬁé c%&‘(ﬂ%ﬁ Irhe
d@t\ggbé Fon® thedspdtsficlotation islibeargdaring paravederdndhat gase.
addition t

st ead , of ar chi ng,
send833k awg‘e“tt'faggwigr@rﬁ% ‘{(zf r‘%ﬁﬁ’ﬁ’eﬁa c@%&f’;‘@?%gre\g&r data from a
cn@at 210] tr@sding céritem 08 enayesearanta datanase azsidemg atitrecigag center

1 Q?eﬂltﬂz fet/fg';;tq%gf?faﬁggt% \K%B%\?Paég%p if fou r(rjd alf'ess‘g to-liﬁ@‘\sﬁhg& data may
bepfrﬁﬁfagﬁmd’ﬂ@)pfeﬂr Fdr exatrphe kf accede\s ownaged, tr@eal@om 10 and/or the

VI ces 104, a user,.tr
F’éWﬁf’ﬁ’ghe‘T‘gE’ %ngenﬁﬁgnfggg%éggﬁ ?ce%%t ﬁégtr?a is made ﬁvaslable to
th%n@ht 210 avi e tiseosstememy iim addidinh b ocm@ﬁaad ofsearching a

da&pgg g;n ﬁeg‘ﬁgéQ%t%gfrgEg § %%Bgérrﬁ%ga\‘é@ﬁt g@xsc&}%ata directly

fromahe welevaniitém tackingodevigasot0Zandiny beaean deviegs 10k

o oy 024} | Fipeiagpentay, R A BRARRApITU ARAT Vo

prRgrammieg foniteen tracking ejeemedioeobaawmdewc@& 104.zan81 'éser tracking

a_beacon _dev
GBI SRR G A JRAE 8 HETERAR Gcn
dé\ﬁw&éﬁséd‘lm\tlmmmalmmdlm Rrogramuoitniaef herferemergioned

|
d§¥iedh i) e PesB oV Bhphible. TyPIBRAG nbl Srpblinédichtuctonsina
,mmﬁdryt(nacéhuvgw)dmated algs: réapackvmge‘d@w Brogragimipg changes may

turn t
ob el A L, 84 BARTENT ShrbapoR ok o
detedietbrondition. | Fomestamepler supipdde appaeen dpvce A8fa sekrats @

t

BFFBE st S il b A 10 es s o
temsperatue tiével to tracking &@é’iqr ol Ofe R M QBaIeWn%Qedpggered to bring
ch{]@'n@n?anoﬂ t]oetma tt%m ?grémepgsédaﬁtSHWQﬁbdkmd&mer 108.

I ce cap ssing a data network, suc

Texkinggeerdeal Oﬁun rﬁwsle rmtﬁl’éhe @rog;@mlﬁgpf @gﬁﬁgﬂ: gevice 104a to
cr?é“ l@l%etg#&'i&if%%qé We%ﬁeﬁfl@ebrﬁ%f\’ﬁ?ﬂiﬁahﬂ&lﬁﬁ free.art will

al so i npl ement'ed i n ot her
apiprecizle thailmheraéﬁfa"ﬂt%@k% 'P? USE¢ gs the hpgly fongisng
p%gggﬁ] i th data access functions), Personal Digital

PDA") with a network connection. IP
t el e[ﬂﬁﬁhycgjhmsél Ogr 1 HmBrayids usely With 21 ot %rg%joenqﬁvork 106. By
?Eﬁﬁ%%%ﬂg{ 16h-996R n'i@yt M@ {rkplemented usihg@ny dewce capable
| en

be utilized by users to re

oBaveRmSINRa dats ORI AP HEBPT2 GHIPISE CamBHBT & F§sonal
cdg‘ rpltelg -..?;ﬁ:t&%lt#?% (hBABMSE MthEEné Rtk Hibiuce. t DBents drl0a-110n

0 access Up-to-date informati on about one or nore

sensors. Alternatively, a subgription to a service

is not necessary to access the information. In order

to request sensor data, the user nay enter

information on a client 110a indicative of the

desired sensor data. For exanple, the user may enter
information requesting the current |ocation and



[38] User tracking devices 112 may be devi ces,

simlar to beacon devices 104, that are capabl e of
comuni cating to both itemtracking devices 104 and
tracki ng center 108. Instead of being |ocate [g
“ﬁ?’é’%’s"’%@ch as a vehicle, user tracking devi Ce@?%ﬂ /014041
are attached to or placed near specific users

t hensel ves. A user nmay be, for exanple, a courier

that is responsible for delivery of the item being
tracked, a reci p| ent to whoman itemis being

del | ver ed a sen t ' nal ™
g gl o o ege by B el e B BRI PTG frpp Audroy
mbbite ﬁbmei@(vyittﬂﬂatéac&ccmahmmgnp) (ﬂeeszrm Digital é\@SlStant ("PDA") with

trac devi ce
a ﬁ%‘é{‘é‘ﬁl‘ é’gna?gtkﬁ)é’r é};%éleﬁﬁé"%f’ ﬁgr@gor@ =yige cap able of
: cdmahldaﬂngmﬁparcmtametwdrkght I eveI moti on, pressure,

Qm [Sgﬁﬁeq@% agﬁa T Oglh'égylf %Vuélr 4 a({ Eﬁl h?@r@. to%g@éﬁ%%nsor data

frérhafdEking centece0smFonexampliec huter mm/rmmsgghe i a sepvge that

el et 1 et BRG] byt SRP Bl o SEhests

Alarnativeliisa sgbdaription to amenvicais nolneneangly.to access the information.

A k
ket EaRer R RSl e RYGRBIEH ot 1100
intlicatié bgtmaemresimi sSe9Bondatd. Fer eampelethpruser mayyeruﬁr information
ST e SR b Hagof B8 sr s
ratiliz ofsa spedified sessorafftar the cuatgomr@néersﬁhlwnfﬁ)(m@ppn the client
j 0di cat f i
G4 Sl R 2GRN BOrRE B I 8 s
databaserat renuetsmthe nfdrmegiopetintestly ir@sn thiessensombr Wrmetrackmg
2
o0 00 50 RELRE RO ERAAT LIRS it e o
client maQaupdat e the stored information resident at user

ref BT R FrbhArARs, HeRiE o PERiFind Piorbtion o be

refl evi ces are no longer associ ated
smmheeamnmahm pageyassanigted withea aearlcbrﬁngw FeramRje. the
uSiSVh uéé%( @ul?loséé?@ig Shgite dththd Gob@@m AP infbMkation on the
envi r tem rackl ng. device) .
ugetof a léegrcmemgana indthigymanner issprovidedhelew in thecdiseipsion of Figs. 6
%3 o eﬁ(lte?ﬂgt?\} %-[ Sg'klto?nért@ b?ﬁ?d]ﬁedt@r\’%tlhﬂii‘matmn using an
racking cent

may i nc ude at | east a web server
ag@tatian peogram reﬁﬁdﬂﬂtmfbﬁ cdigpbbtde 204, a certificate

SErVigisg oés.e@iﬁ@clff@< HbGReSA 92 NRay B8 delites Nsimnar thf:eacon devices

conp netsmtrac center 108 is not |imted ?
10Mthal sreseanable aficommamisatingde bei iterm tragking depres {04 and

trQéI{ ﬁé‘%ﬁg@gt‘lﬁé’fln ?B‘H?%ﬁn% IBEStINA Plded suehAns Suetitle, user

the I nvention.

traektine deyoes grd\argedtachad 4 6RRIACE) negr specily L}?ﬁ% themselves. A
ugérar{'\%g Bel¥s e)érﬁl:gé )Y %Bu rierAhatXa8Bhéhsive bors@élh(@fy 2iRe item

a' standard web server that a us ce
bainGAraskeedne racipiegs fhyhameb tergRdeingd gyP | acgriies that s
sér'iﬁ:ﬁ% %‘ﬁtltéﬁi% QrBEipRint Nett 5260 e CpBBRIB ot rlise Meblved in the

serv I's operable to receive req estsHQgr sens

d@mandlﬁréﬁcémgspmaﬁﬁﬁ%s% Utsﬁ@tf?@a% pwcg 12dnBLHE jde a

sér'i%ﬁrtﬁﬁtt nelsdrisaafiRe 8 bnetfrhbild cctidRticiRrsueh dil6eation,
for rules engine 208 for rg}@ﬁces

tesaprraturenightiarel omolan abfgSeu S JUEY }yega§ é‘?’?’f&rra"élé'g”a Stbrations, or
LI'%‘F @nVRanicRtal Bhifihs) haltidtely, adiséevacking Hedice may not

eacon devi ces 104, and user tracking devices 112.

Sensor information database 284 may al so store

i nformation indicative of associations between a

beacon device 104 and itemtracki ng devices 102,

i nformati on indicative of associations between

different itemtracki ng devices 102, as well as

|nfornat|on |nd|cat|ve of aSSOC|at|ons betmeen a user



[43] For exanple, a beacon device, such as beacon
devi ce 104a may periodically send sensor data to
tracki ng center 108, where it is stored in sensor

i nformati on dat abase 204. Exenpl ary sensor d%?u
WO UHE Pocat i on, tenperature, |ight |evel, o0

pressure, humdity, gas level, airflow, vi brati ons,
or other environnental conditions. Sensor data that
is transmtted to sensor information database 204 may
be acconpani ed by information identi fyi ng the item

tracki ng devi ce aco 4
indiAEERR ST 08 pREPGRe LB S To A pBfodogy repon otected
sehddt dé@&@qraaklmemm 38 oaatbtepristi (n gJ uEDgrRtoMeN
databasg 204 naé al so be periodically sent by a
CORIRLBITAHRYT % an item tracking device 102, or a
us er{OBQ]aotk Lser tebkirapdédvi@e 12 max hepberabid tmpevipdically determine

B Bl SRR 58, 168 i) 260G iy v

uslet &@lskmg disitectt 2L 0% hemdtherusige fracking eleivice 1(@/detagmines that an
itelgtg gra l(\épldgﬁlceB 8! “ﬁhl{\/ qg éerlri 4(?‘%1 p%ﬁ&er% @fgrrga?on uﬁilcatwe of an

assebiation lﬁa&veesﬁ ﬂfmﬂm devicesli The user tgacwm@dawsedﬂ atmama!so send

Add || | t
B8t S B SN b SRR H B8 Focang
devitdé ¢ dewroindshihanss genatracking device is np hFjgenwdiin its range, |t
t 1
5SS BR85S Bk A5 o
trafkdhgregntbe 188 & cifledt fhat thendeviegs et b lahges associalegdiwith each

o5 PR e TR0 B A2 5hy i o oo o

leg@nA@it taeeemonmedhtt’faheébrrdtmckmn d9m¢§br i nformation

S THBE 2 PP o et tart

the @nemntdmantbhat‘rraokmg spotedd OBomag indlide atleasta a@kﬁ@@ler 202,
devi ce / (=Y 1 WH%Q

o SRS oAy Balo-RE AP 3 9hce e 25616 2V cnaine

20t Bhe uumﬁar@lﬁ comoclbn@nn teckingegerties Ofhis not limited to what is

t hor i

B 0 b 0 O ey Spprene o
pdssitié] cupsistantosith e bodipents af flae m\deéh@ﬂor user t he

por te[Parl] Wy eb e GBS {:l%%d%%ﬁﬁﬂﬁtl&?&hﬂ/ fo? rrec‘.’éq\hﬁ? trbﬁﬁ‘: over a

%r Gser has aut hori zat | on Rul es
neiwgrlneFQO@xamplebwebm 202 maydieon §tandred wph,s,qa@gar that a user
mgﬁ %@cgéf.gi & %lgér?c BRNGhg GO HR;WM ﬂ@ﬁr@ﬁ@%@cﬂ% Ihﬁ#ﬁ?& Explorer
reques or sensor data fromclients 110; send

orrréq&seepe Cosemunicata YVeb serves02 is pperie fo Fasebr ey ests for
séﬁsoF Hgfg ﬁ?ﬁ’?ﬂfenié]fa‘ﬁgr@éds%e%ém 8n484enbbidAfrMhation database

fromitemtracki ng devices 102,
2% a:@oﬁtf cdde bewver 208, andfar Bes sagineZR8dohgraressiRes 112

(an %Oh?t eSé'r%Hr‘?%hﬁ‘éﬁoﬁ‘ Shtdbash 20468 BRS! seTRBP Qétad'@béhved from

fro m tracking devices 102, beacon -11-
vartous e tiackingslevicescldZs §eaeon deyices 304qa0d HF? Sraghing devices

' 1‘EZ Ogéﬁgﬂcﬁ? lﬂﬂ)rﬁfat%ﬁrda%ﬁaéet 209 hRCHER StoE Y6 efRatidiindicative of
€acon devi ces 4, and/or user tracking devices 1%8
associations between a beacon device 104 and item tracking devices 102,

information indicative of associations between different item tracking devices 102,
as well as information indicative of associations between a user tracking device

112 and item tracking devices 102.
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System Qperati on [48] Fig. 3 shows a

flowchart of an exenplary nethod for tracking itens,
consistent with the principles of the present

i nvention. Al though the steps of the flowch
WERYHB¥d in a particul ar order, one skill eiﬂéwﬁ"&{zﬁewomul
art will appreciate that these steps nay be perforned
in a nodified or different order, or that certain

steps may-be omtted. Further, one or nore of the

steps in Fig. 3 may be perforned concurrently or in

4
Fovitadl Fer expmrler REofBEadlioh {5 dtRacaRUCEL 1040 may
peritidiatly sest aen@ﬁi@iataﬁortrae:xmpiwteraweo rvgme s piawesiry sensor

ke P £ SRR ot S i Bl A

teﬁWﬂﬁJr@,ﬂ@ht fewel,irhetion, paessung, hmwidihwpgasdevelhawflew oviprgtions, or

t
o BRG0P G A ey
mflﬁﬁ\%ﬁoﬁ i atstfasel 204 ey Enataugnpahied by infermalian idestifying the item

edanletoarem n
trasHing U gEe ae&uﬁ”?gc%dw {J? a(?:rkﬁi% tAUKRIRRICY 112 that detected
thetdenebedata0 or placed in an itemto be shipped. A

znlc ﬁBgé] #%%srg?:ea | r}?éee%qg ?@&éd% s@?lst ﬁ@rﬁrﬁthﬁﬁ#ﬁ%@m may also
barpkedsdichlty sewt hyed beacmredewcm éOm‘ am itenrisackingdevice 702, or a user

tr%%gqg?htgyl\c’:\%hhza@t{r sz t\DI‘?'én a'cﬁvzﬁ@& %FH ﬁ‘-a&&ﬁé detiBe 102 is

. thes [ are the same entit

plb6&3 within & uaemeteaninedgarwgmnw( @) baappnistevine ¥ Uhtitesn Haeking
d%ﬁ‘?’é) ibg ﬁgﬁlo‘?‘ &aé%géﬁﬁégﬁc%ﬁ(ﬁ% rn%Z'I&% n_g@t&ggﬁfg(ﬁb%n #&fBcting this
aﬁmcpapaen rBaaconrdevice 404 mayrthen serd e  GaptarotlP igfpmation
|n§|c8g\rrc=r,- of Itoﬂdenn%ié)goc%tto%c hA%tuB&llB?)ﬁ"é?(@giﬂlgt@@Z ?&ﬂgﬁ%ﬁ&;ﬁé@eéé\nce 102,
magseabidmckigpuentern 108 inforreatian indicalive abtecasspgBion t h

an | [ﬁ)ﬁg‘)‘,p %lﬁ' @&W@Sﬁt&r T88 r&R & redJL%t fHHen8br @4ta from a

ot he ause orrratl on to be stored at
cltemad angemmmtlrefDrmeﬁom ﬁatabgpe 20pireay PRFeareed fopfhe requested

adty2 fir{é@ca Io%uh& i Wéantmk%%ﬂeﬁtol 1N

n nunber the itemtracki ng device.
Al t efod8] | Gettificateosenven?@6 may heyoprliable to contiod gecessdy data

re‘%c}éﬁttﬁrbg ﬁet.cﬁ"ﬁmito‘i' %’ﬁbﬁ giaﬁﬁiﬁs%ezohozf%r example, a H’férit 1@0§%r a user

Frack I'ng device 102 has been activated ds t
otaskentHélaemalenhobe pEtharized fo [resiva sensar Gt At Ea"espon sto

 cdikdin |ﬂen?trgEI8H$ He@ﬁlébnlglzdé?ﬁﬂ!@rece}%n BBHcdA88viBes 104. When that

assocl at e user tracking device 112 é‘\ﬁ
umpqus@s asetnfisensendaiadpat inclydes d@?ﬁaﬁ%{ ‘5@“‘ or user
60 @u‘f%&fﬁa}ttgﬁ éb ta%ﬁé&é %%Hfl&ﬁtéjﬁé’ﬁvés%ﬂ@?edw“zes the lack of

tica et ect when the user_tracki

aathprizanssas ORIy AIBWSATRERG BPRER 108 (Ot ik fisit O user the
prti%ﬁlﬁf 'iﬁ? qé‘t?;_a Sfed ensditiats G whitA ¢e Bier @y iuser RdL attprization.
n

store | |on reflectln its association, w

. { enfO47AcRUIRS engine 208GDSY PR ORGEHIS b araans GlEr trings’ Send

l‘?t-g{fd'@er%Y B rmhatioBtahaEw@0d Hd3ed drieouastsifonsérsor data
racking center 108 for storag

from clients 110: send requested sensor data to clients 110 after receiving it from
sensor information database 204; process sensor data received from item tracking
devices 102, beacon devices 104, and/or user tracking devices 112 (and take

appropriate actions); request sensor data from item tracking devices 102, beacon
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[52] After an itemis placed in a delivery vehicle

(step 308), the itemtracking device 102 for the item

is associated with a beacon device 104 that

corresponds to the delivery vehicle (step 3
“@%@Hﬁﬁgﬁsthe item tracki ng device 102 and/oﬁgbwgﬁ&hmlm4l

beacon device 104 nay detect that the item tracking

device 102 is within a predeterm ned distance of the

beacon sensor 104 that indicates that the

correspondlng itemis nowin or very nearby the

vehi ¢ formation, ref ectl

AR AR O LD A s, 12 2o BhBR Fleproifaroming of
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[ :? ';JI?%BE q 'g%%kﬂg c{é%érz‘% f‘ﬁgrgtr&;é\% %ﬁ’?gﬁé&éﬁ gref Isv%rtlﬁ)r data (step
462y Ve us@0fayenténthe requestiforsenses dpth wdiog e 110, For

)?eﬂr}\@ age e méﬁ' keﬁtser%r}%bﬂgs@fg?th ¢Ht 18cdt dne:md t%erature of

origrnate e request in order to nm
altlserssors mathiroa cegair !Iaﬂ!usaﬂf@ specjied 2@@%%“‘%8@? U%erteﬂﬁefs this

rerf@ggF % c“\%ﬁtq@ sgﬁb %46 t%‘é‘(ﬁ?ﬁérﬁé}t {64} Alternatively, a user may

ase on thi s aut tication
entaf erraquesirfpr sensaridatmusing @ sRITPRISSs regidentat dfasking center 108.

WhatL Lt | 8fce 'tlfacﬁ‘lﬁé cefter 1t SENRRENVER A r@&ué&ﬁ' elgrda‘?

t he [tS sSet requester has’'the ri

' defeowise whether realftings seasarideta isguradest (s%gg% dzar example, a
ré'cﬂgxgg{ r%cfeﬂ)'efiaét tr&g ifg & O 8 & clight!1® ma§ 'tbbtférv‘iéﬁied to rules

ata is sent to the requester and

engine 298 from avaloservar 30mRilns engine 208 maMPLesess hesuest and

d{t%gm t R reddired @a‘-ﬁﬁ%‘ d?aﬁa %Qf[ﬁ)o@eél $6 taff st@ré‘d inS¥nsor
as such access rig all of the request

ingamasionglatabase 784.SHER atqﬁttamm@r'% AaY1 %) %?‘é’ gxample,
b&ERH O 15k Eﬁ'e%fﬁﬁfoﬁ?nhtndﬁ ?é’&?d&téﬁ’ Usee cHSieE; thefprb§amming of rules

request er "has access rights to onle/ a portlon of the
erging F08daf an agplisaliondqiag ryn gAlient 1 for -21 -

[065] if real-time data is needed, then processmg continues to step 422,
which is explained in more detail below. If real-time data is not needed, then
tracking center 108 may proceed to determine a set of sensors that meet one or
more triggering parameters (step 406). These triggering parameters are included
as part of the request for sensor data. For example, rules engine 208 may
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this data, then the all of the sensor data is stored
in sensor information database 204, and the requester
is sent only that data for which the requester is

aut hori zed (step 436). For exanple, if a us
WA 0819320 has access rights to only hal f oef[(iiﬁﬁsﬁm/ou_ou

request ed sensor data, only that half of the data is
returned to the client 110, where it may be displ ayed
for viewing by the user. One of ordinary skill in the
art will appreciate that if the user in this exanple
does not have, ac -1 ght S. r
o6t M ReshE aERT B Tobtindfieliall) Fes u‘?%ﬂa“'es
eriging heg enayesgartl @ensor informalion ]datat@seeq‘ﬁisfoamformatton that

t
AT B0 e BBDNFE b8t 2! BRAAREILlIS P MAGINGH vaciang
delides, 1 Mait mmthmtdenarseaﬁpﬂcby e&ch triggerieg @@fameter For

i nventiqn il ;
example }‘ ﬁgzrl;?gy IS f e{rseq?ﬂh rg{r"Pa érgfélmg\flérLe i | b?§ ﬁlt}ﬂm a 2 mile
radiusfayspetificdeiverd twkwdeimeﬂﬁ)iﬁ dhem m!@menwﬁs?% looks for the

;te{w glﬁnpgt?;g gleﬁ:%g' ﬂ#%e [gfﬁ:??ﬁll Sfegi?:eg)ﬁﬁ ﬁl?lf)gﬁé’ert{?ackmg devices 112

thabaiesindicated 4 beingswittén @R orilel radua ab jhaiterdracking device 102a.

¢
oSl SIS cUihAe] AR IBIANY GERPI0A0Bood ot i the

atility e detearine fucation, theilbcationrmsy shilt be determined briooking up

asgsg%%@ﬁ ‘%?‘%gr nfo tlonﬁﬁgﬁa%d%@ fhat ﬂ'@@ﬂbﬁﬁs ft‘: the k?tem tracking

cat es, or exanp e,
delide $@2ws oy order & Giod pesAsSAdiatey beaconsdauies 104entsen té%ck'ng

vicfe ? (9435 y’@ﬁ Sasﬂ]%hg tifhﬁ dt8y %@a&&r‘? BEvie8904 or user

nat i on er words, the user in
tracking desiee HAR qaacgmstreuea\q:q:atsmn gdecatignhat enfagpends to the

a%fogura %RE{% ach rﬁﬂ?\%e nluﬂ/eﬁé‘ Betdr ‘BEERker, chf?numg with

sensor data directly from
therea@mmg_ robast mgm@gow mawd@twm@m\gbafd#ews are within a 2 mile
arch engi ne. [79] In the
rac(:ig'}nt ﬂﬁg{ @E?ﬁwe flow chart depicted in Fig.

tri dgev] ngOpee theeappropopte $tof ,sgqg@ghqs@qqmedqtgmmed tracking
cdhEPRis Eﬁqf ﬁﬁ%%tr ARB4R4 3dduested danscrUdid forbhtries

Sensor at triggerl n? par amet er has
R

cdymonemget@ttbe setp $%@§Q5ﬁé@ept4ﬁ§&~k pexanpler ruleg epgipe 208
ﬁts berP%éfi%%r RABRmAtiGH HQﬁbtaQS 2'0Q|f8?" ahties %Bﬁﬁépéﬁthﬂg tdthe

Fowser program hi's ‘case, tracking
afoeementhn”ﬁii seitQf 199680 c%'DtF'Sﬁ W“ﬁ‘f"B? FaguesTied sgnsor data are set

%&;QBE i'égl,ﬁ’t'érgétt' PBr ERAmblee cbﬁﬁmmé iwtfl theBs@mple of a
ordi na skill in the art wll g"‘Irﬁ)gremateth

reaest lor femBeTaliNg inforastien Jtpr epsRSYWHYN B By Sedug Pl 2
sﬂ:écﬁh PlokEtidh,: ru!e%eé}?ﬁe bOg widy acce%@%ﬁﬁﬁesﬁ@i%ri%&r mformatlon
ace

, are repl t he r'el evant v es | act

e eate eI ARROPOHRINE SPHOR S6megrs (et pre witaBa 2 e radius

uﬁpefu‘?&é B TdabefRGUEBIRtha4BATRAIM &ais@ émme@ mam'rtcamﬂe@ part of
to a user using neans other than a

theveamplosols 30 06 OB GUPEGH ¥ SRPIEERS (eCegnsep data from
a beadon dev1c]§3 104 of &r tRckingtddvicea N 2 xRiybeleyegigenhean) use

user interface for_ searchi for senso g ltiple items) to
sersies idata frempre denieegp deert %E‘%‘F“‘["i?é‘“tﬁ‘gé’ Rluttiple item
JLIBVEMNd PB-tehipRirS@fe fifofmeanssior EGnﬁﬁﬁStﬁ) thelgsétafdiensotsl that cannot

romtracking center 108, searc

 deipgiaarsturs. (e phaEnal shiRe ot LBy SErastie Bat he
exanpl e depicted in Fig. 6 shows that a user may

utilize a search engine, such as the one made

avai | abl e by Googlerm to seat&h for sensor data
pertaining to a sensor identified as ZB764312-

Y12345. One of ordinary skill in the art will

appreci ate that even though the user is not directly
requesting sensor data fromtracking center 108, the
sought after sensor data still resides at tracking



[82] Wiile certain features and enbodi ments of the
i nvention have been described, other enmbodi ments of
the |nveption mﬁlldbe apparent to those skilled in
he art from consideration of the specificat
Wﬁ’r%@t"i"‘?&”of t he enbodi ments of the Ionventl onliCCWUS%W’”014041
di scl osed herein. Furthernore, although enbodi nents
of the present invention have been described as being
associated with data stored in nenory and ot her
storage nediuns, one skilled in the art wl|

3 afg&w«gﬁ@%}eﬁ&ﬁgtmtﬂ@f@ O%y)g)?érﬁ%% taZ'alrdftﬁgp {:&r‘hﬁﬁi\ 98n of
@ammmﬂw eatqueatyel :dae»spcdeta mak@maﬂe@ di sks

]|c ln? EB% ?h?lé Or?.hugs (P\’E); ensor ﬁﬁ%\{ﬁ sEﬁQ&P |Hbt$mat;on

datblease 204 (shep dit8clINs)ethams ﬁedsnonay naa;iamtq wbathen trapling

o+ sl e S R e e, e
prbb&srmig maypresead tct stepi4e mhicinis explained [no@gre detajl below. |

%ﬁﬂq@kﬁé’heg‘ﬁé‘?g@? g{depyzéseng)r(‘%néﬁgcféngh Qﬁéﬂ 8 ste(ri lﬁgnsor
dam tgprotcanchilapler(stepp# 14)h fqrmmpl@nn @I@Ep ﬁgS$ w@pgﬁatr@fegyest for
seéua;ﬁ[ fggﬁl lvﬁ%’x\% Nitbd 08 ABft 116 s Wrlgirfis 988 ntly generate such a
notification and send it to an appropriate client 110 via web server 202 and network
106.

[069] If, after step 408, the requested sensor data was successfully found
(step 410 - Yes), then tracking center 108 determines whether the requester has
authorization to access all of the retrieved data (step 416). For example, certificate
server 206 may interact with sensor information database 204, rules engine 208,
and/or a client 110 that originated the request in order to make this determination.
Certificate server 206 may receive the request, which may include authentication
information. Based on this authentication information, certificate server 206 may
determine what portion, if any, of the sensor data included in the results set, the
requester has the right to access.

[070] I the requester has access rights for ail of the sensor data in the
results set, then all of the data is sent to the requester (step 418). For example, in
a situation where a user of a client 110 has such access rights, all of the requested
sensor data is returned to the client 110, where it may be displayed for viewing by
the user. If the requester has access rights to only a portion of the sensor data, or
no access rights'at all for this data, then the requester is sent only that data for
which the requester is authorized (step 420). For example, if a user of a client 1 10
has access rights to only half of the requested sensor data, only that half of the
data is returned fo the client 110, where it may be disp!ayed for viewing by the
user. One of ordinary skill in the art will appreciate that if the user in this exampie
does not have access rights for any of the requested sensor data, no data from the

results set is returned to the client 110.
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WHAT 1S CLAIMED | S 1. A nmethod for tracking
items, conprising: storing, in nmenory, first
associ ation data reflecting an associ ati on between an
itemtracki ng device and a beacon device wh }U

WPRBH{ 148342 ki ng device is within a predeterni ﬁ’&a gg%agm‘”
of the beacon device, wherein the itemtracking
device corresponds to a first item and the beacon
device corresponds to an area that contains multiple
items including the first item detecting sensor

acs T TC RetbwEnd I 857 i, Shehiis BERHBTnE o Faphime gatais

dekled l(%tb?'@tle Yé@m?racmhgbearee 108tdaterniihes pmdef eemsome that meet

rang the beacon device: vi
O@r%ﬁﬁﬁﬁ trigagrieg PAURGier %ESZ%D g gg)s r % mg{teﬁé trleke
tnwtﬁgmamtaeandaﬂe@ as partbf tITda eequashfm‘ sgihsot datm Rules
rt her

erpins R ot GBI A v s B TRR! BLUABEHIR D ifboerg
pdrér%&tér(s@c Kinegesfest, Afles engint(P08 raay searehesemsoethforarajion
daga; %Zaelag%a ?’ti&f%rgpé\f ian ?’P?éd y @8? tlaea{t%ml t%aC kin 89\”?&{1?@2 beacon
deVRsofo4, apaldrazer nﬁacklngtdesm:esﬂeﬁpbamaetatherﬂrdemsebfnﬂh by
cap e RrgrAbrfor GRbe 158 it 83! Bivperaire
infofhatioR frodf sensors within a 2 mile radius of a specified item tracking device
102a, then rules engine 208 looks for the item tracking devices 102 and/or beacon
devices 104 that are indicated as being within a 2 mile radius of the specified item
tracking device 102a. |

[072] Alternatively, tracking center 108 may attempt to determine the set
of relevant sensors by requesting information directly from item tracking devices
102, beacon devices 104, and user trackfng devices 112. In the example of a
request for temperature information from sensors within a 2 mile radius of a
specified item tracking device 102a discussed above, rules engine 208 (or, more
generally, tracking center 108) may initiate requests to the various item tracking
devices 102, beacon devices 104, and user tracking devices 112 asking for
location information. After rules engine 208 receives Iocétion information from the
various devices, it may determine which of those devices are within a 2 mile radius
of the specified item tracking device 102a. '

[073] Once the appropriate set of sensors has been determined, tracking
center 108 may ask for the requested sensor data from the item tracking devices
102, beacon devices 104, and user tracking devices 112 that are part of the set
(step 424). For example, rules engine 208 may request the sensor data directly
from the devices 102, 104, and 112 identified in step 422. Sensor data received
back from the set of devices 102, 104, 112 are made part of a results set. For
example, continuing with the example of a request for temperature information
from sensors within a 2 mile radius of a specified item tracking cievicé 102a, rules
engine 208 may request temperature information from the item tracking devices
102 and beacon devices 104 that have been previously identified as being within a
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. 4. The nmethod of claim1, wherein the transmtted
sensor data triggers an alarm 5. The net hod
of claim4, wherein triggering the alarm conprises

sending a notification to a tracking center j
W%Wé‘l‘ig’ébto a predeternined condition. ﬂd}gszwlé]l404l
nmet hod of claim4, wherein triggering the alarm

conprises sending a notification to a user tracking
device in response to a predeterm ned condition.
7. The method of claim1, wherein the transmtted

2 g Erdiun el The Prafo o TerRiet gl AR ARANSn s bevices may be
mé@y par of the results s8t. Altbough imﬁs @22 gl 424 have beae shown as
sel%%g%{a{sgelmng ;oggla Ogtlzligéb{n%(e ifth Hhé%m R[Il}ﬂ&ﬁf%&a@%ﬁ%?ga% Bhthese
st@d)s’allrﬁiybccmheirrmltanbbaslar Far eatnpls wheimisacking aemter 308 sends a
reg&: o itenm tragknnq Hevﬁ:ﬁgq lgét RQ%A ' V@é\fl&&% @I&’lafvd?pu&r trackmg

erein
dediced 1t1i2ah arpatternptd identifyl devizies thatomeet @eanggemrmggarameter(s)

thIe ?gédéstt)‘néjysgl otbo f%tr a{eedégsed%gﬁéop gtd It manner, it is not
necessary for tracklng center 108 to send a separate request for the data.

[074] If the requested sensor data is not available from the identified item
tracking devices 102, beacon devices 104, and user tracking devices 112 (step 426
- No}), fhen a decision is made as to whether tracking center 108 should attempt io
retrieve the data from sensor information database 204 (based, for example, on the
type of sensor data that is requested) (step 432). If so, then processing may
proceed to step 408, described above. If not, then tracking‘ center 108 may send a
notification that the requested sensor data isr not available (step 434). For
example, in the case where the request for sensor data was initiated at a client
110, rules engine 208 may generate such a notification and send it to an
appropriate client 110 via web server 202 and network 106.

[075] If the requested sensor data is avéilab!e (step 426 - Yes), then
tracking center 108 determines whether the requester has authorization to access
all of the retrieved data (step 428). For example, certificate server 206 may
interact with sensor information database 204, rules engine 208, and/or a client
110 that originated‘ the request in order to make this determination. Certificate
server 206 may receive the request, which may include authentication information.
‘Based on this authentication information, certificate server 206 may determine
what portion, if any, of the sensor data included in the results set, the requester has
the right to access.

[076] If the requester has access rights for all of the sensor data in the
results set, then all of the data is sent to the requester and stored in sensor
information database 204 (step 430). For example, in a situation where a user of a
client 110 has such access rights, all of the requested sensor data is returned to
the client 110, where it may be displayed for viewing by the user. If the requester
has access rights to only a portion of the sensor data, or no access rights at all for
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11. The nmethod of claim1, wherein the area that
contains the nultiple itens Is a container used to

hI0|d the nultiple itemns. 12. The met hod of
claim1, further conprising: storing _second
WALWBHEI4EEBon data refl ecting an associ ation ﬁ&%@?}mﬂmon

the itemtracking device and a user tracking device
~when the itemtracking device is within a

predeterm ned range -of the user tracking device,

wherein the user tracking device corresponds to a

courier responsibl e for delivering, the fi '
Bt ieROFRGH QG PERTRYEIots i FRER (ipppt o database
264 SARPIPSI rBhiedet Resdnt enlytthatditadodwitichehé requesher is authorized
beacon devi ce en_the i

h - , : ;

(StRR 430k 9L &t 'EPIHSﬁ'étBF %n ghérgtchﬁiga%%\é%t%lg i gﬁttsntéa only half of

thEBERLYstbd senbbiegatal bRlydhatissiDof tabidata is returned lattheTtlent 110,
met hod of claim 1, wherein t%’?‘gl?ﬁ sensopgd

whipis & e eGP IRER (3 VP BIRO R B LI Qg Bary g1 rythe ar

whitdbpiadiateamat if e udesinahisraxaaiplé daek noghaveascess rights for any
of Gaupasrts stireran g Jala Foe BET el figbliothe client
11d.em to be tracked,

[077] Fig. 5 is an exemplary graphical user interface displaying sensor
data retrieved in response to a request for sensor data, consistent with an aspect
of the present invention. One skilled in the art will appreciate that alternative user
interfaces may be utilized that dispiay retrieved sensor data in different ways.

- [078] The user interface, for example, may be displayed on a client 110 or
other client or workstation that is being ijtilized_by a user to request sensor data
from tracking center 108. In the example of Fig. 5, the request for sensor data has
taken the form of a uniform resource locator (URL) entered by the user in the
address window of a web browser program. The URL indicates, for example, that
all sensor data corresponding to a sensor identified as ZB764312-Y12345 shbuld
be retrieved from sensor information database 204. In other words, the user in this
case has requested all sensor data from the aforementioned sensor. In the
present example, the user may be requesting the sensor data directly from tracking
center 108 without the use of an intermediate search engine.

[079] Inthe context of the flow chart depicted in Fig. 4, the triggering
parameter for this request is the iD number of the sensor, ZB764312-Y12345, so
that all sensor data meeting that triggering parameter has been réquested. in
response, tracking center 108 may return a web page listing the relevant sensor
data to the web browser program. |n this case, tracking center 108 returned
location information and temperature information for the identified sensor. One of
ordinary skill in the art will appreciate that the various labels depicted in the user
interface of Fig. 5 (e.g., “Sensor Loc #1,” “Sensor Temp #1,” etc.), are replaced by
the relevant values in actual use. One of ordinary skill in the art will also appreciate
that requested sensor data may be provided to a user using means other than a

web page. For example, results may be provided to a user in a file.
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at | east one beacon device that corresponds to an

area that contains nultiple itens including the item

tg bedtracked the beacon device conprising: a sensor

t hat detects sensor data about an environne

VL0 eH9Yevi ce; nenory that stores first assglt 12%2@)&%14041
data refl ecting an associ ati on between the at | east

one itemtracking device and the at |east one beacon
devi ce; and a processor that associ ates the sensor

data with a group of itens, of the multiple itens,

beag ]y}%t @'iéqart: E?eﬂ%ﬁa‘?ﬁb%dﬂtéﬁ%s&?ﬁﬂ&fﬁe fo'i‘%earchlng for
sensor data, cons:stent W|th the principles of the present invention. Instead of
' requestmg sensor data directly from tracking center 108, a user may first search for
hyperlinks to web pages with the requested data. The example depicted in Fig. 6
shows that a user may utilize a search engine, such as the one made available by
GoogleTM, to search for sensor data pertaining to a sensor identified as ZB764312-
- Y12345. One of ordinary skill in the art will appreciate that even though the user is
not directly requesting sensor data from tracking center 108, the sought after
sensor data still resides at tracking center 108.

[081] Fig. 7 shows exemplary search results of the search performed in
Fig. 6. Specifically, the search resulted in hyperlinks to two web pages. One is a
link fo temperature information for sensor ZB764312-Y12345. The otheris a link to
location information for sensor ZB764312-Y12345. Clicking on the temperature
link for example, may result in a request for temperature information for sensor
ZB764312-Y12345 being sent to tracking center 108, where the information may
be retrieved from sensor information database 204. In the context of the fiow chart
depicted in Fig. 4, the triggering parameter for this request is the ID number of the
sensor, ZB764312-Y12345, so that all temperature information meeting that
triggering parameter has been requested. In response, tracking center 108 may
return a web page listing the relevant temperature information to the web browser
program. One of ordinary skill in the art will appreciate that requested sensor data
may be provided to a user using means cther than a web page. For example,
results may be provided to a user in a file.

[082] While certain features and embodiments of the invention have been
described, other embodiments of the invention will be apparent to those skilled in
the art from consideration of the specification and practice of the embodiments of
the invention disclosed herein. Furthermore, although embodiments of the present
invenﬁon have been described as being associated with data stored in memory
and other storage mediums, one skilled in the art will appreciate that these aspects
can also be stored on or read from other types of computer-readable media, such
as secondary storage devices, like hard disks, floppy disks, or a CD-ROM, a carrier
wave from the Internet, or other forms of RAM or ROM. Further, the steps of the
disclosed methods may be modified in any manner, including by reordering steps
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a tracking center operable to periodically receive

the associ ated sensor data fromthe at | east one

beacon devi ce. 16. The system of claim 15,
wherein the at |east one itemtracki ng devi [
WALOBEEIEd with anot her beacon device if thg&gltfﬁﬁzg[gé)tm“
one itemtracking device is within the predeterm ned
range of said anot her beacon devi ce. 17. The
system of claim 15, wherein the sensor data includes

at |l east one of -location information, tenperature

el ng vy g et il oG 4 e PRhcinios o the

inggrdion. deo i nf or mati on. . 18. The system of
“cl ai e her ein .t I Mol
an PRI #0eRu8a. BB BR0 1n g RRpOfipaRirPahd LAEAPs be

cdnsidzged b @xehplaryamty, odtips trvescopa @nd gpiritid the jirvapliem being
. to tracki center. in i ned
ingaRelhEfe AWy Gy i BRRIGR LA SoPLAtigents T°C |
triggering the alarm conprises sending a notification
to a user tracking device in response to a
predet erm ned condition. 21. The system of
claim 15, wherein the area that contains the multiple
itenms is a vehicle used to deliver the nmultiple
i temns. 22. The system of claim 15, wherein the

area that contains the nultiple itens is a storage
facility used to store the nmultiple itens.
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23. The systemof claim15, wherein the area that
contains the nultiple itens is a container used to
hold the nultiple items. 24. The syst em of
claim 15, further conprising: a user tracking device
that corresponds to a courier responsible for
delivering the itemto be tracked, the user tracking
vdtemﬂgce{tx;memg_: second associ ation data reflecting an
associ ation between the at | east one itemtracking
devi ce and the user tracking device when the at | east
one it em Amstiddrigr teheiing des, ORMPASIAG'a pr edet er mi ned
range %Eg tubr%gr‘ﬂ%ﬁéf s é}%&t&%n%ﬁ 1efecting an Association between an

: CO[TDS rea um contalning I nstr uctj on
el DiokingieviceeaRRasOm S ioepHISEAGR B TESKASEARVIEE = Witin 3

ppéc%heggﬁﬁ%ﬁ rér%e%?{hfe@eg&cﬁz d®ichoghdren the iaekira@inytdewss t he

I'sin
corresponds fo & f rst rtem and the beacon device corresponds o an area that

coniains multiple items including the first item;
detecting sensor data aboijt an environment of the beacon device;
associating the sensor data with a group of items, of the multiple items, that
are within the predetermined range of the beacon device; and

periodically transmitiing the associated sensor data from the beacon device to

a database.

2. The method of claim 1, further comprising:
associating the item tracking device with another beacon device if the item

tracking device is within a predetermined range of said another beacon device.

3 The method of claim 1, wherein the sensor data includes at least one
of location information, temperature information, humidity information, light ievel
information, pressure information, photo information, and video information.

4. The method of claim 1, wherein the transmitted sensor data triggers
an atarm.
5. The method of claim 4, whetein friggering the alarm comprises

sending a notification to a tracking center in response to a predetermined condition.

8. The method of claim 4, wherein riggering the alarm comprises
sending a notification to a user tracking device in response to a predstermined

condition.

7. The method of claim 1, wherein the fransmitted sensor data iriggers a
programming change for at least one of the item tracking device and the bsacon

device.
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storing, in nenory, first association data reflecting
an associ ation between an itemtracking device and a
beacon device when the itemtracking device is within
a predeterm ned range of the beacon device, wherein
the itemtracking device corresponds to a first item
and the beacon device corresponds to an area that
cont &i ns Thelndtidceofidaimg. fuper GaFRGSIAG 8S1901P4RS 11 Ry
tfg{?ﬁi@cﬁdn’gﬁr%ﬁ?t‘?@rﬁe%a_@kiﬁ@gémcean envi ronnment of the
eacon de

vice; associating the sensor data with a
group of itens, of the nultiple itens, which are

Wi t hgn t he,HhaH&d 6 dMim adwhers eheOdred that bertmionthd ewitpe;
and periodically transm t&‘.iglggst he associ ated sensor

iteyas &5 5 yebivie used BRarivE R H % dat abase.

10, The method of claim 1, wherein the area that contains the Muttiple

items is a storage faciiity used o store the multiple items.

41, The method of claim 1, whersin the area that contains the muitiple

items Is a container used io hold the multiple ftems.

12, The method of claim 1, further comprising:

storing second association data reflecting an association between the item
tracking device and a user tracking device when the item tracking device is within a
predetermined range of the user tracking device, wherein the user tracking device

corresponds to a courier responsible for delivering the first item.

13.  The method of claim 1, further comprising:

disassociating the item tracking device from the beacon device when the item
tracking device is outside the predetermined range; and

updating the memory to reflect the disassociation.

14, The method of claim 1, wherein the sensor data Is transmitted directly

from the item fracking device to the database.

15. A system for tracking items, comprising:

at least one itern tracking device, the at least one item tracking device
corresponding to an item to be tracked;

at least one beacon device that corresponds to an area that contains multiple
items including the item to be tracked, the beacon device comprising:

2 sensor that detects sensor data about an environment of the beacon
device; '

memory that stores first association data reflecting an association between
the at least one ftem tracking device and the at least one beacon device,; and

a processor that associates the sensor data with a group of items, of the

multiple items, which are within the predetermined range of the beacon device; and
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a tracking center operable o periodically receive the associated sensor data

from the at least one beacon device.

16.  The system of claim 15, wherein the at least one item tracking device
is associated with ancther beacon device if the at least one item tracking device is

within the predetermined range of said another beacon device.

17.  The system of claim 15, wherein the sensor data includes at least one
of location information, temparaturéinfamaﬁon, hurmnidity information, light level

information, pressure information, photo information, and video information.

18.  The system of claim 15, wherein the reported sensor data triggers an

alarm.

19.  The system of claim 18, wherein triggering the alarm comprises

sending a nofification to a trackiifig center in response io a predetermined condition.

20.  The system of claim 18, wherein triggering the alarm comprises
sending a notification to a user tracking device in response to a predetermined

condition.

21.  The system of claim 15, wherein the area that contains the muitiple

tems is a vehicle used io deiiver the multiple items,

22 The system of claim 15, wherein the area that contains the multiple

items is a storage facility used to store the multiple items.

23.  The system of claim 15, wherein the area that contains the mu[ﬁp!e

items is a confainer used to hold the muliiple items. -

24.  The system of claim 15, further comprising:
a user tracking device that corresponds fo a courier responsible for delivering the
item to be tracked, the user tracking device storing second association data reflecting
an association between the at least one item tracking device and the user tracking
device when the at least one item tracking device is within a predetermined range of

the user tracking device.
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25. A computer-readable medium containing instructions, which, when
execut_ed by a processor, cause the processor fo perfofm a method for tracking
items, the method comprising: _

storing, in memory, first association data reﬂectmg an association between an
item tracking device and a beacon device when the item tracking dewce is within a
predetermined range of the beacon device, wherein the item trackmg davice
corresponds to a first item, and the beacon device corresponds to an area that
contains multiple items including the first item;

detecting sensor data about an environment of the beacon device;

associating the sensor data with a group of ste-ms of the multipie items, which
are within the predetermined range of the beacon device; and

perié.dicaily transmitiing the associated sensor data from the beacon device fo

a database.
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