A cryptographic demeetand net hod provi de a repert0|re Wﬂmmmwd
associ ated i nverse mappi ngs between pﬁﬂ nt ext and C|phert e
plaintext is partitioned bl ock-by-bl ock, the block size b

ABSTRACTm

sel ectabl e, such as N characters. AB ppi ng maps between a palr of
N-di mensi onal pl ai ntext and ciphertext vectors. The mapping or associated

| nverse mappi ng "r tﬁp' epﬁi}%@g RNDaME%beFWRt BA&‘)&NEN@IWMIGNGYTENS wher e

each elenent is a omed e on a range of L values. By pernuting the
matrix elements within their range, the repertoire has a size L[err].

Thi at. I f dL.. Th | ect
one: mappi ng or ”*:r& 2?23@.{?{@55%9%@%%. B keRg i PepePRoiTEoTRIe & o
respectivel y EIieige t RE @vapipidsonand dessogpkited Insecset megp ishar ed
bet ween the wfifedd QRS 40 0&6@%%@?9&&0&&8*—5% gﬁggﬁ‘%&'a;{gm%n

aSSOCIated I nverse napplng and ude values o0

out si der “not 45 BAF %3¢ e dedosik liaek t &d1e SfloskhsdsE beingsegestr in
the repert cigleectable,onputat ipnak YCharQé@éﬁéb'e Eséﬁe%ﬁiﬁfn ¢fmdgand L

are not kno | n the prefe d,enbodi nen seudo-ra ect or that
varies bl ock-By"5itock 8 Eg dﬁédﬁ %l@ﬁﬁﬁ+@ﬁa%oﬂgﬁgﬁﬁ?xFoaP e CePPRE
vector. A quW@W&QﬂﬁnﬂaEhenMapmﬂﬂgxbrsaabsoidEedHﬂmmtrse mapping is
implemented by a matrix with NxN matrix elements, where
10 each element is allowed to take on a range of L values.

By permuting the matrix elements within their range, the
repertoire has a size « L™, This size is immense even
for moderate values of N and L. The users select one
mapping or associated inverse mapping among the repertoire
15 for respectively effecting the encryption or decryption.
A secret key shared between the users includes information
about the selected mapping or associated inverse mapping
and may include values of N and L. To an outsider not
privy to the secret key, the task of exhaustive research
20 in the repertoire is computationally infeasible,
especially if N and L are not known. In the preferred
embodiment, a pseudo-random vector that varies block-by-
block is addad as another compdnent to the ciphertext

vector. A quick computational method is also described.



