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BACKGROUND OF THE | NVENTI ON 21 APR 2005 1. Field of the Invention

invention relates in general to accessing storage arrays with SCSlI or

(Fibre Channel Protocol) host devices, and nore partlquﬂmm" l thod
and apparatus for providing rrultl-path I{O in non-conc r| ng
envi ronment using - SCSI -3 persistent reserve. 2. Descri pti 0016

Art. Disk drive systens have grown enornously in both size an
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of disk drive mass storage gl each nmass storaoe unit being capable
of storing in excess of sev-'* 2N A THEINVENRTIONa | Conmput er System
Interface (SCSI) is a comuni cat i ons protocol . standard that has becone

i ncreasi ngly. popular for interconnecting conmputers and
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1. Field of the Invention.
This invention relates in general to accessing storage arfays with SCSI or FCP
(Fibre Channel Protocol) host devices, and more particularly to a method and

apparatt_is for proViding multi-path I/O in non-concurrent clustering environ-mer'pt using

8CSI-3 persistent reserve.

2. Description of Related Art.

Disk drive systems have grown enormously in both size and sophistication in
'recent years._These-syétems can typically include many large disk drive units
.controlled by a complex multi-tasking disk drive controller. A large scale disk drive
system can typically receive commands from a number of host computers and can
control a large number_of disk drive mass storage elements, each mass storage unit
being capable of storing in excess of severallgigabits of data.

The Small Computer System Interface (SCSI) is a communications protocol

- standard that has becom,e'increasingly popular for interconhecting computers and
other inpquutput devices. The first version of SCSI (SCSI-1) is described in ANSI
X3.131-1986. The SCSI standard has underdone revisions as drive speeds and
capacities have increased, but certain limitations remain.

According to the SCSI protocol, host devices (e.g., a work station) and target

AN

*G00002*




ot her input/output devices. The first version of SCSI (SCSI-1) is described
i n ANSI X3.131-1986. The SCSI standard has underdone revisions as"gl;ive
speeds and capacities have increased, but certain limtations re ﬁ.APRZOUS
According to the SCSI protocol, host devices (e.g., a work station) and
target 21 APR 2005 2 devices (e.g., a hard disk drive) are connected to a
5ingl e bus in daisy-chain fashion. Eacrr;tgevi ce on the bus, whether a host
or a target, is assigned a unique ID nu r. The nunber of devices which
may be connected to the bus is limted by the nunber of unique ID nunbers

avai |l abl e.g gk -1, ocol.. only eight devices

coul d be -coér?r‘]%ect eE ZQ ¥ %ﬁ%ga%ﬁ%ﬁgﬁggépé?&égag WQQ'S&@;HB i-chiaio fashion.
provi ded f sixt.een _devices, and future versions will undoubtedly :
facilitat eé)é%‘eaé\@g%%gﬁ? bHso‘ﬁ/hﬁ{’}'eéﬁé?PSépé&ttéfge’iulsmsigﬁecbbwhique IDEmbéngl e
SCSI bus. In addition to limting the nunber of devices that may be
attached t'&Ndinhgr ef desises which may bprasnneoledatbthe lbiusiis sinited BYARBHuBer
l'ogical units (e.g. individual drives) that may be accessed throuth a
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the nunber of |ogical units per target device was a _
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| nunber uniaiGhYY for sixteen devices, and future versions will undoubtedly facilitate the
connection of an even greater number of devices to a Single SCSI bus. |
In addition to limiting the humber of devicés that may be attached to a single
'SCSI bus, the protocol also limits the number of logical units (e.g. individual drives)
that may be accessed through a particular target number. For example, according to
the SCSI-1 standard, the number of Iogicél units per target device was also limited to
eight. Thus, a particular target (e.g., a disk array) could provide access to eight
Iogiqal units (disk drives), the target number and the logical unit number uniquely
identifying a particular storage device on the SCSI system. The SCSI-3 Spec;iﬁcation
is designed to further improve fUnctipnaIity_and accdmmodate high-speed serial
transmission interfaces. To do so, SCSI is effectively “Iayered” logically. This layering
allows software interfaces to remain relatively uncﬁanged while accommodatihg new
physical interconnect schemes based'upon serial interconnects éuch as Fibre
‘Channel and Serial Storage Architecture (SSA). | |
In order to increase the number of hosts which can access a particular target
. storage device, multible SCSI busses have been conhécted together in a multi-level

tree structure, with routing devices passing data and commands between levels. In

such muiti-level networks, hosts suffer performance delays when accessing devices



identifying a particular storage device on the SCSI system The SCSf-3
specification is designed to further inprove functionality and accgl é%%
hi gh-speed serial transnission interfaces. To do so, SCSI is effectilvt

"l ayered" logically. This layering allows software interfaces to remain

rel atively unchanged whil e acconmbdati ng new physical interconnect schenes
based upon serial interconnects such as Fjbre Channel and Serial Storage
Architecture (SSA). In order to increase the nunber of hosts which can
access a particular target storage device, nmultiple SCSI busses have been
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limtations, current SCSI systens are unable to take advantage of the

benefits obfered by owyrent stasage straysgehih g eide wairaliel peogssito aaagk! RIms&csss
to a | arge nunber of storage devices. For exanple;, the number of storage
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~ parallel access to the storage array by any .twb hosts on the. same SCSI bus. Hosts
on different levels of a multi-level system can access different devices on a storage
array in parallel, but such parallel access increases thé complexity and cost of the
_routérs which interconnect the levels.
As can be seen, the growth of computér use haé_ created an increasing
| demand for flexible, high availability systems to store data for the computér systems.
Many enterprises have a multiplicity of host computer systems incl_uding personal
computers and workstations that either function independently or are connected
through a network. It is desirable for the multiple host systems to be able to access a
“common pool of multiple storage systems so that the-'data can be accessed by all of
the host systems. éuch an arrangement increases the total amount of data available
to ény one host syste.m. Also, the work load can be shared émong the hosts and the
- overall system can be protected from the failure of any one host.
As the systems grow in complexity, it is incréasingly less. desirable to have
- interrupting failures at either the disk drive or at the controller level. As a result,
systems have become more reliéble and the mean time between failures continues

to increase. Nevertheless, it is more than an inconvenience to the user should the



routers which interconnect the Ievels. As can be seen, the growth of
conputer use has created an increasing demand for flexible, high 21 APR 2005
availability systenms to store data for the conputer systens, Many
enterprises have a nmultiplicity of host conputer systems including personal
conputers and workstations that either function independently or are
connected through a network. It is deshafble for the nultiple host systens
to be able to access a common pool of tiple storage systens so that the
data can be accessed by all of the host systens. Such an arrangenent

I NCreases - I t..0f dat vai | abl: to.an e host system
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can be protected fromthe failure of an& one host. As the systens grow in
conpl exi t yelativelysiuicidy,sneemipg withins bourse Jheapsulting lost time adverselypaffends not
failures at either the disk drive or at the controller level. As a result,

systenms hanly systemethnighpué perbirares] bub eserapplication peifopeante] FUrISs:, the
continues to.increase. Nevertheless, it is nore than an inconveni ence to
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even though the problemis corrected atrvely qui meani n

hours. Th o ; | e fec only system
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user is ng co' cerned whether it is a physical disk drive, or its
control | erdt'ﬂr_/!ﬁ?ﬁﬁs‘f ails, it is the Inconvenience and failure of the system
as a whol e which causes user
Therefore, it is desirable to provide redundant paths to protect against

- hardware failures so that performance and high availability can be guaranteed for the
data accesses. Previous solutions for allowing multiple. hosts to access multiple

._ computer éystems have used a combination of Host adapter cards, out board disk
_contfollers, and standard network communication systems.

Many disk drive sysfems rely upon standar_dized buses, su’ch.as the
-avae-men’(ionéd SCSI bus, to connect the host.computer to the controller, and to
connect the contrdller and the disk drive elements. Thus, should thé disk drive
contfoller connected to the bus fail, thé entire system, as seen by the host computer,

-fails and the result is, as noted above, unacceptable to the user.

To address this problem, a disk drive controller system havi_ng redundant
bperations may be spread between at least two SCSI adaptors connected to a SCSI
- bus. At least one host co_mputér may also be connected to the SCSI bus. If oné of the
SCSI adaptors fails, the other SCSI adaptor connected to the bus, upon detecting the

failure, takes over for the devices serviced by the féiling SCS! adaptor. -

In such a network, servers can be linked to provide high availability cluster

multiprocessing Clustering servers enables pérallel access to data, which can help



difficulties. Therefore, it is desirable to provide redundant paths™to
protect against hardware failures so-that perfornmance and hi gh PR 2005
avai lability can be guaranteed for the data accesses. Previous so utléy@
for.allowing multiple hosts to access multiple conputer systens have used
a conbi nation of host adapter cards, out board disk .controllers, and
standard networ k communi cation systens. ny disk drive systens rely upon
st andardi zed buses, such as the above-nmentioned SCSI bus, to connect the
host conputer to the controller and to connect the controller and t he

di sk driv nne dto
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the result ag bove unacceptable to the user. To address this
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spread between at |east two SCSI adapt ors connected to a SCSI bus. At

| east. one &66€8S twdisktstoragadenicss when operatingdn nontdonc8Rsht moge. If  one of
the SCSI adaptors fails, the other SCSI adaptor connected to the bus, upon
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SCSI adapt or . In such a network, servers can b inked to provi

e
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it is desirable to prevent node failover if possible, while providing access to the
storage system.
It can -_ba seen that there is a need for a meth_od and apparatus for providing

multiépath 110 in non-concurrent clustering environment.



access to disk storage devices when operating in non-concurrent node. In
non-concurrent node, only a single cluster node nmay access data in a2 AH?M%
| ogi cal volune. High availability cluster nultiprocessing provides a
to:fail over access to this data to another cluster node because of
hardware or software failures. However, it is desirable to prevent node
‘failover if possible, while providing acgess-to the storage system It can
‘be seen that there is a need for a nethod and apparatus for providing
multi=path 1/O in non-concurrent clusterlng environnment. 21 APR 2005 6
SUVMARY OF THE | NVENTI ON To que in the prior art

descri bed above, and to over . ' *hat will becone.
apparent. upon readi ng and under st andi ng the present specification, the
present invention discloses a nethod and apparatus for providing

mul ti-path 1/0 in non-concurrent clustering environment. The present

i.nvention sol v#s overomedhelinkationsia dh@pxﬁﬂrlaﬁf@es&‘ibd@lréb‘ékré“aﬂﬁ 16 39£186me other
non-concurrent access to | ogical volunes through nultiple paths using

SCSI - 3 pefinifat g%ewlththe :
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oper ati ng SCSI persiste reserve commands to allow all of the
nul tiple B%%ﬁicapgnﬁg%pgats IgyenHoR H’édloé‘ifladﬁ?t Bgﬁ’i‘d PRIPAREES B provddisgar ed
storage systemand to

multl-path /O in non-concurrent clustermg environment.

The present invention solves the above-described problems by prolv_iding shared
_non-éoncun*ent access to logical volumes through multiple paths using SCSI-3 persistent
reserye commands. | | -

A method in accordance with the principles of the present invention includes mapping
open options of the operating system to SCSI persistcnt reserve commands to allow all of the
multiple pathé to register with the logical unit number of the shared storage s.ystem end to
allow the second of the _m.ultiplé paths to access the logical unit number of the shared'_storage
system after obtaining a persistent r_esérvation with the shared storage system.

Other embedime_nts of a method in accordance with the principles of the invention
may include alternative. or optional additional espects. One such aspect of the present
‘invention is that the mapping open options of the operating system to SCSI persistent reserve
commands to allow all ef the multiple paths to register with the logical unit number of the
shared storage system further comprises registering all paths from a first host with the logical
_unit number of the shared storage system using a single reservation key.

Another aspect of the present invention is that the mapping open options of the
operating system to SCSI persistent reserve commiands further comprises obtaining

information about persistent reservations and reservation keys,



all ow the second of the nultiple paths to access the |ogical unit ffunber of
the shared storage systemafter obtaining a persistent reservatiom &20
the shared storage system Qher enbodinents of a method in accordance QE
the principles of the invention may include alternative or optional
addi ti onal aspects.  One such aspect of the present invention is that the
-mappi ng open options of the operating systemto SCSI persistent reserve
commands to allow all of the nmultiple paths to register with the |ogical
unit nunmber of the shared storage system further conprises regl stering all

paths froma f of. t ed st orage
system usi ng aMsl?ﬁr}%l{%B%%gg{rﬂéa)%%gml lﬁg‘{pﬁghﬁotﬁ%etbe é@g@i Wforf‘}?@ § :
invention is that the mapping open optlons of the operating systemto SCSl
per si st erRETHESRE fpeervaiang and resorvetion keysfisther comprises usingp raseivatiomin on about
persistent reservations and reservati on keys. 21 APR 2005 7 Anot her aspect
of the presemand.nvention is that the obtaining informtion about

persi st ent reservations and reservation keys further conprises using a
reservation in | f V. t hat
~the reservati o‘ﬁn‘?‘ﬁ% Emggge%gbn %eachﬁee%rsglggﬁ%ie °£§‘95%%&%%’§P%Pe P&ad
reservatlondgerw ce actlon Ano her . gect of the present invention is that
t he nappi'fl %?P%‘ﬁ?%tffg’%\dﬂ‘?@ reSprp I??’th"@?/%?t&ﬁ‘r to SCSI persi stent
reserve commands further conprises issuing a persistent reserve out
command for i nf\nethern asgecd of thetpresentiinention & thadhesiapping openuoftims of thene shared

operating system to SCSI.persistent reserve commapds further comprises issuing a persistent
reserve ouf command for initiating an action with the logica] unit number of the shared
stdrage system.

Ahother aspect of the present invention is that the persistent reserve out command for
nntlatmg an action with a loglcal unit number of the shared storage system further compnses
a service action chosen from the group consisting of reglster reserve, release, clear, preempt
and ‘preer_npt with abort.

Another aspect of the present invention is that the register service action comprises an

‘add and a remove option. |

Another aspect of the present invention is that the add option further includes
registering each path when configuring, determining whether a first registration attempt was
a success, attempting a second registration attempt when the first registration attempt was
not a success, setting a state for the path as bcing dead when the second registration attempt
is unsuccessful and ignoring the path when the path has a state set to dead and setting a state
for the path to true when the ﬁlfst or second régi.stration attempt is successful,

Another aspect of the present inven.tioﬁ is that the remove option further includes

determining whether a path has a persistent reservation, issuing a persistent reserve out with



storage system Another aspect of the present invention is that the” '
persistent reserve out conmmand for initiating an action with a IogﬂanpRzmm
unit nunber of the shared storage systemfurther conprises .a service
action chosen fromthe group consisting of register,. reserve, release,
clear, preenpt. and 'preenpt with abort. Another aspect of the present
invention is that the register service ag%ion conprises an add and a
renove option. Another aspect of the present invention is that the add
option further includes registering each path when configuring,

determ ni e Lr Lstration attenpt.was a success, attenpting -
a second I%g% (;rlgﬁlor gleé%et %ﬁrﬁ’!’&\%’e@ﬂ’ aﬂh‘é %FTGPE{H‘:HE% haYe, a,pqTgigtent {%W@h%gﬂ? not

a success, setting a state for the path as being dead when the second

regi st r at irel§asing tegeservalionwhendhe when themath igdsterminedite nptlavearensistert pat h
has a state set to dead and setting a state for the path to true when the
first or gsewpvutionegi stration attenpt is successful. Another aspect of the
present invention is that the renove option further includes determining

whet her a pathR[Q,S%]6 ' ' l.SSUJ er si stent, reserve
out with 21 AP % a@@{c@{»ﬁ%@@%ﬁ lﬁ?\ﬂe}é@eﬂa’ﬁh a gfe r\'#] © YSTUCE Bpon WCdPYL i ned
to have a pergsi st g‘gh ra{?e[ vat i 8n and releasing the reservation when the
‘when the ﬁigfwlqgsw Erfaries Resdniormpks areseryation weikmlogicaburit pumberof theot her
aspect of the present invention is that the reserve service action-includes
deci di ng wharetl storagedwstemebyne@usning whether a comsmnd phiaaretdrds sdipddfagtingto ani t
nunmber of the | . ' _ |
- reserve required when a command parameter is not set and implementing a persistent reserve
to the logical unit number of the shared storage device when no initiator has reserved the
logical unit number of the shared storage device and when a command parameter is set
executing the command parameter.
Another aspect of the present invention is that the command parameter is a forced
open option, the forced open option causing the device to read the current reservation key,
preempt and about queued tasks when the current reservation key does not match the
device’s reservation key.
Another aspect of the present invention is that the method further includes preventing
SCSI-2 reservations by setting the command paramieter to no reserve, determining whether
the forced open completes successfully, setting the device’s reservation flag to the path index
that made the persistent reservation and opening all paths with no SCSI-2 reserve option set
when the forced open command complete successfully, and issuing an erfor code when the
forced open command does not complete successfully. -
Another aspect of the presenf invention is that the command parameter is a retain

reservation option, the retain reservation causing the device to read the current reservation

key, determine whether a key is returned, establish that the logical unit number is not



shared storage system by exam ni ng whet her a command paraneter is Set, '
defaulting to a reserve required when a conmand paraneter i s not setl hrAﬂRZUU}j
i npl ementing a persistent reserve to the logical unit nunmbaer of the shared
stqrage device when no initiator has reserved the 1logical unit nunber of

t he shared storage device and when a conmand paraneter is set executing
.the command paraneter. Another aspect of .the present invention is that the
command paraneter is a forced open opti®n, the forced open option. causing
the device to read the current reservat ion key, preenpt and about, queued
tasks when the,current reservation key does not match the  device's -
reservat i 'E?ﬁerlY@@.gy AR Juppr %%‘{)‘Qg]fe B?IS‘FW\@/" ISSEIRatn Whendhkqyds np’rsrefq{gq ‘t he net hod
further includes preventing SCSI-2 reservations by setting the conmand

par amet er t o nAnotheraspect ofl teqpresient inventior idthat the hetaih gesetiop eption opises the
successfully, setting the device's reservation flag to the path index that

made the BVigd ®l@mERSRnUA DR0RAN RAANADEH fesdbaiileh kel it O dS6BL. 13 issue

reserve option set when the forced open comand conp e successfully, and
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paranmeter i's .a retai-n reservation option, the retain reservation causing
t he devi cwhewthegamrnadckeyunatehes thexsseryationdkey fRethe dgeice ppgmal! paths with andey i s
returned, establish that the logical unit nunber is not 21 APR 1005 9
; 2ts$ ng_ bysERrdseive ioption st apdservedlagits tianjath slex vt inade vifeepersistemty i s not
' | res_ervation, set the reta_i_n reserve to true and check a retain reserve field at close to determine
if pe_rsistent reserve should be r_eleased.
Another aspect of the present invention is that the command parameter is a 1o reserve
option, the no reserve option causing the device to read the current reservation key,
- determine whether a key is returned, establish that the logical unit number is not reserved by
an initiator and 6pening_ all paths with originai command parameter from a host.
Another as?ect of the presenf invention is that the no reserve option causes thé device
“to determine whether a returned key matches a reserQation key for the device, iq issue an
error code when the returned key cioes not match the reservation kéy fér the deyice, and
when the returned key matches the reservation _icey for the device issue a persistent reserve -
out with release. |
| Another aspéct of the present invention is that the command parameter is a default
reserve option, the default reserve option causing the device to check all paths, determine
whether any paths are unregistered, register all unregistered paths, ignoring any paths that do
not register successfully, return and read a reservation key, issuing an error code when the

* returned reéervati(_m key does not match a reservation key of the device and open all

registered paths with no SCSI-2 reserve set.



Anot her aspect of the present invention is that the retain reservation
option. causes the device to determ ne whether a returned. key maz hes
reservation key for the device, to issue an error code when the r qufPtReZBﬁ!i
key: does not match the reservation key for. the device, and when the
returned key matches the reservation key for the device open all paths with
‘a no SCSI-2 reserve option set, set a rgperve flag to the path index that
made the persistent reservation, set the retain reserve to true and check
a retain reserve .field at close to determne if persistent reserve should

be rel-eased. AnDididr a@ﬁ&?ﬁfth@?rés&ﬁ iNeRAGT s tha? YiRNideR feﬁe{%ggégc}nﬂga mﬁa”d

paraneter is a no reserve ion, the no reserve op 10 evi ce
to read tf I eservat n det er m ether a key is returned
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opening all paths with original command paraneter froma host. Another . -
aspect of Sﬁlﬁéteﬁrfwétﬁtedlmﬂbmomg ithe patlais thtpersistenemsevatiapisinonsweesag, ifte
device to determ ne whether a returned key matches a reservation key for
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the reservation key for the device, and mhe returne

reservati S er,si si reserve out with
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par anmet er CS 3 default reserve option, the def ault reserve option causing
the devi c@PHEHEEYE al | . paths, determine whether any paths are

unregi stered, register all unregistered paths, ignoring any paths that do
not register suyowdwsaspectof thepresant mventiceid tiat tl'essemnﬁnki%rdiﬁéter ik aSiighg a
error code when the returned reservation key does not match a reservatlon

key of theptiewithesiagid opEien cdlsing the device to check all paths, determine whether any paths -

are unregistered, register all unregistered paths, ignoring any paths that do not register
successfully, return and read a reservation key, issuing an error code when the returned
reservatiop key does not .ma_tch a reservation key qf the device and open all registered paths
with no reserve set, | |

Another aspect of the present inveetion is that the single option causes the device
when a key is not returned to select a registered path, issue a persistent_ reserve for the

selected registered path, ignoring the path is the persistent reservation 1;s net successful, and
when the persistent reservation is successful marking .a reserve ﬂeld with the path index that
made the reservation and open all registered paths with the command ;iarameter set to no
reserve,

Another aspect of the present invention is that the release service action includes
closing all paths not reserved with a retain reservation option set, opening a path with a
retained reservation flag set and issuing a persistent reserve out command with a release
service action set to release a persistent reservation for a path.

- In another embodiment of the invention, a method for supporting SCSI persistent



regi stered paths with no SCSI-2 reserve set. 21 APR 2005 10 Anot her” aspect
of the present invention is that the default reserve option cause 1t 2
device when a key is not returned to select a registered path, issue 05
persistent reserve for the selected registered path, ignoring the path is.
t he persistent reservation is not successful, and when the persistent
‘reservation is successful nmarking a res fe field with the path index that
made the reservation and open all registered paths with the comand
paraneter set to no SCSI-2 reserve. Another aspect of the present

l.nventi ongd Iy I ngle _opti.on, the single
opt 1 on catesre ePabess 69 TR NALANT i ldvits T e mRBouivdse Paepsieg hs
are unregistered, register all unregistered paths, ignoring any paths that
do not r elfisetvation keyste identify segistesed hostsand precessing persistontitdsenvatiay cormsmndsng
an error code when the returned reservation key does not match a

r eser vat i tincdogrpl adcessiey alkastce and open all registered paths wth no
reserve set. Another aspect of the present invention is that the single
option causes ' d s AOha 10 select a reqgistered
path, issue a Iégrﬁtshléxg%@gﬁft of gg’ rgs%ntb@?‘ex{ttﬁré. setlrtg%:# ‘é“%gg’é’%% %ftsptffséﬁe'ﬁd?sﬁ, ation

I gnori ng h.is the persistent reservation is not successful, and
when t he %@ﬁg@ﬁ@seqwnnrggg?@%\ﬁngﬁ iog the, rauldiple pathsa registgr with daglogisak it d wi t h
the path index that nade the reservation and open all registered paths-
with the Bynbeod thasharas ssoragesysten no  reser ve.

Another aspect of thé present invention is that the method further includes registering
all paths from a first host with the logical unit number of the shared. storage system using a
single reservation key.- - |

| Another aspect of the present invention is that the processing reservation ke&s
comprises obtaining information about persistent reservations and reservation keys.

Another aspect of the present invention is thét the obtaining information about
persistent reservations and reservation kKeys furthe_r comprises usirig a reser\}ation in
comm_and.

Another aspect of the present invention is that the reservation in command comprises a
read key service action and a read reservation service action.

Another aspect of the present invention is that the processing of be'rsistent reservation
commands _comprises issuing a persistent reserve out command for initiating an action with

| ‘the logical unit number of the shared lstora'ge system. |

Another aspéct of the present invention is that the persistent reserve out command for
initiating an action with a logical unit number of the shared storage system further comprises
a service action_ chosen from the grdup consisting of register, reserve, reiease, clear, préemﬁt

and preempt with abort.



Anot her aspect of the present invention is that the rel ease service-action
includes closing all paths not reserved with a retain reservation optp WUUS
set, opening a path with a retained reservation flag set apd issuing a
persi stent reserve out command with a rel ease service action set to
rel’'ease a persistent reservation for a path. In another enbodinent of the
dgnvention, a nethod for supporting SCSI persistent 21 APR 2005 11 reserve
commands by a shared storage systemis ptdvided. The method incl udes
processing reservation keys to identify registered hosts and processing
persistent reservation commands to control access by a host. Another
aspect of the PBransdher embedimensof the nresent inventionordsivsir fior ospping spet aptions of
reservation commands conprises allowing all of the nultiple paths to

register etdpetaifig lspaéiad SOSI ﬁers1§t5ﬁ'ft}€§er€€ cohandias providedr ?H@dﬁ?’éﬁ?m Anot her

aspect of the present invention is that the nethod further I ncl udes

he. shar confielred BPdEs febRfiof £t &"ﬁ’éw el 1B 8o Pl idenoct

of the present .invention is that the processing reservation keys conprises
obt ai ni ngTQSWBV%?QIB‘P?&%&GPO@W@%QS@ﬂ%’ ah¥ser vati ons and reservation keys.

Anot her aspect of the present invention. is that the obtaining information
about persistent resaothat aspact ofitte presear inadrition ikystht driveeproCaRRPetitentsi NY

a reservation in comand.
' reservatlon commands by allowing all of the multiple paths to reglster with the logical unit
number of the shared storage system
- Another aspect of the preséﬁt invention is that fhe driver registers all paths from a first
host with the logical unit number of the shared storage system using a single reécrvation key.
Another aspéct of the present invention is that the driver processes reservation keys by
" obtaining information about persistent reservations and reservation keys.
Another aspect of the present in&ention is that the driver obtains i_nformation about
_ _pefsistgnt réservations and reservation keys by using a reservation command.
.Anotl'ler aspect of the present invention is that the reservation command comprises a
read key service action and a read reservation service action,
Another 'aspect of the preéent invention is that the driver prbcessés persistent
 reservation commands by issuing a peérsistent reserve out command for initiating an action
with the logical unit number of the shared storage system.
Another aspect of the present invention is that the persistent reserve out comméﬁd for
initiating an action with a logical unit number -of ‘the shared storage system further conipﬁses
-a service action chosen from the group consisting of register, reserve, release, clear, i)reempt

and preempt with abort.

These and various other advantages and features of novelty which characterize the



Anot her aspect of the present invention is that the reservation in tomand
conprises a read key service action and a read reservation service t'ﬁn.
Anot her aspect of the present invention is that the processing of APR 2005
persi stent reservation commands conprises i ssuing a persistent reserve out
command for initiating an action with the logical unit nunber of the
shared storage system Another aspect of the present invention is that the
persi stent reserve out conmand for initﬂéting an action with a | ogical
unit nunber of the shared storage systemfurther conprises a service
action chgsen,.fromth rqup,.consi sting of register, reserve, release,
clear, pr g’ivﬁﬁl{mn gﬁd"’ﬂﬁi‘éﬂ%‘ﬁt‘”‘m Ralli“"é’z%w In tgg clappg srpgrediberetn and Sorrea part
enbodi ment of the present invention a driver for napping open options of
t he oper ateregt. Hovwever, for adesier welesstaulantof tasiaverti oﬁgt@‘wvdﬁa%é%, #daué peets The
driver is configured to process reservation keys to identity regi stered
host s and obfaired &5 eE s SEH1 I t ol access,.by
yeR e EfRtenbE Honld BERANAD 1R dra QIR Q?xzc&fg{rﬁ 3'}@&1?9\; gp.rct herear,

a host. Another aspect of the present I nventioen I°s

processes ' reservation conmand allowing all of the nmultiple
ot ho to. P ABbR Ryt AEE T 2ae R Which e areofuatisiecEona degrribed songiti
system Anot her aspect of the present invention is that the driver registers
al | pat hs ex3Bples0k anyapparafitsdn aggordancswith thyi ivedntioni t nunber of the shared

storage systemusing a single reservation key. Another aspect of the
present invention is that the driver processes reservation keys by




obtaining information about persistent reservations and reservati on keys. .
Anot her aspect of the present invention is that the driver obtains.

i nformati on about persistent reservations and reservation keys bystMﬂqmg
reservati on conmand. Another aspect of the present invention is that the
reservation command conprises a read key service action and a read
reservation service action, Another aspect of the present invention is that
the driver processes persistent reservatigon conmands by issuing a
persistent reserve out command for initiating an. action wth the |ogical
unit nunber of the shared storage system Another aspect of the present

invention is that the per BRIFEDESE \(2) @M@ initiating an
action with a |ogical uniit nunber of the Shared storage system further '
conprises .a service action chosen fromthe group consisting of register,
reserve, release, clear, preenpt and preenpt with abort. These and vari ous
ot her advant ag nd features of novelty which characterize the a 21 APR
2005 13 i nvent i OFCHME N9 tartheidranings in whiel kikereferenceymimberdwepresaits annexed
hereto and forma part hereof. However, for a better understanding of the
i nvent i on,corespondirgyaaty depughoait:t he obj ects obtained by its use, reference
shoul d be nmade to the drawi ngs which forma further part hereof, and to

acconpanyi ng dgssrj ial ' - e ed and
descri bed speci fIgC %]%ﬁ%gl%glbglﬁ d?ﬁ& a’féﬂg‘gg‘f‘%@%ﬁ eg@g%ﬂrnbiéa{ﬂz@@} PiStite
i nventi ON.. vention: _

Fig. 2 illustrates a pseudo device driver in _thé operating system to map open options
fo appropriate SCSI-3 Persistent Reserve commands for éontrolliﬁg access to shared storage
devices;

Fig. 3 illustrates a block diagram'that shows the shared LUN problem;

Fig. 4 illustrates a flow chart of the présent invention;

Fig. 5 illustrates a flow ghaft of an add option for regist_ering with a LUN;

Fig. 6 illustrates a flow chart for aremove opﬁon for unregistering a path with a LUN;
Fig. 7 illustrates a flow chart for a Reserve with a LUN;

Fig. 8 illustrates a flow chart for the forced open option;
Fig. 9.i11ustrates a flow chart for the retain reservation open option;
Fig. 10 illustrates a flow.chart for the no reserve option; -

Fig. 11 illustrates a flow chart for the default reserve open option; and

Fig. 12 illustrates a flow chart 1200 for the release with a LUN.



21 APR 2005 14 BRI EF DESCRI PTI ON OF THE DRAW NGS Referring now to the

drawi ngs in which |ike reference numbers .represent corresponding. péarts
throughout: Fig. 1 illustrates a block diagramillustrating the envi d)rAPergg5
for.the present. invention; Fig. 2 illustrates a pseudo device driver in
the operating systemto map open options to appropriate SCSI-3 Pe_r5| st ent
Reserve commands for controlling access to shared storage devi ces; Fig. 3
illustrates a bl ock diagramthat shows tH& shared LUN problem Fig. 4
illustrates a flow chart. of the present invention; Fig. 5 illustrates a
flow chart of an add optjon. for relsterln W|tha LUN, Fig. 6 illustrates
a flow chart for a renpwéEoftlig DENC ' BVENTIONi th a LUN:  Fig.
7 illustrates a flow chart for a Reserve W|th a LUN Fig. 8 illustrates a

| ow chart for
flow chart for. the forced open option; Fig. 9 illustrates a f
the retain reservation open option; .Fig, 10 |Ilustrates a flow chart for

ef aul t
Toserve open optah OroxhE escrptidy By R o it e
rel ease w %Qon%p&‘nlffll\lng g %wﬁfé?w%nc% form a part hereof, and in which is shown by way of
illustration the specific embodiment in which the invention may be practiced. It is to be
understood that other embodimeﬂts may be utilized as structural changes may be made
without departing from the scope of the present invention.

The present invention prov1des a method and apparatus for prov1d1ng multi-path /0
in non-concurrent clustering env1ronment Shared non-concurrent access to logical volumes
through multiple paths is provided by using SCSI-3 persistent reserve commands.

Fig. 1 illustrates a block diagram 100 illustrating the environment for the present

- invention. InFig. 1, a storage system illustrated by the LUN (logical unit number) may be
accessed by a plurality of hosts. In Fig. 1, two hosts 1 16, 112 are shown. However, those
skilled' in the art will recognize that th'e' present invention is not meant to be limited to an
environment where only two hosts access the storage system.

Both the owner host 110 and the failover host 112 include at least two paths 120 for
accessing LUN 0 130. Both the owner host 110 and the failover host 112 are registered with
LUN 0 130. However, owner host 110 has exclusive access to LUN 0 as indicated by LUN 0
having KEY A which is the key for the owner host 110,

SCSI Reserve/Release to control access to disk storage devices when operating in
.non-c'oncurrent' mode. In non-concurrent mode, only the owner host 110 has access to data in

LUNO 130.Ifa hafdware or software failure occurs, failover access may occur so that the

failover host 112 can access the data on LUN 0 130. However, it is desirable to prevent node



15 DETAI LED DESCRI PTION OF THE I NVENTION In the follow ng descriptiw®n of
the exenpl ary enbodi nent, reference is made to the acconpanyi ng draw ngs
which forma part hereof, and in which is showmn by way of illustratﬂdnAﬂhB%
speci fic enbodi ment in which the invention may be practiced. It is to be
understood that other enbodi nents may be utilized as structural changes may
be made without departing fromthe scope of the present invention. The
present invention provides a nethod and Hpparatus for providing nulti-path
/O in non-concurrent clustering environnment. Shared non-concurrent.
access to | ogical vaoJunes - through multiple paths i's provi-ded by using '
SCs| - 3 perf@ifayer Hiposuble, Becayssengh aede F1Qy.112 hag multiples/@pathsHi20 i thsi shgredm 100
illustrating the environnent for the present invention. InFig. 1, a

storage syirgge dovices,IrGureffican e %wh%\éd(tb%ﬁiaﬁéﬂnatérbﬁkh [THaRRYare ﬁ%ﬂ fﬁﬁividlhal

accessed by a plurality of hosts. In Fig. 1, two hosts 110, are shown.

nwvent i on P (8 ThESeks o R shbesfo R MNoE skt BUBES o nosts

access the storage system Both the owner host 110 and the fail over host

112 incl ude at Rigasillustratenat pseutdévice dBvSERU ifdhb dNePatintPsydtahholhigy owner
host 110 and the failover host 112 are registered V\HBh Iil_rﬁl)(') 1389 nﬁg‘\)/\ever,

CEVh o SR USSR E00E2 Pkl b PR b ind o
mode. 1 n” Aocess ieLofral KBRS MeYRRY. RSBl RE eHecett ivhntidBcadew devtes i n
| driver is introduced into the operating system that provides a single pseudo device
210 for all thel mulltiple paths to a single shared device 240. In Fig. 2, a pseudo
device driver 210 is provided for providing path selection and path retry.by mappihg
the 'opel'n options to appfopriate SCSI-3 Persistent Reserve commands. The pseudo
device drivér 210 provides shared non-concurrent access to logical volumes and
provides muttiple path access._to the device. This provides the added benefit of /0
load balancing to the device péths and also lets path failover to be used to prevent a
node from performing a node failover when an 1/O efror occurs on a single device
path. The pseudo device driver 210 converts operating system requesté 212 into
reque/sts that the SCSI disk driver 214 can process. The SCSI disk driver 214
converts the input/output (/Q) requests into Cdnﬁmand Descriptor Blocks (CDBs).
The SCSI diék driver 214 calls the adapter driver 220 and CDBs a.re presented to the
adapter driver 220 to initiate I/O requests to the LUN 240. The host may bypass the
pseudo disk driver 216 through the operating system configuration. In this manner,
disk I/0O requests 250 are processed without providing SCS! Reserve/Release to

provide access to disk storage devices without failover when one of multiple paths to



LUN O 130. If a hardware or software failure occurs, failover access may
occur so that the failover host 112 can access the data on LUN O 130.
However, it is desirable to prevent node 21 APR 2005 16 failover if <1 APR 2005
possi bl e. Because each node 110, 112 has. nultiple 1/0 paths 120 to the
shared- storage devices, 1/0 traffic can be switched to an alternate path
if hardware in an individual 1/0 path fails. This obviates the need to
performthe nore disruptive node failovel7 Fig. 2 illustrates a pseudo
device driver 200 in the operating systemto nap open options to
appropriate SCS| -3 Persistent Reserve commands for controlling access to
shar ed sté’r'a‘d@ A0fedes. Accor di ng to the present invention, a new device
driver is introduced into the operating systemthat provides a single

ZSeu B, FE%a Rkalds A BcRUAdBPoBT R Sl P ere LN oA pat .
Per oi st entTREEGH ABEs AR BRI £10 ARSes8nG meltals LUNSLD Mo vsrstnenar ed
non- concurrent access to logical volunmes and provides nultiple path access’

to the dedaptersii3d anecadtually mbppeditted sbwghefUN 340.1/ O |1 oad bal ancing to
the device paths and.al'so lets path failover to be used to prevent a .node

from per f or m ndriug)edeoiding Ve ;mgéhtamédtfanethéqmpgé‘rﬁyﬁt%t@ﬁ ofstigig e device
pat h. The pseudo device driver 210 converts operating systemrequests 212

i e SRR RS Sl oo oS B0l ANFiT o i

Descri pt org g psth {SHEUN and multiple paths to a LUN configuration. With the single path
configuration, Reserve/Release function to a LUN is implemented by SCSI-2 normal
Reserve/Release command at the system disk driver level.

To implement this command in multipath caonfiguration .eﬁvironment, all paths
to a" LUN on one hbst have to register with a LUN under the same Reservation Key,
and qnly one of the paths needs to make the persistent reserve to the LUN with the
reservation type of ‘Exclusive Acce_ss, Registrants Ohly’ at open time. All' paths to the
LUN from other hosts can register to the LUN all the time, but must be required to get
persistent reservation to this LUN before they can adcess_ it. With this reservation
type, all the paths on one host, whicﬁ are registered to that LUN can share and
access this LUN. If this pseudo device driver is applied to a Storage subsystem which
does not support SCSI-3 Persistent Reserve commands,. the pseudo device driver

| will switch to single path function automatically with a multiple path configuration of
stbfage subsystem.. | N

SCSI-3 Persistent Reserve supports 2 c_ommands. One is Persistent Reserve

Iln, This comma'nd ls_ used to obtain information about persistent reservations and

reservation keys that arc active on a LUN. Two service action supported by



The SCSI disk driver 214 calls. the adapter driver 220 and CDBs are=
presented to the adapter driver 220 to initiate |/O requests to thezgum, 05
240. The host may bypass the pseudo disk driver 210 through the operat r&;z
system configuration. In this manner, disk I/Orequests 250 are processed
wi thout providing SCSI Reserve/ Rel ease to provide access to disk storage
devices wthout failover when one of nmultiple paths - to 21 APR 2005 17 a LUN
240 fails. Fig. 3 illustrates a bl ock di¢gram 300 that shows the shared LUN
problem The host sees multiple adapters 310 accessing multiple LUNs 320.
However, the adapters 330 are actually mapped to a single LUN 340. Thus,

accor di ng Ressistent Reseeva In coramandrareliReadkegsanictRaxy Res&&atiod”, A?ﬁﬁﬁérSt ent

reserve commands in a pseudo device driver allows for support of bot

singl e patchrimand ls%wem%séﬂvevm? fnstéb@bw .§a§é aéﬁﬁ%%’th@ LUK? |

single path configuration, Reser ease function

arver 1 @%@E@gﬁn%ﬁ"@tﬁgwﬁ%ﬁﬁéﬁ% et {9 %ﬁﬁﬁﬁéﬁgﬁp%ﬁ%@? o

envi ronment. UN on one host have to register with a LUN
‘under the 2%%3 e Qi-H’\L@"ﬂeQLlear alhtnegregrvgtien keys Badiparsistard easervatiorak e
the persistent reserve to the LUNwth the reservation type of " Exclusive

Access, REgMsarlil.sSinsepvicanctiprmsupportedy Ppesistent Resérve OUN:Gmmanatdrer
hosts can register to the LUN all the tinme, but nust be required to get
“‘Register”, “Reserve’, “Release’, “Clear’, “Preempt”, “Register & Ignore Existing Key”
| "and “Preempt & Abort.”

Fig. 4 illustrates a'ﬂow chart 400 6f the present invention. First, open options
of the operating system are mapped to SCSI persistent reserve commands to allow
all of the multiple paths to register with the Shéred storage system 410. The second
of the multiple paths is then_allowed to _accesS the shared stbrage'system,'after

_ ob'tai'ning a bersistent reservation with the shared storage system 420. All paths from
a first host are registered with the shared storage system using a single reservation
key (see Fig. 1 also). Information about persistent reservatidns.and reservation keys
may-be obtained by a host. A reservation in command is used to obtain the
information about persistent reservations and reservation keys. The reservation in

- command includes a read key service action and a read reservation service action. A
persvstent reserve out command is issued for lmtuatlng an action with the shared |
storage system. The persustent-reserve out command includes a service action

~ chosen from the grb_up consisting of regi_ster, resérve, release, clear, preemptand
preempt with abort. The reserve service action includés an ac_ld and a remove option.

Fig. 5 illustrates a flow chart 500 of an add option for registering with a LUN.

When configuring, each underpaths will registered with the LUN 510. A



ersistent reservation to this LUN before they can access. it. Wth=this
Iroeservation type, all the paths on one host, which are registered toZﬂh@;ﬂR 005
LUN can share and access this LUN. If this pseudo device driver is applie
to a storage subsystem which does not support SCSI-3 Persistent Reserve
commands, the pseudo device driver wll swi tch to single path function
automatically with a nultiple path configuration of. storage subsystem.

SCSI -3 Persistent Reserve supports 2 comt@nds. One is Persi stent Reserve .
In, This command |Is used to obtain information. about persistent _
reservations and reservation keys'that. arc active on a LUN. Tvyo service
action supifietaiaation is maderwhethsr tte registiationris afemesye 510, [fenpathtegisteregead
keys' and "Read Reservation”, Another comuand is Persistent Reserve CQut.

This commesutcessfulip8400its eepistered ididis £4 tb UE BB CIf it ﬁééﬁﬂiéﬁ@g@f@@{}ﬁ@n

LUN, rel ease reservation to-a LUN, preenpt ot Initiators

of 2 LU estehentioR] Is doffo FRESEAK A0 ke Sl by REHEL S aller eaftfthLon

froma LU_ TSI x sgrw ce a'(':tl 9ns supp??&? F ::> tn v Reai ster &

Fanore o1 ReBlsieidyansiefaxsind Beyt 520, Avtaranureingphens nestekeousr bostlissues

chart 400 of the present invention. First, open options of the operating

syst.em ar e'MEBPSPENs VHueh cpuses theeBbDrte isauesa Persistedt Reseald Out with! of t he

multiple paths to register with the shared st orage system 410. The second
“Preempt & Abort” service option command 522. This command will then clear all .
‘registrations\keys which match the preempted reservatibn key.

Fig. 6 illustrates a flow chart 600 for a remove option for unregistering a path
with 'a LUN. When a path is going to be removed, all the registered underpaths of the
bath réquire action to unfegistere.d from the LUN. The persistént reservation is
required to be released with that LUN before a path is removed 610. The path
reserved ﬂég is checked 620. If the flag is setto an uhde_rpath index 622, instead of

-1, then the feservation to that LUN hasn't been released at device close call 624,
This sifuatlo_n only occurs when the path was qpened with the RETAIN
'RESERVATION flag being set, and it doés not release the reservation at the device |
close call 626. If this is the case, the underpath which made reservation before will
issue a Persistent Resérve Out with Release 'servicé action to release the |
reservation from the LUN 628.

| Fig. 7 illustrates a flow chart 700 for a Reserve with a LUN. Whéther apath
needs to ma.ke' a reservation to a LUN it is attached to or not is decided by the up
level ‘callér, such as operating system logical volume mana'ger'driv'er 710. The “ext”

' paratﬁeter of a device open options are examined 720. If the “ext’ parameters are

set 740, they will indicate the requirement for reservation 750. The valid option value



of the multiple paths is then allowed to access the shared storage system.
after obtaining a persistent reservation with the shared storage system
420. Al paths from a first host are registered with the shared StOffzgieAPRZUDS
systemusing a single reservation key (see Fig. 1 also). I.nf or mati on about
persistent reservations and reservation keys' may be obtained by a host. A
reservation in command is used to obtain the infornmation about persistent
reservations and reservation keys. The red@rvation in° command incl udes a
read key service action and a read reservation service action. A

per si st ent serve,out command is Issued for initiating an action with the
shared st8 QB‘% %’&spﬁrﬂmq{ﬁé fﬁerm stent reserve out conmand includes a
service act ion chosen fromthe group consi'sting of register, reserve,

rel ease, 'clear, preenpt and preenpt with abort. The reserve service

action i ncl udes SGFQREEDOPEN; enove opt i () nEﬂ lﬁbnc’fr dévlldé'srtd ?Wa?loﬂ 4d chart

500 of an add option for registering vmt When conf1 guring,.
underpaths wil [l Sm:QE‘;SANRESElR\m LUN P 05 1 det er m nat i on
i s made whet herg il onﬁ@qa SUG nolAt %Bé (E\é | stered
successful | y 54 reg| st ered fiel d rq%&a Ofﬁhﬁ dqvigeyi | s at

this time 514, its regl stered' field i gu 89 WM@@"Q?A@"GAEH tpthatt i ne,
al | paths register again with "Register deV@ﬁoAﬂO\Eilf@ttltlplghQsﬁstCEmBreMter
failure happens, the takeover host i ssueglevicBorced open", which causes the

SDD to issue a PESINGLENt Reserve Qut wi Placestheessectéd Abwlbb in ES@MIsVeS
opt i on conmand 522. Th| s command w || thé&gcceseaodel | .
If none of above options are set 722, the device opén subtoutine is default to
Reserve requwed 724 The devnce implements persnstent reserve to the LUN if no
initiator has reserved thls LUN yet 726. The following flow charts illustrate how each
of these options are implemented with the SCSI-3 Persistent Reserve command.
Fig. 8 illustrates a flow chart 800 for thé forced open option When device
open subroutine is called with the forced open optuon belng set 810, the devnce tries
to read the current Persistent Reservation Key 820. If a key is returned, the dev:ce
first checks if the reservation key matches its key 830. If it matc‘hes its key 830, the
device does nothing because the LUN is reserved by tho device. If a key ié returned,
| ~and it dose not match this device's reservation key 832, this reserved key is
preempted and its queued tasks are aborted 840, The reservation of this LUN is
| stolen by this device and reservations are prevented by the oetting the no “
reservation parameter 850. A determination is made whether this 'c:Omma_nd.
completes successfully 852. If this command does not complete succéssfully 854, an
error code. is issued 858. If this command completes s.uccessful'ly 858, the device's

reserved flag is set to the underpath index, which made this reservation 860. All the

registered underpaths are opened with SCNO-RESERVE option set to “ext”



regi strations, keys which match the preenpted reservation key. Fig.=
|Flgustrat es a fI0\>//v chart 600 for a renove option for unregistering a2p1a1AﬁR2005
.wWith a LUN. Wien a path is going to be removed, all the registered
under paths of the path require action to unregistered fromthe LUN. The
persistent reservation is required to be rel eased with that LUN before a
path is renoved 610. The path reserved fl ag is checked 620.. If the flag
is set to an underpath index 622, instea?iof -1, then the reservation to
that LUN, hasn't been released at device close call 624. This situation
only occurs when the path was opened with the RETAIN RESERVATION fl ag |
bei ng set PaE@peter t@l&"& Operating| syatesm diek drivee openironting 870.TideLUNECarrhese
call 626. If this is the case, the underpath which made reservation before

wi Il i ssaecessée shc shatedResall e Ghderphtha o?%@ﬁé@ucé%é(ﬂ @gfﬁéﬁml f ﬂ%e' case

the reservation fromthe LUN 628. Fig. 7 illustrates a flow cha 0 for
a ReserveLnyth a LUN. Whether a path needs to nake a reservation to a LUN
it is attached to or not is decided by the up level caller, such as

0P ettt eoptn R SHLEEhGAEL P SRR o i dnee Biom ssem oiancinn
740, they w]l indicate the requirenent for reservation 750. The valid
opt i on vapﬁ‘é'CQPpﬁﬁF@%QBt'%'s(ﬁa lediveith thig optigay Ia@mg set 810, theCEeOREWIReNd Do
not honor device reservation- conflict
the current persistent reservation key 920. A determlnatlon is made whether a key is
returned 930. If there i is no reservation key returned 980, that means the LUN is not
| reéerved by any initiator 982, and the device will make the persistent reservation with
the LUN 984. A determihation is made whether the reservation is successful 986. If
this reservation command fails 990, the system driver fails the open call to the caller
with XXX error code 992. If this reseNation comnﬁand cdmpletes successfully 988, all
| the registered underpaths are opened with SC-NO-RESERVE option 942.
If there is a reservatnon key returned 932, a determination is made whether
the key matches the device's reservahon key 934. If it does not match this device's
reservation key 936, the device mdicates_ failure of the open call to the caller with
Xxx error code 938. If a returned key matches this device’s reservation key 940,
then all the underpaths are opened with SC.'NO RESERVE option set 942.
| If all the underpaths are opened with no SCSI-2 reservé option set 942, the
LUN can be acéessed and shared by all the underpaths of tﬁis deVice. who
registered with the LUN. The device's reserved flag is set to the undérpath index,
which made this reservation 950. The retain reserve field is set to TRUE 960. This

field is checked at device clo#e call to determine whether the persistent réserve

should be released or not 970.



status. SCRETAI N RESERVATI ON: Do not rel ease device on close SCNORESERVE:
Prevents the reservation of the device during an open subrouti ng Calﬁld to
that device, Allows nultiple hosts to share a device. SCS|NGLE: Pl eAPR 2005
the selected device in Exclusive Access node, |f none of above options are
set 722, the device open subroutine is default to Reserve requi _red.724.

.The device inplenents persistent reserve to the LUNif no initiator haﬁ
reserved this LUN yet 726. The follow ng 323 ow charts illustrate how eac

of these options are inplemented with the SCSI-3 Persistent Reserve

. Fig. 8illustrates a flow chart 800 for the forced open option.
\C/@gga ggvi'gag- 0 E'w-é@u@%ﬁfﬁﬁ%aifkveamréaoapm theend resende option. Ayheatidviiag

set 810, the device tries to read the current Persistent Reservation Key

820. |f a RSN subrostine iedalladhwithl dvis optibh beingdstcos o the stibs%ﬁn Y&id g{énkey

matches its. key 830. If it matches its key 830, the device does nh I ng

because t heurtalt desistatirasshvaton key gglﬁ%ﬁﬁﬁ leﬁgﬁlgg'%ﬁ?%(m# ?rﬁ{d&ﬁ%é&l m@ff n? Si t

not match this device's reserv {8 _
o Y 0 o TR e S L
no reservati aramet'er 850Q. A determ nation is nade whether this command
Lﬂ%de?Bat'?\s are regustereg with t%e,LUN. If there is any underpath that has not
registered with the LUN, that underpath will issue a Persistent Reserve Qut
command with the Register service action. If it fails again with this retfy, this
undefpath will be ignored and skipped for the rest of operation Then a registered
underpaths is selected to issue a Persistent Reserve In command with Read
R_eservatibn service action to get the current per’s'iste.nt reservation key. |
A determination is made whether a key is returned 1030. If no reservation key
_is returned 1080, the LUN is not reserved by any initiator 1082. The device opens all
_its underpaths with the original “ext” parameter from the caller to the operéting |
system disk driver open routine 1084.
Ifa éurrent 'perSistent'reserVation key is returned 1032, a determination is
'ma}de whether it matches the device's reservation key 1034, If it matches this
device's reservation key 1040, a Persistent Reserve command wfth Release service
action is issued to release the peréistent reservation with the LUN 1042; otherwise
1038, the system driver fails the open call to the caller with XXX error code 1038.
Fig. 11 illustrates a flow chart 1100 for the default reserve open option. When
the device open subroutine is called with none of above Iisted option being set, the

open is default to RESERVE required. All the underpaths are registered with the LUN

regardless bf whether they already registered at the configuration phase 1110. An



conpl etes successfully 852. If this command does not conplete successfully
854, an error code is issued 856. If this command conpl etes successful

858, the device's reserved flag is set to the underpath index, whi cR mﬁ&ﬂ%§
this reservation 860. All the registered under pat hs are opened W th

SCNO- RESERVE option set to "ext" 21 APR 2005 21 paraneter to the operating
.system di sk driver open routine 870. The LUN can be accessed and shared by
all the underpaths of the device that red¥stered with the LUN. Fig. 9
illustrates a flow chart 900 for the retain reservati on open option. Wen

devi ce open, subroutine is aI led with this option being set 910, the device
will readun@W@agthE%USQ ersistant R@%@WQQW@"&@?“@MW "Register &ilgaoreon i s

made whether a key is returned 930. If there is no reservation key -

returned Exmimg ay” meavise eicion.Urthe deviod issueser PerbistynbResévietlhdorim8se, and
the device will nake the persistent reservation with the LUN 984 A

det er m naitARéad Redervalfisheloet BarbREEERI RTeborvaNEh R85 1Ys0OR0. 1T this

reservat|on comand f the systemdriver he "Open caII to the

cucoosst Uf %@f@?*%*‘r'?rm%(ﬁé’s'ﬂ"%??%#e ol B RFREC 2 g BV R aiipR 1%

dot er i naSPBAMRtARdS MR WERtheTi1ae By ThatcaR e deiges,Tesereationdea it 31t key

934. If it does not match this device's reservation key 936, the device

_indi cat esitd@seunc neatch it aywe reseavatiarokeyh&136thedriviet fails the open call to the
caller with EIO error code 1138. If the returned persistent reservation key matches
the device’s reservation key 1140, all the registered underpaths are opened with
SCNORESERVE set to “ext” parameter 1142. If no persistent reservation key is

| 'retumed 1144, .a._registered underpath is selected 1150. A Pe.reistent. Reserve Out
lcomma'nd with Reserve service action is issued to make a persistent reservation with
the LUN. A determination is made whether the command cempletes successfully

1154, if successful 1160, the device marks the reserved field with the underpath
index which made reservation with the LUN 1170. All the registered underpaths are

- opened with "‘ext”’ parameter set to SC NO RESERVE 1180. If the reservation
command fails 1156, the driver fails the open call to the caller with EIO error code
1158, |

Fig. 12 illlustrates a flow chart 1200 fer the release With a LUN. When a device

clqse _routine is called, it should always release its persistent reserve to a LUN it is
attached t_o, wifh the exception that its rétain__reser-ve flag is set with TRUE, wherein -
the Persistent Reserve Out command With Release service action musf be issued by

the u_nde.rpath, which made the reserve before and still holds the reserve. If this

condition is not met, the request is ignored and Good Status is returned.



XXX error code 938. If a returned key matches this device's reservat'ion key
940, then all the underpaths.are opened with SC NO RESERVE option-Qe;Aﬁﬁﬁm5
If all the underpaths are opened with no SCSI-2 reserve opti.on set 942, the
LUN-can be accessed and shared by all the underpaths of this device, who
registered with the LUN. The device's reserved flag is set to the underpath
i ndex, which made this reservation 950. Tgﬁ retain reserve field is set to
TRUE 960. This field is checked at devicé&'close call to determ ne whet her
the: "persistent. reserve should be released or not 970. 21 APR 2005 22 Fig.

10 illustrates adimplemBatini tha.n erve option. Wien device
open subroutine is call Edf m'%ﬁ t G{dglF%p%]lagﬂgrbéSi%s glgpn ?ﬂ?@ﬂ‘sc olthgclavice finst |
read the : i nt_reservation key 1020. -To inplenment this

. pr ocedur J%Pf%ﬁﬁ?ﬁ@‘gém@ﬂ? itgﬁtetﬂmﬁﬁttmﬂ regsgvation 12201 A PersisteRki sti ng
Key" to make sure,.all the underpaths are registered with the LUN. If there
is any undBES&Me OHheommanthwith Rejease Bervive nbtisrhis iséfed {dvdlegi@erath w |
i ssue a Persistent Reserve Qut. command with the Regi ster service action.

If it fail Bersistent neseivationstorthb LN 1986, underpath will be ignored and
ski pped for the rest of operation Then a registered underpaths is selected

to issue a: Perstr.h"eef@,tédaﬁgeg ioh YFIRS 1 eservation service
action to get the current 'péé{ﬁr!dsﬁpgnt reg’e%;‘ﬁrg%wmﬂ"ﬁ%ﬁbmmtmm%
‘made whet hggerfphe¥bnted foT'HE REfbdselss ihtjstrna?ioﬁeasn%ré’cgstclri%ﬁonlw(.e% is not intended to

be exhaustive or to limit the invenﬁon to the precise form disclosed. Many
modiﬂcations and variations are possiblé in light of the above teaching. It i.s intended

that the scope of the invention be limited not with this detailed description, but rather

by the claims appended hereto.



I's returned 1080, the LUN Is not reserved by any initiator 1082. The device
opens all its underpaths with the original "ext" paranmeter fromthe ?al”ﬁ{
to the operating systemdisk driver open routine 1084. If a current APR 2005
persistent. reservation key is returned 1032, a determnation is nade

whet her it matches the device's reservation key 1034. If it matches this
device's reservation key 1040, a Persistent Reserve command wi th Rel ease
service action is issued to release the dfersistent reservation with the
LUN 1042; otherwi se 1036, the systemdriver fails the open call to the
caller wt 4,0 s:049€,1038. Fig. 11 illustrates a flow chart 1100 for
t he def aulwlﬁfﬁ\g"{’ sr)g%cion. When the device open subroutine is called
wi th none of above |listed option being set, the open is default to RESERVE
required. Al the underpaths are registered with the LUN regardl ess of

whet her they al t.eadyAmeethstidoegromding accesy ﬂo%‘lo’ﬁiéé?@nﬂhﬂﬁ?oé‘ry% %tﬁé}eal APR

2005 23 underpath will issue a Persistent Reserve Qut comrand w

Por 91 o ELﬂ@ﬂ%‘?ﬂﬁﬂfﬁ%‘ﬂaﬁﬁgﬁ%ﬁé?@é&ﬁf%@{ﬂfﬁ'@ﬁeéﬁi@ﬁ?ui
i eserve | Jwrth head Reserva tir (o Yt et |
et ur nea RIS O 9 88edf of i PhiGlibdt belfsc e methas comprisne.

whet her the keﬁ matchei, t he devices reservation key 1134. If it dose not
mat ch it s "BARPPALREDARtONSIREhe operatingsysten de SCEIipersistent pesenreatomiaridse
caller with EIO error code 1138. If the returned persistent reservation key
mat ches - to allow all of the multiple paths to register with the logical unit number of the shared

storage system and to allow the second of the multiple paths to access the logical

unit number of the shared storage system after obtaining a persistent reservation

with the shared storage system.

2 The method of claim 2 wherein the mapping open options of the
operati.n'g system to SCS| persistent reserve ccrhmands to allow all of the multiple
paths to register with the logical unit number of the shared storage system further
comprises registering all p'aths from a first host WIth the logical unit numb.er of the

shared storage system using a single reservation key.

3. The method of claim 1 wherein the mapping open options of the
_ opératlng system to SCSI pérsistent reserve commands further comprises obtaining

information about persistent reservations and reservation keys.

4, The method of claim 3 wherein the obtaining information about

persistent reservation‘s and reservation keys further comprises using a reservation in



the device's reservation key 1140, all the registered underpaths are opened
with . SCNORESERVE set to "ext" parameter 1142. |f no persistent 1
reservation key is returned 1144, a registered underpath is selecteg 15@%M%
A Persistent Reserve Qut comand with Reserve service action is issued to
make a persistent reservation with the LUN. A determ nation is nade

whet her the command conpl etes successfully 1154. |f successful 1160, the
device marks the reserved field with thed@nderpath index which nade
reservation with the LUN 1170. Al the registered underpaths are opened
with "ext"' parageter set to SC NO RESERVE 1180. If the reservation
connand'fzﬁqdin 6, the driver fails the open call to the caller with EIO
error code 1158. Fig. 12 illustrates a flow chart 1200 for the rel ease
with a LUN. Wien a device close routine is called, it should always
release its persistent reserve to a LUN it is attached to, with the
exception that r [ e ve.flag is.s with TRUE, wherein the

Per si stent Resé ve Cﬁ%eam%]ﬂ%iefﬁﬂm 4F§gh WPB@ 9N saMmand gempeseed
by the underpath, which nade the reserve before and still holds the

f eserve. &"Qﬂﬁﬁ Y seyiiger acioniancha readb resarvtionsspruice adtiongnor ed and Good
Status Is returned. a 21 APR 2005 24 To inplenent this procedure, a driver:
cl oses all underpaths of the device first 1210, then opens the underpath
that holds the reservation 1220. A Persistent '

6. The method of claim 1 wherein the mapping open options of the
| operating system to SCSI persistent reserve commands further comprises issuing a

persistent reserve out command for i'nitiating an action with the logical unit number of

the shared storage system.

7. The method of claim 6 wherein the persistent reserve out command for
initiating an action with a logical unit humber of the shared storage system further
cqmprises a service action chosen from the group consisting of register, reserve,

release, cl'eer, preempt, register and ignore existing key, and preempt with abort.

8. The method of claim 7 wherein the register service action comprises an’

- add and a remove optidn.



Reserve Qut conmmand wth Rel ease Service action is issued to releasé the
persistent reservation to the LUN 1230. The foregoing description of the
exenpl ary enbodi nent of the invention has been presented fqr the purﬁbbﬁBRHM5
of jllustration and description. It is not intended to be exhaustive or to
limt the invention to the precise formdisclosed. Many nodifications and
variations are possible in light of the.above teaching. It is intended

that the scope of the invention be linité& not with this detailed :
description, but rather by the clains appended hereto. A 21 APR 2005 25

VHAT IS CLAIMEDQ IS: 1. A nethod for providing access to a |ogical unit
nunber of a shated @%FQEEOQQEP@W\ZE\%Q@%MW eption furtheraomprisesh a

first of multiple input/output paths using a second of the multiple
i nput / out put pdegistenngeach patih whem cosfigwringrappi ng open options of the
operating systemto SCSI persistent reserve commands to allow all of the

mul ti pl e pat hs deterniglingt Whethet B ﬂrgterebgwaﬁieh éiw'hn]ﬁﬁtﬂv‘%@fsfsuegﬁééﬁe shar ed

storage systemand to allow the second of the e paths'to access the
persistent  reseoben e, eBisteRic el BpRis BB A HilFeoRiedand kofoa of
claim2 W%?(Fs%lna l}er)]/(;a mappi ng open options of the |
after failure happens, issuing by the takeover host a forced open to cause a
persistent reserve out with preempt and abort service option command to clear all
registrations keys which match the preempted reservation key; and

setting a state for the path to true when the first or second registration attempt

is successful.

10.  The method of claim 7 wherein the remove option further comprises:
determining whether a path has a perSistent reservation;
| issuing a persistent reserve out with service option release set when the path
is determined to have é persistent reservation; and

releasing the reservation when the whe-n the path is determined to not have a

persistent reservation.



operating systemto SCSI persistent reserve commands to allow all of the
multiple paths to register with the logical unit nunber of the shared
storage system further conprises registering all paths froma fi rstzmomZ[m
with the |logical unit number of the shared storage systemusing a single
reservation key. 3. The nethod of claim 1l wherein the mappi ng open options
of -the operating systemto SCSI persistent reserve commands further
conprises obtaining information about pepgistent reservations and
reservation keys. 4. The nethod of claim 3 wherein the obtaining

i nformati on about persistent reservations and reservation keys further
conpri ses usingld reJbsvnethod ofrcldit ARRPEINTHE Goservetitivics a ﬁEﬁ c'aﬁ@?%g of
claim4 wherein the reservation in command conprises a reag ey servi &e
action and a reggcitipganNathePB deficd ﬁg?]%c{d ﬁ’%ke% r%gwb&%ﬁagf! cl gllumnitl

wherei n the mappi ng open options of t operatin

per si st ent r,.copprises issuing a persistent reserve

out. corn’nsinr(‘jl'uﬁggF §ﬁt|ht(:\e| ga'ﬁiﬁgiﬁ{g%g&%ﬁ?’%ﬁﬁxﬁﬂﬁnmgﬁ%&tﬁebaiqommmmmmetene

shared staras%g. system 7. The nethod of claim6 wherein the persistent

reserve ouf mrand for initiating an action with a logical unit nunber of

the shared storage systemfurther conprises a service action chosen from

the group consi@gRuliingftoractgiserva requiredrwisen a command parameter is not set and
implementing a persistent reserve to the logical unit number of the shared sforage
device when no initiator has reserved the logical unit number of the shared storage
device; and

when a command parameter is set executing the command parameter,

" 12.  The method of claim 11 wherein the command parameter is a forced
~ open option, the forced open option causing the device to read the current

reservation key, preempt and abort queued tasks whén the current reservation key

- does not match the device's reservation key.



rel ease, clear, preenpt, register and ignore existing key, and preempt with
abort. The nethod of claim7 wherein the register service actlon.con?ﬁlﬁ%§m5
an add and a renove. option. 21 APR 2005 27 9. The nethod of claim?7

wherein the add option further conprises; registering each path when
configuring; deternining whether a first registration attenpt was a _
.success; at open time, registering all paths register again wth register
and ignore existing key; after failure pens, issuing by the takeover
host a forced open to cause a persistent reserve out with preenpt and

abort service opfion.co d.t Lear all registrations keys which match
the preenpted r#& er%ﬁ?%ﬁ%‘;@?ﬁﬁ@%@m&rﬁo&pﬁﬁ@gﬁ or the path to true
when the first or second registration attenpt is successful. 10. The
met hod of cl ai rRMEVERINGBRSI-Hgesemvations byisetting thenecommamgrpesamsterdetrzy mi ni ng
whet her a path has .8 persistent reservation; issuing a persistent reserve

out with sesgfvee option rel ease set when the path is determned to have a
persistent reservation; and rel easing the reservation when the when the

path is deter m qagrhiRintPivhBINGE thle forced open completes successfully:
| setting the device’s reservation flag to the path index that made a persistent
. re_ser.vation and opening all paths with no SCSI-2 reserve option set when the forced |
ob_en command c_oinplete successfully; and
issuing an error céde when the forced open command does not complete

- successfully.

14. The method of claim 11 wherein the commé_nd parameter is a retain
reservation option, the retain reservation Causing thé device to re-_ad the current
: résewation key, determinex whether a key' _is feturne_d, establish that the logicél unit
number is not reserved by an initiator and make persistent réservation when a key is

not returned.

15.  The method of claim 1_4 whe_rein the retain reseNation option causes
the device to'de'termine whether a returned key matches a reservation key for the
‘ devicé, to issue an error code wheh the returned kéy does not match the reservation
key for the device, and When the returned key matches 'the reservation key for the
d_evioe open all paths with a no SCSI-2 reserve option set, set a reserve ﬂag to the
path index that made a persistént reservation, set thé retain reserve to true and

check a retain reserve field at close to determine if persistent reserve should be,



persistent reservation. 21 APR 2005 28 11. The nethod of claim7 wheérein
the reserve service action conprises:  deciding whether a device neegs to
make a reservation to the logical unit nunber of the shared,storage QSA%MM%
by exam ni ng whet her a command paranmeter is set; defaulting to a reserve
requi red when a command paraneter is not set and inplenenting a persistent
rteserve to the logical unit number of the shared storage device when no
initiator has reserved the logical unit nber of the shared storage

devi ce; and when a conmand paraneter is set executing the conmand
parameter. ., he nmet hod of claim 11 wherein the command paraneter is a
forced open option, the forced open option causing the device to read the
current reservation key, preenpt and abort queued tasks when the current
reservation key does not match the device's reservation key. A 21 APR 2005
29 13. The nethod of claim 12 further .conprising: preventing SCS| -2
reservations by setting the command paranmeter to no



reserve; determ ning whether the forced open conpl etes successfully;

setting the device's reservation flag to the path index that nmade a -

persi stent reservation and opening all paths with no SCSI-2 reserve gth%ﬂﬂMS
set -when the forced open command conpl ete successfully; and issuing an

error code when the forced open comrand does not conmplete successfully.

14. The method of claim 11 wherein the cgﬂnand paraneter is a retain
reservation option, the.retain reservati causing the device to read the
current reservation key, determ ne whether a key is returned, establish

that the logic uni | reserved by an initiator and nmake '
per si st ent reszire\}ati-f)hne M@"@?Wb ?reffb&\?@/%amaﬂ PEfRRSRAIBENDf cl ai m
14 wherein_ the retain reservation option causes the device to determ ne
whet her a "PEPYPRRIIOR: {160 (9Rasve optier causingithe dgvicertotread thiecument t o i ssue
an error code when the returned key does not match the reservation key for

the devi cépseivation&eydaterainarwisathbes kegtis hetaridy; sstasiishahbPihekBYichPlinit he
device open all paths with a no SCSI-2 reserve option set, set a reserve

flag to tmembetis noneseridiby @ﬁdﬁmato%hai@dee%pvlﬁge?fgﬁggﬁgé\fvitﬁ%rig;@%ﬁjg{;@ﬁﬁfq%}ea};‘

reserve to true and check a retain reser 0S€

per si stentpa;%gféfqr&ﬁgtﬂ&tbe, A 2 1 APR 2005

17.  The method of claim 16 wherein the no reserve option causes the
device to determine whether a returned key matches a 'reservation key for the‘
device, tq issue an error code when the returned keyﬂdoes not match the reservation
key for the device, and when the returned key matches the reservation key for the

device issue a persistent reserve out with release.

| 18.  The method of ciaim 11 wherein the command parameter is a default
reserve .option,- the default reéerve option causing the device to check all paths,
determine_whether'any paths are unregistered, register all unregistefed paths,
ignoring any paths that do not register successfully, return and read a reservation
~ key, issuing an error code when the".returned reseNation key does not match a
reservation key of the d.evice and open all registeredl paths with no SCSI-2 reserve

set.



30 rel eased. 21 APR 1005 31 16. The nethod of. claim 1l wherein the.comand
parameter is a no reserve option, the no reserve option causing the device
to read the current reservation key, determn ne whether a kgy !s_retﬁﬂan2m5
establish that the logical unit nunber is not reserved by an initiator and
opening all paths with original conmmand parameter froma host. 17. The

nmet hod of claim 16 wherein the no reserve option causes the device to
‘det er mi ne whet her a returned key mat ches32 reservation key for the deV|pe,
to issue an error code when the returned key does not match the reservation
.. key for the device, and when the returned key matches the reservation key

for the devicel9.ssubhamathed of elaim 18asksrem thet default resdreaptioh®bautbs the
met hod of claim 11 wherein the command paraneter is a default reserve

_ : . . : o ' ths,
Got erm ne Ty Wioh & RePTsIL ISR fPsihbith FatfsteRed bRt j’Sﬂé %ﬁs@fﬁsﬁ@r od
[ ' t r.egji ster. sucece u return a
Lthet r;S@?@*g??fsﬁ“*%g%%gs%?ﬁg%ﬂ%%ﬁnvdﬁﬁém{kmwfﬁt %?%Z'éﬁ?and o
i1 T ogi STESORSHER NGl sypiResbanden bia pereiient reservation b suiccesstul

marking a reserve field with the path index that made the reservation and open all

registered paths with the command pafametef set to no 8CSI-2 reserve.

20.  The method of claim 11 wherein the command pérameter is a single
option, thé single option causing the device to check all péths, determine whether
any paths are unregistered, register all .unregistered paths, ignoring.any- paths that do
not register successfully, return and read a reservation key, issuing an error code
When the returned reservation key does not match é reservation key of the device

and open all registered paths with no reserve set.

21.  The method of claim 20 whérein the single optid_n causes_the_ device
when é key is not returned t6 select a registered path, issue a persistent reserve for
the selected registered path, ignoring the path is the persistent reservation is not
sﬁccessful,- and when the persistent reservationl is successful marking a reserve field

.'with the path index thét made the reservation and open all reg.i'stered paths with the

~ command parameter set to no reserve.



21 APR 2005 32 .19. The nethod of claim 18 wherein the default reserwve
option causes the device when a key is not returned to select a reg'ﬁt‘ﬁ;ed
path, issue a persistent reserve for the selected registered path, R 2005
ignoring the path if the persistent reservation is not successful, and
when the persistent reservation is successful narking a reserve field with
the path index that nade the reservation and open all registered paths
with the command paraneter set to no. SCSI3® reserve. 20. The nethod of
claim 1l wherein the conmand paraneter is a'single option, the single
option causing the device to check all paths, determ ne whether any paths
are unregi stered2. r egheteethad of glaimgl wherein therdlease seoviceactioy cpmphiseshat
do not register successfully, return and read a reservation key, issuing

an error code gbeingtdlepatas wob PSbETeSE WA perslwnﬂ@%érmron”m%@?tﬁ .

reservation key of the device and open all registered paths

reserve set. 21 : L r ot . ngl.e option causes
t he devi ce Me%p%—mﬁgﬁémﬁhgﬁ{?geﬁérlﬁeeﬁf){%%g\éﬁtdchﬁgﬁég%pered pat h, issue a
persi stent reserye. for thei sel ected re istergd, at h, igno.rir!g the path is-
the persistent PEUILGRPPEFRAL rﬁé?“’%%é%mﬁl‘, wWiKue fplease seryiee actior get to

reservation is successful marking a reserve field wth the path index that
made t he .rieaseR PErsislent mservatian foeginathr ed paths with the conmand
paraneter set to no reserve. 21 APR 2005

23.. A method for supporting SCSI persistent reserve commands by a
shared storage system, comprising:-
processing reservation keys to identify registered hosts; and

processing persistent reservation commands to control access by a host.

24.  The method of claim 23 wherein the processing of pe,rsistent'. |
reservation commands comprises allowing all of the multiple paths to register with

the logical unit number of the shared storage system

25.  The method of claim 24 further comprising registering all paths from a
first host with the logical unit numbér of the shared storage system using a single

reservation key.

26.  The method of claim 23 wherein _the processing reservation keys

comprises obtaining information about persistent reservations and reservation keys.

27.  The method of claim 26_ wherein the obtaining information about



33 22. The nethod of claim7 wherein the rel ease service action conprises: .
closing all paths not reserved with a persistent reservation flag séﬂ;AH}mm
opening a path with a persistent reservation flag set; and issuing a
persistent reserve out command with a rel ease service action set to

rel tase a persistent reservation for a path. 23. A nethod for supporting
SCSI persistent reserve commands by a shared storage system conprising:
Pprocessing reservation keys to identify r3gistered hosts; and processing
persistent reservation commands to control access by a host. 24. The net hod
of claim 23 wherein the processing of persistent reservation commands -
conpri ses. p@nsisignigeservations madreservation keys furtherrcepmisys wdind a reBen/alighga!
unit nunber of the shared storage system 25. The nethod of clalim 24 further
conpri si ngegmgiapderi ng all paths froma first host with the |logical unit
nunber of the shared storage systemusing a single reservation key. 26.
The nmet hod of claim 23 wherein the processing reservation keys conprises
obtai ning informati on about persistent reservations and reservation keys.
27. The nmethod of claim26 wherein the obtaining information about 21 APR
2005 34 28.  The method of claim 27 wherein the reservation in command

comprises a read key service action and a read reservation service action.

29.  The method of claim 23 wherein the processing of persistent
reservation commands comprises issuing a persistent reserve out command for

initiating an action with the logical unit number of the shared storage system.

30.  The method of claim 29 wherein the persistent reserve out command
for inltiating an action with a logical unit number of the shared storage system further
compriées a service action chosen from the group c,onsisting'of .-registef, reserve,

release, clear, preempt, fegister and ignore existing key, and preempt with abort.

31.  Adriver for mapping open options of the operating system to SCSI
persistent reserve commands, the driver conﬁgured to process reservation keys to

identify registered hosts and to process pe’rsistent reservation commands to control

access by a host.

32.  The driver of claim 31 wherein the driver processes persistent

reservation commands by allowing all of the multiple paths to register with the logical



persi stent reservations and reservation keys further conprises uskng a.
reservation in conmmand. 28. The nethod of claim27 wherein the resergqt“&qmm
in command conprises a read key service action and a read reservation
service action. 29. The method of claim 23 wherein the processing of
persi stent reservation conmmands conprises issuing a persistent reserve out
command for initiating an action with the |ogical unit nunber of the
shared storage system 30. The net hod of 38l ai m 29 wherein the persistent
reserve out command for initiating an action with a logical unit nunber of

conprises a service action chosen from

t he shared sforage system further
the group &%‘i’@gﬁh@y&l@’#@?@ﬁ@r?g@@yﬁm, ‘rel ease, clear, preenpt,

regi ster and ignore existing key, and preenpt with abort. 31. A driver for
mappi ng open options of -the operating systemto SCSI persistent reserve
commands, the driver configured to process reservation keys to identify

regi stered host,g, an 0 ,Qroce, persistent reservati on comrands to control
access by a hosffa.' 3%%95"%?@?&55&s&ﬁrﬁméﬁemg%regimés all paths fiemcr fests
persi stent . reservation comrands by allowing all of the nultiple paths to
regi ster \iash Withethedagisal umf rember of thershared storge shisteetiusingreagiegly st em 2 1

APR 2005
reservation key.

34.  The driver of claim 31 wherein the drivef processes reservation keys by

obtaining information about pérsistent reservations and reservation keys.

35. The driver of claim 346 wherein the driver obtains information about

persistent reservations and reservation keys by using a reservation command.

| 36.  The driver of claim 35 wherein the reservation commahd comprises a

read key service action and a read reservation service action.

37.  The driver of claim 31 wherein the driver processes persistent
reservation commands by issuing a persistent reserve out command for initiating an

| action with the logical unit number of the shared storage system.

38.  The driver of claim 37. wherein the per_sistent reserve out command for
initiating an action with a logical unit number of the shared storage system further

comprises a service action chosen from the group consisting of register, reserve,

!



33. The driver of claim 32 wherein the driver registers all paths froma
first host with the logical unit nunber of the shared storage system using
a single reservation key. 34. The driver of claim31 wherejn the drilvledPR 2005
processes reservation keys by obtaining infornmation about persistent :
reservations and reservati.on keys. 35. The driver of claim 346 wherein the
.driver 'obtains information about persistent reservations and reservation
keys by using a reservation comand. 36. 3%he dri ver of claim 35 wherein the
reservation comrmand conprises a read key service action and a read
reservationp, service action., 37, The driver of claim3.1 wherein the driver
pr ocesses 'BISBEPsEIERN PreembtRaister Q‘Hﬂ\gﬂ Res exsting kay ranpdipieenptwighabedser ve
out command for initiating an action with the logical unit nunber of the
shared storage system 38. The driver of claim37 wherein the persistent
reserve out command for initiating an action with a logical unit nunber of
the shared storage systemfurther conprises a service action chosen from
the group consisting of register, reserve, 2 1 APR 2005 36 rel ease, clear,
preenpt, register and. ignore existing key, and preenpt with abort. -



