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"I’here rea w%e vangy 0? associated devices that can be connected to a gaming

machine such as a slot machine or video poker machine. Some examples of these

devices are lights, ticket printers, card rcaders, speakers, bill validators, ticket rcaders,

20  coin acceptors, display panels, key pads., coin hoppers and button pads. Many of these

devices are built into the gaming machine or components associated with the gaming
machine such as a top box which usually sits on top of the gaming machine.

Typically, utilizing a master gaming controller, the gaming machine controls

various combinations of devices that allow a player to play a game on the gaming

25  machine and also encourage game play on the gaming machine. For example, a game

played on a gaming machine usually requires a player to input money or indicia of

credit into the gaming machine, indicate a wager amount, and initiate a game play.

These steps require the gaming machine to control input devices, including bill

validators and coin acceptors, to accept money into the gaming machine and recognize

30  user inputs from devices, including key pads and button pads, to determine the wager

amount and initiate game play After game play has been initiated, the gaming machine
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components) may be eliminated or minimized when coin acceptors are replaced with
the cashless system.
A concern in any cashless system is security. Typically, cashless instruments
store a cash value that is ultimately redeemable for cash. Unfortunately, cashless
25  instruments, such as printed tickets or smart cards, can be vulnerable to fraud in some
instances, particularly where such instruments or systems of instruments are used in
relatively simple formats or security architectures. A gaming entity, such as casino, that
issues the cashless instrument can be liable for any cash that is obtained using the
cashless instrument whether the cashless instrument is used in a valid or a fraudulent
30 manner. While existing systems and methods for providing cashless instruments

associated with gaming devices and gaming systems have been adequate in the past,

improvements are usually welcomed and encouraged that reduce the potential and/or
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cryptographic key for updating credit balances on a Gemplus card is discovered by an
attacker, then all Gemplus cards that use that cryptographic key are compromised, since
the cryptosystem is symmetric. As another example, a Gemplus card verifies that a

25  request to update a value is encrypted with the correct key, but not whether the
requester is authorized to make the request. As yet another example, communication
with Gemplus cards is susceptible to interception and alteration (e.g., at the card
read/write interface of the card reader). Due to these and other weaknesses, hackers
have been able to cheat the Gemplus system for profit.

30 In addition, the limited capabilities of the Gemplus system make it unsuitable
for cashless gaming. For example, the Gemplus format provides only three bytes of

memory for storing credit. Thus, a Gemplus card may be used for small purchases or
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include a secure transaction device conprising a second processor and a
third ménory devheerdingeopratassomboparcabl e tvnger-barsdi ganiogt Wectpoe tady e

el ectronic .device, via the co licat}.on interface, a first requyest to
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via the conmmunication interface, when it is determ ned that the security
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credit balance stored in the first menory device in accordance with the
request.  credit praikibld éxswagimgeivhpldy nthatoneaoratang gaoiks epethan¢agangd/or a
wager - based _gam ng ,nmachij may_ 4 nclude stori.n i.h a first nmenory device on
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avail abl e on the gam ng nachine; transmtting froma secure transaction
devi ce on tdapaljamfngomer hisveondsiceeddt lpabamearepresinting i : senohd canouat fof rasedit

request, to a pqgrtabl e el ectronic device in conminicatian mﬁtg.the m ng
mmchi n@d ¢ rvains o B eBls SRS HriE oA SRREe B etine Fa r adi
bal ance st ghQdJO8 sthife transaction device comprising a second processor and a third memory
device, the processor operable to transmit to the portable electronic device, via the
communication interface, a first request to update the second credit balance, the first
request including security authorization information; receive from the portable
30 electronic device, via the communication interface, when it is determined that the
security authorization information complies with one or more security authorization

requirements, an indication that the second amount of credit has been updated in
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devi ce; tr atfagizatiom infospatiene teoeizinge fromitinatpiogable helecttdnee glmeanivisathon
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menory device; transmt a request to the master gamng controller, the

r equestlsi ndndigationy thahdhe fings apaorintpfnaredit hes dhougdased p acetdinge twiigh the
out-of -service state: and/or transmt. equest to performa S
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el ectronic device may.be used for cashless.gam n i hqut aut hevrilft itc ting
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the porﬁOam@ming machine and/or a request to transfer a designated credit amount from the
gaming machine to the portable electronic device. In one or more embodiments, a
request (e.g., the first request) may be transmitted responsive to a determination that the
first credit balance has reached a first credit threshold and/or responsive to a request
reccived from a user of the gaming machine. In some embodiments, the second
25  processor of the secure transaction device may be operable to determine (e.g., using a
predetermined auto-transfer amount and the first credit threshold) the designated credit
amount.
In one or more embodiments, a processor at the secure transaction device (e.g.,
the second processor) may be operable to determine, in response to a request to cash
30 out, whether the communication interface is in communication with the portable
electronic device; transfer, in response to a determination that the communication

interface is not in communication with the portable electronic device, the first credit
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i nventi on. viathe communication interface, identification information associated with the portable
electronic device; transmit, to a cashless gaming server, a first message including the
20  received identification information; receive, from the cashless gaming server, a second
message including an indication that further use of the portable electronic device has
been at least partially blocked; and/or output a notification that further use of the
portable electronic device has been blocked.
BRIEF DESCRIPTION OF THE DRAWINGS
25 The included drawings are for illustrative purposes and serve only to provide
examples of possible structures and process steps for the disclosed inventive systems
and methods for providing game services to remote clients. These drawings in no way
limit any changes in form and detail that may be made to the invention by one skilled in
the art without departing from the spirit and scope of the invention.
30 Figure 1 shows a block diagram 100 illustrating a system for performing smart

card initialization and utilization, constructed in accordance with one embodiment of

the present invention.
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per formed iTaeGox dRnS6 11ldgs one enbodi nent of the present invention.
10Figure 6 shows a nmethod 600 for updating a smart card paraneter val ue,
performed in accordance with one enbodi nent of the present invention.

Figure 7 shows apigRlc®dhdP0a Sk @Ay %06 Elﬁf@&%%‘r{gr brﬂﬂnﬁé'g%]ﬁgrédhbﬁy&f sthirP™M
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smart ca&rd accesBigupe4fshowed blochodiagrd@and@® wiisiratme aesnwadicarinforafset ihea
present invention. 20Figure 11 shows a nethod 1100 for validating offline
use of a snephlesssganing deYigs FeBStTUSteddB gpepadse WithronsfankadtBent fd e yesanhe
present invention. . Figure 12 shows a nethod 1200 for transmtting a
notification regarding a blocked smart card, performed in accordance with
one enbodi ment ofighfees phesend micthoansO®Mor Zbfrdviilt @ $3ars RS paranetch 0thik300

for cashing oyt a mssing smart card (Performed I n agccordance with one
embodi ment Rsrianmed i accerdangewith ppgembodiment ofjthe preser iVkBURN-a per spect i ve

view of;a gam ”%igﬁﬁhknﬁo&s £ MIHEHGbE Yol NpBHGRY da0GH WaldNp A LPRAITEN
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performed in accordance with one embodiment of the present invention.

Figure 7 shows a method 700 for manually transferring credit to or from a smart
card, performed 1n accordance with one embodiment of the present invention.

Figure 8 shows a method 800 for automatically transferring credit to or from a

15  smart card, performed in accordance with one embodiment of the present invention.

Figure 9 shows a method 900 for cashing out a smart card, performed in
accordance with one embodiment of the present invention.

Figure 10 shows a method 1000 for protecting smart card access, performed in
accordance with one embodiment of the present invention.

20 Figure 11 shows a method 1100 for validating offline use of a smart card,
performed in accordance with one embodiment of the present invention.

Figure 12 shows a method 1200 for transmitting a notification regarding a
blocked smart card, performed in accordance with one embodiment of the present
invention.

25 Figure 13 shows a method 1300 for cashing out a missing smart card, performed
in accordance with one embodiment of the present invention.

Figure 14 shows a perspective view of a gaming machine 2, constructed in
accordance with one embodiment of the present invention.

Figure 15 shows a block diagram illustrating components of a gaming system

30 1500, which may be used for implementing one or more embodiments of the present

invention.
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are described in this section. These exanples are being provided solely to
add context and aid in the und@EJAdREhBESCRIRLION:sent invention. It will
thus be apparent.to gne ski,lled in.the art_ that .the |Invention y_be
practi ced wi t noub SuRavo PRl BrdSecuier Bleclplf AR, 9 A orene.
instances, iebdtidhn@emcRrbesss tisit 8RGioRAVEhaIOlexRFids dRSEdih® BEbviideddRled ko i N
order to avoid unnecessarily obscuri ng_ the present invention. 10O her

1

appl i cat i onddagenterdsanidpaid, insthe inderatanding dfothe qwpsent ewanidre dhoill dhysobe be

taken as definitive or,ljm.tin ither.in scope or setting. _ I.n .t he
ol | ow ng. AL Bk blen MR EbORE B iGr B B e B inou somsfith g
drawi ngs, Wb Gbsel GrebifRe ks, ah Jtha iHaasdel PREIPRneWA prétcidiitehs RHR wi®een by
way of illustration, specific enbodi nents of the present invention. Al though

t hese 15enbdssemiadt i detell desudérbiedavord snngdesiaaitt oblwwuEng the peaselsl @veH©N.
skilled jn the art.to practice.the .inpvepti it is understood that these
excarp! e ar Qe FtcheRrEE bafie-digh Mo i Bnwolichendl Fapuast bt bita i
changes mayddimitirds likhiting elth@eRadopk BYsdifign the spirit and scope of the
invention. Although the present invention is directed primarily to gam ng

machi nes and 20Insthe felhayying dejagedudeschpion, irelgrankes ars amasicdp thcheccappanvngises,
systens and, net hods, di scl osed herfet'hn m:?ih% be gdapta le fqr use i n_ot her
types of de P EEEs, gxtféctlle of PERNI %rqﬁ?? Quog gn dBI‘?’lE:l(é PE, SE0¢h YhatY Chei r
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ot her adaptations nmay becone readily apparent upon review of the inventive

appar at Ws esgmbgdments agrdesenshaddu sufficlent detail evierahls aficskilled enithgartdp practice
the invention, it is understood that these examples are not limiting, such that other
embodiments may be used and changes may be made without departing from the spirit
and scope of the invention.
Although the present invention is directed primarily to gaming machines and

20  systems, it is worth noting that some of the apparatuses, systems and methods disclosed
herein might be adaptable for use in other types of devices, systems or environments, as
applicable, such that their use is not restricted exclusively to gaming machines and
contexts. Such other adaptations may become readily apparent upon review of the
inventive apparatuses, systems and methods illustrated and discussed herein.

25 In the following figures, method and apparatus applicable to various gaming
system configurations and their associated components are described. The gaming
systems may comprise a network infrastructure for enabling one or more hosts to
communicate with gaming machines. The gaming machines may be operable to provide
wagering on a game of chance. A plurality of gaming devices, such as bill/ticket

30  validators, printers, mechanical displays, video displays, coin hoppers, light panels,
input buttbns, touch screens, key pads, card readers, audio output devices, etc., may be

coupled to the gaming machine. The gaming devices may be controlled by a master
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of the present disclosure include a smart card with a program residing on
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of t en occuraboat. t Kmecraaspr dal/the iinacispd evctutty of thahevhar dsmgacwventigmabver ,
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obser veg, a&ﬁn@%ﬁ&ﬁn@%ﬁé%b&@kw% dal€ adP el §y8einOspcddithet dieddakRrsdesnot be
intercepted, because 25the application that operates on the data nmay be
"enbedded wi thhicard. hdhesamdereapsion foften occurs gighheerdr wad/onite anterfiee ohtheetased

security is_ that .in one qr nore enbodi.nents, the smart card i,tself verifies
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credit stored on the card to be given to a user as cash. This chain of
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the smart card itself verifies whether a requester has permission to make a request to
perform a transaction, and those transactions may later be verified before allowing
credit stored on the card to be given to a user as cash. This chain of trust provides
30  increased security, as well as allowing expanded capabilities. For example, the ability
to add value to a smart card need not be limited to a few trusted systems, but rather can

extend to various devices in a cashless transaction system that can at least periodically
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or nore paraneter(s) stored.on a smart card, .an lication on the snpart
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t he car (6 g\#/ or the appropriate noney nay be noved to an El ectronic Gam ng
Machi né Y EGMC W&h the card is inserted into the EGM and after checking one
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validations, etc. In one or nore enbodi ments, by having an application

runni ng on snfeet cad daynndleds oneyor lmeore ob dededowingoparatibes: eaysicmangyecidom
specific operations. For exanple, an l.icatign may run on the card that
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of money to move to and/or from the card, and/or the appropriate money may be moved
to an Electronic Gaming Machine (EGM) when the card is inserted into the EGM and
after checking onec or more configuration values and/or performing one or more
20  security validations, etc. |
In one or more embodiments, by having an application running on the card,
rules may be embedded within the card to perform specific operations. For example, an
application may run on the card that automatically triggers a transaction which seeks to
replenish funds when a given balance falls below a specified threshold. Such an
25  application may include one or more of the following operations: a system may read
. one or more parameter(s) stored on a smart card; an application on the smart card (e.g.,
a Patron Management module and/or applet) may call a function on the application to
make a change; the application may validate one or more permissions and/or rules; the
application may make one or more change to the card; a player may specify a credit
30  threshold balance that may trigger an automatic transfer; and/or the appropriate amount

of cash and/or credit may be moved when the card is inserted into an EGM, when the

configuration value is checked, after one or more credit balances on the EGM are below

10
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is made to folewory eperaipuat gteanpt deorbidasé sequvidy ifch ewmesionatstraadstto thé carde

attenpt to validate secupi.ty is unsuccessful, conpare the record of i.nvalid
access at t eHELe AgEeREl of BTG afER At TR RKEITHE ©aXtidls Scuinds

Syst em awar gnsQfceQi8l; @bmpReehd tdc6 QGRS iRCARSR c&L LBERPR agRNSY Lfre HefinéLRM@r t he
card useless if the nunber of invalid access attenpts exceeds the

pr e- def i nedmekarihie cashiessrgamaong syvtosn ewbisdifrasatos marafilbagahadcess attempise andor i eved

froma smart gard but the applications. can, no | onger chan ny i pf.ormation
bnee. e erenidiabe g o6 aE M r e BEiv AR A st My BB B WerRaRed™
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card is not in comrunication with a gam ng nmachine (i.e. no-card cashout).
Such t echni Gaegpheayionncinuntelonger drangoary wiformtagiof ohtotiersgnaniperdiis rsndered
receiving a request to cash out; determining whether a valid smart card is
i nserted; t'r‘“&ﬁag?'erri ng credit and/or cash to the card if a valid smart card

i's present; trangf&fd biGoRORRYodimeRks! Q@hrﬁgﬂ\és(cﬁsc%sed theredh Rla9tpeMifiafifing
Interface Board (SMB)) if a valid smart 20 card is not present; hol ding

t he caslb anedtavermdgnta snmrhoardvshat inl @mreweatiohevigh 2 gaminghmagn@)i.c. mat t i ng
the EGM out of servj C%éu €engi“n a notification of a Hﬁ ﬁ [d .cash Ot“t,j )
recei ving a“PA ROl a e R I e gmay anclid e oF Bpi iribe Bylolving psrations
at t endant ) ; Qi NG REGUD! da¥h ¥NE/ RterkRhihgalHeRter th GaljMBhhrt CaFddis MBMiAY cash
and/or credit to the received smart card; putting the EGM back into -
service. 25Tmséring cpdd aod/orsag enthe direiitasyalidhenany esdns pibet] yufering
describes tr%((:)rrl]en}! f653he EGM (e.g., to a Slot Machine Interface Board (SMIB)) if a valid smart
20  card is not present; holding the cash and/or credit in non-volatile memory (e.g., in the
SMIB); putting the EGM out of service; sending a notification of a no card cash out;
receiving a valid smart card (e.g., a new card brought by a casino attendant); checking
security and/or validating the smart card; moving cash and/or credit to the received
. smart card; putting the EGM back into service.
25 Thus, in one or more embodiments, the present disclosure describes techniques
that may offer a more secure and flexible smart card design than currently exists. It
should be noted that although the some techniques may be described in reference to
wager-based gaming in a casino environment, these techniques are not limited to
gaming but may be applicable to any or all applications and/or industries involving
30  smart cards. Even in the gaming context, one or more techniques described herein may

be used to facilitate other cashless transactions in a casino environment, such as

payment for meals, hotel rooms, or other gaming-related expenditures.
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dashl ass. gam no. CHUTSENBIE, STl TRbr BRpoeaar HentO G4t iy applr dlts 104
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(SMB) 108. ngﬂre 14. However, according to various embodiments, different types of gaming
20  apparatuses may include one or more components related to cashless gaming. For
example, in different embodiments gaming apparatus 104 may instead be a bank of
gaming machines, a kiosk, a cashier’s terminal, a patron management terminal, a card
initialization terminal, or one or more other devices.
Gaming apparatus 104 includes a slot machine interface board (SMIB) 108. An
25 example of a SMIB according to one or more embodiments is the Bonus Engine®
available from IGT of Reno, Nevada. However, it should be noted that although
gaming machine 104 includes a SMIB, different implementations may include one or
more different control components configured to perform similar operations as SMIB
108. For example, if gaming apparatus 104 were a kiosk or a patron management
30  system, rather than a gaming machine, a different device may be used in addition to or

instead of a SMIB. In some embodiments, a patron management system or cashier

client may include a device (e.g., an Omnikey 3821 device, available from HID of
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ki osk or a patrdn nanagenent system rather than a gam ng nachin

di fferent dgsieas way aneSTidedeviice mddiihélode b aleoicei (0.3t emdOatniteey V2. ddvlibesoma
enbodi nents, a patron rranagerrent system or cashier client may include a
devi ce (e. gavailabie fiom KEY) oBxrdue s wrart eaydin apIM caddmmpfatast  Date of

| GrapaLaxtver PootY S R P BA SR e RSB i cpmmapigation .

credit car dwftRlofhck @6inPbnen@i BE My SpatiNs 104, kichaay asa'Md&deﬁﬂillT&iyuSeﬂd ude
a device (e.g., an Omi key 3121 device, available fromH D) for reading a

smart card inpudsion &k anficr displyt G0, BWR engore embadismantsy they §MIRamaenor y

144. The SM B is . n.co nct|0n5 it h.ot her. conpa [ g g
appar at us 100 nanshe SETRHRLE B8, 2k Bl ABGeS RANENSE B QG R iE

di spl ay 120end & MBR @fiahles. eHb@ewfemcsmmgw&) & Fnbrephbeinieaty, 0at er wndré\
t hese devices, and/or other devices not illustrated in Figure 1, via one or

more seri al differfias typpmfemmu@z@@tmndlnrﬂ@ ey &ff gseds é‘h@n%ﬂmﬁterm@lm@ﬁé th¢ rore

differe communi cati.on |inks

orbodi it SRR 405 SR ECRD el PberSR TR fevite Bfh A6 ER SEigre
devi ces, sucly, am hHeshmshih@srBlidld28. Vindord of GBFY Rinbalin@htd, codimbARatibmlige or
nor e errbodl rrents comuni cation link 128 is a network link in a gam ng

networ k. AdH& n%hmetWahml@ it @ ganeigt tetyerk ng\ddétomlr Refady éelérﬁé dOsatng
(1 oughout BGRB8 S i ol R 198 g 55 19
15i ncl ude OPiguRk 1r50zirﬁ1 of. an ohBlRmEt dmﬁaiﬁlm@@atlelcbmhﬁmhdaﬂkm mkvusedn@;ss
ik, e1t5C include one or more of an Internet link, a satellite link, a wireless link, etc.
In one or more embodiments, the SMIB may be configured or designed to
control one or more components in the gaming apparatus, such as the card reader 112,
the user input device 116, and/or the display 120. In addition, or alternately, the SMIB
may be operable to communicate with one or more different components at the gaming
20  apparatus not illustrated in Figure 1. For example, the SMIB 108 may communicate
with one or more components of the gaming machine, such as a master gaming
controller, a display device, a service window, ctc. As another example, a SMIB, STM,
and/or other component associated with the cashless gaming system may communicate
with one or more different types of devices or interfaces, such as a motherboard, a
25  controller, a network interface, a service window, a kiosk (e.g., a system having a
ticketing interface), a display device (e.g., a vacuum fluorescent display, a Ne*Gen or
sbNexGen available from IGT, etc.), or any other type of device.
Some embodiments of the cashless gaming system may be configured for use in
systems that are not under the control of the casino. One such use may be a point-of-
30 sale interface in which a smart card reader and STM is installed in one or more stores,

restaurants, hotel facilities (e.g., service desks, cafes, gift shops), or other commercial

locations. Such a configuration may allow a player to use the smart card to pay for non-
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or serVi cespere&Binhing apshraQH 1 0DAHPLshAH cA+8 Subh aS4lShard cadSh eSMmARNMicafiét ude
nmore than one purSe (r.e. credit balance). The use of nore than one purse

may al | ow awihsimg ¢and plobuB2e Tdioht @r enere toppdingnts maetoryokfdais siwarvolatidg d
(e.g., ganbling credits,, cash ronptional dollars, bonus points,,Joyalty
poi nts, et c‘.nfmgﬁld/ 1{’a\9c§ll?je‘ée5lt °§‘hfygg‘in? ﬁedgg%ﬁﬁeﬁﬁ Vaﬁla S%(S?ﬁ%’b%ﬁ?@% hﬁd%lxb( e.g.,
for regul at g mameidd iBRGENt of a systemAiIUFE, AbRDIPBHEE, And/bPRs&M B i ncl udes
menory 144. |In one or nore enbodi nents, nenory 144 may incl ude program

i nstructd ons f orInCRund 40bodimednts sthe rPGRirmayn function j asperding] &t 2 nkrapsgction

perform ng ane pr nore operations.for cashless gam ng. |In one qr r
enbodi nent s@OWBF’?Ber V%ﬁh"ﬁﬁ”&‘ctsht 6‘38’“36& ) rﬁ%orr(iedpg)r 5&‘5%‘8?“'\93”3_%%&%?&@% to
10 cashl essygRattRG: is EOMpRIAMR the stABTRINM. Irhéts TRY trédsQtRordis GiteGhiftedBEfBRGE f OF
transfer between gam ng apparatus 108 and a smart card, such as a snart

card in contambecemmetedi(¢.p., Sypowvec boss), Hleqrartidly. complesad trapsageremapvetbérent s,
menory 144 is non-valati menory. Thus,..dn.the eve of as emreset, a
Crodi 1 val useeRt it B thfor prg gD TR SIS or R Eitodt TLHET e
failurey | oggvét cROVREm bRNG/ 188 (.85 Bhasfdrdd SRR SN B A RErdddig Sh&t may
function according to a Transaction Conpl ete nodel in which activity is not

recor ded t ocad}oralphicatédie. g.dramsitmadta & smaw canddns nettremavédiremmplSdidY on t he
smart card. Thus, if a tr action is.interrupted before it can b

conpl eted (e.g. ,%\Bi?rdpﬁé?qﬁgé%ﬂ“s&rﬁggB’a‘?‘ﬂ"ﬁl ]I'yé%rgﬁﬁa}dgf igz Wﬁﬁg%‘?ﬂa 1§ Pray
not be recoidiffyhidatt N ithasit emacidAe mriys L esard THES. Tr aRE&@lNg0 o Caiffeleat e
nodel may thus 20 prevent cash frombeing lost (e.g., transferred from an

STM but not embatimded, ta cardsreaddar 1darmdy mcluda ping eamede cemmunication sftenfacesl to a
smart Cg d olfltcor?lgr}ungc%ggg\g/ %?thforng r(T)1r %%res i)rcl)\ﬁzible electronic devices. For example, the card
reader 112 includes a smart card slot 132 and a SIM card slot 136. However, according
to different embodiments various numbers, types, and/or combinations of

communication interfaces may be used.

In Figure 1, reference numeral 132 denotes a smart card slot. Smart card slot
30 132 may be operable to communicate with a portable electronic device, such as a smart
card. In one or more embodiments, a smart card slot may be a physical slot into which

a smart card may be inserted. Alternately, or additionally, the smart card slot 132 may
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operable to store a credit bal ance for cashless gamng. 5 For exanple, the

card reader 112 Refyreocamumerehi ¥ dénotesa Sivhcardcsdotd Inioac snmore embedigients, 132.

I n such enmbodi nents, rt card.slot 132 may. be sitioned.so as to.be
ncessith o S0t Erdshit 136 e HeAGUBED I G T B o e R T BAHAOE CIESeRte G o1 o
132 may i ncdudHsa fhySiceal dsi@bd O bhfg@%d e Ratordiick afith BRe bR e B ke
apparatus 104. Reference nuneral 136 denotes a SIMcard slot. In one or

nmor e enbodi Subsersher I¢enghModeld SEVIptard 3emmfegtane Aowithdgle siart card sleinlihd. dlag e
wth a port e el ectroni c deyice, ,suc a snmart card designed or

confi gulroed &L rsgfﬁnggé ih %6nd IH%YS‘ﬁ@r gﬁ’&f at‘ﬁgeléffb§8‘?‘frﬁlé‘}°aﬁ%rfﬁef§9c%del
(SIM card fprghfatbctnmbficit Wirdii8lySWRhta SBVIGca?d & obR#, pdraBleStibbiesid sl ot

136 may be a physical slot, a wireless comunication interface configured
to commidni cdevecewdrr alyentledr yypsi af lsomn®inidatian ehtenfacet her portabl e el ectronic

15devi ce, or any, ot her type of .conmunicatjon,i rface. . | n, one or
mor 6. enbodi ment I @ EFCPBStERRE Be Ay BoitAT e o B SRePe
portabl e el ggts RIEHIEE¥IcERSiOPEHARIE opQablaCid i fadilifat& OsmRlSiddtionnsécigpr i ty
functions, such as a Secure Transaction Mdule (STM card. For exanple, the

card readerfudtionsasuchorsnufSeoat dratsadticn MHoNleSdMintsodli Egr ienarapls) teccardd
format via th srmcard slot 136. one or nbre e i ts, the STM
card may pelrGBiEsgoTRrRcgharda S CEerhafRam S 3 GarT Bl rghe
val i datjoon OReLald QHS] RS SRCHRL Gm¥fel dnSmAbRs Cak ISANE R MBE BedordTBAS ofar d

and the gam ng apparatus 104. For exanple, the STMcard nmay encrypt
conmmuni cat i mos tnapgming tdedryptiom arvéorShddBrify0 §alidntimnsoparatianar absodieiedinotther

exampl e, Lhe, STMcard. oy, decybt Sormunl.catl ons, LLaN Tl ¢4 ZRA e
STM card may encrypt communications transmitted from the SMIB 108 to a smart
card. As another example, the STM card may decrypt communications transmitted

25  from the smart card to the gaming apparatus 104.
In one or more embodiments, using an STM card for securing communications
between the gaming apparatus 104 and a smart card may have one or more advantages.
For example, it may be easy to add and/or remove the STM card from the gaming
apparatus 104. Thus, the STM card could be easily replaced with a different STM card.
30 As another example, sccurity operations may be performed independent of other
functions of the gaming machine and/or SMIB. As yet another example, the STM card

may be preconfigured to perform one or more operations specific to one or more
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between th 1 r 104 and a smart card nay have one or nore
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SM B. As yedisaRredherelgici®IReeurt Be STM card may be preconfigured to perform
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nore entzodi yERRhS appardll ¢04 Gy AnElBdciBhe dilmotsSscenByafohtards FoE paraehgat@sv th a
STM card via th% | M card sl g]t 136), the 5 gam ng apparatus 104 %ray i ncl ude

one or nor etosBMirdatd, soedBar ek dwr opmuire cnibogimeds sthe teardSrdederal B sayt bel 36.

In one or nore enhodiprents, the ca r eader . be.confi gured or

desi Gned. s RCHTERE & Ehrhouah S g b o D 88 b R e e

nor mal  coursfn@f cQRE' &itdpRitish o 3inig MBHMNR4L Ubr ckthpleX@n®tRdeCARMneader
112 may be configured or designed such that in order to add or renpve a

card from Savanfiguredloodesigredisse) thahim atderrto efld pheemyyaiarsgrdiiieniSi ¢aud slobe
opened. As anot her  exanple, unauthorized access to the SIMcard sl|ot 136
nmay r eqm_ r ela%met Brdnsy rﬁrpd}i‘egigtaﬁm%ﬁﬁﬁ@rmepﬁ‘%f ﬁ)gl ORWQ; £ GBPCH SX 4RI e
and/ or si | effaulofEd a&eSs to the SIM LA QUGN 38MMBTRAMIERAE oPimdrBQiGaRI dnd/srder
112 illustrated in Figure 1 is described as conmunicating with an STM card

vi a SI M carphysicel key36riggat an 25dibterandfuir seritatprmi ¢th. a pl ayer's smart card via
ot card o0 Ko ol S SRR BELA Tt LA S e o
both the playefibet STBESmMmBRLaA Wie ATMOar daBYiPEIRMQAeH edotl N36NEnPT
nore smart card formats, SIMcard formats, or any other type of format for
a portalfl e eingoumiosting deth ge plaAsT’anghirer cask anpl emaitncadeslor 1gs edifferent
embodiments may include different configurations. For example, according to different
embodiments, either or both the player’s smart card and the STM card may be
embodied in one or more smart card formats, SIM card formats, or any other type of
format for a portable electronic device. As another example, in one or more
20  embodiments, an STM card may be physically coupled with a gaming apparatus such
that the card communicates with one or more components of the gaming apparatus
without communicating via a removable slot. For example, the STM card may be a
hardware and/or software component coupled with one or more components of the
gaming apparatus and configured via an interface on the gaming apparatus (e.g., over a
25 network, via a user interface, using a remote device, etc.).

In Figure 1, reference numeral 116 denotes a user input device. According to
various embodiments, the user input device 116 may be any input device configured or
designed to receive user input. For example, the user input device 116 may be a touch
pad, a touch screen, a keypad, a keyboard, a button panel, etc.

30 In one or more embodiments, the user input device may receive user input
related to cashless gaming. For example, the user input device may receive a request to

move cash and/or credit between the gaming apparatus and a portable electronic device
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In Figure 1, reference numeral 124 denotes host systems. Host systems 124 may

include one or more servers related to cashless gaming. Slot machine interface board

108 and host systems 124 may be configured to communicate via one or more network

links, such as network link 128. In one or more embodiments, network link 128 may be

25  a network link in a gaming network at a casino. Further details of a gaming network

will be discussed in relation to Figure 17. However, according to different

embodiments, network link 128 rﬁay include one or more communication links in a
public network, such as the internet.

Examples of the types of portable clectronic devices that may communicate with

30 one or more components of the gaming apparatus 104 via the smart card reader 132

and/or SIM card slot 136 are smart cards 200, 300, and 400 shown in Figures 2, 3 and

4. Smart cards 200, 300, and 400 are portable electronic devices that each have
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In one or more embodlments, the unreglstered smart card 200 is operable to
communicate with one or more other devices in a gaming network by being placed in a
smart card slot, such as the smart card slot 132. However, in different embodiments,

20  smart cards may communicate using one or more different techniques, for example
communication via a SIM card slot (e.g., SIM card slot 136) and/or wireless
communication.

Unregistered smart card 200 may include one or more hardware and/or software
modules for performing functions related to cashless gaming. Each module may

25  include data and/or program instructions. In one or more embodiments, one or more
modules may be preloaded on the unregistered smart card 200 when the smart card is
constructed. In addition, or alternately, one or more modules may be configured and/or
loaded on the unregistered smart card 200 via a device in a casino environment such as
a gaming machine. Unregistered smart card 200 includes a card manager 204, a

30  security module 208, and a wallet module 212.

The card manager 204 is a hardware and/or software module that includes data

and/or program instructions for accessing one or more features on the unregistered
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20 The security module 208 is a hardware and/or software module that includes
data and/or program instructions for performing one or more functions related to access
control and/or security verification. For example, the unregistered smart card 200 may
receive one or more requests to read and/or update one or more values stored in the
memory of the unregistered smart card 200. In one or more embodiments, some or all

25  requests to access and/or update values must be validated by the security module 208
before being performed by one or more modules on the smart card.

Thus, in one or more embodiments, the security module 208 may include one or
more picces of information related to authenticating request to access the unregistered
smart card 200. For example, the security module 208 may include a Personal

30 Identification Number (PIN) and/or one more cryptographic keys for enabling secure
communication. In addition, the security module 208 may store information relating to

one or more previous transactions, previous authorizations of the smart card,
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and/or program instructions for performing one or more operations related to storing

and/or transferring cash and/or credit values for cashless gaming. For example, the

wallet module may be configured to store one or more credit balances. A credit balance

20 may be an amount of credit and/or cash available for use in gambling in a casino

environment. The wallet module 212 may also include program instructions for one or

more programs related to adding and/or removing credit from the wallet module 212.

In one or more embodiments, the wallet module 212 may be configured or

designed to store one or more parameter values related to adding and/or removing

25  credits stored on the wallet module. For example, the wallet module may store one or

more auto-transfer threshold values. An auto-transfer threshold value may be used to

determine when to automatically transfer additional credit from the smart card (e.g.,

credit stored in the wallet module 212) to a gaming machine. When the unregistered

smart card 200 is in communication with the gaming machine, a determination may be

30 made as to whether one or more credit balances on the gaming machine (e.g., for

playing a game of chance) has dropped below the auto-transfer threshold value stored

on the wallet module. If the credit balance on the gaming machine is less than the auto-
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permt card users to change one or nore
as the auto-transfer threshold value and/or auto-transfer amount so as to reduce
excessive wear at the smart card and/or to impose operational limits on credit transfers.
For example, a casino may impose a maximum auto-transfer amount of $10,000 in a
30 High Limit gaming room and a maximum auto-transfer amount of $100 on the main

floor. Such game-specific or area-specific restrictions may prevent a player from

transferring an excessive amount of credit to a low-denomination gaming machine (e.g.,
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identification nunber, etc.) associated with one or nore specific users.
15  and/or other information (e.g., name, identification number, etc.) associated with one or
more specific users.
In one or more embodiments, the registered smart card 300 may be operable to
communicate with one or more other devices in a gaming network by being placed in a
smart card slot, such as the smart card slot 132. However, in different embodiments,
20  the registered smart card 300 may communicate using one or more different techniques,
for example communication via a SIM card slot (e.g., SIM card slot 136) and/or
wireless communication.
The registered smart card 300 may include one or more hardware and/or
software modules for performing functions related to cashless gaming. Each module
25  may include data and/or program instructions. In one or more embodiments, one or
more modules may be preloaded on the registered smart card 300 when the smart card
is constructed. In addition, or alternately, one or more modules may be configured
and/or loaded on the registered smart card 300 via a device in a casino environment
such as a gaming machine.

30 In many respects, the registered smart card 300 may be substantially similar to

the unregistered smart card 200 shown in Figure 2. For example, the registered smart
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comply W th regulnatopreembodiments, access to different purses may be controlled by different

PINs. For example, access to one or more gambling-related purses may require a first

PIN, while access to one or more non-gambling purses may require a second PIN.

Separate access controls may allow, for instance, a player to lend a smart card to a

25  different person (e.g., a minor) for limited uses (e.g., non-gambling uses, restaurant

purchases, shop purchases, hotel purchases, redemption of awards, etc.).

In addition to the components included in the unregistered smart card 200,
registered smart card 300 includes a patron management module 316. The patron
management module 316 is a hardware and/or software module that includes data

30 and/or program instructions for performing one or more user-specific operations. For

example, the patron management module 316 may store information related to one or

more names, ranks, player identification numbers, PINs , preferred languages, and/or
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bonuses, et gd/drincRyForR P aréBitteter VaRePdiB8lonithe LLRMIEMM tHa306r g Meal
or free gane plays, 'those values may be stored on the smart card by the

pat r on managenenmormdnbedinFhien thesh écchhiyes magiyber udlernta Hose degiissedrwitwar d
by present Irre]gpetcr| Ff‘o Surrrl?ergtlstgr%(ri dsn%ltrt tcz?r% ?(P(P ' (g\ingvte(ra, }nl gr‘:i‘é or more embodiments,
registered smart card 300 may be treated differently than unregistered smart card 200.
15  For example, a casino may not require authentication steps in order to change values
stored on the unregistered smart card 200 since the unregistered smart card 200 is not
tied to a specific user. In contrast, since registered smart card 300 is tied to a specific
user, a casino may require that the user provide identification information (e.g., an ID
card, biometric identification information, etc.) and/or perform one or more electronic
20  authentication operations in order to modify one or more values stored on the smart
card. As another example, a user associated with registered smart card 300 who wishes
to change one or more values stored on a registered card may need to provide
identification information to casino personnel (e.g., at a kiosk, patron management
terminal, etc.).
25 FIGURE 4 shows a block diagram 400 illustrating a smart card for use in a
cashless gaming device, constructed in accordance with one embodiment of the present
invention. The smart card shown in Figure 4 is configured or designed for use as a
Secure Transaction Module (STM) card. The STM card 400 may be configured and/or
designed for use in performing and/or facilitating one or more security validation and/or
30 communication operations associated with secure transactions at a gaming apparatus.

In one or more embodiments, the STM card 400 may be operable to

communicate with one or more other devices in a gaming network by being placed in a
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card 300. In one or nore enbodi ments, these techniques may be simlar to
those discussed with respect to unregistered smart card 200. However, in
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tied to a Sc%%%’hfﬁi atASer, @ casino nmay require that the user provide
identification infornation (e.g., an ID card, bionetric identification

i nformatsi on, et CThe ST @kd PEY Fridl DR e JFPide BhRBaFOM Forkdfinaty Medilesat i on
operations in order to nodify one or nore values stored on the smart card.
As anot her fexaappmning furmiong selated 4o sdshigss lgamang. s Eaete thodier may scdndgodptanvho

w shes to ch

nge one or nore vajlues stored on ret%i stered card nay, Qeed to
provi de i dett] FiPEREPORTP R Rt oG O BRI 118 %@F‘S‘b il EanyC moduler Rivsk,
patron manageperhdéesitiradl TMektd 200 Wbl ARt Sh@WSconsth@ek i Aitam 600
illustrati % a smart card for use in a cashless gam ng device, constructed

i n accor dandEritely @reeorembrsdinedwles ofaytlsecqpiigyeedtandfoydagdedron theeSBrenard car d
shown i Figure 4 jis. confiqured or desi gfr)}gd for .use as. a Secure Transaction

Modul e YPsTMUVA? & devfie! PR GV AR Ry ascao%af"i"B%Pbaﬁﬁigﬁd/ or designed for

use in perform ng anad)aesfeai Ithd STINIGcadd 400! mADI 8 SISty Vihilgatd QRe
and/ or 30 communi cati on operations associated with secure transactions at a
gani ng appasaegistered smart dapd YHkshownnp Feguserd adil thantegisterdtesnsTvasd 800 sloovinay be

operable to. comunicate with.,o re er .devices jn a ganin et wor k
ot ng proREuS S ¥ et e AT W o161 SRegkMaaadf Fpf hnd
PCT/ US2011/ Amb&elid 26 AXAVRL D0 154 Bstai By it 1 §afod the | Rfressordihgamotiies Sl | VI

card slot 136. wever, in different enbodinents, the STMcard 400 may
comuni BPat elllystrated onEigoresrbered di f Hewever, siaehticoie, card 0@ xampl ssued to a

communi catign via a smart card sl ot, ( ... the smart, car | ot ,,132) and/ or
wirel ess cc i Saf1?EntOtsR %’I’N}ch‘éqedefﬁg(fkmgf fc Mg 8}?@”%% A0 PR Hwar e
and/ or sof t wakfemeaithegulé.or performing functions related to cashless

gam ng. Each nodul e may include data and/or programinstructions. In one or
nmor e enbodi ment sAngther Gffergpeebstyden e STy chul H0enddbe smernt carde 28Tmd 39Q¢ 400

when the smart card. is nst ruct ed. .| di tiion. .or, alternat el one or
mor e moaul eeay b g5 auSaf wE st oo, i danF IR HadRter s

devi ce Jgn MQ%BQS?NM%&HH@QMSU% SEMAmBaNe 0 2NBCNh&¥@ware and/or! SbARTRIRY
respects, the M card 400 may be substantially simlar to the unregi stered

smart card 20dulsHbsininchidey datacard/einprogiam insgustanseldr perormingrene300MmodWn i n
Cecur ty moUTEOROR pird: OB SUBAFSH PG G Forseune o SeBohdi ng
nodul es smart card). In one or more embodiments, the STM module 412 may be operable to
communicate with a smart card (e.g., via the card reader 112). Additionally, or
25  alternately, the STM module 412 may be operable to communicate with one or more
servers in a cashless gaming system (e.g., the host systems 124).

In one or more embodiments, the STM module 412 includes one or more
cryptographic keys for communication using a secured cryptosystem (c.g., a public key
cryptosystem). In this way, communication between the STM module 412 and a smart

30 card (e.g., a smart card in communication with smart card slot 132) may be encrypted.
In addition, or alternately, communication between the STM module 412 and one or

more system components (e.g., SMIB 104) and/or remote servers (e.g., host systems

25



15 illustrated in Figures 2 aPtfe o reqaipged§wril 1 (O8.04- U DPGEESOH/BE%4) s not

i ssued to ' ot need to include, for exanple, a wallet
nodul e andﬂgl?l%gﬁlg/ré/;n%%éé)%nt nodul e. Anot her difference between

the STM card 400 and the smart cards 200 and 300 shown in Figures 2 and 3

modul 6. 412 HSEHY HiaT 4 ORCo AR Hhfod hEARTEL My ad BEAREmA),

i ncl udes datgisRRrA/ With PG ASRcirfigbledeivesns for perform ng one or nore
operations related to securely facilitating cashl ess gam ng transactions

(e.g., W th a snch regiptEntion|mapike glacapios cxdppidi eashttsne § gamSEVNAGRE @ 412

may be operabl.e to co nicate with,a s t rd (e..9. ia the card reader
T8y - adtt <ot §rh S pepbrdt f° s et syl @iona . e NGBtk e
to commyni ciiclr Mriny [RBOf tHe JiRify ARAEMAE & t3hRsE@HMMhE SETURN(F, sysehedulde. 9. |
the host systens 124). In one or nore enbodi nents, the STM nodul e 412

i ncl udes ortemes; insrmittenyytaed.aghi ©nceymbodimepnifimragatiiaton Pseaess Mmayelur ed

cryptosystem (e.q,, . ublic key crypt stem. In this y, _comrunication
bet ween & hanise i o 25 o Rho s 130 e hipe @y FuptBities (RR AL o
comuni cat i ivatdel BORBE Systdh dndbPEasy IRy s b8y EaBlRIeGT! N addi tion, or
alternately, comrunication between the STM nodul e 412 and one or nore

syst em conponentAt (&tan insgce, 199 Jof ansmast cardngit & se@ingesppalausgmay hedve
syste Dat ¢ of. recej pt: 08 ril 201 08.04.2011) PCI{ US2011/ 030894
1A T AX TV O BB S o TR B A G BB PR B SOt et s
the STM nody|cd AdkniBatidRemARSHivove! &St MafniplQRerifjing MiceaubiRNBESy S£ e nSart

Such registration may take place, for exanple, each tine a gam ng machine
or cashl esscaghite.gg usmgndnrabr imorpewategiapipe kays)e verfyalgy onoor aelfe tirevial vy,

gai ng. ¢ er nfareteBs gRocied SHILAR R PSRRI RARRA I Spart (REMEEE e

enbodi ment sgicthe registrati on process may be integrated with one or nore
procedures for registering gam ng machi nes, such as the Advantage Bonus
Syst eml&ncUor EdeyorRayr momt enpodamants.adyl sutherdivali@r attgnptcmpey e nnddgstuamees,

use of a smart card at.a m ng, apparat us may invol ve 10 t hent | cat,i ng
the smart e gbor dis ot srouet REdie Se Y cadir olSr Jn o R ecTRLFR S,
aut hent i cat Ap@naely, | 4 QuitRntida®ion C¥@HMte mayebé f Mt dnfhe ehhebdakioht e.©f t he
smart card (e.g., using one or nore cryptographic keys), verifying one or

mor e previ ousiodcaligadtendnggaassotsi)ated with the smart card, verifying the
identity of the Iﬁmart card user nor e .enbodi
a

aut hentication attenpt Hajo'Be lprg%‘ﬁc%glﬁﬂlcﬁgmlgegﬁigéqn LT ‘%??Sgﬁ)pete%% or
cashl esy gapipaLiRESS] OFbra@dhle, Unledr MoR Rétwohe cRiRhls &RIGH seNdremiat®d y, an
aut hentication attenpt nmay bé nmade only upon occasion (e.g., periodically,
when tri ggetemgoragicand/or periodically inoperable. As another example, the gaming apparatus
at which the card is being used may not enjoy continuous communication with a
cashless gaming server.
Thus, in one or more embodiments, the STM module 412 may include one or
25 more parameter values associated with one or more offline windows. An offline
window value may represent, for example, a length of time between the last
authenticated use of a specific smart card and the time in which it must be authenticated
again before it can be used further. In one or more embodimeﬂts, the offline window is
24 hours, which means that if a given smart card has been authenticated with a remote
30 cashless gaming server at a particular time (e.g., during use for a cashless gaming

session), that smart card may be used for 24 hours without requiring that the smart card

be authenticated again with a remote cashless gaming server. According to various
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(e.g., during use for a cashless gam ng session), that smart card may be
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falls outsiggdabotrhg ablel ddé&)rl&ﬁ@re%a%‘ﬁé%rstr@lﬁfédttb%fﬂﬁ@ﬂﬁd&pﬁ&?}ﬁé%am
refuse to add -and/or retransfer credit fromthe smart card. Further

details of ke, epsdvelpe bnfitsiforeunigistord smag ardscelss Stpring angloamoshPHBMEICHUr es

9, 11, and 13. In %%e g%rmre enbﬁdi nt'Ents,. one or Imore 1|palram::ttﬁr val ues
stored on t KE'STRR 1t EAMCHBI ey BY Ut SPRA (PSRCTTRE CPRTY AT ¢B° §FMRE sTM™
card. For exanpbeystthesihMsGRroEdAEAsERY wal 9 femanBetiskF @ Rampleh @asino
related to of fline wi ndows, cryptographi c keys, card value limts for

unr egi ster ethay gsmamigaliyialter dhe magingrm wrpdgrhalance thnt engydreatierce onwaragesicreh t he

STM card may_allo ?ﬁtihcasmo to ?ﬁeiﬁi se control, over .the ca m ng

t |
Systom suctmait gy HihA SaRaKkaP™e A HeEs A mul RIPLES UpBe UBGERITE B L asi no

15 may dynadiig abl Ynstdnk€r the Rasii® O ARdGEL Bt mPahARE erddtafal iRy the Hiypbed on
unregi stered smart cards. If the casino knows that there are many players

usi ng unr egstotedrapdurypgiptered sintist cardy inj grderaiogeducesskdasi-no thmgvane gliswtarhe
maxi num cregabt eL}al ance that may be stored on unregistered smart cards in
order to redd®’risk (e.g., in the event of systemfailure). 20l n one or

nore enfpdi MENt Sin SHCHr MBFRERb&TiIMchBYsulR tpaRéndiBidinkdyesbtaket 86 difiB@ wfibaey been
stored on the card. For exanple, the STM card 400 may i nclude non-volatile

menory so abavedeehoiarad athe apds FooerammerthaSTN eané 4Grmay arcddudeomn-vabadeer
oot SR Tl R D I e RG
val ues. For 4#@peadilethbodink@®d, 1P may be possible to modify one or more parameter values
stored on the STM card 400 and/or add new parameter values. For example, a casino
25  employee may be able to update one or more parameter values stored on the STM card
400 by accessing the STM card 400 via a gaming apparatus (e.g., by providing

appropriate credentials, cryptographic keys, security verification information, etc.).

FIGURES 5-13 show methods related to cashless gaming transactions that may
be performed in conjunction with a smart card. According to various embodiments,
30  one or more of the methods may be performed via one or more gaming apparatuses in
communication with a smart card and/or STM. For example, one or more methods may

be performed via gaming apparatus 104 in communication with a smart card via smart
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25 enpl oyee may be able to updBtobresinsy 3Rt 23 (B oD VAP B TP P¥Y on
the STM Carl@iﬁﬁ@ﬁ@@%&/é’fﬁ&ﬁ%ﬁ'oﬁg the STM card 400 via a gam ng appar at us
(e.g., by providing appropriate credentials, cryptographic keys, security
verification information, etc.). FI GURES 5- 13 show methods rel ated to
cashless g r i bgnp kN cQu, a
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may be prece@eukivalonevi@r tH®r emavdt badt iaadlbr OBTOPEEAl | e Sestdtdish exagpduge one
or nore conponents associated with a gam ng apparatus may comruni cate with
the smart CcEMYMEMEIENS STWIard ans @gpans| niodineus (he saieaid angh $BMscar

sessi o I n_one ‘f%@ ebenbod t{;\] gl tcarg and, STM ar rd 10.
excnangd pubty &Ry B REUE R ARt il REF i SRR i
sessi on keyigoys. Al though the operations illustrated in FIGURES 5-13 are
illustrated as occurring in a particular order, in one or nore enbodi nents

one or nore net hdHBoygdy th%@lpﬁt@élotbfbéﬂaﬁtfa@ﬁis lﬁalj](HéRE@rﬁdﬁrré@ |11r11U%fa¥9ﬁf fer ent
order. In adcoél It,rlo Sone. ! drrp em&*ntrat|rone§nbr’r§?4n ntc Itleg addlt t%1 \
operations fot" 1140 at%?”éa.‘?{ Fr BURES 513, "R dr 6" 5 8e o T'ons &Y be
omtted. includEl &3drkidns Shaysba perbhiae 300a f differeat rdréotl ngnaa@ﬂﬁ@nemﬁe val ue
froma smart card, performed in accordance with one enbodi nent of the

present13 nvigmlementatione ey prickids a@ﬁﬁma@w&tmmsamméustwﬁué o EdH P 3600
may be used_t Orr etreoevr(?l 8;r1]sema b mrﬁ) e paraneter values stored on a smart
card when t HE ERMY CPSRHONSMAR O BT ﬁIi cation with a cashl ess gani ng

apparatus. For eRRPDRE 5 8hShPk ncEidd50050k retfiddih @ REMSAONRIue ROE/ Dmat
program runni ng on a gam ng apparatus may nmake a request to update a
par amet er v%ﬁrdbep%’fm ipracedrdanprawvith eae ¢mbpdengétafi thg @resaetr mverirad. PAhanet er

Val ue Procegure 5 erfor ous J nstances._and/ o pon
various r i RHERregmaten el PEgpE Taed okl B0 B e Bl LG o of
personngl , RABEY Pirarfetef CAHEBtdrbd Bh AGNRAR ArdRANhe3ARA AFLS iABYmTRINRaBon
request to retrieve a paraneter value stored on the smart card. As anot her

exanpl e, onwitbr ¢ashlessogamiagiapparaius| dor exareplei a smagureed Bsaragasine RsEsmaeined
upon card i nldt/l al i zatian nsert.i car

o arte, ' B Rk untRE o] AN SpBardliS rhend e o Ty A e 4.
gam ng appaﬁeﬂtﬁtﬂ@te? Paltib@ored on the smart card.

The Retrieve Smart Card Parameter Value Procedure 500 may be performed at
25  wvarious instances and/or upon various triggering events. For example, a smart card
user, casino personnel, and/or a program running on a gaming apparatus may make a
request to retrieve a parameter value stored on the smart card. As another example, one
or more operations illustrated in Figure 5 may be performed upon card initialization,

upon inserting a smart card into a gaming apparatus, etc.
30 At 504, instructions are transmitted from the cashless gaming apparatus to the
smart card to call a function on the smart card to retrieve one or more parameter values.

The requested parameter values may include, for example, one or more credit balances,
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paraneter VRLYES.xWH§ egt ed paranmeter values may include, for exanple,
one or m)re%lgre i?%rgﬁ%gg{% Date of receipt: 08 April 2011 (08.04.2011)

PCT/ US2011/ 030894 | GT1P414X1W0) P001231- 008 auto-transfer threshold val ues,
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sortal iy FARHRG R8N Ryl AR warlt Y Rlouh Ty or R by i BRber CFC
crypt ogr aphiixa| dnyars tgrd @dridlynunfiterSS PINCadtel Debae or Brir®lgmbodingats tietreltest he
smart card. 5At 508, a determnatjon is nmade as to whether the request to
retrieve on@appe fppPOLHRNEHY signghbyithe SEYjcard kaforgheing transmittqdde thesynashs

and/ or rul ecsa.r In one or nore enbodi nents, the determination is nade at an
application”or software nodule running on the snmart card (e.g., the

security nodul e 208)8, ddetcAfinefic Ao afBy wWIRIHIRHR rcdliest @@ Fétrite PA¢ br
based upon whet her the request has been signed ancUor encrypted by a 10

val i d and/ omompprraveldr BinscwfisfiesTie aidnere mcrarssions ard/or mies! e oge RaAWshaki ng

d/or k h . F l e, k i di
the transactt GATRERSPHE SRR Ra B AR Brre iR o MR BCMEa0% FURES e eo
mat ch, thenod iR shesuesd é%)(tlﬁ%e@&ﬂ?irﬁtﬁfuwzwl iThe deferR@itioh Hid3f & made, at

enbodi nents, all valid cards may have pernmission to 15 retrieve any
val ue from gagnamartc hpged uponevigtherithe dequrelr ast bespisegncAend®r cpeypicddiyon t o

retrievg, one or re valu 0 rt card may be Jimted,to certain
types ot gari R apRPyeES T SR LB iR Biy BFely RebfieySrE anedt,
cards. Thuskeyop@h@ideQto&l8 FBY ckdmylk VL k&EetighdtiRi Mgy bEslhay intthe ndidcaad d
that transmtted the request to retrieve one or nore paraneter val ues has
per i ssi on tegondemnrthe pardiand on ST de8icsiory egappbematgh, BTMvheaegicas®axi at ed
with a patr}rc)])n rra%?%?rreﬁgé term nal may not have perm ssion to access val ues
stored in the"WRIFBE Y#0dul e, such as” an auto-transfer ampunt. However, an

STM card associ atnegnéVof ndte Casfdidfherss,t 81 FAIRAIS TR ahBVifaP B8 PEintlBsidiD teicCess
one or nore values stored in the wallet nodule, such as a credit bal ance.

25At 5115, wisérevictany yathetfearmiarsanirt ¢rad. Hoaveverg ire different eatbofianento permaissignvr e
par anet er vfal u?ﬁevsa(;tniesfi es thﬁ Re m sasi ons ar d/gr ra% es, {?hger%?netore mpre
par amet er vl TS §re_ t TR YHEG F9°8 PRE shar P %z!\aF r{lodt e gam r?@ achi ne.
In one or nE4Ring MRAFIRRE SequipiRd PR MRROp VALY ESordiglrddr TSN dakd®d ashyart of
a secure comrmuni catl ons session ) .
operation 508 may involve determining whether the STM card that transmitted the
request to retrieve one or more parameter values has permission to retrieve those

20 " values. For example, an STM card associated with a patron management terminal may
not have permission to access values stored in the wallet module, such as an auto-
transfer amount. However, an STM card associated with a cashier’s terminal may have
permission to access one or more values stored in the wallet module, such as a credit
balance.

25 At 512, when it is determined that the request to retrieve one or more parameter
values satisfies the permissions and/or rules, the one or more parameter values are
transmitted from the smart card to the gaming machine. In one or more embodiments,
the parameter values are transmitted as part of a sccure communications session
between the smart card and an STM card. Thus, the STM card may decrypt the

30 communication from the smart card that includes the parameter values before

transmitting the communication and/or the parameter values to a different device in the
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The parameter values included in the update request may include, for example, one or
more credit balances, auto-transfer threshold values, auto-transfer amounts, player
names, player ranks, player ID’s, smart card serial numbers, PINs, etc.
20 At 608, a determination is made at an application running on the smart card as
to whether the request to update one or more parameter values satisfies one or more
permissions and/or rules. In one or more embodiments, the determination is made by a
security module on the smart card (e.g., the security module 208). The determination
may be made, at least in part, based upon whether the request has been signed and/or
25  encrypted by a valid and/or approved STM card.
According to various embodiments, permission to perform one or more
operations on a smart card, such as updating a parameter value, may be limited to
certain types of gaming apparatuses and/or certain STM cards. Thus, operation 608
may involve determining whether the STM card that transmitted the request to update
30  one or more parameter values has permission to update those values.
- For example, an STM card associated with a patron management terminal may

not have permission to update one or more parameter values stored in the wallet
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25  personnel) may ensure that only appropriate parameter values are stored to the smart
card. Additionally, or alternately, one or more gaming apparatuses may be configured
or designed to automatically enforce restrictions on parameter values.

At 612, when it is determined that the request to update one or more parameter
values satisfies the permissions and/or rules, the one or more parameter values are

30  updated on the smart card. In one or more embodiments, the smart card may transmit

an indication and/or confirmation that the one or more parameter values were

successfully updated. In one or more embodiments, the parameter values are
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For example, a smart card manual transfer procedure may be used at a cashier terminal
20 in order to add credit to a smart card. The Smart Card Credit Manual Transfer

Procedure 700 may also be used at a cashier terminal to convert credit stored on the

smart card to cash for providing to a player associated with the smart card. As another

example, the Smart Card Credit Manual Transfer Procedure 700 may be used at a

gaming machine in order to transfer credit from the gaming machine to the smart card
25  or from the smart card to the gaming machine.

At 704, a request is received to transfer credit between the smart card and a
gaming system. According to various embodiments, the request may be received at one
or more apparatuses in a cashless gaming system (e.g., a cashier terminal, a gaming
machine, etc.).

30 In some instances, the request to transfer credit may represent a request to
transfer credit stored on the smart card to a gaming apparatus. Such a transfer may be

requested, for example, to facilitate cashless gaming on a gaming machine or to award

32



At 704, a request is recei ved Pateotserirte)d At (§O¢ ARENPCHESDAHPI8Y¥ar d and

a gam ng syghepmaAGFObsi NG oh® various enbodi ments, the request may be
received at one or nore apparatuses in a cashless gam ng system(e.g., a

cashier termnal, a gam ng nachine, etc.). 30In sone instances, the request

to tranSferca@ﬁ?(9’5;plﬂﬁgbﬁsgﬁwoﬁstﬁ@heﬂglrjsgﬁgfﬁﬁ s %r?@%fggﬁ. GrEd SutS Ry rg” the

smart card to a gam apparatus. a trans e requeste , r
exanpl e, tocdrdici In bitee ieASIYeESthe JafudlQ t® Mrafsfgabicdll MBE héprescar atreqwssatal

Date of receipt: 08 April 2011 (08.04.2011) PCT/US2011/ 030894

| GT1P414X1Vieestro sesit-sted enthe gagning mpajasys lodbesmat cale Sueleatrensdegpaybon t he

sart card ChuSica RN id 1 SIRIdnaP ARG 1o 1 BHPELd BRLANGSRe cADSr e

hudt g
request to transter cre may represen afre ansfer credi

stored on t@Lhigddangn@pRsioahtis gdfingheachi@rt card. Such a transfer may be

requested, for exanple, to add additional funds to the smart card ancUor at
the end of a 5caltines muEpEmyodiEwsisosPag requgdhiorfERngEeE Kicdd may be perfomethe or
nore enbodipents, s e sts tqg transfer. dif. réor y
casino per <rReiosRarEPEEYRY M Pl bR Gt 7 bl At L B Y

exanpl e, pepdimssioantotrequcediéeSinste® chddanBdara sh&dcirdfto QMaashishRihinaBfd the a
cashier termnal for the purpose of cashi ng out a smart card may be limted
t o desi gnat Rapesseinesskinglavy eesmart gayd Spphba §mited Hp elesignated sardna pgnloyess,

| t tel . it [ : ' wh hi
out o it voo6BAS cXeifondh AGH R Y ePRELG o0 R oL alY riFu BT bR R BT

di scussed iRqtieddivhencdshink @itla&madt @@ Edrther detailslrbla@d@o @ashiy 6ut a smart
enbodi ments, sone or all requests to transfer credit may require a user to
provi de i de¢frd picchgquesed ameaigionge Figures,® sk i%.i cati on i nfornation, such as a
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smart card as
20  transfer credit between the smart card and the gaming apparatus. In one or more
embodiments, the instructions are transmitted from a component associated with the
gaming apparatus, such as the SMIB 104, via an STM card associated with the gaming
apparatus (e.g., an STM card in communication with SIM card slot 136).
At 712, a determination is made at an application running on the smart card as
25  to whether the request to transfer credit satisfies one or more permissions and/or rules.
In one or more embodiments, the determination is made by a security module on the
smart card (e.g., the security module 208). The determination may be made, at least in
part, based upon whether the request has been signed and/or encrypted by a valid and/or
approved STM card.
30 According to various embodiments, permission to transfer credit to or from the

smart card, may be limited to certain types of gaming apparatuses and/or certain STM

cards. Thus, operation 712 may involve determining whether the STM that transmitted
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recei ved request. 30In one or nore enbodi nents, the credit bal ance on the
gani ng appatcatived mayesie For example, if the request represented a request to transfer credit
25  from the smart card to the gaming apparatus, the credit value stored on the gaming
apparatus may be increased according to the value included in the received request. As
a different example, if the request represented a request to moved credit from the
gaming apparatus to the smart card the credit value stored on the gaming apparatus may
be decreased according to the amount included in the received request.
30 In one or more embodiments, the credit balance on the gaming apparatus may be

stored and updated in non-volatile memory associated with making secure transactions

with smart cards. For example, the credit balance may be stored in memory 144
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20 at a given time, but rather can maintain a credit balance on the gaming machine
appropriate to the player’s wishes.
At 804, a credit balance and one or more auto-transfer parameter values are
retrieved from the smart card. In one or more embodiments, one or more of these
values may be stored in a module on the smart card, such as wallet module 212. A
25  procedure for retrieving one or more such values is described, for example, in relation
to the Retrieve Smart Card Parameter Value Procedure 500 illustrated in Figure 5.
In one or more embodiments, the credit balance retrieved may be measured in
U.S. currency. However, in some implementations, the credit balance retrieved may be
measured in a different unit, such as casino credits or game credits. For example, the

30  smart card may be designed or configured to store game-specific credits limited to use

with one or more specific games.
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2011 (08. 04{538*‘1“%’%@"%’3’6%/0@%0894 | GT1PA14X1WD P001231- 008 The one or
nore auto-transfer paraneter values may include, for exanple, one or nore
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val ue may r@pmesest an faGto-te3fP | threstiold MaRsheh duitadrate fdr dmdunt, Ggdr arygother
auto-transfer of funds from5 the smart card to the gam ng machi ne. The

aut o- t r ansfRéFarpgfeiuMelucsaralpiedriy ap aytasamicran Thgravigttragsics tlugshold yakug gt er to
the gam ng nmachi ne- when an aut o-transfer. of. credit | rigge . I n
one or ror d BB bt g8 ol RRF e SR dn Ao repHBEOERutL Fom, o s

may be yserthe ghihitardl) @e ghimiddmaciBy,, The Uo©LtrdiBier aMdlhiOwl & Mag MEprésefard to
always 10 transfer a certain credit anount to the gam ng machine. It is
anti ci pat edant4meeuns g€ pregiv id irgpusifentto die gaming maching when e getortedngfer pheredit is
encour agi ngtﬁisnaré card adoption, since nany players prefer to add a

speci fic "I'U€RY*“anount of credit or cash to a gami ng machine each tine. In

one or nore enbogigiedt sor®BRbETimRls Lol ortrhéte R tHR-dutARSsEr paAhdi&S @4lseyal ues
15 may be systemconfiqurable. For exanple, different STMs may i npose

di fferent |hay be user-conBaurabler ansthisr way 4 wigr dexyotanfiguicon syarvicay wedwiere, for
i nstance, ma imt the auto-transf amount to .avoid.an unreasqgnabl

orodit 0 anEiser (o btatt i BTG s 2080 sEhifén ) 1Pt AR ARE R

808, a det ecfdﬁﬁgaﬂa'ti@@ dpSioiRgRryae bendfed] Narerlcbragingdntart el adptibhesigédn ng
20 machine is below the auto transfer threshold value. According to.

di fferent empwdpiegers prefeheo ddd erspeeific i“brekymounteiercdit odjckshe faeftgamaeat i ons
and/ or by different §.oftvvare prograns. |In one or nore enbodi nents, the
determ nati%ﬁcmﬁi/eaﬁg Tde by a programrunning on the CPU 140 of the SMB

108 illustrated InnEiodwdRe dmbbdimdnfll brfcedrandre S BRAFRRAnsférpRr MRl €s Fhlnad | on
may be nade at a different conponent of the gam ng 25 apparatus (e.g., the

mast er Igani may beopistan-cerfigurdhie. ahen dxempéariddtirerd (T Mg may depescrdifterentdimithy be
made at the smart tcartl(fi:. At 812t instructions %e. ttr ansnn”{at tlenqitttl?e cal |
a function %hc'ieﬂ% Gt é*al*"av'f’%“{”}‘g?ﬁé‘%“e@“&‘ﬁ‘%d{‘ffc H&r WA thE Sert™card and
the gam ng ApeahadfeiSamduht @Havéll alRineaSHHRBHH Bt Srandfie(clgSkansfetipN$],000E
transmtted to the smart card froma conponent 30 associated with the

ganmi ng appaeatngsny slotmaegline)he SM B 104, via an STM card associated with the
%:a);gl) -ng apparat usAg §029,'az d&grmslgell\éo%airs dmzild% z%.otmrwuﬂeitﬁeaftthg rc]:re\giltt lgve‘cl' Iol\r/lI t(flgrg%msnllé) t
20 machine is below the auto transfer threshold value. According to different
embodiments, the determination may be made at different locations and/or by different
software programs. In one or more embodiments, the determination may be made by a
program running on the CPU 140 of the SMIB 108 illustrated in Figure 1. In a different
embodiment, the determination may be made at a different component of the gaming
25 apparatus (e.g., the master gaming controller). In another embodiment, the
determination may be made at the smart card.

At 812, instructions are transmitted to call a function on the smart card to
transfer credit between the smart card and the gaming apparatus. In one or more
embodiments, the instructions are transmitted to the smart card from a component

30 associated with the gaming apparatus, such as the SMIB 104, via an STM card
associated with the gaming apparatus (e.g., an STM card in communication with SIM

card slot 136).
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credit reques ransfe e equrva

equi val ent) o chet gmnaglhfa-chmansﬁ aﬁe aﬂw,?é em&&hﬂleﬁt@eth@ranmneoieﬁb@ld lréqﬁﬂitSd t he
anount of credit requested for transfer may be Iinited by the credit

bal ance r et for &gasfer maybe ﬁefﬁgwatrtp beiggdhe Wenéﬁrgﬁ'p bé‘an%@a@%h’r? A thegsatng us
gg?’ antA| { gﬁﬁ@?ﬁe Pé {?p E%t%”% n aaeuug1 Er%{i‘éér th&%ﬂolh%{né‘\c{gﬂ {%r 9&9%{9 Iy Eﬁj{lé card

to transfer emb&nﬂﬂ@ﬂtrsomd ah@uﬂtm@ﬂrttredﬁf r&fu@ﬁtbd fof tiah@feﬁrfﬁ&y'ﬂbeoéquw’a@éﬁtt(or
request ed exceeds the credit 15bal ance stored on the smart card. At

816, a det ewibﬁﬁatl@lbr'ﬁqusVam@éOéheW&BﬁﬂfPWQWﬁ runnl ng on the snmart card as

to whether the rgquest totr er edi t Les. one er si ons
andlor Tl es. i niHE S dte bR aEar iR Ao Rt ST herlile fon B B ES oy
be subst ant jilitty byithe tRdit tb@lahlf@rdﬂ@év%ﬂ fromaitheOsmaradardatF @ REARADIe) the fdagning
illustrated in Figure 7. 20At 820, when it is determined that the request

to transf eraRneERs megmoLFaqaest 4pdrapsfcnaoee preditithan sravadahls on thapmart carde
credit val ugltgling{e%i Re ﬁgrplgllgszllfﬁg)la}du(l:sﬁ%loﬁllgbt a;adla egn g‘l[%cgmgllt r}grdt & % %fé\’;gfi% ;VSS

transfer reques upd the cre

the smart cayfloprtataninanimed cdédiopeihat ansui26f oryitheq @ds&at atketddl the skdik | ar
to operation 716 illustrated in Figure 7. 25At 824, the credit value at the

gami ng bppabalengs stosediprithcsmagcest ding to the received request. In one or

nor e enbodi rrents at i t.h credlt val ue at am ng appar.a
performed at operag&)g %eg%mma' gbaggt gﬁ 311?1 Cf/i 1g?r1?]9}nmg€rb opsér}aar{lca(g(rjla%o

i Il ustrat edid whéthuhe rJqueEItewaasfer aJeQM@atesﬁepbfwdr DO peomisnbian@optiilesd
smart card, perfornmed in 30 accordance wi th one enbodi ment of the present
i nvention. Ihenseamporeambadasenteuthe mmt@ngn@dmy%@ mayebe sebsianiallyr edi t

st Or ed on aSIglafn p(gth Bgtegrraﬂtnléltson( mage at OpCI%?i 992 qﬁlbl}a 82[1 f*’lgure 7S mart card.

20 _ At 820, when it is determined that the request to transfer credit satisfies one or
more permissions and/or rules, the credit value stored on the smart card is updated
according to the received transfer request. In one or more embodiments, updating the
credit value at the smart card as performed at operation 820 may be substantially similar
to operation 716 illustrated in Figure 7.

25 At 824, the credit value at the gaming apparatus is updated according to the
received request. In one or more embodiments, updating the credit value at the gaming
apparatus as performed at operation 824 may be substantially similar to operation 720
illustrated in Figure 7.

Figure 9 shows a method 900 for cashing out a smart card, performed in

30  accordance with one embodiment of the present invention. The Smart Card Cash Out
Procedure 900 may be used to move credit stored on a gaming apparatus (e.g., a gaming

machine) to a smart card.
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5 player vipgroaidaigpdash oan dickeydircty tex phpke, Hewswr eprotidingaumeitedi offilae gam ng
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certain secure Focations wthin a casino (e.g., cashi er’S terfmnal'sy .

Final I'y,5 usplageraisasmart@arddmbprfoc ashipilg @uiretthe opa Aprérpehingaramgyctiahd ow 10
payi ng a player w thout any use of physical cash. For exanple, when the
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perm t suchisflaaye Whiphgsi¢attcabnikd1ger®if socur8V6&tiBRNSfithirs a 2985106 | (lggtawhiths use

of a smart card for_cashing out a gam ng machi ne, 15 techni ques are

descri bed fiermmals).| Finaly.isineaa pinsig Cerdt fon caphimgrayt theceamiag machiie ipayaalkavar ¢
card ev when the, gam ng nmachine js not, initially in co ication,with a
smart o q. Pesing & PIRYEgh ol By titel Pndithledthy B8 eferhiler, M e plsR ikl
machi ne. Ac®ekgliait@atdro\adabiiets RS~ BRNE Be givde alcBeikainttedBOT dash.r ecei ved from
a gam ng machi ne user, a 20 casi no enpl oyee, or software and/or hardware
associ at ed wi t h Hawevnitnly #rdiciafd. thah semgeplpyest ariyertiatt layedfud Faming cash
out received gt 90. represent a.request to renpve all the cash stored
on the- smar eaupa ngTh P R0 rle” FRSRER L Cer R el Meblile i1

cash out atoSQ4reRyicfiAERSRAN With GSHUESE sthat tdralisf @khiag Mt $giamingfmidithegash
stored on the smart card. 25In one or nore enbodi nents, the request to cash
out t helSsmatiechigyey apggespabeddlor fagd Hatingcaghiag onhp gamggunachine gy ysing s rat ed in
Figure 1. Fgr,ex I amount of credit.stored on the smart, ca y be
i bl ayed vithd GYEPRASn o TR Phofhs ¥ AOHRGRIY 5 b HhabEy Rk BESREE  ne
device 116 ¢®@drequest that sonme or all of the credit stored on the smart
card be transferred to the gam ng apparatus for purposes of cashing out the
30smart card. At 90hta gEgestds geacsicrh tazpaplb au hergaaing machingh ebgrerding éo

gam ng apparatus IS i,n_ cor ication w,th the rt card. For.example, one
or Tore Conpaied crhedlnERE el el b el TR Aot GRS 01 1)
PCT/ US2fp11/ &3%%&@&?&%&% R30S associated with the gaming machine. In

some instances, the request to cash out received at 904 may represent a request to
remove all the cash stored on the smart card. However, in other instances, the request
received to cash out at 904 may represent a request to transfer only some of the cash
stored on the smart card.

25 In one or more embodiments, the request to cash out the smart card may be
received via user input device 116 illustrated in Figure 1. For example, the amount of
credit stored on the smart card may be displayed via display 120 illustrated in Figure 1.
Then, a user may use the deviée 116 to request that some or all of the credit stored on
the smart card be transferred to the gaming apparatus for purposes of cashing out the

30  smart card.

At 908, a determination is made as to whether the gaming apparatus is in

communication with the smart card. For example, one or more components associated
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the gam ng machine from service may involve, for exanple, placing the

gam ng machi ne ift 816t efedit i trgmsiferrednGomythe eaming graching tormeyaery aspegjatedhy be
conduct untthl tge ﬂf{{l ng tm':lchil:ne i S rletur ngd t% erv{ cey rIn ne or. nore
enbodi nEnt s™ & SPPSi RS GHEAFUHRT iFO) CXURRE: Gedh ™y BR T1HE! Siom Hy SHELRS ne
may remain indclIRe tihk Reribl§ N AUNBs@ait M ¢ithBEO SNEB FOY BlByRed {d Piguier.vVice.
For exanpl e, the gam ng nachine may permt continued operation of features

rel ated to erderher cndwdinerds, bes memgesassetiatagiwvith yearecasd tiapystionsiv@obe ot her

features that dp..not directly 1i. | ve further ne play, At .924. a .

noti 11 cat i ofoBPRGTE eory;Se sl i g plocedie 5%, PR Miths cepiigfeciine dhe 25
or nore enmbpeirARdSEe.d 8y BPolvlet oatap®br @hmangPraétiné résaghtheWrediByilbaoseat
over the gam ng network (e.g., via comunication link 124 illustrated in
Figure 1. lost.addition, or alternately, the notification of a no-card cash
out nmay be provi t,the gam ng .machi ne. Far exanple,, one.or ,more .audi bl e
ond/ or vi'si bl o aPGoRE e mETAAT o] Yort SRR g AR R R EE
be lit). |nmaehtke R RIEES Ay ORBIve R diebld, pRtingAhsBamingandtaimednd seash out
may be used to attract the attention of casino personnel. For exanple,

casi no per siorwlich nayurthes wageringongamearlayinep da cordustedruntit hedzamg Bathine t o

cash out a gamn chi ne and respond by .bringin new smart. card.to,the
ol ayer.  DabdBfmoeroprie oft ABF R 1301 Pgar i Go s s (sl oS
| GT1P4 10X WeNtR0@d 22k 8nachine mAy RARin @n Opefatiofi akkerl shel g&ingethadliiné hie
smart card reader. For exanple, the smart card nmay be received at smart

card readerremByed |fromtseaties ifFormexgmpde,1the| ganypg oachire magnprodiitneentisued he

smart card may be brought b casi,no enpl.o to the gam.ng machipe. In
some embodi O™ ol IS Y e RSB s onitts R Mg P S
devi ce assogi@érsthat ftdtuied that as hbdircOR Mvo e Tafti@dimepdy. exanpl e, the gam ng
machi ne may be coupled with a device configured to supply a new smart card

to a player if tAeYYaywtifigaeon ofctnatard aah gubssieattogthe gammgoastam. Ehoper t he
ngég g’ tcr)]rem%?és ier%%o&i%'n%}’?ﬁe Hgl)(ﬁciaﬁ%)g rotf z} gg-cgr (r:gshcc?urtdmglymbg sten eovserptflé card
gaming network (e.g., via communication link 124 illustrated in Figure 1). In addition,
or alternately, the notification of a no-card cash out may be provided at the gaming
machine. For example, one or more audible and/or visible alarms may be activated
(e.g., a gaming machine candle may be lit). In some implementations, the notification
30 of a no-card cash out may be used to attract the attention of casino personnel. For

example, casino personnel may see that a player without a smart card would like to cash

out a gaming machine and respond by bringing a new smart card to the player.
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checking security and validating the smart 20 card nmay be substantially
simlar to mey hereynded Woh afsaicgtqonfiguise ie sunpbyla wawrsanask casd &nptayeif dhg s
inserted into the smart card reader. For e | ne. or e 0 tLons
my be. per ORISR el B T Lran R s pROE e B R O

sessi on, auhbeiiisér el sagurtt Jagd BRI seRfttaid fiehd®wne or nore renote servers,
determ ning whether to permt offline use of the smart card, etc. 25At 936,
credit is transflarenedor merp erbodimentsy thessierdt strddngy be a8 aFegIged or “day
transacty ons o the spart card. . For.ex I s redi-t ransferred
1 om meifor yist sl car s« OsPiyer AR TR E200 Bl piRYe 25, HoBPe™ 53

I'n one or mMarenRGAHAMREELS tho§ifar tadhgy BPespastéred so PRY playdirel gi, Replfjrednct i on
with transferri &g credit to the smart card nay be substantially simlar to

oper at i ons nae G8sb00 Huseated inokiss No Seaexanme.c @sugianmeyegarhomranseer
Procedure 700 1llustrated in Fiqure 7. At, 940, the .gamn chipe is
returned to %r(ral‘rr‘r\t/lc%r .toﬂﬁe %zr%erg}ay%ﬁ gpg%%lgih%%%l%elq 8?Vﬁcee té)arg %Smnl%gmqﬁe ﬁggy be

returned tofosahyigtfeaUt AahbGat kyarBples aomsiceDat ﬁheoﬁarﬁiﬂg%@émn@&ﬁbr@i bf 2011
(08.04.2011) PCI/US2011/ 030894 | GT1P414X1W0) P001231-008 or nore operations

associ atSed MPRYHINZas e gmaticardie thansaignayedsi brecapablecd perfermaias oppRETOIC | n
sone enbodi nent s, .t he.gam ng machi ne may .renmain.out ,of Vi I
casi no enpl St g, BESHAM T derBEON" G AT Yt ReR PolL b P B b bl

i nput to thgrogidmgdsdiBelifidntifieitiXarimatiod HehGaaichitdard, ecee may supply a
di gital and/or 5physical key to return the gam ng machine to service.
In one or nore effb8&F.nsaursty 19 wBedked pddhe Smapecasdas delidstes. i In o pameEe | n

e TR B R B G 5P TR Ryl

NMenory mpecidd Galy e asaRatialyediniiat Ro akhtiGabl dpeARSAS bérfdiedAShtaoérher
exanpl e, separate operations for 10 checking security and validating the

smart card ymart pard uneertessiarosthi smarecapbgadera rior €5amaple soy Gvneie PPSIATIOAR

gam ng mac hting}? ‘be performed that are related to establishing a secure communication session,
authenticating the smart card with one or more remote servers, determining whether to
permit offline use of the smart card, etc.

25 At 936, credit is transferred from the memory associated with smart card
transactions to the smart card. For example, the credit may be transferred from memory
144 to a smart card in communication with smart card slot 132. In one or more
embodiments, one or more operations performed in conjunction with transferring credit
to the smart card may be substantially similar to operations discussed in relation to

30  Smart Card Credit Manual Transfer Procedure 700 illustrated in Figure 7.

At 940, the gaming machine is retumed to service. In one or more

embodiments, the gaming machine may be returned to service automatically once one
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may be perfﬁ&mq&l%@m&il&fl%gnt order and/or concurrently. For exanple, the
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Procedure 10a00mm1}{acl?1(ian erFfor-rrEd tﬂ\{i a,Qne ar,nore devi cas iH' a.£as Igss
gam ng syst%r‘ﬁll B 8 ni cal iBAMRI% N “AHET “"EAPET RO S%?Pa%pﬁ e8! flﬁe Har t
Car d AccesspiyksRhEyite fetiinQRE fathRg RN n¥ay s&eiceer f ormed at gani ng appar at us
104 in communication with a smart card via smart card slot 132. 25The Snart

Card Access Pr otlacnesn nre embadisento ongrerympre afskalopasatians didystreted 18 Fegure car d

at | east pastial i n rable in response to, repeated failed Cess .

ttenpts. o b rRRBE st e Bl G Fa b SR ety oFotnaBE ihine
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the user repeatedly supplies incorrect PINs, then the smart card may
render ed atasseciated pdtht sredrt gardricapsciions. Assangthst lgeample, eoparats eperitfongrfer or

nore values ,stored on.the s t. card may on be retrieved.and/ or updated
rom ontd oretibHBE SpRRTY Aad FoRAingthe SR 2 thay Ze SECSHRY B el c oo
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machine may be removed from service before transferring credit from the gaming
15 machine to memory associated with smart card transactions. As another example, a
notification of a no-card cash out may be transmitted immediately upon making a
determination at 908 that the gaming machine is not in communication with the smart
card.
Figure 10 shows a method 1000 for protecting smart card access, performed in
20  accordance with one embodiment of the present invention. The Smart Card Access
Protection Procedure 1000 may be performed at via one or more devices in a cashless
gaming system in communication with a smart card. For example, the Smart Card
Access Protection Procedure 1000 may be performed at gaming apparatus 104 in
communication with a smart card via smart card slot 132.
25 The Smart Card Access Protection procedure 1000 may be used to render the
smart card at least partially inoperable in response to repeated failed access attempts.
For example, if retrieving and/or updating one or more values stored on the smart card
requires that the user supply the correct PIN, and the user repeatedly supplies incorrect
PINs, then the smart card may be rendered at least partially inoperable. As another
30  example, if one or more values stored on the smart card may only be retrieved and/or
updated from one or more specific types of gaming apparatuses, and repeated access

attempts are made from one or more gaming apparatuses that do not have permission to
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updat e 0 one or e parapeter val ues satisfjes.the perm ssions and/ or
rules, e BnBUGFe e GaPRRer vl RL PR s RrPad T RTBRIRE SR car d
to the gan pgsémmehidiforandblessupenhehparatid® oy the@8Eds idbitit) MEthe LsdFbas
enbodi ments, operations 1004, 1008, and/or 1012 may be substantially

simlar to loseerafiorgntien SicaPINsoBothamsscuritysnioringtierns stoeedean the smagserd. sThand/ or
operations 604, 608, apd/or 612 illustrated in,Figqure 6. 25At. 1020, en it
B ot er mi 8 Praers HBRud aeire: P oSt o TRy G hibREy MO

paranet er vadedaty®eesubPi n&dtingftXaldne r§iR4de ths indperaBRGhAF datd. s, the nunber
of failed access attenpts is updated. In one or nore enbodi nents, the

nunber bY fail edAade®s snsducéenstase fraysmigicd fignethecashless somang apparaius Pdhe

exanpl e, the nunber of falled access attenpts be ar ter val ue
stored in tﬁgargé?:_ﬁrtlot?”n%mgo%@% ﬁﬁf fragl%‘rcgl{%ietg rg%?/e elgf@ﬁfgp;aq%ﬁn? Re "Shar t
card. pddgiblet QARILY, AON0GH, £ UBRER Mot e nitdehgrookvhéthéd 8d REERS 3o
attenpts may be stored at one or nore renote servers, such as host systens

124 il | ust r eeteeyei andfor gpdate lone PomorPperemeter values patisfiggonger Morgpermissions

(65, 0s 2013 FOTL 2011020884 | CTAELCVR FROTZA:ER, BRI e

host sys§ engpel 84 moRe PathRtcs Raluks Saisticd Ml SdtkliGRInG SnWiok ulkklahd 08t of Ydrens.
Additionally, or alternately, the nunber of fail ed access attenpts nmay be

t ransni t t edpdremaier velussrare trarsmtied fiohe thgasmart candpar the weming meshine 3pAGT t he

nunmber of updated on the smart card. In one or more embodiments, operations 1004, 1008, and/or

1012 may be substantially similar to operations 504, 508, and/or 512 illustrated in
Figure 5 and/or operations 604, 608, and/or 612 illustrated in Figure 6.

25 At 1020, when it is determined that the request to retrieve and/or update one or
more parameter values does not satisfy the permissions and/or rules, the number of
failed access attempts is updated. In one or more embodiments, the number of failed
access attempts may be stored on the smart card. For example, the number of failed
access attempts may be a parameter value stored in the security module 208 illustrated

30 in Figure 2 on the smart card.

Additionally, or alternately, the number of failed access attempts may be stored

at one or more remote servers, such as host systems 124 illustrated in Figure 1. For
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determnation.. .. The threshaold | ue [epr t TaX| r of
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or nore enbadbdi®ed SithtdemeSkabip! 66 Béthe insaindés, Fadd aEcest Qt@tbto that becusda i

card, for exanple in the security nodule 108. Alternately, or additionally,

a t hr eskol dthe akside.ganasethen driwgrsago), meaydrvemored-e of receipt: 08 April 2011

08. 04.2011) PCT{US2011/030894 |.GI1P4 P -00 . |
( ) Iln one Qf morc errrlltltl)og menF Jfﬁ%(%é\%t cglpd],' %g’r}lo%es%l%eéaanp@?ﬁég%?g to

vari ous enbodi nents,” difteré resho ues’ may nor e

enbodi nment sappabiud Mae SAHEn Wadrel éhanSonk i paeanedér withed @SB Rtat wtitHesnushtiee f t he
most recent successful smart card use. However, in different enbodi nments,
t he t hr eshofatlcd a¢ages atteppe Byewhimpls, o pasaneter valer map be 8ssacigied voth feded

enbodi ment Saccteshseatttemp?sst%q{i(gjh \b!cgcluH%/ %%Mxrcps? st dzfastr%%ogﬁ%r}uﬁc%qﬁgrﬁtthe smart card,
20  while another parameter value may be associated with failed access attempts to low
security features, such as changing a preferred language.  Thus, in some
implementations it may be possible to track failed access attempts without

unnecessarily rendering the smart card inoperable.
At -1024, a determination is made as to whether the number of failed access
25  attempts exceeds a threshold value. In one or more embodiments, the determination is
made on the smart card. For example, the security module 108 illustrated in Figure 1

may make the determination.

The threshold value may represent a maximum number of failed access attempts
before the smart card is rendered inoperable. In one or more embodiments, the
30  threshold value may be stored on the smart card, for example in the security module

108. Alternately, or additionally, a threshold value may be stored on the STM.
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threshold value for low security access attempts, such as attempts to change a preferred
20  language.

In one or more embodiments, one or more failed access attempt threshold values
may include information related to a time period or timeout. For example, a smart card
may be rendered inoperable only when the number of failed access attempts exceeds a
certéin threshold value (e.g., three attempts) in a certain period of time (e.g., 2 hours).

25  In this way, a smart card will not be rendered inoperable based on failed access attempts
spaced far apart in time.

At 1028, when it is determined that the number of failed access attempts
exceeds a threshold value, the smart card is rendered at least partially inoperable. In
one or more embodiments, rendering the smart card inoperable may include performing

30 at least one operation to physically prevent further updating of all or some parameter

values stored on the card. For example, one or more circuits and/or communication
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PCT/ US2011/ B30RORT [SEFIERY ISHUEF POBY TR e the Player may
to the attention of casino employees or systems. In this way, casinos may monitor and
prevent attempts to tamper with or gain unauthorized access to smart cards in the
cashless gaming system.

20 If instead the credit value stored on the smart card does not match the value
stored in the casino systems, then the casino may investigate the cause of the
discrepancy (e.g., systems failures, unauthorized smart card access, etc.). The casino
can then make an operational decision about whether to allow the player to cash out the
smart card and what the value of the cash out should be. In this way, the casino may be

25  able to access at least some credit balance information even in the event of total system
failure.

FIGURE 11 shows a method 1100 for facilitating offline use of a smart card,
performed in accordance with one embodiment of the present invention.
It is anticipated that in some instances, a player may attempt to use a smart card

30 at a gaming apparatus (e.g., a gaming machine) that is not in communication with a
cashless gaming server. For example, communications between the gaming machine

and one or more cashless gaming servers may be temporarily disrupted. In some
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i nvol ve, f othee{fimglvendowmmyrbecavilon stoeedyerean SAM sardrin cemmingnation Math the
gaming apparatus. For example, the offline window may be stored on an STM card in
communication with SIM card slot 136 illustrated in Figure 1. In some embodiments,

30 the offline window may be a value stored on the smart card. For example, the offline
window may be stored in wallet module 312 illustrated in Figure 3. In some

embodiments, the offline window may be determined dynamically, and/or various
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communi cat i eaid. Pt ¢xantpde, oien esmeprcerdia ghthesticagrsliv ity ovepruaers rempte servers,

aut henticatjng the smart card. Alternat.el or_addi t,i onal | t he m ng
Sppar at us. ity SeRAGAIT Fendif e i ororge SaPirRS il a8 imd Fuf kS o
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i.f the ?ﬁfl i ne
1

W ndow 15 28BSt R ROEH AT e e B RS [ e S wELEPE oY el ago.
of fline useth@fcoﬁgﬁ,oﬁmgbugﬁg geyty_ay be permtted.

At 1112, a determination is made as to whether the most recent online use of the
smart card is outside the offline window. The determination may be made by
comparing the offline window identified in operation 1104 to the most recent online use

30  of'the smart card identified in operation 1108.

At 1116, when it is determined that the last online use of the smart card is

outside the offline window, one or more operations related to offline use of the smart
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Procedur e 19X@0PhayOWSCqEly opsraiipnssueh gashangingdlmprgterred tanepags storgd opghe 03
il 2011 (08 Q4.,2011) PCT/US201}/ 4] 4 P0Q1231- 00
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the smart card. For exanple, the Blocked Smart Card Notification Procedure
1200 may betoeimast ¢ad before one or more of the procedures illustrated in
Fi gures, p-11 an .5 . In one or nor | e t he bl ock sjmri_card
notifi cléf ion pr gléé%ugaem'ﬁlﬁfp aégtﬁgésdlntcgggﬁﬁg%og}élﬁ%% &urﬁlgtet(%g@ ?st ﬁé% of a

smart card deveds, th@gafiptappatths indt adieBaddd ihitiste Omnsimdagiohs with tanehher
exanpl e, the bl ocked smart card notification procedure 1200 nay be used to
protect aga®PnBOIEErBieSS igAMiNesEays fOF anihentigating dhe saart ad-dAlkmpgtely, or
transfer error 1204 ] I ficati [ t Soci j the
srart oar d Sl the 2 bitGRS i@ iEn o BB HRNESAAR GLFHh. b

i denti fi cat iu@Rentiohted Beformrtiayusi AGH/ 36 Rqaey thad tierdart boauthdmgicatsy be used to
identify the smart card and/or the user associated with the smart card. For

exanpl el5 t he i def i 130 aten i ipdgtermiaed gt reemeyt regepborliciuse of therserast capd Ns |
| ensig o t c e
oot ment o iHECHSSRN TGSy, G ARG e TuePhfoituss b Al 721 8

may be det egdiil ieg Beypdm@ittdde Vi @ExampleQtf the befliaMiedovs (s02€hodh Bud ehessmdart
card. For exanple, one or nore values may be retrieved using the Retrieve
Smart Card Puad sigetast aufhgntieatpd § hedisragosetine ysg of thetsewrt rdangy pepgmitied. 5

di ff t | e, i.nf [ di . : - th
rrt card ser ot Koo RLIEs. 3hh MERLARATR: BICh FPLf bENAE (Ne

server s2(( €. gaminP agdnsaitidh e iffodRAion! tolséd &b @kt cashfdsgWamidg trlafsactibn inebe
additional 1dentification information. At 1208, a determnation is
made as to Whdiheth phéhassrastt cadrandransthseeming apnesitus foi lyseveriGser (c-2.

cTEOu o n ST ED AR A BN B b PR o o
in Figure smart card while ensuring that the offline transactions are legitimate before providing
actual money based on the offline transactions.

25 FIGURE 12 shows a method 1200 for transmitting a notification regarding a
blocked smart card, performed in accordance with one embodiment of the present
invention.

In one or more embodiments, the Blocked Smart Card Notification Procedure
1200 may be performed at various devices (e.g., gaming apparatus 104 illustrated in

30 Figure 1) in communication with a smart card in a cashless gaming system. For

example, the Blocked Smart Card Notification Procedure 1200 may be performed at a

gaming machine.
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25 1). In some instances, a gaPPRgr Srsire Sansil A4 8042011 PEHPRIVE8UYsed to
identify bllgﬁlﬁez‘q@&%&,m(;%rlq,gg For exanple, a gam ng apparatus nay
periodically receive i'st of blocked smart cards fromone or nore renote
servers. In this way, |t may be possible to prevent even certain offline
uses of bl ocked BiBHiockal dnaredlid MRBbAdon BRIERe ADVETHA) Bk YorfBrrfal
apparatus may directly query one or nore renote servers to ernlne
whet her a panjinctib@ivigndid oicmbet hdiltidiae prédedmke dssotiatddnivish @ss of tHehgnart

det erm nation nade at 1208 may be nmade at either the server or at the

gani ng appated-ustor gamplafthe d2lecked: Smart Aggrd| Notfication drogednrey 1500 may be
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the smarst card fRroneashloessmpedihiegtsmy bikekpe kithit t&d. nobifitatnaipledurd s may
be transmtted between the smart card and the gam ng apparatus, one or nore
par anet er vig wed tQ pEpted a@wnﬁtnélay?h@rlﬁectmedofrﬁayn% card(p 2o ieinaahedrd that hast ed,
5and/ or ot r S te t

per f or med. h}?eren(?&‘% ? yf%&@ A3 ? Q&hgrt 240 'Eheﬁ] erm negaﬁh&ﬁ%ﬁ@%@&f%re smart
card has begrpohockessed €6 pnditéct agalﬁstaﬂsfsaﬁ Iﬂ%i:afsdf onmishetdhadismgriapiahad/us t 0
the smart card. In one or nore enbodinents, credits may transferred from

t he gani ng EHPETETO8. to the smart card using, for exanple, one or nore

ST e e R e R
di fferent t@sémiifddes ABYrdhfy 16Sestidudrentboantaés, " theddéniimdatidro irfordh 20k eflay mar t

card. At 1220, a notification indicating that the snart card has been
bl ocked is @gkuggtany;\e@anmmgﬂtab nwarbeou@detﬁﬂdmtrﬁéﬁh% smerecapth end/pic Hiei W nay
be output via @ i.ble nd/ or dj.cators h m ng
appar atus. ForSa SRR e B B Bamelt P BT BT RS hE0EL "

di splay (e.g@ore gérismLanroeimmé Ipls/er Ritgidafiolringtibers 1oryptogiaphicikags, efeat t he
smart card has been bl ocked. As another exanple, a flash light and/or
audi bl el%al ar m nalp @ Ao erhgdiments, the ideapiacagion mfpén@rﬁﬂow%ﬁ% withie

notification ?rg)%lncu re.Lnstructions.

t he
noti ficatioff" By {5 el d dP IO 8 Tl ¢ Olé‘SSr a0 ‘% Bheasma”

di fferent |@agat Fonedampld)@ngafhidvge SNV 0aNBieiridde Risiag tike Raslbvesfnsntcamﬁ nal .
In this way, the condition that gave rise to the bl ocking of the smart card
may be resoPQfé@eteFMall@ﬁafﬁ‘iﬂdére %Q(blélsllﬂth%e‘bl?plfléy@é mﬁ%aéﬁ&f?MéxéméleoknW e

t ransacti on. Lecor ds 1o e.or forrect cre r r n one
or “nore. enbBi RIS S RIRERS SR Yeu BEFES afk SR srd SR8 LSpSl by vhs

casi no myst aBnae ©one s hidve %ﬂﬂt@&’@e&s (0! héxx gyipdngs 1230110 dtH et indriguray) be
transmtted by an audi ble and/or visible alarmat the gam ng nmachine. In

this way, c%ﬁ?ﬁ@vﬁéﬁi@ﬁi@ﬁﬁéldeﬁﬁf}c%@nnmm?w of a bI ocked smart card and cone
to the assistanc % ij be
transmtted overgé? 8@\?@?‘% %?{1?9‘15 I%‘g Vlggtlfgr lbag OQOF d.
reported wap &eSdr rﬁ&esetnwoqnneramwﬂeteﬁmm@@ﬁam \Qﬁ@ﬂl&%ﬂ@&nmdﬁﬂrhﬁ%yﬁt ens
may be notified so that the actual status of the smart card maybe verified.
I n blocked may be made at the gaming apparatus (e.g., at SMIB 108 illustrated in Figure
25 1). In some instances, a gaming apparatus may store information used to identify
blocked smart cards. For example, a gaming apparatus may periodically receive a list
of blocked smart cards from one or more remote servers. In this way, it may be
possible to prevent even certain offline uses of blocked smart cards. Additionally,
and/or alternately, a gaming apparatus may directly query one or more remote servers to
30 determine whether a particular smart card has been blocked. In this case, the

determination made at 1208 may be made at either the server or at the gaming

apparatus.
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ref erence nunber 1208 illustrated in Fi ggre 12. 20At 1312, if it is
determi ned that AhE22nanptideationrndicrpg thitdhe ynyt kad hagkeendiogked iSeHPYL. car d
may be bl oc wr ne .or. . di . e, of t IS
b1 ocked by S Sardn 6 Mahs, SbGu FERES e RyficaliOF siSod bublE BIRle of Bicke
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for cashl ess gam ng may be prevented until the status of the smart card nmay
be det ebdni nrgsentEs| Withnd raessadsr an enidisalaretsiss, dispkeyi R illstraigdsing Figheenill t ed
to the one Qr: e te r i e i hf i i I on
assoct at e GECRT T SpRTcRl Rag'Rlen RELLEE WS Wblhct ERLLER. | Mh TR

m ssi ng smedrd/sraidibleThiam mhpbaattivaredmay incl ude personal identification
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i nformation. Collneens iy maEr cr@edmants. nife serificanen rme ivHudeapnasyi 8101¢ n 30
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20  to a different location in the gaming environment, such as a cashier’s terminal. In this
way, the condition that gave rise to the blocking of the smart card may be resolved. For
example, a casino employee may examine one or more transaction records to reconcile

or correct a credit transfer error.
In one or more embodiments, notification may be transmitted to one or more
25  casino systems and/or casino employees. For example, notification may be transmitted
by an audible and/or visible alarm at the gaming machine. In this way, casino personnel
may be notified of a blocked smart card and come to the assistance of the player. As
another example, notification may be transmitted over a network. If the smart card was
blocked because it reported was lost or stolen, one or more casino employees and/or

30 systems may be notified so that the actual status of the smart card maybe verified. In

such instances, a notification indicating that the smart card has been blocked may not be
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151320. At 1328, en it is determned that the tinme in which the

smart card ‘Waen, BleddissingSandrsCandtSash Out Reocstne; 1380 mayd bousagrto snsyre thabdlll use,

one or re_operatiaons be rformed for cashi out and invalidating
Che sl cuhacgs HpaftaRTefiEe pRigRr ] ST e st AR DR s e o
cor r espondi BoreQrads gl drédit HalcadaehSimireehrgn the 20 smart card. As anot her
exanpl e, the player may be provided with a new smart card storing a credit

bal ance. | n addi &f 634, arcqicsids megcaieyd to famaveerasiyFemathe pHesing seRberrdndipt card
may be permanentl revent ed. . l.n sone instances, a.snanl card may
becone bl oc‘?@&‘p@?){?{%qu%% mag$b§ TS P s A TG T B 155 st %hﬁerbg (g/%redn one
or nore bal R NsodihiRdSAH a8McELLRAIHS & MLt mR @ibddiferBiartqeaf dagnd
one or nore bal ances or transactions records stored at a cashl ess gam ng

server .15ucteceived eretastierimtermoelr, for instance, if gam ng nmachi ne

e cotront o5, Decagp B TR et i 8 Sy BulhERTIE N Der Rl
enforce seckdchttiod@t] Gh@se 0P nith dhdolfinSdhey, ¢iteSeterdffQlonemadarhel 308NGaypBEUT i ty
policy may be that a user (e.g., a casino enployee) cannot pernmanentl
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Thus, a caslinrlllts)trﬁga){nopliggre%ti h appropriate security clearances nmay be able to

20 At 1312, if it is determined that the smart card has not been blocked, use of the
smart card may be blocked. In one or more embodiments, the use of the smart card is
blocked by transmitting instructions to one or more remote servers associated with
cashless gaming. In this way, further use of the smart card for cashless gaming may be
prevented ﬁntil the status of the smart card may be determined.

25 In one or more embodiments, the instructions transmitted to the one or more
remote servers may include identification information associated with the player
making the request to remove cash from the missing smart card. The information may
include personal identification information, such as name, date of birth, address, or any
other type of information. Collecting and transmitting such information may assist in

30 preventing players from making fraudulent requests to remove cash from smart cards

(e.g., smart cards that are not their own).
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process conploekddellDyuttiae tHETHRE vaaddw goszﬂratnr@Ird e, 6163 mn&rfé%psﬁugﬁdmnag
machi ne. As illustrated in the exanple of Figure 14, machine 2

i ncl udes a baperfaraisidder ca@hmmut:hmbeweh@atmg theismartsars. thes ciaobicntheinkyer i or
and is vi e""ab'y %ebﬁ/ro{}l%ecq Sw1t Efuaqacabnh corresponding to a verified balance stored on the

20  smart card. As another example, the player may be provided with a new smart card
storing a credit balance. In addition, or alternately, further use of the blocked smart
card may be permanently prevented.

In some instances, a smart card may become blocked by the cashless gaming
system due to a mismatch between one or more balances or transaction records stored

25  on the smart card and one or more balances or transactions records stored at a cashless
gaming server. Such a mismatch may occur, for instance, if gaming machine
electronics became permanently disabled before a transaction could be transmitted to
the server. Accordingly, a cashless gaming system may enforce security policies to
handle mismatches.

30 For example, one security policy may be that a user (e.g., a casino employee)
cannot permanently clear a system block (e.g., due to a mismatch in the transaction

records). Thus, a casino employee with appropriate security clearances may be able to
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IGTlP414X1WE&EQQ%@§%3?&§ZﬁgB%net includes a main door 8 on the front of the
machi ne, which opens to provide access to the interior of the machine.

I'n one enbodinent, attached to the nmain door is at |east one payment
accept or 28, and Al ion QhiARNOL bRk AR B BBV nS Gnark DB PITRATH TNt
t he paynent acceptor may 1T nclude a"coin sl ot and’a paynent, note or bil
accept or, whgEiedt il tha¥stemMSIBER $s TRARY, byC tHeNashless SRS . sydlamh Rbay &br can

pl ace coins in the coin slot or paper noney, a ticket or voucher into the
payment , notx@mpie by recongilingthe mismefchedssnsaqiopdpeoedt s, devi ces such as

readers or validators,for credit card ebit cards or.credit i ps ,.may
accept payment . ?‘lﬁ apfher AR Eﬂﬁ?ﬁ see 1@! %@’@V "?‘?Ef}’ § tﬂitewtl 0, aacéif:lqS _h‘ @8%@1%
card intp atheHafsachin FRBAEK pedhibibQl Wt BEstéR ahd/BLphysitalP EnFESRIBI. NEMere t e
identification card is a smart card having a progranmed HICFOChIE or a

magnet i ¢ stisiagransesidnwicdnded ipl thy database dehntfancasmarh cardy ko iinstange.dhen {tas

rel ated dat and gther relevant .information. I n another enbodi nent, a
ol ayer . D s A rentut HRGF P Qiiondpr b8 PesigRered TS Hehuency
identificati@parlag c@s”,in@méy%&%"e t8 b @Phew vhideb@SRe ARhAEncdWRidCHay remain
communi cates 15 a player"s identification, credit totals (or rel ated data)

and ot her rldbekedrandiuntiltarediin @dert to rethim ageledrmerondichanydrankactions Addibdnatynt |
noney be transferred. to a,gam ng machi.ne thro | ectroni ¢ funds
T anst o VHTateE g i e g S (G A L R acad He CEGIoa Bt grom
controller @6 RkabaOLRESr Rsk CaldeMidC Rak®UR! PRratiBndlNehotRMsNG HBGMAR! of
determ nes the anount of funds entered and di splays the correspondi ng

anmount on t fued®@cprevide therplateheporscashail.e di spl ay as descri bed above.

| mbodi ttached to the main d Lity of pl -i nput
Swi tohes.or  but { BAGB 30T RRIRE. T LERAY RARY el e ALl A i cos

whi ch enabl ggsdidael w.gygﬁp&ﬂsmpdw?%ismb $hAANF! a \Wah&R1ibS daRGRevada by
the processor. In oné enbodinment, after appropriafe funding of the gam ng
machi nel5 t heashieprugaminigt sdrvérs d'he 2Bspanman dnowationnnsianciec dhat suspecdse alopul |

armor a play button ich i,s used .by t pl.ayer. to start any primry ganme
or_sequencem%ﬂ”%?éﬁ?@&gﬁgfﬂgﬁﬁﬁﬂpﬁdnﬁﬁﬁﬂﬁﬁefﬂ¥ﬁ§bﬁré Bﬁ??ﬁﬂxWaﬂ“fﬁpiﬁy
sui tabl e pl RohcRGlahyRtiOEs SECHeRStGedBh RIS A but AolBtoRRE cAthé BahR%s a
repeat the bet button. In one enbodi nent, upon appropriate funding, the

gam ng machgaeingegrisegiThis meyglarecqoimpiskad byramdnually ynodifyingndie Heansactions
enbodi ment, ,upon the 30 player engagi ng one of the play buttons, the gam ng
mchi ne. ey daEEORAD e RIS Euie Sguitdonast thapifeuaion, BERIG st
2011 (Of 04.2811) PCT/ US2011/ 030894 | GT1P414X1W0/ 13001231- 008 I n one
enbodi nent, one input switch is a bet one button. The player places a bet

by pushing the beamimgMnachiren. The pl ayer can increase the bet by one

credit each tine_the ayer pushes the bet one button. VWepn the player
pushes the bet oRGVBuE SHiovs RabmeRre srvpEd: BRMaR GUFIHE. PreorrBgr]

di spl ay pref&gbaihe daR’ERSESHINMONT BBPrdsBR: #nvernwﬁberh@garﬁfngpuewce§ hgyn in
the bet display preferably increases by one. In another enbodi nent, one

i nput swi t cgamisg fubaionserscibibed enth( respect hoanleastihgurh 1dmady bs indoepapétages t o
bet ¢ h62§ra X(i:orrngjlgpm\évg eorf tl?ee Ercdl’tstdeegcr]:b%a a%ogg \r,rv?thor];:spterc]te togz?tr?-ezli’]sg nggas?li]itﬁr%' 5B and
9A-9D. Further, the gaming devices may be operated in accordance with instructions
received from a remote host in communication with the gaming machine. In some
instance, a host-controlled process executed on the gaming machine may share a
gaming device with a process controlled by the master gaming controller 46 on the
30  gaming machine.
As illustrated in the example of Figure 14, machine 2 includes a main cabinet 4,

which generally surrounds the machine interior and is viewable by users. The main
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In one enbodiment, one input sRREehrerPtIBApH2HL (BPALYIINP CHHRZOMVEPEY ay
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sui tabl e fg%%%ﬂ?%é@%ﬁpg%orrespondl ng to the nunber of renaining

credits. In one enbodi ment, when the player cashes out, the player nay
recei ve theyg F%nc‘PJdeE %ﬁ% ('lldbra& Gk RENOHE the"ri¥chide) wifkG 580 dh e When
t he pl ayer cas es out, ayer may receive other payout ‘nmecha |sm; such
as tickets megsrt@dietmﬁhbp@fthedaemiabl e by a cashier (or other suitable
redenption systenm) or funding to the player's electronically recordable

i dentification @@I@aﬁnwoduﬂém tepched 1o thr @raim ooy is\ LRaReMegiPTMERs 3968R1ORmy be

Aol i cat i ort N Sy 5RE R, SO MR GBI B TRGH, B8l MR IRSIONT acghugP ! o1t

entitled, "fhaphlchak atcnshtah@n fdyarhi, Motosskill acwépt@h wherd he Player aiseds
herein by reference and for all purposes. In one enbodi ment, one input
switch is ampetyekoiss pémke@%uﬁh@g awrtqana)lztcw@ms in zhﬁ &R sloh OF BARSF GINSY;, @ or
some ot her & h-sensi t.i v spl a erl.a Ie for a i Nt eraction
with the i gegorovoutc Ak t|°Eih Q%ef%é‘ ¥eo%rc M & en an%lth‘fr emt?éjb%%{tss’cdrgélecﬁb
control |l er gy al@&emmsﬁba@ha&&s dov tdEn daam ﬁelblt @firds Ar Rralieslipsenayrakept

deci sions and input signals into the gam ng machi ne b{ touchi ng the

t ouch- scr eeppyatent. hén ézp@ﬁs\bpdm@t o ﬁ@é@ may ans§tict M@pﬁy icagig tcefd mst,o & card

Fur hor U ot o Bt PR DS ok oAbt A< e A Re i R 1

comuni cat i g@id Gfavinde a gfBEachniERC mlﬂ@clﬂbo&easﬂﬁgﬂﬁtﬂc hstapt @ded! witerd pheess s,
such as external video sources, expansion buses, gane or other dlsplays an

SCSl port onderatlfv«@yowmedlmtaﬂ@& riekatedi @sﬁ)eand&than@lﬁmt enfpﬁmiuglh Im?élo?hﬁf n

door is a video ay, nonj t or nf or,ma |on
di spl ay nnn??@%hgﬁn i ¥m¥vp|c§ﬁPny Hidwer3“d} % Om%sthllon
flat-panel féddenSHachasRHA tHd cﬁllléir%ﬁﬁalﬂé Sv@ﬂe&%s dan&@lvaﬁasmﬂmdmwb@y, a

di spl ay based on 1ight enlttlg? dlodes (LED), a dlsplay based on a

plural ity ©alegeros 1d|e@t¢feqappn aglingtals (ozaqlﬂte(imbtmn@om; ryYPPUS S MELOB 0B 94

| GT1P414X1 P00123 8 of or.gani i enlttl )

di spl ay ba\s/%])l mlI5%Inmcgmel i gnnf) emmt%f)l(hrrllge (E:h 0dey %an&ergfg_a[)gf 'ef udi ng

a proj ect edmacih®thrégdhl @6dtRMid AMES t@isfaNYWakRarpls)ét faldk ehebfsinpaichideVvi ce
or display. The information panel 36 or bellg Iass 40 may be a static
@t

back-11it, stheknastar gemed qpntre erpﬂeﬁmanmhenlqgeq qem@upl@dtmme@aﬂ@@@ﬁ@hlm gane

5 i nfor mat | |ncI for £X e onlnatlo r $1)
or & aynam rUftat b S B Piea Y ATREYS PR R B oo R S ner
enbodi nliﬁt,cx@@nbﬁ‘&ﬁéréﬁﬂ@bl@'dﬁs@la@%s@@éﬂn@@dﬂ%@ebe a mobil e di splay device,

such as a PDA or tablet PC, that enables play of at |east a portion of the

primry or secon@a@v grah@dlmenhaqtafbad itoihe g1ebt dogrr o & ﬁblr%‘]aYnQﬁglmf:mpﬁé The
i spl 2y devi e TRy 6B 2 st able, G2 ik dRCa LOHERLIRR s S, 25 2

squar e, an“€elo evites of

the gam ng é&melts g Flbfer 6@ piddase ﬂﬂmb@t sigrfam Wchag réc@pel bo e Iﬂﬁdes&frefl@ badly a
plurality of game or other suitable ima synbol s and indicia such as any

visual r epr erseottimeito aftor approprste |fvmdmg 0? the gasviegemchite, oS @@tltssw@h iSa&;

Ima n';gggl fﬁa m%aé\ftléer %)Cf Sggr}r)p%\}lgee%)ucrh as d plﬁparm ora pFay bui/tgfff1 rvoh?chl 1|s d b}gthevﬂléjy%%)

to start any primary game or sequence of events in the gaming machine. The play
button can be any suitable play activator such as a bet one button, a max bet button or a
repeat the bet button. In one embodiment, upon appropriate funding, the gaming
machine may begin the game play automatically. In another embodiment, upon the
30 player engaging one of the play buttons, the gaming machine may automatically

activate game play.
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15 characters, places, things Bieofraeeins: (§ansih2Hs 089A0HMRCT/PRA11/348% e

alternati V%gm?ﬂh%)};oo ;3r11_%08synbol s, images and indicia displayed on or of
t he di spl ay devi ce nay E)"e i'n mechanical form That is, the display device
may i nclude any el ectronechani cal device, such as one or nore nechani cal

obj ects, such as;0 s , I reel ! £ ed to
di splay at | east Inoﬁrge %]f’lbcgg?p Illjer: gf‘?ﬁ@%? W}g@ﬁgs %Peto({%%eb?m%'i %gﬁéay%g?#géges,

synbol s or Hed8i Gushing heht@loRe buREROThEPNMyer Edieinblessd BY bEEYY 66c BRYitichsH ude
an el ectronmechani cal device adjacent to a video displ a?{éﬂ such as a video
di spl ay posime diearlayan pishenthobetpngdatani Menrtbe playerrpushest the beteorsduitivbnt |

the displ ay, devi i.nclude dual |ayer i d i spl which co-act t
gonerare orbe Sy B uBeubSG B Br riody il bPREY HRADHF: MpEE S0ifChes
32, video diymlcafMR&ifsWhowt: inahd 1P ﬁista?rﬂFBfeHMy RRRGkesH L o8AMIAAnEBY CES

that may be used to play a ganme on the gane machine 2. According to a
speci fi c endmeidiment, onhenpie\svaiel isaybgfemen hutton [(eef hpwoddehish eapables thy a

' | | 46 h d insi h ' bi 4.0of th hi
2 The st AP NPAGBReEIT Shemdy PN ot G O e BrBehOEor s

i ncl udi ng gener g RERPBSGinANE &@elgp@!swzteﬁ i QBR8P SitonS UR (RS puss

cards, and one 30 or nore nmenory devices including volatile and

non- vol at i | the washoeyt. bulthe and Sagh ogfalei iegeivoAtorsl pamens ormyhep snitaide derm of

config rOe ancUor aut hentjcate, the %odef execut ed 8}%925{[]‘6 n%arri ng. machi pe.

Date of U ecYBIRt HTARPIHND e AEOBLOIE PN MCTE G SEFEReg ment, when

| GT1PA14XIGE: BRYL23kn&0&ut, the playeP ) @cRROHE BBRS or tdkendAM Béin S%Q(ISUtﬁﬁy.miy
S

include a sound generating device coupled to one or nore soun cards. In
one enbodi nierone dohiEdsmentd wiem dlrcaplayey aehdscmit, the Iplajes may rbeast otherepaodt

preferably a plurality of .speakers ,or .other souyn enerati ar dwar.

Phal or a0 tstanign sylhgr ERTGOChRARS P TeheReb p Push gt <L oHBF Sy e
primary 5 aRgLAptiGESRRAR & SRIRAL thOHlRENEklREESalBS rdbRaBIR THARFBGH ne,
such as an attract node. I n one enbodi mént, the gam'ng nmachi ne provides

dynamni cSsowudd Reoups of tisketngabt rvauchiev esystaimt that diay baragbaeddivetpl thy edfessnt one

or nore of the displ devi.ces to provide _an aydi p-vi sual ntat|ion or
20 ot hor i VIR 5 SAOHIGE corpeuTage o £aceb iaiaon: T FRFIerEd o he
gam ng machipgl 2 Doe03) Byl RbRe, P&rd1008d dnfigledarCaHlcER TRINILHIRYCled@nghotd ay a

sequence of audio and/or visual attraction nmessages to attract potenti al
pl ayers to whighgaintorgomntodtienan b¥ nderencieasl fongll plrposdse cust omi zed for or to

provi de any appropriate information. .., .I'n _one enbodi nent, .1 he, gam ng
Techi e may | nol HUEeTEREBrR SUE LS SYitEh ef AORRATRS OBNEL LY Pt yoeh
posi ti oped {cheACMirbRerdRr sBRESRE: Bull-h8HiivAdiiplS) YvditiyNg dnaBle IR ed 5
machi ne and/ or the surrounding area of the gam ng nmachine. In one

enbodi nent , intehestion reitia thvaymiges confhiegdispaly.t A heefoacit-paredny art thei omcks¢re¢n or

noving (e.g., Vvjdeo) images and may. be confjgured to acquire the imges in
i ther an’ SSAITBIT TRy bE SPIAREIS: Rk vIdER EamTUer orky e BIkp sy SRy MEES may
be confi gurggut g ri!ilssﬂnk@metéb%ihg%%hﬁewl th&hiRY thehBudhRdRica AShd\Biproffate

di splay the VISI%|e mani festation of the game in split screen or 20

pi ct ur e- i n-phesuOacfaghinput. switsh iex tovoh-sereembutéemmanal. may acquire an i mage of

Lhe Pl ager and Lte br oCESSOrTON, |ESIPEraLe, Ll e Ltho LI R TRTY,
different typ@fubat@AFotts FPdndBin0 cSRMNARMGSH of iR oARITR SmaMiifle BrozkQbr
with external peripherals, such as external video sources, expansion buses, game or
other displays, an SCSI port or a key pad.
As seen in Figure 14, viewable through the main door is a video display monitor
30 34 and an information panel 36. The display monitor 34 will typically be a cathode ray
tube, high resolution flat-panel LCD, SED based-display, plasma display, a television
display, a display based on light emitting diodes (LED), a display based on a plurality
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25 ganes, video poker, video bPaeRf jeeeint: 03Andib 201h 8K AR BAHUPHI LRI04 ey be
provi ded Wlhl?ug@ml%xg%‘fﬂl%% of th| s present invention. In particular, the
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bonus ganesdio&sC(PLEDs), a HﬁpQQQnﬁU@lﬂglar'fﬁll‘ibﬁectédhﬁlcﬂ@meﬂgct%@hh oﬁarf?thhBﬁ
operable to enable a player to select a ganme of chance to play froma

plurality oﬁwtdblﬁtfeéchnmcglame ondiaplanblhe ipformgaon prirck 3o pr b@b'eglpss 4003a>p1m| |
2011 (08 04, 20%. /tUS 011/ 03389 | G'|_1|:1)41¢ﬁ(é 1?100 231 0 &?r? mn
machi ne. Fot ® §n]f)alc 1 Re gEPIG REEHhPAR may" pF'ovi"ge ©a BN a®1 st of
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player may be able to sel ect fromthe ITst a first game of chance that they

wi sh to pl ajymaimc displagsobh endioChRem OLEDei-IyK dbsplae lofnother erebmslimenttost

stores differen a r.ans ad5| structi cut m ng
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games may i moloteiFomitbe gammgonachinss t Ehet display devies seayebege{rany phidgblekizs and

di fferent tabl.es. In different enbodi nen e execut abl e gane program
is for pr?%gwragﬁﬂ’éuc}éaﬁ?)s%‘é%ﬁ&%f??‘gg%%"oqﬁor%eHrecl ?flg‘iﬁot her enbodi nent,
the game progran‘rﬁ@ms;n 8X8E ol EpaRfin@maBKAR BRI WnHAIRd tPdiBSlaph@y¥Rdone

si mul taneous with the X of a primary gane (which may be downl oaded to or
fixed on th@dgaﬁfer@lmphlraiéy Of)gamcr ceothergigtable images| syngiods andoindigirrodh mbnt
each gam ng, machi ne i ncl udes at e or ay device /o

one or o Sl SR EHALST of iR ER of I oy it ob P Yok Y sEcheaST.
processor, Sugh &swhb@ r@RONR %@&glaaqm&angmgmmbnﬁla EQGRASA ofPeoble,

processor of a |ocal server, is operable with the display device(s) and/or
the inpift sebiarashs) platesortbings amdr daco$ Qﬂwearganam;] thacllrhenesln bre gyfemativon,

e e R O
enbodi ment spe ;nhﬁea{aﬁrcﬁﬂfogﬁrrermr RIHREs kP d2AcCATTHMERIRY Nerdfkinpiad by

enbeddi ng the conmuni cated ganme program’in a device or a conponent (e.g., a
m crochi p tdevives, surdesstapd or mae gmtrhﬂgca’rmb]ﬂcmyuchvablmﬁm)g mdre r@aﬂablepvhﬁgbam on

a disc or oth di a own] o or, streamn ne ramo

e cat od R et LRIy Sleiop oAy e S B o RLRE P

embodi mgnt 5rmz¥g'3§ s§1tn%l§‘1>r GHIBa PTOHARE ciddtaan! tﬂ@@%ﬁ%ldyme‘b%@ PeRSAcIL&e &

pl ayer inserting a player 25 tracking card, a player Selecting a specific

game progr astecteonpichgrgcalidaviee tadjagenatcdemdgndtbetilymghras anvoigntdispldygosigioned host
comuni catlng data to the. gam device r rding, a co t our nt or
promot i on of ZoRS taHEFChgﬂ'icg]arﬁF rAQUsF e Elg? ﬂBe B{SB&Mim é’]’ﬁgrénaé’r‘Bng‘?‘?rs are
comuni cat egh 188 4ReddoI S sMTeh cJ-88 td g&@katgaﬁ@ SnHRGHIap&. Processor

execut es the cormmuni cated programto facrlitate play of the 30 comruni cat ed
program by a pl a¥ke bilhvaidgtor t39e phiyepinayt dhetihee $3) vidooldoplaynponiteswid ehd s)  of
t he ga chine. That is, when a ga rogram mmuni cated to a | ocal
et e o133 acEigmangs PN are SATIE e DUTR e AP BORI Gopsggon the farfe

machine 2. According to a specific embodiment, the devices may be controlled by code

executed by a master gaming controller 46 housed inside the main cabinet 4 of the
machine 2. The master gaming controller may include one or more processors
including general purpose and specialized processors, such as graphics cards, and one
30 or more memory devices including volatile and non-volatile memory. The master
gaming controller 46 may periodically configure and/or authenticate the code executed

on the gaming machine.
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exanpl e, t hformak Bbk dralpyids¥icau@may bei wpfigyred e dﬁpgqyo@r: awags, acquyet pytthe

of fered on m chi h 1 .t h deyi
ecel pt: oe ag 08 TOES vB LR DB Frid 50l B 8 soP Gl o
| GT1P4120X1 Vi RGO I2pit ndd Bishioa. Fonéxaohpledhacdang@awaryedquircanpiatadzge obsheqilayeni try
(e.g. a master gamng controller 46%}@h,oused, wthin the nmgin Cﬂ‘g net 4 of
t he machi neans the processor mgy) Incorpomfihatimagedniorae PER handecHeariayy gamg yt
one exanpl easf rgarpn@imvg ges r %g‘ﬁrfﬁ]:iic am ng machi ne designs on which the
pr esent i nv&nt Fon maf b enented.
Games Played

Many different types of games, including mechanical slot games, video slot
25  games, video poker, video black jack, video pachinko and lottery, may be provided with
gaming machines of this present invention. In particular, the gaming machine 2 may be
operable to provide a play of many different games of chance. The games may be
differentiated according to themes, sounds, graphics, type of game (e.g., slot game vs.
card game), denomination, number of paylines, maximum jackpot, progressive or non-

30 progressive, bonus games, etc.
In one embodiment, the gaming machine 2 may be operable to enable a player to

select a game of chance to play from a plurality of different games available on the
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5 For exanple, not all suitabP#egbnitiny Hetimil AL BAI2OHHRCEBRIIVENS Y ayer

tracki ng fegtisesx; wdbdohesi.00o80Me gam ng nmachi nes have only a single gane
di splay - nechanical or video, while others may have multiple displays.

Net wor ks I n various enbodi nents, the renpote gam ng device nmay be connected

to the 10ar%%§jig§?rmern€rFMj KafhpRE O meﬁ% R AR RLprOVIP adfiefh WARRE! llS@‘E)?a

net wor K, area network, “an |n ranét or the lnternet. In one such
enbodi ment , tha diffareret] datngs dfat hiwvgﬂmm dorrpghom e grenndmaclapabihda playtranag
connect ed toget her through a data network. In aone enbadi nent, the dat a

network is %4‘%%545%&&0%@%% firshggme phchice Hag ey yisthisrlay s Inang syelhi ng
machi nes are%né ﬁE&“E'rﬁér{ﬂryQ{e%k fs?h?e Feﬂ}o%gflgst%&n&r dlmf’en?g il o3 rgrg?g ghpt e

15 host as or & a gamn I'shnent or a gam ng

establ i sshrremtstrudnnnare@édiﬁblehiomgarﬁmgtmadhh& plataasorelowonitoli the gamingenavhar.
network (WAN) in which one or nore of the %am ng machines are in
communi cat | %fﬁ:thxswtdtle BaIA8 Progiam senressnisa diEpispetanser typhok game, é\f%unﬁbé nt,

the plurali t e t he
gar ng. eot o P SrsdO b FRELRAS RpERalRRa e BufoBiindhoShoPfel ' he
of f-site regmi& rh@;sﬁnclﬂeu&e shfie dﬁ%lbmlalllyahudemargaﬁfefplsy Tv&thl’ diffotent bagt and

an off-sitegamn machi ne | ocat ed V\Athln%?g’a establlshrrents in the sane
geogr aphi ¢ @bks h]s@}éfﬁreaéerab@dlmynté,rthg%ﬁceltab IVGANOEFA 1 dOT ITIBHY RaT e
substantj al | v i den t [l V. ough
t he nurr]’gj oe}é g(% {E’.arﬁéaor t?f”lchrl\esn o eacﬁlboglg]f%%’\%brg [\ggﬁ%g{a@ﬁ?ﬂ} ?%% %Cugiébg%

ot her. 25I nawmcbﬁiarﬁghﬁ@ltdmplayédhﬁmdaar&onewwtke play ana pritraregars (Whith anet .
In this enbodi nent, the operation of the gam ng nachine can be viewed at
the gani ng Waxhe ﬁ@wm#dat@ or 8xed opHE gamlwcfbn%)wwce Verat hi s enbodi nent

operation of the 9 {{g %dﬂ% nqmgdc?i Og%#ﬂ}gé %ac Qeqaclﬁée%dittléaspg% 13? mare,

acconplished with on a connection raI Server or contr

(the intenegikplay deneds a‘ﬁ&[ovehé ot llﬁbmgbutaswﬁzﬁes:fmv[ﬁa’fatﬁmmvupbcpmyeﬂrAm@daEr
data transmission line, digital subscriber line (DSL), T-1 line, coaxial
cabl e, ¥3 beProsgeie sughhisethe gbov-sieseribast saiping BashNERIPERISOTI O & PROSESSPRc? nent |

pl ayers rrayloggl %

g e T

| GT1P414X1WRoROGE2{ht- QA8ingORideRintON anhperitiou} ehe remott Mest intopenble to
facilitator is avail able. The exganm on in the nunber of conputers and
number and &YRBHNIGHE e X TBOIESHAR I106¢ SRAC PEEHTS JRat keaptRicdagd gaming

OPPOT U UL SRRE SLEXese, Bkl SMRLRURL HACIER A ThgE et
20  communicated or delivered by embedding the communicated game program in a device
or a component (¢.g., a microchip to be inserted in a gaming machine), writing the
game program on a disc or other media, downloading or streaming the game program
over a dedicated data network, internet or a telephone line. In different embodiments,
the stored game programs are downloaded in response to a player inserting a player
25 tracking card, a player selecting a specific game program, a player inserting a
designated wager amount, the remote host communicating data to the gaming device
regarding an upcoming tournament or promotion or any other suitable trigger. After the
stored game programs are communicated from the remote host, the local gaming
machine processor executes the communicated program to facilitate play of the
30 communicated program by a player through the display device(s) and/or input switch(s)

of the gaming machine. That is, when a game program is communicated to a local
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S5comuni cations may render sucR%€abeNtoAnst 2413 18042410 ROHESTP1/430p94
comuni cat i PR%ps; PRNHH A& loYg 1 T such comuni cations are encrypted. H gher
data transm ssion speeds nay be useful for enhancing the sophistication and
response of the display and interaction with the player. In another

embodi Ment , gy R AEKEOT, ARVDER dAnD FrabhiRO bRt Br ARMHERY thel arfley ce
such as butgnotgl Im tec}gtosa tel'l pho e,n% Serlsor?a(ﬁleds?)éi talgréassi%tant, and
a w rel ess wgpuef ginaygayed ardgesnriegdeckdef rom 3- D gam ng environnents nay be
di spl ayed on por}tabl e gam ng devices that are used tq play a me of.
chance. Further & @&?ﬁeﬁﬁ’oﬁﬁ]&?ﬂt’ngleo?’a%@}své?mﬁsaﬁ"?lwgl%g‘é’ g@aﬁ %qﬁ%gﬁa@“i‘%r
commandi ng 1N i e i r OID: i -cammer a
R A e R e
di spl ay 3 hemuétiger Bdonemgh edibodimking pihayndmergitdedico pf tiegdming treach fiei sigres
device. In addition, varioqus conbinations of gam ng devices are possible on
t he gani ng PRRERIE0dgsoand askivcaonss secwane iy Fisc BRIRBE BRFRING dEeGsssEalth,
cashl ess vo 0 I . i g.f t o} ' cQl
acceptors oér{)%%g[ ﬁne aﬁ“%ér%g%“[a?‘ﬁgug"f p#’ﬁ’g%“e‘rhgggéﬁ‘ﬁs 1n§| nnghgﬂéa)lr ehl\%)} Fgﬁ%edée?l%(gt and
that the praseRbtiendeatsucin as dhagesdatis seentiach, pedyeminpaadatherandgh oy @skudo- nost
any gam ng nachi ne now avail abl e or hereafter devel oped. . I n anot her
enmbodi ment , rapdem gquimbey sspeAiore PaY-4dlo daly ereinérmatian gpd rapplieably, g3me Tyes ef ess
net wor k,» sugh rt,. of i el ess. ] sy i ' t he
gam ng 1rPac hlﬁlﬁte?eﬁma@tgqgethg l@n# hheel %‘a "Slggﬁglé&%ae ’ rr%i)i%méth e%‘?lgéé(ﬁglr%ggﬁgé g? 'ﬁégf
suitabl e 2ankbielfessagey teaahliag matkibt emydeleadtefedion dledivtaagimifigideabd e
gane at a variety of different |ocations. It should be appreciated that a
gam ng machbyéhensdisnlaved padbe sepidemashipcbe a devi ce that has obt ai ned
approval froma yegul r ! 1 SSi- i - S

obt ai ned appr ova‘rn “?“%o%@’#“é%ﬁﬁé‘? %Fl 13?/1 mg‘%{ér%gzo%{%ygé ?%# g@%b%wﬁc%?ﬁés VS.
Cener al - Pur paset Gonpd tevide® Sedimning sdferdre thag amibig thagdhasbedisglivedphahent
assignee are inplemented with special features and/or additional circuitry
that di ¥¥ er eamipgmeachinge WWhem tegesdp storgslen ez apyng mashige e itgnay beljadeh PC s

por i1 both Fom B maS TR Ib . BN R R s Bt St B e o
fairness angf aighmbpihy aAREDItwABNtHAY cialdsi the Sclacted gpaeablhe deferdicd s be

nonetary awards of nmultiple mllions of dollars. Therefore, to satisfy
security anéowrlgidedifennya resoeir gaming devics, such asmrheeaminhmesiine.har dwar e and

sof tvre ar ohi { eLUiRS. R, BE LIRPRIBAGET.!1N, ART: ARG s did o

significantly fromthose of gener
20  box 6, which sits on top of the main cabinet 4. The top box 6 houses a number of

devices, which may be used to add features to a game being played on the gaming
machine 2, including speakers 10, 12, 14, a ticket printer 18 which prints bar-coded
tickets 20, a key pad 22 for entering player tracking information, a display 16 (e.g., a
video LCD display) for displaying player tracking information, a card reader 24 for
25  entering a magnetic striped card containing player tracking information, and a video
display screen 45. The ticket printer 18 may be used to print tickets for a cashless
ticketing system. Further, the top box 6 may house different or additional devices not
illustrated in Figure 14. For example, the top box may include a bonus wheel or a back-
lit silk screened panel which may be used to add bonus features to the game being
30 played on the gaming machine. As another example, the top box may include a display

for a progressive jackpot offered on the gaming machine. During a game, these devices
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5 conputers. A description of BYAPHEHRGIFAPEL 2HL (FOFJU 1 RETHYERRNUP M pose
conput i ng nReNBS vahfhosaTBoexanpl es of the additional (or different)
conponents and features found in gam ng nmachi nes are descri bed bel ow.

At first glance, one mght think that adapting PC technol ogies to the

gam ng ind I i r Lkl e 1 ng
Tachi mes crnt oy AR TLERh Paft PERREHY MR i Rr i R 8"
However, bdeassbwithinghemaineaboesd aSthk)mdchimer2egul atory requi renents that are
pl aced upon gam ng .machi nes, 2) the harsh envifonpent in which gamn

machi nes oper at &t ")l beeppreciyed bgt erameinacharg? a3 butene; cxpgipks Hager wWide

: ¢ 4 . o -+ . i
it cure e RERRAE dREhEHAIEAM Shichinep ol DR ARGTLAG e Bphhalts, O o
i ndustry, lforsexapds 1R VAIC uitdP ghintrig hdayhiaskd hawn egC bbxdst or plgeresacking ht

not be adequate in the gam ng environnent. For instance, a fault or a
weakness t ofcaiueasedrurtherasones gaipiag mashines haveraplhwpiagleigams dhisplgyemeshanicabuent

crashes, may. eto, F{'?nilgglh%l:ﬁatééghe{vg ngmgﬁrg(rg k{;,gchi ne because in a gam ng

machi ne these Taults can re ss of funds fromthe gam ng
machi ne, such asNéetw@rk§ cash or | oss of revenue when the gam ng 20machi ne
is not operating properly. For the purposes of illustration, a few

di fferences bet W8eYArpEs sbpdimenss dheysemelg seyure 48VIGE Maye eIgesiehde they
first digff r(ﬁ{]?gmgﬁgy\@ﬁna 9%&00’&9 ofBGAL gga% s%@g ag %m112)§9£1 e{?% RaRSHk %%Pdét drka>
systens 1s at gam ng nachi nes are designe 0 beé state-baséd systens. In
a st at e- basgaweks e Mirah&eoraiS Itdméet dh @8e aith ¢mbolimemtsa plusaltyof ietgagiia e 25
in a non-volatile nenory, such that, in the event of a power failure or

ot her mal f uneehiess aebyeanably akdehignennpsted fagelienthronght adaty pesvprk s {meRe when
t he power | ed. rl.nstan I(f r W r a

. ganme of chd%%%ﬁghgﬁ’ggﬁgg%m#W§h%ﬁ%ﬁ8ug§ﬂ d%%g%%#%%§§é§p€gﬁP%@e% a§%$gfhe
power fail efle ghiténgdaatiigesr®eubantlafloprotithateett @icAtdtiv? aatl apomBsite waidte
return to the state where the award 1s indicated. As anyone 30 who has used
a PC, Krowshospasinafas cxamplst agemingaiiahbshmgid ona pajtieniafy gamigheskablishmenfal | y

| ost when I i S LS Lequl t . . and
nar dvar o ol s thcoORRat gl Wi B WL, BLAGA Bylold RIELR:

(08. 04. 20119r R6rE/IPTROGAMiAZ BBRHInk Ik RA LRI JA00 B3th-40 0dist one off-ditSeamns

i nportant difference between gam ng nmachi nes and conmon PC based conputer
systens is hasht lpothis egbedimeah thembgsbly, of pemygr maghtisesomay Hie lpgaicAgnnhichi ne
used to gen t ne_ of. 1GE. rate th i G F been
dosi gned oGt b o7 HCe G PRRM ARG SPEURNT e PBuPR R PR A o 0t
gam ng % neghh g offGite tdnsdi@nes, TONE the WIANGRay maludBas difstt emptoy®dand t he
gam ng industry to prevent cheating and satisfy regulatory requirenents has
been to nandlf AéE-sitee gamipgrimashinge incated: mathine enine eytabhgpnends dpythsr s sor

Form o o U S0 Aheo e S RS GATR AL R G
static (nonidefévapeathe@) A ndminis tyshen dpRebvedbdy, althidighahg ngnbagfl@hong in a

particular jurisdiction and installed in the presence of a person

repr esent i ngagecsgagrehsyplam mal vary stlativerdp cadle@ife’s to any part of the
sof twarg requir to generate the gane of chance such as adding /
devi ce 2§ri ver uglgldarbt heéntFﬂgérPg}’ ﬁn@% EOReTT o'FIdélr m;tleom‘?)tp%rr ggrgnéz}' dgnv?hggg

during genegabddimest! thh@peftn Off GBaREENE ARadecie b VieWeERIRGVE tantieg
burnt, approved by the gam ng jurisdiction and reinstalled 15 on the gam ng

machi ne i n mhchipy addinateleast eneymisrnel broyistat dn thiveggabadimery, operaten [9érthe he
EPROM sol ution is_used, t ai n roval i,n nost .gam ng j.uri,sdictigns, a
gam ng. mac RN BRI and REpmeERPe; o ettty dPE, 08, HsoRRlied Hilinpily s
oper at or orcdahaytRn ©f the @AFhINGEERUH dRitbIONM AR MitBiak@intraget RAGRIEowRRCa
software in a manner that gives theman unfair and sone cases an illegal

advant alfe. meerfomahphongcdyi oteerstaga trandneisseom 1ing digitad subssribien bren{Ipel) -1 he
code it wilJl execute ] lid.. |f the cpde is, not val.id, the m nmachi ne
must have alnfeanetlgapRelBionicsabisod FRGENRGoaEbt oln B EREGRCT

val i dation giequi nRRERES&sS Mnt MRcAdMRe! fldShb% ah{ a6latBAt RhERT dyaherRid

sof tware designs orn gam ng nachi nes.
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A third inportant difference bBrGEERRIMEAPHALA L4 20 UPCHIRIAVEE Hased 25

conmput er sygtens ok swd P 1 yeer and kinds of peripheral devices used on a
gam ng machine are not as great as on PC based conputer systens.

Traditionally, in the gam ng industry, gam ng machi nes have been relatively

sinple int né&i%ﬁ%nh*&@@ﬁ&@?, d?l(')'fﬁ%g'int&fnetpﬁf:iili 6" ‘?{3‘?? éire(?eﬁxe%'ilgaﬁsﬂﬁ inypper of

functions the gam ng machi ne has been |1 mted. I n operation, the
functi onal i iymledr cfacvimpyitermahd mambee brd spdedt ofvmtenat craahanionSon ocwent ydues

gam ng machj ne was depl qyed, i.e., new peripherals, devi.ces and new ganm ng
sof twar e weferepIss r@aaré'ﬁtl?{v fou phayetsotor Play G0 AR SHEIcRFISaSingr RERbER ¢k kpolg r om o

PC wher e usg W | di.f f.er ' Wl - dev] ¢ nd
cof tvar o fragva 1 on REle tis, ABHopeaChas R GE WaBGIAE S dhg b
PCT/ US2(311/ &:30x88ricdtiohd Rl AXA D sBED te2Bdol68Bsuimbléf fac §ahe bsala bemmanitatdnst hem
to a PCto suit their needs depending on a desired application., Therefore,

the types opardeilirbesf sehrrepmeni¢asions PG ereyynied y Highestdaia transmispeasy spasduser
dependi ng i i1 dendicVvi . Lr . d vy skagni fi t over
ime, At Hbr MO R BIRAk SR et Bl UL P bl O
than on a gmEragionsdth the plagarri ng machi nes still have uni que device
requirenments that differ froma PC, such as device security requirenents

not usual |y addrBsanethesenbodimensy the rsmaisceaming evige ynayehq @ @ortaklg@mHae coin
di spensgys, (Bl yall gator & aad & Sl‘igﬁl%o%re' anéeerg Snaf&%itgloa%k’ttahtr}g cgg\\’v'i:%ﬁés t hat
th 4 \i o7 BALH 0°a gam ng 10 nechihe

a
are used to govern e I nput and ou

have securi game phiyer anpdsSrehli@td drogn BAD dayiih€ @hliyordtahtL 888 hel disfleged on
Therefore, many PC techni ques and net hods devel oped to facilitate device
connect i vi t BoTERlE gevingcdeyisep dhdt e ussd Woplapta garae et shanee. distiss pBapligged on

security i nm%al%ncggrmserrlgerinquuﬁltcfuﬁ'e gaming logic for commanding a remote gaming device

to render an image from a virtual camera in a 3-D gaming environments stored on the

15 remote gaming device and to display the rendered image on a display located on the

remote gaming device. In addition, various combinations of gaming devices are

possible on the gaming machine. For example, some gaming machines only accept

cash, cashless vouchers or electronic fund transfers and do not include coin acceptors or

* coin hoppers. Thus, those of skill in the art will understand that the present invention,

20  as described below, can be deployed on most any gaming machine now available or
hereafter developed.

In another embodiment, the gaming machine disclosed herein is operable over a
wireless network, such as part of a wireless gaming system. In this embodiment, the
gaming machine may be a hand held device, a mobile device or any other suitable

25  wireless device that enables a player to play any suitable game at a variety of different
locations. It should be appreciated that a gaming machine as disclosed herein may be a
device that has obtained approval from a regulatory gaming commission or a device
that has not obtained approval from a regulatory gaming commission.

Gaming Machine vs. General-Purpose Computer

30 Some preferred gaming machines of the present assignee are implemented with
special features and/or additional circuitry that differentiates them from general-purpose

computers (e.g., desktop PC’s and laptops). Gaming machines are highly regulated to
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To address some of the issues Q8€EOFTesdRf: Yybrrd 201 QR fi4381) BET/US2011/030894

har dwar e/ sof ey 8x GRgRAIsNtRg and architectures are utilized in gam ng

machi nes that are not typlca?ly 15 found in general purpose computing

devi ces, such as PCs. These hardware/ software conponents and architectures,
as descri be I ' r [ sl : N1 hdog
tinmers, vol §g§”%§%% Sgﬁﬁgn%@%?é%%ﬁQ@@ggggﬁggéﬁﬁég??@%¥ébgkb%%?é@?hrgfand
supporting hesrdywarf enulspecmélivaedf donminTeations) tondadsfyaesritysadureititory
nonitoring and trusted nenory. 20For exanple, a watchdog tinmer is normally
used in | nt CAHEENYHAIN @agrEniTe CHWEPRGNt( hatyargasrdnsplivease apdiste¢tares mpay Be a
software faj ection an| . nofr |y operat | St t he
operating s%#@éﬁ?gg%g}%bdp%gﬁ%@ng%@gé%ggr%%W'F%qbgégP@F@?ngﬁwﬁﬁgmﬁg%%hdog
timer supsyssmpa®. "A @eddiipgae bl ghitthombeif@drelatiRo Wb gelidial-Mppssatdofputing t war e
fail to access the control registers within a preset tineframe, the 25

wat chdog t i meehipgs and Somsoena qfethe pddidonal d9s didlerqnelseampongpis @a foaerehdog
timer circuits include a hoadabl ‘tinggut counter register to enable the
operating sSHRAT Epi0E igehings areideasiDEd PRO¥ val within a certain range of
time. A differenpk @ritNdadceabid gt thii® SOMEIPLiRE PO RAnFdI6EE toStheSgantlag t he
operating software cannot conpletely disable the function of the watchdog
timer. |n omdustrynewld betaremplgtpeonivtiion; beeause badyRCE andazenorg machinegrammey t i me

power is,applied to th oar d. oo am conput er pl.at for ns
P erer ol v Rk SEobsin B S8 g o TS O EETEEisp Brh e s e
conmput er Ci I tict fegulatofps€qiieche Genefaplaced dpch Saningahadong! 2) B Bardh
receipt: 08 April 2011 (08.04.2011) PCMS2011/030894 .
| GT1P414X1Veho0n2gt in0gBich gapling machipesadnoyaten )t seeurety mpanismentsaand. 4) frulany  of
these voltages falls .out of the.toherance limts of the circuitry th
pover , - unpr St BelBiets AR bR S b g i bl e S
noder n genegidficul’ POSer CRIMUE @S sSandNabiegs ¥ oRGEy APbYIShH! iRGhE PCCbLStN,
these types of circuits only report voltage status to the operating
sof t war B Geichofs dolien seropatibolity sapdscananctvatysesusef mught enateief adequatonn the
creating a potential uncagntrolled condition in the m ng, co er.. Gam ng
mmohi nee. of EENEE R lalRCHC EPE insBes of it §F nathek B dPRARL ERC Vi & gt o
vol t age mar gicafityt helds tifl aofthvaftlofr Eebqlyntt HasRRE Al MG Bd félbiatddyin hNgaadditi on,
the voltage nonitoring circuitry inplenmented in | GI gam ng conputers
typi cal |y hegching bedpuss ok gemafe meehineithesT Haulfsi qagtleachroes Woket losQolyamds at es
a software I%EP&th%%nc?ﬁ e det cteq pﬁ the oFerat'n sof&mgqﬁma%%ﬁgn
error condi tron generate IR U PnteSRo 4P gﬁdﬁﬂg “Wheh 4 power s%pply
vol t agexd al inaclaud isafot bp@ati gopéee range of the power supply, but is still
within the operatin%mrange of the circuitry. The second threshold is set

t

when a power supbblytheopurpesss fod] illgsteaionof fievedibiseanges hefwcoh diasyserns anthe
circuitry. In this case, . the circuitfy.generates.a reset, .halti

I50per at | onZBPMEHISEBRpHLIGS described 7dird ilsEnge pervisd wmidpanshion apdr 1 or
gam ng machidBmeRPe 5ueéd vahputérs sy ReHSR tRatTaliny MBSHhAQre BbdidiREAbe btdRCt | ONS
of the game (bet, play, result, points in the graphical presentation, etc.)

may be def i basdd agstems thmp staterbasad aysgemethersystem stopes and enainiaing itscuaRI SHase |
critical,. data regarding the gane software is stored..n a custom.on-. 20
Vol at 145 meffoh JreaD ey T Aen 13 b IR SanolG Bven AR e B A g er
and credi t star @nAh@ $RdHRE R0 rdt@mnMoNitdTedPerP QRN WHah tHE PBWEES tcltokdie FRYent
of a mal function on the gam ng machi ne.

instance, if a player was shown an award for a game of chance and, before the award

could be provided to the player the power failed, the gaming machine, upon the

restoration of power, would return to the state where the award is indicated. As anyone

30  who has used a PC, knows, PCs are not state machines and a majority of data is usually

lost when a malfunction occurs. This requirement affects the software and hardware

design on a gaming machine.
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In general, the gaming nachi nePaGakrerrirt: WARLH ZU T {18PA24 1} PEEUSWILPN8Y, 5
second stat@iy@ﬁh&nﬁéb%ﬁgﬁkmgnfornation that enables the first state to be
reconstructeg is stored. 25 This feature enables the gane to recover

operation to the current state of play in the event of a malfunction, |oss

of power, etc that 5 | : I qﬁ&%' canB tate
of the gam ng na%hslegg&lyéﬁlﬁ g‘édtdg?(ggp{ih% Ré&fetﬁgeg&ﬁgbé 0 amgggr?élé‘o‘%&gﬂgﬂ?e@, gane
pl ay may r elsdged camguichgygane igvayt lier @gulptied @drposesa theapstevart lvmt the rantng
different than if the malfunction had not occurred. Typically, battery
backed RAM #adlipeused te genpmty dhepamy qf banseandioppiaicthe gruie maghinetas sty h

ot her types - Ql at.i evi I ry
Chn hes e Bl t0 Y8 444J S TEMENICN BRIt 0D Y e 57 S AT
recei pt:5 08mé¢Hihd. F0 Idstdnd8,. die. sdlikibh tR&ETHAIS20d 2PRHBB&4n the gaming industry to

| GT1P414X1W0D P0O01231- 008 ) As described in the precedi ng paragraph,
when a nal fRISEENt Shcasioe 3pd sehinfy Frgulptopy mequiemenisiias beemie THIMIFEUIRBAEITHES may
be restored ‘ in.t o | I

mal unct | oneifl Habtnld 4 HEpARET bbb B Bbiqk RIS B on
and graphi ceft chaticer fraii o EHROMW@S dth&plonedf alontitatahégoryaciticneoding t he 5
state prior to the mal function. For exanple, when the mal function occurs
during the istEyctons sncthe ERRPM aetseatict Menchprereablgy eng aeyst deapproved dygani ng
machi ne, ytay be restored .wth the cards that were evjausl i spl ayed as
part ot heedtih RSN ' bl B et ind BORURY B8 e SF) PSS oG
during the @Ftk}éerﬁfngah@gﬁlﬁh@fjuﬁﬁtﬂﬂﬁﬁl. Wi dhaigds|tayify phis of efpudof@drd fequizk® a
nunber of selections on a video display screen. 10 Wen a nmal function has
occurred af toegenetate hE gpme of ghanea.drich ge addings mewsdavisetdriygs usediy thamiapigr
machi ne may_he restored to a state tha hows e graphi cal n [ on at
the j ust o FOTnE SR RRAtbr ot 3 fo e S e a e il B BRERE T
that have ategeiaély nb@eEPRBMEOY Bulg, Phpryadd. byl the gemepdiurisditigorgan refhstatledi ne
may be restored to any state in a plurality of states that occur in the
gane of 1Xhafit Ehet gming araghBievifthe prosencg e gmigp apgudatesiRegprdigss @f ghether
states that_q tween the play of a ga of chance. . .. . Gane history
it o mat 1 ont"ag R AR ol s ke P AT Bln AENEE rurhgistion s aBlhE ' Che
out cone of HhehigaiRsEddhGRtrhterstfficiay séeg@r@ethat frieechtial cpefadit-or Plaki ba
menory device. The information stored in the non-volatile nenory may be

det ai | ed engrngingmerchimedrpse mastpulatips herdayproind spdtvgraphi manngsilead @pteathiosn t hat
was previougl 20 esented on t.he i i ne .and S _the
gani ho machihin B gt ST PR AR e PR BB bR R ey
The gan® hi ;kaisytol dbt@hiimd ifofe RBYe Rewllt ttdcardisivalihaf eesddeak nat ghisquhe. For
exanpl e, a player may decide that in a previous gane of chance that they

di d not receAnviagrashine must haye amans to paevenhidy cpdd fremdwingxgcyieth Theiwedgane
history infonrnation my be used to reconstruc e t '

mehi no 26 PRRi? YelPRens R ' bR PRLSHT bt el Ao e R R
whet her t hedqlgyoh gamngCBhdegds. Or not in their assertion. Further details
of a state based gam ng system recovery from mal functions and gane history
are described i nAUhd impesa difdcremedBiyReRgaming maghingg gl unpmen %@n‘?ﬁ@ed

Battery,Backed RAM I nterface" .S, tent no. .6 8 608, titl|ed "Frame
Capt ur 251 SEURHF CaTRp A€ gty aaf AR of Gerinh AP B@Qtpscibi §panfih S
"Dynam ¢ NVmBéivhe ardidt bé SeataRBRni FEabised cORputdPéyéRdsB2Riditidnhllgdn thegaaiTRg
Capture of Actual Gane Play," each of which is incorporated by reference

and for al | ingustpbgeming maghenesthave begmrelatiyglyspmple ipghel squs thay thizgmmber of
PCT/ US2011/ [())e?fr%%%r%l devices and the number of functions the gaming machine has been limited.
Further, in operation, the functionality of gaming machines were relatively constant

30  once the gaming machine was deployed, i.c., new peripherals devices and new gaming

software were infrequently added to the gaming machine. This differs from a PC where

users will go out and buy different combinations of devices and software from different
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| GT1P414X1WY P001231- 008 Dptg of werainti{H April 2 SBi S PCHUSA VR 08Y o

gam ng devi g pRYx REo,OTPNIbE Uct ed from gane history information stored in
mul tiple locations. For instance, in one enbodi nent, a gam ng device

operable to provide an ECI and a gane interface S|nultaneously may not
store stat emb iRkl A [oinclihelio PUC RNLif iRir A0as 98 %@aaﬁ] 1 6" daf&d
Thus, to reconstruct the state of gam ng devi ce includi e ECl in a

di spute, af a@hcaldmﬂhmmﬁrre athe aypeafdf elevaep comreeteditd arRC nggnery greatly from

hi story-information nmay have to be retrieved froma | ocal source on
the gani ng %W%@eé%pe&dméﬁﬁﬂ@lwém@m&Eﬁﬁlﬂle@n@aéaﬂ@alaesrvaa/ ﬁ*@ggt:@%wt hat
provi des t d. For exanple, the renpte and gam ng nmachi ne nay store
correlation informati on, such as timng information or 10 referenti al

i nf or mats on, t hatltedlghvebe exeitlySofodevides agaildbig fores ROnmay debgeator thah aned t o
events occurring on the remote host. The correlation information stored at
the gami ng SRR HBACKHE GAMinenBeehinessttilhBygveunigyedeyiee §%I@ﬁm§nﬁ52téatt%1£f
reconstruct [

crbod: ment , o £RGE SAIE SHALE Bhohy BB RR TRE RO, A BeBPbY it Br e 1y
provi de an m&hnéd)atondtarpdsviadse bllldhaeis ¢diih dispeiisets) bill by &ghatsds agd EG&@ piinsgp$ ayed
on a gam ng device to be retrieved. Anot her feature of gam ng

machi nes, s¥drcoRyputing S‘étﬁi’srf@atc%?rﬁﬁﬁdép§0‘/?l§ thput #ousput o C?%bdp@cgénum que

interfa ;nréaac ) euﬁiav%gse l?rﬁtlya}eeqmre eHIsatﬁg tgre ng b8 &gﬁnﬁg Eld(}r sg&) ?ncl’&g Gl'ﬁse't’gg%?t ens

i nt erna terhal devi C€s

el ectri cal mﬁﬁ}ePC&é‘cﬁnfc@anﬁ(ﬂﬂeﬂhbﬁs déi@topédi td ﬁbllmt@malb@consécamgradd dEhée 232
serial 20 interfaces provided by general - purpose conputers. These

interfaces FRyPatitityde nef addaems themnphasis placedan saoptitycindes gaming sptusEs! | y
coupled serial ipfeniaces, C&tif th?:} és°o°e8cr§6e‘é'a%o§?el“rﬂlm6e@ %E%%?e/so%&ahe

addition, to conserve seria aces I nterna

serial devi E€sfpoteitshddcokiectess i &ilsbarie Ganthad &mmhas that aﬁﬁhh&n’[ymeﬂﬁ
mul tiple peripheral devices are connected to a ﬁﬁ£?Ie serial channel. 25The
1S

serial It efound ds eregralpRurneisdcampUting fisHices gl p onThess Rarde@raianiinesae i on
protocols tphay o%%f‘?ts‘ﬁ[ﬁh“a?&l{eBtume aQ?E@cﬁged B?l'dﬁl nymof &eTtSMHBL&e Pﬁt%"}e%ot

Netplex is a I'on proto Séeria

comuni cat i mltb@t weamatgamgngmﬁbeyl BRageAGTIREINE! sﬁl@ﬂw stateSed Ssoftware
conmmuni cation protocol used to transmt information, such as netering
i nf or mat i onarchiicstire aga riupRPTHAR efivary pofiakitsdecapiigatioBointr fases, SATIS used

in conjunct%BH%&%#£ At JQMQ£QB&?CKIHQ system | GT_gami ng machi nes may

alternative Tateq as pertpheral devices to a casino conmuni cation

control icer and cpoegimple] n avasdhdoediited Sy moh@bly fiasdi i@an idtémationdat Garhé
receipt: 08 April 2011 (08.04. 2011% PCT/ US2011/ 030894
| GT1P414X1ViErdoolvzs (KFDEamiingmackiaes talproviden seftware fzilusp defeetipnanechapism.

peripheral feyices alftf gaa_%lt%ige L)ESPQ[IX @2 Sd gﬁ?gg %%Ytlv%ﬁo Q‘?fd?csaﬁﬁ acce%sfses néItO?ec t

seri al contro%{l er circ nmen 0O generate or
uni que devi fegls&dﬂﬁxeslsees/atcﬁe@@nmermbm&m @ IMprigpersetht abatgalogs Saowldthe  abl e

to do this. 5Security nonitoring circuits detect intrusion into an |IGT
ganmi ng mach@preatyg software fail to access the control registers within a preset timeframe, the
25  watchdog timer will timeout and generate a system reset. Typical watchdog timer
circuits include a loadable timeout counter register to enable the operating software to
set the timeout interval within a certain range of time. A differentiating feature of the
some preferred circuits is that the operating software cannot completely disable the
function of the watchdog timer. In other words, the watchdog timer always functions
30  from the time power is applied to the board.

IGT gaming computer platforms preferably use several power supply voltages to

operate portions of the computer circuitry. These can be generated in a central power
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nonitoring security switches aPttaehserintPSApeib2ldl (844205 PEHESYER R 4rachi ne
cabi net . Pﬁ%&?ﬁﬁ&&ﬁww%?ﬁ?-%oé’i olations result in suspension of game play
and can trigger additional security operations to preserve the current
state of game play. These circuits also function when power is off by use
of a batter C i r-.of i I i e to
mon; tor 1 hURRTess el oR W cplncE iR Hlany O UGS SoRLdS Hall® oHERE MU° | Do
gam ng nachblkeareaningied 6f theng@rcohst they pamér, Sepuddidtybly iopkatibo s te compedr whi | e
power was off, e.q., via software for reading status registers., This can
trigger eveRty | Bgulenilhoegh amgstt upedesr eencEl-RUNEHt FRBRYtES Hisdydst ivoHagDy t he
gam ng machjine.software. 15Trusted nory.devi ces / r (0] Y,
Jour cos ar anB R o IR 8PS e TRORSro i XrE™ R Rkt L v ur

t he aut Bentdogiwtaye. Tut bh®I&RAND Redshah BB sBRwafh R oh &F&atihE GlfotentRDT Y
subsystens, such as mass storage devices. Trusted rrermr¥ devi ces and

cont rol | i ngunsprieeliadr gongliteont ypithea Bamingeetrapiter. t §agvng inss rfdthe irasenbn of

the code and data stoned in the nmenpry device ile the. nmenor 0 ice
% et al | QB RIBRE Rt R EPRRE Hae WS MG af RnulE
devi ces nmayby e lopeatias ti@ntry C Bt ddiicH, w&dﬁag& moh# iPdeBEImgenedtad af S,
aut henti cation keys, operating systemkernels, etc. The purpose of these

trusted menérly gamingcesnpuers sypicdly bes Gemmitirgshobdsuofacantspl.adihgotisst ithwssheld oot
trusted ,aut hori W thin the, conputing enviro nt of th am ng_machi ne
that  cal berisbtamet, bRy SR bE AeBRi bS R Pherdind S HET4RE NS PL he
via renmoval coabitioneehérdfeld €UhiFRATRENO]E &Y trpedet GRchNEP & siifp B oRbSefatio Bt er
and verification of the secure nmenory device contents is a separate third

party ver i fofahe taleransviange ofthe powhesupplys beldis s Horithinl éhei epsratmgvenderafdle as

aut hentic, and.based on t a val of the verification algarit

i ncl uded i n*'fHED: rsﬁ’ft beeaoﬁgg}rﬁsglg[(fﬁeseéawrﬁeﬁga it ﬁléppl%é Vgﬁ%ﬁfl %@S togp\ggrtlll? y the
aut henti ci typepdtingdeictanedaf tzodRuand 16l @i cideathe ety RBctatgal Rekt] Raltife

gam ng conmput er assenbly, such as code and data stored on hard disk drives.

A few dét ai dpsratisnax it eomputerst ed menory devices that may be used in the
present inventi are described.in U.S t no. 6,685 567 fromU. S
batent Date of FReufibr GeAgancPogton (BaUG st Ra ks 836 ol Shsan

| GT1P414X1 W ROQAR 3hadlie. aDRAFérmt fu@BaHR. of0RE $2Me QB&, play] Aduiugsists i8,th2001
and titled "Process Verification," which is incorporated herein inits

entirety angraplugalgirgseptatippsas) may be defined ae astaterol berepriganic meoies from oneast a

portion of the trusted nemgry . devi ces/ sources correspond to nenory

whi ch canno’ttatga{giaf’ﬁj’tthﬁre ‘%‘ﬁ?&%ﬂ&a (e§?ﬁﬁr}g o R fog%ﬁ? & NS Y9 “EIER "R8) for
exanmpl 30 ERRIMIe nRRQYR suldygem. ExisandadcdBi® snsuhe Playei § MagbRIHdl e diBUEE €S
which are able to be configured, verified, and/or authenticated (e.g., for

aut hent i ci typsaryedaande tuminanide potential Hisputanmahe cvent of pemedfugetinp oo the
speci fic inplenenta 1jnon, when a trusted information source is in
comuni cat i B IH Y Fenot e device via a network, the renote device nay

enpl oy a 10 verifi geatbia®hé 6B h&hWRY dde¥ nbhedvatentrbinya ffst ke fordisdcenld
i nformation source. For exanple, the trusted-information source and the

renmot e devigetemayil estid¢rhmefermatianr thatt ¢nahles dhafrspstsrd © bngcpnsirueted iepersdpt i on
keys tao,verify each other's identities. In anoth enbodi ment .of t.h
pr esen'??jsl nvt ifs ,ret%&?%ﬁ%et %a%gﬁ EEORH PRE 1°Prt8§{1%8uﬁrﬂgg§ﬁ%f’f BI?yslBSP%e may
engage in nRiHEFE a WedIEcH&T, oS I SRHRG Cet® 110 o clrRed b §HBr t6 3h& mhBraAaGbnof
their respective identities. :

After the state of the gaming machine is restored during the play of a game of chance,

game play may resume and the game may be completed in a manner that is no different

than if the malfunction had not occurred. Typically, battery backed RAM devices are

30  used to preserve this critical data although other types of non-volatile memory devices

may be employed. These memory devices are not used in typical general-purpose

computers.
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Gami ng devi ces storing trustedPrthpiiesrit W a0 14 (4804 2U 1R H PRI Y0P et hods

to detect 31@91}%%&%6})60%-%2@ ng. For instance, trusted information stored
in a trusted nmenory devi ce nay be encrypted to prevent its msuse. In '

addition, the trusted nenory device nay be secured behind a | ocked door.

Cor e one o REAEHFRER B 20, 604Bl hht, HOB TR N

detect tanperin provi de sone recor

tanpering. ddame/6ft chaned, gy g@niapphahinkchBayBnEsioréet £aastin thdganid osétadce
information m ght be designed to detect tanpering attenpts and clear or
erase it sellbstpieai tarvhent thepalinciempesuinisd. hags rasoser stateane theludgdnetpirel

details relating.to trusted nmepory.deyices/ sources e described i.n 25 US
pat ent Appl T EIPRUR® ed PRy TR e SR R b e R SR Rt wor
in a Gam Nostdts \priof IBEY malfiddtioRd FOEBYAplet whén tlRSmbIfiviefibR ctcurb idugidlg @fe Mar ch
10, 2005, herein incorporated in its entirety and for all purposes. Mss
storage devpleesfuseddigame géerethal capdsr hosebesongrite the gpmingl mypchinabiay bode

and data to_be re f itten t. he. t .

Garm ng. macHeNESor Ehyhe BHASAEL Wb ST BB eha: damiigTE sod sf o on o
Mass St or agtolRYiekfmpie, $bbmkt damCRARY belth Sbranguripiing poil of PeantnabtRdcdinder
speci fic mai ntenance type events with el ectronic and physical enablers

requi red. Twbergh nlayes i$ esguiredfo swkarr nuynbes @if gelsetionSainea yidep alispilgn Scr@8. Apri |
2011 (012). 04%54011) P&T/ USZEll/ 0308 4fl 1PA414X1W0D P001231- 008 c@rg.vi dgg by

sof twar®, | BRoRAMHG e IS U rhe s Digee ks Sadf oPS GE MR PLELOPydh%r abl y
i ncl ude harga}ﬁ@ih% mRHBk niBSEe R5OFAAS akiitd (it Qh@ed 1he pradhicall bidsintitit atQRer at es
at the circuit Tevel to nonitor attenpts to nodify data on the mass storage

devi ce and jwstfiriqgémtheandfupotion mefudin an iadigaten ohsslestiensrtbat have gljeads bseroul d a
data Mo BB e LSO Bt LRRL (0B SLEHANG a0
IRy e e S i e seafenis af oy e LS
pur poseld. Gamiayrd aytolet thatiosyr haswednethe phaypif @ gamepif ganse.14, when a user
wi shes to play tagmg%rigtgrg information regarding previous games played such as an amount
wagered, the outcome of the game and so forth may also be stored in a non-volatile
memory device. The information stored in the non-volatile memory may be detailed
enough to reconstruct a portion of the graphical presentation that was previously
20  presented on the gaming machine and the state of the gaming machine (e.g., credits) at
the time the game of chance was played. The game history information may be utilized
in the event of a dispute. For example, a player may decide that in a previous game of
chance that they did not receive credit for an award that they believed they won. The
game history information may be used to reconstruct the state of the gaming machine
25  prior, during and/or after the disputed game to demonstrate whether the player was
correct or not in their assertion. Further details of a state based gaming system,
recovery from malfunctions and game history are described in U.S. patent no.
6,804,763, titled “High Performance Battery Backed RAM Interface”, U.S. patent no.
6,863, 608, titled “Frame Capture of Actual Game Play,” U.S. application no.
30 10/243,104, titled, “Dynamic NV-RAM,” and U.S. application no. 10/758,828, titled,

“Frame Capture of Actual Game Play,” each of which is incorporated by reference and

for all purposes.
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machi ne 2, he or she inserts aPpteekigteinsy03:Apeih 2414 (P8R0 HRCHESIRHP3BH coi n
acceptor 2894 pRkidwBddisatgs 30. Additionally, the bill validator may
accept a pr8L|GntPe4 tLl“(I:(ﬁet 1vouc er, which may be accepted by the bill
validator 30 as an indicia of credit when a cashless ticketing systemis

used. At the staygt . e ter:playi i 15
i nformation usi ﬁlgrlgl ?ﬁgc%gE%?@Qg?@?ﬂ%ﬁg?kaegpa@gz(%?lognﬂ& Eg r%; @?@dggint
di spl ay 16. friédr dies higddyeinfearmiopr bed einc amltifle tib&utiphayBsr pisayite)gint bee gane

may be read froma card inserted into the card reader. During the gane, the
pl ayer vi ev@npdiBents o gpmingofcies rgcehls A aeyids ap By and aogpae 1giREcsng
prize infor | I a i 1 i sp en. 4
Pocated i n TRLEESTRY ap Bl Sl SR HEmdich JBr SheTRISAAY IR EuD

required t oinferkiee.arhne ¥ Econbinele eiesitAR of gihing e dict arludidethe WCAIGme ddputche
ganme. For exanple, a player may vary his or her wager on _a particul ar gane,
sel ect a pr#fies sfmplfencygn tor elirat powreladlare cpag Mstermafosnptien Bay hiaye tobe make
gane deci si gns ich af t t out ¢ ti a er
oy ke ¢ Mot T d (o8 bR’ SREn the BePRld BEHEbad o) hsRisyY

di splay 25scuedecidbatdd ofila HSAIE h6QNMBatOpdeIdes @8 EEL Wir GRampROkRSrethdd ay@r to
input information into the gam ng machine. In sonme enbodinments, the player

may be abl egamingcradune, gy ovieregegreelaony indegnatiganh syl eomgleg defosratignc 85 and
entertajpment._content services ysing the vigdeo display.screen 3 ned. one
rore i it G B T lel! BEF AHPKC Suirl® ol ofif Bt R R R et o808

di spl ay Vi sgi@htsastdurrisig chUde tremyteeok€ahe dohalati6R nfbEnARNCRIreedt By dahfing
pl ayer. These effects add to the excitenment of a gane, which makes a pl ayer
nore | i kel ympehiedand/puensitahosignaysbalibsedrty sspghserize thecrernstryetiangifst s80hds

that are prgjected by the speakers 10. 12 14 .V sual f S - Of
acei pt - 0B HGEM s RBTRE 0 Bt Gt lyBaQle o Foletmal b6l
| GT1P414X1VECPOGR 3 tDDBa gl déstRefth@s pioRilcl dngPCBthasiltavy arghibvhighfcimationt her
patterns displayed fromlights on the gam n% machine 2 or fromlights

B

behi nd the tsapidinegEGlslisphryedipr @ zaming gsivigde bpziriedpl et ed a game, the

pl ayer may receiye ga okens fromthe coin.tra 8 or. the ticket from
Phe printer 6. SAPERT Fabh et et oy niet GRIGT eiv PubbETl e
Further, thgeplofiyglindigde GRGRI Meertactd, GKadiRD sédl ihtefllecs "Ry enasdits 8pedific ganes
fromthe printer 18, I n one enbodi ment, as described above, the

gam ng machsubsyséems interodlpod axeerag yo sh gabing masheei ndicperipedoyicss nexdaveane.
The gani ng chine.or .device. may .inglu sope or, all. of the f.e res. of
convent i ona%gﬂgﬁ%qnbn FRECR Eegglr%rpglaévtﬁ%teg}effefhgr% To B i REPSerdy %%sg%ga%a%y

conpri s® anpgfictaptoideddy- gahpal-pamdse camputdATThekaintatcgmay iddhdd PIA
synbol gane, nunber gane or other ganme of chance susceptible to

repr esent at #&n BlA 43, Eibst OpoaiSerials opticathy conpler serial anterfagas cuprent lpopstydee

enbodi ment produces a random gut co based on .praohabil.it ata.at the tine

of or aft er SHRALERES G aagion: hatorge sty PREARRs hithafly fufarlie

ganes, SUChnﬁ&liMé,d@@iap@KﬁEesQ&fﬁnge cdmeticded bl salddackisganEs, favhiee ovkeao,
ta

vi deo bingo or any other sui le primary or base ganme may be inpl enent ed.
I n one enbouiukiphe periphbesd devagesre ermnyctgditeea sragleberial chamsel.game with one or

i agonat’ angi ea! B el SRR e bedned Ferubmit PR uibbapeRbicerim
gam ng machpiescoiRCihdees atiqh®as thOpSming industry. For example, IGT’s Netplex is a
proprictary communication protocol used for serial communication between gaming
devices. As another example, SAS is a communication protocol used to transmit
information, such as metering information, from a gaming machine to a remote device.

30  Often SAS is used in conjunction with a player tracking system.
IGT gaming machines may alternatively be treated as peripheral devices to a

casino communication controller and connected in a shared daisy chain fashion to a
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20 and preferably a plurality Bptepbgrept: G ngil 241 (43042031 PETUE201 LRJ084 §

ei ther el ecropeehanh )21 @6gn Wi th mechanical rotating reels or video form
with sinmulated reels and novenent thereof. In one enbodi nent, an

el ectromechani cal sl ot nmachine includes a plurality of adjacent, rotatable
reel s, whi chndiB¥ehS GRMEOC T 33th 9&%5,3&%%eﬁgh’é?éleﬁiemegrhr@?r&éﬁﬁl r Qfofied

di splay of any suitable type. In another "enbodinent, it the reéls are in
video 25 fdwvine ahilecsses. it @, ahe téréal dioapblyr devitee syusasmplesient benkthdbwe,

di splay the plurality of sinulated video reels, Each reel displays a
plurality ofSIERE @ detent uaigypsicwice addigssss iengral-pwpase compufqrisedal RogistEs s,
letters, b . i mages, which preferably correspond to a thene
associ at eda?{v(\ﬁtaﬁfettﬁtggg%%i ng machi ne. I n another enbodi nent, one or nore of
the reelss are i nskepeandephitéded siralitsuddtay inalsisreits an [IGTL fdrsing Mhadimeby |
each 30 independent or unisynbol reel generates and displays one synbol to
the pl ayer . MPHITHE %%i%ﬁ¥?5 tkpsherhin frgeradaornB BiRaapEng Fiashige spRIBeL { he
reels of t Lhar . spl.pning.i ci fei dLar ..

cont 1 gur at SR HolRl i aR PR BT sdspoSHE O Blind #B5° B0 Lo wigggr ooy
2011 (08. Odaddrichhl SCH ity iationS 8P4 sdrial the4hAXd\WaAt P00 ¢add plaQ8 Taede ciupayl i ne
or otherw se occur, in_a w nning tpattern, occur on the requisite nunber of
adj acent r edp funsHER WheR pewver i aff yauseeaf bsftcay paskyemdntpower-off opcgation,

al ternatj ve,enbodi nent ... rat her th etermnin ny_out cope t [ QVi to
Che pl afer WERISEUS bRl EomiaRle &S] Sl O By MRS SR BT nes
as 5 descriheet@bOMRe giMmgdasthi@ JaB clbichaindalitstivr ARS scy tyoublaaoEs d@upedVvi de
to the player based on the nunmbher of associated synbol s which are generated
in active syhboprowesres 8ffs cen Yihsofwaisi for readingnpiatis seeigdefsackis caedigeeli . e.
not on payl | assl.n I } Mals)| i Lons).
s nbORT i SRR shOARR AR i ERIAHGE ARRLTLT A QR0 0
reels, the g@wang nmachi ne provides the player one 10 award for that
occurrence of the generated w nning synbol conbination. For_ exanple, if one
wi nni nglsynbol  cbivsicd aRGmentyidsvigendidaerdmstid mefropSerEces pedrafarAbhg NERIEET ne
will provid j r .. blaver f - Wi nal 0,

corbi hat 1 ont 151 Siip@ BRihint SaioP | Res B o Bhst AP MRS RH AR et sy
that w nni ng: swprddodn fesTHECIRS eMory blibsstiemb, dsudl aappdseGtarigdddvias. braause a
gam ng machi ne with wagering on ways to win 15 provides the player aqne
award for ameémapi eleyicenirandnecentetlling \fiveHitiy a&s fgiralbomssigngd da BRfd cBaldani ng
ML tll%oi?ﬁ%!n‘fi&le%f Y F&JeOXﬁod Qath hs‘?orgg%ﬁ Ghe %éﬁor&h&%ic%%h%? nfeBfory M€
sane occurrence of a single wnnhi'ng symbol conbination (i.e., 1f a

plural ity odevRayisiingslcdaiahhpassirighnadighe. t The sodeeand dutA B@relyiithése devices
conbination), it is possible to provide a player at a ways to w.n gam ng
machi ne nor @aygidudeuiiicpti¢asion AHeosiuns Arndom paBber gsperpigns AUBANECAIPREEYS: onal
sl ot gam ng in it h l i pes [N e i t he. -al
nunber of w%@r/gg&?l & S}rll‘glnlg é(e'g% Ser % neT etﬂ}l %Ft?fgﬁrﬁg?engﬁ@gde%ﬁé?uﬁn%r@r&g%cte%%ﬁ%l S
generated i prodidel gaenify TO@IIatBBS hith@itsesON réotf triistdd aRBbrithywithia therddaiputihg
synbol s generated in active synbol positions on a second reel by the nunber
of synbol s ¢uirenmeaidof the gemingemadhibothapeas b baekeding verifiediay aaginglndlyy on
for 25 ch reel of th m.ng__nachi i1ih S o, ted
in an aéés'?i vrél%ﬁ) r?b%ﬁco}ﬁl glls Lond For Vg‘xﬁﬁg\}@e@ﬁ rﬁezg&&eﬁp%ﬁa%%gdhﬁ%ﬁ% wth

three symbohhgciignesmp@er add AsifickBord phelsefas iMdntit§ deviceasitefte a bepakdigles 27
ways to win (i.e., 3 synbols on the first reel x 3 synbols on the second

reel x 3 sythbdinsrtgryerifieationidedice e@nge, tha tiustgd mpesedry daviceip vesidiad ae awihenio hr ee

synbol s generated,in _active al sitions on each el .30 includes 81
vays o wi nitd baged b ofTiRokRa YRR R Pier RS Ty deiGh FORPHLAE R
reel x 3 syfo@hmitimhénd RichsblEER) veXifﬁtl}%}éﬁﬂ@hﬁcigfbﬂaﬂaitﬁ)ﬁhlfdoﬁe alita it f i ve
reel gam ng machine with three synbols generated in active synbol positions
on each3(} eemay hellagdted in the gaming computer assembly, such as code and data stored on hard

disk drives. A few details related to trusted memory devices that may be used in the

present invention are described in U.S. patent no. 6,685,567 from U.S. patent
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Date of receipt: 08 April 2011008 rexirsPBApribtdt! (1856 INAPLIEY32011/030894
IGT1P414X1\Q@§P}QQ¢1],§%/%§23¥$§R ways to win (i.e., 3 synbols on the first reel
e

x 3 synbols on t second reel x 3 synbols on the third reel x 3 synbols on
the fourth reel x 3 synbols on the fifth reel). It should be appreciated

t hat nodifyj S IR Ky Rg: dnhe
nunber of rdg@ﬁg&tfgﬁ %W%%s%%gﬁg@%%}%g?tsy? @ylnggqémggng%%lv{eﬁﬁg%ﬁ%e
5synbol poswhich isinéypenedderdibireitodntirdte ané &rall pugshiséd. es t he nunber of ways
to wn. I n anot her enbodi nent, the gam ng machi ne may enabl e a pl ayer
to wager on and Ph0Re £t MPEY SMPPABIHINtS o ?qaé‘né. PerHop @l Eifc HUsiRB oIEWERt , t he

syl pos 405 £, B SFIR ) bl STRRSHARIL o RESBRDOLe
b par £ oot e e e e L e bt ot e baced on
theppl ayer ' and{gggether anqraery saurerst whishi gt able tohde eondigaregn cBfichupmer of
default sy Ltrons . si ngl it of the mddle
Cow of |t he MlenRORL E S SRRy il DS BATBRRESMEREN O 1 10 T

be part of one okcdedifg & a bfRifieiE]érebtion, Whics atiiiged Giifogadicagsontes e
enabl es a player to wager on one, nore or each of 15 the reels and the

processor ofommenigaionYithadEnaE deyess vihe netmerks thefrematfedavicconay saploytd
determpe the..active synbol positjion d t nunher .o sihle ways to
w0 SRR SR oD b nBRE o freotRE! RlopRaial ey ek ot e

at any of tdeniphaciheveausydrbiaforpRsbi | @isce ahd (B AMbts ydevides nggnexalagge at
any inactive symbol positions may be displayed to the player but suitably
shaded or onfsmatierusias peind ralyaRoIaRPtPY Kcys to verify gaclhatcepisisalifienin
wherein a playel MAGerSeqn P, Dottt ?nv%ﬁggé S8 BBV eFic IR Fth%ftrw&}
credit nmay activate cach of the P{Rree sy ol positions on a tifrst reel,

wher ei N oneinfigfmatibl s@redBhy POt irMethodatdihy 2¢re dnowlcda€ proofs thhatheati@itni ng
four reels. In this exanple, as described above, the gam ng nmachi ne

provi deld t hrachphibsir respeetevoidgditicss 25 win (i.e., 3 synbols on the first
reel x 1 synbol t.hedseconfi reql *@(d]in %(rﬁng)t%n on ”‘]?zetahi rrdturst(a)tralme %S%}/nbol
on the fourth reel®™X™ esvﬁﬁggonélﬁ FRETP reerP?}fUtlln anBther exarrﬁ)l e, a
pl ayer's wagdct Qind NproGent It@ebérsngTeBor dabthivadl erue@a hinffrmhtién stored s N adted
positions on a first reel, each of the three synmbol positions on a second
reel and eamhmefy daveccthgyeke emptid P@SEVeRbHS MaTHS In ﬁdfﬁ)lﬂom,éb@ trijfied BicHoph e

def aul | i tion is,30acti h | 4L e
o 30t sy PSSy SORGH YELSE, SR EIRIEL ORI B, O R

In this exa , above, rachi ne prov pl ayer
t went y-xeveguphyio tie Memofy device 13 dsibbainpeinny Wik thdat@osf dévieeindtprodde Apri |

2011 (08.04.2011) PCT/US2011/030894 | GI1P414X1W0 P001231-008 first reel x 3
symbol s on tome sseshal the fampesingy b oFts ariherhexapiple, dthe aeemery 1deyigep¥eringh t he
fourth reel tI’l)l(Ste]d 1Sn¥(§]rpn%ltior? I?nitgfl]tebef héstigrheﬁ % ld)efect tampering attempts and clear or erase
itself when an attempt at tampering has been detected.
Additional details relating to trusted memory devices/sources are described in
25  US Patent Application Serial No. 11/078,966, entitled “Secured Virtual Network in a
Gaming Environment”, naming Nguyen et al. as inventors, filed on March 10, 2005,
herein incorporated in its entirety and for all purposes.
Mass storage devices used in a general purpose computer typically enable code
and data to be read from and written to the mass storage device. In a gaming machine
30  environment, modification of the gaming code stored on a mass storage device is

strictly controlled and would only be enabled under specific maintenance type events

with electronic and physical enablers required. Though this level of security could be
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I n one enbodi ment, to deterni nBatﬁﬁve%ﬁHﬁ‘r%(’ﬁT"f%uﬁqsé’éiz@é)'E%T/Pﬁ%?lws‘ﬁ based
on the genqhqgﬁq4}§)¢vr@pdo§z3ltob§ gam ng nmachine individually determnes if a
symbol 5 generated in an active synbol position on a first reel forms part
of a wi nning synbol conbination with or is otherwise suitably related to a
synmbol gen [ [ S n r I i S
enbodi nent elgrta{ﬁgg% t{}; %gft@n%%hﬁﬁg %@? i ?@2 tglgcthﬂagéﬁcrlﬁgéf:qﬁ%ﬁb% B¢ vg/r%l\/fgﬁé form
part of a vpraferabdy Si¢hdde haciwedie fatl mass(storege deaplotqaion coéultrgltlaiteﬂem;es‘raol S)
as a string of related synhols. For exanple, if active synbal $os|t|ons

i ncl ude a f‘th§tTC‘éh|§r"?13ﬁ°§9?fb§9F afERRLs 49 étfl’difﬁ d@ﬁé’“ttbﬁn%aé%\ﬁte\‘agﬁdFYiF%tm wdl and
a second Cﬂg nr%tﬁs%ﬂﬁlo%ofﬂ%}gr&tdeﬁarh& eh&r&i’h rg%@%r%ui’d‘ zﬁ?q{?@ﬂpéa‘%ﬁh pd he
gam ng nac assifies hetwocerr sasas ren rel at ed

symbol s sbecauseptédheithva bbeioper 2juchohis afndrphyplaﬁlt erableds Béingiprgemsty nbDotails
conbi nation. After determning if any strings of related synbols are forned
bet ween t heusinga giashePrge deyipe that may breéépd 2y the aresgpBTeation afedesediednd

reel, the f t

i acent o8 SRnEGL 0%, SRR PuRER s bRt Rl T RSl L R R
synbol s. | nfot bil pupdbedi ment, for a f| rst of the classifi ed strl ngs of

rel ated synbols, the I;ian‘i ng machine determnes if any of the synbols
gener at ed by t heGRmet #Xj acent reel formpart of a wi nning synbol

conbi n on or t herw se, r edto he.s of t t. string
of rel ided synballi%tumlufgf %’e ex%rlane O%J Pa{;i rﬁe“deih Ea éT'bwltsﬁasttoap 1%5%0%*‘%‘“5

gener at ed omaétige Deetoradl aﬁ;eﬂs a heleelt dr&aslh&hﬁiu@ﬁl tHeCpatyh&nS(yrr‘dw{ sccoptot D& of i r st
string of related synbols, that s i s subsequently added . to the first
string of r@llata@dat@yﬁﬁoﬁédltlpmllmé%bl”evalldfatqrn@abf #Gegpt & PNtSd tisket equghery

symbol s 15 tHe n%rl negac(gali)teg % ed bﬁ'l alltd%to%/igt?ig 33 11%1?1aaotf ?Acﬁtt\ggencyggﬁﬁeb% gnbol

i's gener at e\éf row O ree

adds the r eﬂlékteﬁdg Sfred Vs Spahat thgener Gittael g@fﬂe tthe ptabemday aeér ﬁl@ylﬁ@ €acking
previ ously classified string of cherry synb he ot her hand, if

t he gamng inberFiaHen getngr the faxd rader b @9&%13@ aén@dat*@dﬂfarﬁscpwedﬁ@w 16.
adj acent reﬁ'n}% otﬁé%' %Bﬁ%réﬁre‘h O%Xfiféoglragergl@h@]thfetgél & agfﬂe'}g?oofr @QJ akgd Sl s

synbol s, the iPhe “IFark

as corrpl et emb&a:rd ﬁ@ahaaah @ecadef. Dutiglthd gdm&ithd plgyfvieve @inedinfymands u$1ﬁgt he
string of rel ated cherrg Sénbols and none of the synbols of the thi rd r eel
are rel at edtheoidesedisplay B¢- Qihepspre ¢nd e prisymyinn pay plsp degiisplgved iptthe og

April 2011 ‘gggo %f’ﬁ?%&kefrgr{&g%@?’}l{h%ﬁe%‘ | GT1P414X1WD P001231- 008

classified Strin gam ng machi ne marks or flags the

string -f cherr YDﬁMﬂ@ﬂ{eSccﬁﬁbeC@ﬁT@|gQﬁie a player mAtRS reqirrdiefo Adrd BGuabeelboat ed
.synbol to the first string of related synbols or markl@dg the first string

of related é@ﬁmsSwayh@éﬁ%q '8¢ QutcpHe of S BN IEERFHEMIF GO BPS MY V3T HESET | bed
above for e&%h (t”{‘lg % | glglapéz{}?ed%l@lg{saf gﬁz%qrmsz% bﬁr@%ﬁg{o rr( sl,e?etc?eq fﬁééﬁr??)&lg% whi ch

were previ ous|y y 19ss romre on t and
second reel srver, or make game decisions which affect the outcome of a partlcular game. The

player may make these choices using the player-input switches 32, the video display

25  screen 34 or using some other device which enables a player to input information into

the gaming machine. In some embodiments, the player may be able to access various

game services such as concierge services and entertainment content services using the
video display screen 34 and one more input devices.

During certain game events, the gaming machine 2 may display visual and

30 auditory effects that can be perceived by the player. These effects add to the excitement

of a game, which makes a player more likely to continue playing. Auditory effects

include various sounds that are projected by the speakers 10, 12, 14. Visual effects
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After analyzing each of the rePEaferin:5iAPgE 201 39F-Z0IAHPCHEAN L0308 e

gam ng machi;Rep 48t &Fdbdes.ob®r each remai ni ng pending or inconplete string
of related 'sGango sl, %" an; 0of the synbols fromthe next adjacent reel, if
any, should be added to 10 any of the previously classified strings of
related syn Wi Se RR&E Jalal F i ' 1889NESh thel ated
synbol s i sn;gglhgﬁt et gﬂlo Fﬁfé’r gé%tﬁggzlgmme(?e&g%} %aégmshgg elg}zegofréilylﬁ%gsl glflt oee

anal yze. | ngdntihg readhadh Peort fromhHglets theaing theebally piasse 4@dpdieenie pigks had
synbol s to anal yze, the gam ng machi ne, mar ks eich ﬁf t he remai ni ng pendi ng
strings of GoERigted as3AMaltae RIEYRIORAY E3GsTVe1ZaMpratokenic Moy the rainstray %@éﬂé‘ﬁe -

ctrings of VarkdoRhERinErTE. ity e e BT AP AIEE AR MR EER RS 11

pl ayer any mweiee tBs paseatRd rédeive £acket@0 fohEowl) Mpdreia@disst ¢ gigisesffors ROl S.
It should be appreciated that the player is provided one award, if any, for
each stringPdfterld. at ed synbol s generated in active synbol positions (i.e.,
as opposed to being b .0n |4 | d._h ed
hrough each of Prdeoiiiftyr % MERRABRY A Binidihd il Gl MGBARECL)
I n one enbogiyn&iitableawb@sgOprifmhatyn8t Ya@ag@ndEYhdd gardingokachigame dehe ahay t he
gam ng nmachi ne enabl es the player to play a conventional gane of video draw
poker and ilﬁplﬂlﬁwswye@é&l@fftl?«:/éeaeae&j@f eanventipnel gEMMEIRICRIngS of dayicereckhof
cards o i e AR de SRy BerRebtc i el e oBAT ofo i o o
are random $ﬁli@%ts§dlbf)l’ QAR HugdRet eramanef dhebeimefofCalidge dukcdphiblepkayer

wi shes to draw, the player selects the cards to hold via one or nore input
devi ce, sucl§pesenirtiisisinng elertzeniel on slagtromeehsnicabforyy, yvhiele in epg Bmbedisnt The
player then, Bresses.iNg, 6abmRUbian AR, ARt Rdor FopaRLdRtpands are
30 renoved ?roﬁ??héa I'sp d& %n% %hénb@h?%b ﬁﬁcggné d%a é’?ﬁe F p(gbenent

fcar ds fr gmhémﬁ vxfagﬁiai TFhﬂQIS,C@ilfﬁﬁeﬁlit printiey dagkringl Birficd; 86¢H &S video gokémgdmes,

i ve-car and. The gam ng nmachi ne conpares the final five-card hand to a
payout tabl edomblepkiaek pamess vidsakene vifen binpatos apy othet spifble pramagyrqrbasy 11
(08.04.2011) PCT/ US2011/ 030894 | GT1P414X1W0) P001231- 008 poker hand ranki ngs
to determn m?%%?tf%ﬁ?ﬁﬁm’gﬁ‘s. The gam ng machi ne provides the player with
an award based om énhenribddigichaachadddr phenaey gathé sndyhie: plsky gameageh ede or
I n anot her enbodi nent, the base or prinmary gane may be a nulti-hand version
of video powerc payhnghi Shepudiiesery, bethnsizgatal. nigrtieak imelad siggonelnanglediper  at
et o SRR RN BH DFTBRLIAL ot s SREAR Ak B 3,
of cardm Thel ptRydly £pRedrs of RelscaicH s tHred @l five rocls, ipklth@reyechramdchahival hel d
cards in the primary hand are also held in the other hands of cards. The
remai ni ng nioamiithy meghandcah retatingrisebdrividan foge vinsimulatedroglsend apevement each
hand repl acgnen ards are.random eal t into, th 10, han i .

'epl acerent sgpgsﬁ;i;% ?%nogc{ézr& esﬁfg?nﬁe SR ﬁjﬁl&e ‘@%@ﬁ%ﬁ‘ﬁf?i?ﬁ d
repl acement adjadeqs alB@GBelslaiich nay Uisd @omypined peérebily. coupi: {thr aman
ranki ngs are then determ ned hand by hand and awards are provided to the
pl ayer . electaniodisplayrbbamneniebledypsada agether ¢rbedimgetni thejcekiearg incedee gane

wher el n, 4 heg ga 00, mBCN] e GBLAY SecR] 1 ALIKPToSR) BSHANFe bR 3rO"
simulated video reels. Each reel displays a plurality of indicia or symbols, such as
bells, hearts, fruits, numbers, letters, bars or other images, which preferably correspond
to a theme associated with the gaming machine. In another embodiment, one or more
of the reels are independent reels or unisymbol reels. In this embodiment, each
30 independent or unisymbol reel generates and displays one symbol to the player. In one

embodiment, the gaming machine awards prizes after the reels of the primary game stop

spinning if specified types and/or configurations of indicia or symbols occur on an
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15 the display devices. In thi DaEsbrsaiinfetfArrl AU168A12P1RETUSYILP3IBE st one
or a plural férXPHﬁXf\V@/P&ﬁEﬁ%Bﬁbl e indicia or nunbers via an input device
such as the touch screen. The gam ng machi ne then displays a series of
drawn nunbers to determ ne an anmobunt of matches, if any, between the

pl ayer's se : NG Lne’

Dl ayer i prou dcye DR raRg oL UR @R R TRE o BTIR LU bl E6r
based on t hgijasvatirtlsahddebesufimescanst gdyesrangement. | N one enbodi ment, in
addition to winning credits or. other awards in a base or primary gane, as
descri bed above, Int Healigamdtivg avhadimentngaghes than datgraipingypay utcrBrcHpIBRYidai t y

to wn credjts i : 0, Q d . d.
The bonus o%’Qgé@ﬁggﬁ§p%%#§hg§§%l%@ﬁ%%%gp éﬁ%?opéag§¥%%3§§8%$ﬁEéxgégggyout
i n addi t§ onde3ribed dHoethe Z8mig Madtl detérimiAgyanyWut @nited Jj’rbﬁ'm: tdthelprger or
primary ganme. |In general, a bonus or secondary ganme produces a

si gni fi cant basethiaghthe nhwmldr off agspeigied sebiolsewbivh arhagenclatedbimsectye Hmbeohr y
ganme because j} Sr%%%dgs aﬁgheagqrf%ﬁﬁgc%%tﬁoajpﬁmxﬁgngqg~gh&pthﬁDb se or
primary gamB”And %8 BeCIFERM BT W VR HOFE TEYt Haetove” By URuBTRI"er 3t ET es
than the bagg @5plRfddmhiingaimboll ddnthitatRADO dh MR EmbbdithcRQ MBwWRTNIRLSAHIAT Y
gane may 30 be any type of suitable gane, either simlar to or conpletely
di fferent feURpinHEOEsEenSratgsk Prhy T‘{fiﬂméhe smaing wachine rqyidesgbe Ahwver opg11

(08.04.2011) PCT/ US2011/030894. ] GTl P414X| WO. P001231-008. .. | n._one
Snbodi nihi YA TPT PaLE SRS Bt M ERbreraRatien 5 Bl e
out cone in {ffmeRFihiMp ¥yiBBOEcHRibidatDalib igbhbrated ah HRNGEREE pafniN@acHindBile
indicia on a display device in the primary ganme, such as the nunber seven
appearing oprovisiced smglearart todbt Plalenier @Wapayiiing symbelneonpinghpny(igl, diot gane.

I n ot her enpodinents,. t 5 tri.ggering ent .or qual i.fyin ondition Jray be
by oxceed: ngoat SBeatinesdiu. el AEE HEeT MO e at YR o] ROl e r
of credits, Itasﬂauatbeta};pltebm&i,tharbercme hi daghifg §REEInE meth \m%fﬂag offw43Ritd ixsn
earned during ganme play. I n anot her enbodi nent, the gam ng machine
processbr oprovelepthe Haxr opapdeidi for ppigledssurranse pf aperninggyrphol gpmoingliays of

one or nore_secondar nes. .l n ope such 10. odinment. the gamn chi ne
does ot _pr B Be g mige i baSlEorbRi TREPaET bore igh SRS PRE{ER ol ay
a secondar yther safRnNeugan®. off B sills wedifgispmbbl céthisihhdod (1@ ,fira plubonysfganme
is not triggered by an event in or based specifically on any of the plays
of any prinpayingasech msatthioygh theesapemmwieningernhel ermbinatingl.yit deiapssitie 40

player to play.a secondary game w thout any.explanation or .alternatively

Wi th si mpl e BYjSR A RYSRE Yyl TE il eetine IR Hark Wsid vn & SRS (o
renot e NPst het@ dlablid @S RadHign@klot PimMgIREANMAWIh §3Beat | east partially
based on a gane triggered or synbol triggered event, such as at |east
partially based bnonpecrpbadyment, dheriothrmpngereof ways to| wirpne dstasménodey, t he
gam ng machine. incl udes regramwhich wil.l automatical l.y begin bonus
Pound af t or MRS Tyt d R BURE BetetpiEt g il Sibel Payos By Jélg
condi ti on i By teenuddse oP EyridbdSRENErAedEr adtive BRAbOIGIosRIBAS Bh ARBEondatEley e

pl ayer has qualified for a bonus ganme, the player may subsequently enhance
hi s/ her bonmembemd symbplscieparaiedrint defive grmeemosiigas oplaajird neel ad lsasa foF
primary,gamnme.  Thys, for each bhonus.gualifying eyent, such as a.bon

Symbol , 21 hati<fTect i drcsne tegRine Jith 4 nsy oritpapost eps Rl g ahatizgrme)

poi nts or CB&G‘ﬂiérﬁ B exien A€ CHtdé 2B oAhing MachiROMHE thres @{fﬁlbm%@ﬁ@a@admt 0
accrue the bonus wagering credits or entries toward eventual participation
in a bonus geive.syihel pesiwnserrceachfreghuintiugée?s wabs bomus (iguad isypbelg caviéat s i n

th i |t i it i ti al inth
nunber of BORLEShags TR e 8dhe SCod Rk 3 Bl S barArel | A Sy may
redeem extr g, RRBUSaHRRSK it thres SthbSls Geierated i 8ctRRRYMbEPHBifichs Dl GBK rédl ay

30  includes 81 ways to win (i.e., 3 symbols on the first reel x 3 symbols on the second reel

x 3 symbols on the third reel x 3 symbols on the fourth reel). A five reel gaming

machine with three symbols generated in active symbol positions on each reel includes
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30 of the bonus gane. | NP RSB AN 2013 P8I 2041 RCT/USINLO308Y o by
infor ab ARV AE&RY npl oyed. That is, a player nmay not purchase an
entry int oolgﬁﬁpgnus g(gﬁ zﬁg)?ﬁer they Date of receipt: 08 April 2011
(08.04. 2011) PCT/ US2011/ 030894 | GTI P414XIV\D’P001231 008 nust win or earn

entry thro ] ri

primary gaurr%ﬁ ‘Plﬁ)ﬁ%notw @Sé%b%ﬁ?d' ‘{gyfl cat’l %Mﬁ&gé 8'% “péb%ﬁﬁ‘g‘j (r)%eh? 3
secondary ggmabolssoritheahipd rhad i)litxlilmltghn ehesfouph eccl Ry syniboldyn tHeefifh saebr, for
exanple, if the player has been unsuccessful at &allfyl ng through ot her

speci fi ed a]étshwltil@sapnrwlﬁ%ﬁh*?érm%dléﬁ%&ien’é@m ert plegqpicerjadd syrials pykathar
separate si d on t.h a t t t he
primary garre ?‘Wag% l]e q‘umt?er Opfer?gs Osrgnc}(gara% ar umbef% ?Syn%%% gﬁ)e rreorgglﬁtac ??1
secondarsy ggifibol poGEGTsIbYDNE e ﬂtor@uﬁmewy&ncﬂﬂ%stm@n@hv@ﬂmw to( Win.
designated primary gane wager anount) nust have been placed to trigger the
secondary game. nCmatichgmbpdinesnt.hengamans machine may |cQRIRE a THaYeR dNavagCToPdC k

For i mpl ereittidhg: iAG-EroRBPEPLHSn TaRRESBR IEGRACHE JRbE o

Figure 15, érhﬁw%@]ﬁor’lﬁﬂhf:‘s b HAH] [ThaSHS b MhelHIaferf Ol agdi OF ir€hl nQa@MEkd
software |icensing and downl oads are descri bed functionally. The descri bed

functions 1®emrﬁ9db@f ﬁhn§mhoh msetwnsmf Hh&td@@lr\@ll b qtivated aad@ﬁ@r okWictagiye and
execut e ita e devi ce. t he s 1500, ther

i nst anc‘g)s osfynfbr? Py uﬁctfe%aﬁt OTRERT 5 F?’: oY SRl Pé’f/lel ﬁ‘[l?’gfhfr%é%s 1511.
Nevert hel esgased Bn ﬁie@bl!iy%r L Svagefllafte@NEnbtztiane®, thén @a&kgﬁawathwar bsdabwn
The functions of the conponents may be conbi ned. For exanp a sin

devi ce may ©yorhet PQbetlQI‘rfieSlgémé arsmgjﬁ $ymbel pagaon sfithe ariddle mew @@ éhezeelt wugb%d
memory devi CFf‘ § a7 d e C(?e%a %OT\P%%S%(E; wﬂg grm% oge 151$ apedoft B Ways to

Vil
functions ndy i“ACorporat e i ou Phe” RashI’ees “gani ng

systens, dewirC €Fhis it dfa%“ahﬂhgl uRshide eaibloesl ptm@éxetbrwager on ond@ofadH dagh 8y St em
1500 may receive in romdifferent groups/entities and output various

servi cel andit aecls arfdotharpracgssor of theesming wapinensds therumipyof seaengt on redire 25

pl ayers 1525 I’In’ﬁl’l h or. |nd| La of cre to th syst

ks oare <21 BB i shos byriad beStiephabd I Rim oL possilt b KR ST

ent ert ai NMeflterhdliveXMEIgBedtdr (IHNQ kyhbHIYtade dFpIEEed Qfst YRERtHO B @@} opripyi ders
provi de gane software for the systemand nmay receive conpensation for the

cont ent theylagr\@vﬁmbcﬂaBMmﬁ lor c@hsAnygsyaghae rasnergtedi @thaln)hen@arﬁ: nymPeE hi ne
operators. rator sel.ect

et e buti orerS PRt AABIGA N Derudr b B sndbertiy v Bhienisd e

. system;ﬂ(ﬁoomaét%ei ve revenue for the use of their software and conpensat e
the gam ng machi ne operators. The gam ng regul ators 1530 may provide rules
and regul ati ons Inhene empadimght wherginpd player wpgers oAE qrOBoE4coln14 player’s

PCT/ US2011/ 03goe§90% one credit may activate each of the three symbol positions on a first reel,

wherein one default symbol position is activated on each of the remaining four reels. In
this example, as described above, the gaming machine provides the player three ways to
25  win (i.e., 3 symbols on the first reel x 1 symbol on the second reel x 1 symbol on the
third reel x 1 symbol on the fourth reel x 1 symbol on the fifth reel). In another
example, a player’s wager of nine credits may activate each of the three symbol
positions on a first reel, each of the three symbol positions on a second reel and each of
the three symbol positions on a t\hird reel wherein one default symbol position is
30 activated on each of the remaining two reels. In this example, as described above, the

gaming machine provides the player twenty-seven ways to win (i.e., 3 symbols on the
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| GT1P414X1W0 P001231- 008 nust Bate ghistaisdSiAprit A1 80 A4 DS/ ER0AHEPORY

receive re ‘9 inpformation confirmng that rules are being
obeyed. H%&E%ﬁ@pﬁve&?@?f%v%%ng par agr aphs, details of each conponent and

sone of the interactions between the conponents are described with respect

to Fi f ' :
o Figure 1o ;EQP%%%B?[S ?)g tﬁét’\%ercgréa nﬂte%ggggﬁggfs o%ﬁg%thgﬁ%eggess ! ol %Bitheg

connected to a nu no es tha rovi censin

servi ces t ofouRk réet RAtEBahbmthedtiti eely. For exanple, in other enbodi nents,
the license host 1501 may. 1) receive token requests for tokens used to
activate soft warle WRSEPOEENGY todatepainstany gwmdy tadvavidssto thy plaxerdasgkehs t o

the renpte ganmn evice 3), track token usage.and 4 rant anhd/ or .renew
tortnare: 1oF Ml biRBals P ne EARfel RAERRY SRESIAAN Uil 06 sGmbbE D

The token usagftdiBy d€adtivedyinBolupdsitidnyoPaFRst reélCRARS Part HEReNBSingSyyaiboRS a
pay- per-use schene. ~I'n anot her enbodi nent, a gane usage-tracking
host 1515 neghinaitie wite ongagthcovisgansatip relolad do arsyanbol gerdratey ibRndelivees in

communi cation.with.t.he host. The ga usage-tracki,ng host 1515 he in
ot ot | St PR OF pn iatepon e et kRt gt TtaREnoe.
From t he gageh phif BRHbSs, a0 cl) BshNghrBCHviidSng §yiebol 3BMbIASAGE (il @akl pgr host

1515 may recei ve updates of an anount that each gane avail able for play on
t he devi cesothepbaterb sympola) asl aasidng of aeteigdt symvals. h&er ssanpia iferwsiyc pombghme.

This information ma e ored in a,database, and used for.billing according
Lo et nisho Bik@Rs gBtfufthe T ey o ReehORRREn B s B rettr £ e i e
sof t war e hogtord QRerfRY%yRbOV blRrdadEn SAE hoabM ASWEfoREEcond U], afic daWih@ads
of game software or gane firnware, to various devious in the gane system

1500. For exasipheclagiies thadweathewm spmbelsgerfesting of hielatgd ppmbelsriwrcause dhe abl e

on the ganqmpl inte g@ge 15%§0f§hen%?q§ OLtyﬁﬁmeQSt 1502 may downl oad
software to é’e [0 R A PR ga‘lﬁﬁﬁ1 & THER ‘érB gyédl'on the gane pl ay

interface. Furthgfer Ho@rgidig ASanSolthney 8f hagded LoRdolteyre owNbD BEwREN tBa e
content to a plurality of gam ng nmachines via a reguest froma gam ng

machi nel Jopesymbets on the firgtrreghande isogdimhahs ontthe s ook tthemgemingsmadlgoe nay

lso b ft. fi i on- ing h 513.. The, f ' f
the gare. somrEechiry el Py SioR iRk RRE el R ke peafigdogp 8 ©
sof twar e COftifgiict dtomnss Nelagld fHANeri| BQ entdfrh&if Rk iaGTiSt dfthe laRdiBedl i ty

of devices in comunication with the host (e.g., denoni nations, nunber of
payl i nes, psyngbbesclaigdxyymbelshehe gamibeg gidckinefdetergamas ¥ ofywalr éichagebadnd a

game softvvaree g rafli?g ratigg .hé)s% éf";l?t ma% bg usled Withb(t)lhce0 resent a[r)éate of
receipt: 082 A5 0B YA°Db i) TBEP s Ind o8 S _

| GT1PA IAX1 WAL ke D RBthie N AIBLISOSY BE Firsleshigd BLeklited SEnBsndilNthe ammingat ent
no. 6, 645,077, by Rowe, entitled, "Gam ng Term nal Data ReEOSI tory and

| nf or mat i onmgylenedetermiingsediaDe synbelrgendratedo@othe wiakcadjdcent reebispeletadad ther ei n
inits enti gy%%lsagp thfe ?irrstasltrlmgp SF r%f%%e%ss'ymbols, that symbol is subsequently added to the
first string of related symbols. For example, if the first string of related symbols is the
string of related cherry symbols and a related cherry symbol is generated in the middle
25  row of the third reel, the gaming machine adds the related cherry symbol generated on
the third reel to the previously classified string of cherry symbols.

On the other hand, if the gaming machine determines that no symbols generated
on the next adjacent reel are related to the symbols of the first string of related symbols,
the gaming machine marks or flags such string of related symbols as complete. For

30  example, if the first string of related symbols is the string of related cherry symbols and
none of the symbols of the third reel are related to the cherry symbols of the previously
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A game play host device 1503 nBitepreceingd$rAnsib21e (08 0 AHALRCHUBYIHO P ral ity

of 5 renotg glﬂ4?1}{l%v6mgz3g%8§rat es ganes of chance that are displayed on a
plurality o? renote gane play interfaces 1511. For exanple, the gane play

host device 1503 may be a server that provides central determ nation for a

bi ngo gane I it C . LNt er S
1517, e 2t il BAREPE el . ohe B ERPREGHRE PR AN BELEHPGP . s
of chance, @&iabspabslkaé caapes. or video card ganmes, for 10 display on a
remote client. Agarre pl ayer using the renote client nmay be able to sel ect

from a nunber ofAfiemeither pddingra redated isymbolote theelirsy plaing diyrelated Hvdoldey ce

1503. The gane. pl host. devi ce 150 receive,gane.sof t war e mnagement
servi ces. SOERITY BERNGITEG! o SauRTors fEE B AR e
sof t war & hagkcrifRidZabang foresach &F The/ RndidiiRg TRkiIBd Strinks 8N SN SHRHYHIS Bhictpuch
as the granting or renewi ng of software 15licenses for software executed on

t he devi ce WSOPrevigusin Qlifﬁéif%émlé formed iz rdafed $30hols on the firptrand geeandupels.

enbodi ments, the,gane play interfaces or.other i n evices in the gam ng
cyatem 1500 may DESGHBEE: bt BE Forplait dfe SRt oL SVRRER S dating
phones, smaphche@l Uerthll,etorPlach ARthiiRR fendihgeoP MdoatiGe daMAE T FBRded
support wireless communi cati ons and thus,” may be referred to as wrel ess

nmobi | e devi syewolsTifeanyeafiibe kyrabolk Arodweheencat edincant resl.af asy. showld Uscaaddadib? ed to
support, comuni.cati ons bet wee ireles bj | e devices and ot her gam.pg
dovr ceslf n BRI BGRuRY R BelSERe0a Rt SEHET T0r Bee g B g 0HEes
may be usecdeiin@r PAAYsti9dBSrefte CHMUAs is completd BEHHIAMAB GoSHSre @A) at &R QedtBYf USE a
nunber of trusted information sources. Trusted information sources 1504 may

be devi ces,sysbols wsamdyzgerly, thishemboslimentdevies: thefeoaneand meraigdidcany reels of

aut henti cate/ activate other pieces af. infarmation. CRC values psed to ,
aut hent i cat%’"g’é’ist'\?/a‘?’él!yzfz’i tﬁ%ﬁgglqg&?&%@%% St??dér?gfﬁ}feerem?émﬁ%ge% N3 PR e or
product actmafaic@nyrBEIR%s YsMPIctd activate to software are exanples of
trusted information that m ght be provided froma trusted information

sour ce I0504. Tr uBthed caclf of thet stungssoluretated mppbdle immadiedrepmidstc.cde gouhg as an
EPROM that includes trusted.informti.on used 30 _aut henti cat t he

i or et | orM R SR Lo Of e CUTER R 67 FRERS Y 4% RRRJORIA E-4eF P e
encryption keyidefthd pldyeshROawwRaRsNcRRMI ieh ERATS R deaffetedstAn dfFhdols.
key-public key encryption schene to authenticate information from anot her
gam ng devi it shouldhe epptcinted ¢hastthe plgyorps provald bng @&agl i@y for each string of

PCT/ US2011/ 030894 |.GT1P414X1W0D P001231-008 .. . VWen a trusted .information
sour o 1504 IS R BACW SO Bl BeoRos L Ta iR he
remot e gevi K&y Whdy ?{%h@él tiat WO 18 | Rk | faBsed RSB t QicN &Sfi thy syl Slepdldtty  of
the trusted information source. For exanple, the trusted infornmation source

and t he renpymbolicniacavesyyntokpbsings).i nf or mati on using public and private

ti 5k t i f h.other's identities. Gani dev]
Storing trusted M FRRIAHETH BRECRTITIEY 2 aB ke POk Bl FotidbEct

and prevent  d-@ApPeRdcfhe dn@bles ﬂ?etﬁiﬁfe%togﬂéysﬁ e6nvenfiShdrphinebrSi@Ldralvpdker
trusted nenbry device may be encrypted to prevent its msuse. In addition,

t he trust edandemitrallyddealiscBveragrdpallsiecunpdram i vidtual Henkkeldfifipdwo B derkr , one
or nore,sensors may. be 10 coupl ed,.f.o the menpry devi.ce to detect tanpering
Wt e e PE doahdS 3F o e e PR Cy GG OF He REABETrge SANDR
anot her exapblifne, I MEIHYudd@YhCiie hidk BRI rdntRlyE IR OFORLd fRdBAhhedE
designed to detect tanpering attenpts and clear ‘or erase itself when an
attenpt at nenipecficgrdsadf thegraygemastesdo draw, the player selects the cards to hold via

one or more input device, such as pressing related hold buttons or via the touch screen.

The player then presses the deal button and the unwanted or discarded cards are

30 removed from the display and the gaming machine deals the replacement cards from the

remaining cards in the deck. This results in a final five-card hand. The gaming

machine compares the final five-card hand to a payout table which utilizes conventional
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The gani ng system 1500 of the BregkrseeintPetril 3H 1 M§4200d) B USRN 1219894 506
that 15 prl%.‘fﬁﬁfhfﬁ&(?f%dl?ﬁ%&)@” to downl oad software froma first device to

a second device an evices 1507 that provide activation codes or
i nformation that enabl e downl oaded software to be activated. The devi ces,

1506 and g&ﬁ«:r %Yq pﬁk?&@(’i ﬁeﬁgjél e the @J?ﬁinig?%aﬁds.s OTdIBeggér@ g?ﬁ&hid&;ﬂéo kd on

sour ces. e exanpl e of "a net of providrng pro ctivatio es that
may be usedhwiptdyed Wizh pii @@ ardtbaseveni vdihinghadsmditiesedins the playausdgered.
20i ncorporated U.S. Patent No. 6,264, 561. A device 1506 that nonitors

a plurality of gamnethcrembedignons thixbase or pamay: sxep 8wy a maltiglapdorssion
Jur A Ly o g et .
Irbodiment | Saigld G, IS ABRERTRY Pl i A hehlin® S G AR b 7, 00

confi gursat i iinds Af dafds. S @ tonar fRicR endbdduiif] i ceiagnang tklevireeatdd. 2 one
communi cation with the ganmng rule server to determ ne whether the software

on the gam smababmiriesach dandipf darflpis aseciptad teth Gapvnglerluef sedet iTha pver e t he
gam ng devige is |located.  For. exanpl e, the .gam rul e server request a
0ot Ol oot dh SR o HORR"S B ey BREDI shidhds R el o8 G

conpar e t heasahdld iR thcaitRérhaads of giral Tid SRAIMAE n¥Rheld catd3laedredibvied grogam ng
jurisdictional rule server. 30Further, the gamng jurisdictional rule

server nay eashranddisplayed andyforicagh hand eplacemenritcards ane randemie dealhiste 81t war e

i confj red.in.a nner that. i accept,able.to .t he m.na jurisdictjon
wher o t1fe guMdn GBSV EPlacePgRt ARl are gl el indShendehily ol och Hang. thé
recei pt: O8repRbrherd@iis (BBe4on hdfkd %1l RabliyBEAiAdrOR0894¢ pofdriiitd 42ukils 13901231

-008 bet Iimt my .varK fromjurisdiction to jurisdiction and the rule

enf or cenent thse determined hangdhy hand anil Ayardle wreprovidedit the mayer.i t s current

software configuyation.and its location and then cQmmare t he colglfi.g%g_tion
[

on the gam ng de | ¥ Wﬂf llgﬁlﬂ)tr S\Pgﬁe B%?%W%’iyegaénef%l?y £ & 1RE TS "SR gam ng

jurisdicti ogmﬂiag hd8InddRsplays @Spitfaty sRREctBR ReWOa Rinteid YRhElc iR YO f
downl oaded and i censed. The gaming jurisdictional rule server may scan

downl oakP t r haslasplayotevices olodisssrabadiments theplavste salemds afrlcast gagrPhyplealityeft o
determ ne ‘“ﬁlet~h§rtaﬁ(éeln§'ﬂ%"r°€dm and Ll gensy feVIEe sl s Gk QUL L& MRpper
that is accept’abré o e %ar‘H n% furl i8R iehthe gaimi ng ‘device is
| ocated. | ngeﬁﬂi‘ﬂ?ﬁﬁéchiﬁehﬂexﬂ@[@ldy!;%i RALEbI apRln Adnbd @ FeeMBihe MBYnRiInubE| i zed
to confirmco iance to any gam ng rules passed by a gam ng jurisdiction

when t he i ninetches, iibrinpebeteden chalplagenis neleeted auodarsl ixthéhe pammgnpadiiye’s
accessible to the

" rAWI: %rs SThe nl ' Gar@ 3 z];twarr%’b fsi leSaniou ha dve\i@crh%s if

resi ding a SAMPIGTRR ol Rgverd PR o ma g hpes ok 8 e prtonng Y fees.
conpl i axre Myt Bade@oalthOdidig of Hétbssihed mardbs.rul es. 1 n one

In one embodiment, in addition to winning credits or other awards in a base or

primary game, as described above, the gaming machine may also give players the

opportunity to win credits in a bonus or secondary game or bonus or secondary round.

The bonus or secondary game enables the player to obtain a prize or payout in addition

25  to the prize or payout, if any, obtained from the base or primary game. In general, a

bonus or secondary game produces a significantly higher level of player excitement

than the base or primary game because it provides a greater expectation of winning than

the base or primary game and is accompanied with more attractive or unusual features

than the base or primary game. In one embodiment, the bonus or secondary game may

30 be any type of suitable game, either similar to or completely different from the base or

primary game.
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15 embodi ment, when a gam ng Qa¢PLEesing: (3 pril 2918 80420 B VPRI L3 08U ng
jurisdictioli@ﬂ“gu fhMBsE2Re®r am i ncl uding jurisdiction rule information
may be downl oaded to a secure nenory | ocation on a gam ng machi ne or the
jurisdiction rule informati on may be downl oaded as data and utilized by a
program on the ! i : r Q96 IR JoUr i sl gLion
rule informati ogﬁ%ggﬁggg&kgﬁ (t:’ htggﬁ“%%éﬁ%%%%‘g e{i?l (lzle {2?%%2% IP &/alrﬁgeg; g%dzp

sof t war e coseldcgidr adtc@ns ifi ahe poifflry gace ov & fpattohlr agangemgent wii @i of nonal
rules. In another enbodi nent, the software program for_ ensuring conpliance
and j uri sdi'@dicsnen 2 displgy daYICOH haPriBRTY saine spebas the PNBDY 56 HyRIPERIRS pri or

to its shipping,, h t fac am ine i

manuf act ur-g F&%ﬁ%a%grg‘ﬁeeﬁga@% |t‘1 g%““%ﬁsgg%%%%’t% leoﬁrggrgg'omn%ge ut'i |d§§e]it$’l}1§? ed
sof t war & angiggérimbeveht oisquatififing oavatiton ayide 8d ckédeding rasdesaint anaoudt b gdmaist ed
in the sense that is used wth the assunption that it has not been_ tanpered
with. For iPlay dsne, ast pyishes pfsgamese pumbey aivarcditedmeat o dte)o OB GiEISEHE T at e
ot her gane sofiware or ocesses ecutin a gam ng device. As an

exanpl g, trsLnglth\@élHrél f/rp i’ %?%rﬁ?(g nn%n%ﬁ%ént igcati gn prograns nmay be
stored on an EPR@Mnothet BabedificAg theRgdmhing nichi@d @esteskol Bf RnidtS P&t raldoaed 30
encryption chip. As another exanple, trusted gane software, i.e., ga

ne
sof twar e appesies theoplayps ©ngor gagre Miayeafiawe Progorg seendprygeamasg Ip e suftet i on

may be quired,.on gani ng .devi ces on _the ganmi.ng machine. Dat f receipt:
08 Apr 10 2010948 a3 Mooktying g (s ey BoRONY danl BRSO negspBo a0t FET

I n the presenlqualityRpitb @y 4 LoktRyYy 6€50HIB gale. P HISEhBSHiRYn@ qidifwagkold16
with different types of hardware using different hardware architectures.
Gane sof t wabeug ZAMBds aefi rigesrad i ansucHiria gudateddposifierlysorcany ¢fi the elays of
significant_hurden on a ngtwor whi.ch - sl ow i-nfQr nat.ko [ f peeds
on”the. met v Ry Bl AL e i AAPUSE ool L b PRI BEC plab 1R iy &

downl oads ofeca@liey s&ht Wathul dhyeexpiinafoik or ltdrhalvent wilbwihgladkpignitionessent i al
for the service to remain viable. Thus, in the present inventions, network
ef ficiehlt denpthessem®iomenty theegamiag machara (areleyotd ApsthqualHeesnaiplyai fornet wor k
efficiency. For.instanc of t.war ocat or ) ed t near by

| ocations o ecarédr%y g‘{lﬂl \?vgrregéfpgpya\% gjra %%dggnpgggmg?%%%ed@r o bggh@%g% tev\vgl?té. In
10 anot her aiamphelcadtphiiIK bisedlohitke pray obg piimaht gihed and downl oads nmay be
actively rerouted to mai ntain network efficiency. One or nore devices
in the present ilwventiawmbodiyperr dhd demieaenashinewtclidghd @eeesami whiesi vyl

rel ated audj ting. billing and rec LT ati 0 . S . or
Ccanpl e, o SopicaY telBh BRERFRT AL Bk BBe Bl SR aRng gy o

ganmi ng evi g@lifan@Renditien iRakebasidon pamaspgeme! Hadshed w@ibodithénEafper 4 od on
t he gam ng devices owned by the operator. |In another exanple, a software
audi ti ng seplrsr hasyquelified der @ bpens garoh thapEaysomaxesubsaquortlYoerhsnew hipder ous
gam ng deviges in the gam.n stem 1500 .and cunren nf.i guration f the
Game. 9ot ¢ nef 0 g s dRe RGO gTERE Tty B 1 s ¥hoe SPRIMR B I 1o
sof twar e aufdirtdablg boRis GlaliFnag oveyt, 8hd0ad eMoaEas spbsIotiacale phoaf bighinat 4 ons
froma nunber of gam ng devices in the gam ng system The server may then
reconci | e t&wewaumbar ef bonws gamatwagsriog poith ogaiedily way beeaccunulgied in a
enbodi t,wihe software auditing server 1512 may store.a record of

sof t war conl}of‘afjf’éei?ror{)?%ﬁmggghog%ﬁ%%eg Gevirdd at Ba%tl SR e BEE a
record of s@fdhwRl HaftRipHtieadint & BIRAS RS tIMBt oddaMenRCEU BGhIeNsuthebdhayi ce.
By applying each of the 25 recorded ganme software downl oad transactions
since a sel eulifyingiavents gnt the oharyegamne oy rpewlatin om preboetie dPragxponential

selected tinme, a software configuration is obtained he sof re auditing
server may GG & g‘ﬁe“ \B_grbé?g%ﬁ’ﬁgﬁmga‘frﬁgiﬁ %?rﬁ%d];? PR e’é‘b\é\@'ﬂeﬁb%ﬂﬁese
transact i Onglapdt RayJIRALM cLRY b&RisW dddriAg SRS BliriSOTHWRL S %@ﬂé test@td play
obtained fromthe gam ng device. After the conparison, the
sof t war¥ audf the hgnusegaver nmay

In one embodiment, no separate entry fee or buy in for a bonus game need be

employed. That is, a player may not purchase an entry into a bonus game, rather they
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30 generate a reconciliation r8p6etreeinti 08 2H£08 2011 RET/YSHH 1830524

transacti onecQheSy@h&saps stent with the current software configuration
on the device. The report may also identify any inconsistencies. In another
enbodi nent, both the gam ng device and the Date of receipt: 08 April 2011

(08. 04. 2011[21115’(61{11%%9&11&13%%%%1& %Pﬂflltg%(é ?@aﬁé&m@%c é\ﬁ\g fayadtdhd | ng

server nay store a recor tions t e occurred
on the gam mimag\paae. dindnéther Soiddivace, quuﬂuf catigh (fehs Bonuswy sec&mdmlgjametmese
records. There are many possible interactions between th ent

descri bed vieAmBlished Jatauek ¢ stmgler duygn” lc%m al@Y%rhéor.%ag&pffc it gieplayes has

coupl ed. Folgeeﬁxﬁ cges ﬁ?teﬁo aliy i fttRBu fﬁé&ga@@\xtl@sﬁeﬁ{ }st
el iher' B et

used for gane down 6ad vers pur poses of explanati on,

detail s pf @nlfs@i\memﬁiet;ﬂ@yer Rter Mekd ORGpahes M@@magmnqaérp@mrgameqfr vidper syst em
1500 relating to software |icensing and software downl oads have been

descri bed. duegnaed camonnit ohshapemesr gamedo tayalify fsstth%us@:%éwl gamear In this

i nteraction c ided for
t he purpose%nb 1%@% ana%ggﬁﬁ%i%€ e%ﬁ&%nﬁ&%@?ﬁ: ﬁ(;eg}@%Pﬁwq£§ Rﬁ%¥(§gpe of
the presentddsipnertli pimafsaighing Wyigére BnGOMY | Pustahav@nbeen plackd ©NEigwbabé ment,
as described above, the present invention may be inplenmented in various
confi guratlt?ﬁ§n¢36}‘g©ﬁ‘?n ng machi nes, including but not limted 15 to: (1) a

dedi cat gam ng,.nachi n the computerized instructions for
control 11 ng any 3%%%°$%%F%ﬂ?'nBO%W%Vlded by the gam ng machine) are

provi ded wi th t hEIGEBREFS sR&Riatodk di@graindllGgtativig cymbondatOsi dighing system
establishment; and (2) a chang;abl e gani ng machi ne, where the conputerized

i nstructi on£5qﬂowh@brm@>ob¢ uﬁfgi yn@mtlpmné [pr apere mndmduwtwf theeprgeamt ng

machi ne) are_downl i ne throu a_dat.a network
When the gam S RacRieinE 45D lSpRamk® obR R Bl Pog 8y Bici e Bk
enbodi nent , sdfheire Oty iredovisddsugt idestsibb® furkeiBh4lB). IThe Glegdtibed duRSions
communi cated fromthe renote host, the central server or central controller
to a galﬁ ngmﬁﬁ@ﬁllﬁ‘éaﬂt@@él inragden e ofimaMTe RBMOF W@%W@@@ ewwt%@haaﬂuﬁ@bﬁ: ck

i nbodi h hi
et ST NS E Rl S  BEECT S8, ST o.M,

sui t abl e i nin@lfphe @sthe MlaVinttefhctO 1 51 IPINAeHthelds3, MNEigald B, MGaly vRe argbmde Fent ,
the conputerized instructions for controlling any ganes are executed by a
remot e host ¢ach kaptiomiis skower The fenationslof dhatcogipoaents [ays he frombined. For

example, a single device may comprise the game play interface 1511 and include
20  trusted memory devices or sources 1509. The described components and their functions
may be incorporated in various embodiments of the cashless gaming systems, devices,

and techniques described herein.
The gaming system 1500 may receive inputs from different groups/entities and
output various services and/or information to these groups/entities. For example, game
25  players 1525 primarily input cash or indicia of credit into the system, make game
selections that trigger software downloads, and receive entertainment in exchange for
their inputs. Game software content providers provide game software for the system
and may receive compensation for the content they provide based on licensing
agreements with the gaming machine operators. Gaming machine operators select game
30  software for distribution, distribute the game software on the gaming devices in the
system 1500, receive revenue for the use of their software and compensate the gaming

machine operators. The gaming regulators 1530 may provide rules and regulations that
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a "thin client” enbodinent, thBatrehrsteipt{§Apr Zh(08i04-2URG Y2043 %4nes (or
ot her suit apleps &V dARES) 08d the gam ng machine is utilized to display
such ganmes (or 30 suitable interfaces) and receive one or nore inputs or
commands from a player. In one enbodi mrent, one or nore gam ng nachines in a

gam ng syst Y, [ f.Cl ] q:EEgh 1 Ng
machi nes inrﬁt tgﬁga ﬁﬁ%msg/hset%aln@%ﬁ%%ﬂ]?ﬁflc Bg‘fqzeo Fgcqgfig{“:‘&g@ﬁ’ﬂg%dqzon
(08. 04. 201 1gonRERINGIRA Tl O 3R 8Rthgl BEFEM 14 X1WD P001231- 008 cl i ent gamni ng

machi nes. | n another enbodi nent, certain _functions of the gam ng nmachi ne
are inpl ement ed onthg followieg inereradhsi defaret eash cammnoaent sihepmeuptthons of
the gam ng . L: e _1.npl i j i ent j. one
such onbod NEM O, et s SRBLEh ekl ot Shes R IGRETS The tdbod
ganmes arse Ssofwarallitedé @ostf rsomrhdiebe aneiver borsiectcd td Aau@gast B rdm@Bigamind) a
thick client configuration and conputerized instructions for controlling
any secondafoyicgs e pErvidss digsnging sarvignstodhe ranele gaaingodevices erasteEamplsy i n - a

thin client confi,guration. It shoul appt eciat t hat an re or, each
of the functmev Bk s oSty Ta0FmARE) SRSt Ribebetuedl Rare SR e by
one or nor eolakivirg JORGAL exURIESS M rentdte AL dBECED 2§ Bedd @dkeapps ekd at ed
that one, nore or each of the functions of one or m)ren%an‘i ng machi ne
processors SB0H gembwedeviesseidn tragly tokerpapdasr aidd 4 \gram cand&ypieae oxftware

I n one enbadi nent, t amn chi.ne random. ener s, awar ds and/ or

ot her e ipea s ol B TR Frb e ide FRRSHETES RO SRR ¢ s
random det efsai Mkt 10§ basedPicendisiesthbMe WGEh aktd pdyzririuedsdema. random nunber
generator (RING, 15 such as a true random nunber generator, a pseudo

random nunber geHepRAthr ERbodiment. & grmea ysegerEeling hoat 1 D Pry fads thejysaghe

enmbodi nent, each awar r aother. out cone 1. S._associ i
T obabi 1t SR BRI 8h 2N TR 0 PinbfnRERAC KRR TR M MR game

out cone t o \pagiradkifeHost 951 HmaplbaligcoRataitaton i Af6RGHASBLNY sIBakedd ti es.

In this enbodi nent, since the gam ng nmachi ne generates outconmes 20 randomly
or baseld upvM ssrEn®maghines. Frab s gamoplayhestss nd ganyng raehiacy, shogameatsegs nt y

that the gamn chi will ever provide the player wth an cifilc
award o o AT HEIRE oS e oo p B b SR R Sl ARIATE KT o

host mai nt admthcQRQicRS hﬁmb&ng_n_@ytat@rdrﬂmadomahz& 6 beer sapred@ pedednee. Mhied
ganme outcones. In this enbodinent, the 25 renote host receives the gane

out cone r eqiEésmatier maydepsieskshin ¢ databaser andhuindels thelling riseprdmgetooBe@od® from

a set or po&elscr%edqgg%ﬁ ytlg:atggaaﬁ(:erlr%ﬂllg o eergrontegt-host flags or marks the sel ected
ganme out cone”as used. ce a ga utcone i's flagged as used, it is

preventm@d from frid hehc setheatiemt fI02MaNBrovale @imdaiwaddowaloadd, sheh as
sel ected by the renote host upon another wager. The provi ded gane outcone
can i ncl udedawnloads of game software or game firmware, to various devious in the game system
1500. For example, when the software to generate the game is not available on the
game play interface 1511, the game software host 1502 may download software to
generate a selected game of chance played on the game play interface. Further, the game
25  software host 1502 may download new game content to a plurality of gaming machines
via a request from a gaming machine operator.

In one embodiment, the game software host 1502 may also be a game software
configuration-tracking host 1513. The function of the game software configuration-
tracking host is to keep records of software configurations and/or hardware

30 configurations for a plurality of devices in communication with the host (e.g.,

denominations, number of paylines, paytables, max/min bets). Details of a game

software host and a game software configuration host that may be used with the present
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30 primary gane outcome, a secBAOATSedHE AN QYO8 082D IRP TR IVEE dar v

game out CONeSypQhx@vShloi85.088 danme outcones such as free ganes. Date of
recei pt: 08 April 2011 808. 04.2011) PCT/ US2011/ 030894

| GT1P414X1W0 P001231- 008 The renote host communi cates the generated
or sel ect edn0aiRnoit (RIRiH ih18-ddhlill: AU %] ARKL RG. BRIN0PE. byT RBwEAR Ik

machi ne recei ves the generate r sel"ected gane outcone 'arid provides the
game out con®Gdning MEerplim eData | Repawitédyt &td diforeatabgiterefit filel obedehtbegeier at ed
or selected gane outcome is to be presented or 5 djsplayed to the player,
such as a r&B0. whishos meeiperatet haseinon itacifrsty arddpn HePWBPOSS-hand of car ds

such a g . ! _
Comuni cat ed 1o LRy ApRReaEh Ta AR KB QP RN dRR iy pF e

to the @ ayRmotddivhtsathatiiefetdts igomeoof chantd thht fadisphgedon apeatitnof remote
establishment or other entity in maintaining appropriate records,

control | i ngeayemblay, inteeldersi hif lakar gravrla: thegeaselay dgsofcvdre 3 $omay becdr

h : S . " g ke,
i anot her SRS cs el A S 5% Kb e R bBVE,, ¢,
each of a pédmnadted gadé pldynikedfadss MatwWaskadihgabkdigplopbbicass plaskskt daviche

results of a bingo, keno or lottery gane. In this enbodi nent, each

i ndi vi dual H¥i3i mEy riseereisecamss ofz elangpesush dsovlal Bamefoor Kilee 3Frd Ramenrfpr ganes
to detery ne the predeterm ne e ;.15 aout | rovi.de

ol ayer 1br "F%Y P aFeEb R TR A SRy et B e Sy Eebis & (i
embodi ment, frbiea RIMBE, ofkARRs Aliatla®d peIVIded UNELhe Slichtsiyl thy edst devideel J0BaYhe . hi
anot her enbodi nent, the bingo, keno or Iotterh)‘_/ ganme is not displayed to the
pl ayer, butgameplegdasttdsvise 1008 myrTgesivk sHpe spftwae meangeeiaghd Sercshuak 25 he

pr edet er m ned .ganme, out cane-val ue for.th i In
the vari ousreﬁ?lgﬁlg dé’%‘ooci'g gngﬁ?%",v ng%rge g%f(t: arga%rﬁgﬁ d X %%O?faggg%gé%%ﬁw he
bi ngo gane, regtiod gase YpRaRINicRRPHO RirvidtE WYY the ler&liga @i Aéheding osiftvieyi ce,
the enroll ed gam ng nachine is provided or associated with a different

bi ngo chr d. ligeases B seybvacaexeceisdondhedeynces] 39gs from the sane Hgenss hegtdaht s,
wherein each el epent. .i s designated with a sep i ndici C

nunber 1t shoul I B SR REE it bnl p SR Bk G P Y Bl s
includes a ghcf efiaptsycenbdil 60 ntly BE pohebie d&iceR0sustXampleetroit thiatns, belhgo
cards are provided to four enrolled gam ng machi nes, the sane el enent may
be present phPngs.|snfagigardsf tables Py sl ]glaAdSS WA ppEabie deviess eavevpRert waleless| el y

be present on one of the.binga cards erat i . e i S,
umon pr ovi crngTBr R AR ke P erptemed O BTV B R bbb BER TR AR
plural ity ohar@whrl heditgaike N5 FRERHYNBE , enibRd I @MBlfpotosémmanitatidns beweehs or
draws, one at atine, a plurality of the elenents. As each elenent is

sel ect ed, awielesy inokite ¢8vices madeother 2PHHAS gdGYIGFY HacRIMRE 2YSEH WHeCREr t he

sel ect ed embodiment, the wireless mobile devices may be used to play games of chance.

The gaming system 1500 may use a number of trusted information sources.

Trusted information sources 1504 may be devices, such as servers, that provide

25  information used to authenticate/activate other pieces of information. CRC values used
to authenticate software, license tokens used to enable the use of software or product
activation codes used to activate to software are examples of trusted information that
might be provided from a trusted information source 1504. Trusted information sources

may be a memory device, such as an EPROM, that includes trusted information used to

30  authenticate other information. For example, a game play interface 1511 may store a
private encryption key in a trusted memory device that is used in a private key-public

key encryption scheme to authenticate information from another gaming device.
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IGTlP414X1Y%Pg@%%@&§ﬁgjoggmnt is present on the bingo card provided to
e

t hat enrol gam ng nmachi ne. This determ nation can be nade by the renote
host, the gam ng machi ne, a conbination of the two, or in any other

sui tabl e manner .yl e, ge BaLELRhURIL |54k SR WinRihititn 9 GAf:

provided to that enrol gam ng nachi that selecte enent on the

provi ded 5 duvi@oi€ ameiwiosk,The kedibte defit@ggie dmplbyiasvepifieoatisschéms &b eaiflynige
el ements and marking any sel ected el enments on the provided bingo cards

cont i nues udentity o sheotrusiest mfgmadien spwicediprpaamplen edrustadeinfospaben spEcor
f th i bj . : . ' that_i
onbodi ment PHBY Pt V88 AL Snatde BRHHHOR RS BRMBA EtMelenlilpall,

(not shawn)kdyetd Vdrify 3kch dihé’ idees. of the gam ng nmachi ne 10mar ki ng or
flaggi ng any selected el ements. After one.or nore predeterm ned
patterns are mar®eningrlcyites storipgtaisiefl infeamptian meghd ublipyeprestessor megade
outcone is determ ned for each .of the enrolle am n chi.nes at
Ceast 1 n paproctish a3 B k FAER RSl TPl N8 Tl e

descri bed afemery ddveceGRiELOsHCEHIR] Beirercht Nethisueé. IR additigRThd Gusted ich@ry
enrolled 15 in the bingo gane is utilized by that gam ng machine to

det er mi ne t4RYigsr@drtbersetyied bghd ilackedrdopt: dlrdlen ang arHBOLS| pes Ny be

exanple,, a first m ng machi ne .t ave sel.ect el enents, marked in.

ot dat el reatPff B PSR G 4h AR BB R BRORRON GBS A | be
provi ded t Osotnd tdcdtd Bf ke taniR@AEAIESSt Blothavetahpld,i ths tm@hyedevieaytsring) a
first gane and a second gam ng machine to have sel ected el enents marked in
a 20 di f f erewttcdinderaraipmintieht bradesignedite dgiestfagparing s6eBptd apdclener efsqi n $2
which will be,provided to second pl ayer .reqgardl ess of how the second

pl ayer pl aylgsegﬂo‘%}éeéloaﬁl %ﬁ%% tf“f“?%%l%& g g%%(g%d(;l ated that as the process of
mar ki ng sel ect edTed gimRnE Syt 1 500185thY PrdskntGi€en@on fRyEn i @@ veden 1586l that
patterns are marked, this enbodi nent insures that at |east one bingo card

will wil t heropidagythgareticante dovadoagh softaass fromea Bt dpYiedltqantcrnd favke Ard 25

appr et af ed TR BORGTC B s &b S0 LR R el BT Akt ne o

nore predet Qfivaneth BaIRIvaldCPRE GeVTBY, PO P0Fdmal e @BBoR AR Lardf mbhre
above-descri bed enbodi nent, the predeterm ned gane outcone may be based on
a suppl enentlé? bawmsigd infoamdiion senrees. &g avEnie pf avneibed pﬁmr@@almg PHG t he

bi ngo gane as. descripe bove. I n.thjs,enbodi.nment.. if one.pr .more. ment s
ar o rar ke T SEE RSP e P ST PR TR nyah e B B R el
el enent®m  ainsopbl@EDSabaeht Noteerg 3dient award or val ue associated with the

marked A device 1506 that monitors a plurality of gaming devices to determine
adherence of the devices to gaming jurisdictional rules 1508 may be included in the
system 1500. In one embodiment, a gaming jurisdictional rule server may scan software
and the configurations of the software on a number of gaming devices In
25  communication with the gaming rule server to determine whether the software on the
gaming devices is valid for use in the gaming jurisdiction where the gaming device is
located. For example, the gaming rule server may request a digital signature, such as
CRC’s, of particular software components and compare them with an approved digital
signature value stored on the gaming jurisdictional rule server.
30 Further, the gaming jurisdictional rule server may scan the remote gaming

device to determine whether the software is configured in a manner that is acceptable to

the gaming jurisdiction where the gaming device is located. For example, a maximum
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IGT1P414X1V}Q’T?93}/@§QO/9&§ L{Bgﬂ enental pattern is provided to the player as
part of the predeterm ne ganme out cone. For exanple, if the four coners of

a bingo card are marked vvlthln the first tvventy sel ected elenents, a

suppl ement f]‘becri ?\%{ g'xa fl%’]fgr% r?srd‘l)chllgd (g ] 1%10 d1CE§r an [%teﬁpqaré%meor{t ﬁ%rr\]/gr may

predet er m gane a

enbodi ment , scan tahganftha\ievicofto Ae@aftingdtsn@gRinh SoffBdte Q@nﬁg&m&eﬁhc&@ Upptigarent al
or intermttent award regardl ess of if the enrolled gam ng machine's

provi ded bi snfohemeempira thegrondigerstion on ficreantiag Beviepwihdpprasedipyampetisesdonbove.
I n anot her n{oo iment, the gane outcone provided to the player is
det erm ned ﬁ%/ %ot e host and provided to the player at the gam ng

machi ne.s I n th' SN LN nﬁi@?ﬁlsﬂ?@ﬂbm n‘?a%rclhclﬁfie Aul&y ﬂhﬁ@hés%b{bé)ﬁo@lgﬁ&e%ﬁlvﬁ& MEghi nes
are in communi cation h the rendte host. Upon a player initiating game

pl ay at onebofowmleadydranddicaeseti lesgaming jimddidtmnaldutpaservey mmzcshaméownload
comuni cates a ane outcorr(ﬁ uest t t he rem)t‘(f host.. I n one nﬁ hment
the rente REBECIBIETYES At HCIIRE Toerdofb & cagistevis JordsiamHis BRI AF o
game out congobad Bgd BEén@ﬁlrgyW&aé@n&ﬂéﬁﬂmoaﬂnﬁBQ&&Bhd is ta¥cGadtie td ﬂleaga%ﬂgr 15
enbodi nent, the renote host randomly generates a gane outcone for the

secondary g]almsdlb@@edl whichrtbd ghinirigt §evakat ia. loqamdahoghmraleﬁbcgmmmtlﬁdlt:wat enot e
host rapdom ener at e out cone for .both the pri.mar d t he
Secondaly g3 SBATel g he AR Oy TR CamPl RGPS BB HES ARG Bt o
host is Capg&iﬁﬁgCﬁBr@d@t’idrﬂQxh@H%b‘thdﬂ%hM Re&iEdaiy 8&6’1%19& rﬁiehé‘dmﬁii’én%e ﬁb m | ar
to the processor "and nenory device of the gam ng 20 machi ne.

anot her enbediatdnt¢cesnieledo thepeeenf t he ganmi ng machi nes are in com‘rum catl on

wth a renote hoat for_monitorin aE ses. l.n one enb?dl nent, .t he '%ﬁ
networ k. i nol udesOAMP SRftWpre rBWaROf HaRGVAE aoni PE APAEIY Y SAMRE A aY i on

syst em oper b ¥e GREPELnEX fd?ecohgﬂmﬁ@e Baftlocal "g%nﬁﬁg?&ﬂkrd[dﬁ%nﬁnﬁlegam Bfe
information 25 system of this enbodi nent includes a player database for

st ori nglpl agrebodiment, vdsn aaggphiay elevice ag kistegledonl al mrtioart gaaukg mglqdlcslpa,rs and
a credit systemfor rov1 dl g}ﬁauto t.ed C@si 0 tr.ansaction ln got her
embodi ment , SRR Bl B HE g, i b6 Gl et may
be net wor keghchR th&oRAERIRNSE chflingd RAPHESSthY furfsathibs WiRtiARAmatRsh HAPWN i N
30 the art, wherein a portion o? each wager to initiate a base or primary

gane may bebaﬂ@mﬂg&@d as datrendartilized by pipoigras ©nvke gaming snachmeohee sxftyoule nent |
ta hgr (r)g;rgts ZI %rggg!gnmgg Sysﬁggc]tnggg%ﬂes intfgrrr?a(t)lnﬁurglay ulsesd googl?clcﬁdth% Oga?'ml?g L(jire\?ilclet y Of
20  software and software configurations for compliance with local gaming jurisdictional
rules. In another embodiment, the software program for ensuring compliance and
jurisdictional information may be installed in the gaming machine prior to its shipping,
such as at the factory where the gaming machine is manufactured.
The gaming devices in game system 1500 may utilize trusted software and/or
25  trusted firmware. Trusted firmware/software is trusted in the sense that is used with the
assumption that it has not been tampered with. For instance, trusted software/firmware
may be used to authenticate other game software or processes executing on a gaming
device. As an example, trusted encryption programs and authentication programs may
be stored on an EPROM on the gaming machine or encoded into a specialized
30  encryption chip. As another example, trusted game software, i.e., game software
approved for use on gaming devices by a local gaming jurisdiction may be required on

gaming devices on the gaming machine.
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multi-site Tinked progressive automated gam ng system In one enbodi nent, a
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di stributed thr rii I r i.gal
ocati ons. i nol udtnge Prestht BUERS0n the BERRR 7 Be BonrRhich B e ASRATBIEE
Sdifferent dffeieastyped Bf Rardwsicalsthg different hikdOAg: SURRETEN Gantdh@fWRgEa5SI Ve
gam ng system host site conputer 1s nmaintained for the overall operation
and cont r ol beofuitehlargsr et Esguene dgamloads sy plage al signifirant dwidsai ereAtnetvork,

i i t host it t ti
D oot eaei veviiEey SY8 BfbiRion et ABikron B RERE0H Y G eTPai ve
jackpots.  gbfi&s! thRekdquede PREUAAT ABWhIREIS bf @andceRfFart Qn RREWORIE EéYiBient

information from the progressive gam ng system host site conputer. Each
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gam ng machi ne hardware and.software apd the progressive _.gam n st em host
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a progr essi yenaRmdtwdrR - cflifle RO inRRCIEMBNire 18catd® hBBE QusBPId 16@dke t he
progressive gani ng system host site conputer) determ nes when a progressive
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triggered, fRiutdaHifalinM-ANEHR e@ﬁmbﬁ@l vi dual gam ng nachi ne neeting a

predeterm ned requirement 20established by the renote host. In one
enbodi ment, a prOug essiove demieasdnvhe presentringengios dndyaprodidorgaoreesofivanp ard game
pl ay event

s, such as a ol -dri trigger. .I.n.other enbodi ne , -t he
Dt oo ose! v PR TG BIr ienbIBRE AUArP) i TORAPTS GhowHy e bfor
exceedi N9 acxafipldiansHRPROlicAfsideBMimY RWvdrSHED c@Rr A0S 18f a JARBSy dowWedber of
credits, or anmount 25 of tinme), or reaching a specified nunber of points

ear ned Idur i omgraemtmsed agon 4 nsagaof banesonzoditmenperiod apatht ggmmeadeivives pwned
randomy or, apparently randomy selected to pravide a player.pof that gam ng
mchi e’ oneSoMERBFBIGs HgBEr stinlsr Geoiny e SRUSEE ST ErBORPIRKIAE BB G ng
machi ne doeg,nRotofBlLY Idd&nRAYs BPPASRRIghBRS ABScdsOint HE cRMAWLEysted 190MBAg a
progressive award, wherein winning the progressive award 1s not 30
triggered bgurent exndigurdtinnoef thagenic spfegirt iondhdsy gamirgrdeveks.t he pl ays of any
primary gane. That is, a player is provided a progressi awar d wi t hout any
expl anat ron or ait BRI PENS eaRs Mesplvat rgnt et b2 DRg e Teavest
embodi mgnt ,so@t\x&lr@t‘@r[ﬁ(gu%ti%@fﬂo%g RmbPBbE oOhideCkLidRE in B4R ARih sEAdh. The
(08.04.2011) PCT/US2011/030894 | GT1P414X%V\D’ 001231- 008 progressive award
at | east pagetvealrhay thasedcannila thzasdtware ggefigdatogm ey whdi gamingglevaed. bvent |

on enbod rERSUTBHG: JhE gl et LGN 5o¥Es LYV e POt dy EecBRL R R vi a
2: g: EZ: ?gco?liﬁgﬁra%ﬂbeﬁn daBh tRhSn e ARG TB MarticBlaP! RYQT adl8 reRIraGT QiwiROEr a
download transactions that have occurred on the device. By applying each of the
25  recorded game software download transactions since a selected time to the software
configuration recorded at the selected time, a software configuration is obtained. The
software auditing server may compare the software configuration derived from applying
these transactions on a gaming device with a current software configuration obtained
from the gaming device. After the comparison, the softwarc-auditing server may
30  generate a reconciliation report that confirms that the download transaction records are

consistent with the current software configuration on the device. The report may also

identify any inconsistencies. In another embodiment, both the gaming device and the
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one enbodi aust place the maxi mum bet and the side bet to
be el i gi bl ;E%?E)P4\}\})Eﬁ(1)(ﬁfg(%g$ﬁtoﬁg progressive awards. |In another enbodinment, if
the player places or wagers the required side bet, the player nmay wager at

he. ot muricBORG ARUERE SeivGE ol "y 1 o iy o bBal yHEHERE i ® 0

progressi Veo@Watd h-thé Badi sk AL BERlare hitBtif S8V e mhii@eddha¥e these Wager
(in addition to the placed side bet), the greater the odds or probability

that the pl@geEswi || win one of the progressive awards. It shoul d be
appreci ated that.one or nore of. .the progressive gwards may each.be funded,
2t least in partTTBEekaBR PRSTblJErtCRi B b MECqhatany GioiEdort ne
gam ng rachieRst toFighR BN oTXBd Rilradtiods dRAc ?[@dﬂgoﬁéia%hé,m uded VI a
any suitable manner. | n anot her enbodi ment, one or nore of the

pr ogr essi vefoagamddicemsingomny aftdt yndthoideded far gamsi ddevnibasdingrandi viee veagpe Fomhi ch
t he pl ayer y make (and ich may be tracked via a side-bet ter).,ln one
enbodi mont , PENRTE oo SSh by AL Bsef Fo Sneiablly BTG DRTHNS

si de-bets oforgidientdRBeRSsRIAL €500 JhtRBAb REAWSFNRLhARE bind SGHPRE dBvnlBalE Of
the progressive awards are funded based on player's wagers as described
above as webdvedsemdsscabeib-Thetdssaiptisntiae welgeird tpillasteaie particular interaetons in
alternatjve, enbodi nent, 1.ni mym wager |evel .is required for.a gan.n
machi nalt o HEAATEPTETHS00el st dercrBgYSIF Rl ader e ughesgt BESPUBALRY ds.
I'n one emo&llgﬁﬁﬂ aretidt SrdHdBd BIIMWaBE cob€¥Ehe pfestManvERXibALUM Wager | evel for
the primary 25 gane in the gam ng nachi ne. In another enbodi nent, no

m ni mum wager | eGamingSystemiCadiguoatien ganmi ng nachine to qualify to be

selected to obtajn one of the progressive gwards, . L.n_anot her

rbodi nent ¢ he. Bafhge SRt BRp e G 0eh: ABhs o reesPbdReSiPle abY by
al l ocating g&h&Red adearRius @opi@WSions WRGRhink HARhIMRSE, RERYRE tut @¥Nlimited

progressive 30 award or pool (i.e., a personal progressive award). In this

enbodi nént , toup@h & hkedmecdr ganiog ofaclane.e whateir( gh¢ hwmpassaed ainsduamonsh fgane

| i nd t of | , th 1 t .ovid th |
Phor r per SoRLgracefiy B PIottdagn PEBatE moghiaghars pRyRpd witl o
(08. 04. 20110 REHHSAAHAORABON JSATLRAL LM PIRIARMAGE md (2) o LAuRRAbET

enbodi ment, a plurality of players at a plurality of |inked gam ng machi nes
i n a gam nggayisg emchiact Whérp dteeconmputerged inp trgaminsdorsontrodmgemy gainas oviach

enbodi nent, a plurality of players at a plurali of linked mon chi nes
work T nconframeriis o e Seminetiaiined S ubitadlaplelo thepibp et dte Ream o
group, 4 W Ra@NErRErOWAR thea¥Bhids - madRiRNR i U Pariig QdiaBE merRNYin 3@ Won
by the group is shared, either equally or based on any suitable criteria,

anongst t hecrdbddimertnt thd ay@nputofizedheinstrustipns | foranwmtreHingnimgi ngsmes aare
plurality of players.at a pluralit f linked ganmn chi nes conpet.e
hoai nst - one“BERERSE BomB rmot g o] SFR G pe S BnCaBHBLGh Reriemise
plurality ofagliRYRk8l fbcsddlditl Fhdmhoty AbvikeN KR dudpiM MK BRER REHoBR N Ghoat e
in a gamng 10 tournanment for one of nore awards. |n another enbodinent, a

plurality ogampingyeachinatlocal prasessor tyecofes [thaekmumguicitad comphicriesl phtayctions one
or nore,awards wherein an, outcome. ner %gﬁb ne m'%% machi ne affects

0 a
t he out ome¥ CQ&H@I’%W(%?“BW%?@%P“ ®Intq | 1Y Vr‘r‘ileﬁﬁjgtgr?éﬂ hes. Some networks
descri bed herei npppQyi,fen RS AREnE N €6SphRfizdPRREAHRSr controlling

any games are executed by a remote host, a central server or central controller. In such
a “thin client” embodiment, the remote host remotely controls any games (or other
suitable interfaces) and the gaming machine is utilized to display such games (or
30 suitable interfaces) and receive one or more inputs or commands from a player. In one
embodiment, one or more gaming machines in a gaming system may be thin client

gaming machines and one or more gaming machines in the gaming system may be thick
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15 or nore networked gami ng esPHBPfressint I8 Apris2df (0884 JYNRCTHES20LUI Y es be
referred tq;heneivASrslYehs Pased gam ng networks, sbTM networks, or the
| i ke. Some such gam ng networ ks described herein allow for the conveni ent
provi si oni ng of networked gam ng machi nes and ot her devices relevant to
casi no operait. : heme ' ng L-ent | :
changed. i 1o e amis REpHEG" I PRANGE oRRlinkerfCrR SEINER; o L RN

pl ayer traakidhéhesrt impletientedlin piteh alicrg @htin@ireent @hd certaifaythbefudotssaddad t o
net wor ked gami ng machi nes, nobile gam ng devices, thin clients and/or other
devi ces, sBEMIBS RAGEIES arg dnpineatEdg ab dhiclabsliest opyvagamenst atln opre, seehe .

In sone inpl nt at.i ons ervers or .other devic of a central syst w | |
det erm ne geénﬁé%%gﬂ ol pélﬁedjlz 1 BIP%I\J/?tH)é‘S ofcﬁerc 0%"3@%% gae{% r%l Iqaﬁ%c%%%eﬁa?l:;% y. In
sone 25 ssucdninmilieaantfainm Oms, réhRger hdif tgatmRs giMihgbenek@euired EHitkredlichy on
one or nore devices of a central system such as a server, a host conputer,
etc. For exanpberatigmgad cgmputegzedbirstiviensi onsopsolting aayisscandani graes phal
ganme out cones onuses, etc. be e by one qr re. server r her
et vor ked duue BTRRRSye B foded g KR tert Bfc sl P bl dndlonfh"even
sorme di spl ay-4praiRed fHunehd, ORGre @5 20 ot 8@ MhdtionWad e Re0EOhGR AT distRyede
perfornmed, at [east in part, by one or nore devices of casino network

and/ or of dhecdntmay bepsifermed mapee of mase gaping Wachipe iprocespers. ( Bshoulder 1)
PCT/ USZ@ll/ %3894 IGT%P4 4>t<1V\D’ P001231- Q08 Ei%ur{fe 16 shows a . .

ser ver -as 4T PELANGERT M RIEWBIKE OhusRehOfdllr BERCURGOF 89¢ PRETERSATT My one
or nore enmhagdhiRdrec@bort BEJREIBSRAMerdin MR e PRrfo @k réikbtk hoith the art
wll realize that this architecture and the related functionality are

mer el y exanpl es Janehet prabodimenty rthe @aming veghing rrardes pgeseiates neraydoemder such

enbodi nent s_and 5Snet hods. Her e....casi no, conputer room 1620. and

et wor ked. cRiDr CEBRGHUE s henest exPRBRLRAIE weST b EerbPaRrh R Mikem g
est abl i shmequerdilidioh Sis ROV H&H EHRSuIhOfiti IEANBR I GAfah 86 Widnibeg §hérafor FREG@M 1663
via gateway 1650. Gami ng establishnments 1693 and 1695 are al so confi gured
for conunisuak iapg tiet lanéen muglbes geesgion @aacudol pndemawmiber gpresateneaoibehs,
gam ng esta_blti lilhments may be configured far gom;blmi c%ti on with one aneot her .
in this exaWPrec GAMPRE LYY HBPTEhnelt 979 685 e 65 a a0 §F i 4T e8P 0r
conmuni cat i Qicohd 13 £ GRS RbaliA8MNUGRE gamiphmacHi N bérditt Al the RwiBy

al | ow devices and/or operators in casino 160§ to communi cate w th and/or
control dewrcether reamchentcomsi iode provadede taube playsr ebasad aeri dhe, assposdedier i n

15 conputer_room.1620 ..control devices,in casino 1605 and devices in
other  gam My BOLLET shdis comessivette ciGe s Ells MRebdP eduruboputhie!

anot herzoganfaforfiytbab&hPRton@aY rfGETHeEYa6RR ciibiiBi IR BaHR depthin@ethaEes i n
casi no 1605. For exanple, a server of casino 1605 or central system
1663 may bethpgaming oahdnenvilhevee prsvidecthy playerew il van siedifwaagd peother game 3- D
facial recognition software) for 20 patron identification than servers of
ot her net wo? K&d"$'ocations. Such a server may process patron identification

requests from deyi ggSaltdnfine BMbdSRRNES tielrkmae Raitr aitsiagt ofd @Rt ke
requests fromdevices in gam ng establishments 1693 and 1695. Her e,
gami ng est abtdeérmamed j@dvorn stoafniredpterednddoganpoemieomesatlh ¢ns winbhdiownt, thg

system 2]56 63r’em%yet Host nr(:e)gei\ge%n ftfmg uéa%je focl)lrtco(%noerrmélgllle%fa t and" ir\{\éetpgné)etnﬂﬁ Fq&R g

predetermined game outcome from a set or pool of game outcomes. The remote host
flags or marks the selected game outcome as used. Once a game outcome is flagged as
used, it is prevented from further selection from the set or pool and cannot be selected
by the remote host upon another wager. The provided game outcome can include a
30 primary game outcome, a secondary game outcome, 'primary and secondary game

outcomes, or a series of game outcomes such as free games.
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25 establishnments. Sonme gam ngPasehisrainHiFeird 2Q14 #8-04 AAUMECHES20AHP30BY | n
conmmuni cat i i .-gafs ng. establishnments or wwth a central system
Gam ng estalg;:?f@ﬁ%earﬁ&g@éggﬁ)%l udes mul tiple gam ng machi nes 1621, each of
which is part of a bank 1610 of gam ng machines 1621. In this exanple,
gam ng establis I 1 NG r ] | es
1553, rovever o st ReticR el 2Rk B REE AR oFR TR o

est abl i shneRitfatdiayinBganichittTh ehe OfangAgindhiRCRLEICS tH@agindgitddabt edlectet C. |t
wi |l be appreciated that many gam ng establishnents include hundreds or
even t housagfie Optcgagi aryfl PEOHdedic1Gme MytoBIe Hatihglayabl e asslfemngdye pat e
of receipt: 08 April .2011 (08.04.2011) PCT/US2011/ 030894

| GT1P4 14x1v%7%.@8i%3 1O BRIegHe G i el REBE SRS 1 e PSR bank
and somg of 4i¥hlhfd waNe pRYerPuchoRNeEEANINR] omBind@bKof Ablot AASKInS OFE h@hd

gam ng machi nes 1621 and/ or nobile devices 1670 nay be "thin clients" that
are confi guefeatrdsaleghirin o catdcgamen is alaldetpminedtBy His ramstertiastandegosunpmusaed

herei n. 5Some,gam ng .networks provide features for, gamng tables that, 6 are
oimilar to PrbSanply ety sreBinR b aRmnteter PRerdRl I hsulang: ¢ ea to
bonusi ng, PhrAYEFionVrlohiOIPERYREist & BeininpestdUshiét W &tIR) eAASNINGASintaining
instruments. Relevant material is provided in U S. Patent Application No.
11/ 154, 1633appeonriatd wdordGASHIBHS S| SNSTRNVENTINB/ABE DravaRlie: cvENPROMETIQNAL
SYSTEM AND 10 THODOLQGY! and..filed on fune ‘1§ " 20% %fl]tit orney docket no.

| GT1P03%x3) O QP eTigFs, (AL iGE A cluminaipe XawTest yP1aBHONGd ol %516, 046, entitl ed
" AUTOVATED PLAYER 430t r 6labbEmbhN prdRIceMifldRyabEhfrc Stz BN dEMYENETor and
filed on Novenber 10, 2006 (attorney docket no. |GI1P0O61X5P), U.S. Patent
Appl i cat i oncagb.of mlplugdity7 oblinkadt ¢rt negslorkwd REMARENaGHABSEbaSdVPINGIVESIITCH 45 AND

CONTROL SYSTEM d fi d May .15 . 20Q5 it . . 1GI'1P115),
008 Pat ont iRy PR, drloiRn Ble 2 Tais cenRab T ottt al B et
BONUS| NG SYSTIEM oDt METHSIRES, kehb bR bl 8RR to 28REn (RO REMCRHAKE arfo.

| GT1P2316/ P-1049) and U.S. Patent Application No. 11/225,299, entitled

" UNI VERSAL @ASHNOVBORUsaNGdSKSTENEayekbol/HEHARS ctian gamicl meycd(at that Saprgnber
12, 2005 (attar.ney .docket no. | P243 | 1 of ich are ipncorporated
herei n by r'é‘laa}‘%fhc n Oﬁc%?mdﬁ@fzﬁr%%eopﬁ%g’r Ee[}’oef)%lé X §4Y6dh Cq‘]%)gatyggetg tﬁ%y be
provi ded anglagdr. GRRhGEE! @fbodient Sleddigh, ddiRonMyteR Ak i8 ndedisplagédio the
provi ded, according to the present invention. Sonme configurations can
provi de aut plapdrebyt thelresultp lof ther bingulkene or ldsicae Rime KeterBinp dbe predeternaingd ot her
tabl e ganes. The table ga\%bﬁ may be conducted by a deal er and/or by using
sone for m ofRULHRAPE SHTC §9TTheP iNEFPYEIF* A0t omat ed roul ette wheel, an
el ectrogy c repregefalations Bingd cHtRUBRentSaS cab g AR Hbdind FdneRA iatthoNS,
devi ces such as caneras, radio frequency identrfication devices, etc., may
be used to bidemtdame, andl o3 uppacia praghTRiC Cagds or chigpdng encinp@odevied, thani ng
tabl es 1653 e configured for .30, communi cati.on wit.h individual player
orm nai s CHBDHShBHARE THNGR o uecc Shrroren wial acklir i St a8 o
el ectronic Bi%gé 85aRbAi 59 Bf @ tna@i:d83drly, oflcNEh Bl hBRIEcRH RIS is Rbignatedat e

of receipt: 08 April 2011 (08.04.2011) PCT/US2011/ 030894 '
with a separate indicia, such as a number. It should be appreciated that each different

25  bingo card includes a different combination of elements. For example, if four bingo
cards are provided to four enrolled gaming machines, the same element may be present
on all four of the bingo cards while another element may solely be present on one of the
bingo cards.

In operation of these embodiments, upon providing or associating a different

30 bingo card to each of a plurality of enrolled gaming machines, the remote host
randomly selects or draws, one at a time, a plurality of the elements. As each element is

selected, a determination is made for each gaming machine as to whether the selected
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| GT1P414X1W0 P001231- 008 Das iereerint; $Bgrrrid 240 F48 04 2Hd) RIGERVETLII8HM cal 1 y
confi gurablI@;TEﬁ%)?ﬁN(%ﬂfmﬁll%& ng table ganmes. U. S. Patent Application No.
11/517, 1661, entitled "CASINO DI SPLAY METHODS AND DEVI CES' and filed on
Sept enber 7, 2006 (attorney docket no. | GI1P106X2), describes sone such
tabl es and (| r: ' r : oper; -ect a
desired gan%%ngﬁéﬁlﬁgess lel[;a}ccgltr)@grbqItl rr%é?%lp kgjlﬁd:ﬂgﬁtjﬁzgc@?%lger?e@%gﬁ%Qr'ltiaﬁgﬁ%a?ﬁ}éb wi ||
be aut omat i dedriynationfdag e enadsi iyhthg eanetriosg thepgantiap msachinexs combmatiombf ch
are appropriate for the desired table ganme. The desired type of tahle gane
may be sel d8€ EHOAR ik 2R Rhehiuitghlerpannen plf dhg selested ehgmegt doprgpeng on fhe bingo

i nstruction I f . o] i en via .
netvork i nrar] A5 EGath B Il gorfind ok e lhal AR O PR e vl

ki osks F67 hinfepadds agrian éragesd| FaBNiratdsoof sde@bigseldiohts By matking adly f or
various purposes, including but not limted to cashing out, prize

r edenpt i on, sclastede wlameenisoian $he rrRvided hipee Fagal GOptBERSgraH]  PNEd 8 nMeEe
"cashl ess" jndicia such.as bonus,tickets, snart rds, et g...l

ot nent aconeengngt R, BANE G HChE b FRE, L R Rl BT b

t he gam ng shouRiSicdppr&iui@nihat . ¢he, enfitt@iahelitNghe Saméritinachity suied i phayas
tournanents, entertai nnent, etc.), regardi n%\/a patron's | ocation, etc.

Sof twar e r efPatnedes @ dayb buttent(peleshovgy tpdnisiaks, thgarioesssl obithe saming maghingngd
rel ated data_nay b tai ne r_provided, according to the present
i nvent idlc())n. rE%rrkl é((gﬁlpal%gfn%iaﬁyg%lgégé grlﬁ?lelrlrtg‘nt ations of the invention, Kkiosks

1677 may be confAger gt 6O nioR€ pradetctmined Patte@l atd affiricedp@t 6AE or endde .of hye
20presenti ng graphi cal user interfaces, In this exanpl e, each bank

1610 has a RieYided hiredi waiss pigerts ausaomne isrdeteimmsyl foe cachcointhe tnralied) capuek
switch in SI%Q&]IIH&{M&?&F U ALLONSarEEE Ifhesgle!letc?era elrc%?nté 3n ?l?eﬂéll glgir § BirleB cards.
comuni cation W th oneé or rTDI’é? l(‘ltéVI ces In conputer roo f 8 VI§ mal n

net wor k devAg§@estfiBbd abdiics theCouttti B@SorBidétehthingd &tcbacl whinfigy Muctthd emalled y in
this 25 exanpl e. Although various comuni cation protocols may be used, sone
preferriéd i wphebinoamsms widaed e Ued wergnesmaskine 6 deeapar g prdeempaed

Message Pro ol. i ntatj.on 'S her - based
Super G0 prifoeurShar IR TRAY By ol B F o TheShePR b F R o

charge. Stidcectddngém@itotmageldsn aipiedetdinigdpatiemat ptavidddedfifsoolBeshe of wii eed
("BOB"), may be used to inplenent various 30 enbodi nents of the invention.

| GT has al sb!Gelish syl bepropdsdiig-4 gtpleysrregradlcss of homathe pastiplavgy slays i1 2 ed

CASH t hat r} p_O /] P. an fer it (i g Ljt: nd
seouri vy, Baf BF BEEarsp ot Dbl ThaBbE B NG ERE) bRt oY Boa

| GT'1PA X1 VX TRRAL Brelle@fBined patteririéd froviiRian@c&at @btorBOBERIn $Dhie Wil be

i ncludes an RFID network, inplenmented in part by RFID switches 1619 and
mul ti pl e RAMPvided dep scamd playsn reeardiess of orktheragcosd playstplaysa seseagfage. t o
track objec h i .e i n 2V 167 i inc Fl B tags
1627 1t i g aftecT Rl b SO R Rt ool

est abl i shnegie hb@ore HredRer@NaPpaErRf ard eivirRed, Ik Pnibetitednk ifRyeshiBatgdehst N a
gam ng establishnment are set forth in United States Patent Application No.
11/ 655, 496, onerhinge eard WHNNAMLE DA RENT RACKIUNG! JoEs copTnmlizA Brmire maehing | ed
on Jan y 1 200 At t grney. Docket. No. | GT1P0162C1X1/ P- 713 1.P) . and
" it o3 sVt BN bR Bl S higs e R O pvfea Fiiicer ne
UPON 10 THEfpeddiitRENGE SthePRERBIERMNNGD fol/ERESing e detdrething dNevéemarie 13,

2006 (Attorney Docket No. 1GT1P1116C1X1/P-303 CON CIP), all of which are

her eby i ncoprpdetenmitedbgameduseamesenay be employed.
In one example of the above-described embodiment, the predetermined game
outcome may be based on a supplemental award in addition to any award provided for
30 winning the bingo game as described above. In this embodiment, if one or more
elements are marked in supplemental patterns within a designated number of drawn

elements, a supplemental or intermittent award or value associated with the marked
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As noted el sewhere herein, son@aﬁerﬁ‘b'fe%h?sa’?ﬂrﬂﬁ%‘llé‘?s'%‘ﬁg“? RGTNBRY YO8

i nvol ve "s Tﬁﬁ419§<ﬁ¥%ﬁ>od19§ﬁ§%§y instruments, such as player tracking cards,
whi ch include an 15 RFID tag. Accordingly, the location of such

RFI D- enabl ed player loyalty instrunents may be tracked via the RFID

network. In ' t 0 i Vi vy 1 ncl ude
an RFID tagsu%@%e%eﬁﬁ {B@h@ﬁnn% Bg)ggﬁgn%og‘gd&%%g% 1b ?l:[: g’?i %ﬁﬁﬁ%@eg%ﬁlﬁ@oﬁ&?%r t he
mobi | e devi egcdiid 0 Forexmile, n@khe fouhEotnegalfiadsifg® tard ued niadigdedithinbid frst

devices 1670 may be tracked via the RFID network in gam ng establishnment
1605. Ot her twanty sséestqdgicraents & suppleaspiak agardd 540 4¢ pipyided e Hhegdayeras prbbal

st pigided e theadaienes girbD:
Bl or devi 2ot PR ln e oF R B D B kel S5 Aol RED

Various sl tge ?ﬂéyieva_f BetmiikmhaR] @@) B8 pedviddiea SPLtnidntdl HplimeRMmttesti dwfaed ent
enbodi ments of the invention and/or to accommbdate varying nunbers of
net wor ked 2Bgddldse 6 if thgreneolledygaming achige ssarapided kingatcardyming oradess Notinber s

of gam ng "%ﬁmhgﬁn,%%%%ﬁg‘?&g%%%%5&”%”' tiple instances of sone network

devi ces (e.qQ. vice 1625, which conbines sw tching and

routing functi ongl ddoyher BmbBHigncaX aR®L@he 3MdOME ptdiedddo! thié pladerdb detehifined
net work devi ces not shown in Figure 16. Sone inplenentations of the

i nvention nby 4 memeidehesteansr prayidednial dhepdayer sér ther gangiog dingglused Wethigen
ki osks 1]0677 D s\ L hes 1 19; ang/ of bank sw tches 1615 and .one or.nore
devi cos' n CBRBIPER. ERIN 1626 T4 souh ERP e ishERR g Guffin&liy
m ddl evar e gRvabe HeN VEaVA playstahiiatsg HaRé play bUsEd HQRS garnihe| hisbhivgs ahé not
limted to Date of recei Ef[: 08 April 2011 (08.04.2011) PCT/US2011/ 030894
| GT1P414 X1 \\mitege ganing @gichine communicates a game outcome request to the remote host. In
one embodiment, the remote host receives the game outcome request and randomly
generates a game outcome for the primary game based on probability data. In another
15  embodiment, the remote host randomly generates a game outcome for the secondary
game based on probability data. In another embodiment, the remote host randomly
generates a game outcome for both the primary game and the secondary game based on
probability data. In this embodiment, the remote host is capable of storing and utilizing
program code or other data similar to the processor and memory device of the gaming
20  machine.

In another embodiment, one or more of the gaming machines are In
communication with a remote host for monitoring purposes. In one embodiment, the
gaming network includes a real-time or on-line accounting and gaming infofmation
system operably coupled to the remote host. The accounting and gaming information

25  system of this embodiment includes a player database for storing player profiles, a
player tracking module for tracking players and a credit system for providing automated
casino transactions.

In another embodiment, a plurality of gaming machines at one or more gaming
sites may be networked to the remote host in a progressive configuration, as known in

30 the art, wherein a portion of each wager to initiate a base or primary game may be

allocated to one or more progressive awards. In one embodiment, a progressive gaming

system host site computer is coupled to a plurality of the remote hosts at a variety of
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the filtering and/ or aggregat i B#e8Freesipt I8 APELPAL 804 SHHING T EFRLOY8%m
i ndi vi dual gamingRRGPINES.0opd from ot her devices. Some inplenentations of
the invention include |oad-bal anci ng net hods and devi ces for nmanagi ng
network traffic. Storage devices 1611, sbTM server 1630, License Manager
1631, Arbi bl B8RmAe JERIEY SiclG2prol Rl 2 136 DUk b devigels)
1660 and nal nungf\/\onrlieﬁevilgg(’a %Leézg grrotjav di Bglggd SV\,i@tlhi géég)r%él}'?gr ar oom %20 of
gD(gm' ng_ est agmkn;[irs]@mmt_ r?.lﬂﬁ)ﬁ?e chembpdmman' i ,(}eprogf]ﬁsg'v@garhmgeﬂy' st@lawhqsgsimagm_ peeused.
pendi ng on e i npl enen i on, sonme, suc evi ces_may_ reside in gam ng
est abl i shreRtY 19505 Syping 8 dlistapaed hrgughouta prBer PiPrepsiFsft difeiam 1663
may al so be | gur QP g e I Lt peci fic to
t he pr esentgeﬁ%klﬁltg?loﬁogaﬁ%rs g&é@%@é,foé%é%P feho%?#éerg@r \g)gétgonﬁgghﬁla? bcf?&ezr)11 1633,
st or age sdewvdiffenfléifids winkiharsthest devi ces 1660 of central system 1663 may be
configured to inplenent the functions described in detail el sewhere herein.
These functi ons Hagng sE1bgdiEnenpy theaprogrssive j garneg) sysfemphessi dicngomputer is
functionality Lhee - r ' | ne: bil e
R
may be confthBwisbdimbi, 8 prdpredserel @imings@iteth Mgsesife @ygiuta ovegets ganinnige
notification paraneters, determ ning when a wagering condition corresponds
with the waRjeBrCHaYs BYNMEtSYSieRatndols Hamarksr dpis copytse # sragasssiye dackpots.
notificatiopt ne .. f i.0g: it r W th
the waglr garagl Ry R RS R KRS B a0E B A RRARRERSFR:

servers naygadeing e HosUsiteOcdn@siftéry EEadhl RERES hésd doMpu Rk & tedporisitag €ord4l a
fromcanmeras 1609, to provide navigation data to patrons (e.g., to_ indicate
the | ocati offtdfcoByuitatian rhegyeeanthet gAning apReiang Apidavare apg geftwgkmapd the

machi ne, et (o] d. wager. 1Ng i,f i i , JBle L 2HEOr
exanpl o, naPgseTSn EARME el 18R LotBLT 8 Y LB o S FREE

canera i mag@ntlag anachie. mafayighe Ppevdrediichywadewr MMrRombr theodielengrs of
conput er room 1620 to nobil e devices 1670. Sone_inplenmentations of the

pr esent!3i nVEMOtOROSE (RN thel Sregrgisiye Aaming Sstane hows ske GORRHEPACtaBmLes Wifnch nay
be video c . igital i as, el q; - uch
inplenentaﬁggﬁgéﬂgigﬁﬁ%gﬁgygsﬁ%§§g§Op%ﬁePﬁéélgPﬁ eagﬁéfW'%gp?@ﬂﬁggﬁﬁ?§ne
navi gati on mediing 88l $ siotadodthesprogassne ?&didgﬂ;ybﬂeﬁ- hd3atientonypptr) eairk @n No.
12/ 106, 771 (attorney docket no. |GI1P410/P-1222), entitled Date of

recei pt: O8ompiictiopoith cod. ohen a fptepuine LSO 2/ WYRSMve win is triggered, for

ST ER T A, ST TR AT e R U T
20  established by the remote host.

In one embodiment, a progressive award win is triggered based on one or more
game play cvents, such as a symbol-driven trigger. In other embodiments, the
progressive award triggering event or qualifying condition may be by exceeding a
certain amount of game play (such as number of games, number of credits, or amount

25  of time), or reaching a specified number of points earned during game play. In another
embodiment, a gaming machine is randomly or apparently randomly selected to provide
a player of that gaming machine one or more progressive awards. In one such
embodiment, the gaming machine does not provide any apparent reasons to the player
for winning a progressive award, wherein winning the progressive award is not
30 triggered by an event in or based specifically on any of the plays of any primary game.
That is, a player is provided a progressive award without any explanation or

alternatively with simple explanations. In another embodiment, a player is provided a
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Ot her devices that may be depl B§eaf reerinteiB ik 2044 (8- 04 O LR CHERWAVOIOR i gur e
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communi cat i on wi PPIStHEROdHBGICRE Qrinese of thepraaressive awpidy 2stasB indseit
1605, such t i 1 . Kl 6 I (e 0,
for inpl eneaﬁ%figgétsoécr%e%n‘g {jdlglqgtesseﬁb%bgﬁe&eh %éﬁﬁ%ﬁé@{t}g%?%% r\\ées(rfcgest%%r@gt he
like) may figcieligibed o COMMUHY pRigk@Bive VaWwdrd Sassbeigtel | wigh , the edidd bet.ank sher e
patron data, provide appropriate 15responses, etc., as described el sewhere
her ei n. embagimente thet Havss myst plaes thegpaximugbheti agd tbel side bpletorhsr dhigible ke
relating to accounti A |ty Si r essi

conti gurat B Of¢ ShboroRlsRHFY s, b ot UillaBh O BSGL BR e laces g7 g

to inpl emenfagers @il RQuited gide MRNtths pidyeMmayuedpeasit ahe ctddlt Advantdagagvh€asi no
System suite of applications, which provides 20 instantaneous information
that may bePimay a1 @6citks plysrences @obplasa termanianay betsandghrsyie pst &b er

and/ or DHCP.server. nma so_be confi qufr for ¢ i gati.o ith t
qar ng Retwdiaio e SRS Rt SRE bME F i AT AR Gheidtn il

of these seplupirs Wwipck i {dditBrofo bk lieed eldéescs), tHROgreatpr ticardde dr prdbadilitent s
of sbTM server 1630 and the other. servers shown 25 in Figure 16 include

(or are at thettbe playerwithiim ewiafshe piogrspsive uxards.el slopild be ppryariatan thas pe age
devices, | n(():r! rlljiglen%fe&%cp%%ie%}.v%zag i ?asd Sl\é/ilpl%%gﬂ b %r%i%a,? gtélegstt Gn 8?}%10?%%& L ARE

devices may inclu I nat I'yr edunda rray expensi ve

di sks, now @hg®s raedordthe peiEhitg githe Lo BY gohingndamedenthediapking sptdndia
back-up hard drives and/or tape drives, etc. 30In sone inplenentations of
the i nvknt i oEamwgeytablisheaser Waeny axtabledBaigrng but not linited to License
Manager 1631, seyvers, 163 1634, 1636 and 16 nd. nmal n t . ice
1625§J are nount ed ?Ih&%ersﬁmﬁbquémF%ch?Motr A Sb ]f6t§8rp\;o esfévggl.lwar taiég)é!}ﬁ‘n(rgg\\t/ei pt:
08 April 208hdéd8ia04 sk} oPGitie Wl WHaS0H24pl 4 yoF HRAl AXIANQHA0RARE InHOBe
Accordingly, many or all such devices will sonetinmes be referenced in the

aggr egat e a%ackad "gd EMidebetemeter)Holegrs empadigent rengt 9tveornpf BitePogtesENS, one
o o o BUS3F o HARECP oD SETTUE L e o8 B0 6O
t he devi(esorst o f MYitbedsdive HRPa¢ &t €unded based on player’s wagers as described

above as well as any side-bets or side-wagers placed.

In one alternative embodiment, a minimum wager level is required for a gaming
machine to qualify to be selected to obtain one of the progressive awards. In one
embodiment, this minimum wager level is the maximum wager level for the primary

25 game in the gaming machine. In another embodiment, no minimum wager level is
required for a gaming machine to qualify to be selected to obtain one of the progressive
awards.

| In another embodiment, the gaming system maintains at least one progressive
award by allocating a percentage of a player’s wager into the player’s own progressive

30 award or pool (i.e., a personal progressive award). In this embodiment, upon the

occurrence of an event (either associated with game play or independent of game play),

the gaming system provides the player their personal progressive award.
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Mor eover, ilhﬂ:ﬁ@@g(%\,@gd(ﬁgt@?@ous to store | arge volunes of data el sewhere
via a storage area network ("SAN'). Conmput er room 1620 may i ncl ude
one or nore operator consoles or other host devices that are configured for

communi cation w ]%}hangh{}? ren{i)éalggé?%r é(l)“'\l;lhg‘élﬁy 1 QS hdg rpgfraﬂt SFAIARYY Sanfi@Pm

1620. Such host devices ma ed”w th software, hardware andl or
firmware fanadhinpdseimentoamings aystan paetidigedd ient groop daneng reveindnment. Hovwener
such host devi ces need not be | ocated within conputer room 1620. Wred host
devi ces 166mnbadkmen. andurghtyiaioplayeny af apluplivipitked L2ping mashiessierein and
W rel ess deyj . I | i

o sevhor e onERndt Rs OHPLEInG: Cuckib P he Bban BT of Bl oA BhEGH

Al t hougts t h@ofecavegdd. nNth ¢Heesuieh terrbod@idnit, ity isard @@n tethe igrdupdis ishardd tather by
way of illustration and exanple for purposes of clari tY and under st andi ng,
it will be gaeldynr basad ppany sweablheiteriy asongydhe gitsan playasatthosrony Ihe
enbodi ed i n._nuynerous .ot her_ specifi ariation nd i {. i t
Gopart i ng (POMEBRARE o PREGLY o RS0 R RS SIpRe e MENRLE
invention. &migetd BgLRAngeSandttitr Fobhid AL Sawmys. bén Paacutic ethbodinttnt,ta i S
understood that the present invention is not . to be limted by the foqregoing
details, butluradishef plagers gt gepluwfityhak lipked: gpmigg gpachyres tREICARAYS HY 8 B2EVRS ns.

Dat e of,yecei pt: ril 2011 (08, 04. 20 / 4
| GT1 P411£X1V{8'1%661fg§_ﬁf%8% "E:Elﬂf‘i\/%‘(”ﬂﬁ%t ﬁ} %“"c aierre%d}lﬁg%&ia.lélﬁ?a\?g’g%frEl%%tesfseglt Bani ng
machi ne congluiasinngf liflednRatief ngahihegplap b @lel @meenfwagdy whlertm anositearhe one

or nore ganes of chance; ) a wager inﬁ%t devi ce operable to receive an
i ndi cati on gmertsgabeone wapling mashingnafTests Hisr QuigeiRess geicratethhyeone or morg

val ue out puﬁm%gvia&c? clgg(( I yr ed to output an indication of value including
an award based &h plfgdy ol'i‘"ge[ he one or nore ganes of chance; 10a first nenory
devi ce capabl e oforfi¢ Aétvdeksalchdritetl hefeadpiovitialradibedsraaprdesiess fof ghadading dhe
15  or more networked gaming establishments. Such networks may sometimes be referred
to herein as server-based gaming networks, sb™ networks, or the like. Some such
gaming networks described herein allow for the convenient provisioning of networked
gaming machines and other devices relevant to casino operations. Game themes may
be easily and conveniently added or changed, if desired. Related software, including
20  but not limited to player tracking software, peripheral software, etc., may be
downloaded to networked gaming machines, mobile gaming devices, thin clients and/or
other devices, such as kiosks, networked gaming tables, player stations, etc.
In some implementations, servers or other devices of a central system will
determine game outcomes and/or provide other wager gaming functionality. In some
25  such implementations, wagering games may be executed primarily on one or more
devices of a central system, such as a server, a host computer, etc. For example, wager
gaming determinations (such as interim and final game outcomes, bonuses, etc.) may be
made by one or more servers or other networked devices. Player tracking functions,
accounting functions and even some display-related functions associated with wagering
30 games may be performed, at least in part, by one or more devices of casino network

and/or of a central system.
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portabl e electronic device having a first processor and a second nenory
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[epresenti ng 2 SPRAPIBURIN  £0L BLEFbrAEhlAbl . VIFIPAL! ADLS for

el ectroni c devi ce; a secure tr evi’ce conp

second procegsieheditd cheldiinidle RBIFBAYNABVOTRe piddént A RHESH.OThoREITRRIEIntthe
transmt to the portable electronic device, via the conmunication

i nterface, atmilgealizedhasghistaschitsetirecandnbie selatsd fungtivnplitypas meeely ckaBples r st
t 20i i it thorizat i ot _ - . . f
e 20 B BBk B R Ao B TR e, sppae R Mo LT

determ ned ibabdi he security authorization information conplies with one or
nore -security authorization requirenents, an indication that the second
amount of creditHoegs dasion opdputed roemadedt dadcactworked: Heviedy ofjue sgamingid
update the fi cre in the first .ce |

accor dance 'W{h_iitskuﬂgmglé#e)glfeéﬂ %tr%%g'r Sgﬁ{nﬁlbg ﬁ@f&hlfstlilglef}ﬁgﬁé?ﬁ?hdc%}{h%ﬁg? 21]05 t he
From the por e o { o e  h nie G pamunt
recei pt: 081693rdnd 1293 arq Y @nfigoed forrOMrSAcE hOBUBGtral system 1663.
Ir STl P4 lﬁfQV\D’ POO}%‘ZI%%@gO%Ip 'er-[lgt?taggnnsj, ”@amrfﬁg hés?aﬁ)liglflmecrlltgi rrr?ayg ' be\AhC(e)Irlgigur}eé hf%rf st
quest s trans
communication with one another. In this example, gaming establishments 1693 and
1695 are configured for communication with casino computer room 1620. Such a
configuration may allow devices and/or operators in casino 1605 to communicate with
and/or control devices in other casinos. In some such implementations, a server in
15 computer room 1620 may control devices in casino 1605 and devices in other gaming
establishments. Conversely, devices and/or operators in another gaming establishment
may communicate with and/or control devices in casino 1605.
For example, a server of casino 1605 or central system 1663 may be provisioned
with relatively more advanced software (e.g., 3-D facial recognition software) for
20  patron identification than servers of other networked locations. Such a server may
process patron identification requests from devices in casino 1605 as well as patron
identification requests from devices in gaming establishments 1693 and 1695.
Here, gaming establishment 1697 is configured for communication with central
system 1663, but is not configured for communication with other gaming
25  establishments.  Some gaming establishments (not shown) may not be in
communication with other gaming establishments or with a central system. Gaming
establishment 1605 includes multiple gaming machines 1621, each of which is part of a
bank 1610 of gaming machines 1621. In this example, gaming establishment 1605 also
includes a bank of networked gaming tables 1653. However, the present invention may
30 be implemented in gaming establishments having any number of gaming machines,

gaming tables, etc. It will be appreciated that many gaming establishments include

hundreds or even thousands of gaming machines 1621 and/or gaming tables 1653, not
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responsive to a deternination Pp&ef teerépty (8 April 241 (1804 ZUIHPEHURNLINWEMhed 4
first credif 114585800 F001241he 9am ng machine of claim 3, wherein the second
processor of the secure fransaction device is further operable to

determ ne, using a predeterm ned auto-transfer amount and the first credit

t hreshol d, ' |t - : e I chi.ne, of
claim 2, m%pgfﬁsl?h%%?% ?‘gf&%‘g elg?ﬁ?%wh aangzrin taré(g nglgeggg‘}r?é%éﬁ?omé ?eequest
~received fraimectebera adtwbike AEloashgorfi@eNgdiging machines 662 ITdiel/@anobilg deaichs ne of
claim1, wherein the first request includes a request to transfer the

desi gnat ed &78dmay ditolithn chigst Hat gagricapligieditactformndicpbpidanethedseas r oni ¢
device. 15 ’b ZS ‘i’lhe anm ng nmachi ne of claim6, wherein the

mast er garﬁ%eﬁc%oelqte SIPE §el{5‘perabl e to place the gami ng machine in an

out - of - gervi ce sg@he ghﬂﬁixfzgeﬁa%ﬂ@ prévide IfeAwWes forr aRinY bty am bResiftiarte
transaction device; and 20wherein the second processor of the secure
transact i onthaseyprswided fourzameng opehiabs, anelyding but najdireited e bonysinge Phygse to

a request to out et he he co njcation interface is in, ...
communi cat i ISH&W_@HYGE h%aCE‘MB}gt 3‘6(5 éﬁeeIué%tqqo%aishl%ﬁge\lf?sglg?leﬁét r g‘ﬁ g VAPt maferial ds, o nse
to a determyBaide@nid hBtS. t PEeRONABRicGAbH ONol NI BISAL633, Semiledl N'CABALESS At i on
with the portable electronic device, the first credit balance fromthe

first menmoriNIRUMENT BASED v BldnoGAMEY i BROMOTIONALansHSTEM r Ajllkst to

(ne, Ter T RBREE b s 5o S8 TS A i P88

U.S. Provisional Patent Application No. 60/16516,046, entitled “AUTOMATED

PLAYER DATA COLLECTION SYSTEM FOR TABLE GAME ENVIRONMENTS”

and filed on November 10, 2006 (attorney docket no. IGT1P061X5P), U.S. Patent

Application No. 11/129,702, entitled “WIDE AREA TABLE GAMING MONITOR

15 AND CONTROL SYSTEM” and ﬁléd on May 15, 2005 (attorney docket no.

| 1GT1P115), U.S. Patent Application No. 11/4259916 entitled “PROGRESSIVE

TABLE GAME BONUSING SYSTEMS AND METHODS”, filed June 22, 2006

(attorney docket no. IGT1P2316/P-1049) and U.S. Patent Application No. 11/225,299,

entitled “UNIVERSAL CASINO BONUSING SYSTEMS AND METHODS” and filed

20  on September 12, 2005 (attorney docket no. IGT1P243), all of which are incorporated

- herein by reference. Accordingly, software related to such features may be provided

and/or controlled, and related data may be obtained and/or provided, according to the
present invention.

Some configurations can provide automated, multi-playgr roulette, blackjack,

25  baccarat, and other table games. The table games may be conducted by a dealer and/or

by using some form of automation, which may include an automated roulette wheel, an

electronic representation of a dealer, etc. In some such implementations, devices such

as cameras, radio frequency identification devices, etc., may be used to identify and/or

track playing cards, chips, etc. Some of gaming tables 1653 may be configured for

30 communication with individual player terminals (not shown), which may be configured

to accept bets, present an electronic representation of a dealer, indicate game outcomes,

etc.
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30transnit a request to perfor g ohrsoednty - Apgid g014 (18- 04 SRR C S 201 HR3084, ¢
receipt: O i %@&%0 .fg. 2011) PCT/ US2011/ 030894
I GT1P414X1W%6J¥§131- Oog% ¢ 8. The gami ng nachine of claim1, wherein

t he second processor of the secure transaction device is further operable

to: determne a é&ﬁétga@ﬁ% haGolisnEe 4t %ﬁecwaﬁicly% E@.ﬁt@rw%ﬂl&nf& ﬁ%‘%‘%ﬁ’ e

t he first "o ne w ndow represent a tine period |
port abl e el @blerganies. IdBVPoentr@yplivation dd. i 015124661, eadtlghiCAGINOIDISRLAY

aut henticat | ng. with one or nore cashl ess gam ng servers; determne a
first on-1iWETHQRDIANRDEYICERT and|fded PBrﬁQP“ﬂ%?ﬁl ce, 200hdattomey dgeketinge use

cor r espondi pagr pq 88XE?%E cﬁ%&e&)tmé LTk téﬂ]es"\éﬁl'd‘%P hbdd6 &%@%Pitgd g}l, RELER Cyflevi ce
was aut henticated With the one of more cashl ess \6am g servers;

10det er 8 negperdon@iay Betedtiardebir@f fdnhd)8uit adopolandamber b iblakjaok thBendske

whet her the first offline use is within the first offline w ndow

permt, wheblerwilfbe sutoprficallyeconfiguicd with Beemetrigal fattemsotekl, ot WhisHAE use

of the portable elegtronic.device wthagut. .the, port el ectroni | ce
aut hont | oat IROUAEEE HEF SRuSTHRGNG S0 oUE BRE hERLE, GuRCHRgRL Sl oG

The gam ng Bag Bbrteol @ the @ible Bseldreicedrdinghe isetofchsrcas easRomot g, BgecRREUr €
transaction device is further operable to:
or a casino manager via a network interface.

10 Gaming establishment 1605 also includes networked kiosks 1677. Depending
on the implementation, kiosks 1677 may be used for various purposes, including but
not limited to cashing out, prize redemption, redeeming points from a player loyalty
program, redeeming “cashless” indicia such as bonus tickets, smart cards, etc. In some
implementations, kiosks 1677 may be used for obtaining information about the gaming

15  establishment, e.g., regarding scheduled events (such as tournaments, entertainment,
etc.), regarding a patron’s location, etc. Software related to such features may be
provided and/or controlled, and related data may be obtained and/or provided,
according to the present invention. For example, in some implementations of the
invention, kiosks 1677 may be configured to receive information. from a patron, e.g., by

20  presenting graphical user interfaces.

In this example, each bank 1610 has a corresponding switch 1615, which may
be a conventional bank switch in some implementations. Each switch 1615 is
configured for communication with one or more devices in computer room 1620 via
main network device 1625, which combines switching and routing functionality in this

25 example. Although various communication protocols may be used, some preferred
implementations use the Gaming Standards Association’s G2S Message Protocol.
Other implementations may use IGT’s open, Ethernet-based SuperSAS® protocol,
which IGT makes available for downloading without charge. Still other protocols,
including but not limited to Best of Breed (“BOB”), may be used to implement various

30 embodiments of the invention. IGT has also developed a gaming-industry-specific

transport layer called CASH that rides on top of TCP/IP and offers additional

functionality and security.
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receive fromthe portabl e el ecP#epfireceips08April 3415 OBRE2HAREH22411/¢34894
i nterface, Il&‘f‘?ﬂ“)& doP3 lopy or mati on associated with the portable
el ectroni c device; ransmt, to a cashless gam ng server, a first nessage
including the received identification information; recei ve, fromthe

cashl ess gani ng REEEimin ng@gme%f% sd RENGEN BORPD LOMER! ibffech i

further use of t ronlc evi ce en &t eas partrally

bl ocked; and pakosit REID dwiehdsf 1619t drﬂnmhh@le RETD h@ddetssmqu ARRMIDr hctlrbex
el ectroni ¢ devi ce has been bl ocked 10. A _nmethod of operating a

wager - basedngabd wigdniee hX%’i@ple{tﬁéraﬁ’éPhl@@ltbé@Wbraﬁ gobge gsmgtgcﬁqufgs 1670, avhaghy st

menory devi.c ine, a,fjrs cre it. b ance .re esentlng a
first am)ur}flglgg cﬁ@ﬁ %g%v@?? Eﬂsf 8’?a%8)erpah8 %t é’%/ ehé”cmlfgy §F &or e games
of change axablighh&it orsos hes&amdigmg&@ hifigsw a@aREIIDfnefvﬁtS‘rﬁlrﬁ&y b@8usé@rihla 2011
(08. 04. 2011) PCT/ US2011/ 030894 1 GT' | P414X1W) P001231-008

transmitti rggnfinppsteblisboanteare setrforth i biniteétates Ratent hopheationgNarddHiSAeldovi a a

comruni cati on.,i 0 p eV|ce in
cormunlcatlélﬂtl tﬁﬁﬁﬂéﬁgg ﬁﬁﬁﬁékﬁﬁggﬁéﬁﬁ%’ﬁgPsﬁ ﬁ@@igéf epr@ge ?lng a
request to Jdpeay €192 2907 QAGtofiiegdbbcka N A6 TaPOI 6XC 1001 /P 178 3 pPOONabI® aldedt roni ¢
devi ce, the second 5credit balance representing a second anount of credit

avai | abl e dnnitddeStptss tPatsine AppbeationriNe. HéA% 1, entatldd TIRQ WNGQADINGNEPON ng
security aupharizab e\ Y Bk EBETERMINED EVENTS” and filed on November 13,

2006 (Attorney Docket No. IGT1P1116C1X1/P-303 CON CIP), all of which are hereby
incorporated by reference.
As noted elsewhere herein, some implementations of the invention may involve
“smart” player loyalty instruments, such as player tracking cards, which include an
15 RFID tag. Accordingly, the location of such RFID-enabled player loyalty instruments
may be tracked vié the RFID network. In this example, at least some of mobile devices
1670 may include an RFID tag 1627, which includes encoded identification information
for the mobile device 1670. Accordingly, the locations of such tagged mobile devices
1670 may be tracked via the RFID network in gaming establishment 1605. Other
20  location-detection devices and systems, such as the global positioning system (“GPS”),
may be used to monitor the location of people and/or devices in the vicinity of gaming
establishment 1605 or elsewhere.
Various alternative network topologies can be used to implement different
embodiments of the invention and/or to accommodate varying numbers of networked
25  devices. For example, gaming establishments with large numbers of gaming machines
1621 may require multiple instances of some network devices (e.g., of main network
device 1625, which combines switching and routing functionality in this example)
and/or the inclusion of other network devices not shown in Figure 16. Some
implementations of the invention may include one or more middleware servers
30  disposed between kiosks 1677, RFID switches 1619 and/or bank switches 1615 and one
or more devices in computer room 1620 (e.g., a corresponding server). Such

middleware servers can provide various useful functions, including but not limited to
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request is transpgitted res ivenlo a rmnatign that the first gredit
bal ance has reacﬂt‘gﬁlgg dFWS??@fleaﬁ %Yﬂﬁgéﬁbﬂ‘ﬁ?nsfﬁﬁ%a%%@d [H_th%rl ](293 12,
wher ei n &t hesepRGONEI D ABAS 3636 hd 18816 HT BeViEAES 860 &Y HRAM B&wiotk Hewither
operable to determ ne, using a predeterm ned auto-transfer anount and the
first credit62Sharestispased twithin eomputer edomr Eafit ofgammmg, esedlishment 16064, Imhe
met hod of claim 12, wherein .the fi rslt% re%Uﬁ)stFé(ﬁ tralalsm' ttled imq. response to
a request rRe&FeBrt eﬁ’_ehg%vr‘ceéf‘f“tyh ¥ Yaf rgPRECHE RR e ImpiemeniationsSotithe

nmet hod of clighRedides MILFRIdR it BAnfnkcSlabh @A 1 6096 dt@mere. F equest to 30
transfer a designated credit anmount fromthe gam ng nmachine to the portable

el ectroni ¢ devi c@nc oDaioee ddvices decgtiral OBteapd 663 @ay alsod8 confligpad jo perform,
PCT/ USZH)lll aOtBlOegs%A'inlp%[&Ft)gs gf)%em 1? (2(9 1t e3 %);e%gn% invention. For example, one or more
servers 1662, arbiter 1633, storage devices 1664 and/or host devices 1660 of central
system 1663 may be configured to implement the functions described in detail
elsewhere herein. These functions may include, but are not limited to, providing
functionality for devices such as wager gaming machines 1621, mobile devices 1670,

15  etc.

One or more of the servers of computer room 1620 may be configured with
software for receiving a player’s wager gaming notification parameters, determining
when a wagering condition corresponds with the wager gaming notification parameters
and/or providing a notification to the player when the wagering condition corresponds

20  with the wager gaming notification parameters. Moreover, one or more of the servers
may be configured to receive, process and/or provide image data from cameras 1609, to
provide navigation data to patrons (e.g., to indicate the location of and/or directions to a
gaming table, a wager gaming machine, etc., associated with a wager gaming
notification), etc.

25 For example, navigation data (which may include map data, casino layout data,
camera image data, etc.) may be provided by one or more of the servers of computer
room 1620 to mobile devices 1670. Some implementations of the present invention
include a plurality of networked cameras 1609, which may be video cameras, smart
cameras, digital still cameras, etc. In some such implementations, such cameras may

30 provide, at least in part, real-time navigation features such as those described in U.S.

Patent Application No. 12/106,771 (attorney docket no. IGT1P410/P-1222), entitled
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16. The nethod of claim 15, thBatgefrsesipts(§rApgibeold Hi$P2EEIHRET/US2011/030894

determ ni NG '1}‘115)?1%?@90?)‘?231%0? request to cash out, whether the
conmuni cation interface I's In conmuni cation with the portabl e electronic

devi ce; _ transferring, in response to a determ nat ion that the
communi cat i. | W t

el ectronic g&‘\%ll l(i;erﬁe E\ﬁmgfaﬁ? ﬁévwgs rgtyg% angg@%tbg%% t th thl rsl%é% oerQJi %glrén'\l/nl ceto
the third nprRftesdevi ce; transm tting a request to the rraster gam ng
controller indicati ng that the gb‘? machi ne shoul d be tenporarily pI aced
in an out - of - serQthgedestieas dhat anay rd&n d in rmgwarkrlef&é@tn% appsar mdrigrg 16

_car d- ] . f 11 hod
forther Conty GG sSme Biguipe sfiorky Tardt ine e iy 3 e%ﬁl%o%g‘rooﬁe(i%’gcy

portabl & el A6t fRatien ¢AMIDe) rehd@s i 6 1B buPdlkd RFED %n@lwy e &SRO Edrags deté.] me
period in which the portable el ectroni c device may be used for cashl ess

gam ng wi t hwome afitvheaht irganat rﬁgpwtetdhmoﬁ@um loror Ehega denterss Hgfe(nmrﬁgldm%élw%r S:

determnlngaflrst on-line use o e.el ectroni.c

frret on I acHb® i SepBiingrs G AAne Soum TRECFRA fardRE Hoft abl o
el ectronic ﬁswlé:@ev\{@esmutah&%ing%% 18kdttdnt TN FOYDYeadBR gt Géklb Iaﬁm:maggh
servers; determ ning, using the first offline w ndow and t

first offlllrfél7use, whet her the 20first offline use is within the first
of fline w ndow,

t t wh ff th
P st o Moo T B e ot iaeyits dndiefed db dvftt JoBey B Cahast Tohe. |

portabl e el gahh@mitaidhevite sth@tiaa%&,hﬁ 3t bidgideidf Rahby QRDIIKMEMI1E083%0h 85S
gam ng servers. 2518.The nethod of claim 11, the nmethod further conprising:

recei ving thshﬂtheeqobﬁﬁoalkl%kelléﬁ oot mdile cleyices A67hdor onpramienting syme
ntertace, iR hSathan, Lulauret jon. el et u U e POt A th B
nessage | nc&dﬂﬂhﬁﬁcﬁtt&ls RABL B Hel {8 trbédiGh D Stotef ddoBiat D Provide appropriate

15  responses, etc., as described elsewhere herein.

Some of these servers may be configured to perform tasks relating to
accounting, player loyalty, bonusing/progressives, configuration of gaming machincs,
etc. One or more such devices may be used to implement a casino management system,
such as the IGT Advantage™ Casino System suite of applications, which provides

20  instantancous information that may be used for decision-making by casino managers.
A Radius server and/or a DHCP server may also be configured for communication with
the gaming network. Some implementations of the invention provide one or more of
these servers in the form of blade servers.

Some preferred embodiments of sb™ server 1630 and the other servers shown

25  in Figure 16 include (or are at least in communication with) clustered CPUs, redundant
storage devices, including backup storage devices, switches, etc. Such storage devices
may include a “RAID” (originally redundant array of inexpensive disks, now also
known as redundant array of independent disks) array, back-up hard drives and/or tape
drives, etc.

30 In some implementations of the invention, many of these devices (including but
not limited to License Manager 1631, servers 1632, 1634, 1636 and 16316, and main

network device 1625) are mounted in a single rack with sb™ server 1630.
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30recei ving, fromthe cashl essD3%mf rrgeinteds Anril 2011 QKM BRCTYSITRIBIY| ng an

i ndi cation | el ectroni ¢ device has been bl ocked; and Date
of receipt: Hé?%?ﬁ?’@%&ﬁﬂfg@. 04.2011) PCT/ US20111030894

| GT1P414X1WD/ 13001231- 008 outputting a notification that further use

f th | - _ ! .
of i1 port Al gumRehuanke. feyiaR has et atnl ofskodarts o bt b askeds 194

configured & “pH&sggieroneHoweved) éh gaemstiaf irfplamestatibmg ogandrn@ormohitiese
conprising: ~ _ a wager input device operable to receive an indicatjion of
a wager to fevasestihi eomemgicaionevighshly' ssfvee hadtand/er afhgrdsviset plthe getnasle
configured Qu t..an indication,of val | pel udi an. awar.d on
i ay of 1 neoBrEURt Hatthehl RGNl ot oF e RIS, HRUF B, B ANAGE s ARRRE

capabl e of sicRY Witgircdrputér ©660162006 [dB£Ed ERBWRSE hi tAE nétwidrk.S Marewn! it Of
credit available for wagering to play the one or nore ganmes of chance
control | ed ¢an bhedmarageousyden stere clerger wlbmes ddndhtoglsewhempyie & oioragsi &gei on
interfaces;n%Saﬂpﬁgknge el ectronic device in conmunication with the gam ng
machi ne vi a"th&"o r “more conmuni cation interfaces, the portable

el ectroni c devi CE€ofPURF k§onJ62@ naly liBdludy HESSAbEe operator consoles or other host
devices that are configured for communication with other devices within and outside of
10  computer room 1620. Such host devices may be provided with software, hardware
and/or firmware for implementing various embodiments of the invention. However,
such host devices need not be located within computer room 1620. Wired host devices
1660 (which are desktop and laptop computers in this example) and wireless devices
1670 (which are PDAs in this example) may be located elsewhere in gaming
15  establishment 1605 or at a remote location.

Although the foregoing present invention has been described in detail by way of
illustration and example for purposes of clarity and understanding, it will be recognized
that the above described present invention may be embodied in numerous other specific
variations and embodiments without departing from the spirit or essential

20 characteristics of the present invention. Certain changes and modifications may be
practiced, and it is understood that the present invention is not to be limited by the

foregoing details, but rather is to be defined by the scope of the appended claims.
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a second nenory devi ce capabl eDaf okreeninti{t§ Aprib 2H b (I§-04-2Ud) RCHEP WAL 30894

representi r}gT?Pﬁ%WP&ngq%g of credit available on the portable electronic
20devi ce; secure transaction device in communication with the

gam ng nmachi ne VI a the one or nore conmunication interfaces, the secure
transaction device conprising a secon@ ertQ,ﬁessor and a third nenory devi ce,
the processor configured to: transmt {" e portable el ectronic device,
via the one or nwhetidem@PRt cation interfaces, a first request to update
the second credit bal ance, the first request including security
aut hori zation i nformati on; receive fromthe portable electronic

nor e, comuni cat | nt erfaces, when the security

device, via the maé %n i
aut hori zati on i nfor i"égce Bgf"?ﬁﬁi OGP SO0P ™8 securi ty authorization

requirements, amn, jnRgdkCaing c&rhf’%ﬂlc? 9&&%@?&1@9 RENPTRIAB O ﬁfor&%ﬁﬂéstof kRasndeeen
updated in accordance W th the request; update the first credit

bal ance stored mwagm 1mput§t:vmeqmrybldm/recevc an aukiatidant @ wagettotphay thequest .
Dat e of recei t : Agé 2011 (08.04.2011) PCT/US2011/ 030894
I GT1P414X1VQ5’ ﬁ?@f ance 20. The gani ng machine of claim 19, wherein

the first requesf viinglugas d@v&@%ﬁ@hrédotot&ﬁﬂ&fa%rméwﬂﬁﬁi gmaatlﬁr@ il RiEkd a@mount

fromthe portable electronic device to the gam ng nachi ne. 21. The
gami ng machiweed bhsedloaiplay2d, thevhiey @i moretgamics pEchaneguest i s transm tted
responsjve to a determnation that - the first credit b% ance has.reached a

first chledit thrEROMEMOTnISYiqhePaRlfiohgorag A Corditdialiniy BPresGHute Wt he

second procga&af oPrclNGvARGK Br WaglaRab pRly) tHEYALCE théreigdmblsf caRgs,abl e to
determ ne, using a predeterm ned auto-transfer anmount and the fi rst credit

threshol d, the destqgmatedatomediterfagenoonfigured to communicate with a portable
electronic device having a first processor and a second memory device, the second
memory device capable of storing a second credit balance representing a second amount
15  of credit available on the portable electronic device; and
a secure transaction device comprising a second processor a_nd a third memory
device, the processor operable to:
transmit to the portable electronic device, via the communication
interface, a first request to update the second credit balance, the first request
20 including security authorization information;
receive from the portable electronic device, via the communication
interface, when it is determined that the security authorization information
complies with one or more security authorization requirements, an indication
that the second amount of credit has been updated in accordance with the
25 request; and
update the first credit balance stored in the first memory device in

accordance with the request.
2. The gaming machine of claim 1, wherein the first request includes a

30 request to transfer a designated credit amount from the portable electronic device to the

gaming machine.
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23. The gami ng machi ne of cl ai RAtROf reghinsy (8 April B 11804 2011 p B EY 2015030894

transmtte i request received froma user of the gam ng
machi ne. d[GJr%ﬁ%g&@hae{ﬁzg%%oﬁg machi ne of claim 19, wherein the first

request includes a request to transfer a first credit amount fromthe

gam ng machine tp th ortabl e electroni. evice. .20 .25, The m ng
Tachi ve of ol ai n23. Ro e FEGE AL RS (RO regured e

itself in aRsIikveftoSEU¥eARInGlicH ehat Ihd ESNANEEL bladcd REAURSEhIIEE Firstededif OM
t he secure transaction device; and wherein the second processor of the

secure trartbesholdn device is further operable 25to: determine, in
response to a request to cash out, whether the one or nore comrunication
interfaces are in conmunication with the portable el ectronic device;

transfers, in responserThoOoamMgtBEcHiNAbS ORirh MAtwHASH INE sQondPrseeddr of the
communi cation interfaces are not in comunication with the portable

el ect r oni ¢ stewiegmnsadiion fdevise i fuetiet ofxahtde e détemmme,hsifg g predeterningd detei ce t o
the third nmenory device; te of. receipt: O ril 2011 (08, 04.2011)
PCT/ US2011/ GBS 4PN A 11 RN 155508 e des theied AT oquest 1o ¢ he

master gam ng controller, the request indicating that the gam ng nmachi ne

shoul d be tenporarily placed in the out-of-service state; and
5. The gaming machine of claim 2, wherein the first request is transmitted

10  responsive to a request received from a user of the gaming machine.

6. The gaming machine of claim 1, wherein the first request includes a
request to transfer the designated credit amount from the gaming machine to the
portable electronic device.

5 |
7. The gaming machine of claim 6,
wherein the master gaming controller is operable to place the gaming machine

in an out-of-service state in response to a request received from the secure transaction
device; and

20 wherein the second processor of the secure transaction device is further operable

to:
determine, in response to a request to cash out, whether the
communication interface is in communication with the portable electronic
device;

25 transfer, in response to a determination that the communication interface
is not in communication with the portable electronic device, the first credit
balance from the first memory device to the third memory device;

transmit a request to the master gaming controller, the request indicating
that the gaming machine should be placed in the out-of—service state; and

30 transmit a request to perform a no-card-cash-out operation.
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transmit a request to perform Batpofreepind-A8aipil ¢ (05942 %) RIAT/US2011/030894 26
The gam ng [ | aj 9, wherein the second processor of the secure
transacti or?ggg}ll@gl‘f@p@ﬁ%tl% configured to: determne a first

of fline wi ndow for the portable electronic device, the first offline w ndow

representing a tj me riod in which t ortahl e.el.ectronic 1 Vi may be
used for cashl ess ga eggwltnﬁolﬂ?'(:hérlft%gﬁ?ﬁ%éti SrWtﬂhe g™ Pr(??ggs r gglﬁ ess

gam ng Ser VREgre transactiokl 86 8Es Fertier bp&ble@p- | | ne use of the portable
el ectronic device, the first on-line use corresponding to a nost recent

tinme in which the pordetymenet destradfling wiedpwefonths partabéneletemegideviiedh thehe one

or nore cashl ess.gamng servers; 15determ ne, .using, { fir offline
o ndow andthe. RGO MIHE v /eRreS B RIS REre Fphish Fh RTARLERIPRIANSS i o
the first of flingiendloWhe used foP@isRidss Q4REt: Wiold hsthefchiddG/ithSEnd &r
within the first offline wndow, use of the portable electronic device

wi t hout the portmabtesadilesstgammgsedevs;ce aut henticating with the one or nore
cashl ess gam ng serve cl ai

wherein the second pr‘ifiéé'g‘g‘gerag‘lr“t‘ﬁ‘ég‘zéeﬁg??‘gf '?’%g?gtg@g%i%ltrggi&?%éﬂqestl\@uﬁgﬁer
configured t0: o fine LRBHEELRED tbAGELFERM EmELEGHIANLE pSRIIClectidnie t he
one or nore communication interfaces, 1dentification information associ ated
wi t h t he port abl d&evedeexasrantiicotichted with tiRSineam smir¢ cashlesagamisplseysrsgani ng
Server ’IOa first rressage%erim?ge!, ugsiirpgg tﬁeh%rsrteg iil\lleecvivindow and the first offline use,
whether the first offline use is within the first offline window;
permit, when the first offline use is within the first offline window, use
of the portable electronic device without the portable electronic device
authenticating with the one or more cashless gaming servers.
15
9. The gaming machine of claim 6, wherein the second processor of the
secure transaction device is further operable to:
receive from the portable electronic device, via the communication interface,
identification information associated with the portable electronic device;
20 transmit, to a cashless gaming server, a first message including the received
identification information;
receive, from the cashless gaming server, a second message including an
indication that further use of the portable electronic device has been at least partially
blocked; and

25 output a notification that further use of the portable electronic device has been

blocked.

10. A method of operating a wager-based gaming machine, the method

comprising:
30 storing, in a first memory device on the gaming machine, a first credit balance
representing a first amount of credit available for wagering to play the one or more

games of chance available on the gaming machine;
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i dentification information; Date of gegeinty, 88 ARTH S HFP42AUNPELYSYANPIHE S er ver
a second ne i} I ndi cation that the portable electronic

devi ce has ﬂﬁ%ﬂ'(féﬁ(éfflg%l nog{;" output a notification that further
use of the portabl e electronic device has been at 30l east partially

bl ocked. transmitting from a secure transaction device on the gaming machine, via a

communication interface, a first request to a portable electronic device in
communication with the gaming machine, the first request representing a request to
update a second credit balance stored on the portable electronic device, the second
5  credit balance representing a second amount of credit available. on the portable

electronic device, the first request including security authorization information,
receiving from the portable electronic device, via the communication interface,
when it is determined that the security authorization information complies with one or
more security authorization requirements, an indication that the first amount of credit

10  has been updated in accordance with the request; and

updating the first credit balance stored in the first memory device in accordance

with the request.

11.  The method of claim 10, wherein the first request includes a request to
15  transfer a designated credit amount from the portable electronic device to the gaming

machine.

12. The method of claim 11, wherein the first request is transmitted
responsive to a determination that the first credit balance has reached a first credit

20  threshold.

13 The method of claim 12, wherein the second processor of the secure
transaction device is further operable to determine, using a predetermined auto-transfer
amount and the first credit threshold, the designated credit amount.

25
14.  The method of claim 12, wherein the first request is transmitted in

response to a request received from a user of the gaming machine.
15. The method of claim 11, wherein the first request includes a request to

30 transfer a designated credit amount from the gaming machine to the portable electronic

device.
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16.  The method of claim 15, the method further comprising:

determining, in response to a request to cash out, whether the communication
interface is in communication with the portable electronic device;

transferring, in response to a determination that the communication interface is
not in communication with the portable electronic device, the first credit balance from
the first memory device to the third memory device;

transmitting a request to the master gaming controller indicating that the gaming
machine should be temporarily placed in an out-of-service state; and

transmitting a request to perform a no-card-cash—out operation.

17. The method of claim 11, the method further comprising:

détermining a first offline window for the portable electronic device, the first
offline window representing a time period in which the portable electronic device may
be used for cashless gaming without authenticating with one or more cashless gaming
Servers;

determining a first on-line use of the portable electronic device, the first on-line
use corresponding to a most recent time in which the portable electronic device was
authenticated with the one or more cashless gaming servers;

determining, using the first offline window and the first offline use, whether the
first offline use 1s within the first offline window;

permitting, when the first offline use is within the first offline window, use of
the portable electronic device without the portable electronic device authenticating with

the one or more cashless gaming servers.

18.  The method of claim 1 1, the method further comprising:

receiving from the portable electronic device, via the communication interface,
identification information associated with the portable electronic device;

transmitting, to a cashless gaming server, a first message including the received
identification information;

receiving, from the cashless gaming server, a second message including an

indication that the portable electronic device has been blocked; and
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outputting a notification that further use of the portable electronic device has

been at least partially blocked.

19. A system for cashless gaming, the system comprising:
a gaming machine configured to present one or more games of chance, the
gaming machine comprising:

a wager input device operable to receive an indication of a wager to play
the one or more games of chance,

a value output device configured to output an indication of value
including an award based on play of the one or more games of chance;

a first memory device capable of storing a first credit balance
representing a first amount of credit available for wagering to play the one or
more games of chance controlled by the master gaming controller; and

one or more communication interfaces;

a portable electronic device in communication with the gaming machine via the
one or more communication interfaces, the portable electronic device comprising:

a first processor;

a second memory device capable of storing a second credit balance
representing a second amount of credit available on the portable electronic
device;

a secure transaction device in communication with the gaming machine via the
one or more communication interfaces, the secure transaction device comprising a
second processor and a third memory device, the processor configured to:

transmit to the portable electronic device, via the one or more
communication interfaces, a first request to update the second credit balance,
the first request including security authorization information;

receive from the portable electronic device, via the one or more
communication interfaces, when the security authorization information complies
with one or more security authorization requirements, an indication that the
second amount of credit has been updated in accordance with the request; and

update the first credit balance stored in the first memory device in

accordance with the request.
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20.  The gaming machine of claim 19, wherein the first request includes a
request to transfer a designated credit amount from the portable electronic device to the

gaming machine.

21.  The gaming machine of claim 20, wherein the first request is transmitted

responsive to a determination that the first credit balance has reached a first credit

threshold.

22.  The gaming machine of claim 21, wherein the second processor of the
secure transaction device is further operable to determine, using a predetermined auto-

transfer amount and the first credit threshold, the designated credit amount.

23.  The gaming machine of claim 20, wherein the first request is transmitted

responsive to a request received from a user of the gaming machine.

24.  The gaming machine of claim 19, wherein the first request includes a
request to transfer a first credit amount from the gaming machine to the portable

electronic device.

25.  The gaming machine of claim 23,
wherein the gaming machine in configured to place itself in an out-of-service
state in response to a request received from the secure transaction device; and
wherein the second processor of the secure transaction device is further operable
to:
determine, in response to a request to cash out, whether the one or more
communication interfaces are in communication with the portable electronic
device;
transfer, in response to a determination that the one or more
communication interfaces are not in communication with the portable electronic
device, the first credit balance from the first memory device to the third memory

device;
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transmit a request to the master gaming controller, the request indicating
that the gaming machine should be temporarily placed in the out-of-service
state; and

transmit a request to perform a no-card-cash—out operation.

26.  The gaming machine of claim 19, wherein the second processor of the
secure transaction device is further configured to:

determine a first offline window for the portable electronic device, the
first offline window representing a time period in which the portable electronic
device may be used for cashless gaming without authenticating with one or
more cashless gaming servers;

determine a first on-line use of the portable electronic device, the first
on-line use corresponding to a most recent time in which the portable electronic
device was authenticated with the one or more cashless gaming servers;

determine, using the first offline window and the first offline use,
whether the first offline use is within the first offline window;

permit, when the first offline use is within the first offline window, use
of the portable electronic device without the portable electronic device

authenticating with the one or more cashless gaming servers.

27. The gaming machine of claim 23, wherein the second processor of the
secure transaction device is further configured to:

receive from the portable electronic device, via the one or more communication
interfaces, identification information associated with the portable electronic device;

transmit, to a cashless gaming server, a first message including the received
identification information;

receive, from the cashless gaming server, a second message including an
indication that the portable electronic device has been blocked; and

output a notification that further use of the portable electronic device has been at

least partially blocked.
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