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renotely nonitorabl e shipping container. [00051 There
is thus provided in accordance with a preferred
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least one condition within the shipping container and wherein the at least one wireless

transmitter and the at least one wireless antenna are operative to wirelessly transmit
information regarding an output of the at least one sensor to a remote monitor.
Preferably, the at least one sensor senses at least one of motion, carbon dioxide, infra-
red emissions and temperature. Additionally, the at least one wireless communicator
also fransmits infonnation- regarding the status of the cargo, which is placed in the

shipping container body.
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alf indludes 3k &@stSorereinb® communicator communicating with the at least one
wireless communicator. Preferably, the at least one wireless communicator includes at
least one transceiver, communicating with the at least one remote communicator.
Additionally, the at least one remote communicator includes at least one of a presence

sensor and communicator, a remote monitor, and an electronic seal.



assenbly of a press-fit electronic seal particularly
useful as a tanper resistant renotely nonitorable

el ectronic seal of the type illustrated in Fig. 4;
Ps. 6A and 6B are sinplified pictor
‘[quustra |ons of two different types of br ef)(ﬁllnmoosmoem

produced in the press-fit electronic seal of Figs. 5A
and 5B; [0017] Figs. 7A and 7B are sinplified

pictorial illustrations of two stages in the assenbly
of a | ockab/BRIBF 8RSCEAFTOSEAF THERPRAWMINGSY useful as a
tanper resistant renotely nonitorable electronic seal

of the type illustrated in Fig. 4; [0018] Figs. 8A and
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assembly of a lockable electronic seal particularly useful as a tamper resistant remotely
monitorable electronic seal of the type illustrated in Fig. 4;
[0018] Figs. 8A and 8B are simplified pictorial illustrations of two different
types of breaks produced in the lockable electronic seal of Figs. 7A and 7B;
[0019] Figs. 9A and 9B are simplified pictorial illustrations of two stages in the
assembly of a press-fit electronic seal particularly useful as a tamper resistant remotely
monitorable electronic seal of the type illustrated in Fig. 4;
[0020] Figs. 10A and 10B are simplified pictorial illustrations of two different
types of breaks produced in the press-fit electronic seal of Figs. 9A and 9B;



shown in comunication with nultiple comrunicators,
i ncluding, for exanple, a presence sensor and
communi cator 12, located at the gate of a port, and a
nitoring center 14, which may commyni
‘@ﬁga%ﬁ%ngaternet. It is appreciated that any su%@ggpgm
type of shipping container may be enployed. The term
ﬂoﬁﬂ' ppi Mg GRAL da%h N85 ard %n&ob%ﬁgd Bi%{oﬁmnlnhﬁmaowmwe sgaa@g in
se to rnclude any enclosure in which goods may
thet nsersplprafeal laskabde eleetioni¢ oo 4prtculave sifohat pylampHi rﬁﬁiﬁth@t
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n.the h ally, a
gt e e BRTaE s FRHe pRaiEuentos B P s S ohs
t hrough a hasp 15, preventing dlsengagenent of the
hasp 15 fromthe | oop 16 and thus preventing unl ocki ng
of the door. In order to confirmintegrity of the
| ock, an electronic seal wire 18 is preferably passed
through the I oop 16 over the hasp 15. A preferred
electronic seal wire is described and clained in
appl i cant/assignee's U S. Patent No. 6,069,563, the
description of which is hereby incorporated by
reference. [0025] In accordance with a preferred
enbodi nent of the present invention, first and second
plugs 19, electrically communicating with respective
first and second ends of the electronic seal wire 18,
are renovably received in respective sockets 20, which
are recessed behind a wall 22 of a container door.
[0026] In accordance with a preferred enbodi nent of
the present invention, as seen in Fig. 3, the sockets
20 conmuni cate with electronic circuitry 23, which in
turn conmuni cates via conductors 24 with RF antennas
26 which are |located within an enclosure 28 defined
by an outer wall 30 of the container, typically forned
of steel, and a cover 32, preferably formed of
plastic or other dielectric material, which does not
appreci ably attenuate the output of the RF antennas
26. 6 WD 2004/021299 PCT/1L2003/ 000676 [0027]
Preferably, multiple transceivers fornm ng part of
circuitry 23 are



enpl oyed for receiving and transmtting informtion

relating to the integrity of the seal. Each

transceiver preferably operates at an RF frequency
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of HRMNMRkronic seal wire 18, are removably received in respective sockets 20, which

are recessed behind a wall 22 of a container door.

[0026] In accordance with a preferred embodiment of the present invention, as
seen in Fig. 3, the sockets 20 communicate with electronic circuitry 23, which in turn
communicates via conductors 24 with RF antennas 26 which are located within an
enclosure 28 defined by an outer ‘wall 30 of the container, typically formed of steel, and
a cover 32, preferably formed of plastic or other dieleciric material, which does not

appreciably attenuate the output of the RF antennas 26.
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resistant renotely nonitorable electronic seal 117 is
enpl oyed i nstead of the padl ock 17 described
her ei nabove with reference to Figs. 1 & 2. The tanper
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contai ner door. [00311 In accordance with a preferred
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noni t or ab ectronic seal 117 in the .
system constructed and operative in accordance with a preferred embodiment of the

present invention. As seen in Fig. 4, a shipping container 110, which may be a
conventional shipping container useful for land and sea transport and which may
communicate with multiple communicators, employs one or more hasps 115 which are
fixed to door latches and are rotatably engageable with corresponding lockable
members, such as loops 116, in the manner shown in Figs. 1 and 2. Here a tamper
resistant remotely monitorable electronic seal 117 is employed instead of the padlock 17
described hereinabove with reference to Figs. 1 & 2. The tamper resistant remotely

monitorable electronic seal 117, preferred embodiments of which are described
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enbodi nrent of Fig. 4. [0033] As seen in Figs. 5A and
5B, there is provided a tanper-resistant electronic
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electrically coupled.to cond i ve.loop ..222 and .
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particularly useful as tamper resistant remotely monitorable electronic seal 117 in the
embodiment of Fig. 4.

[6033] As seen in Figs. 5A and 5B, there is provided a tamper-resistant
electronic seal which preferably comprises a shaft portion 210, which is integrally
formed with or fixed to a sensing circuitry and transceiver portion 212. Shaft portion
210 preferably has a generally cylindrical configuration and terminates in a press-fit tip
214, preferably formed with a series of circumferential teeth 216 which are adapted for
press-fit engagement with corresponding tooth-like recesses formed in a socket 218.

The press-fit engagement between tip 214 of shaft portion 210 and socket 218 is



transcei ver 226 and indicates tanpering with the seal
which results in breakage of the shaft portion 210.
[0037] Reference is now nmade to Figs. 6A and 6B, which

fied pictorial illustrations of t
‘glf)??eiog}r%%dtypes of breaks produced in the prl\éQML]goos/oeom

el ectronic seal of Figs. 5A and 5B. As noted above,

pr@f@ﬁuﬁ/csﬁ%}l 5 IPIS 1&855%%14 8 rglqgﬁ;l??hg Qf14 Ejoglsthe Shxantl g BRout

to separate ortion 210 from
br@zkmebemﬂpwtlbh?ﬁbt cause tip 214 to be disengaged

bS8 5okl Ry M oMk bR 08 Rty o

ioeﬂt@lrngtehhmah &Etsem‘rg,f ¢ignitF1od whrnsaive wlq)ruéﬂ asothe tiptd 4.

ti 214. |t a r eak rod e .
Propdlie Ao 5% iopRErM PRtahPofndh Bl FRuEsaed epresiy
poPdL tthadSo h 2t hendagpickligthay & lds@o phickAeks t}ﬁdﬂﬁ%ﬂenﬁu@er @Ghe

gows S ch a break at the frangible portion 220 al ong
shafh porBAR£10- nortion 210. It is seen that this break
[063530 Pr oduERGudiveli 1660 NI ldfhblY rexﬁzh@m{rdncgarmqaﬂ cloaivge210

in the electrical praoperties of the c lﬂ%lve|%?6)
thepgah ey 3HDUPISYIDESS Fofielied GUSIOUEETH Shrbaaspn 210, such
thﬁ%ﬁe%kfgf'é%? tHeSsh#¥® pbrf[@ﬁj e1d ]lgl'oELth§ a dibéond8dior Br sighiifieint ahfige in

sinplitied pictorial lustrations of two stages i.n

the glectaess prpprijesaif the qoﬁ‘é%ﬁﬁ? lorP3%t roni ¢ seal

m@ﬁ# i cul E{ Laéofaasa‘e%n@% ;Br@ﬁl%@c! eﬁa%@diﬁ'kﬁ\n&f e rm&s%htvmvemm
noni torabl e el ectronic seal 117 in enbodi nent_ of

sefjing cirbuitfyJ04 09d ABRE granscpiverri2ggre tmsealmtlms sensingcacyigy and
B2 i LOTBEL 3R 20 SR ol BRI e o

228 ontl isenses3the integhityc therest. Renttlegg ah ontpﬁtoﬁrm densingteingpity (22 ds
tra,gﬁce)fvels %ggl wglcﬁl ]réi(%)le%a‘th atgd I‘F){‘Iléﬁ Stgagéﬁﬁ%tred Rgfo Qtﬂ)n3 iln%lcatmg

portion a genera
wlmy}ler ml:raon&kcnm m‘opgnrz as iroavt. dﬁrdwmﬁmnalnaltr@sssmnnatormg circuitry
| o abetl 314, pr ferab h. nder
g 508 o Gnranord Bl oR s T & B MBI, we

tramdeheﬁzlmmdaﬁmemh ta@pbrmglmnﬁg thel seatervitick3k6ulfsdn mmragagnmftthe

of a.lo 318, defining a socket, which includes a
Shﬁ%ﬁ?f@?ngﬁb Lock 318 is here shown to be a

[0637 - oper REfefinded @K nowt mbd ngr«'ay@pmcmai é8, tWiadh arysiniplified
TR R NIy ONR
sehlQFFidIOS A and 5B. As noted above, application of force to the seal of Figs. 6A and
6B in an attempt to separate shaft portion 210 from socket 218 will not cause tip 214 to
be disengaged from socket 218, without first breaking the shaft portidn 210. Fig. 6A
shows such a break at a location along the shaft portion 210 which lies just above the tip
214. It is seen that this break produces a disconnection or significant change in the
electrical properties of the conductive loop 222.

[0038] Fig. 6B shows such a break at the frangible portion 220 along the shaft
portion 210. It is seen that this break also produces a disconnection or significant

change in the electrical properties of the conductive loop 222.



el ement 316 is preferably such that wi thout first
unl ocking the lock, it is inpossible to renove the
tip 314 from engagenent with the | ocking el enent 316

‘wbggﬂMgnQ;eaklng the shaft portion 310. [OQﬂ%hL§m§$&m%

portion 310 preferably includes a weakened frangib
portion 320, located internediate the sensing

[ogylcu' U1 eRded ﬁ@ﬂgg%é{&r P9 o] 9@ %lf?ﬁn% déﬂearglaanﬁsffed

ngi bl e portion O1s pre era ocated closer to
rigena | Hystatipwsupt tyo atadest iaitsc ajserably qtfoat tlpakable Efecirpiin sed

b o0 NBL LYo Spagh b g o e

en&wddmmﬁoﬁ%gkbop 322, |nclud|ng a series connected reed

O 0 3 Flo 2, RS B TRRDRD ARt Bl
logkabik eglednloyic esehlendlish t freforabyly @qufriseqo-rslhafbrpoﬂﬂ)ﬁ 10 odhipdh is

b b LB SRS 0B e

poRidnt 3 10N p3febabbr BAUS @encdallf Gliaditar Ed)rﬁi’guﬂﬁoer@hltefrﬂnﬁﬁf&E in a
chan ein thg lectrica

| operties of conduct i
logkghlg Tipoid, » Pty fopmedwih B, NG TG eFpo%e p}Ste’P’E‘F‘P Syjedapted for
locﬁ(ﬂp@ dhpRBh e fwithEcdHeqSBing I1ELKEH3 dlfbnt aﬁ@ﬂ)&hﬁl@ part of a lock

circuitry 324 and an RF transceiver 326 are hquse

314 definingserrskaigviich dgludesye ggnet Sl &dackidi s hrst %hoaﬁ tgpo a
ke?%ﬂ&ht@g 16dKL ‘ftu‘ﬁ)éiﬁgy il @hedy bed! durtalle Weesk Fo@k may be

conducti ve op 2 and senses the integrity thereof.
enfRéeyefl vThﬁgloelﬂngamgggﬁtmmt betwsemtp Al ef sheflinopten32A and locking

elérﬁe%pijﬁ? ls\iﬁg’eﬁg{? 'sum&hmkh%upﬁi%{ Qﬁlbékﬁlgttﬂe V\E) 2& gq/ 80531ble to

ransmtte ormation I ndicating 004/ 021299
rexﬁ@lé’ the 2003} HOO BTG cembrs thidrthe heluugdammtp\}r@ withop bgaRing the

nventional wireless monitoring circuitry
Sh%ﬂ%@¥é%%§ﬁ) may be enpl oyed to receive informtion

[08dljch is Shafaptﬂ'mlt 3 19chrifprably intludes aomakmed ﬁZ&lbin gbortion 320,

tes shaf ortlon 310
g BB R R s G e e borion it fla g
Frigitile @ortidd G20 s ﬁ;efembat kadatéd o]m;droo: ker3ih@ cirduiey tand dédatdueiver
ta i wWi.t h seal reak
Por R R “hip CF A0 AP oS b enaRe ERapEe: of the
shﬂbp&h6ﬂ3ﬁﬂ0 and | ock 318 by using a key to unlock | ock
[OVISIO

I a that the n .o
083 o apauiia i S35 SOt BB onagied Teed kb 323

which is closed by magnet 319 when shaft portion 310 is in lockable engagement with
lock 318, preferably extends through shaft portion 310 through to the tip 314 thereof
and is configured and mounted in shaft portion 310, such that breakage of the shaft
portion 310 produces a disconnection or significant change in the electrical properties of
the conductive loop 322.

[0043] In accordance with a preferred embodiment of the present invention,
sensing circuitry 324 and an RF transceiver 326 are housed within sensing circuitry and
transceiver portion 312. Sensing circuitry 324 is electrically coupled to conductive loop
322 and senses the integrity thereof. Receiving an output from sensing circuitry 324 is

transceiver 326, which is operative to provide transmitted information indicating
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circuitry 324 to sense when the shaft portion 310 is
| ocated in | ockabl e engagenent with |ock 318 and al so
enabl es sensing circuitry 324 to sense when the shaft

WOLhdsRzt0 is  separated fromlock 318 for gy 003000676
reason, and allows for recording of engagenents an

disengagenents of shaft portion 310 and | ock 318.

wheB@Atht BRARHED ffiBp! 392 ROW PR A8 nkéhtioh & SwirdBds %ﬂﬂ]t&ﬁlg abiek
are sinplified pictorial illustrations of

(nadi shpwnle Aty t BepersplaredplogteRe v IRITASED | higih & roERiE Y RF
trax%c?ll%xr 985 Gind Si ﬁallfcatgsf v\h—iletgsthe %ﬁaf@'})@ngﬁ 3RS i WcBdd aRay¥&kable

cation o orce to the seal Figs. 8A and 8B
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sefafAQ0frbth QoROF I8! fon aﬁﬁ&a@hpﬂgi Eﬂlt’b@s Shafetordipgof engagSidis dnd

is seen that this break ﬁ‘%ﬁ Qroduces a di sconnecti on
dispeagergenty plcshplt POt AP oK d el ectri cal properties of

[06438 CondRQfEifeﬁ& hsoaswaﬁgde [OO%E1 sht aids SBpHixhi Ak edmplifidd
the reed switch and %ﬂft shown in tge i.llustrated
e

Céqﬁ@éd usigaiioas of twojdiderent ypes afbreaks praducrd iy thy deskalls clpgionic

seeﬁ %P?QE R0 A, AF'Iﬁ%d abdve; a&ﬁcaﬁoﬁ%@ﬂ&e tR@feeJeﬂrdﬁ'G;gls S|AMY
de“to Figs. 9A and 9B, which are Slmglfl

8Bpm@n@¢t¢rapt tolseresate shafipeghions3 10\fins loskjas elerentid 6 1dll antfayse
tlp 3 14atopt§ee§x§errgt bdedCh&if tl&c‘ﬁﬂig cl&R&: 3182 ithud |Rdt| et fthd st

resi stant renotel’y nonitorable electroniC sea
poﬂtfb?l 3ilﬁ FipeBA drebwsdiichembreadfat ml@catiqn alougthg shakispostiayy 10 yvhich
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[00‘46] cunf eanbppidcidteithit the fedvbwvitdh adenadetpheen frohe illustrated
embodiments of Figs. 7A — 8B can also be used in the embodiments of Figs. SA —6B.
[0047} Reference is pow made to Figs. 9A and 9B, which are simplified
pictorial illustrations of two stages in the assembly of a press-fit electronic seal
particularly useful as tamper resistant remotely monitorable electronic seal 117 in the
embodiment of Fig. 4.

[0048] As seen in Figs. 9A and 9B, there is provided a tamper-resistant
electronic seal which preferably comprises a shaft portion 410, which is integrally
formed with or fixed to a sensing circuitry and transceiver portion 412. Shaft portion

410 preferably has a generally cylindrical configuration and terminates in a press-fit tip
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press-fit engagenent with corresponding tooth-Iike
recesses forned in a socket 418. The press-fit
engagenment between tip 414 of shaft portion 410 and

@g%@} pd$ is preferably such that it is i
Yo remove the ti p 414 fromthe socket 418 np‘ﬁﬁﬁb&%"“m

breaki ng the shaft portion 410. [0049] Shaft portion

414;&&9{&1@@%&@%&&0& Lé‘fé? Sf arcm%féﬁﬁﬁte&a NG i@ ROLdabRA for
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prese-4ih seesgerment puikt Feresepnding riepthike reogssas formegtrin Agioples 418.
THRO§L R hefhebRnPb&hedn? 5’% Wik %@%sﬁ’ SRRk nhd OndS SSLREND1 S 5 is

ciTcuitry and transcei ortlo 412 than to tip 4
preferdbly ymhcthatl ityishmgpossiblegty s@nowehhetkm éb&fromahe sdeket 418 without

bréa%m@'tﬂds%ﬁg&a&bglo shaft portion 410. [0050] A pair of

te ¢C uctors 422 and 424 preferably extends
[084%) ough Slsdfiafatrtiquos 10 pycfemma itdhudes g lwebkeneh &angdiple pdntion 420,

s confi | mount ed
lodaliTRlm AR bR 6 HHLEY oA a TR Perifoctidh 2R g he ip 1.
Frahbbipardoee 430 & phe&ﬁab[’ynbcdt&cbﬂosaf to sdngmgfcnrcany aad amagpeeiver

pompgfélgj) g)a{l o %;glﬁ]nf ReLL ez\as? agllegs'é:r4 igfﬁaqﬁﬁ ﬁhe remamder of the

shﬁt}afrg@ranloy, conductors 422 and 424 conmunicate with
respective contacts 426, and 428 i ch gt[ gx‘{)osed at
egab

(0459 end BfPatri Q) cAangeig sandicers 4ad aged & Xignds, throueh

sh&NSRE6 /1D ﬁ}dﬁgﬁ kd Hehipsihg Eﬂefeegaxmetc@m gufedOandtmduifed in shaft
correspondi n interior surface of socket 418 when

pogivaf4l Opwich itk breplagecoftthn sipftrogtion. 410 pradisss a fliscppngetion or
s1g$19fé§r§t chrddd: int (R€ refekaﬂlcﬁeﬂrbﬁrﬁ@ & £908H6hd ¥Rd Ipfé?é?abl{f B0 1dr

n accordance wit erred enbodi nent of
copugioem 23 ranér2do drefergbliis conguetprsc i agd 482 ancam: with

resggﬁigé GEAMEE 43848 £ W&?Qrev\éhﬂééa #EAS NG & t[;PHM Eﬁ{d are

transcel ver pOFtI on 41 Sensi ng Ci rCU|try I's
arragsd tte iloetiicallycangpgeed QI@trmhdmtmgr @nm2243(hﬁdh%2mmdmg

N t f
SR 4 RIS VRPN b
somr41|8mhen¢hﬁdefmufgd doydls:em ledp.i n socket 418. Recei ving
[O@Eh out pllfllt ac.]::cr)r Qﬂcseevrv]]t 3) Ct‘erre%uclzmgc}/ A Cl}% ofS thg p?%grgefnye%rnon

whi'Ch™1's "opér at | to pr ovi ransm
sensiig@imEtry dB2 hmdarcRE trmcmﬂh@ arethoesed orithiic sanvieg kivagiry ad

RSSO £ ea BU SN By St B3 FEBEN B saR bl 422
andMAR4 bind Senbdsans Mitdgiiedofty chEFuduwam@@e\ijelﬁ iAAdAinad) 6y conductors
4’4’6%%%2% é\ﬁ?&? aﬁ%g}fg@%vgn; tl?%ﬁl z%‘l@te 1Incslgcket %?éj Iiecezvmg an
output from sensing circuitry 432 is transceiver 434, which is operative to provide
transmitted information indicating whether the conductive loop is intact. Conventional
wireless monitoring circuitry (not shown) may be employed to receive information
which is transmitted by RF transceiver 434 and indicates tampering with the seal which
results in breakage of the shaft portion 410.

[0052] Reference is now made to Figs. 10A and 10B, which are simplified
pictorial illustrations of two different types of breaks produced in the press-fit electronic

seal of Figs. 9A and 9B. As noted above, application of force to the seal of Figs. 10A
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[0052] Reference is now nmade to Figs. 10A and 10B,
which are sinplified pictorial illustrations of two
di fferent types of breaks produced in the press-fit

seal of Figs. 9A and 9B. As not e%ﬁke
‘gég?c"“;@g% on of force to the seal of Figs. %%%676
2004/ 021299 PCT/ 112003/ 000676 and 10B in an attenpt
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414ud llieodliengageé frotorseelict Abe, thdbogtfasttbreadingtomshaft (pompp §10. Fig.
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IFEs TUst T a
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signi fj cant I I
R e e S S S A P
[0ds@pt53] @2%01 obfb’&o&h@%m ashiedk A tHerfemkibée pdriien 430a1rg1gbheeshaﬁ

or
A St P L e

ch?iﬁg[ﬂtﬁé gl@@{malﬁ Bgies éﬂ%%&slﬁai-@itﬁfldopCm properties of
€ conductive | 00p. Ref erence i s now nm
(005dhs. 11%¢ %rﬁ%Fellfsmmaé% tFisst hplanf e e B, pbiid

plthAaPSiﬁJsﬂ'Eﬁch@Sofowa WA St AR és@erﬁﬂ]f oSS esdRhdie AliecBonic seal
'ockabl'e el ectronic seal particularly useful

pattignipey ugediljas ttapper Tesitiang Fymatelh masitamble eqclienie a?ﬁ?é 17 dny fhe

még(zm{e oﬁfg genbodi nent of Fig. 4. [0055] As seen in
and 11B, there is Brovi ded a

[O(ISa]rper r s isemaint Figh.otlalhé 1dPegtero s proyidaf aykmppr-resistant
lo& li)e & ecF}{)ﬁﬁc sgﬁ.p\';vgré S;} ﬁef%‘l@f donBPkds Qr)shéf‘l-gmr%ﬁ' S, ivhich is
A f°or ne

to a se CII‘CUItI‘¥[
mtag“rdllyt fo&ned:mtlv er ﬁmlrtblacsnnmlrcshafand topusceivepogiap 512. Sha

r ef erabl S
poE er?{i?’%%i‘?ﬁsh%sn ggnee?a %bﬁ&c%ﬁg&g% atl%?e (l(le ?ééL {eQMn a
1051@51ea¢ S\Mt;lsreﬁj‘ab]ynﬁ'}ﬁnmmﬂyamw@r@u Srogi¢ &h5 w@chdapﬂvae@d for

oL hPEbT S4BT n 5o NSO S8

518 0&dfiatng avdotiedn, wiiich iidksesa ragets 15 TSk 1508 ks B8 shcvrniterbe a

ey ARG AP PRI Do Peror Rl s OLieef i
em-r?cl}ir%rteéli gﬁ%gﬁ%ﬂ%%@fmﬂf bé:%emewsm pf kit pmfmcshﬁfOt and lockmg

cidaoh S mralra b svon SROToR] SOk e St 1 pgtivle o

reﬂnmbozﬁé h,EB £4 £:6m ehSIFBYEt WAl thé RciGAd elbmend 520 gagenidaking i
ing elenent 516 wi thout breaking the
shaft pomon 510.

[0056] Shaft portion 510 preferably includes a weakened frangible portion 520,
located intermediate the sensing circuitry and transceiver portion 512 and the tip 514.
Frangible portion 520 is preferably located closer to sensing circuitry and transceiver
portion 512 than to tip 514 and typically has a lesser thickness than the remainder of the
shaft portion 510.

[0057] A pair of elongate conductors 522 and 524, at least one of which includes
a series connected reed switch 525 which is closed by magnet 519 when shaft portion

510 is in lockable engagement with lock 518, extends through shaft portion 510 through
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shaft portion 510. [00561 Shaft portion 510 preferably
i ncludes a weakened frangible portion 520, |ocated
internedi ate the sensing circuitry and transceiver

\;985404/92% 12 and the tip 514. Fr ang| bl e portplc(ng ﬂoiosc'm

pr ére y located closer to sensing circuitry a
transcei ver portion 512 than to tip 514 and typlcally

to ﬁ%ﬁ%ipas 4EHSELr &ng g%@%retd%ﬂ %&ﬁzéd‘%ﬁashm 8brtigh 5U68such that

portion pair el ongat e
bregloge of the skaf@Rtiemal 05aduces a ﬂemec@n@ opsigwifitanhchangg dhs

ele&n ré)'&%lfg?%%? & atgr%%eﬂldsﬁt%fg%alﬂlys%%h WRIe6 &rsci’&sﬁﬁ M.

en s IS 1IN ockab
Preén@ﬁg emehictovd 328 ahd SR4 Etirﬁm@mtewdh r¢shectiie) borsdeist 1’6 and 528

o 1 18 SR, s

eleﬁﬁﬁﬁllyg&ﬁg@ﬂa an &lcomidsit mbrtmg sdnzdct SPOrat it et porglirghintdriat

surie B RRECT? SHEbAA AT ELin 'R RAAYEe PRe-praed ayhderk 2

Thi® remgﬁ‘fcbll @%a%zﬁznzeﬁﬁ, tdag%ﬂféf wiriehaBldsipg ef esrblcynrieotd nﬂaﬂ switch
conductors and, 524. Preferably, conductors 522
525hyomagpat V3niverispedativesg 1R Pcé’é'ﬁg‘@?i ve contacts 526 and

[005%1 Whitg hcéfr@ineX Ramesl paitertddeenttitdirRint tof Bhed prdsenComteatdns
6 and 528 are arranged to_ electrically eng %e an

senging eireuien 32908 ap Rfgiransiet s £ 345290 haysed W&h@ére?%%p Frhity gnd
trarfsBdifdr p%ftlons.’)l'i b f AeEnQLirt ek s 218 e RAIBNRubleR Y Edridlctsrt 322

i's i n | ockabl'e engagenert w th lock '518. _This
ande§ 24cand; seades degaigenty i 2 qoadective foop; witch ﬁé‘eén@s%@né‘ﬁcms

52%s %ﬁd 354 %%@?%t ﬁgﬁr&% Wld &Nin Igglélb@[/e i ﬁr%tg lock 518.

er eby i nes a conductive |00
Reaeixing atamput iothseasipg efcelrtryeiﬁ”ewmpmtSbewltlﬂ@S PPEaat§tio

Ol‘/{(]i\é E.IIISI%rth lél%)zl%lar 3 I{C{IC%Hlaé r\‘yt{ EJ%? tﬁfn QO%CR!FS loop. is infact.

VSEnS eIV ET ouse I'n sensing circuitry
Comvetitiontal avistosd wmenitqingt mmmtr&]@ot Sews) ngy dereplayeyd G 3xeive

el egtgr IW?‘LH:E %( Cogrﬂt?edj by goggcrc]e'é}e? | Vgngmd%g{%%%% mdshaft
pmﬁeﬁ :slnﬁﬁ 1@ﬁ5ed?xnm>pmw Slga%lﬂ%n’awﬂih ®24 Shhaw wtl;:ealtlsdqémft portlon
0L e85 Bk B S5 3 GRS e

bretal(a%@ ¢ ﬂie\/sﬁﬁft g&ﬁon B, @b dlsSngkgﬁfléﬂt (7 ﬁlaftcportmnoimdmd lock 518
transmtted o];;giaélon i ndi.

oy BB 0B ok ST1-Ht AGTFI ORI BRUP o] BRbEgich 525
and "RIAEAR 151 9 @ndbids Gensinpy cifdlty $32000M:nseByhenahe siiftoyeetont H10 is

locgtgg ?III }{)gkable engagement with lock 518 and also enables sensing circuitry 532 to
sense when the shaft portion 510 is separated from lock 518 for any reason, and allows
for recording of engagements and disengagements of shaft portion 510 and lock 518.

[0059] Reference is now made to Figs. 12A and 12B, which are simplified
pictorial illustrations of two different types of breaks produced in the lockable electronic
seal of Figs. 11A and 11B. As noted above, application of force to the seal of Figs. 12A
and 12B in an attempt to separate shaft portion 510 from locking element 516 will not
cause tip 514 to be disengaged from locking element 516, without first breaking the

shaft portion 510. Fig. 12A shows such a break at a location along the shaft portion 510
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information which is transmtted by RF transceiver 534
and i ndi cates when the shaft portion 510 is | ocated
i n | ockabl e engagenent with | ock 518 and when the
t tion 510 is separated fromlock 5
1@5?&%@9§%hpering with the seal, which resulgéééﬁﬁhﬁ&hmnﬁ
breakage of the shaft portion 510, or disengagenent of
L .nar .0 - . .
WL RSy P st a6k, Aot ootk SGlechetion o
signifiqante dhapgk tic ths 2&:ctrizald propguies of 1the exvadiictize deapsidelgned by
a&&&f%ék%Mmé%34t° sense when the shaft portion 510 is
ocat ed in Péckabl e engagenment with [ ock 518 and al so
[0&i9abl es BensiBhehowisrsadhi 4 bryalo@2hd Hangiidnpertinh 20 tlheg b afiaft

orti 510 is parated fromlock 518 for _any re
ol 3 04”8 RS iR T PGS ehahr e gt o' SRR
chatigeen gr@aRRbISrefertb af the pouduktive 16ddefmed by cdadbdiBrs 522 and
) 0059] Reference is now made to Figs. 12A and 12B,
Zkhich are simplified pictorial illustrations of two
joebl f er entt i Mpesil thieRksePsatRcad nidgnétRBol0kdblimstrated

electronic_ seal of Figs. 11A and 11B. Aﬁ,notqu@bo¥§,
embedimeats G diigsol 14 or 28 €49 aNePesisst hfhepsmpodimenig oldigs. 908
1N an attenpt to separate shaft portion 510 from

| ocking elenent 516 will not cause tip 514 to he
[00fi24 engagBawilk benaprresiatedy byl remons skilgd iy the it they they present
. 2 ; .
L A B e
Rpg0 41162 5098 PETHE L 283K 0006®D \ikdhedes| petb jcombinatingg e and
su d!b%qbﬁﬁa%oés]nﬁf-thé Yaribotls REERS H&%ﬁ?édﬁﬁei%%?é‘as%é?ﬁéé%ﬁatﬂms and

I'sconnection or significant change in the electrica

mqplifigions edichf woklé womd tec pesens| dolleddéf itheedrtbypon reading the

conduct or 2.and.524. . 0] Fig. 12B shows such a
SP%CF@C & (f‘ﬁlggl? ?gﬂ%i%ﬁ‘é pg%? I'on 520 al ong the shaft

portion 510. It is seen that this break al so produces

a di sconnection or significant change in the

el ectrical properties of the conductive | oop defined

by conductors 522 and 524. [0061] It is appreciated

that the reed switch and nmagnet shown in the

illustrated enbodinments of Figs. | A - 12B can al so
be used in the enbodi nents of Figs. 9A - 108. [0062]
It will be appreciated by persons skilled in the art

that the present
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invention is not limted by what has been particularly
shown and descri bed herei nabove. Rather the scope of
the present invention includes both conbinations and

ﬁH%‘BMQ‘l&E@“ ons of the various features descl;é 003/000676

erel nabove as well as variations and nodifications
whi ch woul d occur to persons skilled in the art upon
readi ng the specification and which are not in the
prior art. 15 WD 2004/021299 PCT/1L2003/ 000676 CLAI M5
1. Arenotely nonitoralfllkAdi¥pi ng cont ai ner
conprising: a shipping contai ner body having
associated therewith at | east one door and at | east
1.one door Alrahethlymaonitogbla shigpiey cdraikdregmetigment ar r anged

for | ocki .engagenent . with a door unt e ckin

el ement ; 2 nﬁpﬁ’lﬂ% ? %ﬁeém%?vé%gsasé%?ﬁﬁfﬂggrgi”&g a%r%ﬂ%togg dpgr
an@ 8 €644 @nk Q! i146h Watihd R latdheloskihg pildagene @Rtdtet efor ddulling
- being operative to wirelessly transmt information to
en%age?‘é‘?fd’flgl "11‘@9HF {I‘SPMP‘Q]QS\IP%E ﬁm%/rﬁ’e status of an

el ect r oniQefeale WREE:RImAREhRaibNRIIAEK I secBlca6RAbn {vthin

confirm ng Jocking of the at |east one doar; and at

thy ghigping santinere prck Seigg opFrAtYentou HElSShI ARG fPHatiet &y 2

refie | ASHGE r@Arditdethe QS SFarPEledthRicS faPRioSteS @RfoahS Sdcking
for transmtting the information fromthe at | east one

elapeniefoe sanfiswingierkéngtad the apleashopedaoreind nonitorable
shi ppi ng,GONRt AlNGfelRE fﬂ?@nﬂh Bbuhted GitBin® pho@te elMASEE bR the

the at |east one w reless communi cator conprises a
outstdgrd dlesi shinping3confainee frptrahsmitiivgitheinfymatiehfremithryat least one

wi e%rgiggng}% aggording to claiml1 and wherein the |atch
OCKI Ng el enent conprises: a tanper-resistant renotely

noni torabl e el ectronic seal conprising: a shaft
2 POrL O Rl R0 S B SAPRRE. SRR 8 o 0
wieahk et atlaght biewisdlak corpauhicaor doeprikdsa ttanscaivenoni t or abl e
event; and
3. A remotely monitorable shipping container according to claim 1 and
wherein the latch locking element comprises:
a tamper-resistant remoteiy monitorable electronic seal comprising:
a shaft portion;
a socket arranged to engage the shaft portion in a monitorable
manner, whereby disengagement of the socket and the shaft portion results in a
monitorable event; and
a wireless communicator associated with at least one of the shaft

portion and the socket and being operative to provide a remotely monitorable indication

of the monitorable event.

4, A remotely monitorable shipping container according to claim 1 and also
comprising at least one sensor operative to sense at least one condition within the

shipping container and wherein the at least one wireless communicator and the at least
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a W rel ess communi cator associated with at | east one
of the shaft portion and the socket and bei ng
operative to provide a renotely nonitorable indication
h nitorable event. 4. A renotely noni
. . . . 0676
V%F%’ﬁ’lgﬂg%cont ai ner according to claim1 and Jzﬁq‘rgg;hlﬂgm
conprising at |east one sensor operative to sense at

I easLe one condition wthin ﬁhel sf&i@g i.ng caont ai ner. and
ONGBIEESH AR, £ PREHYE AR TSP B ’ETHE%FB%}PBHE%% "% R
ouplit dfétsdt leadt@n¥E:nd6104 AORAROBokEsk/ | L2003/ 000676 one

W reless antenna are operative to wirelessly transmt

i nformati on regardi ng an output of the at |east one
5.Sensor tQ BmbRADEMSniiRAYIE GRippidg cAntaBBDhRLMIIDRI EiBikAl|2d
shi ppi ng contai ner according to claim4 and°_ wher.ei n
wheieis B 21 lsas Onp FRSQTCBSH TSIETHS BT o mptings farperedigridendtiraied
emfsSioROMd R fire. | Nfra-red em ssions and tenperature.

6. A renotely nonitorable shipping container according

to claim4 and wherein the at |east one wrel ess

conmmuni cat . kit:Snil o f [ dj
S R T R A G SO
whreinghe atrteasedne winakéss cpminhricaidr glysi tragsrobhinfirmetionaegradiag g

' . . LS| at | east one GPS

Sta{é]%? g%a%?n}vgpﬁﬁggéﬁgwé%gﬁgﬁgﬁg ngl ating to |l ocation of
the shipping container and | ocation reporting
circuitry_responsive to an.output. fromt.he at . l.east
7- one. Grs ARTETH Rt SabS yRBriRe bdin plAE 1 i 0 o
cothgrisiiiy Mirieaswone GPSsantemaanforneadting signals eddtinggo llomtdn ofthe

.0f, the shi ppi container.. 8. A renotely nonitorabl.e
Shigg, BT GRE ATREOT SeRRTPe G EIEPUPY 0 ARG PYHERE F &
leaéth Bnsd tGHSe @sifent FoMipt@lidiss iGRANAHDNC &L Gic QOMEst MBS Wireless

| east one RF t ransm’{tgi er..9. Arenotely nonitorable
corampypAtofndieatingilofation iy HmRE 9 RS- m 1 and  wherein

the at | east one wrel ess conmuni cator conprises at

| east one | on%lrang_e transmtter. 10. A renotely
8. moni t or afl EWSKHBICRCEYA SHIPRBE corRBEHRTgGIRS & Sprim 1 and

wherafl thiVR 881 dhetR163S cdnBRStical @ oMbfi &k 86I8ast SRRIN SRk er.
conpri ses a transmtter conmuni cati ng

9. A remotely monitorable shipping container according to claim 1 and
wherein the at least one wireless communicator comprises at least one long range

transmitter.

10. A remotely monitorable shipping container according to claim 1 and
wherein the at least one wireless communicator comprises a transmitter communicating

via at least one of cellular, radio and satellite communication networks.
11. - A remotely monitorable shipping container according to claim 2 and also

comprising at least one GPS antenna for receiving signals relating to location of the

shipping container and location reporting circuitry responsive to an output from the at
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via at |least one of cellular, radio and satellite

communi cation networks. 11. A renotely nonitorable

shi ppi ng container according to claim2 and also

&8%4{ $iL,R0 at least one GPS antenna for recelMiMshosmo0s7s
Irgnal's el ating to location of the shipping

contai ner and | ocation reporting circuitry responsive

t o 0Q4/,
0P b BPl0b T PEAThs REmioR N A st ome vl
comnfupicaat indinating I¢dagomef theskppingrenisinesl ess  conmuni cat or
i ndicating |l ocation of the shipping container. 12. A
renotely nonitorable shipping container according to
12¢cl ai m 2 anckmovdhe neinfiorhble shlppingas:htabne agyorddhge &s claim 2 and
ator canprises at. | east one I ' r
WEEHR HE PR 1 T £ OV RO & G BB G L5t Ay radeffner.

according to claim?2 and wherein the at |east one

W rel ess conmuni cat or rises at.| east
13 e T ASRET Brong e ARG R AT BTG o otk 2 and
witRiPRicng 1680 loaé REfelas ComeiuAatb cohpisds 2t adsk omhRingirmnge
the at | east one wirel ess conmuni cator conprises a
trapymifiefn tt er conmunicating via at |east one of
cellular, radio and satellite conmuni cati on networks.
15. A rermt el y nonitorabl e shipping container

l4accor di né teoialnimpansoraplg shirsBs ©BREer 87998ding 19 glaim 2oind
wh@fe% fRLERAR ohOWirb BGRbMidicEol E@ﬁ;ﬁns&@é HhrlsBidr QomBRAlhiRR

ppl ng contal ner and l'ocation reporting
viggtjegstione gf ¢edlulon maliyandisateBite eommpiEcatipppstvadksat | east
one GPS antenna for providing information to the at
| east one wireless comunicator indicating |ocation
150f the shirppitely muwiibmblaehippitg comainammotcadipg fror#imo} atgladso

CO{I]RI’IP é)ﬁ nﬁgleas? %%19 I(ﬁ’%r ?1;1;1? rf&l" 1@&1\5180 gigﬁ lgnre?latﬁ'%gto 1}9&%{? 'oP the

sCone Wit e ri ses
shippiag tcomtaiaerRind tlocarsmidpbeing Cirdlﬂtry Fesparsbieab yn wotpiut ﬁmabhﬁeat

shi ppi cont ai ace rd|n cl r

i ghE, O, Bt 0S5, FERGRS BBmhicko &l b’ Bt L' Glress

co@fgicaton@dicaitg lorigeof the digfig doatained 8. A Shl ppi ng
cont ai ner communi cati ons system conprising: a
renotely nonitorabl e shipping container including:

16. A remotely monitorable shipping container according to claim 3 and

wherein the at least one wireless communicator comprises at least one RF transmitter.

17. A rtemotely monitorable shipping container according to claim 3 and
wherein the at least one wireless communicator comprises at least one long range

transmitter.

18. A shipping container communications system comprising:
a remotely monitorable shipping container including:
a shipping container body having associated therewith at least
one door and at least one door latch having a latch locking element arranged for locking

engagement with a door mounted locking element;
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a shi ppi ng contai ner body having associated therewith
at |l east one door and at |east one door |atch having
a latch |l ocking elenment arranged for |ocking
with a door nmounted | ocking el emegy
‘2@8@?@%%9 PCT/ 1 L2003/ 000676 at |east one w F’%@gg&@m
communi cator nounted in a secure location within the
shi ppi ng contaiinef o RNGEL BSmARGEAR HGurk&! Wars@bﬁcsi%lcé‘non
transmt information to a renote nonitor regard
withie thetshippigg ofntainerahé beingeierative tl whigemstydungnit élf(trﬁ@tlon toa
rel{u ij&gtor %W thfeggtat&s .H gfe&%nllcogéﬂ %U&Ed ol @k locking
east one door;” at ['east one wreless antenna
elermamnfoedonﬁlmtngriomrgqﬂﬂ@cat kdst oenddawsande on t he out si de
of the shi ppi ng, ¢ ntain r S e
i nformati on frolr% qt Re & lrellesgsatng 8%% r\gwl)éntet‘lidw%{hﬂ’ a protected
enclofaition thatoarsideaficheahippimastnteiner foetmtsaittiogriig mfoaation from
hco:]%éni cat.i F with the at dI east one wreless
e Prvdhine Y61 MRS B ng cont ai ner communi cati ons
syst em agiciedst b renrte tadhmunléht@ndmnneatrgwith eheadt 1dasaste
one renote communi cator conprises at |east one of: a
Wigless EARBUEEHYor and conmuni cator; a renote monitor;
and an el ectronic seal. 20. A shi ppi ng cont ai ner
conmuni cati ons system according to claim18 an

1%her ei n AHBIPRING| GRGICLFEININAN BRSSSYSERASFATE AR &t Elaim 18 ana

wiﬁ:?éﬂ? meafel%as%né £aste BRtuhicA0s CRIPLREs at IGSBRBECat i ng
the at | east one renote conmmuni cator and wherein:

the at | epEssengpeenpeepd eongBWtAcat or conpri ses at

| east ongmg{mmgm Ri-esgnce sensor and comuni cator; a
renote nonitor; nd an electronic seal. 19 21. A

r enot el yarndmtltomcabale shi ppi ng cont ai ner according, to
claim1l and al so

20. A shipping container communications system according to claim 18 and
wherein the at least one wireless communicator comprises at least one transceiver,
communicating with the at least one remote communicator and wherein:
the at least one remote communicator comprises at least one of:
a presence sensor and communicator;
a remote monitor; and

an electronic seal.
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conprising at | east one sensor operative to sense at
| east one of carbon dioxide and notion within the
shi ppi ng contai ner and wherein the at | east one

wirel ess comunicator and the at | east one wrel ess
antenna are operative to wirelessly transmt

i nformati on regardi ng an output of-the at | east one
sensor to a renbte nonitor. 22. A shipping container
comuni cati ons system according to claim 18 and al so
conprising at | east one sensor operative to sense at
| east one of carbon dioxide and notion within the

- 215N DRI G ofP teRinMBiabR ShipPIRE Sohtiite @botif@Sto 8RB 1 and also
£o E‘fgin 0% ghe Eén%%‘lt gﬁe gfbﬁgtb néact th@@%ﬂé’ﬂfcé&’b&? WRkie and

mdtig ne P one wircless
cogg;)]% i hd %ﬂ%ﬁt@p ‘agienna X’tnhe al pérgt?x?e 18 Whrelessly
trxzzmul&lB orm:.%on reparding an output of the at least one sensor to a remote

tnonitor.

.22. A shipping container commmncatmns system according to claim 18 and also
comprising at least one sensor operative to sense at least one of carbon dioxide and
motion within the shipping contaiber and wherein the at least one wireless
communicator aud the at least one wireless antenna are operative to wirelessly
transmit information regarding an output of the at least one sensor to a remote
momtor.
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