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FIG. 5 shows a timeline 30 for the transmitting from the fransmitter node 32 and receiving at the
receiver node 34 the control packets as described in Zhu et al. A start packet of two bits is
transmitted 36 by the transmitter node 32 to initiate the timer at the receiver node 34 upon receipt
42 by the receiver node 34. Upon counting to the intended value 40 of n counts, the transmitter
node 32 sends 38 a STOP packet of two bits to terminate the timer once the stop packet is
received-44 by the receiver node 34. The numerical value counted by the timer is accepted as

the transmitted information.



received 44 by the receiver node 34. The nunerica
val ue counted by the tinmer is accepted as the
transmtted information. 2 The conmunication

met hodol ogy in Zhu et al. is referred to as virtua
conmuni cation through delay response (VCDR). The
primary notivation for VCDR,is energy saving because
no real information is physically transmtted. The
pomer efficiency in VCDR is due to data suppr essi on.
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VCDPR has several critical drawbacks.

A first drawback of VCDR is time synchronization between the transmitter and receiver nodes.
Delay variations between the start and stop packets due to transmission and propagation

variables can easily corrupt the data and render VCDR impractical._



VCDR has several critical drawbacks. A first drawback
of VCDR is tinme synchronization between the
transmtter and receiver nodes. Delay variations
between the start and stop packets due to transm ssion
and propagation variables can easily corrupt the data
and render VCDR inpracticaly 3 Another drawback of
VCDR is the lack of error control techniques. Since
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The first node may avoid communication with the second node between the start and stop

packets.

The first node may encode the data into a first count value and then send the stop packet to the

second node in response to the number of accumulated first counts reaching the first count value,



data based on the nunber of accunul ated second counts,
thereby determ ning the data based solely on the tine
i nterval between the start and stop packets. The first
node may avoi d communi cation with the second node
between the start and stop packets. The first node
may encode the data into a first count value and then
send the stop packet to the second node in response
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second counter and not determine the data in response to the number of accumulated second
counts reaching the count limit. The first node may resend the start and stop packets to the
second node in response to the non-acknowledge packet. The first node may also enter a power
save mode in response to sending the stop packet and exit the power save mode in response to

receiving either of the acknowledge and non-acknowledge packets.



between the first node sending a packet to the second
node and the second node receiving the packet from
the first node. The second node may send an
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FIG. 1 shows a wireless sensor network with nodes using peer-to-peer communication in which

the present invention may be employed;
FIG. 2 shows a node within the wireless sensor network;

FIG. 3 shows a communication session between two nodes using virtual communication through

delay response (VCDR) in the wireless sensor network;



Enbodi nents of the present invention may be fully and
nore clearly understood by way of non- limtative
exanples fromthe follow ng description taken in
conjunction with the acconpanying draw ngs in which
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wi rel ess sensor network with nodes using peer-to-peer
communi cation in which the present invention may be
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event represents one count. Therefore, the receiver node counts consecutively from 1 to a finite
-humber depending on the time elapsed. The transmitter node operates its own counter in a
similar manner. Once the transmitter node has counted to the value n, the transmitter node
sends a stop packet to the receiver node. Likewise, once the receiver node has counted to the
value n, the receiver node receives the stop packet from the transmitter node to stop the counter.
As a result, the receiver node is able to derive the intended value n without the transmitter node

having to transmit the data physically.

The present invention is well-suited for VCDR in a perimeter fence using a wireless sensor

network that uses the sensor nodes as motion detectors. Given a secure location such as a
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and counts with the pre-defined clock resolution. The transmitter node 12a, in anticipation that
the counter of the receiver node 12b has reached the intended value, sends a stop packet 86 to

terminate the counter of the receiver node 12b. Regardless of the time interval for data relay 84



data. The communi cati on may be one-way or two-way
dependi ng on the specific application. Once received
at the data gathering and processing point 24 the data
may then be processed. For exanple if detection is
sensed at the node 12, then the data gathering and
processing point 24 may sepd a request to the node 12
to increase the sensing rate. It will be appreciated
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variations. In other words, each count at the counter is spaced sufficiently wide in time interval so



Anot her advantage of this peer-to-peer VCDR techni que
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value commumcatm ession is complete by the receiver node sending an acknowledge

packet, ACK 96, to the transmitter node.

If retransmission is required, the receiver node may transmit a non-acknowledge packet, NACK
98, to the transmitter node. The ACK 96 and NACK 98 packets are discussed in further detail



packet collision or unforeseen signal attenuation. The
count Iimt maintains an upper limt that a counter
can count to before it is term nated automatically.
Thus, once the upper |limt has been reached, it
inforns the nodes that the signal is |ost and

retransm ssion and optionalfgy a transm ssion power

i ncrenent may be needed. The present invention
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by.variations in receiving the start and stop packets by
the receiver node. These delay variations could cause
the tinmer to overshoot or undershoot by one count or
nore, _whi6éh will conpronise the data being relayed.
Ther%?oge the present invention provide technlquég)
that enhance the ability to tolerate delay variations
and i nprove data accuracy. Tinme Shift

At the receiver node 104, the start packet is received 42 at time tsyapr = # + t,s whereas the stop

~packet is received 44 at time fsrop = 1 + £, The number of counts at the receiver node 104 is

given by,

— Lsror = Lsparr - L~ +tep =1,
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G ven that the actual data being relayed depends on
the start and stop packets sent by the transmtter
node, the accuracy of the data is highly sensitive to
the time these packets are received by the receiver
node. The tine it takes for a packet, e.g. the start
packet or the stop packet,qto reach the receiver node
fromthe transmtter node can be divided into a
propagatj ony delay tp and a transm ssion delay tr. The
propagationidelfay is the tine interval for a packet (#)o
travel fromkthe transnmtter node's antenna to the
recei ver node's antenna through w rel ess
conmuni cation. The transm ssion delay is the anount of
In prdgfon e 04 7/ ety MeTRIRhiE RRYation: (2} must pafigly the dellowaiResalith or
fromthe wireless nedium Thus, the end-to-end del ay
46 and_48 experienced by a packet is given by to =tp
ot TSt 'f}lreréfy<i"§ Shotin in FIG 5 FIG 6
illustrates the tineline 100 for a transmtter node
102 and a receiver node 104 when comrunication occurs
in dtT6sr dancé. with the present invention. A verticald
line segment ended wth black bubble represents one
count. The tinme duration 50 and 110 between each count
The gvergfipotian apdundershopiing everimaltetreesiveinode 101GPe defispdami t s 36
the start packet at tine tl and the stop packet at
time t2, where t2 =tl + ns t, Thus, the nunber of
courits ‘at= k1@ % rdh SYAT¥PeiNgnode 102 is given by, n 4
t2-tl (1) tc At the receiver node 104, the start
packet is received 42 at tine tSTART = t4 + t0 whereas
t he tgtop < packet i wderelpelinged 44 at tinme tsroa = t2 @)
t0,,. The nunber of counts at the receiver node 104 is
given by, n _tSTOP - tSTART =t2 ti +t epteS r t~
Tine-shiftiminiprizestovieeshooting iyBssigning ¢ \#h a lhrge envdgr vafue sudh thatt. RSt
e [ Lol 10 2 ti sf ;
ooflsrt i TR ey SR, oo, FLTh nof aloBleg Wi ssomrg o
theQinddredoting@Sentihere (3o direct control over the end-to-end delay of the packet

transmission. In the present invention, time shift introduces an artificial delay to the receiver node
104 to defer its counter start time such that the number of counts at the receiver node 104 is
systematically lower than the intended count by cne, or n, = n— 1. FIG. 6 illustrates the
introduction of an artificial delay 106 i to the receiving node 104.

As an example, for the specific case in FIG. 6, the transmitter node 102 wanis to relay a
numerical value of 2 to the receiver node 104. The transmitter node 102 will iransmit 36 the start
packet at t; and transmit 38 the stop packet at t,, where & = f; + 2f,. Although the receiver node
104 receives 42 the start packet at fgrapr = 4 + £, its counter only starts 108 after #; seconds 108
later. This artificial delay 106 is adjusted such that the stop packet is received 44 between the
count ¢; 114 and the count c; 116. This enables the receiver node 104 to tolerate variations of
end-to-end signal delay and overcome overshooting and undershooting problems. in order for
the receiver to systematically obtain n. = n — 1, the following inequalify is satisfied,

nt, —t, Stgpp — (tSTART +tf)<mc' or



The overshooting and undershooti ng events at the
recei ver node 104 are defined as, tep - te,, > to n,
> n, overshooting. (4) tep -t,, <0n, <n,
undershooting. (5 Tinme shift mnimzes overshooting
by assigning t, with a |arge enough val ue such that
t0" tep and ta" t98. Thus,qsit ensures that the
condition (tep - t <to) is nmet. However, with regard
to jfhe uagdershoofing gyent, there is no direct control
over fhe® end-t6&-erfd delay of the packet transm ssion.
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shown in FIGS. 7D — 7F, the data will be prone to overshooting errors 134 and 136. FIGS. 7A -
7F illustrate these disadvantages. An undershooting or overshooting event causes the least

val

significant bit 128 or 138 of the original data to change.

Turning to FIGS. 8A —~ 8F, the error protection designs the padded bits by assigning the most
significant bit 148 or 158 to one and the rest of the padded bits to zero as shown in FIGS. 8A and
8D, respectively. As such, given k number of padded bits, protection is provided from
overshooting events 154 by (2" — 1) counts as shown in FIG. 8D. In addition, protection is
provided from undershooting events 144 by (2") counts as shown in FIG. 8B. Thus, the original



The tinme shift enhances data accuracy under nor nal
condi ti ons when the end-to-end delay of the start and
stop packets is relatively small - in conparison to the
timer resolution t, and artificial delay tf. However,
wi de fluctuations to the end-to-end delay may corrupt
the data being relayed. Err@r protection is designed
to i nprove data accuracy by padding extra bits to the
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com"glém't Thi s augnented original data will be relayed
to the receiver node and the padded bits will be
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respectively. Count I'n order to ena
noqgf0dessful comuni catl on between two w rel ess sensor

nodes using VCDR, the present invention provides a
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1. Start and stop packets are received successfully.

2. Start packet is received but stop packet is lost in transmission.
3. Start packet is lost in transmission but stop packet is received.
4

. Start and stop packets are lost in transmission.

If the start and stop packets are received successfully, then the receiver node 204 derives the
data being relayed. Upon receiving the stop packet 260, the receiver node 204 transmits a



receiver node to informthe transmtter node that a
packet is received successfully. If no ACK is

i ndi cated by the receiver node within a reasonabl e
time period, then the transmtter node wl|l

retransmt the packet presum ng the packet is |ost.
Despite the simlarities of{4ACK and retransm ssion in
TCP as conpared to the protocol herein, the
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recei ved success tart pac is received but
stop packet is lost in transmssion. 3. Start packet
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[g g the transmtter nod
oG PRS2 A0S 2120 Ve doBIAR S CRLTEIeE Y oS b
retremamidsiet 814, B2, ek 81omd228. The counter of the receiver
node 204 starts counting 252 upon receiving the start
conti nues countj nl%?untll a stop
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of te I peidsi@Gstssionind nd BAGK il bel eanit toditk tR6SGniten doded2.r Beei ver

rarf3Rfer 284 262 RdtididaforFkn REE KaiAckOwill (WaiDs Mokt hEEod RPER: 218
before retransmitting the start and stop packets again 210, 212, 214, 216 and 218. However, for
a sensor network that updates information regularly, the retransmission may not be necessary if
the receiver node 204 emphasizes the most up-to-date information. By the time the transmitter
node 202 initiates a retransmission, new information may be available which renders the previous

information irrelevant.



268. However, if the stop packet is lost in

transm ssion, then the receiver node 204 consunes
excessi ve energy due to non-stop counti ng.

Advant ageously, the count limt provides the maxi num
count 270 the receiver node's counter can attain. If
the counter hits the maximyy count, then it will stop
its clock inmediately and infer that the stop packet

Whig dnsdimentOof e ReseRGREMBH havB 06k RE84ibad dnl intdaaRrd S@Wﬂbea
unﬁgrgtggdz%gh%%kP&erﬁqgé%olow ctoncerr)ed %’lagmano va n]aﬁﬁ]té; ro?%% |cat|ons in

ransm ssi o
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common maxi mum count. If the transmtter node 202
attenpts to relay a nunerical value which is |arger
t han the maxi num count nai ntained at the recei ver node
204, then it may not be detected since the receiver
node 204 will transmt NACK as soon as its tiner count
hits the rmaxi mumcount value. In order to share a
comon maxi mum count, the maxi mum count value is
transmtted to all the sensor nodes in the wrel ess
sensor network. For the scenario that the start packet
is lost in transm ssion, the receiver node 204 wl |
not be aware that the transmtter node 202 has
initiated a data transmi ssion. Thus, the receiver
node's counter remains inactive and no energy
associated with counting is consuned. However, if the
recei ver node 204 detects the stop packet subsequently
260, 262 then it will conclude that the start packet
is lost and it is not able to derive the data being
rel ayed. Under such an event, the receiver node 204
transmts a NACK 272 to the transmtter node 202
imediately to initiate a retransm ssion 210, 212,
214, 216 and 218. In the event that both the start and
stop packets are lost, the receiver node 204 will not
be aware of the transm ssion session and no NACK wi ||
be sent to the transmtter node 202. The transmtter
node 202, in anticipation of an ACK or NACK, will wait
a short period of tine 218 before retransmtting the
start and stop packets again 210, 212, 214, 216 and
218. However, for a sensor network that updates
information regularly, the retransm ssion may not be
necessary if the receiver node 204 enphasizes the
nost up-to-date information. By the tinme the
transmtter node 202 initiates a retransm ssion, new
informati on may be avail abl e which renders the
previous information irrelevant. 15 Wile
enbodi nents of the present invention have been
described and illustrated, it will be understood by
those skilled in the technol ogy concerned that many
variations or nodifications in




details of design or construction nmay be nmade w t hout
departing fromthe present invention. 16 CLAIMS 1. A
nmet hod for transmtting data between first and second
nodes in a network, conprising: the first node
sending a start packet to the second node; the first
node starting a first countgr concurrently with
sending the start packet, wherein the first counter
Cladaids: a first count a predeterm ned count tinme after
the first counter starts and then adds another first
count the count tine after the nost recent first count
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thertiairb therebf trapsritinuithatigtel sdecaredineantat g bettviartedgtart and stop
padk8ise4idi Ning the data based solely on the time

|ntﬁ8val etween the start and stop packets. 2. The
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detenmingthe ¢etteebased én thdrpimbecd actumnloe sdetdveens, tHeeebg tidtertnining
theafag b25QRBGSK Bl Sme Pter BN niiB2h BRARTnELA ;Ssuéets wher ei n:

the first node encodes the data into a first count
val ue and then sends the stop packet to the second
2. nodéhd methadshdeimd., vierdihibe fingtrivde dab netcommunicateardth fiiersstond

nodeQefesn 1he 8GR biktdp ackelsr St count  val ue; and the second
node decodes the nunmber of accunul ated second counts

into an internediate value and then increnents the
3. i nt Erarmesiicgtobclaimliuehepgin:one t o obtai n t he data.

the first node encodes the data into a first count value and then sends the stop packet to
the second node in response to the number of accumulated first counts reaching the first count

value; and
the second node decodes the number of accumulated second counts into an
intermediate value and then increments the intermediate value by one to obtain the data.

4, The method of claim 1, wherein the number of accumulated first counts is one greater

than the number of accumulated second counts.
5. The method of claim 1, wherein the delay time is less than the count time,

6. The method of claim 5, wherein the delay time is 40 to 50 percent of the count time.



4. The nmethod of claim 1, wherein the nunber of

accunul ated first counts is one greater than the
nunber of accunul ated second counts. 5. The nethod of
claim1, wherein the delay tine is |l ess than the count
time. 6. The nethod of claimb5, wherein the delay tine
iIs 40 to 50 percent of the ount tine. 17 7. The

nmet hod of claim5, wherein the delay tinme is about 50
percent of the count tinme. 8. The nethod of claimb5,
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|s greater than a propagation time between the first
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second node receiving the packet fromthe first node.
10. The nmethod of claim1l, wherein the delay tine

9. 1 edTbeBelapd ¢ claigsh wherpip theylelay timea arsaterdhah a pepdgation time

beBi@behaTiial idge Ednainglapakél tethé Soc¥idirodd ardMe debond node receiving the

A0/ me between the first node sending a
paa& ﬁet %g%?hggsecond node and the second node

rece|V|ng the packet fromthe first node. 11. The
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no te‘?rﬂ]ﬁﬂg Ihﬁ‘dat? 'dEestb varpag ns?;n a pr?{J&éQ%Q dlﬁ&é iaeq\geeP nHe]ﬁl"st {Kﬁje sending

erein
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the second node the stop packet in response to the
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first counts corresponds padded
bits; the second node determ nes the data and the
12paddmdﬂﬂhkﬂﬁdamedwmmmﬁhe nunber of accumul ated second

cou termnes the data b
strlms%mtﬂﬁgﬁISFJgﬁ Zﬁ&gﬂgﬁHQQQng The net hod of clalﬁ112
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respdraé toitise first bdcwtdeteah;ﬁmg/\mgt tizatume et accomXated it calnteoadpodts to

ﬂmqk@%myMEyﬁhg@mgnd i's |ndependent of the data. 14. The
nmet hod cl ai erein the padded bits have a

mos e §§9gRd 1998 a‘ﬁf*mmer“ the deta ppyl the quﬁ'%ct bits Bpsed Py the APTRsT 8hd
accuepfaliethsevgndoiotigs;sed t o a second binary value. 15. The

et fedecdid fodd bidfrkmes WO B5E b@stﬁ;ﬁ»ﬁg I%%‘!@cféd }Bftst s have a

greater bit length than the start 'and stop packets.
16. The method of claim 12, wherein the padded bits
13.r edleaenatod of claire N8 ivthereinttlye pafidddibis isave @ pekdetermined value that is

about half-way between a maximum value and a minimum value and is independent of the data.

14. The method of claim 12, wherein the padded bits have a most significant bit set to a first

binary value and remaining bits set to a second binary value.

15. The method of claim 12, wherein the padded bits have a greater bit length than the start
and stop packets.

16. The method of claim 12, wherein the padded bits reduce error sensitivity of the second
node determining the data due to variations in a propagation time between the first node sending
a packet to the second node and the second node recsiving the packet from the first node.



node determning the data due to variations in a
propagation tinme between the first node sending a
packet to the second node and the second node

receiving the packet fromthe first node. 18 17. The
nmet hod of claim 1, wherein: the second node sends an
acknow edge packet to the fjgrst node and stops the
second counter and determ nes the data in response to
1% he Themeeid of clame ¢ Wikt ed second counts being |ess
thaghése%(lg]nggngéa sremlsn aakngwlggagéal?e% eE b tl'fc!:r%gst %lota? S sﬁ%g ens%goend
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leshalizm d plede@BNAEASEuUrt nit Al nunber of accumul at ed second
cou I hj e nt limt,. 18
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wherein the first node enters a power save node in
response to sending the stop packet and exits the
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met hod of claim11, wherein the first and second nodes
are noti on detectors and the network is a
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networ k, conprisin e first node sending a start
packet to the second node; the first node starting a
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ne%ﬁ(@é pee%%e@rj eIeEJE%nJO'I' Eeﬂ/orgount er adds a first count

a predetermned count time after the first counter
starts and then adds another first count the count
211 i mé nadfittod for trivemivihg date betendn first Bed secoidMiotidnodeemdlatiea

peérlté§éerwf?(9ééets§"|sm&v\%rkt&?n olidifgst counter is running; the
nﬁt@ node encodi ng the data into a first count
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COUME fifst AHRe Brfcb@hg thd@tAMB1a first count number:

the second node starting a timer in response to the start packet;

the second node starting a second counter in response to the timer running for a
predetermined delay time, wherein the second counter adds a second count the count time after
~ the second counter starts and then adds another second count the count time after the most
recent second count to accumulate second counts while the second counter is running, the delay
time is less than the count time and the number of accumulated first counts is one greater than
the number of accumulated second counts;

the first node stopping the first counter and sending a stop packet to the second node in
response to the first node determining that the number of accumulated first counts has reached
the first count number, thereby transmitting the data soleiy as a time interval between the start

and stop packets; and



recent second count to accunul ate second counts while
the second counter is running, the delay tinme is |less
than the count tine and the nunber of accunul ated
first counts is one greater than the nunber of

accunul ated second counts; the first node stopping the
first counter and sendi ng agst op packet to the second
node in response to the first node determ ning that
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obtain the data. 22. The nethod of claim 21, wherein
t he e ' | n
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nethod of claim21, wherein the delay tinme is 40 to 50

24per eametdd df bigimC  witerdin @ delay2ithe isTdveutriethBosht ofthecdoantiine.
21, mherein the delay time is about 50 percent of the
count ti he nmet hod of claim 21, wherein the

time
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paagpmﬁpﬁgﬂg+ggpe receiving the packet fromthe first

node he nmet hod of claim 21, wherein: the first
node appends padded bits to the data, wherein the
26pad deeimithddof baime2 1 awhepeiredet er m ned val ue that is about
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of claim 26, wherein the padded bits
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the second node determines the data by stripping the padded bits.

27. The method of claim 26, wherein the padded bits have a most significant bit set to a first

hinary value and remaining bits set to a second binary value.

28. The method of claim 21, wherein:

the second node sends an acknowledge packet to the first node and stops the second
counter and determines the data in response to the number of accumulated second counts being
less than a predetermined count fimit;

the second node sends a non-acknowiedge packet fo the first node and stops the second
counter and does not determine the data in response to the number of accumulated second

counts reaching the count limit; and



bi nary val ue and remaining bits set to a second binary
val ue. 28. The nethod of claim 21, wherein: the second
node sends an acknow edge packet to the first node and
stops the second counter and determ nes the data in
response to the nunber of accumul ated second counts
being less than a predetergg ned count limt; the
second node sends a non-acknow edge packet to the
f i r sthe frstohedecraskngd thpSart 412 s&P padkeks tCbelficad nafdin c3pEsa Blthe
nddeLElo é&gﬂ;ggtdata in response to the nunber of
accumil at éd second counts reaching the count limt;
and 20 the first node resends the start and stop
290ac Kk snethod biivains 28 ahdein 0@ @irst ibdé espre B $ewdr avie M@ de in response to
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erein the tirst node enters a power save node In
ackrdpg andngn-adariiedeg Pakeis-st op packet and exits the
power save node in response to receiving either of the
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either of the first and second nodes detecting notion
of an intruder.



