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802. 3ad is a nmethod of grouping physical network
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aggr egati on, it possi ble to increase capaC| tty of
has engraTuRiTe AnkHie Qihqmqépssm the network. Physical topologies of networks include

examples such as ring, mesh and bus. A logical topology is the nature of the paths that signals
follow from node to node, and, in many instances, the logical and physical topologies are

similar.

[0005] For increased bandwidth, load balancing and availability of communication
channels between nodes (e.g., switches and stations), link aggregation or trunking, according to
IEEE standard 802.3ad, is a method of grouping physical network links into a single logical
link. With link aggregation, it is possible to increase capacity of communication channels
between nodes using their Fast Ethernet and Gigabit Ethernet technology. Two or more Gigabit

Ethernet connections can be grouped to increase bandwidth, and to create resilient and
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source and destination. In particular, a layer-2 link aggregation finds a link aggregation group
number for each Ethernet frame transported through the network by performing a XOR
computation on the least significant bytes (LSBytes) of the source and destination MAC
addresses. The XOR computation produces a key that determines the link aggregation group to

which an Ethernet frame belongs (i.e., frame membership).

[0009] In some embodiments in a physical layer link aggregation, there is a group in

which members are physical links but there are no keys. Accordingly, various embodiments
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[0013] Hence, various embodiments of systems and methods can be provided for
providing the desired resilient packet communications in a network. One exemplary method
may comprise: instantiating a rapid channel failure detection algorithm, instantiating a physical
layer link aggregation protocol associated with links of a network for packet communications,
and combining the physical layer link aggregation protocol with the rapid channel failure

detection algorithm. The combination is responsive to failures in the network and provides for
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network via links, each node having a data )
of packets through the network resilient to failures, the physical layer link aggregation protocol
and the rapid channel failure detection algorithm are operative to cooperate with each other and

to enable automatic failure recovery of the network in response to failures.

[0017] In implementing the foregoing embodiments, various system and/or method
aspects may be included. These aspects may relate directly or indirectly to the physical layer

link aggregation protocol, rapid channel failure detection algorithm and load balancing.
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operate with load balancing, wherein, for load balancing, each frame, or each group of frames,
is segmented and associated with a particular link aggregation group. For instance, the
segmentation is performed uniformly, on a boundary of a byte, word or frame, based on
capacity or speed of links is the link aggregation group, or any combination thereof. For each

segmentation performed on a frame or group of frames a reassembly is correspondingly
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detecting a predetermined number of successive packets with valid integrity an indicia of

which is the calculated checksum (CRC).

[0023] As described above, the rapid channel failure detection algorithm is preferably
hardware-assisted and operative to provide network end-to-end failure detection and recovery.
The rapid channel failure detection algorithm discovers a failure in either direction, transmit or

receive, independently, and a failure in one direction does not prevent traffic flow in the



is derived is obtained fromthe receive status of
packets received froma far end node, wherein failure
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its associated receive and/or transmt status are bad.
The rapid channel failure detection algorithmmay be
opposRIGRRRER Nt hd fapid dhBehdP FARRNERe @lonR@0r PR deRRriek BeSresence of a
transported through the network, and in the absence of
failuyseaphdiian iwhen lagse iscomiees pacat ple trpHiiskedigament erearna packel qxgreds a
st at api.d channe
timedi b3 o gE @R sFPRNShabdt bl TREHARLp R I gerection
algott@geebnbnudsab \&péﬂétetiha}ﬁef presdnoadf faifloes had edosann édtected.
failure detection algorithmis operative to provide
[ S operations th error, resilie c and wherei n
@%%‘ﬁrs% éwﬁo‘faﬂﬁ%e?tm angitRreuds rellightpgrkepcamuaticaugns using a
physﬁsh IRE Bk 5%1‘5@21{1&? @x@med%mehaaﬂa%ﬁué REdHEh A (bARYSHlancing, as
han a eterm’'ned nunber of such packets. The rapid
lllustcait@dmeﬂm flakdennd other éxtiron aspegtrant! Iadv@éaws af wagoug embodiments will

transmite or re ei ve. status u
becop 3R et i di R iR RLT BRI R pirorapanyine
drawiiipls &8 hede¥ft@lekdtibegl @ Oof which is the cal cul ated
checksum (CRC). [0023] As described above, the rapid
channel failure detection algorithmis preferably
BRIMRDIWOREPARIN DEUHATOR AMENGS ve to provide network
end-to-end failure detection and recovery. The rapid
channel failure detection algorlthn1d|scovers
f al00gPkTheacepmpapyieg disgingsnwhich apsivrerpefatqdda @ng gonstitute a part of
tis $0OPRANAEN e AR bRl T D cfibbEIch R B 2R 0P Wit the
descrlpt}mn;i sarhamelpldia ltﬂel,;rrmcqmtsexsk()omlechﬂ@mwiﬁlh rVhetesronemnient, the
t esen e of fa re tion when there is on
same e Tegieg Tpmogrs bt e T GHER the R M0 bt g SR s ke
clem@nts] Meout and a packet integrity error threshold is
exceeded The rapid channel failure detection
?orlthn1cont|nues to operate in the presence of
002pkkigared sblarksliamien of er exiséer Giaabp Ftharpct slaty access card
G)Aggrlous enbodi nents provide resilient packet
ymmruni cat i ons using a physical |ayer |ink
aggregation, extended rapid channel failure detection
anfoRvpE ghel 220 i algo cladiagdamusibnadgettie loeerbbad usth &s e paredssing engine
ot her fea&giéf, aspects and advant ages of vari ous
withi AR SeriSHeR i1 becone better understood fromthe
description herein, appended cl ai ns, and acconpanyi ng
dr gt 2 Neleehd ShoRasHohWResk ikl OF
I—EMZD%%GSmO%%E] 'Eli'%e a%lcr:onpanef? n%élggr aw ngéﬁx&fglﬂch
are incorporated in and constitute a part of this

spl9RP] Kiguiecr illusiates Bieaswanicoiaee elspritisablpyertink aggregation
conﬁguﬁm%H%nxﬂB%Q'”ents and together with the

[0030] Figure 3B is a diagram showing link redundancy configuration with physical
layer link aggregation.

[0031] Figure 4 is a block diagram illustrating an FPGA (field programmable gate
array)-based implementation for rapid channel failure detection (RCFD) in a DAC-GE.

[0032] Figure 5, illustrates an enhanced Ethernet packet encapsulation for RCFD.



description, serve to explain the principles
associ ated therewi th. Werever convenient, the sane
WO 2G0e/08316& nunbers wi |l be used throughout thePdr/EHS2008/675618
to refer to the same or |like elements. [0026] Figure 1
i s bl ock diagram of an existing G gabit Ethernet data
ac s3] Saiuet & PRSrated PRRA rrdffigulighddhti s a bl ock di agram
showi ng the over head used in a processing engine
within an existing DAC. [0028] Figure 2B js. stat
di HYB34ht e Hb‘SR@ébdléfP%S%blﬁ@é‘é a@'éstﬁ%g@‘r o %them[:b@zgftream
traw%: 519%'51?& 0 ralibRb RIS atlﬁ])QCL@E%mﬂ pleRhege of a physi cal
nk aggregation configuration program [0030]
Figure 3Bis a d| agram showi ng |Iink redundancy
coffu3ghFeurohisd whelpssyetwerk coafeured fariphugieal dayar fiok aggregation

witggdiey SR R 8 P oieea™ " "

i mpl ementation for rapid channel failure detection

( R3] Figuee PAG digrainQI3Zhulbigde evifelesk hétuskl adrfRuanion with a
enhanced Ethernet packet encapsul ation for RCFD.[0033]
DAG(difos pBysial dayer h{ﬂ"eég%‘é%?lkl@fl traffic alignment. [0034]

Figure 7 illustrates disassenbly and construction of
Et hﬁfsﬁ;&rig%é fo, $§ £ Sl%@k Hfa%i’a% §f J‘Eh)lsh:%l & 1{;@%@@&@&{1@&@ the
n a DACCGE Figure 8 is a

FPG\tﬁmeiléA@-GEtﬁminhg a:pznf D@ODé@ Vﬁzoa TW@u%al l ayer 1ink
aggregation with a nodified G gabit Ethernet data

acﬁ@%? ‘I:'h%l Ie, ]ﬁAcé‘ lcﬁ)a gLe%g r];%a %a%;rlgd%trrl'g?tl%}] g\%&%?i%aagamf

DAC- GE for physi cal I ayer |ink aggregation. [0037]
Fi ¢0o30] Eurd 52 B dioskkdidgragratn cafriea lipk psitoal of itley B GAiink DAC-
h the F
GE; ggg@g}g%lb}%nawst 3o %@%PQQDA rﬂgezq_f ?li?eglldggﬁopﬁgtmn that is

ultm?%&%%?@&l:lfog S?}Q@Yzilﬁ?éjdé't&‘#mﬁ%x’ %HB 'vﬁfha?&ﬁﬁaﬁné}' agram

lagram of a carrier |ink
portion of the FPGA in a DACGE the figure illustrates
t hé004|% Erqurohd srdlex tiagrni ofa mithod doapidteharhel failure detection and

reco' nformation that is ultimately used for rapid failure
d&ection for each virtual container.

DETAILED DESCRIPTION

[0041) The following description is provided in the context of this Application and its
requirements to enable a person of ordinary skill in the art to make and use the claimed
invention. Various modifications to the embodiments described and shown are possible and
various generic principles defined herein may be applied to these and other embodiments.
Thus, the claimed invention is to be accorded the widest scope consistent with the principles,

features and teachings disclosed herein.

[0042] Generally, various embodiments relate to data communications in networks
such as wireless communications networks with carrier-class infrastructure. To improve their
performance, such networks may rely on resilient wireless communication techniques. This
applies, for instance, to extended capacity, redundancy, load balancing, resiliency, reliability,

response time and manageability of communications networks.



[0040] Figure 13 is a flow diagram of a nethod for

rapi d channel failure detection and recovery. DETAILED
WOHBORSFGE ON [ 0041] The foll owi ng descri pti on PGI/US2008/075618

provided in the context of this Application and its

requi renents to enable a person of ordinary skill in

t @o43]tin kPR et ANELIALS Badi Sy stdrid, BBch AsNERENRE™ Matfb@N from
nmodi fi'cati ons to the enbodinents descri bed and shown

Harrig rS@ramé\éthpreksdnq oEMosiryilige N itlee Yiisrmes prowisled ¢4 aneqptdoor unit
(OD@]1 g Eurgzp ¥€1?S§ rgcﬁg l aﬁf\%gﬁ?m%ﬁ%se%tat?igg% %621%{%3? gﬁgxglnggﬁg PACs to

facilivit@lashmasiofptons cbeﬁw&h eldm . WieFe fofeethp diesigh foreshietdgtimpesed
and teachi ngs disclosed herein, [0042] Generally,
perfopapncs iaaYeiRpladr oGy ingexistiag D\t a conmuni cati ons i n

net wor ks such as wi rel ess conmuni cati ons networks with

Ca{'i)f)ilaﬂrTcPﬂl%t?até rﬁlg@étl Y610k Biagkn bR QU&idcNSAL. As shown, a
performance, such networks may rely on resilient

physisalrlgikefos ddorring p@ﬂpatbm a wirtlnscnessork Thaysingluge aesmef olrannel with

t d dund
physshARF Fomb sl FENES= PRBRRL e B Rk o iR bagkpone
1nterﬁ@éﬂ &Qﬁ@ﬁilitbﬁ&enﬁﬁdummérﬁﬁ:ﬁiawﬁemﬁhW(lkﬁm[té?%@,] ODU and antenna.
I'it-nount wirel ess radio systens, such as th

Therg ers, H@é’(‘lﬂlﬁ)ngrhl%&kﬁé‘? Fhef]?f‘é%%‘flﬁiff VS awegb%@wbwéles payload
transpd}t an falhoﬁ rt\%nnggnd tcgl‘?tﬁel'iﬂllﬁ oftt. el"}f% Hérqgtldda\(df ﬂreams

n ou I'n suc W|re ess ra
payldaﬂpéc&mdhﬂthemmstonteh éhgabﬂidithﬁﬁétqmrts el uderobassd bya physwal layer

facilitate cormun ations them Ther e
digita] PEGCGH IR FOTBRIICRY Ll lﬁast?rc?s oh PR ﬁwI i lgaer (o layer
2) of 'ﬁ%dﬂ)f)% OSiExd BldrOGnPASeh (AP M red@ th)deU FM @Y@ardﬁig%ﬁ&net data

I s" bl ock di agram of an exi sting DAC shown,
strealphﬁ@ncthle physital idegitabiplocessimgregmpanéd d 42 the awitgh &l lewlyzes their

o QST 5 S RSk R B cus o

over dhhaBapiRcadenl hredelidelrag¢kbome. i)t erf ace, a
nmodul at or/ dermdul ator, internediate frequency (I'F)

i nterface, and ant enna. Therefore, ui l din
bl 19843 Koy tl%fw@yem dshwsry die addijiep t@ﬂmbpmng@matwn inérnal and

exterfARAR T M Sfo oﬁaﬁiTﬁ' F PRIARL Eoﬁf@a@@%}%@ﬁg&téng '?Jiugfer capacity

nonitoring and contfo unct 1’ons
also plhy e asis. Payd eadl infocmbtiead therswitvh ldlllsmp]m@rpo([ilcglgbsdheduling and/or

shapgTRCRTB BEbLHE RO o it oy gt shouyRering pether i

shoulIRR Bh§fin&L, f&r%rd@:ﬁto"i‘ dbdppkd.| By @is dn@l theaw@th 211 fcldde&a shaper 112
Open Systens |nterconnecti on (Csl) reference node. For

in cofprwEgating gelmdmhme)ylt}dafcawardmg engine of the switch 111. The shaper

functions to shape the data streams being forwarded, including following the traffic rules in
aligning the data streams and scheduling the traffic. A shaper 112 may include queues for

sorting message and a scheduler for computing release times.

[0046] The data link layer may be layer-2 of the OSI model or the TCP/IP reference
model, and, as such, it responds to service requests from the network layer (layer-3) and issues
service requests to the physical layer (layer-1). This is a layer that provides functional and
procedural means for data transfer between adjacent nodes and it may provide for error

detection and correction that may occur in the physical layer. Some data link protocols might



streans fromthe physical digital processing conponent
102, the switch 111 anal yzes their source and
waele®viosEss on nmedi a access control (MAC) addr esREBUS2UA8/075618
determ nes the output port over which the payload wll
be delivered (e.g., PO . .3). [0045] For the payl oad
incluyd®hindfdhakd & REGPtbh @Rd E&ef)ﬁﬁc@wgwleﬂﬁﬁ%ﬂ%'v%ﬂ as checksum
internal and external virtual LAN information, traffic
verifipation o pcreaseritligulivd Thhdaa dihb layeanisdpbumfemediapetsiss gontrol (MAC)

. npiaycandpbubicncEapess
and (45 TRl W R R ARG RN S e bR ML sty

uses MAOrdREFRs 18 deARrotofRr Réddrianhe PIAO©hddrysstiaho@aCihique
packet shoul d take and whether it should be consumed
hardwaieig¢rdidigr Biat @ cerpprpandenge tablesrelatng to threnagg;s R ddress; and on an
j ' ' ' i.ng relationship
Ethe%ﬁf%%ﬁﬁ?gﬁ&gr [ 6%5 té%é?%égs gf‘ t Eghgc\f/}mggfsbh 111. The shaper
functions to shape the data streans bei ng forwarded,
i NBI0d@] hig cdrof dwwianigt pheeessigd functions) @D Athtyaldaninvipdehe processing
.d strea nd e i the traffic. .A shaper 112
engifgo{ % et BBa TS b T 1 gy BRIy Miesaah Sisite 31 BRRBURH ahen
packb@hr @I NG trafdpdSBatIEBC mQQ%ﬂougH BollaPeYPl] K Frocessing
_Ia¥er naé)be | ayer-2 of the OSI nodel or the TCP/IP
engineef(rteanstorms ded packetd intasuigablsbloghs (etbesngintaddinge pipise elhese
e . r- . sSUes
ook S ESLR LD L08R Wl 118Td A ) 1B W e
numBdrios trasspart chyerield dal the cavietese klonctwithialep@Adent timing) is

rocedural neans for data transfer between adjacent
configypbls igibe Pﬁ%wﬁrwmﬁeemwat&nﬁ ype ensthsad infarmgtipn to resolve
B Q6GE bR IR O E&ilerd N the physi cal layer. Some
pOSSdata |ﬁg 6rotoc§%% ni%ﬁffnclude a handshake or
reception and acceptance acknow edgnent as well as ‘
c hiDOH8Lgvrsrd 4 iliatratonthe o virheadussd in elpraabésing gnginwithin a DAC in
data l.ink Layer is split.into.nedi ccess._control
the pFiphe- 1 Do ilRes e PResingtrBintt ¢ apREioe TaRPls Shigpmay
FPG@?CIBES@JIM@U ¢@hspdenvdhatndl Yocket pRRedWife HietdnhioME The! FRS AMRsed
( addresses. In a LAN or Xsot he¥r) net wor k, 't he MAC address
procgssing cRgide 'cgnf@gnr@ﬂ@l earbeverlacadguith amy witablg degigcircuitry, however.
correspondence table relates to the node's | P address;
an 9 . ' X . '
o {2099 AOSIEARERTE vk ss bnsind EXPAIRBE LA Aot packer
arriver A dd€slsomiC? theatviedesd irgerbAR miodpiec212] iy an FPIGAdBssed processing engine

racessi ng. [ 108, e.g., PGA, ASI C or )
108 pfics watgéglgg‘gg%é@?gﬁaﬁglké:ﬁaﬁﬁle(?ﬁﬂngbﬁ@t FrEgpsytationpd jegmentation
procd3@ k@i Se PSR bt9ehi NG RAnbRipldk@NSathht & PRABNEE $nchithd §8mes into the
t hrough ports P6/P7, the processing engi ne 108

configpredsiuorbes of segmeatlaet gssoniates saiiheablime blotscdnd vimmal laontainers (links)
' d.ti lots).. T bl . '
o FECLBA B b T oI5 BB afBL )

(encpRulatdit)HMYGR féMBe later synchronization of the multiple segments with time slots.

These segments are transferred across the backplane interface to a radio access card (RAC) 35,
37 that will transmit them through a wireless link. A byte-synchronous idle fill is inserted 206

in the transport channel stream when no payload is present.

[0050] In the wireless receive (RX) direction, the RAC will receive from the outdoor
unit (ODU) frames that contain the multiple segments via links with time slots that are being

used to transport the Ethernet payload. These segments are transferred via the backplane

10



nunber of transport channels and the carrier tine
slots (wth independent timng) is configurable in the
WO@209/033%8 st i ng i npl enent ati ons use overhead PCT/US2008/075618
information to resol ve possible clock variations anong
the carriers. [0048] Figure 2Aillustrates the
mterf%%@'i feadnueed i 'lﬂle%ﬂﬁﬁl‘éﬁés(M@X?@m REhNDA, ReRsdMBed the original
prior art. In one instance, the proceSS|ng engi ne
Ethemt packite fpnpthe gnad fipha bb@n@m basad payhe(tﬁﬂﬁﬂg -diga susigx dhganformation

fromr} ansg%ryte%ﬁ;?lénel aﬁﬁe&% lélP fﬁt#xf gac%gf ; %ﬁjtessg clgrgnlzatlon stage is

presén€ pﬂl@%}emﬁﬁbr&ﬂbvéﬂbi@hﬁﬁn{aﬁgm & Bed bty an}h@mﬁél@ifferences that
[0049] As shown, in the wireless transmt

each gf ﬂ@cmi«m@nd% ssementsRe foTdtanpRasiieg might .hmé% eﬁfﬁctmhy giening them

ek LRSI, B LIEHTBHULR, 798 iy RGP Rthoves

208 dol inkeveondacids theilBlE)2 biviteh @teoapldu Fxgureoh) The smmaﬂatm iothen

remcf 8 0 R} SEEE LT hBbT g PGS P CesKEhs TBBrF T odge laver-2

switdhunber of segments and associates to themtinme slots
and virtual containers (links) that will be used for
the transport (bandw dth allocation). The inserted

ovEORLI gueRdis austase diganpmalhpiohe s de inprat kegpealive packets operation.
As sl%?(;&lg QEQ{%&%%&%% {u'ﬂ‘aoM' c{e'té% SRS 9&“’1@% Eeté!@tl%ﬁ @gg'i"?nm transitions
sl ors. ese segnen

are transferr acro

fromaalpkatest02nd an idie statectOd. Thaparkachle s&tﬁme:dwhm thd&dle state 404
37 that will transmt themthrough a wireless link. A
and bsfere thg kreRradive et grrires HP? Whcr Hedryioad gadyniopasmit again, the

lookthANSRRHonS NAMP & Le@mpwhen no payload is present.
ago[005 ?ﬁlnntﬂﬁﬁvnfgiéss receive (RX) direction, the RAC

will receive fromthe outdoor unit (CDU) franes.phat
C oWﬂéZ]rS mhtekm’raﬂlivg packstsgmeonly inderted whks thei chhnnel rﬁsdle the amount

oroeiid i PranEh Sl BR ot LR ARR gt P R AR i

sufﬁ&é&k}pirﬂdlﬁdtﬂ@l Shbaamdditbrable betirisOiNe. sizENE tiade }ohdlde@ﬁ@ ko small. In the
212 in the DAC, reassenbles the orjgina

worsEease peraerip aeretacket aeady jead Miaitinggp de siagsrariicd V‘B’é?é delgpied by the

1nsexé§'xg o% &Fﬂ? 059 k taﬁl\Je %g&%t,%sedéﬁ‘ngy #ﬂeoaﬁn(/a[l %mﬁeh%vpg%g%%matches

0” guar ant ee packet
the espirtioh@itedtdepralist agertios tipree seddr.id[E heffad @mnditenti oned
overhead information is used to offset any clock

di ff ces that each of the ependent . s t.s. u
£ ol0OSS N8R biMiE ARG HREsc R S Ry T G HE Fofipmsport
data REGH HeBvdeR9108Ed QitfRtalRasKRdd t@)é@l’ﬁ%ve Medatddl 1Bk dvillability and
present in the transport channels is renoved 208 so it

bandwedxb while avdidsngtIhep foayxenom Tehwp,tvelten(a lnrémgmegatlmn gloup (Illj\G) is
renove

creat gy pUEg RIS B bR bRl A Dl ARt AR e B Bl as members

of a difge kMR HAk (a single logical link). As mentioned, a DAC 1ncludes a plurality of
ports, virtual containers (time slots), and link aggregation or trunking which involves logically
grouping a set of ports and/or virtual containers so that two network nodes can be

interconnected using multiple links.

[0054] Figure 3A 1illustrates the user interface of a physical layer link aggregation (port)

configuration program. As can be seen, the selection of port aggregates can create various
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switch. [0051] Figure 2B is a state diagramthat shows
the insert keep-alive packets operation. As shown,
w@tdoen3reghannel idle condition is detected theCT/EHB1008/€75618

detection algorithmtransitions fromsteady state 402

to an idle state 404. The packet fill continues while
1og1chlngrb{ﬂlﬁngsd$f§>o$tsae&h‘tgélcﬁrg%\kaﬁ dg&ﬁpdﬁqn&e@es hik VpakityTaid

expi res When the payload is ready to transmt
availglyHiyrhetwéan retgorkinodes. t ransiti ons to the steady state

402. [0052] Since keep alive packets are only inserted

wh :
s SRR 1 S ALp NOA AHtin
protdaab}lﬁeﬁaﬁchly&na ld%ﬁem:itmd the O flldved n‘dwdl mshffamnkahﬁmnabd)reto establish

because the size of th acket
WhicgIes ST BT b L frasRaree '%‘%afﬁ? N tltﬂﬁgAtqayeﬂ fink

aggr&%}t&ﬁ ﬁﬂﬁl@n%ﬁtﬁgoﬂvhiels tI}EEQMQ‘@ vResbyofthe sdtﬁ‘&:e EdiRR1iSA or both. A

y one keep-alive packet, assumng that the arrival
layeref 1mp1€nnmwl(pa@dcethemkmmdtdgd?@dpres@s; and hyghe[r fayer implementations

sertion . tine und

can ySE ORI BHE PG SRS SoRBrT v Haforifiat it ithopelypither one
of thél §iy91gl 'IH% rloPdreaydiyssdof@lonk carkBe friplemams® @ty 61t &F these solutions can

traff etween nodes is ty glcally i ntended to achieve
be dqpmeéaeé@amcntar Htillpaen vinsoitaal daiawrdens Whng.e-g., control code or
otheﬂngzing t(? g%é)gr%ﬁe (!e%a d&xch lﬂe?l\y\nat\sé@e I@Sg dst:e ﬁgvelg%%éﬁ %gitdg]glﬁyed with
all tlird:erdp@r(fabbesc ﬁn‘sbd)rrbetﬁf these Qlagergl, daypr-Lor dper-dtselutisnsyeatbe sctivated in

of a single virtual link (a single logical link). As
theﬁﬁ‘t‘é%tloned a DAC includes a plurality of ports,

vi rtual containers (time slots), and |ink aggregation

Or (0056 sERGaIW) hSQetéﬂVl@lad/Sﬁaﬂl&ﬁg Balok YpEth RERiMEr@e®@inabf

ports and/ or ‘virtual containers so t%at two network
infraptoeheeres bevabss it mr@ﬁ%blnﬁleaitaédrmswgd rqlnlnt PRt tgarispeik shannel or the
othe% %og %:Vgr tﬁgag}r:ﬁmlﬂ‘& 1S e e(}éagtf 0t Pe% ' g\%% fa%‘é?eg of ?he frames.

Inde®, Qgﬂ@mvepﬁé‘of eaﬁmtfem&e&m whdle llﬁE laggi%galfd)n(lfun@l@mnll collapse and stop
aggregat es can create vari ousl o i cal rougl ngs of

carrypest fraflic Styad a|5é@1668|505$1@a§3¢%§0tcff1 béNf@SSurﬁ% @iy @gd redygdancy

prob%@%%}%&:&%onvgnctﬁ}ﬁg'ﬁl m%é b¥d Eﬁg%%r?% élgkt% rﬁ%otgt%? be better addressed

with ilayer-@ hmktaggregatiah. f f erent | evels in the pr ot ocol
hi erarchy and depending on the OSlI level, it will use

G TENER LI E P N
aggré’gaftlf)ﬁ (RMPLILIAKS a 14yet-2%6kutidn | S}f&ilf@ggi 28@k11qthk aggregation is

| erentation uses the MAC addresses of the source,
combiegi withtheoappbieatisot df 2 rppld carrier failure detection (RCFD) algorlthm together

st

with the necessary housekeeping functions in order to produce RWPLLA.

[0058] Inherently, the layer-1 solution has an additional benefit of unilateral
(unidirectional) failure detection and faster reaction time to failures. Also, because the
physical layer represents a true physical connection it doesn’t rely on higher-layer features
(e.g., MAC/IP address features of frames) to deliver frames. Namely, the data transport is
featureless and, in turn, the layer-1 link aggregation is featureless. Additionally, the failure
detection and physical layer link aggregation require less overhead then earlier solutions.

Furthermore, some implementations can provide featureless load balancing within the link
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| ayer-3 inplementation uses the corresponding IP
addresses; and higher |ayer inplenentations can use
WO o@posdicport i nformati on and ot her | ayer rel eRErS2008/075618

i nformati on. And al t hough either one of the |ayer- 1,

| ayer-2 or |ayer-3 solutions can be inplenented, only
aggraBoRbuldle s SRHHINRE SeduBBaRe HRPE AShriipAingaatrictélladkhown in

installation via software configurations (using, e.qg.,
Figurgcdit-r ol code or other means to deternine which

approach is activated). Because devices can be

@It)gy e\%/ltWIajér gl lknkta:%@fega foit %‘33 EWI hggg}{ysg%ﬁ liglfé (ctapﬁe??members,

and, aﬂhg V@tt&dle!ssrthtﬂees fio e¢ed.in ﬂlﬁ@S}E}}roﬁf‘fhﬂem&é kay,s abmoiieel with the
oad _bal ancing.i s not o onvent i oha
memp3adcb2ancy g, L2 not, op Fertep g0 BB et lerpontggies
hard\%‘r‘é 2485t ROTD S ARERRES a&ﬁ@ﬂﬁ%la fRE-1ihR €orqIeiRhrrier) status approach
Moreover, the distribution is dependent on feature
rathee thgn a gW@I aldtisapgroadf. A Wenemanleées thegleysital imgdiater @v@mg data

streawls P’Y%CE &3 feéﬁgglfgeﬁedlt Eg?t%ﬁ ﬁ,g/a, dﬁlgak% 5 re:er cagnﬁ]egfalbrtfle%y the same
physilcay@edid. sol utions do not fully address resiliency and

redundancy probl ens because they don't optim ze | oad
bal anci ng, these problens may be better addressed wt

| alP8p0] oteithat capRsiclignt: FBHCTS] BT thanpelsraad Al Yke may f4girdo logical
connbaﬁ)'h@,y?swal nﬁ@c%loh'o? B&thw'I{l ﬁie%ﬁteﬂh ﬁslﬁrﬁ@e{(%ﬁﬁ%ﬁﬁ’éin {Hefmay be
aggr eda

ion I's a layer-1
colles}iymty faferadd tp,as I“hyla’ -and allink Laggxggat&glagromwhsseanﬂhbme gre links,

chanfil B GR PRES KRGETERI o I RBIor R & hoEwihr

housekeepi ng functions in order to produce RWPLLA

[ O@061] Baeebrmid foregolify, IraNEEr t a8kt ing.ﬁo%’ﬂspeaﬂ@rmance one

addi ti onal benefit of unilateral (uni directiona

appréagh mpadafiese data inggifagn gardsuetons the abgveotesenibed RHC. Varlous
embéaﬁtn W5 68 he%aaqpe@ﬁ%wé%ﬁe%% @g& am!v% Lsaecgﬁ ad SREEREM Sess
rue p rety on

ySI Cca connec 1 on oesn

commiingib&ionl AMesmiseatuiede Celigse™. MAGAdiGisasieihprsy éabddiments we present
of franes? to deliver frames. Nanely, the data

a modifigd Spaphit Fdemsheard svhidsweyreder tpgs fhfr‘rDAQJrCe‘Ei ayer- 1

Ilnk aggregation is featureless. Additionally, the

B2 eT Le&tl B ¥ LGabi n'e@W?t'ht éﬁbF%ﬂé(ﬁgﬁH Prbvides an
¢ e OREA! B Ak i

ulire en ear I er solutlons.
1mpr5ummdm bmrleyerédﬂé( aggp&iganmntaikhougisbm]amap hiaiddeprinciples on which the

urel es it hin the |.inkaggr QN
S N T RN M SR P
Feb, @@rj{jO%' Reich ann‘ééirpra%cﬁher@lﬁ b§ hORntd Thie RITID §@orl{&9§1%ferably
layer- 1 link aggregation each group h physi cal
emplbysnkld(\@@ad ped-Jo-emehdtatns for each participating carrier in order to detect failures in
individual carriers associated with a transport channel on the DAC-GE. Although the failure
detection can be done on a per-carrier basis, housekeeping and re-configuration may be done

collectively based on the individual carrier status results.

[0063] Figure 4, illustrates a processing engine 109 in a DAC-GE (a modified DAC) 41
designed to perform the foregoing functions (the embodiment shown has some elements in
common with the DAC of Figure 2 with like designation numbers). Note that other

configurations of the processing engine are possible although the preferred design employs a
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and, being featureless there is no need in this
approach to use keys associated with the nenbers of
w@2awb/oggiekip. Moreover, a preferred RCFD and r eRGI/ER2008/675618

i mpl ement ed as har dwar e- assi sted RCFD and recovery and

it uses a per-link (or per-carrier) status approach
hardW#¢-2& Ia téch 1 %{tm inShapds a9 acsIC- @as@@f)fdc%smg engine or other

I nclu es t he physical media for carrying data streans
logic Mamery &ws etfeoto thi¢stimplenmtentitives etllectaymdy tsuthd SFBGA-based processing

Eb can .be carrjed by the same physical nedia.

engmfo@%ﬂfm RIOGSSSIPE E0tRedt i ons, carriers, 1inks,

channels, and the like may refer to | ogica

cqouoey tAsQﬁﬁo,lerﬂé‘nyéﬂ gl heaRinBLE tareier @hydiedl hink) 1’ cbheeyed in an

cont ext of ﬁre gation these may be oIIectlveI

extengled bradérdtwr@da%m bcrt Riges ghide Aink (6> algge gad PoWe gYiEslss
com (i)cc‘a%om?;gf: cAfi€ally Hlé%ro&@ﬂﬂ% né) 0§:i?1rtfxé Bgﬁrﬁ? gﬁyéllbﬁ each node

ten re dto as a "trans anne
keepé the Hﬂﬂended[l&@&dr]wﬂa&le d>Xomad RE Stalmsagﬁnrmgtlom MherRPe statue is computed
chij ve I, ved per f e,,.. one ro ch.nodi f
basefiiy TyrRetE AREEA T BE ARG HETEBLPEIGREd T Boue AT reccived
packe\@ﬁﬂcpﬂﬂ&r erbasty Ment BX QfattsN§ a MOTCEbS gf @é@eu%ﬁ md8e’s RX status

epl oyed in" new as well as existing wireless

lndlcetoh’rhahlrs canyeyad pi tehordes of theheepivedinackts. ilpdug desjen, paet of
conﬁé?régogggl% Wﬂﬂwts %.(é)élgo %g&g tﬁg \%\%s\@fnel el?eﬁl?o to the %h&&ﬁ% carrier class

as t

specifibfon6E. " [0062] The layer- 1 Iink aggregation
conblned with the RCFD algorlthnrprOV|des an

rove nt over layer-2 |link ag at i al.t hou

bd CHCRISHES HET Krepplizg neﬁrtw% - B ct We tlmgout CRC

i
(cycl rg | ggﬁpoéﬁ%@?%ggat@%h%ﬁlﬁcg% ]eﬁg gléﬂ@?ﬁrggreg?l@ Mihe keep-alive packet

1nser12@0ﬁle neRisten 704 rapnesents dreatiedn macwiserobys thef e @n@@t irfFbgion engine

wil e oGt BB Qi PRy R R 5Oy hpacket receve

timed S@istdr7 106E86denfsahé HiBBerl d’rnhleﬂisadoela@ihame FeRVvG englne will wait
associated with a transport channel on the DAC GE

for a paakisbbrfbretdeelatiag py rdée @neouinTherRGevaligaionghreghold register 711

repreﬁ%lts t%x namﬁet ot}%%fl?ec pii Ve y lag(glg% % < [fb?tﬁéte\ivﬁlgrlﬂ&%: %féfa;ec&ged in order

to ch@feR0€ ktafilsdfons bad®obd. TﬂmE@]enBir giresholt] replsten 909 adpessents the
processi ng engine 109 in (a nodified D

numtg of gfiserutize pad £B8npackess e @fg% fﬂﬁ\ge tf)&ﬁérqeb\rrg ipe Flo chaige RX
statu%ﬁ%ﬂgpgg% bal! t\p@ﬁ rff%iﬁ? bgé emgmfe% &Bm'ﬁ }y%t%fbsfsq@ avoid bad-

|gure esi gnat'i on nunber s
goodtstaais stiletiorsantd goalbturobes ofErrdise processi ng engine are
possi bl e al t hough the preferred design enpl oys

Agﬂ@&ga]é@ a Vt)tg%g)%(lﬁg;? éﬂa.l[ }soangllp OA™ gﬂz)iﬂ() hl]:zg’Apa&Pr!‘ sl?x‘ucture of
Ethernet frames received on TC1 or TC2 is used for synchronization purposes. However, for
the purpose of achieving the improved performance with RWPLLA and RCFD, a different
packet structure is proposed with the addition of a header field extension such that redundancy
and status information can be transferred without too much additional overhead. The extra
header field conveys RX status, and a CRC (checksum) guarantees the integrity of the header

information.
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logic circuitry (we refer to these inplenentations
collectively as the "FPGA-based processi ng engi ne" or

W@ R9pI03318$Hr ocessi ng engi ne”). [0064] As i npl enRCE/E8008/075618
the health of a carrier (physical link) is conveyed in
an extended header to nodes on both sides of the link

( 6[0067 1BEure3GhoRE qlequ d%ed Weddel Asl8 & RABMRIS08Lh@the CRC field 503
Specifically processi ng engine 109 in the

alongm@t ayldaddiclé3eh m@étemé@blgeadhreﬁ s O8histhdee sagervewnd fransmit

atus information. The RX status is
(TX5co S&?gﬂngggggg%n i nformati on obtai ned fromthe

traffic alignnent indicator 714 as well as the
r 0868jckhepaatieblsgramsht ishatendédfoe grairtyiningitke fﬁl@@ﬁﬁbﬂpﬁcksts that

have Bt i EeAT10 SR T eH B G ¥e] BRBT s hon i Figure 6,

for iRRARKE R bil frdaH SF éjﬁa%k&r\mtlﬁls%@%m&{te& QthiagHE@RhE(*5) going to a first
reglsters al l ows adjustnment of the system behavior to

contameta yeaond byik &1l Oc)egomgetp ackewsl @pdic amdtsp @nswl{lffoesqontamers in

i FBEER, BRI PEa S35 b Bl PRAS Bk e B s o
therivid. i dation threshold and CRC error threshold. The

eep-al i ve packet insertion rate register 704

represents the rate in mcraoseconds that the packet
Hﬁ@?? lifdgure dgilivetratps decRpippsiden Y@ ssamaemts qqﬁlgef.fomposmon of data

strealggQﬁm@}gléﬂ’l&@@ﬁkghocfquﬂ? 5 dhﬁlcﬁaﬁl{e@wﬂffgﬁﬁﬂﬂ' WI&%%}I chmaguratlon

receive tinmeout register 710 represents
a nod&umtmmcbﬂe aidoalohenoeh A C-H0H 1ntd1fﬁlcecé\m|avEJMrtgls rvatha pair of radio

sccestRader R PAIECR T SR 2P ot G drind . esghsERTHgi Ethernet

frméshs/fmrpr@éesﬁfa@ é%ﬁhht 10/semg9@rbA@R@Ep awket fectivaly aM dukgoing data
e

have to be receiv in order to change RX status from
streaipd X dptygram) ThreingRe: syuitinlexch pRL Hishesemblgh dieerX 79 stream into four

scemp Sl o % ik 0 B QhuaRHRSRE Hay 45 3R e B B0s

transpérés the dfshaemBRAAX (fobiadhta SthanisyWovitharbiof dicablied4iRéireams going to
isters provide a hysteresis to avoi d ba ood st atus
the fiss BAG GRAGH

¢ gtnEhsanshhg odeaivo sring &t thesecand SrAC (ROEEE) In each of the
RACg-yaqle cJ[i'ye m'ﬁn 1 ?@ngﬁée)aqs%rﬁf)lfeg’gn hip tfr%m%qronjf'?rgss%ﬁf%ﬁ;l%frthe two

packet structure o rnet franes receive
data sTiéﬁms $1 ayethd 34 yaspautivalys.as nmalu}:mtmpﬁ@ﬁ aad 6Howeseeh R A© modulates

the rekgﬁeq_ Vg‘agose of a hl e g%pé%frl 1regqs? g%{kg{)g??egl?towhe respective

ODUR'AR @S Wot Qfﬂ%fé@S aaldididssh. Q"Baﬁs hg %%51 dHafhd c@%ﬁ%ﬂ&ﬁdﬁ@ the TX
such that’ redundancy and status infornmation can
data streamsif eentéultwi partsudng prot (Fagherts da,2a)chmiugh Rey(lead! a SFaend part

(seansontd $h,4a) through RAC2.

[0070] For incoming (RX) data streams, the ODUs receive separate parts of the
wireless packets and respective demodulators 609,611 demodulate them to recreate the air
frames. The demodulated air frames are each disassembled by the corresponding inverse
multiplexers 605, 607 into two segments 1b,2b, and 3b,4b, respectively. These segments are
passed via the TDM bus 603 to the DAC-GE for re-assembly by the multiplexer 602.

[0071] Existing techniques for reassembling the original TX data streams require that

all parts of the transmitted data stream be present and aligned for proper reassembly of the
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header field conveys RX status, and a CRC (checksum
guarantees the integrity of the header

WO pG0o0sEs8 on. [ 0067] Figure 5 shows the proposeRCTESH88/075618
field extension 501 and the CRC field 503 al ongsi de
the payload field 298. The extended header field 501

origindl AIXUGRS st REE(i € t@Allbw pRpeficasseibbly dDthe BilRines frame). The incoming
i nformati on. 0068 The traffic alignnent is intende

data stesamarenifedtyielsss thehal Hiex gpinoyhayre anx davst-d atHRuten gurd as fac

addre@?e% nTlgﬁs f%%g of ﬁ}eg)hgglrg{[?m(isaﬁﬁ% \/ﬁ@lférr]ﬁ lg.ag foose %11 t}%e opayloads

-consfructed pro sho ure
assodlens hathcach lillebdpatsesheredsmoivap tpqukidy knowiwhich egfued el physical
with a first byte 5", in to a first conta ry,a
tink 43 RSt O 9 st endBie SHAPes Sl faradpwoutd
rend rf‘he o, Iﬁuﬁl%ﬂoncs‘?%ﬁi' de@icRnt & dBhSndpéapRl. e, the fifth
8') alsd goes to the first container and the

}c : [;i)u é&ex’e? WRHshedalRdtihec rsh&h&s thé %@bﬁ\kfﬂh‘ f Wardware-

es deconposition into segnments
assisted F@Gzﬁpbaﬂeti |phms1c1ﬂ lgjat Anls bggregmioasnginp Wehmlrﬂ}dryswnl link failure

ol S0 Gl cipnngl SOnLY oLl o VAR SUERing memters o

the li0Gg é%ge{tﬁh?cﬁ%ﬁn ‘RaCE? PmikMel le? s%%ﬁlcﬁﬁla&e&fnkr @@f&%atlon engine

access car RX carriers
is baseddnp@Znd tecai\vastdink ﬁ@mStm@txwémg and fespltin migimalshisropion of

SSi e ne 108 | h
o AT U L 8 B S D G
increﬁw thé Rlag@xarthéRnathisaspantlt dakd foe a Whikddluait still @petatentb reserve
four segments, creating a container of fo

t
conneglivétai s Tvqea nodes angzallowppntinerd reespiipn et mwm@&%bvwmiﬁed data.
t he dlsassenbled TX (four data streams) with two of

theok uAs L @bt AtBipBRIalY of KitdBuftipishh g:l 1@1%% }ransport data
and e R R

er two’ goi to the secon
trafﬁe hetweoh nbdh&fs iRA@scallz mtelmwv nehgeveintriepded Xiok a@ﬁlhabﬂﬂﬁ and bandwidth
asse

whil RETEE FaETEenA5 Eart SATAA0 OpaRpELLTelny)Pecd When using two
radio TR, #oWevBO healttbclidR ahdthR A RAE ifT Bl et igtiSs elﬁﬁéfh would commonly
r

respective air frame and the nodul ated air anes
be mgdi wéhleswomcmf)nlmg reqonverytapuldhieke sesprdstusing agiudaghggessaging
0 rel
oo oGS SRR b o brs e ik

aggrdgafoRaépends om EaspRilure(deagientsd teaoday. t hr ough RACI and
a second part (segnents 3a, 4a) through RACZ2. [0070]
reans, the

For incomn rec
sel§i7 dh adyea hesSisty EHbRRT iBeembinaiign &1 i‘@?f&@??‘ y&d RCFD
algor‘gt?frﬁoﬂfék&%tfgﬂlﬁe 6QPoft ahd 6REY! RkiEn hiRIRed Lot R RBERdS BEcompared

to the standard approach that would normally take up to seconds. The redundancy
characteristics of a LAG in combination with the rapid channel failure detection algorithm
operate to redirect the traffic among the remaining reliable physical links. The switching and
queuing of the packets is reorganized by a link aggregation control task residing in the shaping
engine of a layer-2 switch. Therefore, the physical layer link aggregation engine in the DAC-
GE preferably includes an RCFD engine and the aforementioned layer-2 switch and shaping
engine. More details on such engine and on failure detection and recovery will be provided

below.
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franmes. The denodul ated air franes are each

di sassenbl ed by the corresponding i nverse nmultipl exers
wW@B/080F i nto two segnents | b, 2b, and 3b, 4b, PCT/US2008/075618

respectively. These segnents are passed via the TDM

bus 603 to the DAC-GE for re-assenbly by the

MY0075] IR hoGO%er, Fig0reld illxtiraitd dupldyeadnnblivgmdifed DAC i 1n a wireless

reassenbling the original TX data streans require th

commyricasigns Betyprk, such asarneverkdysgheraths @F%%m%@nsﬁi S%Pﬂem platform

The 1gﬂgra<’f’éd' M@%Tﬁ%lraés% Q%ﬁxnf@%%%@ﬂ’@%éferﬁﬁnél&%? Wv? Jaﬁh with a
ata stre . OW proper reassenb

split- Etobmrqwﬁgﬁnaame)hat ihlkdenaomialiggcha hadesum e@NG/) 3ﬁ,e31 operatlvely

ety il Thons s PR een e RYingiELHE nac-oE and

RACPRYS R@@Z (nbde; ?'fdr%ffe%gsﬂlé CERMTTRYCalioRSEr datd stichfs between the
payl oads associate with such |ink because there is no

nodew\mfdemlbydua@wcy Thp Sshomiit datal sirakms atelcedveyad pha/sthemiet ¢anpgetions
r f r
101 baeﬁ e ?%ﬁ/\@ﬁ% %n 8)2%1%%% da&g %ﬁﬁ?xﬁaemur fA‘gn%fg e%hla B8 Mustrated
ereléﬁlmﬁm&ﬁtaltleﬂ seytah RoiEibinebRMbr Dk Syeegaton peicedthe wireless data
[0 However, with a nodified DAC such as the DAC GE
trafﬁwieﬁ tWﬁ@%%P%é%@&%bwe@p@&twaé@é%hys. cal |ayer
i nk aggregati on engi ne, when a physical link failure
00[@9"7@ 1P %Mtﬁlg 1162 e’ B HDaBEdrithifl 8s ARfIRn S re%FBrothgatlon and
t he remai ni ng (remai ni ng nenbers of the I1nk
elimingigy egetéseary gnatahyver. AjecRERDT mlmﬁa@tehttdgyos atliph fadiueadr fading

] . i i ed. . .
condl4Es iSSP 0s SOB" S P9 SR g i o or 62
m ni mal di sruption of communications. This

hg00vH rAedditssially edking dilwdntdoaiolf tHeepetl@in Cliridifecdibnal failure detection
i.ndividual links may increase the |oad on the

capaty i of |ﬂi*f‘gR€BQraé$ﬂr5hII“t wRosta it Rhpisiral 1pisr link aggregation could have
an asgpﬁ%fﬂceoethgvlef Sfﬁ{l\ég%ﬁlg HIgH Ylgh‘%%}{f)gm{@glﬁw)@/ ‘?Ig ﬁﬁe @& tion while

w conti nued ption o
usingtandns tintited chrdaghput (dde 7@}inidsecinnediefadne) irt the otippridacis the case
| i nks t rt data

of vty BB oB YRt SN oot B hd) PeviRRE Brtag SR fs mylticast

transth{SToR @3 @kt hﬂe%?ﬁi‘f@tri(ﬁg'rﬂat&é’ and bandwi dth while
avoi ding | oop fTormation the ability to operate

ﬁlf)[\(l)\e?/gé ?ﬁ tﬂe%x?%l%@ th{%\ HﬁFel%svm 4 ?%: \glréllb%@}nmumcatlon system

the d I'on
included fﬁﬂeaﬂgthsgestodns e DA C-6iEdh# Y isdephydé m/\lht: AN @G0 hamst two of the

node 11 5 o R G Gl o Tty 5 Pebedh e Gcction and

recov@XCRERoA %f)ﬁlhﬁfml g%ﬁogéﬂ]ﬁ’f Qﬁ&w&lm@nﬁpﬁ{s{an@@ RN-50ms failure
st'andards t ggr egati on dépends on fast failure

respogsst ioe.i e [2nd-GE cosaces v&[lfd)@?w]stom dataaysgonsA7y29 an one side and

with G e ST G & 1 e BO RS T DRV ol ERy RAC flows

to a répeEiRAme Of tHH ODUS €€ 0NdS, S 49 A £6blit mount system such as the
Eclipse™) and through the wireless link 60, 62, 64, 66. As before, when a link aggregation
group (LAG) is created, otherwise independent physical links 60,62, or 64,66, are respectively

combined into a LAG to operate as members of a single virtual link (a single logical link).
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to the standard approach that would nornmally take up

to seconds. The redundancy characteristics of a LAGin
W@ 29103868 on with the rapi d channel failure dePE€BUB2908/075618

al gorithmoperate to redirect the traffic anong the

remai ning reliable physical |inks. The sw tching and

409N 8loed thhhBeRaGURLEE heltibRAPa BEEREn Byded 30iaAl 32. Nevertheless,
regation control task residi ng i n_the shapin

agg : ST
the fagigidetsben 8nd ByeYerp OBRAtEH,of Tich SCorB are idiifHigaiie e number of
[
o WEARE b AIDERARL PR A d U AR B sl
switch and shaping engine. Mdre details on such engi ne
arfeD8h Matover.ewvlibt fadticoleteation amteeeveyy vauting lhed pwoshiogdan occur

at the g@ﬁli’;‘@;ﬁgﬁ% %e‘}yé:rlai)ﬁ%al }Qé}\gg Ya%%’ff){ t:]ixg Zjﬁdn?cgeig {ggélerragfy? ?ailure detection
operafi ORE O b&R At ARIPMIEKal 1%& a98r- AvAGhORTKDY 2R tbcolert BBerations
af orenenti oned Ecli pse(t platform The illustrated

are peEfinpd af theflatilinkllexes (dathelayaat svoirhapd shanerh Y hiledhe date link

layer ?s%gﬁ)ﬁ)aseigﬁegtﬁr m.re]:i% ﬁitgg)lrt;itegén}{o%gmﬁﬁl ?x%% %,qg%&pyégagﬁayer is better for
imple@featiag  V:8tey madhatiira tatmuhitdrinduhd infddeisy 465thd phadichl 4Bard8ls and
respectively. The INU jncludes the DAC-GE and RAQ and
detectrary faikvgrs 1&hBAAY 1 Btd dtheritvaEk FRETEBR MRS EASayY can
quickﬁe"{‘ec% Bﬁs%gé@oﬁﬁé&ﬁﬁ daR&tARAME Sn@Sa SRIGE Hﬁé’d A0 Yifteshbitfis
thernet data streaffs are conveyed via Et hernet
reachabamieed¢foresthd Gboletywe dre sysiehn (I¢dchiag M AK taddmeades débléernate ports).
. .equj pment 27,.29. Advant ageously, the.illustrate
This (G p LB SEE BHS AT EEL F kS L bePl SORIPBHPSBIE RS 11 nk
aggregation where the wireless data traffic uses two

r 30081 ] Patfigh&QlanditRe E’&E%&éﬁ% thflslow@ia@&@eﬁ} Fip@@A8lillhdtrates the
al g

is worth noting that the orithmis resilient

interfacg bstwesn P O palghirnd tvanepagite Ritatie sllowiteaiatestieg to dual ODUs
r e
4547184} ESREETDASER A1t B, LR SEDIAME TR0 BibiReshd Bdbbone through
whiclcwarivun cards bunh o8 yisd eodewohirolraapd IGC N, IEACIGE a1 ahdBIAEs 33,35 are
i r(lk (60 or. Gﬁ‘) . [0077] Additionally, taking advantage
connegiedy hige PE{C inFhves dpfogrspeict ioaidiTundiong pea Bt Betipigientrolling access
by th@ﬁa‘?ﬁ)@s k?rﬁ% ?rﬁl&fin% e oXER L gt Jf‘mou%l ﬁ%%ﬁ&ﬂ}n‘é‘r ffferface ports
physi ca ayer |1 nk aggregation coul ave an
(Gigahs Yitheenetiporthle ey therD A¢-(hia eomgrunivates whith dustokner datesgdtpus, and the

RACHES it bBceb A Rk i andimeSl e dioh g OBl and
anten@d Per. This is the case of video-broadcasting systens

or other applications that heavily use broadcast or
mul ticast transm ssion or that are asymmetric in

nd94R2 As[foutrgshowintand Ties d OB xesidss én the PAREA card 4tiagdite
ﬁmcti%naﬁt{; % ]Wo{u%%& Yo rat A meﬁ%lgcﬂ 1§9’e§ﬁi§@aggregaﬁon, detection of carrier

failures and redistribution of traffic among the remaining available carriers. The CPU 115 in

the node control card (NCC) 21 performs a monitoring function that will reconfigure the
switch 111 to the new capacity of the remaining available carriers. The traffic is distributed via
the switch in the DAC-GE card but the CPU in the NCC card does the reconfiguration. In
other words, the switch on the DAC-GE card is dynamically reconfigured under control of the

CPU in the NCC card based on operation (failure detection etc.) of the FPGA.
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i ncluded at | east three nodes. The DAC-CE 41,43 is
deployed in the INU of at |east two of the nodes
wW@20030388 The DAC- GE i ncludes functionality tP@r/US2008/075618
enhances failure detection and recovery w t hout
conpronising t hroughput, providing, for instance,

686? DA tradbbid cRarheBIRA MS&e thaffone VireuaDA&at&der’s worth of capacity
|nter aces wth a custoner data ggsten127 29 on. one

allocatgddfe ity roasen of the legienlly sreereddinka): fsthe Rpqssyt exgmpleseach container
7 f
can usféeasn plg(? p%@%éng ﬁgQ&{ﬁ%ﬁ Bs H@Exﬂ{)% Bﬁﬁ’%gqg %ﬁﬁ%d Jngvﬁﬁe éa%a@lty of

each Bgspdrt oipannt] (Sayislie@m SifCMbas ctrhainés| Inphie (Case) ))ecami: the link

aggretg\ﬂq{g.%l{ég}atpg gt tge Qﬁgg%? glp ggﬁlcv@égfnﬁs‘a%gp ésg?sgg %]; e istribution
of theQtPSdsWveLihk RIRRENARRE aﬂ‘ﬁf&@ holihtBKSntesh B2m Ry lassérrzﬁﬁiwnch The
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the remaining capacity).

[0087] Preferably, the FPGA used to implement a featureless link aggregation is
designed to apply extended failure detection. In particular, the failure detection is extended
from an application of the RCFD to all the carriers at once (i.e., the entire transport channel) to

a per-carrier application of the RCFD algorithm. With a per-carrier RCFD, individual carrier
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(G gabit Ethernet ports) 101, the DAC GE communi cat es
W th custonmer data systens, and the RACs 33, 35
WO pioesHees bet ween the DAC-GE 4 1 and the w reCEES2008/075618
front-end, the ODU 45 and antenna 23. [0082] As
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e AR B P TP ET TS PSP B e rme
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[0089] In some embodiments, one of the requirements for the failure detection
algorithm is to be independent from the presence of payload traffic in the channel. To be able
to meet such a requirement, the algorithm is designed to detect the absence of payload traffic
(idle) and insert keep-alive packets that will maintain the link status. The format of a keep-
alive packet is basically the same as a normal payload packet format but without the payload

segment and it conveys the same status and integrity information.
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exclusively. In such serial operation, one or nore
iterations may be perforned. Nanely, transporting al

WO b@9ss3Isent s may require nore than one iteratPCRUSIVES1075618
t he nunber of segnents is |arger than the nunber of
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[0094] In addition to being autonomous, the rapid channel failure detection algorithm is
preferably designed to automatically recover from a failure. For instance, if the protocol used
to implement the failure detection remains in operation (attempting to re-establish
communication with the far-end) after a failure takes place, it will be able to recover

automatically when the link is restored.
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restored. It is inportant to nention that in sone
networks the original topology will not be restored
w@kaen3xibe detection of a link restoration. ASPGHUS2008/075618
when application of the RCFD on a per-carrier basis
uncovers failure of one or nore carriers, a state
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error threshold register 726.

[0097] In addition to being independent of the presence or absence of payload traffic,
RCFD algorithm is may discover unidirectional link failures in that TX failure detection is

independent of RX failure detection. Figure 13 is a flow diagram illustrating the preferred

22



Moreover, the rapid channel failure detection
al gorithm should be able to resolve failures in either
wa@lzeoensiieh i ndependently (i.e., unidirectional PCT/US2008/075618
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automatically when the link is restored.[0095]. Apart
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t: ) o E.ail tjian:
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their onigitad ayent Ipthicasarent filpreetafiablignmatt eirov cdnvigdused ag frealarm
. ,. rapid channel failure detection algorjthmand it does
indicaf{fy thgs he dpa ergeiVoR NASARE SN DERRIIARHER SriET SRAFansIter
(NVS) overhead channel present in the Iink to convey

dﬁﬁbﬁj ARothBf QT ABHHRRNAN WS BliProvedEd nkdmidl bthe bhkets is to
algorithmis designed to performits functions with

computp el inlggtityarabuen - 2o ICRSarrbiogkgum ot other raddy copppare i with a known

. Agai.n, Lthi, S _pr C i ref erabl ied.a

e 00 A SoP 0L 3 Sep S HiEl TP e g ko

integrity @4fBe,@N&ralSai iatdgtity érfortahe tief iategridest@rednttois incremented 1018. If
acconmmodat e these requirenents. Specificall t he

such infgenityicaior spurderaserds the igfegrign@rendhisshod ﬂ%?«()s)sliwéﬁoqﬂaéié%yndicates
that th@Mt ﬁtcgﬁéééut.ﬁ%f&rcﬂag FQBivE®nRPan integrity error and that, therefore, the
channel is not reliable. In this case, 7 is a configurable parameter that will change according to
the transport channel capacity. If the integrity value is correct (a match is found) 1016, the
integrity error counter is reset (set =0), the integrity ‘OK’ counter is incremented and TX status
is set to match the packet status 1022. However, before declaring a link’s status as good, the
number of consecutive packets with correct integrity (i.e., the integrity ‘OK’ counter) needs to
exceed the integrity ‘OK’ threshold value. The number of consecutive packets used to declare

a carrier link status as good is usually smaller than the number of consecutive bad packets used
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transferred without too nuch additional overhead. The
extra header field conveys RX and TX status

WO ndoo0sEs8 on and provides integrity check of tPEI/Osd&075618
information. [0096] As to the status, Figure 12 is a
bl ock diagramof a carrier link portion of the FPGA
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TX sty (e a2 iceiBieian CHoRA) e disoar ops Ry arte® Fifeported
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ignoredpeci fi cati ons. These registers include a carrier |ink
status packet insertion rate register 717, an
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and TX st at us bei ng bad 1002. Subsequentl y, a nunber

percensdges thedt nicssrgesraill breingerted angegderlasisan error, whi ch
ei ther perpetuates a bad status or converts a good

e e R
algorigxcasgiades tbivdrkel's daetnde t}ﬂl ih@etidroof, keep-alive messages and CLSPs to
recover the link status needs to be maintained even if the payload traffic has stopped to flow in
the affected transport channel. These keep-alive messages will carry all the information
required to recover to a good link status once the impairment that caused the failure is

removed.

[0104] In sum, although various embodiments have been described in considerable

detail, other versions and applications of the resilient physical layer link aggregation combined with
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wirelessly transmtted franes are expected to arrive
at a RAC 1004. If the time interval in which franes
wae@oakBehnt 1010 exceeds a predeterm ne franme PEDER068/075618
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to inprove the integrity of the packets is through
byt e synchroni zati on that uses the overhead
information to offset tinme differences that each of
t he i ndependent |inks use for transporting payl oad
effectively aligning the packets to their origina
layout. If this alignnment fails, a traffic alignnent
error can be used as an alarmindicating that the
| ocal receiver has not yet synchronized with the far
end transmtter. [0100] Another or an additional way
to inprove the integrity of the packets is to conpute
the integrity value, e.g., CRC, checksumor other, and
to conpare it with a known integrity value (1014 and
1016). If the conputed integrity value doesn't match
the known integrity value, there is an integrity error
and the integrity error counter is incremented 1018.
If such integrity error counter exceeds the integrity
error threshold 1020, such condition indicates that
the | ast n consecutive packets received had an
integrity error and that, therefore, the channel is
not reliable. In this case, n is a configurable
paraneter that will change according to the transport
channel capacity. If the integrity value is correct (a
match is found) 1016, the integrity error counter is
reset (set =0), the integrity 'OK counter is
incremented and TX status is set to nmatch the packet
status 1022. However, before declaring a |link's status
as good, the nunber of consecutive packets with
correct integrity (i.e., the integrity 'OK counter)
needs to exceed the integrity 'OK threshold val ue.
The nunber of consecutive packets used to declare a
carrier link status as good is usually snaller than
t he nunber of consecutive bad packets usedto declare a
carrier link status as bad. This prevents oscillation
and provides a good confidence | evel for the
transition to take place. Having such threshold as a
confi gurabl e paraneter, allows the system
adm ni strator to choose the confidence |evel he wants
for a good link status.
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Accordingly, if the integrity 'OK counter exceeds the
integrity 'OK threshold 1024, the RX status is deened
WO 93318926 or is converted to 'good' if it WeGSI/US2008/075618
initially "bad'. Oherwse it either stays 'bad" if it
was initially "bad" or it is converted to '"bad' if it
was initially 'good.' Additional franes are expected
CLAINMRY the cycle repeats (at point ' 1' ) for each of
them except that the status may be initially 'good
What & claiB@d'is:based on the history of previous frames.
Any of the foregoing tineout or error
1. cémdethpd iy pdedding esdlicab pyakehegminneicaléime ima belavork cempeising:

( tatus and.all ;af., th i1l have to be absent in
o%ﬁ?tglgaaercap C&agnedg%glrﬁ%mgyﬁntﬂgor *RX status (good
Ofnskat)tind 4 phyRrabRdedinkagatdgai@tietocbPadedisiea$8dinkt 6fa
with it's transport channel, notifying the far end

netwoplp s Ppeket pergmyggicatignst ¢l current recei ve conditi ons.
T X. ( . | '
T T
detectmnerigqrahiketvhenaint the gaablinatidre redpynsifdi® hduree ndthR¥etwork and

o T T OB RLBrS REL SShuicatos o

packeH@hR0Eh B2 RUPER &GN such§aifi@8d. i gurabl e threshold and
paraneters of the failure detection algorithmcan be

adj usted according to the different capacities

al,l ocated to, t.he transpgrt channel, .For instance, the.
2. piviBEROEHs LhBCLMRRSE Mo AG i RE ARG Gfiechllf o
extendc@d ffdrh FRIur@sthtus deEL AU TSlISh@nak $ah OMintteiggregaiid £e0 & a per-link
| evel for the error detection. The keep-alive packet

failurg fatas d¢testionat e can al so be tuned depending on the
expected traffic |load to achieve better response tine.
For a high utilization percentage the use of
3.  keepethbd weinmdsse?)eshevdih thehymy-¢ink fhibwe patob dbiettidryprofides individual

) S [ | utilizati t .
A N N T —

protodo103] O course, it is beneficial and preferred that
once a failure is detected the algorithmcontinues to
work. To that end, the insertion of keep-alive

ssages and.CLSPs .to.recover. the |ink status needs t.o

4. pERARRT af R efed AE RS Geada o B Rkt brGRE et Rotudes
creatingtht liaWabgrebARArb @ b bl daB P SRAUPingAXR A@ bperdB Em& ombination, as a
. keep-alive nmessages wll carry all the in'?ormati on
singlervargieal gl in erdeetogigeasesapaciyod | i nk status once the

i mpai rment that caused the failure is renoved. [0104]

In sum although various enbodi nents have been
5. dasaéthbeas inrclgaiongivaefdbueless all links that participate in the link aggregation

group have failed, the link aggregation group maintains a ‘good’ status condition, all-be-it at a

reduced capacity, and when any of the failed links recovers the capacity increases accordingly.

6. A method as in claim 2, wherein the failure recovery includes prompting the physical
layer link aggregation protocol to redistribute packet traffic flow to links aggregation group
members that remain in ‘good’ condition and restore traffic flow to links that recover to ‘good’

condition and rejoin the link aggregation group.
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detail, other versions and applications of the
resilient physical |ayer |ink aggregation conbi ned
wowRabossaes api d transport failure detection al geeT/URIM8/075618
and DAC- CE are possible. Therefore, the spirit and
scope of the appended clains should not be |limted to
7. them@esghd pidlam Diwldian MhRS @af Lﬁﬁtiéﬁgﬁté HiOThe lﬁﬂmﬂg?ﬂe@@t@on group are
herein. CLAIM5S What is clained is: 1. A nethod for
membgrsgfist¢ingroppsi | i ent packet communications in a
networ k, conprising: instantiating a rapid channe
failure detection algorithm instantiating a physica
8. | ];Ayrﬁéthbd'i aKinadghegathiepdin ot afGiolfloasis ostatew auytfhildd livks
of, a network for packet ¢ommunications;. and conbi ni ng
aggregation ppRARbes Sncy %@é@ufﬁr? ARy g teh W fid& %&'@P@Wﬁ h the
rapi d channel failure detection algorithm wherein the
conmbination is responsive to failures in the network
9.  arndmpthod aslascléior 1,awttenera thecplyaichUlngerlimkageregatadn priveocol is
network in order to render conmunications of packets
My ough the network resilient to such failures. 2. A
nmethod as in claim1, wherein the rapid channe
failure detection algorithmis extended fromfailure |
10.  stamethod as wcalaignl.orheasip ferrrach jinkghe phygiqal lgyer link aggregation

ti : L ) .
protoGBHERR s S GUPIAE oo BEanid BBl SRR qgorthm.
per-link failure status detection provides individua
end-to-end, status for each link in the network )
1L Ameedas in ARe bryasreal q Rlp&ical laygr lggg*ﬂg@egwwrotocol and rapid
channBf @118 Uetecton A PRI G dRipl dhented ilaZataMeBER Ichrdlth fect
physical |ayer "1 nk aggrggatlon prot ocol 1 ncludes
configurani afgotthessbrinted gt thg data@nceys ourg ilstuding sdedtion of port
roupi ng.ljnks to aperate, in conbination, as a single
aggreg‘?t?sttgafreq‘ﬁ fr?ﬁlciahgr{?%‘ggs i?gd)qrﬁcr ease capacity. 5. A
method as in claim2, wherein unless all l|inks that
participate in the |ink aggregation group have fail ed,
12, t hempihatt aniyrleignt |.ovheggin ths datd rcessrgrdainckydercan axiefer
b * . > .
pertorfi88 K- fies 08 bhonihe RubGHUERH REPRLL it QIR MR protocal
and rdpiiC¢taandSaidae deditigl algorthmAtheeihig bamgiimptdnadnmedin a logic circuit,
wherein the failure recavery includes ronpt%ng t he ..
an FP%@e&progmpaﬁ@ gate gga)ég&pil%ﬁ{%mlg@gpn srecificintegrated circuit).
redi stribute packet traffic flowto |inks aggregation
group nenbers that remain in 'good condition and
13. r dsmethed s af dlaim f,vehertio the physichhlayerrledogegreghioon grotatol is

featureless.

dyn

14. A method as in claim 1, further comprising combining the physical layer link
aggregation protocol with load balancing, wherein, for load balancing, each frame, or each

group of frames, is segmented and associated with a particular link aggregation group.
15. A method as in claim 14, wherein the segmentation is performed uniformly, on a

boundary of a byte, word, packet or frame, based on capacity or speed of links is the link

aggregation group, or any combination thereof.
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condition and rejoin the |ink aggregation group.7. A
method as in claim2, wherein links that participate
WO pooviads31b8 nk aggregati on group are nmenbers of BCEYNS2008/075618
group. 8. A nmethod as in claim7, wherein the traffic
flowis restored to any failed |ink aggregati on nenber
16. ORCRNRA af @ LIS 14,0k dih 6t ASH Opinddnetion pdifdrined on a frame or
di sappears. 9. A nmethod as in claim1, wherein the
groupmf_\,f@.nceaJ a feagrembly Wicorgyradiaghyosriorpediogrcanstrgisush frame or group
L
of fra %Sa,ng b Fegxq &d ?ﬁeﬁxﬁnggtg%@e%nadt 1%@2)&1%%1%?32{& r%?s%&n{)lgralfe c&rﬁ’%ured for
shnﬂﬁ&ﬁhmﬁaﬁﬁ such link, via the rapid transport failure
det ecti on algorithn1 11. A nethod as in claim]1,
wherein the physical layer |ink aggregation protoco
17.  andm@Ruds hanmeh o Handrdth %a&leltnﬁ@l‘idsq{bn%g %H tdeEvReRds and wherein
i mpl emented In a data access card to effect
when segrhématicat is epplasd qbdrettsanamstmd ats edrredprhdinp geagsenzbln scpphied at the

e B L AR S gl ABOSER T3 I G recive

ends. 11, wherein the data access card includes an engine
for performng functions associated with the conbi ned
physi cal |ayer Iink aggregation protocol and rapid
cha f [ t Is g [ i
18, ¢ R foddip Vel 8P SR Rt BRI el I QPR Bhanate
framep o0 gfo&pﬁﬁbfr&mgaatsalaﬂyc aypardiel aninABteflefadphodeat i on
specific integrated circuit). 13. A nethod as in claim
1, wherein the physical |ayer |ink aggregation
19. prA@ QU o $n E18RH 4T Sh&SR: thd AetwdriBLNGEk18S cbﬁmﬁirﬁ'daﬂbﬂs network.
further conprising conbining the physical layer |ink
aggregatlon pr ot ocol mnth | oad bal anci ng, wherein, for
| oad hal anC|

i g\ g RS &y gm?ag erein gge aetwophlngnlgg{ \f(%/l’{'glﬁ?sf llirtlﬁrs%ngv?e’en a

pluralﬁ%%@@és‘ e4thdiod BaviA® a tAndRit BAHIsARd b Redeh @i sttddassociated therewith,
erein the segnentation is perforned uniformy, on a

and vihgteieiicyrapsmi siuseat awertisulap aedeis agefleqtigne! theaseaveiatus at
anothela @Qr nthm% tl’?a? ?se\gngoagssp ﬂh&d ot tﬁa'i‘? rglgﬁlgr RAQQregati on

ion thereo A nmethod as in
cIa|n114 mhereln for each segnentation perforned on
a frane or group of fra reasse

21 Sk PedpEBImERYR pereF ks Fed BEBRSt At deetion dlgprihys
auton@fBHPir%the gé@@f‘?&l of88ur \é?fﬁr Bht RARIpeRATERbAL JtRG r@ﬂgorkts%tem

correspondi ng reassenbly are conflgured for simlar
failurb dicigiong sind it is agnostic to the number of hops required for transporting payloads

through the network.

22. A method as in claim 1, wherein the rapid channel failure detection algorithm formats
packets with an extended header field that contains receive status information and a header

integrity field.

23. A method as in claim 22, wherein the reflection of the receive status from which the
transmit status is derived is obtained from the receive status of packets received from a far-end
node, and wherein failure in a particular node is determined based on whether its associated

receive and/or transmit status are bad.
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17. A nethod as in claim 16, wherein each |ink has
transmt and receive ends and wherei n when

wG@eewaestiet i on is applied at the transmt end iPGI/US2008/075618
corresponding reassenbly is applied at the receive end
in order to maintain substantial alignnment of traffic
flow at the transmt and receive ends. 18. A method as
in claim17, wherein the transmt and receive en

ds. .
24, cédopeihat as inelpanbivehersin thesrapid chpmiigp &eibyre ¢gm§,algo?lthm is

operafi ool requilRe o Peirlind heh B S iP O payldid i packets
transpotteé thesszhcthemetwiotla tand irs the @bsemck of pAyload immtsértsckeap-alime packets to
1, wherein the network includes wreless |inks
ng'plurality of nodes, each node having a
transmt status and a receive status associ ated
therewith, and wherein the transmt status at a
25. parmethofl a5 imdaie |.svherein theggpidohanricl falirg detedtipa adgoaitlyy inserts
at _anot her r-end n t.h 135S, W | i nked to
the kel a2 botRets of £preaBuRg Bk Pad LR RN lopd
wherein the rapid channel failure detection algorithm
i s autononmpus in_ the detection. of failu%gs in that, |

26. j & madepeneHpint horicstindie MBILSARNC ailug Sisstiogadgorithm is

operaf.i%;ﬂoﬁf%\iaiﬁ? %re%@g%ﬁerratio?xs @\gﬁ%ltoir ‘f‘es‘él?en%ﬂ,eanﬁ L’if]ﬁét? in Be MRARRr of

require or transporting payl oads throug e
possibileswmedsive22ror packetsioddjasted to Gltaiont drronthesteineludiveg feapr than a
channel failure detection algorithmformats packets
I”“EWPPngﬂugﬁ?% d@@13§§8§r field that contains receive
status information and a header integrity field. 23. A
method as in claim22, wherein the reflection of the
27. r écmiihed o8 &t dainf 2@ nvherdie hetraridichannshfailuse datepgiopglgorithm
derived i,s.obtajned fromthe recei t f t
cererpes ¥ sogr pBl PEPecl OGRS ST (e Rt etor
succefyvel packidtakvithadid irteghaty an iidiediohas atidiis whelchatedichscksum (CRC).
associ ated receive and/or transmt status are bad. 24.
A nethod as in claim1l1l, wherein the rapid channel
28. T & b8 AOPALIPS:, A1RALiA HUTch 3o AREEAN o8 L ARER cRecksum
requirenent o ei'ng 1 ndependent om presence of
(CRCpayl oad i n packets transported through the network,
and in the absence of payload it inserts keep-alive
packets to nmaintain |link status. 25. A nmethod as in
29.  Clagin@ihdd VLGN 1 W rEiA R Crapliahaghe] taiurd 8 dRINQES IR is
algorithminserts the keep-alive packets at a
operapiveedareyids netsvorkens-toagddaidure detegiderkandrrgédiery.| oad.

malintgiléﬁl ) &

30. A method as in claim 1, wherein the rapid channel failure detection algorithm discovers
a failure in either direction, transmit or receive, independently, and wherein a failure in one

direction does not prevent traffic flow in the opposite direction.
31. A method as in claim 1, wherein the rapid channel failure detection algorithm

determines the presence of one or more failure conditions including a traffic alignment error, a

packet timeout exceeded and a packet integrity error threshold exceeded.
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26. A nethod as in claim1l, wherein the rapid channe
failure detection algorithmis operative to provide
WQRH081083368 operations with error resiliency, anBCIH82088/975618
t he nunber of possible successive error packets is
adjusted to filter out error bursts including fewer
32.  t Rafeod hs HEdISM NelkrélH AREIapTf chakedd fAREK 8étSctioh/algdhithm continues
nmethod as in claim26, wherein the rapid channe
to operap inthe perseRest qfcfwhapym qFEs eRegeclefckds a ' good'
transmt or receive status upon detecting a
predet erm ned nunber of successive packets with valid
33 i s;greht 150r mﬂlemd wdrates Opacktt seimmimitgions,cehguisaiged
checks 28. A net ho s in claim?22, wherein
t FREaReioy tqnﬂﬁ%@wf%m n@%@‘é@iﬁﬁﬁﬁ@%@ﬁé@k@% (CRO) .
2%1ea€s R iReMhidtnd & pﬁ}lfs"i’dama er MAIEAIEpatiBR pfARi ot aé%'a@lﬁfé@lmth links
failure detection algorithmis operative to provid
ofanﬁswwoﬁkpeddﬁpmnenmnbamMMaEddetect|on and recovery. 30.
A _nethod as,in cl n the rapid ch nnel .
¢ afory B sar pethEhe eyl VRGT GG adshGe-l0R rrouft MR the rapic
chann@l fah@fe détdca6h la%ﬁntﬂnﬁ i tY coneiRiton.is td3peRerde Miltes in the
wherein a failure in one direction does not

netwogslf aydprovidea fariagtomasiy fritire FReoupyp o itheenciy prkainjosder tanendgy
, |
comnfiGleafthAT et BhUehund N Eh bl BBLH RIBRRZ o ce of

one or nore failure condltlons i ncluding a trafflc
aI| nment error, a_packet tinmeout exceeded and
4. pAcRaen %ﬁl@gﬁ%lw3 * PHRREHRS HeakdaEcRmDispe e Hapsitgblayer
link a egeﬁloﬁl higt - witRaE bRlabdifg, ViR dn GRARBEALS ff)lal'oh&‘ Bﬁancmg includes
tectlon algorlthn1cont|nues to operate in
meanpfoeswm@tm’g ahdifonasgwiaing vath a)pmlcldclelnd@tgm@don 8®upAach frame
%gp reS|I|ent W rel ess packet conmmruni cati ons,
or caq &WBW ﬁﬁl heans for instantiating a rapid channel
failure detection algorithm neans for instantiating a
physi cal |ayer |ink aggregation protocol associated

35 wit systemmassinstaim e tviierckn the ramd ehanpeiaimigriictestipn algoridimis
Iyl
extengre‘%iai?cgrd a@!ug% thtrbg [&%%H& cﬁlht%[x% elﬁggalb‘ll ag}/rﬁ{j gé%‘étl? 1 group L to a per-link
failurélsthi@s detoctiaal. gori t hm wherein the conbination is
responsive to failures in the network and provides for
automatic failure recovery of the network in order to
render communi cati ons of packets through the network
resilient to such failures. 34. A systemas in claim
36. 33 sybent dsan cbomysi, vhegimbangid oranpelnfbilwienigtechen algorithm is

extené)e%yf%rg ?‘allilulrfgjl ¥&lus detection of all the links in a link aggregation group to a per-link

failure status detection.

37. A system as in claim 36, wherein the per-link failure status detection provides
individual end-to-end status for each link in the network involved in the physical layer link

aggregation protocol.
38. A system as in claim 36, wherein the physical layer link aggregation protocol includes

creating the link aggregation group by logically grouping links to operate, in combination, as a

single virtual link in order to increase capacity.
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i nk aggregation protocol with | oad bal anci ng, wherein
the nmeans for | oad bal anci ng i ncl udes neans for

W@ ewaestissrg and for associating with a parti cuP@r/Ub1008075618
aggregation group each frame or each group of franes.
35. A systemas in claim33, wherein the rapid channe
failure detection algorithmis extended fron1fai|ure
status detection of all the links in

39.  adysxsip pbin GRBLTP. tdereinBRless alldinksthay pért@tp&feue the link aggregation

e

reduckd Oﬁpaf:ﬁy,l andevighahysef tetfeitdd lorks oécoatis theheapheitpkimcicasea accordingly.
i nk aggregation group to a per-link failure status
detection. 37. A systemas in claim36, wherein the

40. P& syskdif af B IMRE3 6 hfeHsn HRUGTIL %bopé@\&haaéeslﬂa&hyﬂu@@k physical
end-to-end status for each link in the network

layer link eggreghtion protecgltiy s¢chsinb¢tepe¢ket trmﬂﬁCéb)gv @datkls @pgregation group

memlge{yi§éﬂog%:malirg$fe‘lgé?c?¥c%tn§1g8$ zlacg?es (re b t)r 31‘, srt]h tt Lecover to ‘good’

condi€ib®ahd Rgoih Mg linkdseagpariegatdupn group by Iogl cal I y
grouping links to operate, in conbination, as a single

virtual link in order to increase capacity.39. A
I
1. SYSURRAS WRIO R IBEERR P 5 Bl he IR KBph Bln soupar

membdreof suck gaggr egat i on group naintalns a 'good' status
condition, all-be-it at a reduced capacity, and when
any of the failed links recovers the capacity

42. 1 NCLRASKEs ACAARHE NG hereiftthe thfBY ﬁbm Astdréd @l Ay rﬁ&@ Jink
wherein the failure recovery includes pronpting t

aggreghysi meinberagse the fakugggndigian assacigredtvoithoit disappears.
redi stribute packet traffic f|OMItO I i nks aggregation
group nmenbers that remain in 'good condition and

43. T %g@t&n é Bf flhien 33, QVMetein tHelPhysicAlabydr ¢@R MggrepationgRedceol is
condition and rejoin the Iink aggregation group. 4 1.

featuiglesgist em as in clai m 36, wherein links that
participate in the link aggregation group are nenbers
of such group. 42. A systemas in claim4l, wherein

44. t hesystah s i dlhiand 5, svheash oachdiatzoacaess cﬁai iIs datther okerative to enable
aggregati on nmber once the fallur

operaijgaesd the BByl kvt ligh LERAHPY Projagol wig etc:balpcing, wherein, for

load l‘}c{lé}icmgs 2achREHE IR e&éﬁegrgﬂy §f fedthed, ?sys‘:éémkht@‘g aROHs68akd Hth a
protocol 1s featurel ess.

particular link aggregation group.

45. A system as in claim 44, wherein the segmentation is performed uniformly, on a
boundary of a byte, word, packet or frame, based on capacity or speed of links is the link

aggregation group, or any combination thereof.

46. A system as in claim 44, wherein for each segmentation, performed on a frame or
group of frames, a reassembly is correspondingly performed to reconstruct such frame or group
of frames, and wherein each segmentation and its corresponding reassembly are configured for

similar boundaries.
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44. A systemas in claim35, wherein each data access
card is further operative to enabl e operations of the
w@boegiozrbs | ayer |ink aggregation protocol w thPCDES2008/075618
bal anci ng, wherein, for |oad bal ancing, each frane, or
each group of frames, is segmented and associated wth
47. aAPS5ehCtliRklaih RS, REGERARE h@Woll BUPwird8ss cBmyFli@ioASnetwork.
in ¢laim44, wherein the segnentation is perforned
uniformy, on a boundary of a byte, word, packet or
frane, bas f
5. IR PR SRRl RO S S o ok omas
packeSYWitEd @8ended tkademidld, thavenim réaiveeanths sgmanibatnda header
performed on a frame or group of franes, a reassenbly
lmf@ﬁéﬁé@frespondlngly performed to reconstruct such frane
or group of frames, and wherein each segnentation and
its correspondi ng reassenbly are configured for
49. siAndysem dsdnrthami3és whdreinths ;@lldaﬂhaasell failesk dlictec@®) algorithm is

oper eSS LRl e S B SR SRR DR gmber o
possﬂfl@ﬁﬂc@es‘éh@'b@l@r ph&etsus & Jdﬁ&&ﬁi files? oat &esH Huii frﬂfdﬁlﬁtgsfewer than a
packets with an extended header field that contains
predeterrnimied aumber efsurhpaskat i on and a header integrity
field. 49. A systemas in claim35, wherein the rapid
channel failure detection algorithmis operative to
50. proyisgen ¥ ihelassioppaeein thasapid theneelrfailureelsiekiiemalgorithnd

mhereln the nunber of possible successive, error d ber of
determpinek @i 2000 s AR PIFACHIYF Fipte BPOTIRLeGHNgE grPrefgfarmined number o

qs Ruaeehaf h&k@ﬁn CRC

I e e
rapi d channel failure detectlon algorlthn1detern1nes a

'good! trans ecm
S1. - predatst i e pebes 68 R el Belf Rk B pieym crO)
integrity an indicia of which is a cal cul ated checksum
(CRCO). 5 1. Asystemas in claim48, wherein the
52.  heashsteni aﬂ@gqlaltn;BSr R e ranid §haaméh@dkr§mee@9@§lgoeﬁlm 18
em as )
operafy B SO L R Thd e efluhRB BN ARGy, ana
wherdi@h IfAlhge inorRi dlﬁeﬁordM@ @bt preyert Ihaff&nﬂdiw o t}feemposﬂe, direction.
i ndependently, and wherein a failure in one direction
does not prevent traffic flowin the opposite
direction.
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