;1 "#e3eP?P889t <| <?6P?T?n2 9 J U L 2002 CONTROL METHOD AND APPARATUS FOR
EMBEDDI NG | NFORMATI ON | N DATA 2 9 JUL 2002 - 1 CONTROL METHOD AND
APPARATUS FOR EMBEDDI NG | NFORVATI ON | N DATA BACKGROUND OF THE I@gﬁgﬂﬂﬂhﬁThe
present invention relates to an information enbeddi ng nmethod, an

apparatus. In particular, the present invention relates to a method, and
apparatus, for 5 enbedding information such as copy control information and
copyright information in digitized contents information of a still picture
or noving picture, and to a program nedium for inplementing the nethod. In
recent years, contents of inages and nmusic 10 have been d|

circul ated via storage nedia or communi cati on networKks. j B mﬁmmmwmtect
t he copyright of such digitized contents information, a d|

technique is regarded as inportant. In this digital watermark t'&glti que,
copy control information and copyright 15 information are epbedded in
contents information by maki ng a change of such a degree asmmmm Wmﬁ'mw
noticed by human visual and auditory senses in the contents

aresult, it is possible tolimt the nunber of tinmes of copy oﬁaumntents
information utilizing data processing 20 apparatuses or specify the

copyri ght holder on the basis of illegally copied contents information. For
putting the digital watermark technique to practical use, it is necessary
to satisfy the following two requirenents. 25 (1) Suppression of
degradati on of contents 2 g JUL 2002 -2 information: For exanple, in
enbedding digital watermark information in inmage data, a change nmade in

i mge nust not

CONTROL METHOD AND APPARATUS FOR EMBEDDING
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prevent enjoynment of contents. In other words, a change 5 nade in a part of
contents information nust not be conspicuous to human vi sual an%hauditory
senses. (2) Inprovenent of survivability: Even if inage processi %JHhHMZ
voi ce processing are applied, enbedded information, i.e., a change nade in
10 contents information nust not be easily degraded. For satisfying the
above described conditions, it is neCessary to optim ze change positions
and degrees or intensities of changes in contents according to the property
of the contents. By taking an imge which is 15 representative of contents
information, as an exQoPIRGL METHOR ANDOMRHAARYTYH FaR BXBEINGr k t echni ques wil |
hereafter be analyzed. In the casemvATiovage DAddha, naki ng an unsuitabl e
change in a state value (lum nance or color) of a pixel in 20 such an area
that the state change of an image is conpara tively flat typically causes

CONSPi CUOUS, plHxRAAL !%%SEH%nI&Q%N&Qg%ged position. However, a portion where

a pixel value varitation is violent, such as an edge portion of a subject,

has a property that @en%ogws%!tv%»ewiaﬁ §Q§39@ﬁ2§onaﬂeih@oehée-én! s not

conspi cuous to human eyesS. Paying attention to this property, a digital

vat er mark laeRaiddng etedde %hﬁs%Fﬁ%%%%ﬂsﬁyp@nhéﬁrQQEGlBEQDQﬁéd in, for
exanpl e, The Transactions of the I'nformation Processing zZ 9 ~u~ 200z - 3

Soci ety of plapamt Y%bedﬁiod“%el%%esi%%7a_ﬁﬂth%@4oand2§%§arb@u§hi§or
techni que, an edge portion of a subject is identified by anal yzing the

| umi nance \@aibedidiog dhfaimatage shale ash cehiyCondirelmnkorib@isat aga shoul d
be enbedded.
copyright information in digitized contents information of
a still picture or moving picture, and to a program medium
for implementing the method.
In recent years, contents of images and music

10 have been digitized and circulated via storage media or
communication networks. In order to protect the copyright
of such digitized contents information, a digital watermark
technique is regarded as important. In this digital water-
mark technique, copy control information and copyright

15 information are embedded in contents information by making
a change of such a degree as not to be noticed by human
visual and auditory senses in the contents information. As
a result, it is possible to limit the number of times of
copy of contents information utilizing data processing

20 apparatuses or specify the copyright holder on the basis of
illegally copied contents information.

For putting the digital watermark technique to

practical use, it is necessary to satisfy the following two

requirements.

25 (1) Suppression of degradation of contents



5 In the above described edge portion where a pixel value change is hard to
be conspicuous, a large change is nade. In a portion where a pixel val ue
change is easy to be conspicuous, a change is not made, or the dégj]rélﬂ. 80 a
change is made | ow even if the change ia made. 10 The subj ect of enbeddi ng
of digital watermark information is not “lirmted to still pictures, but
novi ng pi ctur al sq beconme the subject. Mwving picture data is fornmed of a
plurality oft |qW;%ﬁQEiwe frames arranged in tine series. In sone cases
the franme feed is stogped 15 d ring enj nt of.a.gnmbn%?gictu e to enjoy
i ndi vi dual franes as st FX % Gred? § B FEELANVERFRERRFK enbeddi ng
digital watermark i nformati.on in _.a _novin icture,. it _iS _necessary to nake
pi xel vaIueliﬁgﬁa@tiﬁnp&ﬁiﬁqgﬁg Pﬁ53hsﬁigagageiWaBStﬁntﬁ@ag?iWPs%iE?gre
state and th vin i ctur tat for the_ab descri.bed_reason.
Therefore,iQ:%Q%q&egmﬁggpgn?o%5pF§HF§§t5FxeFE g§%8£ gﬁﬁﬂﬁédaaﬁ APHE degree
of the changeduy ;g0nsixderi Bg RALRCHRE RhEBERLY18S Hig¥eHopsyd Still picture
and the property as 2BV eved as & nmovi ng pi cture. for conventi onal
techni ques GRRGERitRGsCHRCAdnAg ¢iigbdl apat 8LAREKyNERRERELON iNn a moving
pi cture, however, only the property as viewed as a 2 g9gJ UL 2002 - 4
still picture is consQ@qrq%pkaveh@hte5gnghgviaa5y§§ggyreported in 1997
Synposi um on Cryptography and Information Security, 31-G On the other

hand, in a system repaviesd iifn ik39é Pybpeskungoandr ypliogr ppbyessiing are

I nformation Security, 5 31-F, only the property as viewed as a noving
picture i s cppdiicerecembEdded Haformathean prepesadchienganmedanphe i n which
pi xel val ue change positions and/or change intensities are optim zed by
consi derlitng asaxtentise imfopmeatyioas musswagtabeaessiily gegradedand the property
as viewed as a 10 noving picture. Furthernore, conspicuousness of a pixel
val ue change does not Fg&p&RF1§EFAnGntReopboyeogercyi8gahcanditdpnaxaipl e, a
| um nance variation, but differs according to a propert t her than

| Ui nance sdch MEEETSARYLER, QPTATLER. CRS"GRCROSTEARAP NG Hab EPREPR OF

LEESESZﬁL"?Ofn%peﬁs%tLiLe'sc%i n§8=Rg8e ?SE%%H%S%§é§r859§¥1§58ﬁ§ﬁgief e
Convent] onal SESEAl Mmttmer R CacRA qhbe Randar PRECHRECE o al ue

change i1 OpidgHesoM td@nRAITI cupeen@se i RreRARtY o8] 88 hABERamPle,
optim zation technique considering a plurality of properties has been

nei t her propeseeéntdonsdl ldikgiewn. wAtkrmatrkokeebhiqhesheiplesepbaifagenbeon is
to 25 provide a technique of optim zing change positions i.e., change
posi ti ons amdvadiyzellange intensities on the basis of a plurality of
properties possessed by contents information in which watermark i nformation
shoul d be enbedded. In $he gase20d2image Aatecomdkobpesn vhsuptapiesent
invention is to provide a nmethod, and apparatus, for enbeddi ng, watermark

i nf or mat i on SARMG eI dg SFiateuvelyst i(ArdaansecREnGLPESI PLoA RAHLSr 1Bhange

I ntensi t2|0es s%.rcl:ht ha% %%Selas t%fatb%lba tsr%gte change of an image is compara-

tively flat typically causes conspicuous unnaturalness in
the changed position. However, a portion where a pixel
value variation is violent, such as an edge portion of a
subject, has a property that a comparatively large change

25 made in pixels is not conspicuous to human eyes. Paying
attention to this property, a digital watermark technique
of edge preservation type has been proposed in, for

example, The Transactions of the Information Processing



5 property as viewed as a noving picture and the property as viewed as a
still picture. Another object of the present inventionis to prgﬁiggb@
conput er program for inplenmenting the above described informti g%ing
met hod, and contents 10 information obtgined by inplenenting the nethod. In
order to achieve the above described Tirst object, an infornmation enbedding

hod . . . . q ¢
ot or m i ngSaCprty aPPt JRBRERUAbE o6 B bk antl o+ BNGEoAS TeRFEDs of

t at t] ndj | | i f ' db
cont ent s 1 nfdr FHer onCEBROAHE? AR Roge RbEFof of a R CR hark o

i nformation,sa step. gf ' h L4 d t
Lt or U anaaByg £ReA’ £ ChREL BEnENPHO% BRBLIAODS, AP £l 1ANag, dpi e 1
di vi si onal F?Qhéf‘iﬁ hﬁ&eh”@Ek@?méfﬁ?iﬂf&ﬁné?iéﬁeiﬁ&ﬁ&;ﬁé A Q5 AEE | on,
anong the plurality of change positions and/or change degrees determ ned on

the basi g ofpt hRer 8pBYE! Hé@c?i@@&?é&?@p@ﬁ@i@n ShePr&fa Bt wa £f@nge
serving as waternmark information in the contents informa 25 tion in

accordance whhhgeh¢sshheat €d BOaBGRsPDSUGUOHNSa ANEN 96 SHege Uearass, In a
nore concrete aspect, the informati on enbeddi ng net hod includes the steps
of dividingIinoat porsion2wledelalp2R€? vabueidchaigat ioressy iccha@s an
enbeddi ng subject of watermark information into a plurality of information
bl ocks, det eonspingoubangechasgéi besnandhade changeha edpgese faff 4 he

i nformation bl ocks, and for each of information blocks, 5 selecting at

| east one ambapgehésdmadenliawdecennyt poeicharge abvl/madehange degrees
accordin% to contents information of the information block. If priority is
gi ven t 8V nconspi cuou¥hessubiefhec Enampedding ot (@I s@hpratemmagkul t of a
| ogi cal product 10 EANDQ ogerailon cgnducte on change paqsitions, and/ or
change degr &BEOLBRELPBYLEoROF el BLERT Y B} i RC $He RiedAELRT nal

h i L, d/ d h | [ .
i i o 26t B RUABER BEoRrHRRETBOLHE | TRRI S or YERGd MEOPb S ch The of her

hand, if 15fPHn85i Efshﬁp?ggﬂé%gréffé{wggi | & ¥ 0L EP%P]&naa(EQFax{ﬁd"in than a

result of a loglca ation ucted on ange postitions and/or

change degreemesgbe¢k8d foh EERRCEALYS, PERPEELiRS FEYA PEs Uskshgsy final
change positions and/or change degrees at the selection step so as to 20

maxi m zest hquRrifn§eengbyRBABISLPRShET ORG BIGK OFe CHANGS)Sheai BB idun0r der to
achi eve the above described first object, an information enbeddi ng net hod
accordi ng tdrameshas aspikttpoftuhespresent invention includes a first 25
step of determ ning change positions and/or change degrees of states on the
basis of a first property possessed by contents information serving as an

enbeddi ng subject of waternmark information, a second step of anendi ng at
| east a 25 Y>§F2THE INVENTION

In embedding digital watermark information in a
moving picture, it is necessary to make pixel value change
20 positions inconspicuous in both the still picture state and
the moving picture state, for the above described reason.
Therefore, it is desirable to optimize pixels to be changed
and the degree of the change by considering both the
property as viewed as a still picture and the property as
25 viewed as a moving picture. As for conventional techniques
concerning embedding digital watermark information in a

moving picture, however, only the property as viewed as a



part of change position and/or change degrees determ ned at the figﬁﬁ
step, on the basic of a second property possessed by contents i nf b8 200
different fromthe frist property, and a third step of making a change
serving as 5 watermark information ipn ghe contents information according
to the anended change position and/or change degrees part of change

posi tions agdhon phangecdedr eensdabeedl 0fd pbr!Ofahbiel alepsQmthe basis

of a second property possessed by contents information different fromthe

first propegk o%@@daihhh§9755?ﬂp8§iﬂﬁkbﬂgc@yﬁbéﬁﬁégﬁfrHh@91ﬁ§o¥ﬁﬁ€i&@rk
information in the contents information according to the anended change
positions amr@crarithange-dear 8RSthbNoPRELT hhRd ACHA €Y Esf€emPPY SO HESET 1 ed
first object, an i nf or mati on enbeddi ng net hod according to still another
aspect of tRheopr egRpbsinMeshi eypB6hHEERy dahllr ShfdPmst EFn OfeSEELEY) N at

| east one anong a plurality of rules prepared beforehand, on the basis of a
first prapestiyrposagysetebyreparent asi nieweat aonasesving pectnr&nbeddi ng
subj ect of watermark information, a second step of determ ning change
posi ti on andbosidearde dehece baadndttlkeenfpidposed cypet cam sexampleain on on
the basis of a second property possessed by contents information, a third
step of det ehiichi pgxall vedse chenghapgeipbensi and 4od/chandenieterygr ee out
of the change position and/or change degree candi dates, based upon a rule
sel ect ed at Stifdefi px¥e opspmized hyfoeanrshdeDiRgecbobh ERQnproREEL¥tad e of the
contents infqormation in the_sel ected change posi ti on and/ or change degree.

I n accor dan¥éeethagha grédénPiftvEnt #BR, thachroPerhe adhovteRd c3f d
pIuraIiﬁ§ of rules i.s _provided with a content for prescribing change

posi tiond af@FIPIcRARFETSS degrees according to one property of the
contents infornation.Fgétﬁ%?mg%gg gggségégoﬁghggéegfog é%g?Pagéiugf anot her

I
property of the conten ormafti on, ange posttions or change degree

can be determiaed 4BeSUGBtadepend dbbn20R2y Saef BEORESLY Osh@kead, Phygal ity
of propertigsapgssesged by tﬁg gpntgn?s ?n¥or%%t?oﬁb?ﬁt %onsiae?aif%n. In
order to ackixawpieheaabamendaser vRedatesANdb@P] &Lt fekd @@@@f&ﬁ@%etwﬁéh an
aspect of the present 5 invention, an information enbeddi ng nmethod of

enbeddi ng wpirepeety obmnhermehaanlivifakc8gsachkhasge tolopwagifpt Léns e data

formed of a plurality of still picture frames includes a first step of
det er m 11iSng WhieangebpdsiingowatamnAok dchiogeatiégnees ansthkl bpscsuné ar
property as viewed as a still 10 picture, detected froma still picture

frame to beapmovésgepiciureconliesedpref ibt &8nmafagsanante povimisn
candi dat es and/ or change degree candi dates on the basis, of a property as

vi ened as aCheRIfgPPSdtaras aafledfeyees offathel ahaRFC bel vReN FRARRR
contained in %he S%LII g%cgure 15.frame tg be pr cengd and_anot her_stil
picture fram@teRSafie§ ¥pdheoFOoRELaETNg ERGAGPPBERT i BREPER ST chihge

q " . . . . e
candi dat cs SoATSRciptascayd iy s Biabl e LEARTROR hbulyETEREPOR! | 01
first ang s§29@q $haRe cARA4e0;3 B§H§ﬁhzéaeﬁﬁﬁéna§5?ga?@npbﬁslpfaaaﬂey

serving as termark i nformation i e sti pictu rane to be processed

i n accordanegg whthmheé.sehQCB?diﬁehae&oﬁheasﬁnpgﬁét&@ﬁ§ia@§i@g ghange
degrees. In order to achieve the above descri bed second
plurality of properties has been neither proposed nor well
known.
A first object of the present invention is to
25 provide a technique of optimizing change positions i.e.,
change positions and/or change intensities on the basis of

a plurality of properties possessed by contents information

in which watermark information should be embedded.



25 object, in accordance with another aspect of the present invention, an
i nformati on enbeddi ng net hod of enbedding watermark i nformation b ing a
change in noving picture data formed of a plurality of still picture franes
i ncl udes 2 9 JUL 2002 _ g _ a first_step of determ ning change positions
and/ or change degrees on the basis of a“property as viewed as a stil
pi cture, possessed by,e f i j ct seco tep of

A éggoﬁdt§§§%§£ bt gh%0§#§s££€“f§%7@$l%ﬁa d £

nodi fying at |east a part o ange I OnNs an ge degrees

det erm ned he fLr p, IS O i as a
nmovi ng pi ct rgplggtérﬁ%ﬁéégfrgﬁgaggé?ggﬁ%%’be?gkéﬁﬁgﬁégﬁq?i?y%£%€€$e
frames, and; i :Step.o k . i r v t er mar k
infornationl?gg?hégé§blan?cﬂgggﬂgrgﬁgt&ﬁ% ?ﬁéggggggaﬁggg%‘ %gfhe nodi fi ed
change pOS'bb%@iiBHdaBH/SPagHSngsgiﬁgé?sféf&s0 tffe éf@cﬁfabﬁéﬁpﬁﬁéy as
viewed as a noving picture determned froma relation between the still
picture for agegpapdyaakhiyfdwalieRs0h ABELIAG BiPtdR: £HRNYLe SOFYpEBLRSas
watermark information in the still picture frane in accordance wth the
nmodi fi ed changgepoakt hoBgidndpeethpeorder to achieve the above descri bed
second object, in accordance with still another aspect of the present

i nvention, an informfAnohhermbeddenaty ofttive pfedéntenbedehhiomat ertomr k

i nformati on by maki ng a change in noving picture data formed of a plurality
of still piprovéder anesmpnteudpsogramr forsinplefieseingting apevanong a
plurality of rules prepared beforehand, on the basis of a property as

vi ewed as ades¢ragegi énfipemagéencenbedd bhg amobhed aandrcorteRed i mages
contained in the still picture frane to be Erocessed and anot her stil

pi ct ur e 1% affogmatdgpdobtapned BEt AMR] ANRRL ERGNERS gRRTRPGNns and/ or change

degrees in the still picture frane on the basis of roper as viewed as
a gtill Licture, heteEbeBEFFBnF?hﬁcgéeg?iFgepég?ﬁ?é§?$ ?%yghriggcessed,

UL, e SRBnedyr U oc s gp! epdiaLiR AL FRETAAR AL vED AL ©

the still pi sel e nge positTon and? or " change
degree.  z g U 6@0%h_a-: BreBefitM2h chPD6H e Bc PIRESta O & & £ OF egOi Ng

aspects, each”of the sti picture frames is divided into a plurality of

i mage b|OCk%eté@ﬂihﬁﬁgaBOFQuQ§§Et&béﬂ SRALGS Pbs Pt DERS SANQ/ SF ePargE
executed for each imge block. As"5 the property as viewed as a stil

pi cture,l5f odegxaepl f athuBsnassperdlivaly odepEndind whonla ppirarity ane or
in each image bl ock may be considered. As the property as viewed as a
novi ng pi ct wfeprapewtiea poasessgd byecontért sraymfoxmet Oén asewtimg aect or
between still picture franes nay be 10 consi dered.
an embedding subject of watermark information, a step of
selecting change positions and/or change degrees to be
applied to each of sub-contents information pieces
20 representing divisional contents information according to
the contents information, among the plurality of change
positions and/or change degrees determined on the basis of
the respective properties, and a step of making a change
serving as watermark information in the contents informa-
25 tion in accordance with the selected change positions
and/or change degrees.

In a more concrete aspect, the information

embedding method includes the steps of dividing contents



An i nformation enbeddi ng apparatus according to the present invention

I ncl udes a processor for executing the above described steps by quggkgm
program processi ng, and a storage device for storing contents inforfm |0A
to be 15 processed and other data. Its %pecific configuration will becone
cl ear by enbodi nents descri bed hereafter”. "O her objects, features and

advant ages qf .the pr.esent invention wl cone arent _fromthe
oeart o0 on WBEOHETAGR BeENaNEn B PRORTCRAKaH § ABUBRE UAE( VEREEIARK t he 20

[ i_ng. BRI EF DESCRI PTI, O THE DRAWNG FIG ., 1 i hard
Cont 1 gur at | IR TAEAGEARP AP EPupl BRERCIAGY PG LAFORBRELRRY RIPHKD rmt fon
enbeddi ng age rdin%.to t gpgresent l,nventi s a functjonal
|

?' 25 FI G %
bl ock di agr S5 CERBArTH)SaCPRPEE BROGHLARAL 2BRY AF P PAPTHafEVREFR T9F of Rt i on
erbeddi ng aqe0nnd p HiscRses Sl (BKCBLEAN e i ReSrlbhs B0 ocld FIG 3

Is a flow chart oW ng detail's of an i nter-s are-franme nbtion

detect i o | uine 3 bl Yshed! sldl AnBhG <Re Ebferfihsadclhagiam showing a

result of motion X tection of eacl con e’Inter-stil
pi cture-framRsTalicas datgel eRahgll He§réés according to contents

information of the information block.

If priority is given to inconspicuousness of the

change, then, for example, a result of a logical product

10 (AND) operation conducted on change positions and/or change
degrees selected for respective properties may be used as
final change positions and/or change degrees at the
selection step so as to minimize the number of change
positions and/or change degrees. On the other hand, if

15 priority is given to survivability of the change result,
than a result of a logical sum (OR) operation conducted on
change positions and/or change degrees selected for respec-
tive properties may be used as final change positions
and/or change degrees at the selection step so as to

20 maximize the number of change positions and/or change
degrees.

In order to achieve the above described first
object, an information embedding method according to
another aspect of the present invention includes a first

25 step of determining change positions and/or change degrees
of states on the basis of a first property possessed by
contents information serving as an embedding subject of

watermark information, a second step of amending at least a



FIG 5 is a diagramshowi ng a decision criterion of rule selection
possessed by a rule selection routine 23 illustrated in FIG 2;:H)k$dyLﬂm2
is a diagram showi ng an exanple of an information enbedding rule; FIG 7 is
a flow chart showi ng details of a changg position determ ning routine 24
illustrated in FIG 2; 15 FIG. 8is a dlagran1shomnng anot her exanpl e of an
I nformati on_enbed |n rul e; g. /func L onal ,bl ock % ranlsh W ng a
di gital matEF rQ |ﬁ Pﬁﬁtp8ﬁl ﬁBBﬁd?ﬂg 3508 aPAg 489ILROT HaF L etbbrdent of

t he present 20 F nct i onal . bl ock di agram show ng

afdlﬂlta| mﬁte E FﬁFoggﬁPloR“GFBSdB?ﬁésa8 o?d?ﬁﬁo?% REGRPTHES enboglnent
P
of the BIZ??B% eRYER: b8ncaRERrss mnePpne il FREEE Ahetsch HS £FERF I g to

FIGS. 1 thr ? %ty'”ahﬁeapEﬁiﬁﬂtsE ngnﬁgkanNgDXHQH BIELI EngSas 2 A ~ul

Z002 - éd as contents infornation ctured ta i ncl udes
a pIurallty | . I xel s
of each gtlVQES?@?E%eRrggﬁgst&g?ggﬁaFﬁg|ﬁggFﬁg%éo%Hggn %%ﬂ%ﬁbﬁg%%%@%%&the

noving 5 pi ¢bUitte kiedleamBadngBNpobEt 88hECaNARSET EREHge | 884 PaBSE
In order to achieve the above described first
object, an information embedding method according to still
another aspect of the present invention includes a first
10 step of selecting at least one among a plurality of rules
prepared beforehand, on the basis of a first property
possessed by contents information serving as an embedding
subject of watermark information, a second step of deter-
mining change position and/or change degree candidates of
15 the contents information on the basis of a second property
possessed by contents information, a third step of deter-
mining at least one change position and/or change degree
out of the change position and/or change degree candidates,
based upon a rule selected at the first step, and a fourth
20 step of changing a state of the contents information in the
selected change position and/or change degree.
In accordance with the present invention, each of
the above described plurality of rules is provided with a
content for prescribing change positions and/or change
25 degrees according to one property of the contents
information. By applying one rule selected on the basis of
another property of the contents information, change

positions and/or change degree can be determined in such a



of a specific pixel selected out of each still picture franme is changed in
such a range as not to give a sense of inconpatibility to human eyqig Epﬁﬁ?
changes are nade unreadabl e from human eyes to ensure security. 10 é
shows a hardware configuration for inplgnenting digital waternark

i nformati on enbeddi ng according to the present enbodi nent. Nuneral 1
denotes an i t LQutpu Vi_C rLi:aputtin . such_as_[pyin i cture
data in whig%gﬁbfgr#%rka%%f3rEgkgg%lgﬁoéﬁdpgggﬁggéﬁ%e g%%?sﬂ% e?ﬁa €

i nformation ris I d [ : .and out putting a noving

pi cture mﬁtﬁ°@§%€$ﬁaﬁﬁ&?ﬁﬁﬁfﬁgﬁigﬁ%éngggﬁégg?hé%gﬁh. Nuneral 2 denotes a
central processing unigty @efdgge%%orahgiuwe%ﬂla éﬁeseoas%fiﬁé@rég@oﬂ&w ce for
storing noving picture data inputted 20 fromthe Input/output device and
nmovi ng p'Ct%%%e@%yaﬂﬂ!&&d@%ﬁ%&%%r&itﬂfQh”ﬁ%b@Etes??gﬂédp£@§éﬁt”- The _
storage devicé 3 i's utilized to store not only noving picture data required
for wat emmarikvientaomBt 20N iQFReARItIGnPenBea8EHg REthak SOf Vanboagifgt a,

rul es, and prograns used by the central 25 processing unit. In actual

appl i cati onwa eyimarkgd nddvimae: i@ byt Aakif8gPROGhaNGeaDl REOVDLY epicebBear e
prepared separately froma storage device for storing inmages requiring a

| ar ge st or agateafacmed dferae plluoradiey, ofhesdll Bidtdrd fr20€2 indBudss or age
devices are illustrated as a single storage device for brevity. The central
processi ng @nifiiratcshmem of detleraindngl chphgeupesitiors anddngchand®i ng
picture with a 5 subsegyent frame which appears with a delay of a

pr edet er m né@IF@HAFe CTofLhfer S soR ft BePEPRBrEY| 35 HhEWedea2by Feiblts a
notion qof a subject, j.e., therproperty s viewed as a noving picture. On

the basild of et'héile&re(?ﬁ&dtf Gm énsfcﬁ'égepéf:tééehf??%ﬁet%sb i ewed as a
still 10 picture and the property of th Ena e of each frane as.viewed as a
novi ng pi ct BFECERE eﬁtfﬁcoﬁﬁbféf iﬁg ﬁﬁiﬁr@éPéeﬁsgﬁﬁB%%dP%@l b3t i ons of
K . . e P I .
those posi t Lonaips¥h BH/AE, S Rs BaRa sINAR AL E o R WFae S 8EGi 1

wat er mar k i%f%&%@gﬁxm bedding %CQrﬂEO%§58PEB€u§EE5&e€€9@§&”§9&m°§ the

present inventi on, ch is i1 nplenented ogram oper ati on executed by

the central fyleeass Metwdidn dAmad@sFeBathanall hhoeks 20ilirpugbugd represent
processing routines, i.e., prograns, executed by the central processing

unit 2. 1IBundrdamealt oblbec krodksisedougd 3horapresedlldpiatfiréesrdmeea in the
storage device 3. For exanple, nuneral 31 denotes a noving picture file for
25 storing rahdindg sgiegt fe sedtes tiimgl cliangeappkikabnsyand/sri¢thapget ure
frames. Nuneral 32 denotes a rule set file for storing a plurality of rules
exenpl i fi ed da9rEes t® heumprdlied’d t@eftbeestildsragctptpefrane amengtbheng a

rule to 2 JUL 2002 -, 14
é%ange po;ition candidates and/or change degree candidates

respectively determined at the first and second steps, and
20 a fourth step of making a pixel change serving as watermark
information in the still picture frame to be processed in
accordance with the selected set of change positions and/or
change degrees.
In order to achieve the above described second
25 object, in accordance with another aspect of the present
invention, an information embedding method of embedding
watermark information by making a change in moving picture

data formed of a plurality of still picture frames includes



be applied to each of inmage bl ocks of a predeterm ned size obtained by

di vidi ng each of the above described still picture franes. Nuneralz%ﬂJ[_O
denotes an insertion information file for storing watermark infornatlo% %@
be 5 enbedded in each of still picture fyames form ng a noving picture.
Nunmeral 35 denotes an information insertion noving picture file for storing

oV 00,1 LT G (2 A BTN LR SRR, LRSSk e nange
DL OUt pUla DG 2L UG NS £ & WIS IOV LAO REGENT 85031 B¢ kgpuLt e

fromthe inpuet evi ce yau Istri rony TOf exanple

DVD recor di ng: \, I . ~N LeRrk i L into the
above descri gﬂﬁ(%e?%ﬁseersﬁzé&ar@ %%@ng%i %B\l%(?%gl} puElkng?%U?%hggii gl SO
functions tad&sa i e Ha 5LQut, he fi t t routine
21 functi ongse{o W%&;ee%ﬁ %%%lurgg atlgaisgptgt ?’gg-{f rgcf)me?ﬁeé?%%%/ out put
devi ce 1ﬂn/ﬁbéﬁ%ﬁoﬁﬂ“&&ﬁﬁﬁf'éﬁ&ﬁﬂé1&é§ﬁd@%rd%%%%ﬁﬁﬁe@VQtrEﬁ@rﬁiﬂgtor a
server rule'data and watermark infornation into the above described files
31 32 and 34tlis, idPUHOWAUs IUtd Rropbrahsash wieleansst @ meesdngut noving
picture data with watermark i nformati on al ready enbedded therein fromthe

i nformati on gitsartd oridiBdmlihead rone o ide@ a83onThetiveput tagt putiloouti ne 21
al so functions to output it to a display screen of the input/output device
1. Nurneral Z0Gmenateesesy, ot roolthriodg isnep temadihgoh pameilneh2fge
functions to start the input/output routine. For each of still picture
franes formsapelnmvasgyaienmank infeormettiosl imothenst2dlt péathgrctiranet o
successively start an interstill-picture-frame notion detection routine 22,
a rul e 29 sele@ATHRFINRG eltds the aediddedoshangs pesdtiPnat pBA/PEUti ne 24,
and a pixel state eg%? e routine 25 described |ater, and thereby inplenent
wat er mar k i G i ddi ng. 2 9 JUL 2002 - 15 The

inter-still-picture-frane tiqp deggction rou inenéZ conpar,es _each stil

picture frame (hereaft Orrera)eé'r r AP S ARG APPYE )esﬁgrr{ﬁﬁdnﬁ?f:% as the
bj ect of -' ' dqi i til [ f

(horoaf ter roi BT b @ dRlARl IR 1R dhorhes apbelkord’ nd, 2™

posi tive intogadnd rafREIEN L it rna¥8 X ichbe@Rd nhhgeeRyadetect s a
noti on of the subject included in the target frame. This notion detection

processirg WnHed®Bimeseridiethii idfiozinatiahebybhakehgr &i BHahgeFlie 3. In 10
the notion detection processing, the target frane is divided into a
plurality ofmawiage pilcmke etcin Hotmeg afpraepdueadingdosi seiliduphcasref or
exanple, 16 pixels by 8 pixels (= 128 pixels). For each of the inmage

bl ocks, a notiames dotdiudsst wedhiist @tep of seflecding vaet among a5

determ ned. Here, the reference frame may be either of the future direction
and the pastPi%®ctinrt Ml emnrersred pafarehend PRditEgt PA§iEhLLf Rane

interval between the target frane and the reference fra for exanple, K =
10) e peC Y 4F SARndd HF 5 Mo Bor tirey ASLaRE S0 TEoR B The
rule selectio outjne .23 receives the nmotian.vector of .each i e bl ock,
sel ects 2(e;érzle lE)éul]tgto Oﬂa%p‘?@u“feaefr} tlyma %4 Oenstasl’tn(()e(r&eC]‘ni ntntehes(%rl&ﬁ'epslgfﬂ%gl e 32,

accor di ng tofé%l?e RYHd ;tﬂf‘o&fs'éébe JHRY 1 LR %rtiﬁ”gigtc%és bl Ghe usage
25 rule file as one application rules classified by blocks. For
exanpl e, by 3d &M% d@%ééﬂﬁﬂn héaMYd YRsURGLAs and /bef 8hange (0 a
rule table as shown 1%E%?FIG 6, the rtﬁte sel ecﬁ&on routine 43 sel ectgs a
pertinent degrees in the still picture frame on the basis of a

property as viewed as a still picture, detected from the

25 still picture frame to be processed, using the determined
rule, and a third step of changing a pixel state of the

still picture frame in the selected change position and/or

change degree.



2 9 JUL 2002 - 16 rule and puts it into the usage rule file 33. As
described in detail with reference to FIG 7, the change positionzSJJUL4m2
determ nation routine 24 analyzes a still picture included in the targe
frame, and derives a 5 change easiness gggree of each inmage bl ock
According to the change easi ness degree and an application rule taken out

fromthe usage rule fijg 3GoAd&iaae RAPLLOB FAeher g%ggb'b%a routine 24
[ [ and/ or “chan

t hen determ nes | um nance change positions (pixels) an ge

quant [ (T es ofssaaly ofedd Idmandlaoks il cdied #rafies! 1aRi v TaBAChRRGES

routine 25 receives the |um nance changé positions (pixel's) /or the

change quantjides Ofy efchintiqd MgR Y 06k ehd Rgolar dekcrigeR SeeReshe
change position detérm nation routine 24. According to waternmark 15

information dbigsdcefeinld Akl dhme diteditddFdrmieachplinagel bheck4, hhe
change routine 25 then changes a state (lum nance) of a sSpecific pixel

i ncluded 5 n the mhgverdesos iviasvddrage dlsadRl pdctaxanplfer ekaapce,ok still
picture frames 20 form ng the noving picture has 720 by 480 pixels and it
is divided ihimidéndy Bampiadtelomnin ssadthetidde pficamerel frdmei ded inntach5 by
60 (= 2700) blocks. In the case where watermark i nformation enbedded in the
above descriimage rakack gnagetbe cdssiderad.or &t ithve Peopeatyverscydevedf 64

ki nds represented 25 by nunerical values O to 63), 450 bl ocks can be

assi gned t o &ach BY¥LNg fPiHHe1Zfovie MESION HEGNEAGY blio€ks tHenmagnéfeder ame

i s divided iqéo N groups associated with N _character
of a motion vector between still picture frames may be

10 considered.

An information embedding apparatus according to
the present invention includes a processor for executing
the above described steps by means of program processing,
and a storage device for storing contents information to be

15 processed and other data. 1Its specific configuration will
become clear by embodiments described hereafter.

Other objects, features and advantages of the
present invention will become apparent from the description
of the following embodiments taken in conjunction with the

20 accompanying drawing.

BRIEF DESCRIPTION OF THE DRAWING
FIG. 1 is a hardware configuration diagram for
implementing digital watermark information embedding
according to the present invention;
25 FIG. 2 is a functional block diagram showing a
first embodiment of digital watermark information embedding

according to the present invention;



2 9 JUL 2002 - 17 codes, and 2700/ N bl ocks are assigned to the above
described 6-bit information in each group, then 450/ N bl ocks can pg jy| %002
assigned to each bit. Each of bits of a bit pattern form ng watermark
information is associated with a pIurgI*#y_of i mge blocks in nutually

di spersed position relations in the sti pi cture frane bef or ehand. For

i nance 15 br ght ondd By *a 16pBei'te8a kN FLS EAIRAER pBoSE Bhe 10
speci {1 ed by, e hange R0 RLeRILBhi QB.LaVtbRe3dciRadp! ural ity of

i mage bl ocks Tas50 position. en Wi i nformation

"0", the lL”E%#?E?%aE%dd%fk%&%p Qy a specified quantity in plxel posi tions

specified b hange "position’determi nation routine 24. 15 As a result,

N character codes Ca”ﬂ% enbgdded 4R ?c%ﬁ\hs%@'ﬁgaﬁ PRERT FRKK ianc%EBt' on.
Dependi ng upon the state of the |nagg in the frame, such a bl ock that

| um nance chan@ediomels RRICK Hhedkalkepdaprear by theaiptbraktiyiof image
bl ocks in 20 mutually di spersed position relations in the frame are

assi gned t o aanddif regfeoneitdng, deewetebn &ba@lﬁbogbgstl cally it becones
possi ble to make a | um nance change in at |east one bl ock and watermark
information can be cemtra.nlsy iisnsedtiadradbshswiiayg hhaecassohatroberebat i ons
bet ween the above described i nage bl ock and bit information, the relations
are convert ef imtle &dladtdonampdstsesstedbby asrsfier sdlenatiibe ronseiheon3
information file 35 beforehand. By 2 9 J UL 200? - is referring to the
i nsertion i rfldredbaged idne F3%. t2terefore, the change routine 25 can nake a
decision on information to be witten into _each bl ock. Instead of the above
descri beP 6-bit infor FG o, 5 infdAeERMoRNeW1Ag aRLPKARPYENARbAR of bits,

such as, for, eﬁagﬁle 8- b|t inforna ion may be applied to the watermark
infornationﬁ' W L aSSOC|at|ng each bit with inmage bl ocks

d i bed ab | bl h of
54 charact er codes. wnik ?fi%n‘éﬁ?ﬁ#&p%@é%ﬁt sRon§ABrBeE2A T BR & mat i on

h f i
bl ocks accortiint §oanornd) deeraiang bl The o T80 2280 ShOFLb TR
| um nance states of each plxel it is now assuned that there are, for

exanmpl e, 128 'gradations, 15 i.e., gradations O through 127. Instead of
changi ng1 3 he gradationrmf. lsunishanad algradm spe&iihgednguneki byxampllh bESpRCt to
each pixel specified as a change position, it is also possible in this case
to fix the |imficramde arhangedadfirpaetulei;xel to one gradation and vary the
nunber of pixels 20 changed in | um nance according to the above descri bed
speci fied quantity. FIREG.3 %sHows £udetdoned blogkcHaprgram shewing a
interstill-picture-frane notion detection routine 22. Mtion detection
needed here‘%%&iQﬁi Qﬁﬁﬁﬁ&ﬂ}@§9qﬁﬁtéown@WﬁegééﬁﬁlaG§°§H6ﬂﬁ tR, for

exanpl e, "Found t|on ital e npressi on ubl i shed by N kkei BP
Publ i cati on Xt (gﬂgiﬁi 4g%% E?esﬁ e§GVFhBFgHthB detection is
represenﬁ&d by a m)tl (%n-[é/e(‘lt 'y and functional block diagram showing a

digital watermark information embedding according to a

further embodiment of the present invention.

DESCRIPTION OF THE EMBODIMENTS
A first embodiment of the present invention will
25 now be described in detail by referring to FIGS. 1 through
8.

In the present embodiment, a moving picture is



2 9 JU 2002 - 19 |least square sumof difference of a subject image. By
using both of these values, precise information insertion control2qupyﬂm?g
to an i mage noti on becones possible. For brevity of description, however,
the result of notion 5 detection mﬁll_bgzrgpresented by the notion vector
and the | east square sumw ||l be omtted in the foll ow ng description.

ronever; (SR AD LR ot G RERSEL T HRLEY RRRUL Rl she

limted to only not1-on vector.

movi ng pi ot ISR 1 FAPTR IRSYatnes R pd e Ear R, Eoah I e BY mobBRY 92 o

the target TIaEY o BaaiuPiag dets QePoBrhcR R EoREastre " ahel on " 7
between 15 thg drdf3! ilrechadndnt Ranabevendsanehbed takeRoLEAYE |

is
detected, and the notion vector thus determned is delivered ?g the rule

sel ecti o r Qildtifred3 (9t @R 28dbbdimebteteerbl¥eri Heb&rdBbE] M agdnyhesther all
di vi ded bl ocks of the target frane have been processed (step 225). If al

20 divi ded WfockspwMe ikegixplogeisededt bus b@UERBR ESilerpiotued.

O herwi se, the next block is set to the target block (step 226), and the
noti on vect diraeep22hangeded@atsedh As rangesdkt not tbegabeve dessei bed
notion 25 detection between still picture frames, a notion vector table 220
i ndi cati ng dnoemipat ddtidly 220humanasyesi.at Thaseai chargeh dkeckad@@0a of the
target frame is formed as shown in FIG 4, and its contents are given to
the rul e selvdgsasiabley fyropuhupaay eyegotor gnsnne 88Cchyitlie
inter-still-picture-frane notion detection routine 22. For exanple, as

shown i tF1 G 5, the % deFEOMSOR Péﬁ@Wﬁ§92§°H§gggrﬁFa?ﬁlf?? of deci sion
iteri 5 . R2 d A di to.th {tud ti

vector .t he RHTIIN FBLOAL YREEIR T IRAOEREF 1) nBRPRRLER: on tabl e to

b | ect ed. f i.nel Ln t t |

e oo ot ot g S A e DGR ALY |IBaLBMO) BegEELr g Ul

vector 10 qus dﬁﬂbiﬁﬂg%ob%%ﬁc%akg§)i ?h%@&ﬁg B¥tbh€such as movin

inter-stillpicCture-frane notion deteclion routine 22 fromthe ru?e set file

32, and storfAxthfie datd ik WHA ks 3R erthh@kl EheoBRatPoASsheubg Besoci ated
with the image bl ock. For exanple, as shown in FIG 6, a rule 15 (intensity

speci fi dit | eamdeaidler), 320 cprapdr dtfiodmbltéonyl andevakablhie BRldefi nes
rel ati ons between the degree 320a of change easiness of a block in a stil
pi cture fraMesomibed ilates- blodk ocaltpngs ihgcaomo820h. pFoturackwibhock, the
change easiness degree 320a indicates to what extent the |um nance 20 can
be changed wiermagikntiafierng tileo sobeddedsibsseiper eNumpsathangenebss ness
degree 320a is represented by an average val ue of a_| um nance change

ﬂge? B?HQFgﬂafions

quantity per® f§i ?ﬁkﬂHﬁQFﬁéélpﬁ 88f BPEERESEOE): t NEMRAE i
D Lhe. 00V 54 B0 L AdiLLans, ol BOsE ERouses ppetggpond o
L?ggfazgﬁhfégﬁég%akfgﬁmﬁgﬁ%ggﬁ%%dd@bﬁ%hsahH RBGiRG OB cthtedaRbar@iLhy oOf

watermark information embedded therein. The storage device

3 is utilized to store not only moving picture data

required for watermark information embedding processing but

also various data, rules, and programs used by the central

25 processing unit. In actual application, a storage device
for storing programs and computer data are prepared

separately from a storage device for storing images

requiring a large storage capacity. Here, however, those



zZz s ~a~ 2002 - 21 changed in stage have been found in one bl ock o% a
still picture frane, as many pi xels as the nunber specified by the 9" JUL 2002
intra-bl ock change factor are selected out of the plurality of pixel

candi dates as subject pixels of a 5 |unpance change as described |ater
Therefore, the above described change factor specifies positions of pixels

to be chang t e f:p 0L I o, tinme.
The decisioﬁgg?? gr?gxgegé,gﬁg,lgéég#Fsgggsﬁﬁi e§?€g$%|§§?€%%é2§%2§@8
intensity spgei Hireatiton table 320) between the notion vectors and rules so
that in a bl ock having a larger notion vector a rule having a higher

i ntra-block change faghar -BRYrR¢ ?Pﬁbéggiﬁe ﬁHftS@U@bﬁﬁéf@§séa@ﬁ96§e- FI G
7 shows a detailed flow chart of the change 15 positioh determ nation

routine 24. skenlepgbtlreckrahebh@oinifgt af héWEngt PEcEhPOORi €RSA NESS degree
is first determ ned according to, for exanple, the follow ng procedure
(step 24%). sGbsegabntargeief wAtreh appeerseyethi andépayedbf val ue change) 20
processing is conducted in such a range that it cannot be perceived by
human eyes ameédetedunésedohundbstrucll fhemesfenenbe timeoatesi sandy using
image filtering having characteristics described in, for exanple, The
Tr ansact i onthetrebliedehertsuaemot ichecfr ansebjethf ok nait i obhanproperty
Communi cation Engineer (IEICE), Vol. J79-D-2, No. 8, pp. 1347 - 1353. By
det ermi ni ng28 YiPWeAeABeabBPYeRA BACtHHGe aPRekheibaers ngf apethtBheri gi nal
i mge, inmge data ghereafter referred to_as difference_ i nage frane

[

~~JUL2002 - PF9Perfdi 04t PRgIBAGRgRI gGanRi FFame| s geheved e3f %H%E%l%%e above
d ibed filtering ig i ing, | h that it d t

di st ur b LPnePrEFRFEnabd; REORFBRREEY: b hhov NGRS o f Hedel TTEPErRE | mage

f D i et . . > _dl e e
[1ATe 1l cqLEReRand! doheySoROBLLLADS, A0 changea SUBDLLLL SRRl bl xel
above descrb@?@c@hfEﬁb@?ggﬁgnﬁggiiﬁéﬁg_bftﬁa@e9$§£ﬁ'iﬁf%ﬂ@%?lgﬁKina“ t he

sanme way as the target etermning an accumnul ate ue of pixe

val ues (|l ungegeefinbBangRarfedyanhtitess 60rpeReh PhDEks PMdrgbye ding the
accunul ated val ue by the nunbér of bl ock pixels, an average | um nance
change quanpbkytpenspi xel of each block, i.e., the change easiness degree
320a shown in FIG 6 is determ ned. Subsequently, by selecting pixels in
order 135begi nning wi FBGa Pi 8l ahdunagianahrigbopk xdiagnameshowimgha bl ock of
t he above described difference frame, change easiness order of pixels is
determ ned @égépaawptermagkapgéoraptinndenpeddipg prgePsdng akel BPein t he
bl ock with the sane | um nance quantity and pl is higher |n change 20

easi ness or deFSthERPRIiMERENCH1tPE REFESTRC %%PEH%&S Yal¢Rnifance change
than p2. In.this state,.a first _block of.the target . fra I s_taken. out
(step 243 BBYERERELAL R PFRAGF PEe3Stbn arEbPEes &P 35s "t ed with
t he target I ead.:25,0ut. In accordance with the above descri bed
rule, an in?#ggéﬁbgﬁgcﬁgﬁgezfactor 320b associated with the change easi ness

degree 330a of the fipghcbignkiabicagy sa! entatgH £5 Fbsresonc 241 is
determ ned (step 244). As a result, it

processing routines, i.e., programs, executed by the
central processing unit 2. Functional blocks 31 through 35
represent data files formed in the storage device 3. For
example, numeral 31 denotes a moving picture file for

25 storing moving picture data including a plurality of still
picture frames. Numeral 32 denotes a rule set file for
storing a plurality of rules exemplified in FIG. 5.

Numeral 33 denotes a usage rule file for storing a rule to



~UJ UL 2002 - 23 is determ ned how many pi xel s anong 128 pi xels
included in the target bl ock should be changed. In the order in mhL22§Hﬁrﬁmz
change easi ness order determned at the step 242 is decreased, as

pi xel s as the nunber indicated by the 5 @bove descri bed intra-bl ock change
factor 320b are then selected and repbr} d to the change routine 25 (step

245). Thereafter, .i.t ig determ ned mhetg r_processin Eag been conducted on
a1l bl ocks B BRplisdhde frahe otstBEo5b ockP 8 1Ebpﬁs Epafefpeniis "

Phe target Fhamanee 47 Sy Bad BRsbron S0k toelh 9545 thak B ETh ocessing
returns 1o (e Gliangs LAl of igkeldi A3l aRoRkEPagtnsbPe kB change routine

25, waterna ormation to be witfeninto the targe ock is specified
by refer 15 . the d:nserdion . inf L Lle: s Qer ppr on a
pi xel specifﬁé bf ﬁﬁg‘éﬁa%bgbﬁogf??éﬁggg%gggpégki8ﬁé?5ﬁ§?%§ﬁz oﬁ? of 128

pi xel s iQP!@%ﬂédd&&'ﬁh‘é%%%ebfb%QQEi giE%HE@aQQSmEQa@9§m§ﬁ%OSiﬁé@ﬁn&ﬁth the
wat ermark infornation is conducted. 20 In the above descri bed enbodi nent,

the change guatire), | NuaRHA0BIsedeRYtbisXBRY ihfBrhbEiBANERsERENER quantity
of each pixel to one gradation and changi ng the nunber of | um nance-changed

pi xel s in anoariget pilatie AdldeFoli bedrabgvaovhagepeeture datal otpossible
25 to conduct variable control on the |um nance change quantity of each

pi xel . As desdrermed kakmfermant ibhe epbeddetl ehkedinent, an application rule
is sel ected dependi ng upon a notion vector 2 9 JUL 2002 - 24 (property
as viewed as a novi ng Ipinkthgrgipriendingneirad 31r deactea bbt Wepatdeutpupi cture

franmes formng a noving picture. Furthernore, out of glxels whi ch can be
changed 1% I5@¥tidece AdPNG /QUERUENEORLADE 2phr EBBFEYCRE ¥PeWEHL® as a

il pi ,of Subj i.ncl,uded i h bl ocks i i1, pi
Frame, "pi xelE P B GRAst RERSRE TAPB dbeot TPREGOBRORREBYLPE bi  the
| ect ed lLe. In th di .t f bot h t
i eved s & o M5 A & A SPRECHr SRRy 2e srenehSas 0 orrr PaBRE! clur e
are reflected when qeher mflng e Bh’c&ebﬁ%ﬁnﬁrﬁhﬁﬂggrrﬂ%@&hOﬂﬁt{i‘”gﬂé’r
change quantities Tor i'nserting Wit ermark 1 nformation. a resurt,

matermark | nfiR i aeddingswsth SupRnessed | BREC ApaL)bicger adati on

and i nproved information survivability beconmes possible. 8 shows a

vari ati ors ofrddtenellza 3@ s tiibnkl €o @ealnollti ﬁao@Xﬁg’prctaréUmaﬂémCe
change quantity 320c of each pixel, besides the intra-block change factor

320b, is defwirkdd weefeomedr@dnd niforassdonatilaeadyt kmbhddeiahber2fnefisomess
degree 320a of the block. In a frane having a notion in which a | um nance
change is i fdensipifoumad; iamdnsegtdonwapeimar bickhsenfilen3tan Bkeenbedded
in such a formthat not only the nunber of changed pixels but al so change
quantities dMPAUdioltRw noutding 2de alger 48681085 FPEPUbPYhohk BOf@ncti ona
bl ock diagram of. a digital watermark informatiaqn enbeddi ng accordipng to the
second enbo%%ﬁﬂﬁ?ﬁﬁsq Thrds &he PHP@E?PBﬁPut 28.282°1" "Runces] 48

20 denotes a control routine. The control routine 20
functions to start the input/output routine. For each of
still picture frames forming a moving picture, the control
routine 20 then function to successively start an inter-
still-picture-frame motion detection routine 22, a rule

25 selection routine 23, a change position determination
routine 24, and a pixel state change routine 25 described
later, and thereby implement watermark information

embedding.



Functional bl ocks 20 through 28 are processing 7_9J UL 2002 - 25
routines (prograns) executed by the central processing unit 2. Fungﬁhﬂn%%m
bl ocks 31 through 37 show data files forned in the storage device 3.
Conponents common to those of the first;enbodi nent described with reference
to FIG 2 are 5 denoted by like characters. In the first enbodi nent, a

plural ity of rules ar gy GpRkedst110Bitulgesthahil AioBfonand:@arapp! i cation

rule is selected according to the notfon vector ock by In the

target fra I pr. [ 1710 ul red in
t he usage {Tﬁﬁgt?gk??ﬁe 3 bgfgrgﬁghge?glépgwgggEfoqgﬁTéb6gggégfgsgending

upon the motdg MG Yo HRIRLFYER QEaﬁ@%hb@EnQ|ﬁBK§ch EB?thérgﬁBjEé€”E
received fromthe interstill-picture-frane notion detection routine 22, a
change fact gjf LdQraaPaHRFrma@dbhnemdeddeher WikasS a2BLinlr gidtaek 15
change factor of each target block and store$ its result in a change factor
1 file 36GA. fimeahoa dazer hedcdekar fonaki eeferehbe iframe)bhppsachagge
factor can be inplenented by referring to a conversion table. The
conver si on tRallwhexteoKedisr @l abisdndvieetintegetrhe fragest afieeof ohhtheotima
vector 20 and the change factor defined beforehand so as to increase the
change fact éxigs tans rehiarebyy detectise@omes ibar gér theyspbieessingludad| ar to
that of the change position deternination routine 24 described with,

ref erence t dIFithe Xargedt firamsi.ct Bhdsf pevdoandeysrsippupraeegying will

cal cul ates a change easi ness degree 320a, and determ nes_a change_factor
320b in t he ReudRSCTHRGK e A6itdildg ladex Pyl o525 TaPapsPellfn 4-uskBe rul e

file 33.. The still .picture frame anal ysi,s routine 27 stqres its result in a
change 10 EhE Mordes’ desgoting arosebriasoBherbATRE SRABS: i get bl ock,

in the present. .e di_nent_, change fact.or determnnati ine_28 selects
ei t her g chéjnﬁa'el_c#ggdgtl@r%l & él!’rr% &gé( ggcéﬁaﬁ%gy?‘(?gg%eﬁ%gi é%‘%%gtgr which is
a property WeGh it STV NG uRhChHY e§aﬁ1B§@9e1%?§&QElg_ ngeﬁrm ned

_ & %$ ’n% nefogr
according to a change easi ness degree which is a proper as viewed as a

still pictungixdifs (=011 8x3MeAs)i.t Fordesichedft @hal VRagei BLbEXs} 0at he image
quality after a | um nance change, 10 then the change factor determ nation
routi ne 28 st vecdmangethaeinorithandndts sedEkelrehceakeetopt ipf the above
descri bed two change factors, and stores it in a change factor file 37. If
it is desirektterngines .pr iHarid,y the tried esenciev diriamet magf beatetharkof the
information after enbedding, 15 then the change factor determ nation
routi ne 28 rfatuxns ebitrestdloangad adeopalsayidigeatianger Thal valvat o6f at he
above described two change factors. By using a nethod simlar to the change
positi on detRALANEHGOX rAdGiced inw ithet feamer dntexNadi Rekveer ERGnge 20

i tion deterninatj tjne 24' deri i xel s which i ngl uded in th
[ar get bl ock ATRF i TAeL A g Ao A7 0 PG GAPNEnd SO B RPN Fe-chihge

el i e Sy e sl el 8 SA)pogscol e
20 system.

The rule selection routine 23 receives the motion
vector of each image block, selects one out of a plurality
of rules stored in the rule set file 32, according to the
magnitude of the motion vector, and stores it in the usage

25 rule file 33 as one of application rules classified by
blocks. For example, by viewing the magnitude of the

motion vector and referring to a rule table as shown in

FIG. 6, the rule selection routine 23 selects a pertinent



25 determnation routine 24' selects a predeterm ned nunber of pixels in
order of change easi ness, beginning wth the highest change easinesgg\mm?mz
change position determi nation routine 24" notifies a change routine 25 o
the selected 29 J UL 2002 - 27 pixels_as subject pixels of the

| um nance change. The second enbodi nent “nmakes possi bl e wat er mar k

i nformation | ] S re d i e | ict;y .degr adati on and

i mproved i nfﬁrpnegﬁqloﬁ%sdm%ﬁ\Fag?ﬁot ?/-'%Eey ué%%l :erg'tii%veflt%eag%l'yi ng the first
change factor depend %%E'%%hd“ltd %'ét‘é&‘it Ui el nﬁ%etBr%’EEr.U/ as
viewed as a noving picture and 1 he secon change Féctor ependi ng “upbn t he
i mage state i j 8 254l a il b api a
descri bed ab%ﬁ\;ge.cé}i%a:él (rg?os%btqi%??% unc%ﬁin%\r%%%nbﬁggﬁ%‘ |ea§r4ar?1ﬁtsagg\?\nerslg§a di gi tal
wat er mar k i ndsof yatd Qi G ageli NG AC GO 4iHad the delte firlined arBoderepbsok the
present invention.” Functional blocks 20 through 28 show processing routines
(programsy  exaaiyeddwi ddi red Jdi QaR%SIinG genbl okk.2. AbeBeHiAgakobl ocks
31 through 37 show data files Tormed in the storage device 3. Cofponents
common to thase diardwe ddgisiesandesgeandndnbaodiappntisaddsar rogd waken
reference to FIGS. 2 and 9 are denoted by |ike nunerals. In the sane way as
t he second enbpdirmemtthen wtadd 2 epifdtler 8 3f,r &ire ahalngel posdttione 27

determ nes a change factor of each block on the basis of the property of
the target fdetrarmisnatiwmedas imestad Itheincdetermingssilomésantei nhanghange
factor 2 file 36B. Depending upon a notion vector of each block received
from an int @osttiong| (@ived sy and/23 whEnge deradtitdesr odt each22f a change
factor ad&usxnent routine 29 increases or decreases the value of a change
factor 219 eadM3fR BIQSKS N dhdhJ@aast dFaleril e 36B, and stores a result in
a change factor file 37 as .an a 9 tion change

i J U,L 20 - .28,
factor. A change posit'Qﬁl?ﬁﬁQﬂéﬁﬁéﬁ?iﬂ? %3u5#ﬁ812$s 2§ﬁlﬂgglpﬁ8c8hange
fact t i ha f fu l 7 i i . RI f
o nance_cronid (BoSTAGE | AR dnaibr SHCCERANGE SNBRETLBLEEY, Ol o

a change rOLEeLc“}F &o ﬂ&a#é‘%l%bli%e £ R!r%elt%rgleQ a0 ¢Yendener EHSHSEM rd

enbodi nment , e change Tactor ependi ng Upon the property viewed as a
still picturgodse s Wt idmadut itnfee 2q0t | arcwedtioy thi GhtbsmhbR
property as viewed as a noving picture, 10 thereby a final application
change fpgt oinfermet Rinn (et s Jarpay dfledl dyarged ing elrttibnaiaEoamnation

determ ned. Wth the reference to the first through third enbodi nents, the
i nformati on ferledii Nngetdiechge mbettammE 12i5n ¢ hielne chaingesaiek sitater mat i on
enbeddi ng positions 15 in a noving picture by reflecting both the property
as vi ewed as(HimANEe hidh & enavd fiife RiredednFladed dpedhgsalosei| | picture
have been descri bed. However, the technical thought of the present

i nvention i SERTIRGH (RIS BYREKebove described enbodi ments. For exanpl e,

the technical 20 conceppgll oer;ca%{‘plterle i%r eesaecrlllt OI \é ri |lo%i%%ﬂrl%ef%ggle;sed also to

20 forming the moving picture has 720 by 480 pixels and it is
divided into 16 by 8 pixel units, then one frame is divided
into 45 by 60 (= 2700) blocks. 1In the case where watermark
information embedded in the above described frame is set to
6-bit information (character codes of 64 kinds represented

25 by numerical values 0 to 63), 450 blocks can be assigned to
each bit.

If the above described 2700 blocks forming one

frame is divided into N groups associated with N character



ot her enbodi nents in which information enbeddi ng positions are determ ned
on the basis of two different properties possessed by contents, §ﬁﬁﬁ 33 a

| um nance variation and a color variation in watermark infornatz 20
enbedding in a 25 still picture, and t t her contents represented by

voi ces, other than picture inmages. The watermark information enbeddi ng
execution pragram UbbRR), a e i e di s can be 2 ~
JUL 2002 _ fggfgétébgdbﬁﬁﬁéNrgééPan§9§e6?52§£§€§ﬂ°a€P§ %%ﬁ?%onductor

memory, a CheROM;pay %ﬂbQEtEﬁ?h;@&?&éﬁeinﬁééﬁﬁPﬁ%&ég'yth §e4§§ﬂ@ra”‘”ay be

| oaded froman external Source a nenor paratus of’ t he

enbodi nent %hgcﬁggggéﬁggn5§§gggegegbughéﬂcgi@§ a network. Furthernore, in

t he above descri odi nen the present Invention nethod is

i mpl enent ed by execut ggerObfSBitwape LT BYLi PEEtelh t 6 AHONG APatéind e
central processing unit 2. However, a part of these software functions may

10 al so be ijmFoenmmtied Ry QQGb@QBQth@idnﬁéepl@ﬁ@lh@% @Pdﬁm%§§ $Bsdwd ng out
the present invention includes a contents nmedi um such as a a DVD or the

li ke for redar dungalayediBpkrsatiopsBlitonerbedtitsns nigothenssilinf or mati on
such as still picture data, noving 15 picture data, or voice data in
accor dance wpichutree fwamer bediokehahdr maFoonerabpbel} nghert boilt Spedv it ed i n
t he above descri bed enbodi nents. The watermark i nformati on nmay incl ude
cont ent s nardadermationf ditratinoa serhaas biht posstiepr oblesinamce nis biti on
perm ssion of a once reproduction, 20 contents usage special contract, or
i denti fi cat P& gbtengdt bit ' spesdEssdr quantitveir BLPP! ypPeestioRs i ons.

Cont ent s containin% t he embedded i nformation sgecified_€% t he present
i nventi dif m&Pear-Ldehe bdi SbRi shieRder PEALE R sERT BEMIBAL 00 ERuULIRe 224

1 SSi di 5.As id he f i d i pt.ion,
change. posi tfofs PANGAGs tHegrodtade BISTLE Sresbierrd setER b A usont ¢
change and) €5 o chant rm
content o ABCELEABAR, Swlen™ Ry bYe Ot aPORREL bE0. BOPRERE ulndile i ng
becores possisbliarylhed ByPar gpskagibleqdaatada Lo ket Ophent sonal ues such

as image quality and toné quality and i"ncreasing e survivability of the

enbedded i nfspledmitied bhuthBecRBhge bBstibeoh Gasermbgieidherpieseant2s.
invention is applied to noving picture (e. s. video) data forned of a

pl uralitly ofassti kespilet,uNechaaresedr cadgedcan benemisedded, ipi xa&th st ate
change positions and/or change quantities can be optim zed. As a result,
wat er mar k i framenaisowasetraddkngnfibrmasdpuivability 10 becones possible
wi t hout bringing the inage quality degradation to notice.

Depending upon the state of the image in the
frame, such a block that a luminance change is not
permitted also appears. If a plurality of image blocks in

20 mutually dispersed position relations in the frame are
assigned to each bit beforehand, however, then stochas-
tically it becomes possible to make a luminance change in
at least one block and watermark information can be
certainly inserted.

25 As for the association relations between the
above described image block and bit information, the

relations are converted into a table, and the table is

stored in the insertion information file 35 beforehand. By



~9J UL 2002 - 31 CLAIMS 1. A nethod of enbeddi ng watermark information
by nmeking a change in noving picture data formed of a plurality of gsibgp
picture frames, said nmethod conprising a first step of determining first
change position candidates and/or first;ghange degree candi dates based on a
property specific to still picture, detected froma still picture franme to

be processe@efereeﬁgn@oS&ﬁe QBségEQBH‘EhﬁsﬁﬁﬁEQBH ﬁbf@g?sPoéﬁéfé¥bre

candi dat es and/ or cond change degree can ates based on a property

speci fic t0th@ecﬂﬁ%b@grBh%EHeezéaEQnaﬁngeh”EeéﬁéEéﬁegnf REd And €1 G | &

bet ween i mages contained in said still picture frame to be processed and
anot her sti bk Rkt &hggeeaghtgubgkstep of sel ecting change positions
and/ or change degrees to be applied to said still picture frame fromthe

determned first and segeaddcBangBePadbieofesandbaat sp adi Rfofhd SiomNd
second change degree candi dates respectively determned at said first and

second stepinfatrdagibaubfhaat eapbatradli AgmBepi K€l bLHONISUSET ¥ NOf B
watermark information in said still picture frame to be processed in
accordance wixtimpdei, d8ebatgénfiosmbcans mayg/ be gpphieddegreks watextark at
said third step. 2. An information enbeddi ng nethod according to claim1,
wher ei n eachngpraatdosti | Fuptbeumereradpasteaddefi desochabing ppagklbiy of

i mge bl ocks, and said first, second, third and fourth steps are executed
for each of Wikd iiFage Brecks a3 dasFEiRGE aPO¥RDelti Y abSerpeskible

i nformati on by making a change in novin icture data fornmed of plurality
of still pi&Pur &°Fr §F8TP1Ea; Sﬁ@?ﬁéaecﬁgﬁgl§?n64a¢hFF%?t§¥e%P%ﬁsd%?%ﬁm1n|ng

change Bge! LA e 0dl 0L aeheae, 1oLess RERct PR, PISRSy iy spRBAL ! © 10
blocks beforehand and change pixel states of associated
image blocks according to whether there is a character code
or not. As for the luminance states of each pixel, it is
now assumed that there are, for example, 128 gradations,

15 i.e., gradations 0 through 127. Instead of changing the
gradation of luminance by a specified quantity with respect
to each pixel specified as a change position, it is also
possible in this case to fix the luminance change of each
pixel to one gradation and vary the number of pixels

20 changed in luminance according to the above described
specified quantity.

FIG., 3 shows a detailed flow chart of the inter-
still-picture-frame motion detection routine 22.
Motion detection needed here can be implemented

25 by a known technique shown in, for example, "Foundation of
Digital Image Compression," published by Nikkei BP
Publication Center in 1996, pp. 44 - 47. A result of

motion detection is represented by a motion vector and



~gJ UL 2002 - 32 a second step of nodifying at | east a part of the
change positions and/or change degrees determ ned at said firsg step, based
on property specific to noving picture and determned froma r ﬂaﬂﬂdﬂp
between said still picture franes; and f?third step of making a pixel
change serving as waternmark information*1n at |east one of said stil

i ct f [ d ith th di fied char iti d/
Change. deqr 4685t SORAREL O OF SEAAPAGoUAE of naF RIPRF OFIRET on BY maki ng a

h i i i f d_of L L i f i1l _pi
ranss, sai §oHengs Wore: LEERS PRETSPepelsloE HhHEPRaE M ot Beftitf i ng o
| east one rulgQuy Qb3 liieaklt % n0h Egke@og§§9aﬁggoﬁg%géggé L Dasgg,.on a
property specific t0 Noving-picture derected Troma relation betweeh Images

cont ai ned | Ryaviidy lbigebUeepkiaie 1BuBEeR! ORSELs A SPObELoRL 1!

picture frame;, a second step eterm ning change positions and/ or change
degrees ish gitdctlilon wﬁuqtﬁber%?%@ﬁethEeb r@ﬁé?@?@i,ﬁS€Qc98raa&EOPﬁ%ty

specific to still picture detected fromsard sti picture frame to be
processed an@alshe sd@biensuadwal 1l 8@sbmiReedUlf tReSabH1 WL Lgdet erm ni ng
step; and a third step of changing pixel states of said still picture frame

to be procegeedriptiaind dgbterersdrtbangeippsiétossiandiQrtEdappss &ggr ees.
5. A nethod according to claim4, conprising the steps of dividing each of
said still pinvtemtdohnr sesldnnotabel ddalitey o6 onhgethéomésjiosetectong at

| east one of said plurality of rules for each i mage bl ock; and determ ning
change positions and/ &s shawge ideddbes3for batdreframenhgeated K

10 frames after the target frame is first taken out from the
moving picture file 31 as a reference frame (step 221).
The target frame is divided into blocks each having 16 by 8
pixels (step 222). A first block of the target frame is
taken out as a target block (step 223). A motion between

15 the target block and the above described later frame is
detected, and the motion vector thus determined is
delivered to the rule selection routine 23 (step 224).
Subsequently, it is determined whether all divided blocks
of the target frame have been processed (step 225). If all

20 divided blocks have been processed, this routine is termi-
nated. Otherwise, the next block is set to the target
block (step 226), and the motion vector step 224 is
repeated.

As a result of the above described motion

25 detection between still picture frames, a motion vector
table 220 indicating a motion vector 220b in association
with each block 220a of the target frame is formed as shown

in FIG. 4, and its contents are given to the rule selection



bl ock in accordance with said selected at | east one rule. ~UJ UL 2002
- 33 6. A nethod of enbedding watermark information by nmaking a %ng?§2®?
noving picture data formed of a plurality of still picture franes,

met hod conprising the steps of a first zbep of determ ning at |east one
rule anong a plurality of rul es preparefi”béforehand, based on a property

specific to _novi.n i.cture detected fr, a.relatiqgn _between i mges
cont ai ned i ffe& % {%%ﬂ tﬁ?ﬁaFf&ﬁg'ﬁ5lggL§P6§8§§é§rQWS DRSELARBr stil |

pi cture frang; econd st. f, determ ni ng change positions and/or change
degr ees cangﬁﬁ§%g§4ﬁ1§ﬁ§iﬁa§;z%‘picture frame to be processed, based on a

property specific to ?CI{II Iexpaimg;t& rea%etsﬁ%tw%d ifnr %rPGsaiSd %hiell ilgage frame to
S

be processed and the determn dt Tedst ‘onéTr aré ‘détermnédn said rule

det i ni [HePot i t f this : )
e er”‘n'ngéﬁ%ﬁ%btfyﬁjf%JéYdéji§ %ﬁspg 2@%@%&%& S@E h@giglggeaggégggona at

position an ange degree anong sai usi ng sail erm ne

| east ong rhe; @Gy AUt RRIGRPly TRARGNGaRhiBLds! BECEnEl mdRiEaSti | |

. A
picture franme to be processed In sai'd determn g change positions and/ or

change degrefstof, Ahd WU iRdicHTRavions sipecedy! Rar eaRenBYLPy picture
data wth watermark informati on enbedded therein which is obtained by the

net hod def i ngkdiF iantoig afabdlaeitds bk, sdlettaidd 6Fo&. ohbYi BE Rhet BlecHata on
a reproduci bl e and readabl e medi um cont ai ni ng waternmark information

gener at ed byindisdeest hiod thef iteedyeitn faapene thife clidienselec8iod andtfne923A
conput er program on a conputer readable nedium for enbeddi ng watermark
i nfornmati on takefalkivy a WHangd' I @ )passociiaved wgthi et mpsidat wetoemed of a
O " 50020 mmantity (Abfolute vatue) detedted by Thelinterosriii-d 2 VY
picture-frame motion detection routine 22 from the rule set
file 32, and stores the rule in the usage rule file 33 so
as to be associated with the image block.
For example, as shown in FIG. 6, a rule
15 (intensity specification table) 320 prepared in the rule
set table 32 defines relations between the degree 320a of
change easiness of a block in a still picture frame and an
intra-block change factor 320b. For each block, the change
easiness degree 320a indicates to what extent the luminance
20 can be changed while maintaining inconspicuousness. Here,
the change easiness degree 320a is represented by an
average value of a luminance change quantity per pixel
permitted in each block, i.e., the number of gradations in
the above described 128 gradations a luminance change
25 corresponding to which is permitted per pixel. The intra-
block change factor 320b indicates a percentage of changed

pixels in one block.

If a plurality of pixel candidates which can be



a program section for determ ning change positions and/or change degrees
based on a property specific to still picture, possessed by each é#@fi&
still picture frames; a program section for nodifying at |east a g 402
the change positions and/or change degrgges_determ ned by execution of said
program section, based on a property specific to noving picture, determ ned

f | at.i id i [ fe : [
tor ki ﬁgataclh%rﬂ%%t gl Gl n3lve Ibe@'nCt.f?[zﬁd ifi"bie rBfS’cf-E prgrgf‘l?fc“ on

change “servi ng as wat er nar Inrormati on 1 n east one

of said sti 'r?g/c%iru%rﬁafn{ea”%% Eﬁn@‘i@?&%ﬁ%%s%h@ Aahde oMb EL £6; Chapge

positions a ange degrees. onput'er program- on a conputer

readabl e nedli ¢ of _@ﬁpﬁ%pi t Lbfo i b } change in
novi ng pictﬁpgnggfggfornp gﬁggwglgﬁgﬁﬁgyhg% é??%?e%?c¥%?25¥P§%§s, sai d

conput er pr%ﬂ%%%ﬂ%Qﬁprﬂﬁlié@ %%%ﬁ&ﬁﬂk%@ChEOBuB‘eé@tﬁiﬁéﬂé”Qfaé | east one
rule anong a plurality of rules prepared beforehand, based on a property

speci fic g 0 1mRMInAG R ShamRedelsedesdriibed 2atekat i PReBetYEEN tHBILSOvVe
contained in a still picture frane to be processed and anot her stil

pi cture framesca ipedychansecfiagtoel spetefiiesi pgstbange pospixens svadper
change degrees in said still picture frame to be processed based on a
property spetiahiged anst ithe piectrerce ofepiéreddchangesandtbeiblockege thane to
be processed and the determ ned at | east one rule determned in said rule
det er mi ni ng s&mep;timed a program section for changi ng pi xel states of said
still picture frame in said determ ned change Eositions and/ or change
degr ees. 2 g JUL 20Ghe degisipn ArdsepueBE BlogRam Rdn a- eodpeEEibe
readabl e nedium for enbeddi ng watermark i nformation by maki ng a change in
movi ng pi%t ded-afadrRst dithed 1GYCeR sty SPPEYLoFasirn| tabte u? &0 ragb¥eer i ¢
conput er prqQgram canprising:. a first _programsection for determning first
change posi%i Pdgggg%rs and rul%s go gha% in a bfocg having a
larger motion vector a rule having a higher intra-block
change factor may be applied to the same easiness degree.
FIG. 7 shows a detailed flow chart of the change
15 position determination routine 24.
For each block of the target frame, the change
easiness degree is first determined according to, for
example, the following procedure (step 241). On each
target frame, noise rejection (pixel value change)
20 processing is conducted in such a range that it cannot be
perceived by human eyes and it does not disturb the
reference to contents, by using image filtering having
characteristics described in, for example, The Transactions
of the Institute of Electronics, Information and
25 Communication Engineer (IEICE), Vol. J79-D-2, No. 8, pp.
1347 - 1353. By determining a difference between an image

after filtering and its original image, image data

(hereafter referred to as difference image frame)



and/or first change degree candi dates based on a property specific to stil
picture, detected froma still picture frame to be processed; a second
program section for determ ning second change position candi dates aﬁ@hﬂﬂzmv
second change degree candi dates based a property specific to the noving
pi cture data and being detected froma relation between i mages contained in

said sUill BhLNGR: hEARRARGeDEuBROPEISEC anoqupLher. Sl phar g dyame: o

third programSectio I'ng change positions and/ or change degrees

10,0, S0PL1 b 08 SHLLL Aot snbuani SCam e 4 Sicnd sgsgad chanse

position can €s an SEeco ange

respect i vel yydet gnyed ByrSAidehibStnd! POFERLAEET LOMCAerne d prEONd

program secti on; ourt h™program section maki ng a pi xel change

serving as WBLOENRLECKALOATELreBrbAicaaiaghi thafb Cliiodlo® ¢mbeaptacessed

in accordance with said change positions and/or change degrees sel ected by

sai d thisd pbegtashseahioBhidgeAqGRARYE s PO POA aP1xED Pa @SS £figé eadabl e
medi um for enbeddi ng watermark information by malting a change in noving

pi cture dat pefraifeddofoz prherahirggtofranel | Phéetefesef risyredivsdlsg comeut er
program conprising: a first programsection, for determning at |east one
rul e anong abplver desty ibkdr di€¢fepenpar étlahef drahanintdas epll wra bipy oper | y
specific to noving picture detected froma rel ati on between i mages

cont ai ned i blacksi in phet srmef wapeasothe papgetstvamed delberreining|an
picture franme; a second program section, for determning change positions
and/ or chan@€cydylatedc ¥adgapésPinedavalaes| (lpninapee f¢h@RI€o0 be
processed, based.on a progerty S fci ic to still picture detected fromsaid
still irdge PR LESHe IR o@éggeg aR 'a?n@eiéYlthgrEW% WM FER by said

f1 st Progr g sectkon anduBethLEd, PEORT BLEES!! O abQFagS! PERLATAL | oot

change quantity per pixel of each block, i.e., the change
easiness degree 320a shown in FIG. 6 is determined.
Subsequently, by selecting pixels in order
15 beginning with a pixel having a large pixel value in each
block of the above described difference frame, change
easiness order of pixels is determined (step 242). If
changes are made in two pixels pl and p2 in the block with
the same luminance quantity and pl is higher in change
20 easiness order than p2, then pl is more inconspicuous in
luminance change than p2.
In this state, a first block of the target frame
is taken out (step 243). From the usage rule file 33, a
rule (table 320) associated with the target block is read
25 out. In accordance with the above described rule, an
intra-block change factor 320b associated with the change
easiness degree 320a of the first block already calculated

at the step 241 is determined (step 244). As a result, it



29 Jif L 2002 - 3G change degree anong said candi dates using at | east
one rule determ ned by said first program section; and a fourth g{@gﬂ?ﬁh?
section, fox changing pixel states of said still picture frane t
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returns to the change factor determination step 244.
In the change routine 25, watermark information
to be written into the target block is specified by refer-

15 ring to the insertion information file 34. Furthermore, on
a pixel specified by the change position determination
routine 24 out of 128 pixels included in the target block,
a luminance change associated with the watermark informa-
tion is conducted.

20 In the above described embodiment, the change
quantity is controlled by fixing the luminance change
quantity of each pixel to one gradation and changing the
number of luminance-changed pixels in a target block.

As described above, however, it is also possible

25 to conduct variable control on the luminance change
quantity of each pixel.

As described above, in the present embodiment, an

application rule is selected depending upon a motion vector
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means for changing pixel states of said still picture frame to be processed
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16. Apparatus for enbeddi ng waternmark information by naking a change in
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change positions and/or change quantities for inserting
watermark information. As a result, watermark information
embedding with suppressed image quality degradation and
improved information survivability becomes possible.

15 FIG. 8 shows a variation of the rule 320 shown in
FIG. 6.

In this example, a luminance change quantity 320c
of each pixel, besides the intra-block change factor 320b,
is defined beforehand in association with the change

20 easiness degree 320a of the block. In a frame having a
motion in which a luminance change is inconspicuous,
therefore, watermark information can be embedded in such a
form that not only the number of changed pixels but also
change gquantities of individual pixels are increased.

25 FIG. 9 shows a functional block diagram of a
digital watermark information embedding according to the
second embodiment of the present invention.

Functional blocks 20 through 28 are processing
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320 prepared in a usage rule file 33. The still picture

frame analysis routine 27 stores its result in a change
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For the same target block, in the present
embodiment, a change factor determination routine 28
selects either a change factor 1 determined according to a
motion vector which is a property as viewed as a moving
picture, or a change factor 2 determined according to a
change easiness degree which is a property as viewed as a
still picture. 1If, for example, it is desired to give
priority to the image quality after a luminance change,
then the change factor determination routine 28 selects a
change factor having a smaller value out of the above
described two change factors, and stores it in a change
factor file 37. 1If it is desired to give priority to the
survivability of watermark information after embedding,
then the change factor determination routine 28 may select
a change factor having a larger value out of the above
described two change factors.

By using a method similar to the change position
determination routine 24 in the first embodiment, a change
position determination routine 24’ derives pixels which are
included in the target block and which can be changed in
luminance. By using the change factor set in the above
described change factor file 37 instead of the application
rule in the usage rule file 33, the change position
determination routine 24’ selects a predetermined number of
pixels in order of change easiness, beginning with the
highest change easiness. The change position determination

routine 24’ notifies a change routine 25 of the selected

Y Y10% & ()-bCl; 109%& ()5@0%& ()-109%& () - %d0%& ()- 10t



1gdEbC : @ 10%&' () - S@ML0Y%E&’ () - BFL0Y& () -

L1094 () - S10%& ()- @O0%E () - gRIEDC! ; 9" 1096& ()- @ (f 1096& ()- , o

& 10968 ()- @10%& ()-@ 1096& ()-!- 1096& ()-t  UWKAYNC ; 105 4dgUL 2002
105SL9109%& () - SY7M0%&: () - Sy5109& ();3s! 1096& () - @ 1098 () - XekM ~2YNC! ;
110% & ()-g!, ! 10%@ @& ()-gs" 10%: ()-TS"10%\ & ()-10% & () - % 10% & () - onxVa

NG #10%,8,810 M S 30\ DGelh- MY RO i VBN, I8 )1

| 1 109008 g)- | Q ( o . . .
T I SR OB 5000 0
10%HoHE () TP TBREATT Toraoaao N oo T el ) A W a0k e u
}7<?4 10, H Helyratat@¥nHakd® Ghpéoved information survivability by
5 selectively applying the first change factor depending upon

the motion vector which is the property as viewed as a

moving picture and the second change factor depending upon

the image state which is the property as viewed as a still

picture, as described above.

10 FIG. 10 is a functional block diagram showing a
digital watermark information embedding according to the
third embodiment of the present invention.

Functional blocks 20 through 28 show processing
routines (programs) executed by the central processing unit

15 2. Functional blocks 31 through 37 show data files formed
in the storage device 3. Components common to those of the
first and second embodiments described with reference to
FIGS. 2 and 9 are denoted by like numerals.

In the same way as the second embodiment, a still

20 picture frame analysis routine 27 determines a change
factor of each block on the basis of the property of the
target frame as viewed as a still picture, and stores it in
a change factor 2 file 36B. Depending upon a motion vector
of each block received from an inter-still-picture-frame

25 motion detection routine 22, a change factor adjustment
routine 29 increases or decreases the value of a change

factor 2 read out from the change factor 2 file 36B, and

stores a result in a change factor file 37 as an applica-
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changes in the same way as the second embodiment, and

notifies a change routine 25 of the subject pixels.

In the above described third embodiment, the
change factor 2 depending upon the property viewed as a
still picture is adjusted according to the motion vector
which is the property as viewed as a moving picture,
thereby a final application change factor is determined,
and pixels changed in luminance are determined.

With the reference to the first through third
embodiments, the information embedding method of
determining the watermark information embedding positions
in a moving picture by reflecting both the property as
viewed as a moving picture and the property as viewed as a
still picture have been described. However, the technical
thought of the present invention is not limited to the
above described embodiments. For example, the technical
conception of the present invention can be applied also to
other embodiments in which information embedding positions
are determined on the basis of two different properties
possessed by contents, such as a luminance variation and a
color variation in watermark information embedding in a
still picture, and to other contents represented by voices,
other than picture images.

The watermark information embedding execution

program (routine) in the above described embodiments can be

Y
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software (routines 20 through 29) in the central processing
unit 2. However, a part of these software functions may
10 also be implemented by dedicated hardware.

Another mode for carrying out the present
invention includes a contents medium such as a CD, a DVD or
the like for recording watermark information embedded in
contents information such as still picture data, moving

15 picture data, or voice data in accordance with the water-
mark information embedding method specified in the above
described embodiments. The watermark information may
include contents management information such as contents
reproduction inhibition, permission of a once reproduction,

20 contents usage special contract, or identification of
contents’ possessors and their supply destinations.
Contents containing the embedded information specified by
the present invention may also be distributed from a
distribution source via a transmission medium.

25 As evident from the foregoing description, state
change positions and/or degrees of change are optimized in

the present invention on the basis of a plurality of

properties possessed by the contents. As a result,
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picture frames arranged in time series, pixel state change

positions and/or change quantities can be optimized. As a

result, watermark information embedding with survivability
10 becomes possible without bringing the image quality

degradation to notice.
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(" #109% H( H&' pictuge data formed of a plurality of still picture frames, said method comprising :
a first step of determining first change position candidates and/or first
change degree candidates based on a property specific to still picture, detected
from a still picture frame to be processed;
a second step of determining second change position candidates and/or
second change degree candidates based on a property specific to the moving
picture data and being detected from a relation between images contained in said
still picture frame to be processed and another still picture frame;
a third step of selecting change positions and/or change degrees to be
applied to said still picture frame from the determined first and second change
position candidates and/or first and second change degree candidates respectively
determined at said first and second steps; and
a fourth step of making a pixel change serving as watermark information
in said still picture frame to be processed in accordance with said change

positions and/or change degrees selected at said third step.

2. An information embedding method according to claim 1, wherein each of said
still picture frames is divided into a plurality of image blocks, and said first,

second, third and fourth steps are executed for each of the image blocks.

3. A method of embedding watermark information by making a change in moving
picture data formed of a plurality of still picture frames, said method comprising :

a first step of determining change positions and/or change degrees based

on a property specific to still picture, possessed by each of said still picture

frames;
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a third step of making a pixel change serving as watermark information in

at least one of said still picture frames in accordance with the modified change

pbsitions and/or change degrees.

4. A method of embedding watermark information by making a change in moving
picture data formed of a plurality of still picture frames, said method comprising
the steps of:

a first step of determining at least one rule out of a plurality of rules
prepared beforehand, based on a property specific to moving picture detected from
a relation between images contained in a still picture frame to be processed and
another still picture frame;

a second step of determining change positions and/or change degrees in
said still picture frame to be processed based on a property specific to still picture
detected from said still picture frame to be processed and the determined at least
one rule in said rule determining step; and

a third step of changing pixel states of said still picture frame to be

processed in said determined change positions and/or change degrees.

5. A method according to claim 4, comprising the steps of :
dividing each of said still picture frames into a plurality of image blocks;
selecting at least one of said plurality of rules for each image block; and
determining change positions and/or change degrees for said each image

block in accordance with said selected at least one rule.
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from a relation between images contained in a still picture frame to be processed
and another still picture frame;

a second step of determining change positions and/or change degrees
candidates in said still picture frame to be processed, based on a property specific
to still picture detected from said still image frame to be processed and the
determined at least one rule determined in said rule determining step; and

a third step of selecting at least one change position and change degree
among said candidates using said determined at least one rule; and

a fourth step of changing pixel states of said still picture frame to be

processed in said determined change positions and/or change degrees.

7. A storage medium having stored thereon moving picture data with watermark
information embedded therein which is obtained by the method defined in anyone

of claims 1, 3, 4 and 6.

8. Moving picture data on a reproducible and readable medium containing
watermark information generated by the method defined in anyone of claims 1, 3,
4 and 6.

9. A computer program, on a computer readable medium, for embedding watermark
information by making a change in a part of moving picture data formed of a

plurality of still picture frames, said computer program comprising :
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and/or change degrees determined by execution of said program section, based on

a property specific to moving picture, determined from a relation between said

still picture frames; and

a program section for making a pixel change serving as watermark
information in at least one of said still picture frames in accordance with said

modified change positions and/or change degrees.

10. A computer program, on a computer readable medium, for embedding watermark
information by making a change in moving picture data formed of a plurality of
still picture frames, said computer program comprising :

a program section of determining at least one rule among a plurality of
rules prepared beforehand, based on a property specific to moving picture
detected from a relation between images contained in a still picture frame to be
processed and another still picture frame;

a program section of determining change positions and/or change degrees
in said still picture frame to be processed based on a property specific to still
picture detected from said still image frame to be processed and the determined at
least one rule determined in said rule determining step; and

a program section for changing pixel states of said still picture frame in

said determined change positions and/or change degrees.
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12.

and/or first change degree candidates based on a property specific to still picture,
detected from a still pictare frame to be processed,

a second program section for determining second change position candidates
and/or second change degree candidates based on a property specific to the moving
picture data and being detected from a relation between images contained in said
still picture frame to be processed and another still picture frame;

a third program section for selecting change positions and/or change degrees
to be applied to said still picture frame from the first and second change position
candidates and/or first second change degree candidates respectively determined by
said first program section and said second program section; and

a fourth program section for making a pixel change serving as watermark
information in said still picture frame to be processed in accordance with said

change positions and/or change degrees selected by said third program section

A computer program, on a computer readable medium, for embedding watermark
information by making a change in moving picture data formed of a plurslity of still
pictures frames, said computer program comprising:

a first program section, for determining at least one rule among a plurality
of rules prepared beforehand, based on a property specific to moving picture
detected from a relation between images contained in a still picture frame to be
processed and another still picture frame;

a second program section, for determining change positions and/or change
degrees candidates in said still picture frame to be processed, based on a property
specific to still picture detected from said still image frame to be processed and at
least one rule determined by said first program section; and

a third program section, for selecting at least one change position and
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14,

program section; and
a fourth program section, for changing pixel states of said still picture frame
to be processed in change positions and/or change degrees determined by said

third program section.

Apparatus for embedding watermark information by making a change in moving
picture data formed of a plurality of still picture frames, said epparatus comprising.

first means for determining first change position candidates and/or first
change degree candidates based on & property specific to still picture, detected from
a still picture frame to be processed;

second means for determining second change position candidates and/or
second change degree candidates based on a property specific to the moving picture
data and being detected from a relation between images contained in said still
picture frame to be processed and another stil] picture frame;

third means for selecting change positions and/or change degrees to be
applied to said still picture frame from the first and second change position
candidates and/or first second change degree candidates respectively determined by
said first means and sajd second means; and

fourth means for making a pixel change serving as watermark information
in said still picture frame to be processed in accordance with said change posiiions

and/or change degrees selected by said third means

Apparatus for embedding watermark information by making a change in moving
picture data formed of a plurality of still picture frames, said apparatus comprising:

first means for determining change positions and/or change degrees based
on a property specific to still picture, possessed by each of said still picture frames;

second means for modifying at least a part of the change positions and/or
change degrees determined by said first means, based on property specific to
moving picture and determined from a relation between said still picture frames;

and

10
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change degrees modified by said second means.

15.  Apparatus for embedding watermark information by making a change in moving
picture data formed of a plurality of still picture frames, said apparatus comprising:
first means for determining at least one rule of a plurality of rules prepared
beforehand, based on a property specific to moving picture detected from a relation
between images contained in a still picture frame to be processed and another still
picture frame;
' second means for determining change positions and/or change degrees in
said still picture frame to be processed based on a property specific to still picture
detected from said still picture frame to be processed and at least one rule

determined by said first means; and
third means for changing pixel states of said still picture frame to be

processed in change positions and/or change degrees determined by said second

means.

16.  Apparatus for embedding watermark information by making a change in moving
picture data formed of a plurality of still pictures frames, said apparatus comprising:
first means, for determining at least one rule among a plurality of rules
prepared beforehand, based on a property specific to moving picture detected from
a relation between images contained in a still picture frame to be processed and
another still picture framing;
second means, for determining change positions and/or change degrees
candidates in said still picture frame to be processed, based on a property specific
to still picture detected frorn said still image frame to be processed and at least one
rule determined by said first means: and
third means, for selecting at least one change position and change degree
among said candidates using at least one rule determined by said first means; and

fourth means, for changing pixel states of said still picture frame 10 be
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