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BACKGROUND

With the success and widespread use of wireless smart devices, banks

and financial institutions have turned to wireless smart devices és ameans to

20 provide customers with access to credit card accounts, debit card accounts,

and other types of accounts. As used herein, the term “wireless smart device”

refers to a device with procéssing capabilities that can communicate wirelessly

via an electric and/or magnetic field with other devices, including either cellular

communications nodes (i.e., base stations) or near field communication devices

25 (e, contactless card readers or other wireless smart devices). The wireless

smart device may be equipped with an on-board memory and processing

capabilities and may contain one or more applications that perform different

functions, such as effecting contactless payment and loyalty transactions.

Examples of wireless smart devices include contactless cards, contactless

30 fobs, and mobile phones or personal digital assistants (PDAs) provisioned with
soft cards.

As stated above, in order to communicate wirelessly with other devices,

wireless smart devices may utilize near field communications (NFC). Near field
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downloading data or applications to a wireless device over a wireless or air

20 interface. For example, OTA provisioning may include methods for distributing

new software updates or configuration settings to wireless smart devices. OTA

provisioning may include the use of wireless protocols, such as wireless

application protocol (WAP) or multimedia messaging service (MMS) or Short

messaging service (SMS), to send provisioning data or update packages for

25 firmware or software updates to a wireless smart device so that the user does

not have to give his or her device to an administrator to have the device
provisioned.

In one example of a conventional transaction involving provisioning of a

wireless smart device, the wireless smart device may include a payment

30 application that converts “real” money into “virtual” money that can only be used

at locations that accept the virtual money. This virtual money may include so

called “university bucks” that may be used for, among other things, purchasing

goods or services on a university campus. Thus, if the owner of the device with
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They each may have the university bucks application on their devices, but the
20 child is only authorized to spend the university bucks. The parent may desire
to be aware of each time the child needs to replenish the university bucks
account. This is not possible using conventional methods where the parent
relinquishes control over the parent’s bank account by providing his child with
the confidential information necessary to access the parent's bank account.
25 Accordingly, in light of the foregoing difficulties, there exists a need for
improved systems, methods, and computer readable media for providing for

secure offline account data transfer between wireless smart devices.

SUMMARY
30 According to one aspect of the subject matter described herein, a
method for registering wireless smart devices for secure offline data transfer is
provided. The method includes, for an application configured to execute on a

wireless smart device and that requires access to information regarding an
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subject matter described herein include disk memory devices, programmable
logic devices, and application specific integrated circuits. In one
20 implementation, the computer readable medium may include a memory
accessible by a processor. The memory may include instructions executable
by the processor for implementing any of the methods for secure offline data
transfer between wireless smart devices described herein. In addition, a
computer readable medium that implements the subject matter described
25 herein may be distributed across multiple physical devices and/or computing

platforms.

BRIEF DESCRIPTION OF THE DRAWINGS
Preferred embodiments of the subject matter described herein will now
30 be explained with reference to the accompanying drawings of which:
Figure 1 is a network diagram illustrating an exemplary process and
system for registering wireless smart devices for secure offline account data

transfer according to an embodiment of the subject matter described herein;
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DETAILED DESCRIPTION OF THE INVENTION

20 Figure 1 is a network diagram illustrating a process and a system for
registering wireless smart devices for secure offline, account data transfer
according to an embodiment of the subject matter described herein. Referring
to Figure 1, over-the-air (OTA) provisioning server 100 may communicate with
one or more wireless smart devices for performing initial setup and registration.
25 Initial setup and registration may include, for example, identifying one or more
wireless smart devices as account owner devices (AODs) or account sharer
devices (ASDs), providing each wireless smart device with security identifiers,

and provisioning any necessary services.
For example, the owner of wireless smart device 102 may register with
30 server 100 as the account owner device with respect to a particular application
executing on wireless smart device 102, and the owner of wireless smart
device 104 may register with server 100 as an account sharer device with
respect to the same application. A device that is registered as the account
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embodiment, OTA provisioning can be initiated by the user based upon an

20 action, such as dialing a special telephone number associated with a service.

For example, operator of server 100 may send a short message service (SMS)

message to an account owner device specifying a service number to be dialed

in order to receive provisioning data. Alternatively, provisioning may be

performed automatically (i.e., initiated by the service provider). For example,

25 provisioning data may be pushed to wireless smart devices 102 and 104
automatically without requiring the dialing of a special number.

Wireless smart devices 102 and 104 may be any of the wireless smart
devices described above. In this example, it is assumed that wireless smart
devices 102 and 104 are mobile phones with voice communications capabilities

30 for voice calls and NFC capabilities for effecting NFC transactions. In addition
to voice communications, wireless smart devices 102 and 104 may provide

additional services, such as SMS, MMS, email, and data communications.
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may be anACD for one application and an ASD for another application. In the

exanmple ill usndnaamg that Hﬁg@&éoﬂ hasdhe soleautbarityde pgriormgning §ignsastionsn | s

in Step 105 WbeBReT o and ssRuls Soi SRREarii it bp T Ticige b1

parti cul ar appevied, Odbs@%iéblsﬁs Vadcouas shan@r dediees CASIDY), ifor depagtiatiad as
one of the perm ssible account sharer devices for wrel ess device 102 for

the parti16ul @ppligptiorabpoexampleywireless smajt deves 1AR2reaansii aMeesadse 104
B AUt AR RS 1S BB B AR BRI o0
account shar gfy dgVipafont idsitiiet), e Mpplicdtionfer pabidH ragistratiomplsisoaighb(e.gser ver
100 provides for secure offline data transfer from account
university bucks), and the type of registration sought (e.g., account owner
device). Additionally, as part of the registration, one or more additional wireless

20 smart devices may be designated as ASDs associated with AOD 102 in the
message from wireless smart device 102. In one embodiment, during the
registration process, the owner of an account that an application accesses
during a transaction may provide the serial numbers of all wireless smart
devices that are allowed to register as ASDs or AODs.

25 In the example illustrated in Figure 1, wireless smart device 104 is
designated the ASD associated with wireless smart device 102, which is
functioning as an AOD. It is appreciated that wireless smart devices 102 and
104 may be designated as either an AOD or ASD on a per application basis.
Therefore, the same wireless smart device may be an AOD for one application

30 and an ASD for another application. In the example illustrated in Figure 1,
registration for a single application is illustrated.

Referring again to the message flow illustrated in Figure 1, in step 108

wireless smart device 104 registers with server 100 for the particular



owner device 102 to account sharer device 104. Providing for secure offline
data transfer may include transmtting one or nore cryptographic paraneters
to wirel ewoemanbesdevi ces 102 and 104. Referring again toTiuseonvessage fl ow
illustrated in Figure 1, in steps 110 and 111 , server 100 may transmt one

or nore securit |dent flers h as cr I
smart devi ced Eﬁﬁausfeeg’tf@%sﬁ\ﬁé“?ﬁ @gﬂ aqr'?ae} éerz?ﬂﬁﬂﬁw&[?oﬁ:s

For exanpl e, getrm%a@g%’g‘s%@f r)%/l"ﬁéw@%tf@rr whfébésé d@%ebﬁ)z" RIrThy PArt|HOD 102

in step 110 receltve diversified key 2 in step 111,
where mast er dpplicdtiam dsatvern80 fregntté«swlzelass: sdidri dewice. 104 agsan ageoditn, t he

term "cryptographi %T[T?rr&ter ers Llnformatlon used in a
crypt ogr aphi ShEFHesRHIY h%PBH&“arlqp fAUORyanpl e, the cryptographic
par anet er smay be n@é‘ﬁﬁrﬂéﬂgésoé}ngﬁﬁéﬁﬂél ‘Poi))éneaﬂm B Féﬁé‘téréﬁﬁétacééumce 102

and 104 in per application basis. used herein, the term"cipher" refers
to an al gori tdwnefrode‘peefmdnamgoen’t:spptarode\anel, mﬂ@pﬁvelwnf@pmtna@w afor

dat Ex | h
advanced: encaRielPy el 19 meyites B Sp SR fihe kg WARSRE TrorE kot
i nformation Rfv%&stﬁé\f& $H 285 aESSuritnBrr diihkd 404! Wévnﬂﬁrg?o@%écﬂi%%fﬂlne

respectively, are 1 ncorporated herein by reference in their entirety.
In step 112, dadta b’hes&arsmaymclﬂdmtmsﬂr@ngaylepemreef}@&mahhlc@ataineiGwﬁOOTA

2ssocl at Al i FPISSaTHEREOUER? 02 Fh 1080 S5 HEHROE I fie ESeRds oW @
appl i cati on, iistRhEd i Phife ), G SlepaPPl aAd Han, sJN@rQQQ%Wtrdﬂémnthﬁé&e dat a

that is direct] y redeemabl e for value to obtain to goods or services, as is
the case wi t imorsugemsity ideptifiersnsach aerca/mgr@phmﬂarém‘@rﬁ uvikeless Bmaibt her

exanpl e, the coun be aul nt,i catl for S abI e
for limted ﬁ%ﬁi oﬂWr{&SB%% fogagﬁ r&s mc?eg%h%‘té%g%ﬁ F

credit aCCOU’Eane' it'“@ éﬁ&e@%@@%d’f&ﬁa&ér RE qsrﬁa%'bétrebélvladfbytﬁ@DbWﬁlrﬁr edi t
linmit or awithdrawal limt. It is appreciated that while only a single AOD

and ASD 4be sttepwi1Orand that AABN4 105y rrceiws dtyesal’wi lﬂay B ia step #1tuvhereacD
utnout depar b0 L B 7RRGR b KRS Ao R e
'g\gsab‘l’\’g' gp ' S‘CFy?ﬁ@g)ﬁéﬁhR:' Paffhelde’s irofené ltagln‘f&i?ﬁatlcﬁﬂdjsea e enptogeiphice
algorithm or cipher. In this example, the cryptographic parameter may be an
encryption key usable by each wireless smart device 102 and 104 in per
20 application basis. As used herein, the term “cipher” refers to an algorithm for
performing encryption and decryption operations for data. Exemplary ciphers
include the data encryption standard (DES) and advanced encryption standard
(AES) ciphers described in U.S. federal information processing standards
(FIPS) publications 46-3 and 197, respectively, which are incorporated herein
25 by reference in their entirety.
In step 112, wireless smart device 102 may receive account data from
OTA server 100. For example, wireless smart device 102 may receive account
data associated with a payment application, coupon application, voucher
application, or electronic ticket application. The account data may be data that
30 is directly redeemable for value to obtain to goods or services, as is the case
with coupons, electronic tickets, or university bucks. In another example, the
account data may be authentication information that is usable for limited

access to an online account, such as a deposit account or a credit account.



transmtting data to an ASD in a secure offline manner, which wll be
described in greater detail below wth respect to Figure 2. Figure 2 is a
net wor k dwegoamipdeBustrati ng an exenpl ary process for tpamafsesmwiosspsdat a
between wireless smart devices in an offline secure manner according to an

enbodi nent ofthe subject natter, describe erejn. Referring.t i gure 2,
W rel ess snnr-qhedim"t,eg 6955 rqqycgpeac?q?spﬂ‘nfgi '8a"m|5?%3?ym'at ?Pq%ét &mﬁegggs

smart devi ce wWithtrawahlimtat near field conmmunications are possible. It is
appreciated that for a particular application for which a wreless snmart

dev ihce has been ddbtisgyapp@siaind Abat WhHe aidyiagsiagledAREDaRdyARB: acosheMincat e
ith OTA 100 ' I+ ' , ; :
abpl i cat i on (HUIBEASRS NS A8EHARY witd SBARELROACH ARnbIfUatAERERT® ,

can acces$§ tlirei sdopenefithe dubjedt malttenalesedbed rimreser Weowd@sl, vAthin rarlyess
smart device that is designated as the ASD can anl btain the account

i nfor ma]t i on IApSPei@liest PP ansk AR hiere r"BﬁYtbﬁa%ﬂ oResHBLht WAIGH t5h t he
. P . | .
particul ar anegb&%.%@na%ﬁ%fgg[gdfgggtﬂsme SHETR! My gRySaghct! cepddie st T at ed

in Figure 2, In step 2 requests account 102. For
exanpl e, wi t Hransnhitingaddia kd anASD ina seswe offlibe olenneppihichwilbipe desbibEg nay

request a transfer, of virtuyal ne | ... uniyersity bucks) when his or
her account i'8 g!r%qy_er pﬁtqll§%5\p5w\g”@1 r?%@écwﬁ’aﬁ'g%ep ndi ng on the type of data
and/ or applicati Omiga@g%ta AHBBvERYdiagramYlnstiating a0 @XERpisry prockse f@IaS(eI) of

an anonynous request, the data can be used by any ASD associated with A
102. Al t er nattransferrinpatata betwerrywiralesssmeart devices & an oflineseaungypanneised)

by cci at od asapraihg fash Rb BTN PERHb R Faver stk Affings 154
initiating a tbr HRSAS D, Airalbdd sifdht HediceOl O lis avdradd B NdIfysidat | prdkiRgty faut not

limted to, AOD 102 bei rh%cpnfigured toinitiate a transaction with ASD 104
may al so be iwip¢leasamad deviaeolA2 sughdhat heprfieddcemewiesionsrare pessibls.- dtt

Channel 18- edt abpIEiat tatdor AR B AbBflen BatbEnRlond Mo ERSBHRIERE S
ai r i nterfacodsiidmesigRatel BNASDENS dueignaic ASIDMEY ot comffunitatentinyi de_a

secure conmuni cations channel between a wreless smart device and one of a
wirel ess smar@TAesewer r tlide, oklaiy aiccopnt dnfermationy eueesikovghrthegsamee over

an NFC i nter fa%cpﬁ"lt:a%f&q itl%Hs‘execu‘tes on a wireless smart device designated as the AOD

can access the information in an online mode from server 100. A wireless

20 smart device that is designated as the ASD can only obtain the account

information by requesting the information from the AOD associated with the
particular application.

Referring to the exemplary message flow illustrated in Figure 2, in step

200, ASD 104 requests account data from AOD 102. For example, within the

25 context of a university bucks application, ASD 104 may request a transfer of

virtual money (i.e., university bucks) when his or her account is low. It is

appreciated that depending on the type of data and/or application, request 200

may or may not be anonymous. In the case of an anonymous request, the data

can be used by any ASD associated with AOD 102. Alternatively, for non-

30 anonymous requests (i.e., serial number-based) only a single pre-identified and

authenticated ASD can use the data. It is appreciated that while the

embodiment shown in Figure 2 illustrates ASD 104 initiating a transaction with

AOD 102, other embodiments including, but not limited to, AOD 102 being



cryptographi ¢ net hods and systens nmay be used. In order to convert
unencrypted data into encrypted data, and back again, one or nore

crypt ogr apbizeikayesand associ ated al gorithnms nmay be use@cTius2009/0853ps eci at ed
that a different key nmay be associated with each of wireless smart devices

102 and 104 per _applijcati.on. sui.t abl e key o et Kk

crypt ogr aphi &Oaf'g'g%dt fenindiaje @emé%'ﬁ?tperwg% %@@@ﬂéﬂ%}’ ﬁﬁ§i5g3&p§$¥%tﬁgf er.
Exenp! ary pu 'itffou%@géﬁﬁ\r o Ghe 3LIPE 'offm%sﬁk\i}gét MBitePgedttBRdHdrbinnow be
escribed. Public-ke cr39p_t ography,” al'so known as asymretric cryptography,
uses a pair of cr\ptstey 20dithelsegareoffling camiemicatidna channeltie ektaplisbed.t hat

the k d t a. di ff el f t k \ d decr. it.
The prvat o REP FaMRBBIcAiatear et Ieat ReSibmay e gnialy THer e igom
di stri but gd. Wﬁ&&%@dﬁ&ér}am&ﬁcaﬁoﬁ_@. IMBrde b pfoviya a86Lire @BninliNicatons

decrypted wt e corresponding private key. It is appreciated that while
t he public amthapnelbetweenya wirelesssiraart derigelandeene af a yireless gnarsleyioeey

cannot be derived fromthe bl i i, cati ons
channel may g&a ‘?re3?_@'(?rt%%@éﬁ”ﬁﬁ?ﬁé&@?“%@%@ PGQ&? %&eﬁfa%%”?ﬁs% n the
exanmpl e i || ugrystbgraphic Mhéhbas 2andVgyeterhs raaprie dgetice Id (dtderyto egmivept t he
account data wth the public key of wreless snmart device 104 for the

particul ar appleneamted, datad inter enerptedredatadand dack4 agaip, deks ypt e

account ta ' 2 Y . L el I G&; he
particul ap?_ ét@ﬁﬁd&ﬁc R%ﬁs %&dé?%?%crlﬁ{eg%@%@@%n@??g% e;%}:ﬁf ﬁ@géa% r%(\’c}ét or
ensuring confthgdentiferertkeyPrdy bé aksycigrRarwiti éath olyirelesosmast dbvipeisal02
signatures for ensuring authenticity. For exar‘rEI e, a nessage signed with a

g autn . )
sender' s pri \ae1@dpet appliisatioar iAnesuitapla pybliekansr facrehkey SeyRtegrapbic

sender's publj | : %95 éhqé tered
during t ransn%lggljiﬁﬁﬁ n{a&eéfgg%cgmf\g%c%%%ﬁgﬁggﬁﬁ i gﬁ??&, laagﬁg%'? smart
devi ce 102 mehdssqmet key algodthmhs tredtanay bé uskd will noat ek dgsaribed. r el ess smart
device 102 so that_the data can be verified by wirele rt device 104

S S
usi ng t hd2publ i ¢ KRYPliSHkeY; GrepOGEAR YR ASOJE slwmrﬂpfr@r%[? GERNY: U et
key cryptogr Al : ;%y i VYHdCe , '
secret key f%%&ﬁ%@ﬁ@%ﬁ%ﬁ% nd%ﬂg}%t@gn. Inbgg%arée%éiﬁg? tg?flip%%aphy,
bot h sender amsgdriecmicngt amessdgediffereframdhetkey et to dedypt to The phixatse
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encrypted with the public key and can only be decrypted with the corresponding
20 private key. It is appreciated that while the public and private keys are related
mathematically, the private key cannot be derived from the public key. As a
result, a secure communications channel may be created through the use of
public/private key pairs. In the example illustrated in Figure 2, wireless smart
device 102 may encrypt the account data with the public key of wireless smart
25 device 104 for the particular application, and wireless smart device 104 may
decrypt the account data using the private key of wireless smart device 104 for

the particular application.
In addition to the scenario described above for ensuring confidentiality,
public key encryption may also use digital signatures for ensuring authenticity.
30 For example, a message signed with a sender's private key can be verified by
anyone who has access to the sender's public key, thereby ensuring that the
message has not been altered during transmission. In the example illustrated in
Figure 2, wireless smart device 102 may sign the account data with the private
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algorithmand its private master keys 110, wherein keys 110 and 111
associated with AOD 102 and ASD 104, respectively, are different). In

Fi gure 2,weanwanodk®0 nmay distribute the shared secret kegrius2@ewsmes 102
and 104, and the devices nay use the shared secret key to encrypt and

decrypt the information for the secure offline data transfer, Returning to
the message Kepwfiwiraless smagiqvice-102 se that the data sandie verdiesiby Wdf&[eésmay be

transmtted fro ta. ' ¥ ommruni cati ons
channel . Oontshéﬁ ﬁ%{:ﬁ%&%}ﬁ @%gé%lr%ﬁt%o@@@%%%g\%ﬁ%é?\h%&agogr ansfer an
amount of uni ver siAierhatiledy,t sedED K4 cryijtographya alsy knowudes syormetcianpl e,
an aut horization code for using up to ijhe transferred amount. By . limting
the ability &fYpiegraphy, veesasingleseeret P&FOTARPBP ePSEPSRNARd i%ﬁw%tmn'a to

OTA serveg 1%@creg?§y %Bﬁ)&c?@?égﬁ? 55tR SeRderd ngei‘cdéf\@r Mg kﬁ@\ﬂlttﬁéke@r‘é?kefiﬁ[)

104' s access to hg server 1 or a particular application.
Figure 3 is ardettomxchdhgegmdionmatians trartexampe AQR 1PRangy dyrerrissifdefingddi ng

accor aing o cPreEd BesE ke oSS APA S comcyalion BEq Predepfinined | °°
according to _

Referring to Ji i devi 1 o _ I
been d;s?gnat{%&géﬁA%deA%e‘i@e?'gigpg)gecrt F%%f?%od%gﬁgﬁ} #ﬁisatlﬂwe EWRESTY

set up/ r egi st raasboiatedivith AD 402 aaddSD d0d| reBBstively abediffessrdhin Biguend/ or

exi sting ASDs may be renoyed fromtheir assocjiation with partjcul ar, AGD
at the in8trseryam Gk maggistgbuterihe %%ﬁ@gre?kexg{% e¥ges 1@?@d[et§£§9§’rt
devi ce 102 | DS e ' Sasd®derfigtvinee 104
as an ASD aﬁ“%e&%%%%tén%r. es'é fh‘é:%g%%% Isgf'reezs ngﬁr(‘{[ern%gyﬁ cae 300 Qgﬁ an ASD.
Thi s may i nclinidemation ot thegecures effinee da@dtransder ypi ng/ sending, in real -tine,

t he serial nunber of the ASD to be add or, r ved. | n response, to
recei ving i nstructé)?;HE“'E‘% ththPeﬁﬁe§§%9€ &h%PNef"é@EgE%.r"? Fg% Fce HbﬁEeH 04, ep
304, server oRYd&8rhagbalt ns‘t“ﬁll(iftéél%%\ A 4086y ASDH 164 uaing tAk sasgeei at e

(i.e., renove) Its cryptographic keys. As a result, wireless smart device
104 may n6 | wifiee dencesicatianedchasneh G8btingingdhataxanple eascribad abpye, a

fat 2 {rom ACQBANIH TRy RS o pIGHET GERRGPTSIHP &ke o e 6y it B8
device 300 Mgya¢pridde o Skambpik Uan 88tHdRizARSh code for using up to the transferred
amount. By limiting the ability of ASD 104 to use a particular application for
connecting to OTA server 100, AOD 102 may be ensured of maintaining control
20 over ASD 104's access to OTA provisioning server 100 for a particular
application.

Figure 3 is a network diagram illustrating an exemplary process for
adding and removing a wireless smart device after an initial registration period
according to an embodiment of the subject matter described herein. Referring

25 to Figure 3, wireless smart devices 102 and 104 have previously been
designated as AOD and ASD, respectively, during initial setup/registration.
Thereafter, additional ASDs may be designated and/or existing ASDs may be
removed from their association with a particular AOD at the instruction of AOD

- 102. For example, in step 302, wireless smart device 102 may instruct OTA

30 server 100 to remove wireless smart device 104 as an ASD and designate (i.e.,
add) wireless smart device 300 as an ASD. This may include connecting to
server 100 and typing/sending, in real-time, the serial number of the ASD to be

added or removed.
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by registering with server 100. Thereafter, in step 308, server 100 may

| ssue one or nore cryptographic keys, which may be received by wrel ess
smart dewvoeodlQo@sd used for securely conmuni cating i npem/ustédoiossssaanner
with wireless smart device 102, such as via NFC. For exanple, key 3

recei ved by ASD 300 in step 308 may be a diversified key that is different
from master key 1 Ih&esnonsg tp reaaiWpg iNgirustions fa Hnsregisier Wirplesgsmagiqgyice 4 | s
a network di am L] u ' i ' indi N
oggi ng. ands qEXal sl $od Serpe 0 Miay ik rSakich wireies Sinafeucifte T0G ! N0
transfer accafighissgciate ére. erdmoleyatstcrptogrephickeyect Asatresult deiseleshenanter ei n.

Referri to Fi 4, ti I i ' '

Tobi | | Rgtfm&qév%&f% maf%"mm@y""“”géé‘t?ee&‘é‘%ggé 5 RE e sosrled iR Ttz . ©
exa e, t Trar=m ' '

orart devPeedondHaHidid ApaiacR ad HERT ElhcSTORIRY iin RECIFR Atbahess

accounti ng (idata from A©OD NDRdaBesexfure oéftisé erariner ASD 104) and | oggi ng

i nfornmati on 402 to OTA server 100. A ti d | [ i nf ' 402
mmy i ncl ude 1 nf or NRSIRRSOR SIS SMAERVISeSE 9V RYNTIR S SRt dRpen ASD

communi catin )i hHedrStd | ' SRr 1 t
automati cal | ;q/)flge E)ggg?éog %Patl n%ﬁdc?:r]@é%églémgﬂ)ﬁ%% For 15@#3?2?%” >
accolun: i ggdamhd oggri?rg érpprognaghickeyd2whinh inaylheleedsived hy wirdlessramash,
conpl ete ata transfers, at ted data transfers, appljication .

i ](cj](caln_t i fi éps, dqvifes 880nd H%Cs g&fﬁﬁ%ewrﬁ%vwmcaﬁng Andin peing MANNEL Mt ecur e
o] I ne data .t b I : dew i

generate a cr‘@'ﬁ%gg‘% ggﬁgle (?:éé\ﬁﬁ]? %'a@e&f%a?'g?gﬁcbﬁgﬁ?mﬁ%&?? Fsgé};é{yéa; & 00 for
accounti ng orASD@D0Q siep POS ewmy be aidiveapified keptheat is Hiffierewtifram swasienkeyng and

| ogging information 402 is tra 1 tted by 2 in the enbodi nent sh [
Figure 4 , ackfﬁﬁ@d‘!%‘%ﬂjﬁpIHQQ?Q'}[Q%H"%%PW&%?C@H%)ROZ may al so beltransrsn' ?}tM;dl "
byASD 104 to Serveﬁéigét%% lida ¢ hﬁérkﬁgg@‘éhmﬁéﬁamﬁé Q%p%?@ééﬁib@ﬁaﬁﬂ%;{é"e

scope of the subje matter descri erein. Figure 51s an interna
ar chi t ect1r e for popvidinglogging aed/es aceountingdeformatian essaciatpd witlaa véraiess ment

of the subjec tter described, herein Referri to Fi | S
smart devi ce ciqjgnt@gﬁf%reagwdm fo,BneEmppdiment @ﬂg?ts“lﬂﬁﬁg@%ggbg%éﬁ%&
communi cat i Nghael) REFefAIY £AFiYFe ArdbcBlRfig ¥hd Rty MGHatidevhay be seat NFC,
as well as being capabl e of being designated as an AOD or ASD on a per
appl i cati on Hasa sobilernstessk eper ordéwgéaﬂezamurm@ﬁmdaw transfer. For

example, after secure offline data transfer session 400 between wireless smart
20 devices 102 and 104, wireless smart device 102 may transmit accounting (i.e.,
a certificate of transfer to ASD 104) and logging information 402 to OTA server
100. Accounting and logging information 402 may include information
associated with identifying, measuring or communicating economic or statistical
information, and may include events automatically recorded relating to any
25 desired metric. For example, accounting and logging information 402 may
include billing information, completed data transfers, attempted data transfers,
application identifiers, timestamps, and service information. Additionally, each
secure offline data transfer between wireless smart devices 102 and 104 may
generate a cryptography certificate that can be sent back to server 100 for
30 accounting or logging purposes. It is appreciated that while accounting and
logging information 402 is transmitted by AOD 102 in the embodiment shown in

Figure 4, accounting and logging information 402 may also be transmitted by
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application processor 500 for perform ng various tasks such as receiving
i nput fromthe user, managi ng comuni cations w th server 100, and

di spl ayi ngoaowmapeessnt er f ace. For exanpl e, user interfacectspoos0zsssny

i nclude software instructions executed by application processor 500 for
allowing the user to interact with wireless smart devic

i ncl ude receiABRJ0AREerver 30 H RW&&WWHPE%WWBOU&HBPESQSQWﬂ}fSCOPe
i nformation g)qwﬁ? %@%%\a‘?ﬁggtﬁ%egm'g@heﬂeﬂ‘ addition to U 502, nodem 504 nmay

be associate : | on processor 500 for communicating with MNO
506. Modem 504 nayFigunel 5idear intanmdharchitestizendiagramafl @ winsias sroart glevice

combi nati on the f d bl k
pr ovi des serﬁ%égdqﬁ%tmﬁﬂgogméek&ﬁéuﬁ@?jﬁéﬂﬁh@%‘% : tve\gé'@' é'?f’i@lr utjgat
Server oR SrFa}% Sgywﬁe%%lsd#bl i 2 PO RE DY &y BhieIESNirdl&s smart

provi si on| ng wr S snmart Vi a M or UMIS networ ks. Because
conmmuni cat i ormvmetdapabﬂe/efrcommmnmltmga@thwc@ﬁ'élsaqu arshather woelesapa@rt ons

t K, t t d 504
por for med ondaHISESA T NFFeRSANSl AP DGTTR GApails £ Pengpiqgtedps A AQEor
el ectronic chigp ?%Z{e“g’ 'h@aﬁﬂ?pbbﬁsdQMIrél%%sfs%ar?ﬂévifcbnﬂ)ﬁ meyiintlegeidny and

security of persona For exanpl e, CC may include a central
processi ng urapph(;ﬁlﬁm) praoeaslomcyfqmm:)yﬂm&wkousm@mtwb@s@Cwm!?P?PAM
electronlcall sabl e grannable rea

fame PeE:

i nput / out!But Tl € YSEEUTMRE 2RI FARTIENF BH? W §%W8¥élf@8ﬂ%&'@@ﬁ%a For
exanpl e, in %%rﬁﬁ@rfa%sne&? é%n\?\g%b'ds%r GREFHES ¢Bl) 505 n(a@SMcIdHét woftlyarea Ul CC

may contain a appl i cation e in a universal nob
t el ecomuni cahstunrﬂnowssbmuu@&WbS)amémamm proeesispC808eipr @cﬂnwmgwtfw useier sal

GoM robi 1 ¢ phblesscw iiREEP S arEoRdes 108, THiS TaRgclidr MoriMhd okl ol ' "
securely Stof{flééﬂ‘s%ecfs@;o‘(gﬁﬁ\ﬁlH%ﬁ(ﬂ Rlayisy inffdiMRtiontsred cﬁébla)d@KBtlshMM? In

subscri ber. IMcards 1s mandatory in GSM devices. A USIMis an
appl i cat i16n faﬂdliprm fooUh502, rodeil mayths agsosiated wilbtappisatien pEpeessled on

2 36 mobi | Shior oRBintoking S RN Ph8: Bueieit B Ay Hed Y veian @l 002
o or mat i on, autﬁ@ﬂf?ﬁﬁ{%ﬁﬁ“ﬁ?%??%ﬁ‘”‘f@“dﬁ“&w RO 808 fap ks ber
ext
any suitable network operator that prowdes services to mobile subscribers. For
example, MNO 506 may include server 100 operated by a cellular telephone
20 service provider for provisioning wireless smart device 102 via GSM or UMTS
networks. Because communications with server 100 includes accessing a
remote communications network, communications between modem 504 and
MNO 506 are said to be performed online.
A universal integrated circuit card (UICC) is an electronic chip card used
25  in mobile devices for ensuring the integrity and security of personal data. For
example, a UICC may include a central processing unit (CPU), read only
memory (ROM), random access memory (RAM), electronically erasable
programmable read only memory (EEPROM), and input/output (I/O) circuits.
A UICC may contain several applications. For example, in a global
30 system for mobile communications (GSM) network, a UICC may contain a SIM
application, while in a universal mobile telecommunications system (UMTS)

network the UICC may contain a universal SIM (USIM) application.
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nmessages, and contact information. USIM 508 may include one or nore
applications for providing different services. In Figure 5 USIM 508
i ncl udes wppbimEdéedns 510, 512, and 514 including, for exagsh@9/ 083554
Uni versity Bucks application as described above. One type of application

t hat t | 1] . '
paced o M FARE(r /- ssarbet Reranamonkie AR} i R Ueed Gt TREHE GRoRcs
prot ocol s a”qmﬁéﬁgg t?é sB Forl B! arlP bttRPRICrFiBés aBEuRIY ‘é&dr@'tﬁé e8!

devi ces. The standard can support a w de range of plications
such as cont aubbettsenieyn@S|]) Lsgdte wemmauwmﬂmpmemsamf SFM@I%&QSWQ
coupon, access contr ol anm ng. The M FARE(r) standard conforns to
sonme, but notm%nq?a OB‘r'“tﬁgw § $pecification. Al though there are sone

di fferencgs between gsfhMsagd AiPivatias fobqseriitid, UMITS hesbile” @ldfhorsf er s
to either a SIMor USIM application. Also, although it is comon t? use the

terns SIM u@mtnmam@@orﬁdmmmggaamﬂ cards‘qqu%lymeeﬂﬁsi intoya wirelgss g.

software or fir at, exec ed
herei n, the tsé?%\% %E" Pgtﬁéirss ?’?ﬁﬁ’?’gﬁﬂéh%n Whl| lgwgsror% 'jﬁé?hﬁ)a J?lzars to
an appl i cati QBglE:HﬂéhtﬂQ sﬁb”re&ihﬁa bﬁyﬁwr@rd h&@:mﬁlbﬂﬂﬂ&rFBﬂéxamylel bSIMde any
sui tabl e hardware or software for comruni cating wth other NFC- enabl ed

devi ces u5| ngﬁQﬂ:CL'naNFGiodf@nWbﬁqT@erSWrﬁwlqnncﬁU@‘@nt'Fi‘ﬁorb%af%m iopoNEXiRAM  a
power su ace for communicating wth other
devi ces |a_ N@%é%& gg@l’l Qg%tﬁﬁé)hﬁ,g (M:C enabl es the exchange of data
bet ween devi ces ovgSINg BOBmAY frichideené appiavs applicatidresipr pyoviding idiffedent
nodul ating a radio freq@enc field which is received and i rpreted by

¢ §1% ad

ot hEvathgamléeﬂe\ﬂﬂ §;’T€NI5(:U%‘%ﬁ@ﬁéﬁcbﬂﬁﬁf%ﬂﬂ#?méﬂgg W zed

in

st andards i ncﬁﬁahﬁg %% % .%’ 8(gﬂgﬁtﬂggﬁﬁé%ﬁ@ggggﬁaglﬁl%g%e dﬂ&vﬁﬁ: :apg

l( gcog; p?r ated t p% % apbucatm‘nleﬂhgnmw existhan a vrdlesesyartevideista pontactless sal e
er ni na may i nc

regi ster), keyﬁ‘ﬁﬂ'caﬁm%@%ﬁl(’gﬁﬂ W‘ exa%&%’ﬂegsw&'? dev:’?ﬁ? Lf%aéggﬁ9t cash

reader 1s Cap@&ln%sﬂirofo%@@é}gi rgayma Fmﬁ%ﬂéepliﬂ%@oﬁ@éﬁhﬁ(@l&%@h%aﬁt

devi ces, or an er contact type device. |In one enbodi nent,
Wi rel ess dewwlazwdé'helMH?AﬂE srtandmdcdaamsuwmt aewidierangs 1§ applications

such as contactless payment, loyalty, public transportation, ticketing, coupon,

—"-)

access control, and gaming. The MIFARE?® standard conforms to some, but
20 not all, of the 14443 specification.

Although there are some differences between a SIM and USIM, as used
herein, the term “SIM” refers to either a SIM or USIM application. Also,
although it is common to use the terms SIM, USIM, and UICC interchangeably,
a SIM is an application (e.g., software or firmware) that executes on the UICC

25 hardware. Thus, as used herein, the term “UICC" refers to hardware, while the
term “SIM” refers to an application running on that hardware.

NFC controller 516 may include any suitable hardware or software for
communicating with other NFC-enabled devices using NFC. NFC controller
516 may include, for example, ROM, RAM, a power supply, antenna, and an

30 RF interface for communicating with other devices via NFC. As described
above, NFC enables the exchange of data between devices over short
distances (approx. 4 inches) by amplitude modulating a radio frequency field,
which is received and interpreted by other NFC-capable devices. NFC is an
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may W rel essly communi cate with NFC-enabled wirel ess smart device 104 via
NFC. Figure 6 is a flow chart of exenplary steps for providing for secure
of fli ne awoumioig@a transfer between wirel ess snart deecras2@o083584 ng to
an enbodi ment of the subject matter described herein. Referring to Figure

6, at an application configured to execute on wrel e S I ce and
t hat dr equi r eSpgardatformiachnslogystaifardigad & %&@‘h‘%@@é\ﬁﬁgq @ %ﬁgﬁ 6t

resi de on the w L C&icti ] d. In
bl ock 600, a M REIfes 2R AREl SBK SHisthy Starklar I 1840 B o BF s uner
devi ce (AQD) IS0t 15693 edrvkFeli@un] whichcaresincoparatedazreimby irefesemes Inotheir
wherein the ACD operates in an online node for obtaining the information
regar di ng t h€NHERYYunt fromthe server and operates in an offline node for

transferring the Ckﬂéép?ﬁgggﬂ'{ BEs1B P oS YMink 5 Fd rHaWﬁélulég,efoﬁéﬁéﬁ]bfé?@!

device via a secure o data transfer using near fie conmmuni cati ons
(NFC). | n bl adkelé§2devitereader, cash segisted, keypside andstiaplay d dVireless slevice

regi st d h devi ASD ith th i
ASD oper at e« reAGETBA TV IRANGIRACRS [ Rt PP R MRS AR ARG BE T g
the account férfaﬂsuémobgé %!}evw;l;emé,fd)reé‘?ﬁ/ SHBF dorfiSMticae paytdrieyiadavice. ofbfdriene

data transfer using NFC It | be understood that various details of the
subj ect mat t embledinanbedireleseideviegyrepdetinghugied inimaewhantBRL tarminali®Id t he

f th bj d i b ' '
descri pt 1Bn 18oY bt pRLETaHe ANt Pl SaR o ios TpRER ™
purpose of liNggation. CLAIMS What is clained is: 1. A nethod for

registering wireless smart devices for secure offline data transfer, the
met hoddcorrpri si ng:Figore Gis afpw chart obaxemptarysiees ferPrayidingder ssuie aifing ess
smart devi ce and egul ..o i LGin@Nn unt
t hat does notaqugf\ggc}a&% ﬁ#@éﬁf r%q@ggﬁs‘t’\n@ﬂegge\gﬁgg ngggg'ﬁé&dﬁgﬂnawt?ﬁ&g

server havi ngirﬁgﬁ@imérﬂ@ﬂtﬁ‘@smﬁjécf mttéodes@gmddmgim hReferdog td Figaré Br at
W rel ess smar evi ce as an_account owner device (AOD) for, operati | n an
onl i ne nd@e fan applicatiamgonfiguredstor SERGUR %Qa‘f"lﬂ?'%@st%@a’g af‘ﬁgﬁ?t he

server and f qreqﬁﬁgé ak:A thnformation regarding an account that does not reside on the
wireless smart device, the following steps are performed.
In block 600, a first wireless smart device is registered as an account
owner device (AOD) with a server having access to the account information,
20 wherein the AOD operates in an online mode for obtaining the information
regarding the account from the server and operates in an offline mode for
transferring the data regarding the account to at least one additional device via
a secure offline data transfer using near field communications (NFC).
In block 602, at least one second wireless smart device is registered as
25  an account sharer device (ASD) with the server, wherein the ASD operates in
the offline mode for receiving the information regarding the account from the
first wireless smart device via the secure offline data transfer using NFC.
It will be understood that various details of the subject matter described
herein may be changed without departing from the scope of the subject matter
30 described herein. Furthermore, the foregoing description is for the purpose of

illustration only, and not for the purpose of limitation.
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an offline node for transferring the information regarding the account to
at |l east one additional device via a secure offline data transfer using
near fi elwocommmiesati ons (NFC); and registering, wth Poeseswessssat | east
one second wireless smart device as an account sharer device (ASD) for

operating in the offline node for rece@\éé{?\g the information regarding the
account fromthe first wireless snmart 2 via the secure offline data
transfer using NFC. 2. The nmethod of claim 1l wherein the server conprises
an over the é/ghatriﬁé‘\'ﬁ‘meé‘riﬁhg server for provisioning the first and the at
| east one second wireless smart device via an air .interface. 3.. The nethod

of claim 2 wHerei M Mefhed iriragistarng wirgless smarhdevises rsecfr.otlingdafe
Wi rel ess smart de\ﬁia%%?erv“'tﬁehmtehﬁ]os@6%?58555.C! udes transmtting nessages from
e se

the wireless snmart devi€es to ver~via the air interfa}ce. 4. The
met hod of 5cl ai m 1 conprfosiangapplicatibe comfigared to exesptenee a wirelgfisss@eiing t he

first wireless snart . devi s the account .owner.devi ce,. granting..t first
wirel ess snart de\ﬂeﬂ@%@g@@?ﬁgwrﬁé ageeeR N iOWBP%[q%ﬁ@'ng?nﬂqgoﬁ%tttﬁ%d of
claim4 comprisi NgioedindtiesidBIoffihe wifeless BRRFEId:eTi stering the at |east

one second wireless smart device as the account sharer device, preventing
the at | east one secondegistarings swithea tsefieari bavingnaae’sss 40 rijet IOMat®at i on

regardi ng the account via,the onljne. nnd T '

conprising, at thdedaidigthe qpqugt&ej ﬁt\?’@él?g%ﬁﬁr\gﬁr%%%%%na?{e%%&% }e]g%\&r%%rsage
fromtheqpi rst w rhfses AOD) félevperatingnire Girs odlinegmidde #r bbtstingnthesecond
W reless smart device as account sharer device for the particul ar

appl i cation. 7. Trefommeation regaiging the1acsonpt fremine senvpand forpperatingdn ne
1 : cor. ove _ .
bet ween tne 11t SRS S RierinG e R Mhalon BediAh frd ddbtinbto,

met hod of cl ai m 7 atheast ond addiiohtl dedceaiaaameeuse biftime data Fransfer using udes
transmtting cryptographi c paraneters h?: the first and the at |east one
second wirel ess  srigar figld,peramunications (NFC); and

15 registering, with the server, at least one second wireless smart
device as an account sharer device (ASD) for operating in the offline
mode for receiving the information regarding the account from the first
wireless smart device via the secure offline data transfer using NFC.

2. The method of claim 1 wherein the server comprises an over the air

20 provisioning server for provisioning the first and the at least one second
wireless smart device via an air interface.

3. The method of claim 2 wherein registering the first and the at least one
second wireless smart devices with the server includes transmitting
messages from the wireless smart devices to the server via the air

25 interface.

4. The method of claim 1 comprising, at the server, in response to
registering the first wireless smart device as the account owner device,
granting the first wireless smart device access to the account
information.

30 6. The method of claim 4 comprising, at the server, in response to
registering the at least one second wireless smart device as the account

sharer device, preventing the at least one second wireless smart device
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9. A systemfor secure offline data transfer between wireless smart

devi ces, the systemconprising: a first wireless smart device for operating
as an acowonviopes device in the context of a first appCirasteconsssecuting
on the first wireless snmart device, wherein operating as the account owner
devi ce incl udes o;%erati ng i.n 3P' on%i ne..node tod.ob\t;ﬁi n accotunt t'bnforI tion
and providing the '4¢g S$iRg dPREPIsmAEIgN JEARFIINE Jie aecotal R VP MNE node
of operation usingzpgar field comunications (NFC); and a second wirel ess
smart device for operating as an account sharer device in the context of
the first ap@.i catlihen methedpyf elaimhil ceorerEsing et dhet $RIVELcIBNEESRIONEE elds

Tequesti ng and r ctevor R o hunBtighr MhRRGR Htm IETY WRILSF B doiEe ..

smart devgce via arpegistedingftheiankadtbae seamsd tirefosgmntdredévics bis\siccelists s
smart device using near field communications. 10. The systemof claim?9
wherein the first Skiaren ¢avice fpgithe gaticedarraplicai®iz as an” account sharer

device and t SeG | e r leeif U | S 0 wner
device in threqﬁcont ex %ﬁghséﬁgﬁég%agp?%gﬁslghf Q%S@ﬁb éjgc%}g?nﬁ%f ngvgi?,m 9
wherein the first mEpanetatiforprovititg foe thessemume afflihedatagensiertbetween the

application.12. The systemof claim9 wherejn the fiyst .and second wrel ess
smart devi ces obt iret %?fi:ﬁ&ﬁp?ﬁlSﬁStﬁ}%\ﬁ%Q%}céWF?'@ﬁ?Q"?é{a%Y'_C?'or the secure
offl1ne qgtadransiips melibd diiGaify ? WiErah tfdi@hiftiRg pREnERrs frofhn RS sediertt L h
which the first and second wreless smart deviceS register, respectively,

as account owner deeludes éramsmittiograryptiographicl arareetets! to the fisst sarnshihef alc| ai m
13 wherein the server, al |l ows @l f wireless snmart devices to

I it
register as account@gtR{%Fe ‘}gﬁéﬁggﬁ!ﬁ J¢YiFdata with the first wireless

smart devicedn the fitdhnpriasivre roffiifhe dand ednsidr bsvddr irefaye! bawrit on.
15. The systemof claim 13 wherein the first wireless smart device

unregi sters the setyigeanthepysiemseainprigiegdi ce as an account sharer
15 a first wireless smart device for operating as an account owner

device in the context of a first application executing on the first wireless
smart device, wherein operating as the account owner device includes
operating in an online mode to obtain account information and providing
the account information to other devices via an offline mode of operation
20 using near field communications (NFC); and
a second wireless smart device for operating as an account
sharer device in the context of the first application, a copy of which
executes on the second wireless smart device, wherein operating as an
account sharer device includes requesting and receiving the account
25 information from the first wireless smart device via a secure offline data
transfer from the first wireless smart device using near field
communications.
10.  The system of claim 9 wherein the first wireless smart device functions
as an account sharer device and the second wireless smart device
30 functions as an account owner device in the context of a second
application.
11. The system of claim 9 wherein the first application comprises a

contactless payment application.

-17-



devi ce by sending an unregi ster nessage to the server. 16. A conputer
readabl e nedi um having stored thereon conputer executable instructions that
when exeowbedidnmodeBe processor of a conputer perforns stepaseaopsissi ng: for
an application configured to execute on a wireless smart device and that

requires access taq_information regarding. an accqunt that does not reside on
the wirel ess rar ?”'tfe\?)’%t@m ng‘j?%'?‘esl"ﬁﬂe BP? %rsgteq%,seﬁ%n Ngrelesseswafly ¢ he

i nformation regar Mv@cégg%ﬁgrg%% gti%nfbér%}né‘l’éfseh%ﬁf aS8BvEr 46V e sBEuRD

account owner device ( operating 1n an online node for obtalning
the informati on reffiindidaga thaesteccount fromthe server and for operating in

an offline nogde f transferci the information regardi the account to
at | east one ‘&ddi ?‘fr@nﬁys &Pié’%’inagapoé’é%rﬁlﬁg@f??ﬁvﬁé%g\yﬂﬁhaﬂ'ﬁﬁ?&@dng
near fielgd comunigeabhasrddEmanrdidvicedirsgistern@spubiively, 2@ sebupf owaér | east
one second wireless smart device as an account sharer device (ASD) for

operating in the cievigenandrageoyrdrsheeeredaMiery t he i nformation regarding the
account from.fthe gl{esgys%ﬁe&f%?a%msmhepeqx H5E sdvBr Sisivs § PGS dr Wirkfeddat @

transfer using NF
smart devices to register as account sharer devices for sharing data with

the first wireless smart device in the offline mode in the context of the

10 first application.

15. The system of claim 13 wherein the first wireless smart device
unregisters the second wireless smart device as an account sharer
device by sending an unregister message to the server.

16. A computer readable medium having stored thereon computer

15 executable instructions that when executed by the processor of a
computer performs steps comprising:

for an application configured to execute on a wireless smart
device and that requires access to information regarding an account that
does not reside on the wireless smart device:

20 registering, with a server having access to the information
regarding the account, a first wireless smart device as anaccount owner
device (AOD) for operating in an online mode for obtaining the
information regarding the account from the server and for operating in
an offline mode for transferring the information regarding the account to

25 at least one additional device via a secure offline data transfer using
near field communications (NFC); and

registering, with the server, at least one second wireless smart
device as an account sharer device (ASD) for operating in the offline
mode for receiving the information regarding the account from the first

30 wireless smart device via the secure offline data transfer using NFC.
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