WD 03/ 079213 PCT/ US03/ 08036 DATA REPLI CATI ON SYSTEM AND METHOD FI ELD OF
THE | NVENTI ON [ 00011 This application clainms priority under 35 U S. C.
119(e) frwoopooeisi onal application nunbers 60/ 364, 648 f iPlceas086sb36 2002,
60/ 382, 659 filed 05/22/ 2002 and 60/443,239 filed 01/28/2003 respectively.
The provisional applications are incorporated by reference herein, in
their entirety, for aI I pur poses. [0002] This invention relates generally
to repllcatlngfll etwork. More particul arl the pr esent
invention is a rret &EBSJ%IJQNSISS&@MWME a group to
replicate data in the formof files over a network in a secure manner with
know edge of changes nade to the files by other nenbers of the group.
BACKGROUND OF THE | NVENTI ON @9 Dl o PHEYNYPRTI®RS | aunched over thirty

years ago. Many advances in technology have ensued and many applications
have d0#INedThiampplaatios olaims pridiip odired e fcHA(gdrone pyovisidrtal appliowtéon t he

The i LTRSS TR i T BT TR T Lot AIIND S8 e BRNGRY o)

tec hnO'OQEﬂS@Zi)OB&E Pebthangerhe prbtiki oﬁal AYBIICANRE are 1héo‘?1§or§tre8 bgtréi*ete?lge e using

the file trans transfer protocol ("FTP') or as attachnents l'ectronic mail
Users tleate¢nigetyj for bl purposgsimat i on about the files that are sent to themor
whi ch they downl oad. Were file sharing is part of a collaborative effort
anong a nunber of authors, it is inportant that participants in that
ef f or §odo29W Thig idvehBon fllAésUSenera 't&Ft: 1iB |

changgdwz\%nat was changed, sUlé’\&}r‘drno made tphemcd%gﬂgsewgr?g%rg iI\tlgosreE%}l\C/I}I!ﬂglf‘?Igethe
the clrEsgeisnveRiigns omethod andeppariton farpermittingomerabers of pamwp to replinate data

I h I d
" esour abg e b Bf G pubEheti By hiBea BathbediRbndSaseo GoBRre Pl 1o ke e

t r ansf gilessyysdtReEmetbereof fhy gkdupuse today either do not provide the file
status or file history in ané nmeani ngful detail or require that file

transfer functions utili BAGKGRQUND QERRE INYFNEIQNe by all participants
in t h? (ﬁglll a’?% :térﬁgt &%flﬂr tche({ %Qﬂlrt@gargg 5%%1(?%%19:]—:« 1§?90?1§5f0§¥18| S by

usi ng an I'nterne ri OU ase wer e

i mpl emengued ahd nidng aﬁﬁllida}/loﬁkalycﬁ/e@f/olfvhd: ahotyer fofte tedh@bR gids Habesitnpe 0gfaile - L VWO

03/079213 PCT/ US03/ 08036
over the years. Today, e-mail is the primary means of communication between users of the

Internet. While augmented by instant messaging, the fundamental technologies have changed
little. Moreover, files are stilled shared using the file transfer protocol (“FTP”) or as attachments
to electronic mail. Users receive little information about the files that are sent to them or which
they download. Where file sharing is part of a collaborative effort among a number of authors, it
is important that participants in that effort know the file “status”, which includes when the file
was last changed, what was changed, who made the changes, and who has knowledge of the
changes. Additional information useful to participants in the collaborative effort includes the
evolution of the file and statistics on resources used to create the file at each point in its evolution.
The file transfer systems currently in use today either do not provide the file status or file history
in any meaningful detail or require that file transfer functions utilize a central server accessible by
all participants in the collaborative effort.

[0004] One approach to collaboration is by using an Internet-based web server. Various server-

based offerings were implemented in the early days of the Internet. Some of these programs



conbi ned address books, bulletin board, file sharing, discussions, project
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server fails, all of the data is inaccessible until the server is restored from backup.

[0008] A second approach based on peer-to peer (P2P) technology emerged in 2000. Groove
Networks, Endeavors Technology, Roku, and others created a means for sharing information
without requiring that all information be saved on a central, hosted server. These companies
focused on direct connections between individual client systems and offered either access to files
or replication of files. Each of these companies created a switch of sorts - a system that clients
could connect to using an outbound connection and then routed requests between connected
systems. This is virtually identical to the way that Instant Messaging services provided by Yahoo
and AOL work.

[0009] While these solutions resolved many of the problems caused by firewalls, the solutions

had problems of their own. First, scale again is an issue — none of the solutions focus on scale —
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-2 WD 03/079213 PCT/ US03/ 08036 their primary concern is functionality
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synchroni zation. [0012] Another approach is taught by PCT i cati on WD
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ext ensfevel implementation to a user level, background process implementation, initially called Rumor
and ultimately (with the security pieces) called User Level Truffles (ULT). Truffles/Ficus used a
connection-oriented protocol to move information instead of the store and forward messaging
infrastructure. Several other replication projects exist, including rsync, which focus on
replication in both high and low bandwidth environments. None use the messaging infrastructure
as a channel for data transmission, but some of these systems offer techniques for
synchronization.

[0012]  Another approach is taught by PCT Application WO 01/16804 filed by Chandhock et al.
entitled “Maintaining Synchronization in a Virtual Workspace” (herein, Chandhock).
Chandhock teaches the sharing of files among members of a workgroup via email messages that
include a synchronization command in the embedded in the multipurpose Internet mail extension
(MIME) of the email header and a MIME file attachment. Upon detection of an add or update

synchronization command in a message from a group member, a user agent will determine
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(M M) of the email header and a M ME file attachnent. Upon detection of an
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Applicant has adopted a |exicon that describes a process of file exchange
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Server. of nghcsa%tsg E}rrrs]tgrrr: dwlrlrllg;[x r\}v%(g n\évtorlélal(ljy a synchronizing files at all. In fact, Applicant’s
system was in reality a data “replication” system and method. “Replication” in this context refers
to the copying of a version of a file from one member’s system to the system of all other members
of a group without requiring that existing versions of that file be replaced. Accordingly, in this
application Applicant has adopted a lexicon that describes a process of file exchange in terms of
“replicating” files among group members.

[0016] What would be particularly useful is a system and method for the formation of groups,
each member of which is trustworthy, and for the secure replication of information among
members of the group without the need for a central server. The system and method would
additionally permit participating members to determine the most current information in the

possession of that member.
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additionally permt participating nenbers to determ ne the nost current
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files among group members by capturing changes to a version of a file in a patch and sending the
patch to members of the group.

[0021] It is still another aspect of the present invention to apply a patch to a version of a file in
the possession of a group member only after determining if that version of the file in the
possession of the group member is the same as the version of the file used to create the patch.

[0022]  Another aspect of the present invention is to permit the reconstruction of a version of a
replicated file by maintaining a database of patches.

[0023] It is still another aspect of the present invention to associate a file status with a replicated
file wherein the file status identifies the date of the last change made to the file, the identity of the
user making the last change, and the identity of the users who have knowledge that the change
was made.

[0024] It is a further aspect of the present invention to permit a group member to reconcile
divergent versions of a file by identifying the structure of a file and merging the divergent

versions of a file to create a reconciled version.
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user making the | ast change, and the identity of the users who have
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[0031]  Itis a further aspect of the present invention to incorporate routing instructions in a group
member’s profile, thereby permitting files to be automatically routed to a third party group
member once received by a group member recipient, together with the appropriate file status
information noting changes to the version being routed.

[0032] These and other aspects of the present invention will become apparent from a review of
the general and detailed descriptions that follow.

[0033] An embodiment of the present invention is a data replication system (DRS). The DRS
comprises two layers—an application layer and a communications layer. The communications
layer implements a message redirector and collects DRS messages for the application layer. The
application layer handles the DRS messages in the context of whatever application it implements.
In one embodiment, a DRS message is used within an e-mail system to form groups and replicate
files among group members. In this embodiment, the e-mail stream passes through a message
router comprising an application layer interface. The message router extracts DRS messages

while allowing e-mail messages to pass. Once extracted, the DRS message is parsed and
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conprises two | ayers-an application |ayer and a comruni cations | ayer. The
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embodi Rt GO add\Qak, ’%ﬁx%mcdnm{fﬁ cP'@Jong{&%HQ b OB ah ém?ﬁ@@ﬂﬁp Wheh 9r°“p
formation and nanag conman nmands are | nser I'nan enmai l
header detWied) th@lﬁinaohmﬁ aré foewadnoand anplemehtdryweeainmandprdcéssml @vesntialnewa

command processor Potential new nenbers of a group are "invited" to join
the gr BYFIET AR ERURATE NG ViEdTHEIOIn the gIREP Pgn exsiipmmember, dE distiayitationds

i nvi tegcc'e?teaqn/e ?nvu@@YX BRI es mE Bet. ’mT'hEHMtIH%m&%exss%ﬂgssaaw %‘@A19°%ssage
nmessage ew member rrses a gro

rrenber ®hthp nbwsﬁemlﬂnavmewWermmaeﬁemg@dmmlses sngrbapl membefmgsmeTh@naac h group
menber identified gn the pnviti n%émenber nenbership list. An

exi st i wgnwgh%fisetf nHadyeo fsstase ?actlrgawptrn@nbwii%m»ﬁ@dﬁaﬁlbﬁemylt@s@afﬂbertshe
new ne

g nberg%igg Pe%( b Cg%r Zi}nné’%t% ?Fem ﬁ?ﬁgegn&]bﬁ(oﬁlesvaﬂg%{ tl? 1éx§/ﬁ§1\%lgﬁé?xxﬁeq’accept

est abl ihehes/ membéxdiy smnetxhgp “Wetcbmam‘resmafgehh@a cepy of thegrogp ongmbeesityetiss. 100351
I n anot her odinment, the invitati on and acceptance nessage .exchan is
accorrpacrﬁoahng tmg %Haﬁ@éwaf/ GBFY AGERRAS establl Sﬁf@%a%méhlpéw@wp Aibe' 2
third pactw %’@ﬁlﬁgﬁﬁlb@}}e key exchange. [00361 In still another enmbodi ment,
t he repllca on of files is managed by a file replication data set. A tag
conpr [(936) iInshother ¢robrgliment] the emtiaton andacaptenei thessagerdxchayigags adcempasedge
as a S rre sage. n,det ect ed he i ructi ns, ar e f or war to and
ol enBRERERBIEE W ARGR § T Ao cECbpIeT elaBR AR & g PP HRE kg at oo a

directg,[dhaﬁxé@re files that are to be replicated are

[0036] In still another embodiment, the replication of files is managed by a file replication data
set. A tag comprising instructions is inserted into an email identifying the message as a DRS
message. When detected, the instructions are forwarded to and implemented by a command
processor. Each member of a group designates a directory where files that are to be replicated are
stored. The DRS computes signatures and patches as it detects changes in a local file. Each time
an exchanged file changes, a new hash, signature and patch are computed and stored. The hash
and the patch are transmitted to all of the other members of the group. The hash value is
compared to the hash value of the file targeted for update and, if they match, the patch is applied.
The patch messages comprise a binary differential representing the changes made to the targeted
file. The hash value is compared to the hash value of the file targeted for update and, if they
match, the patch is applied. This mechanism is backed up with a database of patches and
signatures. Each version of the file generates an additional patch and signature, which are used to

apply changes as patches arrive. Because of this, the database can be used to generate any

-7-



stored. The DRS conputes signatures and patches as it detects changes in a
|l ocal file. Each time an exchanged file changes, a new hash, signature and
pat ch ar ewvoespukexl and stored. The hash and the patch arecrnsnsesosd ed to
all of the other nmenbers of the group. The hash value is conpared to the
hash value of the file targeted for update and, if they match, the patch is
applied. The patch nessages conprise a binary differential representing

t he changes made to ?_lh? tar.get S;d file, The hash value is conpared to the
hash v EFGASHESEn 76 the ey R Pimdarly,dile versigng that arecrraled freip &dceint BE pat ch
i's applpiAEKCH hhYsSage® bSMBrtdi ¥ i §

signatures. Each gv e?ﬁsai%([)b 'r?ssgafréf ﬁgﬁfg ihiﬁgb%g'n%“rlgaprggl%%% gg@?? f%%%ﬁ%gpgﬁy §ﬁ

si gnat gingle flgi Eyerypatchsedrd is taggppwiththaameid addregsad aiéging wheseethe Beceiagge of
this, thel gat abase can be used to generate any -7 WO 03/079213

PCT/ UsG31'681086  previous version of the files within. Sinilarly, file

ver si goe37] haln @behef ERBS@Fheht, P shefe@iflés £& parPof HHdr f SEA88Fo@fenft! SO Stored
in the database. This provides a conplete version history of a single

file. Bgeicipayagawmhssorayeidiffarengtehitowithraspest enthe doawokene asd itslemhpdnenng wher e
the fil e me from [0037]. |l n another odi ment, the shared files
are paf argc?ﬂgég 13 g’gsre“%‘h"gﬁ)’gamd%eﬂﬁ%‘ﬁ?{}“g Ps F%\VE%"B?W%%B@ a\‘ng’étycﬁan er ent

ri ght s liniit thelcempendnt biarédBled GaUARIEaRABR dnll SIRHIPON L pasthtas £8 o fid In
t hi s enbodi nment, articipating nenber with docﬁpmsnt pgoﬁ oﬁgaut"ﬂ%rr'i ty can

a
limt Aditonsipiwsi P@waﬂ'@eparmg ambeawithrdecuraent abiteolapgroads o xbiedifigateacty
artici i ] r. it 3 . until he rticipatj ng nenber wt
Focunm ot A BRe mo A8, b SR ekioh I doted peRih ufid B doP Rt Toprengpied

menber as thehangdi. fi cati on is noted as pending and the docunent is presented
as uni(gﬁggegv g?038 In still another enbodinent, the shared file nmay be
repli siill saptherembadimgntyisishared file maybe eeplifated hy a participetiememiber

or gani 0 : > S IS, ] Lshed by the
a1 cloone AMhinha HEATEY €6 Afizhdon il irPa SRAEE AR, TR A abor e Shss naihig
menber paitioipiatieg memdbeowhs istemefmbehaf] forexdeple GROYRNI daipriging nldhabersmeiaer

merber GMOHG e ORI BeFFES PR at o BTG KA SiibTiEiep EyPrEmber " S
L, SR PEHOLRY, ik SRR, Tl 0L AT ALY,
i nt er npartioipgting mamboris file@RAUPSIAL of Thatsndnhieer peiag én GRIOWR 0} it autamatieallyri t t hi s
repli C?etpiligg%ea thtd ?h%LHlCSi of tﬁgsee}ll{éxggearg gp th\é\%grticipating member’s internal organization,
GROUP 2. Thus the present invention can permit this replication to occur in an automated way
so that a chain is formed from the participating member, as a member of GROUP 1, to those in
that member’s organization GROUP 2. Thus the recipients within the member’s organization
GROUP 2 can be assured that the replicated file is coming from a trusted source. In this instance
the participating member is designated as both a recipient and a source of files, allowing the
replication to occur. Thus secure, private distribution of a file from an external source is
achieved.
BRIEF DESCRIPTION OF THE DRAWINGS
[0039]  Figure 1 illustrates the basic architecture of a data replication system according to an
embodiment of the present invention.

[0040] Figure 2 illustrates an implementation of a data replication system in a user environment

according to an embodiment of the present invention.
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so that a chain is formed fromthe participating nmenber, as a nmenber of
GROUP 1, to those in that nenber's organi zation GROUP 2. Thus the

reci pi entwowsmtizms t he menber' s organi zati on GROUP 2 can lpeTAsss08966 t hat
the replicated file is comng froma trusted source. In this instance the
participating nenber is designated as both a recipient and a source of
files, allow ng the repl lcation to occur. Thus secure, private

di st ti n of e froman external source is hi eved. BRI EF
LS RPN ORBPCHP R o (¢ b e Bent aidheRrereat

archllﬁ@gglyﬁ'e of a data replication systemaccording to an enbodi nent of

the present invention. [0040] Figure 2 illustrates an inplenentation of a

dat 40042p| | Eiguro llussaesan mtevdusten procdss acoshing tocaconishidigentof dre predeadi nent

of the esent invention. -8 WD 03/079213 PCT/ US03/ 08036 [0041] Figure 3

i |1 udtYs E{l‘é”s an invitation process according to an enmbodi ment of the present

! nV?GG43‘P” FigHPé8 1115ttt & sttudthiebihh %&&ﬁmg&l ﬁl@taE&QH g'tQ in %B ﬁén?&ﬁﬂé ding to

an enbodi rent of the present invention: 43] Figure 5 | ustrat es a
st r upraese lo‘fenannexchanged file according to an enbodi ment of the present

[ | on. 004 Fi t h t t f fil
o' ST e PR alEE Benlernad T ST les Bty o P SrbuHRYred t he
pr €S @BioriiRY i BbodBAl bER: PIESGRIRERS, OF THE | NVENTI ON (0045] An

enbodi ment “of the present invention is a data replication system (DRS). The
DRS conprises two |ayers-an application |ayer and a communications |ayer.

The comruni cati ons and coll ects DRS
nessages for the aBELﬂg'ZtEId wsg{@?ﬁmwmﬁq&%ﬁﬁﬁger handl es t he DRS
NES3e@B$ | Anth®ogine st thefprabatisuatior RPl M@Edpqeduotn sy SR RY) S The DRPNE
enbodi ment, a DRS nmessage is used within an e-mail Systemto form groups

and rceppriestwo lgyeresn amlrr@tlgm &mgr andraronymunieations dayentBei qemmunicdtions - nai |
o OB R RS O SRR R RREAGRUAR LRI
mess aggltcation D@@Ehar@l&&h@&RS&ﬁés@&bes ih@e P ReRESSAGC Ve apiAictsh i@ tfplements.
In one embodiment, a DRS message is used within an e-mail system to form groups and replicate
files among group members. In this embodiment, the e-mail stream passes through a message
router comprising an application layer interface. The message router extracts DRS messages
while allowing e-mail messages to pass. Once extracted, the DRS message is parsed and
instructions conveyed by the DRS message are implemented by a command processor.
Command sets comprise instructions for both group formation and file management and update.
[0046]) Referring to Figure 1, a data replication system (DRS) 100 according to an embodiment
of the present invention is illustrated. The DRS 100 comprises two layers—an application layer
105 and a communications layer 110. The communications layer 110 comprises a POP3 client
112, a message redirector 114, a queue manager 120, a POP3 server/proxy module 124 and a
SMTP client module 128. The applications layer 105 comprises a command processor 130, an
invitation manager 135, a group manager 140, an HTTP Server and XSLT Processor 145, a
directory manager/file scanner 150, and an instruction encoder/decoder 155. The queue manager
120 exchanges DRS messages with the command processor 130 of the application layer 105.
[0047] The communications layer 110 manages the connectivity between nodes of DRS

software. Using e-mail addresses as an identifier, DRS nodes communicate with each other by
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i nstructions conveyed by the DRS nessage are inplenented by a conmand
processor. Comrand sets conprise instructions for both group formati on and
file mnagemsnto2and update. [0046] Referring to Figure 1, PaTABOE08036
replication system (DRS) 100 according to an enbodi nent of the present
invention is illustrated. The DRS 100 conprises two | ayers-an application
| ayer 105 and a communi cations |ayer 110. The comruni cations |ayer 110
conprises a POP3 client, 112, a nessa redirector 114, a gueue nmanager
120, Sandpeipe Al EsSRERSo BFCHSE Most o Al gHdresses Qs a e Wit RAIVAUAs HEIng e

appl ineAf 4QB8%nth, aNEEortAanC XN 1828 190 £Q nBId0R @SHkagk3ediréiibr, felt¥dvid | on
manager 135, a group manager 140, an TP Server and XSLT Processor 145, a
di r eQRB memgasgﬁomfamleemad aemerand 5oytiregrttie ather messagesttp e emeddlientdecoder 155.

Th 120 DRS th th
130 08 e e S T kst oy oipm, & PG mEvheRsELt Besyen yoyifR "
mnag@énéﬂa@dﬁﬁnglﬁm DRStrﬁ{est?g%g"ﬁ%ﬁl c%ﬁ'ﬁﬁy QhalRRessaet hiPiotencbd tﬂ&r@orﬁf&ht'

addresses as an identifier, DRS nodes ‘communi cate with each ot her ﬂ?é 9 WO
03/ 0Fo2 pBrpPseF/ dfiShBta8oB and nmm@la h@n@tlm an m’e@dalg‘eguld Beclam@efomstdr& ¢ |

addr es$ j{are assaci ted i th Indﬁé g :§4 ﬁg laCCOfEJ gbt

conmint Bt dn F%?)g?c PRV MESiARE s ¥ %Ssaéﬁes‘ REPMEEEJP! Hﬂg‘rl evi ng
DRS nRA$ROMSsshE O AR S miERbdge $i@aad of AREmnUA d-mdil iltBs#pE hmthﬁ@éﬁmeﬁto t he
e-mail client. [00481 I n one enbodi nent of the present invention, a DRS

rressat@%aqué@%nwsﬂﬁémﬁeﬂﬂcpdﬁdml MM L fforr gpmyeniencei Jihe MIME-ymorRe apeiiactyeant f r om
ordi nar

L1 uds Péc’ltttﬁ%ﬁeréeﬁxa ﬁf&ﬁﬁﬁut r”t‘ﬂﬁ%t B (ﬁ%ﬁg&g{l}&g&nﬁ t&gﬂlatb?@alffﬁfﬁgﬁle&%?g&%ﬁ gE

X- dr thefhilgan XMl s header in conjunction with nessage redirector 114
operates as a sinple switch, |nd|cat|n‘%Le that the nessage is a DRS nessage

i nstl8edPlof Aa Wil Mﬁp@cwﬁidlbymab’éled imtherrts olbpmesanay, be ysad to,distinguishrg
eSS ARs essa CORGH d Bm%ﬂ%zer#a(?lrrggﬁﬂg 1%%?depm§1|g'\f}%iﬁe>’£8}[)é)3ftﬂ@{)?&&ﬁchnent

iS no nerlc IS X s/instructions enabl e
di ff eﬁﬁmoﬁﬁﬁs’a@q afiiltoxdiarigs, th@‘rdubj"ect”ﬂme oxRNlie. at{aCliM &t file nané mapencappratei at ed
by those skilled .in the ar‘L(FS lﬁ%her neans na tég used to distinguish DRS

mes s ddes of FYANG SN Sy 1dehl §Rgil messe R Eﬁsé%q ng fromthe scope of
t heéggﬁenh} l}&%ﬁ&ﬁh@ﬂt offtle ﬁﬁ@é’en?fnv'ehtllé}ﬁrtﬂe%llg%es&&@ co gﬁk&%ree hbRe or the

att € nane nmy | ncorporate a tag or uniq trin
i dentdppliesiohispecifimcomparatgticdd, DRFRGNs agkthe [mnaemmm Hhe Hbgmmmmnof t he

t t th
PT eserllj ISI anl\ﬁglrl/elrsgPUmqug IcPll?ﬁﬁgre (ﬁ?l%e)‘ (in t sr énsll?c?dlrglgrrlteﬁle WID is generated using

ISO-11578, but this is not meant as a limitation. As will be apparent to those skilled in the art,
other means of generating a unique identifier may be utilized without departing from the scope of
the present invention so long as no other transactions for a particular application will see the same
transaction ID. The FROM and TO elements identify the original sender and intended recipient
of the message. These elements are embedded in the message to enable it to be routed through a
third party if necessary.

[0051]  The communications layer 110 further comprises modules that implement specific c-
mail protocols — SMTP, POP3, and IMAP4 (only POP3 modules are illustrated in Figure 1).
Because the communications layer 110 functions as a message redirector, both client and servers
for these protocols are implemented in the system.

[0052] The POP3 client module 112 retrieves e-mail messages from the user’s e-mail server. It

implements the core POP3 protocol elements, enabling e-mail server login, message header
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application specific conponents: the ID, the FROM and the TO el enents. The
ID, a transaction |ID, is a Universal Unique ldentifier (QUD). In this
enbodi nerwo osh®2l8JI D i s generated using |SO 11578, but t RCI/GSS3/68086 meant
as alimtation. As will be apparent to those skilled in the art, other
means of generating a unique identifier may be utilized w thout departing
fromthe scope of the present i nvention so long as no other transactions

for a |culara . see.th tra on | D. .The, FROM
hna TeEy gttt it gd Rpbirriend; TheRob? Gea nARISE eI or ¢ ne
MesSagR o}iéemcﬂn@ﬂemsu?erﬁroﬁme%a%rtm SidebyIEids aenddo enabl e It to be
routed Through a third party if necessary. 100511 The conmunications |ayer

110 [0@f3d heWheo ﬂmDB&é’Oﬂicmrm ntadzte hZﬁpe@mtthesmmdf and passwoad it lpa'rsnsmbl S -

SMIP,, POP3,, and es are illustrate

e iy s b pie s FRbthediinalios it cortRt! RuESene Pl firden by

bot h \gjn ,kﬁem P@pﬂcﬁ@ftwcﬁle mr m{ammeh%eh@eamuembﬁmmte@hd fubdhg. syst em
[ 00521 The POPS client nodule 112 retrieves e-nail nessages fromthe user's

e rraumanls@rwand retrievestheciaaders fctrw@clcefftbe Pmmsl pessapesain the sereen AAnyenabl i ng

serv e heade 3/ 079213 PCTLLIS03/ 080
® e iRy o bR s IR PERE el ?g%‘l“c“@r%“ﬁ’&éﬂg 2R Byl o
112 grym bR eadhbil Yatad THéSrlsxlﬂgm\e{\thn@Jsa gemead®t BRdsored he10RAI%Y e WehiPgeOr the
si de- 2§}5|de met hod. [ 0053 en the DRS POP3 server nodul e 124 receives

the & 3qlanbmadtpiaéé%n@arenwwgregéngtlallx h¥inee R@PB seruergde npt antmallye user id

pop et S 4E b ne uER YTkl |l B pOP{Rishe BEMNE LR MR D

act UghaifainBlobk §ElabRm&Ipehg BE e8RS nhﬂﬂ@ex@@?&@ﬁt&d t®mheRagakil Olient Wethehdsei |
nmessages on the server. Any nmessages that have an x-drs header are

retr@é\k@ﬂ}'%&@t%@aﬂéel’f\’ﬁe queue manager 120, and del et ed fromthe e-mai |

h rad | hi
e 1668abs Tl SR Msfiheler 698 PRSRE Rer R Er O bRl nlli R P Y whfl s "
ser velhe PFOPIWRivedptdid! thydulél e2£then MBSIRIPORS dhett %s o @td)dy, pmm@uhlsugmmnd is

i ssued, the POP3 client nodule 112 nust maintain a | ookup table @fg i ng
t he m&@éaﬁe%m @ctpfrleesrewﬂ sefvero Cerin £ORg) qonumangds rajntercep sied hardlemall y on

e I O s R o i
t hen unaelaetﬂi@szfg@é’s Sﬁicb &r&deaﬁecaeﬂﬁarcoisyo updelste pglyt thoselgéssags that the e-mail
client is aware of, RSET only removes the deletion mark from the local table.
[0055] The side-by-side method has similar functionality except that the POP3 client module
112 is triggered with a timer instead of with the POP3 server/proxy module 124. In this case, the
user does not need to alter their e-mail settings, but may see DRS messages in their inbox. The
side-by-side method works well for advanced e-mail clients like Outlook, where a user can filter
out the DRS messages manually. It also works well when the e-mail client connects to an IMAP4
or Exchange server, where the messages may briefly show up in the e-mail client before being
deleted from the server.
[0056] When the side-by-side method is enabled, the user must configure the DRS software with
all of the e-mail account information necessary to make the connection. This includes the user id,

password, e-mail server name (both POP3 and SMTP) and user’s e-mail address (typically not a

combination of the user id and e-mail system name). In contrast, the proxy method requires an
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requests back to the actual e-mail server. Certain POP3 conmmands are
intercepted and handled all or partially in the POP3 client nodule 112.
For exanpWwe,o3ite1OP3 command RSET wi |l undel et e nmessage®CTRiSngasoshe
desired effect is to undelete only those nessages that the e-mail client
is aware of, RSET only renoves the deletion mark fromthe | ocal table.
[ 0055] The side-by-side nethod has simlar functi onality except that the
POP3 cl i ent dul e 12|st ig ereg V\nnb i nstead. of , wWith the POP3
ser velehekip Hegunal qhent’s cantbighralion Bt o REIUREIRe NS el AL BILS er
t hei rgneTP 8LV eSEinld NgS, but may see DRS nessages in their inbox. The
si de Sby si de nethod works well for advanced e-mail clients |ike Qutl ook,
vvher[QOf'ﬂ]usbrsxdmhy-fsndbmmde matPQHﬂe:liBﬁian@dsagkmlmnmalfé\ymihmea{aso wor ks wel |
client conne to an | or han ver ., Wwhere the
o SgBEe RS B HIER) GuRGR th e RRSeoBe R o B an S P ar eI of od
fromygde ﬁ%&%ﬁssag[e@%ﬁ&ve%?@pés% thé Q@eu@h‘la?da ﬁ'lrf@ttﬂ%n'dﬁnﬁnabl ed, the user
must configure the S software with all of the e-mail account information

necd88s8ly tlhemqmkes mhleagco h2oins bro qUvies — |an ¢hhodiod quéns and@n outhounggusimor d,

| add
Ct yoi s v nenas Hab Alelentroes Brihe ARt SEtE BRS BOraiT by orom name) . In
contjpgsd]. TREINPbANY qiRE Q@&Ptmwségé fdth the l’bP\BQlQB( 1%@@&31?% p5ee3he81s6

alteration to the e-muil ient's confi uratlon but onl requires the
user 'the epphgitionaldpérésseonamand precesSNIrodide fonamﬂmgo@@vije fam giegentpptsgifde

rs’rg? ? It %srr]x%g,ﬂ%e %léﬁc %ﬁeglcag%am?lg&ll 112t ! ﬁl\éqf)yof %n}es?lgﬁigr}d t‘lgsen%gpfo'rgur ab l €

nessages from server and the

del etiftsounti e¥baglBy InbBES@HRSsap &l dré pweessaa By pba¢lggoundahgudtiat epilagrioug0 f or
handl i ng [ 0058] The queue manager 120 runs two ql]l ues - an inbound queue
and dhe Bhewlansug petiedicaliyy dessaggs ol dajbrrogesaipedrs hedd anthe aysussior etiyhe

oper m@%% C PIIES from
t he @‘35@ ﬁI Jt;I no ufgéso%?yea%gg%gggletqﬂem tgergi 3&5%%1 ?@gﬁl éoTHI%I ayer's
comeshéntrhodids $02 tonamgndizod@B]yfrotrichamd posy mebsigeke Theametdie pesisteanstereof  t he

nmessage, the queue manager 120 t be told the ID.of the nessa e nd t he
sendéPr“I%Ps an esslien %‘%‘amﬁlﬁb%%‘é t%@&&@@@te&? gllp B¢ rasknpaytagt t the

back&z&ewtﬁ%g&ﬁqgﬁt&g tJa%fg Ieﬁc.sc thbds® 4 (X\’ﬁln:ehdt f}ﬂgs}eqoreﬁ{an%erg%béf

Messages proces ing are In th quede retry
| nboundaireBaagesomaticdlly arddranessazes by thealatpibee werqensi ’ﬁtlewadsttodh@ al I oW ng
the IT)Cr]e::;%mptlon that the e-mail messages were actually delivered in that order, which is often not the
case. In fact, e-mail messages are typically delivered in order of size — the smaller ones are
transmitted from server to server more quickly by SMTP nodes if they open up multiple
connections, while larger messages take longer to deliver. In an embodiment of the present
invention, the inbound queue allows messages to be held and processed in the proper order.
[0061]  The outbound queue is responsible for transmitting messages to the recipient using the
SMTP client module 128. This queue exists to provide both a background process to
asynchronously e-mail the DRS messages as well as handling the situation where the DRS is
operating in disconnected mode. The DRS outbound queue will periodically attempt to connect
to the outbound e-mail server and send the messages in its queue.
[0062]  The application layer 105 of DRS implements the group file replication elements of the

system. The group file replication elements implement a protocol wherein files associated with a

group by each group member are replicated on every other group member’s system. Groups are
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client nodule 112 to asynchronously retrieve and post nessages. The queue's
persistent store serves as an excellent backup mechani sm should the client
system f awb.o3Bu213r0st i nportant, the queue hel ps nmanage ®airAmshi/esegaence
nmessages. While not generally visible to email users, nost e-mail clients
automatically order messages by the date they were sent. This leads to the
presunption that the e-mail nessages were actually delivered in that order,

which _is. often not the . case .. e-naj es are typical
deI|Oéﬂﬁﬁkp%yﬁﬁﬂ@rdﬁﬁngm%ba“dP*ﬂDsﬂﬁPﬂﬁgﬂBhEgegﬁ@““ Pﬁh@ﬂ*ﬂ?ﬁﬂeﬁ?gﬁyserver
L0 SELMER. '}Pér%uﬁl‘x’é &GKit¥d QX omMhGiviQee swildf thErhﬁb(thsP&Hex‘é Ro [B#h FHe%@utp %@HeCt i ons,

whi | e Iarger nessages ta | onger t'o deliver. In an e of the
pr esemstr is udweﬁed by hist/ha c-mbid addtessu diiles @k lassosianglsgitly e graup blyeemg|stbredhoh a

proc sed | roper order 0611 t bound queue i espopnsi bl.e for
Pr andrmeni e luRReton "FE webRpsaneiniamill € movb stmvec b HiohRe ot og
Thi's tﬁlélf%k!&n&ﬁ(h&tr@t bOeririéh 89 tROebeipt mqherﬁ%ny gRuP Gk 0  asynchronously
e-mail the DRS nmessages as well as handling the situation where the DRS is

operl8063lg Rafettingtorigetesd anmuelenfﬁh@tlmsf @DB@olﬂﬂdnqmreemmrbmmpmac@ddmal |y

attenpt to,connect .out ound e- and.se . messages in
"t hansmoPaRRSL she PspSiion b UG 4G Brm i e e s
file Hy%%dll(@%hQDRS|SSHWBFe52(ISfWEé?@DRSYr§é§§£%es-Ef"teldglﬁtmﬁa dnlilrSutE @ PAS ARKIrR8d,

el enents inplenent a protocol wherein files associated with a group by

gﬁtc h the mﬁpoﬁgméﬁhmt/éé)/l%%wﬁlvgaé éc@rﬁ tsg rec}uglpqr %t\h@grogpwpi ha@brd@sgh%ectg/sntosm
Goonl? dfkory 20 4t i PR Gl Ry et ot o1 B0V BES RIS Be et i 1 ¢ ne

syst ges ./écao&u@omsn&ﬁ@@& 80rB¥p | sms m@gfbup mmectdwm Bxﬂi‘ro‘ufé‘é'ré;ﬂi%at@& Mggss to
join the group. Each wuser is identi by her e-nmail dress. Files

are as@mmdafmm meitbierssofpronpB by thgegrowp Btdcrﬁ@drx HOa Eadbﬁlegfdamedqut@wus)r y

| ocat i on. al so associat e hat,the files
o - kel FEr@TgHE AR PR TRRIRE aliop. TR TRE R F A B & or ou
nenbeireud AWR3EtoRed BY Wil deplidat @ ih@heconFihrdbIDH R Q)tf R f He AenkBEas d00 i N a
user environnent accord|ng to an enbodi nent of Eresent Il nvention IS

i |1 usgreut Ad Themeicharfismo by evtaeh thssewleqatlmocquss useicmrxbedl elby/ emai | client/DRS

sof t 2 wher es ent.ified,a out. As illustrated,
She MBS 27Re Hash SoPlRnel AR AERp Bifioh ASRLOILSE bR okt bFeke st e ht his
desi Qﬁ&c@%r%cﬁm&u Anteficlhf @6HAM x@é&l@i@d st W@Fﬁcﬁoﬂlsﬁ&ﬁﬁ@ﬁ%d@éﬁthaﬁml |
client/DRS software 205 routes replicated es received from nenbers of

gr ouphandlegaghhef the pragesaesingeassaty tp MaABEaLWUPS wpdaie fidgsiand direetori¢s, process
invitations and interact with the user.

[0065] In an embodiment of the present invention, the communications and application
functionality are separated. This means that the message redirection components need no
knowledge of the application protocols. This attribute permits other applications take advantage
of the DRS communications layer.

[0066] In an embodiment of the present invention, the command processor implements the
complete command set for the group file replication application. In this embodiment, each |
message posted to the command processor is encoded in XML, which the instruction encoder
decodes into a memory-based structure. The message is expected to contain the required
elements for the communications layer (ID, FROM, TO) as well as these group file application
specific elements: GROUP, VERB, ARGUMENTS, CONFIRM, and LAST. The GROUP

element identifies for which group the message is intended. The GROUP element, as mentioned
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received fromnenbers of group B to the group B directory 210. Each the
file in a directory is presuned to be replicated anong nenbers of a group.
Thus, anywohangeiimde to a file in the group A directorypr2t@sesdosde
replicated in the conparable directory of all of the menbers of group A
The nmechani sm by which this replication occurs is described bel ow. [0064]
The group formation and file replication functions are built into a single
command rocess nmodyl nt ractl with that nmpdule is a ng} of

appl | Etiph FOURBS fite EoRA YWD (Fhis nsees cccadiecisnosthion o thrcenclosed slioBs sar y
to WBTEQQ/WHB&enMQ%a%UBh lu%.@ wfi‘l'l‘ge %ﬂlr%ﬁtt@fHeeg?cauﬂjr%eﬁﬁGUl\@ENTgrafé)ns and
interact with the user. [0065] In an enbodi nent of the present invention,

t he ceopacifiv todbd mcaauchcapplspemﬁﬂdon thef%BBBl, altfeiuigh yll argnsapaaradesigna®diis neans

ool i ae SR PR R SRty TRk A2 D utRS PLAAGE AR A Sorbinitentey o

advanyaeeg8hp gmo%m@m cations |ayer. [0066] In an enbodi nent of the
pr esent |nvent|on the conmand processor inplenents the conplete command

set @67 hel lg:rﬁmqo:ommmd eptéomprises thesspbnsclat gronp fomation ané niaozgement., Teach
rocessor i s encoded in XM., which the

nmessa osted, tpo .t he conmand
i nst rg@ qp“6?|g EWBBBQP“g i bso‘:é’ém]"ﬁ’tdoS °S nenory-based structure. The nessage is
expected to cgntyyiTishe required elenents for the conmuni cations |ayer
(ID, FROM TO as well as these group file application specific elenments:
GROUP, VERB, BARAIMENTE CONFIRM and LAST. The GROUP el enent identifies
for which group WEW age is intended. The GROUP el enent, as nenti oned
-13 WD 03/ 079213 3/ 08036 earlier, contains the group's QUID. This
ensures the cgrrgCCEdrsposition of the enclosed action. The VERB el enent
is the action that will be applied to the group. The ARGUMENTS are
specific to the IPHRORYCE action specified in the VERB, although all
argunments are deéfz{%;lat ed in name/value pairs. There are currently twelve
(12) verbs, plu and NAK, organized into three groups or command sets.
[00671 The fi pstREGOKENd set conprises the actions for group formation and
managenent. The, follow ng verbs belong to this command set: a. INVITE b.
DECL [9468]  Referring to Figure 3 an mvitation process according to an embodiment of the present

invention is illustrated. An existing member sends the potential member an invitation message

that comprises an INVITE action. When a potential member is invited to Jnin a group, the

INVITE action comprises only the group’s UUID, title, and description. It does not comprise a

member list. This information is sent after the potential member accepts the invitation when the

inviting member sends a WELCOME action that contains the membership list. The ID for each

of these transactions is the same, since this is viewed as the same transaction repeated with two

acknowledgements. If for some reason the potential member sends an ACCEPT message for a

group to which he/she was either not invited to or expelled from, the existing member can send

back a NAK indicating a failure to ACCEPT. After a new member has accepted the invitation

and receives the member list, the member uses the INTRODUCE action to introduce him/herself

1o the other group memboers.

[0069] Referring to Figure 4, an introduction process is illustrated according to an embodiment
of the present invention. In the introduction cycle, a new member sends the INTRODUCE
message to other existing members. This message is essentially a request that each member

reveal his/her list of known members. This helps manage the problem of some members not
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c. WELCOVE d. ACCEPT e. INTRODUCE QU T g. REVCKE [00681 Referring to
Figure 3, an invitation process according to an enbodi nent of the present
i nvent i orwo3jtd2ust rat ed. An exi sting menber sends the potemttsad/osmssrber an
invitation nmessage that conprises an INVITE action. Wien a potenti al
menber is invited to join a group, the [INVITE action conprises only the
group's UWUID, title, and description. It does not conprise a nenber |ist.

This ipf t ft th tial, menber ac eptsthelnwtatlon
wnen t REVTROPER el Eiae sy Soblechie Gieloh s arder DO Bbersad
nmenber séesiply entls oﬂfhﬁtrédacflgﬁs @Qﬁ&e a@&txbﬂﬁ%?enﬁﬁe@@s’mﬁy 'a@(!ﬂﬁohzﬁ n‘iég?dg v\f@?t since

this is viewed as the sane transacti on repeat ed two ackn gerrent S.
| f forilkisieed)asepait ehibe gotuprfoimdtionsniter @Hﬁmdmmmerﬁﬁy@@ ab ia

rou her not .i nv xpel | ed om the

Oy op; BB GnEi bf o BlouR RartcThih. I s Clo el FemeTe of hdiasty A t or
a new meﬁﬂﬁ@rnghasclagmptneanﬁaﬂ@smmmg@tdnqne lighhf RCR lv%ﬁpéchﬁ Giselftort » the
nmenber uses the | NTRODUCE action to introduce hi m herself he ot her

group HEMSEbETS ererps the qreffeam whgny wembeyship was revokiedt Thel QEHT (vnrbps omdste | s

illust G nbodi resent invention.

i nt rodilr??tc?%r{ﬁéé 3{'&}’&3 l%%\‘/‘v r?%)ee%rglé%n(ggm?ﬂé' II%M IhpESRYyEC f‘bm8§sﬁ%‘?s

exi sti mtmm‘ggﬂmp IDBits withaBe Bser o@asdRldng! Mhistah BaptoctiddnafdiniEenber
reveal his/her list of known nenbers. This hel ps rrangg)e t he probl em of sone

menber /556t becguseabtilptsnap madatciranssnsi wdwtscenigrow mgndbsut ot her menber s.
The n \076[nV itk gﬁotﬂé}eeﬂlb%ﬁgﬁén?%f e%rgsrentr\g{'en nlggt 2 S nbtg'acﬁlt ?‘??%%ﬁ poss'gsg sends

out oductl ons to those additl ona et s (not
il ustztmbed)‘or&ﬂeampﬂdgemht rideupgaeup formation suite - QU T and REVOKE. The
REVOKE verb is used to revoke the nenbership of a group participant. It is
sent to all nehbEALEH the group, identifying which group nenber is no
| onger on the {iska ACK is expected in response from all nenbers except
the one from wiom nenbership was revoked. The QUIT verb is used to
indicate that @ BBQEESTs | eaving the group voluntarily. It is also used as
a response to messages . ) .
[%87 Il Eachof lhes% actions simply requires an ACK for a successful response or a NAK for an
unsuccessful one.
[0072] The PATCH action contains a set of bytes that either creates a new file or updates an
existing onc. In an embodiment of the present invention, the PATCH action for files smaller than
1 MB is a single transaction, while those larger than 1 MB are split into multiple blocks and sent
as a series of PATCH messages. However, this is not meant as a limitation. As would be
apparent to those skilled in the art, other schemes for conveying patches of varying size may be
utilized without departing from the scope of the present invention. Each PATCH action consists
of a group identifier, the name of the file to update or create, two hash values, and the patch data.
The hash values represent the before and after hashes for the patch. If the “before” patch is zero
length, then the patch contains the data necessary to create a new file. If the hash value of the
updated file does not match the “after” patch, then the PATCH action fails and a NAK is
returned.
[0073] Asnoted above, in an embodiment of the present invention, PATCH actions for files
larger than 1 MB are split into 1 MB chunks and transmitted individually. The first block is sent

in a “master” PATCH. That message contains a tag indicating that the PATCH action is a
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containing group IDs to which the user doesn't belong. This can happen
occasionally in this system because of the latency in data transm ssion
bet ween gwouwp/omembers. [00701 In another enbodi ment of thecprisssesose

i nvention, a second instruction set conprises the actions for file
managenent and update: a. PATCH b. ERASE c¢. REQUEST 100711 Each of these
actions sinply requires an ACK for a successful response or a NAK for an

oi t hor hgrsh, a0 and(bffdes MBI 8 hERRETRES s S oandiom of

t he prtesmmead’evﬁﬁbhﬁn’hontﬂ@“%-{t@i’* I&&TCHﬁnés@igefcbhﬁﬁlsstﬂ@ms?ﬁlou?@f‘the1 MBis a
single transacti on, whi [ e those | ar r than are split into nultiple

bl ockstransemissiont Other bloaks areeachsemAT Eé@ész miessagese identifiimg whichblockeant

as a | 8 those ski e.art,  other
herredﬂ%?mggﬂess%nc\g%yaé'gscE@‘s? 8&0{%5?1%#5& Ip DL RFR eéil 'ﬂ‘l] iaﬁ ig‘ﬂ R

depar tPADCHrmessddes havofen @bccived. PteIRe Pbint, INEMth amcksEﬁ@ RedR&e Bt P& REh

consists,. of a group identifier, the name of the file to update or create,

two haPRlighloppdategigraatethgileh data. The hash val ues repr esent the before
d h f he." " t th
the JObH CIRPERASH yAOSIRA fholes s rRihekur T it E e dthasy "

contaln t'a” necessary cre

val ue filt td &rese, tpdER ASE fatlion sloeRoldoh hzliﬁhtv@tmet Ihis"dsh @hlue RALseR to dliBR: thit@nPATCH
action falLs and .a NAK i s returned, [0073] As noted above, in an

enbodi e "o‘frdﬁﬂés Hiesamstile hpktheiserdingsyptom hastarensd. {ighe hashaglues areger t han 1
MB ar gfifgfteht tHerﬁlE’lslncJ\t@ra%le{%ﬁth%’ﬂgn&{ﬁﬁ smtted individually. The first block

is sent in a "naster hat nessage contains a tag |nd|cat|ng t hat
t he HOOTH athé BEQUEST vab lMSﬁEﬁ/ﬁﬁ’?@ﬂkﬁv PEHUPIOMEB OB fecofidiRUn@kchaagt bpn and

i ncl udes unt of .the, tot unber of bJocks in the entire patch. In
addi t i Bedift ifi F‘gg‘fcr‘i'éﬁe"ﬁé’é'oaé‘mgrfa bpﬁﬁf’f priches fube et dh GW%%&& cont ai ns
the fi r

L[S0 RS P AACK Oharlal e (B Rk AR Q8RR 250 g

cont alsnettOﬂtfﬁeremenggt’OUPMT@%bers not processed until all of the "partial"

PAT have be received. At that po t he data bl ocks are
reascg‘g{i%(ﬁ ng glmento the present mventlon%tinr instruction set comprises the

actions for transactlon management:
a. REQTRAN
b. NOOP
[0077] The REQTRAN action is used to request a missing transaction. Since e-mail is not a
perfect transmission medium, it can be anticipated that messages will be lost in transmission. The
REQTRAN verb simply requests that a particular transaction ID for a group be resent. If the
transaction ID does not exist, then a NOOP is currently returned so that the request is satisfied.
[0078] The REQTRAN plays an important role in all of the transaction processing because it is
coupled with an optional LAST tag in each of the messages. The LAST tag identifies the
transaction ID of the message preceding the message currently being processed. This ensures that
the order of the messages is preserved even though the messages may not have been delivered in
order. Not all messages require a LAST tag (INVITE, for example), but all of the messages that
operate on files, either updating, erasing or creating them, require that the predecessor transaction
be identified.
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applied to update or create the file. [0074] The ERASE verb sinply renoves
a file fromthe group. In addition to the nane of the file to erase, the
ERASE actwonsateo hol ds a hash value. This hash value is ee®edStz0sesEUr €
that the file to be erased is the sane file that the sendi ng system has
erased. If the hash values are different, the file is not erased and the
action fails. [0075] The REQUEST verb is designed to allow a group nenber
tore il e an exchange of nodified docynments by asking for files or

pat c hg@ 5% p&! ?%%’Bﬁ‘t .““%%te"fr-‘il‘:w@?ﬁ‘ syRnRn, %é&%ﬁbwt@agwcmnmhsl&ﬁ bXreatigen

r ecei pbasié Nk antilte dpgRA ',%amsinqhdm RERRT Rt ! gibQurt e
requesting group rrerggg‘rﬂﬁg 0076] In gnot helr;}siinbgehlhgrlgh?hgﬁﬁ%%&lggs‘%nqlé&]

i nvent FIGRAtUE andipatthian dtrdetrsts aehasge incolepalifies Rabletimeatreplivatdidile iy chaggeat, hon

A NOCP [ 00771, Th RAN actjon | d t
e e S i R 0 TR e St o
medi umall iof thethdd encaritiet o B SEHUbNThe REFSAURSs %Axb?rgg td m%%aémvaﬁﬁea&ﬁgé ﬁge'r on.

The REQTR@QI verb sinply requests that a particular transaction a
group Heestekionppdats aﬁrzgéythﬁymﬂ%cthie@ﬂwh@ awdisd.not exist, then a NOOP is
curre r t e request. i s satisfied., 100781 The REQTRAN
pl aysmggbl rrglfw% @%&aﬁ%@ﬂﬁﬁc%@ upo\f"'q}f ﬁ?“ﬁ‘b%ﬁ&geiﬂﬂbﬁ B SiERawrssy Bek xersigniof i s
coupl etheviile persenatesdn @ldationAtch dndGidnane@vhis ark lﬁﬁ’ed%%iﬁgﬂihﬁngég%s Eﬁgﬂ_est ag

e nessage

identifies the transaction ID of the nessage precedih
cur r enfyepBesryisypolbiss fedlatabasescaarbsusedstotgeneratetany poevieus wafsioref the §imges i s

preser L een: sages not have delivered in order.
Rot ~al s SR b RSO PR Rl ety G S Chhessien e it st ne
messagastht Hatabasep@histpeovidestd donsple@iveRBIn HRAGHIIMGingdd AR TRy g%g}@%t hem

require that the predecessor transaction bé identified. 213
PCT/ USHEBtsat 1 theyaypricaddrass identifitvegivhera theofile chengsrcemerftoni.nvent i on, file

repli yon d : ' r i ng. asis file and then applying
pat chieBtL0 BeEaRE I BbIE o e SR Bidhr R Shhsed i RBaco B epigbase™s
si gnat stnetaedlapatredofagrsion mxacatisn.amdwwﬁqrmesaanhceﬁ@iaagét kige is BBFMe kAR 2
replicated f#%e I s changed, a new hash, signature and patch are conputed

and st BN e DRSSyRem@nuse theaifeom Hrash 11y the PATGH tessage to walk through the
version history to find the records necessary to rebuild the basis file. The new patch can be stored

in the database alongside all of the other patches. On demand, the system can generate that
version of the file or any other.

[0082]  In one embodiment of DRS, concurrent updates generate parallel versions and
reconciliation of the different versions is left to the user. This will be entirely satisfactory in
many cases, partly because the probability of conflict is usually very low and partly because the
users will easily be able to merge the different versions. In another embodiment, the structure of
a file is determined and hooks are provided to merge concurrent files automatically.

[0083] By way of example, a distributed web logger — or “blog” in informal lingo -- comprises
entries identified by contributor. Each entry is a paragraph of text and it is considered acceptable
for the ordering of the paragraphs to be approximate. Blogs are particularly interesting in the
context of DRS because they can be used within a group to provide commentary about the
changes of more formal files such as Word documents or Excel spread sheets.

[0084]  Referring again to Figure 1, the group manager 140 and invitation manager 135 act as

data accessing modules, responsible for managing persistent storage. The group manager 140
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all of the other nenbers of the group. The hash value is conpared to the
hash value of the file targeted for update and, if they match, the patch
i s appli esto o088 This nmechanismis backed up with a dat abaasozésopat ches
and signatures. Each version of the file generates an addition patch and
signature, which are used to apply changes as patches arrive. Because of
this, the database can be used to generate any previous version of the

files wthin rsions that ar%creat ed fromreceipt of

Similarly, fil
PATOH FEUES LM BU4feS gidpsrhile in e TARASSE THoes sprstAiREmHatBpl et e
ver si opvhatsdrar W $ialParibiilo® rfahh&mdRY Bl the RR4GHT BSRS ri8s istsg%gg:ﬁﬂigg the

emai | address identifying where the file change ca rom cause
it is pobwildbingitativas te e ssaegrdup -ecuriegtly thivse sitcaotetbes iintulatsanpdoiusitationt he
dat abase. ,i s tructyred.as a trege of version information. If a patch

arri veSCuheg of ﬁlgset WOGUIES j54ng 2paven gpoduffs thgydo noprugiasrbackgreumsbreadst em can
use t hgow | ok : fon
hi st or yot g@{iﬁﬁ Igtﬂ%lg r?%hgg?lglsﬁﬁgggg sar y@t%g sﬁag%Wﬁéth:eEﬁe&{g%g |ng “ﬁﬁd\é%éﬁhg new
pat ch @izetdsy msmagard SOjas thehmogmtaabasbledl ongsi de al | of the ot her patches. On

deman he t em can gene e that A version of the file or any other.

[ 008APVH o AEY BHESaP AT ESY | o i emtn A pblisbion gunea @ daurmeal

ver si ogty oMk file® B Bdeh @hinfed Off 4 iR ndé £ REEN the/ GRS nﬁngqfsb stafls hﬁ:e user.
This will be entirely satisfactory in nany cases, partly because the

pr obalitPéasy obgorapifngiactersien changk -y signature and patch parcomnputed faubefitemd theser s
il easily: e rge.the different versjons. | not her enbodi nent,
the soaoutdinde PRAGs; S RHEE ey Bhie. BN beiE bR yied b Commags o

concurfoetrthndmibsgon.aut omati cal ly. [00831 By way of exanple, a distributed web
| ogger - or "blog" in informal lingo -- conprises entries identified by
cont ri088&lor In gmembedimept, ke dirgstarvgieasser 450 isget tigh tb group mepershipe r'Whien

accept r i : hs_t o _be approxjmate. ogs are
part | rde? oteHoskBangLARH A pRlcck dE BB AR RS ol BRRA TR Rifin 2o

wi t hi nTlas gllouptht ecpdicanodldiranrydiksas paieipate ih Meore Chaanme Brétfp. Whé the Firel
files such as Word, docunents, or Excel spread sheets. [00841 Referring again
to Fi g‘{Plréétei?rettF?é‘sﬁ‘l‘t&‘}pﬂWdﬂ%?@éﬁ 1) teeplygddnioRnestesp srapdisr 135 act as data

e T I L ey N
gr oupswebnbervez withea buiitiin Sablotronisadegrodedford dhs webrseivel Ravisédthtoakh her
invitations.. A | | ampunt of managenent jn the invitation nmanager 135 is
set f dpltﬁggﬂﬂanfgg?hat spemﬁues the url, the XML to retrieve and the XSLT to apply.

[0088] Figure 5 illustrates a structure of an exchanged file according to an embodiment of the
present invention. The root url (“/) is tied to the index.xsl file and the “groups” XML. This
instructs the URL handler to retrieve the information from the group manager in XML format and
apply the index.xsl XSLT style sheet. The retrieval of XML data from the different system
manager may also include parameters. Each XML retriever has a different selection of
parameters available. The HTTP server provides support for interprocess communications and
remote access.

[0089] In yet another embodiment, the DRS uses a key exchange process to provide security.

Each node of the Data Replication Service generates an RSA (or similar) key pair for the user of
that node. It also maintains a key ring for the user, associating keys with e-mail addresses. Keys

will be added to the ring initially through the process of group invitation — when an invitation is

sent, it will include the public key of the member. When the invitation is accepted, the public key
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mul tiple invitations to the same group - currently these are collapsed into
a single invitation. Neither of these nmpdules is an "active" nodule - they
do not ruwmoosomackground threads. However, the group managerusisl@&ose
responsible for starting up the monitoring threads for the directory
manager 150 as the groups are enabled. [0085] The directory manager 150 »
nonitors the files in a replication directory to determne if any of the

files ha been changed, 1f a file has changed, the directory nanager 150
starts ?‘i@e “f)‘P’(S'?;"é‘éq?’ reppgst 10 thg e Stgr &P Whmemherg dn .ong embgdisncat &eysrate pat ch

d U i 0 i | S hose
Tal oa Bl o e BE o (4 phitf Saners O Wb AR RAR e TRt B,

[0086] Managed birithetisewdcertifioates pmdicestedthivdpagies. 150 is not tied to grouE
menber shofr n atches are sted, the co nd processor receives the
file' sﬂa 3@]& iwoh%eikﬁg A8 §Irnpeds ggf‘bﬁﬁﬁgr"%ﬁetwm € groupfeemps presnryatedod he

di r ect ofogus off REsshge afyiptich RAL Be ikt (528 ﬁx,e§sla§élb&{3ﬁnQﬁ@k'-ers/i%&&tibﬂﬁgéck&erather

updates are transmtted, the |location is resol’'ved 1nto one or re group

| Ds. [ ODBTRUSMPLNRIP enenmpass all ppthetcaprpilities o SOMIMENdows user i nterface, the

i it ilt-in Sabl otron XSLT processor.
The weltOZLITy o <A crntiRnB SR iob s o Bt iomFpresPiarn Sines SeBieranes « he
url, thea)XMplitaic detsamewet ciftled, e oppbmuliey S 1o rob@%%%ﬁe'éin%a%%fv%{lh 'glolﬁg% ates

a structure of an exchanged file according to an enmbodl nent o * present
i nvent i B mempsrs J@nother group Jnsfegd of wigwing thaeeplicatéon rekitiohsHip asithd eqiiealent of

"groups, g j ' s ler to retrieve the jnfarmtion
f?om 'Ito ﬁaedléqr}{lgﬁtgaﬁgﬁgaiggﬁﬁlfﬁ%é S%tg)?rrr#{ﬁn gttr%g%q%?p%‘fafvfwé’pf%??&gq atipaphps ¢ y| e
sheet . bRleme something akaf toXihtedatFor ek anple & odiriid2e pEEp1S Wb aRe inBI&esT My

al so include parameters. Each XML retriever has a different selection of
par amet @EYNZRIIQNE HY &€t uprarepiraation gelolaenshippgndiben eupeltheminaay iepli@tethe fidss
comuni Gl hPRgerAlGrofenot € access. [0089] In yet another enmbodi ment, the
DRS uses a key exchange process to provide security. Each node of the Data

Repl i d8092in Beandtive egbodinanesf tie DR tfaasposi prodoasls olRY tHagietmbiPhreld6d WAGE Of
that node. It also mai r]tai ns a key ring for the user, associating keys with
e-mai | ‘REHPEEEe g or Reample, i one gabgdinisat, mherardiract epnneetian aandng pehrsasipessibhe

P coe= il LRk o B0, e R AR o By, e o 4
key - B8coNIpIFBLd 2821 BcTHANEO 3ddD@BAGIevices using Short Message Service (SMS).

[0093]  An entirely different form of routing is possible for propagation of updates. In the
present design, each node automatically sends its updates to all of the others in the same
relationship. However, in some environments, it may not be possible to address or route changes
between any two participants. For example, if direct connections are being used, but some
participants had only limited connectivity or could interact directly with only some of the
participants, changes could be pushed out with instructions to relay them to the other participants.

[0094] In another embodiment, the “replicated file” is an executable and the message redirector
(Figure 1, 114) permits the user of the sending computer to control the receiving computer
remotely using inbound SMS messages.

[0095] Referring now to Figure 6 the internal routing of files originating from an external source
is illustrated. In this instance the concern for those within an organization using a document

related to whether that document is from a trusted source or not. If it is not, and is propagated

through an organization, a virus may be spread, or erroneous information on which decisions are
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of the new nenber is returned to the existing group nenber. In one

enbodi nent, keys are generated and used without third party signers. In
yet anot hwo oswbads ment, key exchange is nanaged by the ueerafsosresosé fi cat es
and trusted third parties. [0090] Once keys are exchanged, all nessages

bet ween the group menbers are encrypted. The focus of nmessage encryption
wll be the core nessage body in the x-drs/instructions packet, rather

L.t bbb Qg DB FARTHYLLAL TR Ol MR 0211 11

anot her enbodi ment tes 1 nfornati on

groups tragigd $<Blp¢asctahe prasbiét iswemeos atlow forf grb@s, to b EcIPRAr taPdHeY. Blehites 200
one,group.to the nenbers of another group. Instead

route cha F

of vi eV\frf’fgﬂﬁhaée P%‘ﬁf’ g Hsteth Braup aManken 2P2 meyatre begqunembesraf aofbtheragrdu;sM&rtht ed
| |

oF Bt 1 o ey or gt on GR MERLEC &4 ESon LAY LR M R, 206, o

peopl e 20 Vhen ajﬁfeherMmatednrgmrthzﬁtdamﬁemﬂ&y ZBEBKND‘%@ld’fQ@m&ﬁdrgﬁb in the
e files wi an

relatio and t emmy replijcate t

i nt er na r%n p’[‘ﬁﬁ%gfd]?"rfpg%ﬂ%%Putg%B‘éilWéFﬂhcafedtlh@ tisRles of tedpiomal gowp ocol s
ot her tétﬂlﬁprﬁn 02, 20£ aHg2d R a i.n. one

enbodi nent , V\I}n% e di rect cgmgiﬁwooﬁﬁ arﬁ%pdrré a{az?esd t? etﬁé(;rssrm k)}]ls cdse groug member
traditi Hﬂdﬁ d&"rlmit%bissimﬁua hecgseft iRd aanulbeoﬂﬁkesl ltIfﬂrtlm(abétﬁxﬂplfsﬁapmb%ﬁ%bwe

repli c%# acco i.shed arm cel | phones and ot her devices
el ng” e flnecanfifessF up BE5E Sy Houn e imink Sl beingrrescired oot
rout i nQristedX%fdeRven {fOhe Rl BAGR Jilin fexfé%ﬂoeﬁf lo}%d]p}%aﬁon B ﬁ'%ﬂtzog %?dngébsame

each node autorratlcally sends its updates to a ers I'n
rel at i oHgRIgMbeFowever, in some environnments, it may not be possible to

addr es bet we wo participants. For_exanple, if
di rect[% 0% negj‘?%ﬁgep? %m&ﬁy WG gd“eafg haé'&‘?gw lﬁflﬁ?lfls)‘ﬂrﬁf&ﬁt E‘Yiéldi)l(s@%pey | i Im t ed
connectundeisyoodrtha ke Ghvemtida As) béjérﬁﬁ‘&fléd’mvﬂtﬁe'? ﬁ iflc RS W‘?lfhoﬁnfegartm on% hem

partici pants, changes coul d be pushed out I nstructions
to the ?P@Peﬁéﬁheuevwﬁnshscmcmqu thnt thclcxdmmleemidcnﬂnb’tﬂnhcnti &@cnbc&ﬁidréiﬁhﬁ:d

file" Ie and t he age, redjrector ure 1, 114) permts
the' usdr e RES Sty BB s el a2 o sR okl Ees e athgpiseinpiivention wil

r enot el rgcdimizrghatiolies Behb S FRSEATARe cbREFEeREHEE 5&%91 aﬂemssgoééhﬁé‘.re 6 the
internal routing of files originating froman extern sour I'S
illustrated. In this instance the concern for those within an organi zation
using a docunent related to whether that docunment is froma trusted source

or not. If it is not, and is propagated through an organization, a virus
may be spread, or erroneous information on which decisions are
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-19 WO 03/079213 PCT/ US03/ 08036 based may be propagated throughout the
organi zation. To assist in the replication of files from trusted sources,
the presemooBowenti on allow for groups to be "chai ned" togetrhsniosvkirbers
200 and 202 are part of a trusted group. Menmber 202 may al so be a nenber
of anot heywmcpupm:nternal to that nmenber's organization here illustrated
as a group conprising internal nenbers 202, 206, and 206. Wen a file is

group internal me 206, and afileis
or bup. comr i o1 Aq B ahsEB TR Bomdlip Wirirsiol foRsartd sUEPFAEY [he 11 1 os

of the i nmethodlcogpasipg: conpri sing 202, 204, and 206. Thus two groups are
chained together. In this case group nenber 202 is designated as both a
reci pi ent and WSEHOE deinystaion eanmprd mig the deadge ebarpist sineall messaghj ecti ve  of
provi di ng conf t Loun . F .and 206 that the files being
received are féo H%ﬁgggﬁg€gHﬂg@§$gghégéﬁﬁF% the files are originating

external to thendingahd st &-omilahesshdeotd tROLnANE2RGS aahifviteTbers. [ 0096] A
data replicatigon system and, nmet hod have now b,een illustrated. It will also
be under st oodd&¢fangthfany Hationtcoprnanghat the 1BviRscH eemailglionther specific forns

ith d ' ; ne; : J ' i scl. d dth h
exanpl os and crbedr e BRoRiNRR Rlo haReldr S efuft FRIRERE ) | 02t ot ve

and not restriaigireingTroms eheskvitdeed in the art of the present invention wll
recogni ze that other enbodjnments using the concepts described herein are

al so possi bl e. SeNIHSNS ssepshaimy mestagede theosmad cligyt ofthy viting groupet hod of
facilitating thenfgrggfion of groups of trustworthy menbers, the nethod
conprising: inserting an invitation command into the header of a first
e-mai | nmessagedetatingitireatccey chmamndit ihe\niiing gi@up uikniRRie@mais @NehtNg t he
first e-mail nessage to the e-mail client of an invitee; detecting the

i nvitation conWAHANARe iyHes brropws a gew grop memb@nt ; i nserting an accept

comand into thg HERHEbr AbilRaHRGRAY hriatlBi be |y om t he
invitee, sending the seconlcs e-ﬁlga%] msgsage %Fg§t a(gq%u-s%qrﬁ{ygﬁ%déﬁﬁqs Ié# t he
i nvi ti ng gaioup wherein sending the first e-mail message to the e-mail client of an invitee

comprises sending a public key of the inviting group member and wherein sending the

second e-mail message to the e-mail client of the inviting group member comprises

sending a public key of the invitee.

3. The method of facilitating the formation of groups of trustworthy members of
claim 1, the method further comprising:
inserting a welcome command into the header of a third e-mail message
originating from the inviting group member;
sending the third e-mail message to the invitee’s e-mail client, wherein the third e-
mail comprises a list of current group members;
detecting the welcome command at the invitee’s e-mail client;
inserting an introduce command into the header of a fourth e-mail message
originating from the invitee;
sending fourth e-mail to the e-mail client of each listed current group member;
detecting the introduce command at each listed current group member’s e-mail

client; and



menber; and detecting the accept conmand at the inviting group nmenber's
e-mail client, wherein the invitee becones a new group nenber. 2. The

nmet hod ofwbagiots2tat i ng the formati on of groups of trustworChyUSewedoss s of
claim1l1l, wherein sending the first e-mail nmessage to the e-mail clireﬂr)lt of |
an invitee ¢ of the inviting group member an
wher ei n sendi ﬂﬂggp%’@g%éez@%%k%&‘%&hes%@g% to the e-mail client of the ,
i nvi ting 4r oupAmsthet ofoepijratisg data semnd nendepudfla frsk@yum fwlidhen kivficee. 3.
The met hod of faCi'lli,%%{IO?’g]Pthe f rrratlo of, groups of trustworthy nmenbers

of cl ai n¥"T"P FHBPIEES FHRFmRE HAnd in Eachegropm e RbaR RS Grasodb mand
into the ﬁﬂ&dﬂfrr@éexﬂnéﬂ'dﬁt‘ﬂs@t‘Uﬁ'rhetﬁ@c?&ﬂ isifff.i 9i nating fromthe inviting
group nmenber; sending the t hird e-nail ssagetothe invitee's e-mail

client, wher eiauthdrmgtanhanigesto andnitd set onpr auslesing rhérsbertf groupy fodder t@Ereate a
menbers; detectin 1tE | cone command at the invitee's e-mail client;
inserting an i g ga ¥omand into the header of a fourth e-mail nmessage

originating frQatin ?% lja&\ﬁl&ag{eﬁlesr@&ggéﬂgnég}é Qn%]%mlg {oq LRSaSeei | client of

each listed current group nenb detectin uce coimmand at each
listed curr entm@mlupa nﬁcﬂbemmmaed ) lhe lmhdcmmfan a-rmmthiﬁeﬁ%dH@g?da?nmg from

PCT/ US03/ 0803 elLvin he i st cur ent group nenbers. 4. A_nethod of
replicating d ﬁ%%gwg & §Vh8lfe"ht iF8¢! ﬁltefﬁﬁge C%H%rl‘séﬁ H‘etR?é"hfan%fﬂe, gr oup

conpri ses two s@ﬁdlﬂ@m RN B esa @6 1HNEMSI BliGRSP e dﬂ% has a group
folder for receiving a data set, the nethod conprisin aut r| ng a change

to a data set detecHpg tetnatohi q«?gmmﬁlbé each gqommembbxdec-mad diesged a changed
Gara set or oAU ABaER AT DS AR bla IR AR 20,0,
originating f rpgmbdrRe aatd xféplwdwtﬁé&ﬁ‘ﬁkeged d‘éﬁ%@ﬁhﬁhé BRuf féaél of‘E%&?Qx%ﬁp
conprises the rggrhger; data file;
5. The method of replicating data among members of a first group of claim 4,
wherein the group folder further comprises a current hash value representing a hash of the
data set in the group folder, wherein the patch data file comprises a first hash value
representing a hash of the data set before application of the change, a second hash value
representing a hash of the data set after the application of a change, and patch data, and
wherein applying the patch data file to the data set so as to replicate the changed data set
in the group folder of each group member comprises:
making a first determination that the first hash value matches current hash value;
if the first hash value matches the current hash value, applying the patch data to
the data set so as to replicate the changed data set in the group folder; and
replacing the current hash value with the second hash value.
6. The method of replicating data among members of a first group of claim 4, the
method further comprising:

associating the patch data file with the authoring group member; and

storing the patch file data in a data structure.



sending the e-mail nessage to the e-mail client of each group nenber;
detecting the patch command at each group nenber's e-mail client; and
appl yi ng wbespakeh data file to the data set in the grouppCwoiudesosose each
group menber so as to replicate the changed data set in the group fol der

of each gfoup ThHENDS : f ' ' ng nenbers of a
first group of clail ch}l?Pre\Rﬁgh?gigﬁita?hO%n% onl['Jp écg gfeér H%ﬁgﬁlgrc’?g}éﬁﬁlﬁi ses a
current habdremalssogiatiop thesendhi dugn filehaishthefauthoeing dajup nsethber RoipAsdgr oup

fol der, wherei.n the t ata file conprises a first hash val ue
repr esenﬁsﬁ(bma{mﬁég‘ﬁp%ﬁa‘ {‘Eé’% vith here-par §f thegyporing €Tdw re¥mbeie change, a

d hagsh - f : T i
second has V&m@neth&lpbﬁn%ﬁﬁ%dt g dﬂtﬁ*’hgxmg%erﬁ%@s S\I:ﬁ:{e f;? es? grtogEfBFgga e

application of a change, and patch data, an ng the patch
data fil evhaseinhesedinga pth eomaand iota hphexiet of shencilangeagedaignasiay 1 n the

group folder .of each ou nber conprises: making a first determ nation
that the ?’P%lfeﬂgg%"\?gﬂ%ﬁﬁgﬁ‘%%éeﬁlﬂﬁ“ﬁgﬁ?mﬁﬁ?ﬁ: value; if the first hash

val ue mat ches deh@tifph cRiHeehaf dal e witBRRhY LRG & h data to the data
set so as to repli cgte t he changed dgtla setgi nptﬁgergr%o(ﬁp fol der; and

repl aci ng t he iEudptenet inalsmgodliverting ihpatttecanontinhethh headevef aibe-niifle et hod

of replicating data anon nbers of a fiyst group of claim4, the nethod
further corrpr%g?sﬁ%g.e oékgér@%i"gtrﬁoﬂb{htelgéo‘ﬁd?@ﬂ HAuHonng theshapge, feersia fsrer ng

group nenber ; Iﬁmdmegagéwﬁpﬁéa@ﬂﬁagaméaid fledata in a data structure. WO
03/ 079213 PCT/ US03/ 08036 7. The nmethod of replicating data anong nenbers

of a first group of claim®6, wherein associating the patch data file with

t he aut hqying Qu er,.c rises associating.the pat file data with
the e- rraiQ)Ir' of ’g{?em‘éhd %ﬁeﬁb"agfgg&ﬁmﬁa}%éme .ersT‘h{;" %EWBEPB g?’é‘bf‘i?k‘:‘gﬁr ng data

among merdgipsiskig: @ first group of claim4, wherein inserting a patch
command into the header of an e-nmmil| nessage originating fromthe group
nmember aut hor ifaEning @ seqead geoupseprirising mefabars diffegend fromathg dirstgravpeandat a set

wthin the gr - f ; Iy o dat et.is chan inserting a patch
command i nto _tqﬁgmﬁglg gét 08? rllfatierllnbég’-r ﬁ‘gﬂmnﬁ%g’f&f@t 55?‘?"9?‘%@8? h%fof‘ggFﬂ”Phe gr oup
nmenber aut hor ianghotibimgeiea@emomhirhficAto Bflicte and forward the changed data set to

the members of the second group.

10. A method of replicating data among members of a first group, wherein the group
comprises two or more members, and wherein each group member has a group folder for
receiving a data set, the method comprising:
authoring a change to a data set in an authoring member’s group folder to create a
changed data set;
creating a patch data file representing the change applied to the data set;
identifying each group member entitled to receive the patch file;
inserting a patch command into the header of an e-mail message originating from
the authoring member, wherein the e-mail message comprises the patch data file;
sending the e-mail message to the e-mail client of each entitled group member;

detecting the patch command at each entitled group member’s e-mail client; and



mai | message conprises the patch data file. 9. The method of replicating
data anong nenbers of a first group of claim4 further conprising: formng
a second woosp7eepri sing menbers different fromthe firstecgusoposasd

having at | east one nenber common to the first group and the second group;

authorizing t r repl.j.cate and for d t.he, ch; d data set
to the ne?vbe?gp@mgp %g‘ggﬁ‘é ﬁté‘?tgutggdi%.se%n%t%%%o %g?éelr QEF?Céaelnﬁﬂg‘fdata anong
nmenbers of a fgrauwptmenbero ashereplitatt iR dBamied daRePin the Srdupdol@ér JThen MeNber s,

and wherein each group nenber has a group folder for receiving a data set,
the method cofphiled $1gup meiv6Fi ng a change to a data set in an authoring

(10 repr'acontive the (ReRiERhEaR sOTRHERAR T o SUEGLHER fhnG cach

file representing t hange a data se I de ng each
group nedereie e grogofolder fiedek vemptises pauabniflable vall e sprdskihgta Wah ehteommand

into the header of an e-nmil nessage originating from_the authoring
menber, WABSE! 1 thegroup ﬁ‘&ﬁ% %E@&b’geééﬁ‘?}ﬁr‘jﬁ@&e £RiBPINes @ firstdash valpe; rTbsendi ng
t he e-nai < TR i : e itle er;
detecti nééptrﬁ%ﬁ%a %lﬁ&?o&r{?r}gen%tg?étlgggo# %@ﬁcﬁoéld&gﬁ%ﬁ%;lh%ﬁbsg?&{s&%?h nagi?lf'ecl ient;
and WO 03¢07@adfs POTshdSNRY 08086 afteptht ypplatireofaditingeaha phich dataparidhe dat a

t inth . f ol f titled roup nenber so as to replicate
the chandQirUBBePILBE TPt Blsors i s<5F0 BHEHePIEATS th Samngrd s Alimber

1L The mRiHaqiod) fold@Pbi 6RhicHGAALBAIRABEMSIGs 0 a first group of claim

10, wherein the group folder er conprises a current hash val ue
representi ng makagh st ddtermioztion thatthé first hashgabiepndtcied enrremthastevaiug; he pat ch

data file conptises first hash value representing .a hash of the data set
bef ore appl i cé{t}‘?)ﬁr%ﬁasthhvé’?‘teﬁ%_ﬁg‘?s t_ge %%%'ﬁggslt?é@ﬁ’ev%ﬂ @“g:;%d?aé‘g‘é’(%‘} ®g a hash
of the data sefie @4 &f sé RetoaBRldattht eMan@td 8at BaNFthe R afdat a, and

wherei n applying the patch data file t0o the data set so as to replicate the

changed dat a s@tacingthe gerrentdagh valleiwith die ssewtd lesh velned group menber
o Se 2 P b Shefhdd Srbpiftahist Bl b RE mefiBlrs'a?S b bup S ctaiel 6} Fhe ™" C"ES
method further comprising:
associating the patch data file with the authoring group member; and
storing the patch file data in a data structure.
13. The method of replicating data among members of a first group of claim 12,
wherein associating the patch data file with the authoring group member comprises
associating the patch file data with the e-mail of the authoring group member.
14.  The method of replicating data among members of a first group of claim 10,
wherein inserting a patch command into the header of an e-mail message originating
from the group member authoring the change comprises:
detecting a change to the data set within the group folder; and
if a data set is changed, inserting a patch command into the header of an e-mail
message originating from the group member authoring the change, wherein the e-
mail message comprises the patch data file.
15.  The method of replicating data among members of a first group of claim 10

further comprising:



if the first hash value matches the current hash val ue, applying the patch
data to the data set so as to replicate the changed data set in the group
fol der; awo o3epizaci ng the current hash value with the seecmdshaedoseal ue.
12. The method of replicating data anong nmenbers of a first group of claim
10, the nmet hc%d f.urt her éon(Pri sing; .assocjating the patch data file with
the aut hori ng [gMY0B 2585PHE BrOURRPMIELsHIE Membesd didterent fron the disstgroup anddat a

tructure. 13pa%; 6ol first
structure haVing am\;é%ﬁ%e %en{lﬁpkétﬁ%h@&t}ﬁ?rg a@gﬁﬁﬁ%g{‘fg@?&%gd %fq[u I rs

group of claim 12, erein assoclating t I >t he

aut hor i ng gr o@pthetring thecempmps eembas waeplitateandthevpd tiechhngel dhad etw t h t he
e-mai|l of the aut ho ing rou r&enber. 14. The method of replicating data
among menber s "Of "ETPFP lfg'terSB‘H‘ o+ °W%-ai m 10, wherein inserting a patch
command into the header of an e-mmil nessage originating fromthe group
menber authoring the change conprises: detecting a change to the data set
wi t hi n t Hé. gr dupmethod @érepligating datmardengmemberis of a lphurglétst of grsips,twhegein pat ch

comand i nt,0 r.of an e-mai nessage qriginati romthe group
member aSF %ho ?’E@C@ﬁ@q“%ﬁé‘*ﬁ%8r m\?ﬁeemg'inherfh‘gﬁeéggﬁﬁ? g Bé‘?f&g’%ﬁ%i‘rsp"r BOBR the
pat ch dat@déi foerecdvingldie orpidioda@isctc apldivartdingt I@Q@t%n@gmg ni&Rels of a
first group of claim10 further conprising: W 03/079213 PCT/ US03/ 08036

form ng &CSEWHHE e sUmoEOMhe Blurityehtrerps, dhe hethedcomprising:he first group

and having a nto the first aroup, and.the second
group; aut hotfdlsgzo?%gh% ﬁ‘gegémﬁ‘f"ﬁ@%" ]39 ornerBF’?léeét &lh%deq‘sgP%?%‘L? he changed
data set to fghepsenRich thd cdnivfos aaibdr Bélongs; 16. A nmethod of replicating

data anmong nmenbers of a plurality of groups, wherein each group conprises
two or nore nEFASBHRS 2 dia setilh theagrpup 0 pnpeismemyerciigm afftazseurt or

receiving one ;o0 R fe %’?ﬁ‘?ﬂ’zﬁ%ﬁibeﬁlp%%ﬁ% n at | east one group nenber is

comon to two or nore ura groups, the nethod conprising:

associ ating t hepligatingthé edodinred dhtatsbeinanpronp fE108QIT cél Medberd sTaath frogp of the
groups to which the common nmenber bel ongs;
assoclated with the group folder of the common member.

17. A data replication system (DRS) comprising:

a DRS message, the DRS message comprising a GROUP element, a VERB
clement, and an ARGUMENT element;

a group of members, wherein the group is identified by a GROUP element;
a message redirector adapted to:

extract the DRS message from a stream of messages; and

direct the DRS message to the command processor; and

a command processor adapted to;

parse the GROUP element to identify a group to which the DRS message

is directed;

parse the VERB element to determine an action to be applied to the group;

and



receiving a data set in the group folder of the common nmenber froma first
group to which the common nenber bel ongs; and replicating the received

dat a set wo osle2gs oup fol der of each menber of each grouppPcagsosxisated wth
the group folder of the common nenber. 17. A data replication system (DRS)

VERD o onent, - andb it ARGTENEY LHEMESt § d5-ONRe o RESEIo QB o  ho-

group is identifiegjibye HpERPUP el enent; a message redirector adapted to:
extract the DRS nessage fproma stream of nessages; and direct the DRS
message t [ of Bl N aTagnect t o;

par se thgg@%&%@aﬁe@ﬂ%ﬂ@%& eﬁtolffcyﬁg lgf gﬁp toHalhDiq{(:sﬁﬁltg %gg&%%tseg%ée i's

di r ect ed¢-npénsessigee VERB el enent to determine an action to be applied to
the group; and WD 03/079213 PCT/ US03/ 08036 parse the ARGUVENT el enent to
det er mi ngy an Pk @f4 rdplicMInGsteheof@tdima, wherdeln DRS aikigedurtBd cohpdissdat a
replication systemof claim1l7, wherein the DRS nessage conpri ses an

e-mai | nes$Oxdementon FROM dlgmant; end pre R plgmesyst em of cl ai m 18, wherein DRS
nmessage further conprises a TO elenent, a FROM el enent, and an I D el enent.
20. The 2@at a Thepddtzeplicaticsysystem affclaamdiopwhereinthe iRietendnéisl DUmiversent i s a

Uni versal. . Unique I dentifier.
Unique Identifier.




